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2 February 1954

1. The cecond meeting of the NSA Classification Advisory Panel was
called to order by Col, George E. Campbell, Adjutant General, at 0830,
29 January 1954, in Room 19-232B., The following were present:

Mr. W, F. Friedman 8/AssT
Col. Geo. E, Campbell AG
Mr. D. D. Croskery - C/sEC
Dr., A. Sinkov PROD
Mr, F. E. Densmore PROD
Maj. W, R. Carson p/P
Mr, S. W. ledﬂ SEC
Maj. We T+ Connor SEC
Mr, L. D. Callimshos TNG

2, Col. Campbell noted that inquiries have been rececived from various
contractors in regard to declassifying wartims contracts for electronic come
puting machine developments. It was agreed that if there is definite proof
that these contracts are for the identical equipments that are now unclassi-
fied and which are negotiated for as unclassified there is nc reason why
the old contracts should not be declassified at this time,

3. The draft of proposed guide lines for use by originators in
determining the classification of materials was presented for discussion
and the revision is attached as Inclosure l.

4, Additional suggestions made in connection with the paper were thats:

3. The final draft be forwarded to USCIB for consideration and
the firast section having to do with Top Secret Codeword classification be
examined by the Security Committee, also specific clarification be requested
in regard to making code words unclassified when they are not used in their
codeword senss,

b. Paragraph 2 under Top Secret Codeword, as revised (A crypte-
analytic process vwhich is indicative of specific success on a particular
foreign system), is unnecessary if the psper is accepted as an over-all
T.\ide. Dr. Sinkov stated that PROD considersd the original statsment

Cryptanalytic and other processes peculiar to the production of Special
Intelligence: success, progress, process) much too broad and that the
question 1s incapable of being spelled out. He noted the need for stressing
the interrelationehips betwsen the crypto processes in discussing COMINT
successes on forelign communications.

¢e Reference to USCIB and LSIB be deleted where portions of the
UK/US Agreemsnt (BiUSA) are extracted to elaborate upon certain peints in
the guide lines and that the papsr be an NSA document,

SEERET




SEERE
® 8095 @

d., In the final papsr, perticularly on the Top Secret and
Confidential sections, the classification guides as promulgated by the
Secrestary of Defense bs set forth,

5o Col. Cempbell asked the Panel mexbers to consider whether infor-
mation stating that NSA is in the COMINT field and in the COMSEC field
can bq made publie.

6, Inclosure 2 is a list of questions relating to problems of
classification which has been submitted by PROD,

7. It was agreed that Inclosure 1 and 2 be considered at the next
Panel mseting to be held at 0830, Fridsy, 5 FPetruery, in Room 19232,

8, The meeting adjourned at 1130.
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

—EECREL Revisaed: 1 Feb,54

'roi;*szftcam CODEWORD
#1, A cryptanalytie proc;\ss\ which is indicative of specific success
on a particular foreign system, \
2. Traffic Intelligence involv.{ﬁg\ call-signs or message headings

encrypted in codes or ciphers of high seéﬁ:;l.t.y grading. Exceptions would be

listed separately.

3. Traffic Intelligence involving such coﬁbipation (vfusion®) of
separate Traffiec Intelligence or other Secret Codomd sources as produces
information whose value is so great that security of c&ﬁtgnt becomss the
overziding consideration.

*This paragraph is unnecsssary if the paper is to serve as the over-all guide,
*iMr, Callihamos will clarify definition of phrase "ssparats codeword",

et ! SEERET




PL 86-36/50 USC 3605 —
— TP SEGRET CODFWORD (CONTINUED)

TOP SECRET

1. The detailed missiocn of a COMINT agency or a major component
theraof .,

2, The existence of peace-time collaboration in COMINT matters between
US agencies and Australia and Canada,

3. Intelligsnce derived from the cryptanalyeis of high-grade enemy
cryptosystems during World War II, provided the reference cannot lead to
inferences 28 to the specific systems involved,

L., Codewords applicable t0 Speclal Intelligence and Special Weather
Intelligsnce.

5. Disclosures of the detalls of eryptanalysls of specific low-grade
enemy military cryptosystems during and after World war II.

6., COMINT end product, except such as by mutual agreement with GCHQ
is Secret Codeword, is Top Secret.

SECRET. CODEWORD
1. Traffie Intelligence (including freely available privacy and brevity

systems such as commaercial codes) except where specifically assigned to

other c:ztegories:
a. Traffic analysis proceases,except elementary principles,
b. Summaries, stec,, bassd on Traffic Intelligence,
2
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

~SEERET- Revised: 1 Feb. Sk

SECRET CODEWORD (CONTINUED)

except as noted in paragraphs & and § under Top Secret Codeword, _
3. Special Intelligence specifically assigned on the basis of crypto-
systems by USCIB.
L, Case notations and texta information,
SFCRET
#]1, Standing operating procedures and instruction manuals gowverning
the respective COMINT organizations (except instructions to processing
activities governing their procsssing in detail and the handling and security
of their final products).
2, Intercept assigments,
3, Detailed intercept and D/F plans and over-all opsrational effective-
ness of intercept and D/F organization as a whole.
4. General reference to the fact of cryptanalytic success against low=
grade enemy military crypto-systems during World War II and the Korean con-
flict ,without any detailed description of the cryptanzlytic metheds used,

*Requires clarification and elaboration. Some SOP's are higher or lower
classification, This might be suppressed,and merely list subject matter
of such SOP's under appropriate category.

#Cannot reconcile this with SECRET inasmuch as Texta (paragraph L, under
Secret Codeword) is an integral part of intercept assignments and is
classified Sscret Codeword.

3
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-SECRER- Revised: 1 Feb., 54

SECRET (CONTINUED)
5. Details of traffic analysis (not involving high-grade callsign
decryption) as applied to enemy communications during World War II.
6. Description of equipment peculiar to intercept stations,.
*7, The broad outlines of Traffic Analysls processes,
48, Reference to cryptanalysis as a source of intelligenece, bub ex~
cluding details of procasses,
¥9, The listing of US Ssrvice operated intercept stations designated
either by geographical locations,or by numericsl designation (2 or movre).
10, Existence of peacetime collaboration between the US and UK (GCHQ)
in the COMINT field.
11, All personnel reports, civilian and/or military, which indicate

authorized and/or actual strength by job designation or by organizational

element title where such designation or organizational element title would
indicate details of the eryptologic mission,

12. Codeword applicable to Traffic Intelligence.
13. Current instructions for forwarding processed RU traffic.
1). Information relating to an entire system of cryptological (R/D)

equifmt.
3o Cryptenalytic short titles involving two or mare.

# This seems to include "Elementary principles of T/A" listed under
Restricted in NO4SM II, as well =s "intercept, D/F... as source of
intelligence" under Confidential.

#% Do we hope to concezal fact that cryptanalysis is a source of intelligence?
This is at least unrealistie.

*##¢ Note that numerieal designation appears on Confidential raw traffiec,
[
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Revised: 1 Feb. 54
CONFIDENTIAL
¥l. Assoclation of broad COMINT functiona with specific activities

and organizations by nams (excert as provided under "non-classified" below),

2, Charts and descrintions of the organization of NSA and service
eryptologic agencies.
3. Individual intercept and D/F station products and statemsnts of
operational &ffectiveness,
L. Association of specifiec phases of COMINT activity with types of units,
5 Intercepted raw traffic that shows no evidence of procassing for
COMINT pwrposes.
6. Referance, in general terms, to intercept, D/P, RFP, and MOA
ag sources of intelligence.
W], Administrative records of indoctrination and exacution of security
oaths, |
##%8, Cover names assigned to various sources of araffic, when used out

of context.
HH9, NSA's rossession of or interest in RAM equipmant.

10. The terms "United Ststes Communications Intelligence Board" and
ny, Jo Communications Security Board" (abbreviations "USCIB" and "USCSB")

T

are unclassified.

* Requires clarirication.
#3¢ Should this be classified?

#t: This should not be classified,
5
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-SEGRET Reviged: 1 Feb. 54
CONFIDENTIAL (Continued) |

11, Traffiq Intelligence relating to D/F mission assignments, beavr-
ing reports and fix reports (i.e,, targst frequencies, call-signs, "piped
signals,” other signal information, bearings and fixes), provided that no
complex changing callesign systems are included,

12, Plainotext tactical or operational traffic provided that no
int.ex:-pratations of complax chsnging call-sign systems, enciphered map
referencea, or results of advanced traffic analysis are included. This
material shsll include local procedural and local grid and zone systoms

used for artillery direction, tactical control and movement of front
1ins units, early warning and exercise of tactical combat control of
aireraft,

13, Traffie Intelligence or Special Intelligenes from analysis of
radar tracking reports and visual observation reports as found in tactical
or operational trafric, provided that enciphered aircraft type designations
or interpretations of camplex changing call-sign systems are not included,
Inclusion of local grid or zone references, local procedural codes used
for brevity and plain text interspersed with cover words is permiassible,

14, Special Intelligence from Naval tactical mareuvering codes,
when used as such, and from jargon codas,

15, COMINT concerning weather which i3 derived from this categery
source includes only that COMINT described in paragraphs 12 and 13 above.

16, All nersonnel reports, civilian and/or military, which indicate
authorized and/or actual agsncy strength in total, by organizational

6

SECREF

~ 4




o SEERETe0ss g

—SECRET- Revised: 1 Feb. 54
CONFIDENTIAL (Continued)

elemant, short title or synbol, by primary program element, or by function,

17, Special purposs features of and exteni of effort with computers,

18, Information relating to individual parts of erymtological equipment
(/D) may be in this classification.

19. The terms "task dollar amounts”, "funding programe", and "total
year amounts® (R/D),

20, Terme "iktey study (when not related to speeific systems), wired
whesl machine, Hagelin machine, isolog, stereclog, depth search, ABNER
program, ATIAS program, ENIGMA machine ,key generator, intercept traffich,

21, Tabls of Allowances of an operating office.

22, Rosters, telephons lists, ete., which show names of all employees

of an office together with their phone nurber, room number, locatien, and

assignment.
23. Referenos to the term 'special cods word" in connection with

eryptologic activities,

24. Detailed references to, and description of, cryptanalytic success
against specific military cryptosysteams used by foreign powers botween
11 November 1918 and 7 December 1941,

25, Intelligence derived from the cryptanalysis of the diplomatic
eryptosystems used by foreign powors betwsen 11 November 1918 and 7 Decesder
1941, '

26, The fact that NSA performs security analysis and evalugtion of

U.S. cryptosystems and classified jommunications transmitted by electrical

mex.c. 7
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

Reviaad: 1 Feb, 54

CONFIDENTIAL (Continued) o
27. The fact that NSA produces cryptographie kwing mat.eriak including
rotors, key lists, ono-time tapes, one-time pads, eodeo, diles and other

broad categories of keying materials, and employs eryptosraphic key generating
equipment to preduce this material,

28, US collaboration with UK and Canada on COMSEC mtt.eral‘ff};

29, Holding of annual conference to discuss. UK/US COMSEG mtt.erlo

30, US use of UK produced erypto equipments and UK use of Us produeed
crypto equipmants, | ‘
31. Production of crypiomaterial for

32, The fact that NSA is assigned

33, Diocgrams and deseriptions of COMINT and COMSEC comunication net-
worke or related communication plans inecluding eryptographic arrangements
except where higher classification is Justified Ly the listing of ssneitive
intercept stations,

34. Consolidated listings and records of Wmﬁoﬂah and crypto
holdings by short title.

UNCLASSIFIED

1. Non-specifie or hypothetical references to Communication Intelli-
gence without any association of that funetion with specific activities

and organizations other than the National Securlty Agency as a whole and

8

SECERET




® SEGRIA00s o

—SECRET Revised: 1 Feb, 54
UNCLASSIFIED (Continued)

service cryptologic agencies as a whole, and assoclation of NSA with the

latter,

2. FElementary principles of traffic analysis, military cryptanalysis
and cryptography, in production of instrustiomal material and lenguage
training material used at NSA Schoeol, |

3o All compllations and materials in the public domain used at NSA,
Only information which would indicate use for classifisd purposes should be
classified.

#4, Identification with NSA of NSA authors of technical papers on
matters already in the public domain,

5o Cover names assigned to "Rapid Analytic Machinery" (RaM) when used

out of context.

6. The terms NSA Field Activity Far East (NSAFE), NSA Field Activity
Europe (NSAEUR), NSAAL and NSAUE, If all are listed together, should be
classified Sacret,

7. Civil Service Job Titless and NSA "Classification Standards Manual®,

8. Existence of and individual employsed interest in computers, except
as noted under Confidential;

9. Specific components of equipment under research, if uss of
component is not revealsd. (R/D)

10. HMention of interest in computer type circuits, if no indication
made of type of systems in which they are to be used.
11. Report of inspection trip .to uncleared company that is a prospectiw

contractor, 1f no mentign is made of actual applications of components,

¥ Declsion requested by m‘g%% voint.,
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SSERET- Revised: 1 Feb., 54

UNCLASSIFIED (Continued)

12. Asscciation of NSA with cryptography, COMSEC, Friedmsn, Hagelin,

Heborn, keys, rotors, stc.
#13, Short titles (R/D)

34, Communications glwing a person's security clearance as "erypto-
logic®, "eryptographicn,

15. Project nuzber and titles used in justification for purchase of
materials when no technicsl usaga is spacified.

16, The terms NSA-FWPU (LANT) and NSA-PWPU (PAC).

17, Detailed referencs to, and desoription of, cryptanalyties success
against World War I military cryptosystema.

18, Reforencas to intelligence derived from oryptosystems in which
succesaful cryptanalysis has already been revealsd by official U.S, action
{6.8., the Congressional investigation of the Pearl Harbor attack).

19, Any reference to intelligence or cryptanalytie success against

opsrationsl cryptosystems as disclosed by foreign publications appesring in
the public domain., These refarences must be accompanied by the source and

be without further elaboration or amplification.

20, The fact that NSA procures and produces crypto equipments and
spare parts,

21. Accounting reports and corregspondence referring to only ones or a
few 1solated items by short title.

# Requires elaboration.

10
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The following questions have becn submitted by PROD personnel
a8 being representative of their problems in clasgiflcation:

a. At such times as a change in codewords occur, is any
overlap permitted - does material initiated the last day of one
period to be sipgned the first day of the new perilod bear the old
or new codeword stamp? Is it possible to conltinue working on a
problem and predate it and thorefore hove 1t classifled with the
old codeword even though seversl days have elopsed into the new
period? Io there any bar to gending material containing both the
old and new codewords in the same package through authorized
choannels?

b. When refercnce is made to a phrase such as "TQP
SECRET _ (WORD) ond is othervise unclaspified should the document
be claseified TOP SECRET (WORD) , TOP SECRET or is some other lower
clagsificotion permitted? Whut ig the procedure for classifying
material that contoins o combination of classified information
such as SECRET (WORD)sand plain TOP SECRET? Is the phrase TOP
SECRET (WORD) permitted or does one use solely the classification
TOP SECRET or add the TOP SECRET CODEWORD? Does the presence of
an individusl page among several poges within a document of CODE~
WORD material necessitate the application of a CODEWORD to all
pages or only the page required? Is not undue emphasis being
placed upon the cover sheet bearing the legend that the material
contained therein is of CODEWORD level? Should not some requires
ment be established that the notation of the existence of CODEWORD
material be included on the cover and the first three or four
pages of any given document?

c. Current practices regult in documents containing
CODEWORD information being reproduced on CODEWORD paper. Is it
possible to extract information from these documents, and, deter-
mining that the extract is not of CODEWORD sensitivity, to repro-
duce it at some other clasgification level? The present proposed
revislon to Appendix B In the BRUSA Aprecment provides for the
downgrading of CODEWORD informotion from Categories III through
IT to T. Will obliteration of the old CODEWORD classification be
sufficlent or will it have to be removed from each individual
page? Does the utilization of the weather CODEWORD prevent inclu-
sion of information falling in other CODEWORD categories?

d. Current instructions require thot codewvord material
not be disseminated unless the recipicent has been properly in-
doctrinated. How does an individual determine the status of
indoctrination of another without disclosure of information, that

J-:-l. c’....—('.l nﬁ..,—
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individual should not othcrwlse have? In the transmission of
CODEWORD material is it oufllcient to mork the package "TO BE
OPENED ONLY BY" (the name of the individusl) or should the title
be used?

e. It hos been noted that the Army Scecurity Agency is
now uwsing the procedure of stomping the phrase "THIS PACKAGE CON-
TAINS CODEWORD MATERIAL' on the inncr wrapping of the package.
This instruction occms to be contrary to exlsting lISA regulations.

f. One occasionally still secs the cxpression US EYES
ONLY. Is this phrase lepal or hos it bech supplanted by US OFFICIALS
ONLY? What procedurcs should be used in handling paper so marked?
It has been noted that such documents are left in working oreas
wherc personnel from authorized forcipgn support groups are permitted
to enter.

g. Intercept assignments going out from HSA to the field
are classificd SECRET CODEWORD, although they contain only case
numbers and. supporting notatlons. Similar information coming in
from the ficld stations is classificd CONFIDENTIAL.

h. Lonpuage training material utilized by the NSA School
containg no claosification but does glve a dircct tiein to the lan-
guope areas of intercst to IISA. Information prepared by the school
is held to RESTRICTED levels althouch if similar documents were
PROD produced they would carry o much higher ¢lassification.

J. Current instructions for forwarding processed RU traffic
are SECRET. Considering the sensitivity of the information contained
therein should they not be glven o CODEWORD classification?

J. The NSA "Schedule A Classification Standards Manual"
is unclassified but refers to CA and TA in connection with certain
technical skills which would indicate the need of classification.

k. Should not the NSA-GHQ relationship be reviewed in
lieu of recent British relaxations on security of that organization?
We ship all material for them to SUSLO who in turn distributes it
to GCHY. Since the British have announced the existence of GCHRQ
at Cheltenham, the tieup between SUSLO and GCHQ can not be maintained
at a highly classificd level. Therefore, elther sufficient protec-~
tion of our relationship with GCHR is not being maintained _~or the
entire matter should be down graded.

jOGA
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m. IBIf and RAM runs arne piven peneral clagsillcations
(2.55. TOP GHCRET CODEAORD) rather thon classifying then according
to content. Certaln runs contalnlng preliminary stapges of Cipher
Synten Uolutliong which do not reveal cither souree or purpose
could be pglven a lower claspification. Ohould runs which are
ntapled by ACCO fantnerg be considered as bound volum&n wlih only
cover claosification or should caoch papge be clanoificed?

n. Runp have been mode from unclanslficd materisl such
ag baclomrd dictionaries of foreipn languspes which have a sipnifi-
cance in the work within PROD. Should these not be clasoified?

0. Although the new propoged revigion of the security
monual stipulates that certain catepories of listed materials within
securc operational arcas nced not be elassified, nothing officlal
hag cver been promulpated within PROD. This exception is not clearly

understood in that material withln any given working arcs is gsubject

to coordination which requires interchaonge of information betiween

two or more working areas. Is 1t to be firmly understood that a

paper must be classificd before 1t io removed from a glven working
area or can & looser interpretation be given vherein it will be
understood that material need only be clapsified prior to its officisl
publication or when moterial is to he removed from the confines of
Production altopgether? OChould this saonme exception be applied to
material used for reproduction such as mimeographed, rmultilith
stencils, ctc.?

P. Therc geems to be an arbitrary reasoning that once
material 1s extracted from a glven classified source, that extracted
material will retain 1ts original classification and, I1f inscrted
into other material, will so affect that new material. Thus, in
certain alphabetical compilations of surnames, georraphical nomes,
etc., the intermittent oprinkling of information vhich wag derived
from certain COMINT sources uppraden the lower compilation to the
higheot named category. The mere presence in o given title can in
no vay be attributed to 1ts former source and, therefore, should it
not be permitted that the new publication or compilation be claesified
at a lover category?

d. When a pancl, working on a given highly sensitive problem,
requests information of unclassified nature from numerous sources
(e.g., Library, ete.) should the fact that thic panel is requesting
the information be claspified or should the request be considercd
on the basis of its face valuec only? This Agcncy hap withln its
collateral pources numerous publications which are unclassificd (e.g.
Moocow Telephone Dircctor, Hondbook of International Orgonizations,
ctc.) vhich in themsclves mean nothing, but their presence in the
Agency can be indlcatlve of the direction of Areney interest. Should
the exintence of thece documents within PROD be classified and/or
should the documents themaelves be claoplficd?
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r. Short titles which hove been used to desipnate pgeo-
graphical arcas of interest as well as speciflec countrics are supposed
to be non-informative in nature. It is quite easy however, to picce
together the breokdown of this table in consideration of the segments
of ghort titles used for certain countries such aa RU for Russian.
Either these titleo should be classifiecd comensurate with this
informotion or the digraphs ghould be random selected.

8. In accordance with current rcgulations, BRUSA short
titles are to be clasgified TOP SECRET which suppogsedly includes
receipts Tor BRUSA puklications. In consideration of the terrific
volume of TOP SECRET material in this Agency, it is proposcd that
the short titles be dowmgraded to SECRET.

t. Existing recpulations require that information recelved
from other governmental sources will be given the same classification
as prescribed by the originator. Howcver, IISA security interpreta-
tions may often require a higher clasgification, or in some instances
8 lower clossification - is it nccessary to go back to the originator
of the publication to secure his approval for a change in clnssifica~
tion?

u. What is the over-~all and specific clagsification of
PROD orpganizational components?

ve What is the clossiflcation of an item linking IISA
with the field of COMINT? According to the BRUSA agreement it would
geem to be T/S CODEWORD.

Ww. What is the classgification of the relation existing
between IISA and the consumer activities, the service cryptologlcal
agencies, and other f{icld activitics?

X. What is the criteria to be followed in determining the
classification of a document referring to other highly sensitive
documents - what will dctermine whether or not information is being
imparted by the refcrence.

Y. When we use the CODEWCRD to protect a source, is it to
be construed as only referring to o COMINT source or may we consgider
other highly sensitive intcllipence sources to be simlilarly protected.




