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USCIB: J3/'J03 

12 Janua:q l9S3 

TOP 8!Cm - S!CtJR!f'l DFOIIIl'l'!ON 

HIIIORANDY.JLFOR THE MEMBERS OF USCIB: 

Subject: PreparatiCIIls and Exchange or Reports on 
Possible Canpromiaea ot COIIINT Succeaaea. 

1. The Director, NSA, has requested that the draft 
memorandum and message, Bnclaeures 1 and 2, 'llbich repl.J' to 
SUSI.Dts memorandum (Enclosure .3).., be submitted to USCIB 
members tor approval bJ' vote sheet. 

2. It is requested that ;your viewa be torwarclec:l to 
the Secretar.r by 16 Januarr l9S.3· 

~c.~ 
'H;~-Jcm'a 

Acting Executive Sec:ret.ar;r, USCIB 

&!.closures - 3 
1. Dratt Message to SUSID. 
2. Drat't Letter to SUSLO. 
3. SUSLO SerJ.al 000321 dtd 

17 Nov S2• 

USCIB: l.'J/303 

Declassified and approved for release by NSA on 02-06-2014 pursuantto E.O. 1352e 
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PRCil: DIRNSA 

TO: SUSLO. IDMDCil 

WL---• 
BlUR SERIAL ¢9ltl32l DA'l'ED 17 ROVDIBER 19521 USClB COHSIDEBB LSIB PB.OPOSAIS TO 

BB DASONABLB BASIS FOR EVENTUAL AGREEIIER'r IN POBH OF ANNEXURE TO BRUSA AP

PENDIX Bo LSIB PROPOSALS, AS INTERPRETED BY USCIB, WCJJLD Rar REQUIRE KXCHANOE 

OF DFORMA'liON WARDING BREACHES QF NATIONAL CCJID'1' SBCURI'li BlllULA'l'IONS 

WHBN SUCH BRIACHBS CANNar BE PRESUMED TO HAVB CCIIPIDIISED COMlN'l CODEWOBDS OR 

TO BAVIIEV'&Wm COMINT SUCCBSSES. TO AVOID POSSIBLB MISUNDERStANDING ON 

THIS POml', USCIB PBOPOSES BVISIONS TO DRAFT OF !HI ANNBmU. TB8SE PROPOSALS 

AD BEING PORWARDED BY BAG • 

.Bnclosure 1 with USCIB 13/303 datecll2 Jan11&17 1953. 
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Stmio.r u.s. LiaisCD Oi'licer 
Lcnd.cn 

DRAft/Serial: 

• 

1. Reterar1ce is made to WL • USCIB propoaea that it the .tollov-
iDg atatEellt is acceptable to LSIB, it should· be IQrlexed to App8Jldix B to 
the BRUSA Agreement: 

(a) When it beccmea known to either parl;J' that an:r breach ot 
naticmal C<IID'r secul'it7 regul.at1ans hu occurred and the breach can be. 
presumed to have canprcad.sed COJIDT codewords or to have revealed CCIIINT 
aucceasea, the circumatanc• will be made kncnm to the other pany. 

(b) When 8Jr8 other !"actor *ioh oan be pnauaed to haYe Ccmpl'O
misecl COHINT coclewords or to have revealed. COON'r aucoesses beccmea Jmawn 
to either part.y, it ahallintorm the other ot the c11'CUIDStances. 

(c) ·When evidence becomes available to either part7 that CXIIINT 
codeworda, material, or successes have 111 ta~ bam ccmpradsed, that 
part7 shall tuJ.J,y in.torm the other. 

(d) Wbc a aigniticant change ocoUN in 1"ore:l.p cJ7P1;ograpbio or 
a1gnal.a securlt7 and either pal'I;J' napecta v.l.th reascm that it be due to 
CCIII.prCDiae ot 81J7 kind, that parli7 shall repol't to the other, stating 
reaaans tor its suspicion; and each party shall the keep the other fulll' 
Wormed ot 8DJ' in.tormation that JDa7 ccmtii'Dl or disprove such auspicica. 

2. USCIB assumes that 1t LSIB agrees to the .foregoing, LSIB 1d.ll 
&I"'"8D8e tor the productica. aud distribution ot the annexure. 

(Dral't) 
RALPH J • CANIIB 

Hajos- General,. us .ArliT 
Director 

Enclosure 2 wJ.th USCIB 13/303 dated 12 JanU&17 19S3o 
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Ser1a1 000321 

17 Noledler 1952 

Me!wi!!4ge ror: ~. Nat!aall ~" Agertq 

Sllbj1 PN,..Uaaa a!d Emball&e of Reports Cll Poadble Qanpradaas ~ 

Cclld.8 ---
(a) USCIB MemD uc 1000:319, ab~eet. as .,.., or -zt Aqwtt 1952 
(b) SUSLO ~-· Lw-191 ot 15 ~ 1952 
(e) Sf.JSF.D SlsRp LW-347 r4 l4 Navalber 1952 

1. Tbe t6ll.ow1Dg N8p'XI88 to zreteNnCG (a) lila beeR Neelftd .r.... the 
~~ GCHQa 

111. LSIB 1M taken -. ot uscm DtNeU.w Ro. 9 '~ J:or ,_,,,as 
poald.ble ~ ot COIId.a\ ._.....,. ar.l ot \be u..-ata 1l1.d.eh 
..,..w 1t.s JF'i'il' &et;f.at. TIM 'DoGil'4 ..,_., tal& ft8l7 ettetr 8bollld 
be Jllde to deteot. a:l :lmesU.pte, at tbl elrl!eat, - clet'1ldte OP 1poaaible 
ocmpradae o? c:adnt auceess; ml tbal .f'OIMl. ~· tor • aeblage ot 
-~· 'IMrttleetl \hi u.s. ard u.t. on ateh CCIIftP1'Gilll .. , act;ual. or~. 
1IIOIJld be of llltua1 ~. 

2. ta. '~ al14 Re(Oil&tleaa tor tbe Secad.tr ot S!&a&l 
~t isau.ed 'b7 LatB SD aoeCII.'dance v1t.h Apptzd5z B to the EUSA 
Ae;l__. 8t.&te capU.c!.~ that 8l\r lftaEtlwa ot tbne ftl"latlOIW l!llSt be 
~ to the Baud, whose ageS ill thtll l'8IJplet. b tbe ~. GCHQ. 
'l'ld.s pract.lee !las been wl1 abserwd 1r 11.1. ptOIIueelw ard zreo!p!ezlts ot 
Cclldat tor 8CIIII tfs past. ~. _. ~ tlld.cb mtgtat 'be 
fJiptGted to 111n CSGDPrQidaed. the c--. cadeiiOida • to bate 1'8MIL1.414 
Cml"' 811ea8aeas Jlaw ,._ :report,ea to t.IMt u.s. ~ties • 'belaalt ot 
LSIB. &at I.S1B ueepts bt. these ~IICaiiU.ana aN -* .al'tldeatr ill t.bem-
8el'N8 IDd do -' uplteit.]J' cowr tboaa eases to vtdeh uscm 1a1 dJ8WA 
&\t;mU.ca; 'llhlill a ~ o1!.aqe GOeQIIII in tOftd.&D ~c or 
d&Ml• lliMUI'ltf'. -- - 1DJJBdiatA ~ 1• 8'f14en\ for * lae•· -
wbeD u. poa!Ml!tr or ~ .at be ....,w aa1 ~ llmt.U.s,ated. 

3. LSIB tberetolre Jft'JP0881 U. tQ1.J.ad:ns U a baa1a ot ~ 'bltYee!t 
Ute tow Doudas 

(a) Mila IIW bftleh ot .u.at Ocla:lD\ 8EJCII!Ilt.T Ngulat4all or _, 
otber ~ w!d.eh ca be pNBUJI8cl to bl:fe ~ OCIIS.ftt eocftNirJIIda 
ar to have l"eY81lled Cclm1nt eaeces8D8., becCIIeB lcBDm to either pa1;r 1t 
abal1 :l.ntot~~ the other; 

(b) Wblr1 nUence becames amlabl.e to e!tber pvt;.y that l'ladnt;. 
eocle'lii'OI"ds11 ~, ar suceaan haw 1n tact. 'beaD compNID!Nd, that 
l*f'l'¥ ahaU 1ntcmB the other; 



.. REF ID:A59774 
lFSP ------- ~J£b:K:I£. •e-

SJSSJi/jeb 
Ser1a1. 000.321. 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

17~1952 

--~~~-~------~--------~-~~-----~----

4. L8ID 'II1DIIl4 •aest that, u the a1xwe be acceptable to uscm a a 
~ ~ tor~ betwen the two Boalda .at tor...,..... 
eae~~aa&es, !t. daCial4 be &pj;8Jtled u • ..,..,. to Appenrl5x B to the 
!RUSA~.· 
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