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FEHORANDOM FOR THZ CHIEF OF SIAFF
BUBJECT: Coepronise of CGodowords

1. On a Memo Fouting 5lip deted 20 Ausuat 1952, you agked the fo
quostions: "Doos CORABEC evaluste codeword violetions? n' pot, who doea?®

£« The reply o those quastions 1s as follows:

The Office of Commenication Security svaluates cyyplopgraphic &
tramwr-issionescourity comprosdees of CONIET codewords, tenorting
to the USCIB Coordinator, Other typos of codeword corprond sos
&6 not evslusted by the Tice of Comramication Security. In
all casaz, the USCIE Coordinator hos final determination of
whathor repdrted compromiss Justifies a bﬁ%ﬂiﬁm a7 the
sxisting codeword,

3. 1he nwier af regorted codmiord eumnmiaes A.s indeod alarming.
& pomber af yecent actions han boon designed to imprown the litnltim.

8, USCID Mrective %o. 6 has twen revised to provide !’qz;’ mare rapid
fuporting df codet:u*d sorprosises. /

b USCIR mre v h-.: bean spproved in/ un cﬂ!‘aﬂ! tao provide
ndded pro’u tion for CMIT inforation :& protaction of which
is more tant thpn the protaction of cmm't endeword) .

€ AFSAG 1210 e bciine refseved to -t:nnsthen pmmm rnx'
reg:ting of mptag;rnptde or transmission mx:prcaim of code-
”w - f L

4, 'The Office ét Cq"'mmicauon Security has preparcd x  {ottar to the
Bervice cryptologic apgencies designed to est forth in a body
#ohs broad primip'i_u of COFSEC for application to COMINT cone
munfeationy, | ] j 73
b s indicated 1:1 u-ugmh 3.5, nove. & reslistic g:pproach to the
problen of COHINT security would be %o da sverything posasible fo insire the
seuyity of COMXNT informption, This doos mob nocesadly .mm to the
protection of the cndﬂ \goz 20 / \

Ss In sy euea/ of fpported codevord *comrod se mt!ring hag been

conpraajeed exrept coquard in imoletiong in sorm ¥ the meaning
or use of the word 4 not be dorivable swven by inrameo.
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6. For sae timo, it has appeared to some people around AFSA that
we havc had & case of the tall t.badnginthenehtimshipct
the codeword to the material it is supposed to protect. Much thought
has therefore bemn glven froo time to time to developing a mcans of
ukhxgtheoodeuordthammtntherthmthamter. One of the re-
iadts, as you may recall, was the recent recorendation by this Division
Lthat mdmrdabenbnimdtoraﬂud of time, regardless of
"eorprond ses® which wonld tablyoccur&mingthattm.
mmsmw:-mﬁmw in principls, with this recom-
sidatlion, tut mizgested & review of the m:bjacttodatmn!m oeee the
best wnchenging procedure which might or might not be s codeword,” On
1 suvgust, a reply to this sugpestion was prepared, stating that con-
uidnraf.im hed been given to the uase of qnbols, Solor codes, phrases,
&l othor possibls replaceacnts for codewords, but that no satistactory
soplacerent was found. Howover, your discussion with Admiral Wenger re-
vealed that the idairal felt = ..umndmthomnpmumity
sy Swrther,® and that 1f the rwason for dropping changes in codewords
i#tosalvothapﬁ.ntinbwoblm, that can bes molved Ly other msans.

7« The recommendation eoncer the retention of codewords for
a Lixed {ime was not ivtended to &ffect ssvings st the expense
of security, BRather, it was a recognition of the fact that codowords
mmmmmmhmetarmmmmmmﬂmmmmﬂ,
withoul ary spparesit compromiss of the materials designatod by the code-
wrd, The (hiefs of the Offices of Commmichtion Security and Operations
soncurrsd in this recormendatlon, but because Admiral Wengerts views on .
possible security risks are respocted, the proposal has been withdrawm.
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