MINUTLS P TILRD MEETINO
US COMFERIES
FiwNCH C HJUNICATIONS SiCYURITY CONFLRENOE

1000 THUHSDAY, 28 4AY 16L3
Room 19-2325, U. S. NAVAL SHCURITY STATION
WASHINGTON, L.C.

Those prosent wero:

Mr. W, ¥F. Friedman, §SA, Chairman
Ms. R, P. Packmrd (State)

Mro wo He GOdel ((BD)

dr. S. E. £111s (FBI)

Mr., F. B. Rowlett (CIA)

Clpt. R. L. Taylw. SN (lﬂ")

Capt. 3. Granre, USN (Navy)

Col. ¥. L. Shardburn, USA (Army)

Lt. Col. J. M. Anderson, SAP (\ir lForce)
Lte %. F. Yonypeny, Js o, Seoratary (NSA)

HSA Observers

Tea Ls Ko Shlm

De. L. ¥. Tordella
Tr. . J. Stukey
Mr. Prank Austin

Mr. Te A, Polyzoides
Mr. . A. Raven

1. The mimutes of the second metig? were considesred
¢

and parapraph 5 corrected as follows: ) was deleted
feom the cinutes; the word "more™ in the paragsaph
heading was changed to read "both"; an afditional
sentonce wms added as a coment on the whole pacagraph
hether Col. Eluck and his ocganization have been
involved in improving Fromoh Security is conjeoctural."
The minutes wore then approved as cosrected.

2. 7Thc Chairman then sequeated the view of the
conferees on the Eritish position paper. It wus the
conaensus that there hud not been sufficient time to
atudy the repart, but that it appoured to form a firm
basis for discussion.

3. Thc Chalrman sald that he had called the meeting
" for the purpose of obtaining a US viewpoint on the

1
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British paper. Ho stated that in his opinion there was
not too much A vergense between the Eritish position
paper and the rolyzoides report, pointing out the
7 ultimate consequence of the ulst_i.o_LMId by each
paper would be the same, visz from these
sources, and that the mjor quuuon, therefore,
’ merely was hor fast we should proceed with the steps
4 to be taken to Improve the communication security of
France ard other NATO members. He noted that the UK
: o taken immediately, '

I m th@ W!Dl' MM.

/ he stated that US position socemed to te to take steps
by a gradual "educative" process, meaning that the

same end-result would be accomrlished but the process

would extemd ove. a lomeﬁ_nmm_nr_un;d.lmﬂns which ,
we could perhaps continue from

. those mources. EO 3.3(h) (2)
/ PL 86-36/50 USC 3605
- 4. The Chairman continued by sayine that alth

the UK paper had been carefully drafted he consider
that the veport contained one glaring weakness. no
stated this weakness as being the statement, une

by facts, "that were this souwrce of leakage|
removed, the Russians oould not ocbtain the sum
farmtion by physical means." (Sve Par, 3, Intro-
duotion, DGC/3441) MNr. Polysoldes commented that
the assumption that penetration never ocours was
fantastio, und particularly with regard to France.
He added that penetration by the British had boon
excellent in the past. ‘

6. In response to a request by the ctn!.rum:.
Mr. Polyzoides mresented his possonal views on the
: Iritish paper, noting that he had not had suffiocient
time to study it carefully. He atated that he found
it difficult to relute the facts to the conclusions,
and as a result could not agree with the secommenda-
. tions. He said that he had the feeling that the UK
" was trying to prove a point with mmterial which could

not be used for that purpose, and as a result the
veport contained dangerous pemrantiu..gumd-

h
Be stated that these was no proposal in

~
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ZEO 3.3 (h) (2)

~P9P SEOREY-G#NOA—SECIURITY INPORMATION - ©1 86-36/50 USC 3605

the paper to corresct simple misuse of communications
procedures. In concluding, he added that the critical
problem concerned was the danger to our COMSEC by the
intrusion into| j|

8. MNr. Austin stated that he considered the main
difference betwesn the UK position and the Polyzolides '
report to be a difference in timing and & 4ifference
in how to make an approach, He 8dded that he 414 not
consider the British had the facts to support thelir
conclusions. He requested that ir. Polyzoides
elaborate on his last statement concerning COMSEC.

Mr. Polyzoides replied that he was concerned with the
progress rate of this type of education for other
mations e said t he did not consider 1t necessary
to ‘'show other nations how to
use the Hagelin properly. Mr. Austin then agreed that
ghe gproaoh should be to do what was nedessary through
OMSEC. .

- 7. The Chairman then distributed to the conferees
a paper (TAB 1) prepared by Dr. Shinn setting forth his
views of the UK paper., After a bLrief perusal it was
discussed in detall by the conferees.

8. The Chairman then inquired if any of ths con-
feroes had suggestions for recommendations to be made
to WBCIB. Mr. Packard proposed the following recom-
mendations

a. That the oconference be held as planned.

b, That neither USCIB nor N3SC adopt, prior to
the conference, & fixed position as to the
steps to be taken to improve Fremoh and
other NATO mesbers! CONSEC.

C. That the British de informed farthwith that
the U8 deaires to extend the agenda to
inclule a review of all conclusions resched
at 1951 conference, and that their paper
QDGC/BMI) together with owr paper

Polyzoides report) be used as a basis
for disocussion.
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That USCIB should accept the ad hos
Commit tes seport as a partial basis for
discussion with the UK delegstiom; sani-
tizse the report and hand it forthwith
to the Senior British Liaison Officer
(Brig. Tiltman).

The conferees agreed that these recommendations should

be presented to USCIB. It was further agreed that a

memoarandum should be prepared for the signature of the

gg-ir:nn, USCIB, to bde sent to SBLO, notifying him of
e abwe.

9. The next meeting of the conferees was scheduled
for 0930, Tuesday, June 2, 1953, at the same location.
There was no further business to come bafore the meeting.
The mpeting adjourned at 1225,

Seoretary

NATIONAL SECURITY AGENCY remasc TOP SECRET CANOE




WHeP—HoRtT—
COMREITS NN UFK RDTTION FAPER —gnouUnrr—FHForbg-Fet

&

1. The subject paper is noteworthy not so mach for its convincine

nature, ns for its evidence of a completely crystalized and rinid British
position.

2. The portions deal.ng with mechaniefm can be ilgnored et this twun ,

since they sre secondary to the main question which is wnether or not
this step should be tﬂ.ken. el L

I s et e WP e aSAT—— § EEeS = mm—

3. Tt appears from the paper as a whole that the U.K. 1s convinced:

A. That the J nseeuriiz.y of NATO national. ciphers is of more

value to Russ.ag/

B. That Russla could obtain the information £.0 22 T by no
other means. B0 3.3(h) (2)
. PL 86-36/50 USC 3605

y sacrifice all.
w:l.thout :t’urther
Iay. .

h. DPoint 3A sbove is elsborated upon at length in Appendix A, in
a guarvey somewhat similar to that prepared dy the AdHoc Ca'\mittoe of chm.
The surveys are different in that theirs i1s based pri
nd in ack of any specific span of
re 1n K. study whereas the U.S. study covered a six month period.
Exam 'nation of cited examples reveals thal their selection is considerably
less rigid in terms of what is damaging. I think it probable that examina~
tion of the complete texts would reveal meny instences of messages whirh
sound serious in the extract but are rather trivial in the whole. Some
are highly questlonable even from the extract, as for example:

Anpexure 2 item ke
ha
he
he
5b
5c (30 Jan 53t)
6b
64

Annexure U item ke

Annexure 6 item lbc

Annexure T item 3b

Favertreless there 18 no doubt that a quontitatively small but
vr yuripeless real leakage of intelll u..nce iu taking place. With respect t~

-
. [a\_, 4
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EO 3.3(h) (2) v
PL-86-36/50 USC 3605

| !the U.X..poes so far as to staté that the amowmt ir
T PR X+ B A 1 in the eppraisal of potentiasl), the U.s. and U.K. are

essentially sgreed. The divergences are in esilmutes of degree.

5. Point 3B is the fundamental guestiommark in the U.K. ponition.
This statement made without qualification or further comment in eny form
represents an assumption rather than a fact. This asswiption rune counter
to thé knowmn:

5~ Commurist infiltration of France and other NATO nationms.
b, Elcborate public press and readio reportirg of all FATD
" thatiors - parileiisrly the U.8.
Co Recent oral report by I, Elliott and !r. Xeay.

5. Point 33 is essewtial to the U.K. position since unless it 1is
very pmeerly true, the cbourse of action which the U.K. insists upon would
rean that Point 30 would be s burnt offering to an unresponsive deity.
In addition 1f 3C 1s iuntrue to the extent that our attempts to inform
the NATO nations leeked in theéir tufn, we would hand the USSR a picture
of our own cryptographi¢ (end by inference, cryptanalytic) ebilities.

7. The fundsmental problem is not gnswéred by the U.K. position pepe.
It remains a cold fact that someone with réguisite authority mst make
8 command decision in which only part of the factors are known, & few can
be guessed at and the remainder are hidden in the future: E0!3.3(h) (2)
. PL.86-36/50 USC 3605
{ Known - NATO national systems are not secure to us o
an d"
LIml.’er ~ They are also not secdure against the USSR

{Knmm -~ The quantitative leakage is not dramatic as of now .
b,

Infer - It could grow worse - particularly in war

“Known - Heatern open sources leave relatively little work :ror
USSR intelligence as of now ‘
Co
Infer - We might 86t cut 6ff much intelligence by sécuring RATO
clphers

{5 Known ~ USSR :sp:l.onage of all types is very widespread and qu:lte
effective :
d, « have disclosed

| Infer - Ve might not sccomplish mch snd might/dt

-\)Known-

\\Tnfer




- Will ove or more NATO nations go communist? Fronce? Ilnl%
- Epngland?

- Will at least the elements of existing eryptocrephy rsl-vﬂ.n
if they were forced into Vichy positions?

,,,,,,,,,,,,,,,,,,,,,,,,,,,,, n 9 .
E0-3.3(h) (2)

PL 86-36/50 USC 3605

8. 'In one sense the die is cast. All we can do is control the sy-cd
of the eventual loss. When modern devices were given NATO by the U.5. ol
U.K. we set in motion |

relatively slov.

| This process will 1~
We can accelerate this or let nmature teke its covr=~
The demcision must wefgh the possible gain egainst the accelerated lour.
2. Une fin~sl thou-hl:

If e arc ~olnz to do anything rore :zL
this moment, let us irmrove Lhe COSTC only of thoze oi ¢'r
VATO mortners of whose constancy tre feel twore or less carl~i-
end vhosa COISEC neceds immrovement.

For exemple: Tor'-:,

L. ©. SUTHH

v - o= - h-.-nll
Lo cauo.iils ..'.huaréﬂw'
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