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AR 330-5. 

AR 330-5. 
c 1. 

DOCUMENTS. 

''SECRET," "CONFII)ENTIAL," AND "FOR OFFICIAL USE ONLY." 

CHANGES} 
Nol. 

AR 330--5 Is changed as follows : 

WAR DEPARTMENT, 
WABHING'OON, October :2, 1922. 

71. How prepared for transmission; by whom opened; receipt.-(Addt-"<1.) 
Documents marked "Confidential " will be prepared for transmission in · tbe 
same manner as prescrlbetl for "Secret" documents (paragraph 4) except that 
the inner cover will contain a receipt form only when the sender deems it neces
sary, and that the Inner cover may be opened uy some responsible pet·son other 
than the person addressed when so authorized. 

[A, G. 800.33 (8-24-22).) 

BY ORDEB OJ!' THE SECRETARY OF W AB: 

OFFICIAL: 

ROBERT ·c. DAVIS, 
· The Adjutant Gen6f'GI. 

16ii9C)"-22 

.:(. 

JOHN J. PERSHING, 
Genera£ of the Armies, 

Oh.tef of Staff, 

W.t.8BI!fGTO!II': OOVII&IUIIIN'l' PBI!II'TlNO OlrJolCII: liD 

--'i 
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1\ULITAHY COHHESI'«J~DENCB. 161 

'i·ii. The I•08t-office aclc!J·c~"" of au utli<'o:t·'s stat iou will he i.:inm iu his otli<-i:•l 
lef:IPI">'. Indefinite e:xpn•,:,:ion,; of lucalit,,·. wlli<:ll cJ, not iudi<:ale wllt:n• tho: 
let.t.et· \\'W:< writ! en, will not he li~Pd. . , 

r .. ;s. In lll";ler to rc:dUI"I! I he pu,.;,.:\ioilit ,. of c·onti<lent i:d t:Onlllllllli<-:1 I ions falling; ' 
~.- . . . 

iut o tl•:t: Ita rul,.; of pc:n<OII>' otlwr· t Ita 11 t """'' for \\'hot II tilt:~· a n• i ntt:ndt:d, till! 
sc•tHlPr \will inc:lo,:e t.IH:IIl ill an inner ·and :111 ~>1111'1" c:.,,·cr: tl11: intll'l" ... .,,·cr t .. lu: 
a ,:eah!~l t:nn:lope or· \\T:I)•pet· :11idn.•,.;,:o:d in the ll:<ual \\·a,,· hut 111arked phtinl.v 
"Contideutial •· iu 1:'11<:11 111:111111'1" tll:lf: tilt: notation 111:1~· he: 111""1. r·eaclily 1:'<!<'11 . 
wiiPII the ouh·t· c:on:~· i;.: l'l'tllo\'t•ol. Tl11: p:wka;:t: tl111,; prepared will tltt•n ho:.J.,.1° 
ittclo><ell in auol'lu•t· :o;c:alo·d c:un:lopt: Ill" \\Tappo:r addn•:<,<c:d ill" tltt! ~>rdiuury lila II- ;, 117/ 
JWt" with 110 nut;tt.iou to iudicafl: 'tlw c:ontidential natur•: .,f the c:<~uteut,:. 

The foregoing applio•;.: nut 0111~· 't., o:outideutial o·onllllllllio:afion>< entru~ti•d to 
the tu:tils ot· tu tdc:graph o·untpuni<:;.: hut aho to 1:'111"11 o·ornmunication,- entt·u:.;teol 
to lHe:<;.:en;;t:r,: tm8!<in;; hdwet:n tli!fc;rent: otlke,: uf tlu: ,:mm: heatlciuurtt.·rs, 
inelmling the lmreau;.: and utlkes of tlw \Vat· Depat·tuwnt. 

Guvernntent. ·telegraph operator:-; will he held re;.:puu,:ihlc that all telc>grat!IS 
are earefull~· guat'dPc\. Nu TL><:eiYetl telegram will en:r lean! an olli<:e e:x<:ept in 
a sealed cnn:lope, pr·upcr·I~· adch·e;.:,:ed. :All Iiles will he ean!fully guat·ded. :11HI 
a<:<:e!<,: ther·eto will he denied to all parties exeept those authorized h~· law to 

\~ee the same. 
7711. Offid:tl c:ommnnication;.: will be signed or authenticated witll the pen 

and not h~· faet<imiles, HIICI if written by order, it will he state•! hy who:-;c order. 
Signntm·e8 will he plainly antl legihl~· \vritten. B~· vit·tur·e of the eonuni,:sion 

·:mel assignment to cluty. the adjutant- general ot· adjut:mt of an~· eonmwwl -
tr:in!<aets the hu;.:ine,;s ot· eotT<:,;pondenee of tlwt c·ommarul over !lis own ,;i;:na
ture; but when ot·cler,; m· in!<truc.:tions of uu~· kind are given, tlie nuthority hy · 
whieh he gives the ordt.•t· mu,..:t he stated. In the ah,:ence of a commanding 
general, his ehief. of ~taff, or, if tlwre he none, his adjutant general. In signing 
the COllllllllllic:ttiOilS to he forwarded to higher authority, Will add to hiS Si!!ll:t
ture the wol'(!,;, "In the absence of the --- commandet·.'' 

780. An officer will not he clesiguatecl itf orclers nor aclclr·essecl in offid:tl 
<~9mmunkatiuns by any other titJe than that of his aetual rank. 

'181. ·Pdntte eoJTe,;}lonole!l(:e ft·om }lersons in the militaQ· :-;en·ite whicll they 
781. R~cinded~W -A R , - .. ~h-tluuli;;pat<;h a;:Pnts of the Unitecl States 

'- • · • • .?. 0 • 12.~, Pc!J. 28. 1.'122 ) . 
[300.33,·-A. G. O.J · · 

782. Exeet•t, a;; uun:n~ """ ., 1 .~-----. 
l:itlo';i:.,, all oftic:ial eonnimnications from oflicer,: a nil enli:-;tecl BH!Il or tnt! 1" ... ,; Ytv .., /. 

outf<icle of the '\ar Department intended fot· the Sect·dary of. 'Yar or for any. 
bm·ean or otlicc o.f the \Var Department will ,he in \\Titing an;l addrei'\!';ed to 
The Acljutant Geiierul of the Ann~·. who will submit all hu!<iness, eomin!.( to 
him frotn the Ann;\ whidt requit·es ac:tion in the 'Var Deimt·tnu~nt ot· hy. the~ 
President nml \,·hii:II\Ioes not eome within the jurisclicti~m of chiefs of bun~aus, 

'.to the Chief of Staff, t.o he aete1l upon by him in eonfm·wity to the rules cluJ~· 
· p:-t!S<:rihed for that )mr·po,:e b~· the President or the Secret~try of \\'a:·. 

Cc:irresponclenee of the War Department with the Army ,\·ill be t11rough or )I~· 
. '.file Adjutant Genernl of tl)e ArnQ·. \ · . . 

783. Communieatiom;. whether from a suhorclinate to :i·, l"uperior, or vice 
versa, ,~·ill pa,;s through inte~tediat~ tummatuler!<. 'l'his rule\_will not be iJitet·-. 
preted ns ·induding mattet·:-; im relatiull to whi<:h intL•rmec!iate\outmanclet'!< can 
llnve no knowledge, an1l over whieh the~· are not _expected to excrdse control. 
Chiefs of \\'ar Department hm'eaus are intermediate. commanders between 
. \ 
)tigher authot·ity aiHl the oflieer,; awl enlistee! men of their respective corps or 
deilartment;.:, who are Sf't'viug under the ex:dusive control of uiemselves and 

'·-~· noor.l-17--11 
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1 778. In lmler -to reduce VIC pos;;lblllty of secret and contlde;ltl:al commtintca~ 
pous falling tutu tlw huwls of persons othc1· than ,those l'ot· whom they n1;e 
lutenucd, tlw !oiender will lndo:;e them In an Inner and nn out:e1· con~1·; the Inner 

\ 

COVl'l' to be a H·aled envelope o1· WI'Hppet· addrc~sc<l In the 11:mal way hut 
marlw!l vlainly "Secret" or "Confidential." 'as the case may be, In snell a.· 

I manne1· that tiw notation muy he most re:ulily seen when the outer cove1· 1!4 
I remoYL'tl. Tlu:1 pack:;ge thus 1n·ep:U'1..'tl .will then be lnclosP<.l in nnothcr scalL>tl 

-. 

envelope o1· wrap)IPr ntlllres;;cd In the ordinary 111111111er with no notation to. 
Indicate the secret or confidential natm·e of the contents. ,..._.__ 

'• r -· 

'l 

The fowgoing applies not only to secret and eonfidentinl comnjunlcatlons 
entrusted to the mails or to telcgravh companies, but also to such communica
tions enfru'>t<!<l to rnessenge1·s rmssing between tlilTel·cnt: ·omccs of the same head
quarters, !nelmiing thi! lmreuus 111111 oflices of the War Department. 

In every case where a communication of a secret nntu£e is transmitted 
by mail, such communication shall be reg·istered; in evt:ry case where a 
communication of 11. secret nature is tl·ansmitted between different offices 
of the same headquarters, including bm;eaus and offices of the War Depart
ment, such communication shall be carried by a trustworthy messenger and 
delivered in person to the. office1· to whom addressed or to some responsible 
person designatecl by the addx·essee to receive .such communications. In 
case a communication of a sec1·et nature is carried by a commissioned officer, 
compliance with the first subparagraph hereof, as to containers, will not be 
required. · 

·Government tele~, .. raph operators w1Jl be held responsihle that nil telegrams 
are carefully gullJ'dcd. No rceel\·cd telegram wlll ever leaYe un ottice excer~t 
In a sealed envelope )Jl'operly ndtlresserl. All tiles w1ll be carefully ,l,"lllll'rled nn<l 

1 
access tl~ereto will be denied· to ull p:lrtles exce}'lt those uutho1·1zed by law to) 

\ see th~ s,tme (0. A. R. No. 10, liar. JG, 1018.) 

\._ ...• 1.1!l=h!.l, A. G. O.J . ' . 

---
, . . • . . , • • 'I ttwrized or requiretl Lr A1'1HY lte~u\:t-

782. Exeept al-l otherwu;e ~pec!.tll~ 'u. 1 eiii'•slet\ nH~ll of tlw At·my 
' · t' 1 s fl'Olll nHkers :\Ill · ' · · 

tions, all offidal eouHnnn•en w L \ l f : t.l" !':N·ret·uT of \\·ar or for anY 
'·. . IJ .. . rtment intem et or k •· · · ' • · . . l out>'irlc of the "m ep.t . . .. 11 1 , in writillg :11111 ·ll<ltlre>::i<e< • 

J' t1 , \\'·tr llepartmcnt "' •e · . d d 
btll'ean •H' oftkt! '' ·-H. , . -,. \ll'utant Geneml of the Armr. lf inten. e 
through military channels, to llle. -~. f f the bureau if the comnlUmca-
for the Secretary of Wal·, or to .the c xfe o bui·eau Communications thus 

· t th business o a · · 
tion pertains solely o e. dl d. b the head of this bu~eau, in 

. b l'enu will be hau e Y v arriving lll any u . 1 h i tervention may be necessar. ' 
connecti_ on with any other oflic~a w hose hn Wl.ll send it to The Adjutant 

1 t d action· w en e 1 up to the point of comp e e 'd t I'ssion eoxcept as provided n 
h f r record an ransm ' . ,, 

General of t e Army 0 
•· 1 f the Army will snhnnt all hn>::.-

3 The Adjutant Genera o • l) . ·t . 
. para.,.raph 78 · 

1
. 1 1•1,1111 ·11 .c~· ·tl·tion \n the Wlll' ei1•11 -

t> • • ·\ \ 'Ill\' \\' Ill.' l · -~ ' . , • . 
ness etnnin;! to \ullt. ft ou• I le ' ' ·.' l . t· f'f>lllP within t.lw jnn~lu:twn of 

. I I' . II 1 \l'hJt•h t tiP" 110. . ' 't . 
inent. or .hy tlw l'n!><l• eu . .I '. . • . . I . ·!Pi\ \1JIOll hY him in ~;onfornn ~-

. t H , ('lti!'f t>f !:-'t·nfl. IO >t! ·1'- · ' ., , , • • 
dlkft-\ of hnreall,.., o 11: · • . • • " ]>,- the l't·e,.;ilh'nt ,,r the ~eeret.JlY 

I 1\11
'
. 1·1rc"('l'JI•Pil fot th.tt. pmpo.c · to tlte rn e~ t . .. -

of ·war. ·. . 1. t , •.. 1111 ·t111• -\rmv will he tili'Oll~h (lr 
1 \V· · J)pp:ll' men . ' - • · 

Cnrre;;;pondenee uf t !e '
11 ·. ·n I lt No m· .Tnu. Ill, 1!1/R.) 

by Tlte Adjnt.:tnt. Gener:~l nf the :\ t'm,\'. '· _, : .... ' . . 

'pn:!.l:l; A. n. o. I 

' 
: ·' V.. ·-- •.. ~:' \.; ... -.. - ·- . 

i 
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*A.B. 330-5 
1-3 . " 

WAR DEPARTl\IEl\"T, 
WARBI:oiGTO:oi, September 23, 1957. 

DOCUMENTS 

"SECRET", "CONFIDENTIAL", AND "RESTRICTED" 

Paragraphs 
SECTION I. Definitions ___________________________ ;_ _______ .;.__________ 1-3 

II. Classification and marking of documents, except military 
maps and photographs ______ .:_ ___________ ~------------- 4-11 

III. Classification and marking of military maps 'and , 
photographs -------------------·---------------------- 12-15 

IV. Safeguarding documents and registered publications _____ 16-26 
v; Transmitting documents--------------------------------- 27-32 

SECTION I 

DEFINITIONS 
Paragraph 

"Document" defined ___ --- __ --------------------------------------_____ ----___ 1 
"Registered publication'' defined __________ :------------------------------------ · 2 
"Short title" defined_------------------- __ ------------------'----------------- . 3 

1. "Document" detl.ned.-In these regulations the word "dacnment" wUl be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, sketches~ notes, blueprints, photographs, photo
graphic negatives, and similar matter. 

2. "Registered publication" detl.ned.-A "registered publication" IS a docu
ment each copy of which, because of Its nature or clnsslflcntlon, is nsslgned a 
register number by which it will ~ accounted for at periodic' int~rvals to the 
proper office of record. · 

3. "Sh~rt title" detl.ned.-A "short title" Is a title which IS. applled to a 
document for purposes of security and brevity. It should give no indication 

·of the nature, contents, or classification as to secrecy of the document. It may 
consist of figures, letters, words, or combinations thereof, but must Include an 
abbreviated designation of the office of origin. A new or revised edition of an 
'old publlcatlon should be assigned a new "short title." 

SECTION II 

CLASSIFICATION AND MARKING OF DOCUMENTS, EXCEPT MILITARY 
MAPS AND PHOTOGRAPHS 

Paragraph 
General-------------------------··------------------------------------------ 4 
"Secret"; when, by whom, and how affixed------------------------------------- ll 
"Confidential"; when, by whom, and how affixed________________________________ 6 

. "Restricted''; when and by whom affixed--------------------------------------- 7 
Responsibility for marking· documents "Secret", "Confidential", or "Restricted"---- 8. 
One classifying marl.."' only; If more used--------------------------------------- 9 
~larking; use of stamP-----------------------------------------~------------ 10 
Reclassification; when, by whom, and how accomplished-------------------------- 11 

•This pamphlet supersedes AB 88~, Februal7 11, 1986, Including C 1, lul;r 11, 11117 • 
. 1484t•-ai 
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DOCUMEX~ 

\ 
4. General.-Documents which require classi'fication, under the provisions of 

tlwse regulations will be prepared so that the least 'restrictive classification 
consistent with the proper safeguarding of the contents may be assigned. In
sofar as practicable. the contents of documents classified ·us secret, confidential, 
or ref<trietell will contain only ombject mutter appropfiate to such classification. 
S'uhject matter in amplification thereof that permits\ of a lower classification 
J11UY be incorporated in separate documents. The probable distribution should , 
be considered in the preparation of a document which. may require classifica- · 
tion. The classification and m:u·kiug of documents wili'·.be in accordance with 
parngraphs 5, 6, and 7. 

5. "Secret"; when, by whom, and how affixed.-A document will be classi
fied and marked "Secret" only when the information it contains is of such 
nature that its disclosure might endnnger the national security, or cause 
serious injury to the Interests or prestige of the Nation, an in_dividu·al, or any 
governmentnl activity, or be of great advantage to a. foreign nation. A 
document will be classified as "Secret" only by or by authority of the Secre
tary of War, the Chief of Staff, a chief of an arm, service, or bureau, a general 
ofticer or an officer acting in his stead, the commanding officer of a depot or 
exempted station, the commandant of a service school, or a military attach~. 
\Vhen n document is so classified, the "Secret" mark will be placed on the front 
page thereof and will be accompanied by the designation of the authority 
affixing It, or of the authority by which it is being affixed, and will be dated 
and initialed by the officer affixing it. , 

1 

6. "Confidential"; when, by whom, and how aflixed.-A document will be 
classified and marked "Confidential" when the information it contains is of 
such nature that its di:>closure, although not endangering the national security, 
might. be prejudicial to t}le interests or-prestige of the Nation, an individual, or 
any governmental activity, or be of advantage to a foreign nation. A docu
ment will be classified as "Confidential" only by a commissioned ofticer. The 
"Confidential" mark will be placed on the f~:ont page of the document. 

7. "Restricted"; when and by whom affixed.-A document will be classi
fied and marked "Restricted" when tbe information it contains is for official 
use only or of such nature that its disclosure should be limited for reasons 
of administrative prh·acy, or should be denied the general public. The "Re
stricted" mark will be placed on a document only by authority of a commis
sioned officer. 

8. Responsibility for marking documents "Secret", "Confidential", or 
"Restricted."-Any person in the military service who initiates or comes into 
posse><sion of a document which in his judgment should be marked "Secret", 
.. Confidential", or "Restricted" will take immediate liteps to forward it to the 
authority competent so to mark it, following the same proc~ure for trans
mission as is prescribed for the transmission of documents already bearing 
Fncb markiug. This applies also to dOcuments originating itl governmental 
agencies other than the \Var Department. ' 

9. One classifying mark only; if more used.-A document will not be 
marked with more than one of ~he three classifying marks-"Secret", ''Confi
dential"'. o~ "Restricted"; but 'should it through error be so marked, the most 
restricti>e classification used will be obser>ed. 

10. Marking; use of stamp.-Except in the case of printed dbcuments of the 
Wn r DeJIH tuncnt or of ·general headquarters in tile field, in addition to the 
marks required by paragraphs 5, 6; and 7, the "Sec_ret", "Confidential" or "Re-

~ ' ' 1 

2 
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"SECRET", "CONFIDENTIAL",· AND "RESTRICTED" 1~13 

·io:··:M:arkirig; use· of stamp:-Except in ·the case cif printed documents .of the 
War ·nepartmimt 'or of general headquarters In the field,- in addition to the 
m'arks ··required' by paragraphs' 5 and 6, the "Secret", "Confidential", or "Re· · 
stricted;' stamp· will' be placed.both at the top and ·rtt the bottom of each page 
of all secret, confidential, or restricted pape!:S. · It· should be stamped well 
down on the page and in such' a ·manner that the marking will· not be ;hidden 
from· view when the sheets are clipped' togethe·r or bound . 
.. '11. Beelasslfieation;' when,: by whom:; and how aceompllshed.__:When a 
doeuinent ceases' to'be'secret, Confidential;· or restricted, its 'elassificatlon may be 
canceled by the:authorlty which affixed or authorized it, or ·by higher authority, 
by writing or stamping "Canceled by · " or "Canceled by authority of 

. . . ... (the'. authority which authorizes the canet~lation),' over the mark 
on: the: top of the first page ·of the docunieilt, and this cancelation will be 
dated arid ·Initialed by ·the officer making ft.· · Aliy· other classifying marks on 
such a document will then ~-stricken out. ·If a less• ·restrictive classification 
ls' to 'be given such a document,.·the provisions of paragraphs ·6, 7, amd '10 
Will be followed. · ;·,·. ... · 

SECTION III 
·,.!" 

(·' 

CLASSIFICATION AJ:\1]) MARKING OF MILITARY MAPS:·.AND PHOTO-
, · · · . GRAPHS 

, . . . ... ; . . . . . . , . . ·. Paragraph 

~e~~~~:tlo-;::::~]==============================~========~================= ~= 
Reports--~---------------------------~------------------------------------- 1• 
How. issued----.,-----------------.:--..,------·---------'-----------·-----;, ____ _;_ ,·lli 

12. Definition.-Mllltary maps and photographs are those 'intended for use 
1n "COnnection with the . training and o:Perations ·of the forces of the. United 
States ;:·vthe term includes other maps and photographs which have· acquired 
a military character by reason of overprints or' notations placed upon them ... 
· 13;!retasslficatlon.-a. Military· maps and photographs will be classified and 

marked as follows : · 
········(l)·Secret. ·• ., 

~:. J •.• ~ ... 

·(a) In the continental United State8,' those illustrating an. aP:. 
proved war plan (including local defense pliu1s) or defense 
project, or any phase 'thereOf. · 

·: .1· (b) In oversea· pOssessions and foreign territory ·occupied' by the 
;. forces of the United States, those illustrating; an approved 

war · plan (-including lOcal · defense plan8) or defense 
project, or any phase thereof; those· showlrig the layout 
of permanent defense works and naval ·bases and the ad
jacent terrain vital to· their defense, and those that serve 
to fix definitely the location of any element of permanent 
defense works and naval bases. 

(2) Con{ldential. 

, 

(a) ·1n the continental United States, those showing layout of 
permanent defense works, and naval bases and the ad
jacent terrain vital to their d~fense, and thos~ that serie 
to fix definitely the location of any element of permanent 
defense works and naval bases, except that when the com
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi-
fied as confidentiaL 

8 

:( 

'• ! 
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showing ln~·ont of militnry nnd r:a•nl rndio stations, air 
hascs, airdromes, nir depots, supply !lases, arsenals, pro\'ing 
grounds, ot· of any nrcn vital to defense. 

(a) Rc8fridcd. (FormPrly ''For offidul use only.") 
(a) In the coutinenta l United States, those showing la~·out of 

military and naval radio statious, air bases, airdromes, air 
dt~pots, snppl~· hases, a rsennls, nud the · adjacent terrain 
vital to thdr defense, including photographs not otherwise 
classified, which from their· nature are not suitahle for 
pnltlic rcl,~ase. ' 

(b) In m·ersea pos"<~,;sions and foreign territory occupied by th~ 
forces llf the United States, all topographic maps and photo
grnphs not otherwise clnssitied, which from their nature are 
not suitahle for 1mblic release. 

b. Hespon:-ihility fur the eln:;:-;ification of military maps and photographs 
rt!sts on the following anthoritie~. but may be delegated within their discre
tion tu appropriate suhunlinat" agencies: 

(1) The Wnr D<~partmeut, for maps and photographs not classified as 
preserihed in (:!) below. 

(:!) Corp.~ area comimtnders. and commanding generals of expeditionary 
forePs and foreign garrisons when npt organized as territorial 
<lel•:t rtmcuts, for areas within their control. 

c. 1\Iilitnry maps and photographs now on file will be reclassified when taken 
from the files for usc. 

cl. The precautions prescribed in these regulations will be taken with maps 
nut! photo~,:rar1hs whidt ha,·c not been reclassified but which are known to be 
"Secret". "Confidential", or "Restricted." 

c. The provi:o:ious of paragraphs 8, !), 10, and 11 will apply in marking and 
classifying maps uud photographs. 

14. Reports.-Clussificution and reclassification of military maps and photo
)!rnphs will he reported, when m::tde, to the War Department. T-hese reports 
will con~r full title and legend of the material classified. A short title may be 
11dded for conYeuience in 'further accounting. 

15. How issued.-"Secret" and "Confidential" maps and photographs will be 
issued only upon written receir1t. Semit~nnnnlly, on or ahout January 1 and 
June 30, issuing officers will require renewal uf such receipts or the return of 
the maps or photographs im·ol•ed. 

SECTJO:" IV 

SAFEGUARDI~G DOCU:\IEXTS AXD REGISTERED PUBLICATIO~S 

Paragraph 
nenernl ln~truetlons ______________ ---------------------------- --------------- 16 
He~:lstcred JJUblications; dt'signntion and 8afe;;nanling___________________________ 17 
Safe;!uanling contents of ":;ecrct·• documents----------------------------------- 18 
l:;aft'I!Uarding contents of "Contldentlr.l" documentS--------·---------------------- 10 
Safeguarding contents of "Hestricted" documents----------------~--------------- 20 
Safeguarding contents of other official communications--------------------------- 21 
Sufeguarding technical secrets ______________ ---_------------------- _____ ---_-- 22 
Sa(Pguardlng clocuments cllstributed outside the ArmY---------------------------- 23 
Nu ,.Y documents ___ --------------- ____ ----------------------_: __________ ----- 24 
Ht>port of loss or subjection to compromise------------------------------------- 25 
Heports of destruction ______________ ----------------------------------------- 26 
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16. General instructions.-a. "Secret" \and "Confidential" documents will 
habitually be kept in locked safes or other suitable locked containers when not 
required for immediate use. The most secure storage space available, which 
should be at least a three-combination· safe, will be assigned to the storage of 
secret and confidential codes, ciphers, war plans, defense projects, a·nd other 
registered publications. 

b. Information which would if reduced to writlng cause the resulting docu· 
ment to be classified as "Secret," "Confidential," or "Hestricted" will be saf~· 
guarded with the same care as is herein prescribed for documents so classified. 

c. No information as to the contents of "Secret"' dOcuments will be revealed 
in any other document which is not itself marked "Secret." No information" of 
a confidential or restricted nature contained in "Confidential" or "Hestricted" 
documents will be revealed in any other document which -is not in itself marked 
with th~ same or a higher classification. Routine correspondence, receipts, 
returns, land reports of. possession, transfer, or destruction ·.need not be classi
fied if reference therein to "Secret," "Confidential," or "Hestricted" documents 
be made' by file number or short title only, with no indication of the subjeCt 
matter or nature of the classification. 

d. When a person in the military service appears before Congress or a con· 
gressional committee and is required to give testimony on subjects which he 
knows to be secret or confidential, he will respectfully request that his state
ments be taken in executive session only, and that they do not _appear in the 
Congressional Record or other document open to public inspection. 

e. A person who communicates information of a secret, confidential, or re
stricted nature will at the same time emphasize to the person or persons to 
whom he communicates the information that it is "Secret", "Confidential", or 
"Restricted", as. the case may be, and assure· himself, if necessnry, ·that such 
person or persons are informed that to reYeal secret, confidential, or restricted 
matter pertaining tc the national defense is a violation of the Espionage Act 
(act J nne 15, 11n7 \40 Stat. 217) ; U. S. _ C. 50: 31, 32 ; sees. 2181, 2182, M. L., 

.1929) 0 

f. Clerical work on secret and confidential matter will be performed only by 
exceptionally trustworthy clerks; preliminary drafts, carbon sheets, and work 
sheets will be destroyed. Stenographic notes will·be destroyed or placed under 
lock and key. 

g. An officer will, upon change of station or severance from the military 
service, r.Ctnrn to the source from which received or otherwise properly account 
for all "Secret" and "C~nfidential" documents issued to him. 

h. Messages in secret or confidential codes or ciphers will be handled and 
safeguarded as prescribed in the instructions pertaining t,o such codes and 
ciphers, and in accordance with AH 335-5. -

17. Registered publications; designation and safeguard~ng.-a. The chief 
of arm, service, or bureau or other officer authorized to o~iginate and issue 
"Secret" documents will designate as ofl "Registered publication" every "Secret" 
document, except correspondence and communications, issued hy him, and will 
cause a semiannual accounting for all copies of such registered publications to 
be made to him or to other designated office of record. -The designation 
"Hegistered publication" may also be applied to "Confidential" documents in . 
such cases as the originator may determine as necessary for tile public wclfnre. 

b. Every copy of a "Registered publicr.tion" will have nssigned to it a regis
ter number by which it will be accounted for at regular in~ervals to the proper 

5 
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"Registered" publication; If this ls'lmpractfcable, the required data wUl accom-
pany the registered pubUcatl~ ,on il s.evarate sheet. .. , • , . , . . . 

c: Every recipient of "Registered publications" will keep· at all times a com
plete inventory of all "Registered publications" In his charge. He wlll mnke, 
or cause to be made by a commissioned custodian. dt>slgnated by him, on June 
SO and December Sl of each year, an accurate return to the proper offices of 
record, of all "Registered publications" on band. .bas~cfpn'pbyl!lcal Inventory by 
two commissioned officer15, it'avallable, one of·whom·.~UI be the custod~ · 

.fl. Access to the containers,. and the combinations or •keys thereto, of "Regis
tered publleutlons" will be permitted only to commlssloned officers a~d, unless 
otherwise prohibited ln'regulations pertaining to codes anci''clpbers, to spe(:lally 
trusted civilian employees specttlcally authorized .by the· ~sponslble chief of 
arm, service, or bureau. Safes c;:ontalnlng "Registered publications" wlll habit· 
ually be. kept locked. .with the full comblnatloil oJ}e~atlv~,' whenever they. are 
ilot under the direct. su~lsion' of a Iierson om<.ially 'e~trusted . with the 
eomblnatlon 'thereof. . . . . . '.. : . '' ' 

e. Wb(m the elas8lficat!ori of ·a "Registered publleatio~" i's. changed _In accord-~ 
ance with paragraph 11, the deslgn'~h~d office of rec()r(j will notify iill recipients 
of ~c,!l publlcatlo~ of the.changed c~slfication.thereof. :c·' ,··.... . · ·:. · ·, .-. 

18. 's'afeguardirig contents of "Secret" documents.-G. The distribution and 
tussefulnation of secret matter wllliH( ronflited t~ the absolute.· mhiilliuin .. secret 
matte~ Is 'exchislveb fo~' tJie. o1Bcful USe of the ~rson to whom It ~ divulged. 
'l'O'mafntatn'.its inVIolabtiit.Y 1s the duty apd responstblllty ~t-~ach xkrson buv· 
lDg knowl~dge or CUf!tody thereof, ·no matter bow .. ObtaiJied •.. It, Will not be 
discUssed or referrec!" to. In . the presenCe of perSons not. authori~ to have 
·tiaowledge ·thereOf.' An oiBCer by virtue of ·bls commission al~~e 'J.S'·not entitled 
t0. kno~ledge of secret .oiatt~r. wormau~n as' t0 'the conte'n'ts, nature,. or 
whereabouts of "Secret documents" wllf'be disclosed only to thos~ .. penions in 
~e Governm.ent .service wh~~ ~fficlai ~ut.l~ reciutre, ~~~tl.~ 1~grl~pie,' ·a~d to 
such qtber:, respol;lSlbl~ pe~ons of e~U4 trus~ 1!-S. pf absol~~ n~slty wust 
be Informed.' · · • · J • ' • .. ' • • · ·' • ·• · • 

&. No document marked "Secret'' will be taken Into front line trenches {n ·a 
' '' ' ' , 0 . , '• I ~ 1 , ' . I t f ' ' ' ' , , ' ) , • I , , " 

theater of war, or to,~ .o~er place fn w,hlcb thery,,~ .a, .$nlla~ danger .. o~ 
capture by the enemy. :.. , . . ... . .. , .... ; · ,,. · .. . . 
, o. Documents classed as :•secret" will not ~ ref!';rr~ ~ pr ll.sted . ,l_n_ auy 
·catalog or publication wbi~ is not l~lf marke_d "Secret,'• except that receipts, 

~ • • • . . . . • • • • • • • •: • • • • • 1 ....::·. 

returns, and reports of transfer Of de_~4'Uctlon need,pqt ·~~ ~!~.~s~~cd ~ r~eren~e 
to the related document be made .~Y file number or .~bort title only,_ with no 
Indication of the subjeet matter or the nature of the >classiilcatlon. • .. 
· 19. Safegu~rdtng cont'e~ts of "C~~fide~tial" docuineiits.-Persons t~' ";hom 
~nfidentlal inatter ls ent~Usted or disclosed· are responslbie for Its safe c~s~dy 
arid security. It wlll not be discussed nor dlscl{;ge(I' in: the' pr~ence of persons 

• . • I ., " J, •,. f '•;:J.o: ' • • 1 '•' 

not authorized to· have knowledge thereof. In'formatlon1 as to the contents, 
nature, or ~herea~uts -~t cOnfident~! docum~n~: ·~ni be disclosed. ~~Iy to 
tboSe''persons In the Govemmel)t service whose dtitles require that they have 
·8uch knowledge, ·aiJd to such other perscms 'ot' esl>eclal trust! as of necessity inusi 
be Informed. ' · · · · · ' 1j · · · 

20. Safeguarding contents of "Restricted" doc·<!ments:-The lnforma'tion ., . . . ' ., 
contained In documents marked "Restricted" wlll ·not be· communicated to the 
p~bllc' or to the press, but it :may be co~:municated to any person known to 

'•. 
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be in the serYice of the United States, and to persons of undoubted loyalty and 
discretion who are cooperating in governmental work. 

21. Safeguarding contents of other offich\l communications.~The contents 
of official communications, whether or not classified as to· secrecy, will not be 
revealed except to those officially entitled to receive them. See paragraph 7, 
AR 34Q-15. 

22. Safeguarding technical secrets.-Chiefs of arms and services charged 
with responsibility for the initiation of measures to protect technical secrets 
in the interest of the public welfare (par. 4, AR ~700) will base such 
measures upon the provisions of these regulations and Section VI, AR 85Q-25. 

23. Safeguarding documents distributed outside the Army.-:-"Secret," or 
"Confidential'' documents which by their nature might require distribution out
side the Army will contain suitable instructions for their custody, safeguarding, 
and ultimate disposition in conformity with the requirements of Army 
Regulations. 

24. Navy documents.-AII requests .for Navy secret and confidential dOcu
ments will be submitted to The Adjutant General. Secret and confidential 
documents of other departments, when in possession of Army activities, will 
be safeguarded with the same care as ·Army "Secret" and "Confidential" docu
ments and will be accounted for in the manner required by the issuing 
department. 

25. Report of loss or subjection to compromise.--a. Any person in the mlli· 
tary service knowing of the loss or subjection to compromise of ·a "Secret" or 
"Confidential" document will promptly report that fact to the custodian of 
the document, who will immediately report the loss or compromise to the 
issuing authority. 

b. Any custodian having knowledge or suspicion thnt secret or confidential 
matter has been lost or compromised will immediately report the facts to his 
commanding officer, in addition to making the report required by a above. The 
commanding officer will then make a thorough investigation of all the circum· 
stances attendant thereto and will forward to The Adjutant General, through 
military channels, the report of the investigation and his recommendations in 
the premises. 

26. Reports of destruction.-When competent authority directs the destruc· 
tion of a "Hcgistered publication" it will be destroyed by burning, by or in the 
presence of a commissioned officer. The officer witnessing the burning will sign 
a certificate of destruction which will be forwarded through the headquarters 
directing the destruction to the office of record indicated in the registered pub
lication. The same procedtire will be followed as far as applicabfe in the 
destruction of other secret or confidential documents. 

SECTION v 

TRANS:\IITTING DOCUMENTS 
. Paragraph 

"Secret" documents: how prepared for transmission; by whom opened: rece;pt______ 27 
"Secret" documents: how transmitted ___________________________ ·--~------------ 28 
"Confidential" documents ; how prepared for transmission ; by whom opened ; receipt__ 29 
"Confidential" documents; how transmitted------------------------------------- ~0 
''Restricted" rlocuments; how transmitted.------------------------------------- 31 
Transmission bY airplane prohibited except In emergenCY------------------------ 32 
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27. "Secret" documents; how prepared for transmission; by whom opened; 

receipt.-<t. Except c!uring the process of local distribtttion in the personal 
custody of persons authorized to handle such matter ',for transrilission to 
another person. the sender of a document marked "Secre't" will inclose it in 
an inner an(l nn outer cover. The inner cover will be a\sealed wrapper or 
('11\'<'lope :uhlresscd in the usual way but plainly marked\ "Secret" in such 
mauner that the notation may most readily be seen when the outer cover is 
rcmm·ed. The inner cover will contain a receipt form which\will identify the 
addressor,· the ·:<ddressee, and the document.· 'l'he package thbs ·prepared will 
then he inclosed il~ an outer cover, which will be sealed and ~.ddressed in th~ 
ordinary manner with no notation to indicate the secret nature ·of the contents. 

b. So far as practicable the inner cover marked "Secret" will; be opened only 
by the person to whom addressed. 'Vhen the inner cover is opened, the receipt 
form wil! be dated and signed by the addressee and returned· to. the sender at 
the earliest practieable moment. 

28. "Secret" documents; how transmitted.-"Secret" documents will be 
transmitted hy an officer messenger or courier whenever practicable. \\'hen 
it ls imimtctieilble to transmit seeret documents ,bY nn offieer messenger or 
courier within the continental limits of the United States, they will be trans
mitted by the sqnder by regfster.ed mail. For transportation to and from_points 
ont;,:ide the continental limits of the United Stutes when officer courier is not 
nvailable; they may be transported by State Department rotary-lock pouch; in 
the event that neither oftice'r ·courier nor diplomatic pouch is available, the 
re;;ponsihle oflicer may desig-nate as couriers for this putpose citizens of the 
Uuih!(l States who are deemed worthy of special trust, such as officers or offi
dnls of ,other Gov&nment departments, or musters of vessels under United 
States registr~· .. Commanding officers of ports of embarkation will arrange for · 
the s:tfc transportation of documents forwarded to 'thecl for transmission, 
entrusting them to the commanding officer of troops on an Army transport when 
thi;,: is praeticnhle and will not involve undue delay. 

29. "Confidential" documents; how prepared for transmission; by whom 
opened; recefpt.-Documents marked "Confidential" will be prepared for trans-· 
mission in the same manner as prescribed fur "Secret" documents (par. 27), 
except that the inner cover will contain a receipt form only wheri the sender 
deems it necessary, and that the inner cover may be opened b:; some respon
SHlle person other than the 11erson addressed when so authorized by the 
addressee. 

30. "Confidential" documents; how transmitted.-Documents marked "Con
fi!lPntial" when transmitted by band will be entrusted only to especially trust
worthy messengers. For transmission by mail or express within the conti
nental limits of the United States, "Confidential" documents will be sent by 
registered mail or insured express. For transmission to and from points out
side the United States, they may be sent as prescribed in paragraph 28 for 
''Secret" documeuts. or by registered mail on vessels under United States reg
istry, provided they do not !iass through any foreign postal systems or the 
postal system of the Philippines. 

31. "Restricted" documents; how transmitted.-Documents marked "Re
stricted" may be transmitted by ordinary m:rtl, express, or freight to· any 
point. When transmitted by hand, they will be entrusted only to reliable 
messengers. 
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32. Transmission by airplane prohibited e~cept in emergency.-Except in 

emergency, "Secret" and "Confidential" docunients will not be transported by 
airplane (as distinguished from carried for use). When so transported "Secret" 
documents will be securely wrapped, and weighted if necessary, and will be in 
the:a~tual custody of an officer not engaged ,in the flying of the airplane, who 
will be responsible for their security. ·'Confidential" documents may be trans
ported by registered air mail when in the opinion of the responsible officer the 
emergency demands such transmission. 

[A; G. 312.11 (4-15-37) .] 

BY ORDER OF THE SECRETARY OF W AB: 

OFFICIAL; 

E. T. CONLEY, 
Major General, 

The Adjutant Genera.l. 

9 

U.S. GOVERNMENT PRINTING O.FFICE: 1137 

For sale by the Superintendent of Documentl:l. Washington, D. c. 

l\IALIN CRAIG, 
Chief of Staff. 

Price 5 cents 
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CHANGES} 
No.1 

WAR DEPARTMENT, 
WASIDNOTON, ./Ulr/ 15, 1931. 

AR 830-5, February 11, 1936, 1s changed as follows: 

25. Beport of loss or subjection to compromise.-a. Any person In the mill• 
tary serVice knowing of the loss or subjection to compromise of a "Secret'' or 

LD ·j"Oonftdential" document will promptiy report that fact to the custodian of 
~ Jiocument, who will immediately report the loss or compromise .to the lssuinl 

'Authority. 
•, b. A:D.y custodian having knowledge or suspicion that secret or confidential 

•: 

matter hAs been lost or COIJlpromised will immediately report the facts to his 
commanding o1Bcer, in addition to making the report required by a above. 
The commanding officer will then make a thorough investigation of all the 
circumstances attendant thereto and will forward to The .A4Jutant General, 
through military channels, the rep~ of the investigation and his J'eC()m• 
mendations in the premises. . 

[A. G. 812.11 (11-16-.36).] 

BY OJIDEB OJ' THJI: SECB.IC'l'ABY 011' w AB: 

: i 

OFFICIAL: 
E. T. CONT,EY, 

Major GeneraJ, 
·· The Acljutanl Genera&. 

158628-37 

MALIN CRAIG, 
OMef of Bksff. 

Jror sale by the Superintendent ot Documents, Washl.Dgton. D. C. - - - - Price 5 eent. 
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"SECRET", "CONFIDENTIAL", A~D "RESTRICTED" 

\ 
. Parngrapht 

SJDCTioN I. Definitions------------~-,..--------~-------~-------------- 1-3 
II. ~Classification and mnr)dng of documents,_ .e:tcept military 

maps and photographs--------------------------------- 4-11 
III. Classification· and marking of mllitnry maps and 

photographs-------~-------------~------·---~----------- 12-1~ 
IV: Safeguarding' documents nnll registered pub!lctttlcm;~----- 16-26 
V. Transmitting uocuments --------------------~-~---.------- 2n'-31 

SECTioN I.· 

DEI''INITIONS 
Paragraph 

"Document" defined:.. ___ .:_ ____________ ----_------.-----.-._.---- __________ ._.;___ l 

"Registered publ1cntion" deflnnl----------- --------------------.-----------------, 2 
"Short title'' defined--------------------------------'---------------- ____ ---- 3 

1. "Document" defined.-l.n this pamphlet the wo~d ''document" will be.·un· 
derstood to apply to printed, mimeogrnphed; typed, photostated, and . .written 
matter, and to maps, drawings, sketches; notes, blueprints,. photographs, photo-
graphic negatives, and similar matter. · . · 

2. ''Registered publication" defined.-A ''registered publication" is a docu· 
m~nt which, because of its nature or classification, is assigned ,a register 
number by which it will be accounted for nt periodic Intervals to the proper 
office of record. 

3. "Short title" defined.-A "short title" Is a title which Is applied to a 
document for purposes of security and brevity. It should give no lndicntlon 
of .the .ns.ture, contents, or classitlcatlon as to secrecy of the document.. ,Jt may 
consist of figures, letters, word's, or combinations thereof .. but must Include ·an 
abbreviated designation of the office of origin. A new or rcrlsetl edition of an 
old publication should be assigned a new "short title." 

SEcriON II 

CLASSIFICATION .AND l\IARKING OF DOCUMENT~. EXCEPT 1\HLlTARY 
MAPS AND PHOTOGRAPHS 

. I'~r.ngraph General __ _. ________________________________________________________ "----~--- 4 

"Secret"; when, by whom, and how ntfl:tc<l _______________ .. _____________________ :1 

"Conlldeutlnl"; when, by whom, ond how nffixc<l ___ :_ _______ .--------------------- 6 
"Restricted''; when and by whom affixed______________________________________ 7· 
Documents requiring to be marked "Secret", "Conti<lcntlnl", or "Restricted"----~--- s 
One closslfJ'ing mark only; ·If more used---------------------- .. -------------"-- 9 
Marking; liHC of stnmP------------------------------------·-----C------------- 10 
Reclnss!Gcntlo:J; when, by whom, ond how nccompllshr<l___________________________ 11 

•This pamphlet supersedes AR 330-li, Feb .. 12, 1935, 

46384°-36 



·REF ID:A4127207 
,AB 330-5 
t. -· ....... . 

4-9, DOCUMENTS -· ·. 

4. General.-The classlftcatlon and marking of documents as to secrecy wlll 
be conducted bY the originator strictly In accordance with'. the principles :set 
forth .tn ,paragraphs 5, 6, .and. 1. Every effort will be made to word. each docu
ment 80 that the least restrictive classification may be assigned consiStent 
with tbe proper safeguarding~ of tbe conte~ts. The probable distribution to 
be given the document must be considered by the originator In order that 
widespread dissemination · may· neither disclose information which must be 
safeguarded, nor place such a burden upon recipients that proper safeguards 
are ne:;lected because of too great a volume of overclasslfied matter. 

3. "Secret"; when, by whom, and how affixed.-A document will be classi
fied and marked "Secret" only when tbe information it conta'im;ds 'ot 'such 
nature tbnt 'its disclosure might endanger ·the national 'security,' or cause 
serious injury to the Interests or prestige of the Nation, an· indlvidunl, or any 
governmental ~ctlvity, or be of great . advantage to' a ·'foreign nation. .·A. 
document will be classified as "Secret" only by, or by authority .of, the Secre
'tary of Wur, the Chief of Staff, 'a chief of an arm, serVJ~, or.~bur~nu, or an 
offi'cer commanding a corps area, a tactical division, or' ;a higher tactical . 
unit, the commanding officer of a depot or exempted station, the commandant 
of a service school, or a mllitary attach6. When a document is so clnsslfl.ed, 
the "SL'Cl'et" mark will he placed ·on the front page thereof and will be 
accompanied by the llesiguatlon of· the authority affixing it, or of the authority 
by . whi.ch it 1s I.Jeing afllxed, and will be dated and initialed by the officer 
affixing it. 

6. "Confidential"; when, by whom~ and how aftb:ed.-A document tvlll b6 
classified nnd marked "Confl.dential" when the information 1t contains. ·is ~f 
such nature that its disclosure, although not endangering our national security, 
.might I.Je prl'judlcal to the Interests or prestige of the Nation, an individual; or 
any governmental• actirtcy, .or be of advantage to a foreign nation~ A. dOcu
ment wlll be classified as "Confillential" only'by a commissioned· officer.· .The 
'.'Confl.dentlal" mai'k will . be placed on the front page of the document. and 
will be accomp&bled by the designation of the otDce which the officer·holdS, if 
any. 

7. "Restricted"; when and by whom atfi.xed.-A document will be classi
fied. and marked "Restricted'.' when the information it ·contains is· for official 
use only or of such ·nature that•lts disclosure should be· limited for reasons 
of administrative privacy, or should be denied the general' publlc. ·The "Re
stricted" mark wm· be placed· on a document only· by ·authority of a· comm~ 
sloned officer. · · · : 1 

8. Documents requirliig to ·be marked "Secret", '"ConfidentiAl", ·or "~ 
stricted."-Any person l.n the military servlc<l who initiates or comes into pos
session of a document which in hls judgment should be marked "Secret", 
~Confidential", or "Restricted". will take Immediate ·steps to .forward It to the 
authority competent so to mark it, following ~~~sa~e procedure for tran&
mlsslon as Is prescribed for the transmJsslou of documents already bearing 
suc.ti marking. This applies also to documents orlglnatlng in governmental 
agencies other than the War Department. · · · ' 

9. One classifying mark only; if more used.-A. document will not be 
marked with more ~ one ot the ,three classlt7tng mark&-"Seeret", •'Coldi
dentlal", or "Restricted"; but should lt, 'through error, be so marked, the 
most restrictive classlfl.catlon used wUl be observed.~ · ' 
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&tricted" stamp will be placed both at the top 'and at the bottom of each page 
of all secret, confidential, or restricted papers. It should be stamped well 
down on the page and in such a manner that the marking will not be hidden 
from view when the sheets arc clipped together o'r b!}und. · 

11. Reclassification; when, by whom, and ho'w accomplished.-When a 
document ceases to. be secret, confidential, or restri~ted, its classification may be 
canceled by the authority which affixed or authorizJd it, or by higher authority, 
by writing or stamping "Canceled by " oi, "Canceled by authority of 
--,----·" (the authority which authorizes the cahcelation), over the mark 
on the top of the first page of the document, and'1 this cancelation will be 
dated and initialed by the officer making it. Any other classifying marks on 
such a document will then be stricken. out. If a les~ restrictive classification 
is to be given such a document, the provisions of paragraphs 6, 7, and 10 will 
be followed. 

SEC'l'IO:"' III 

CLASSIFICATION A~D MARKING OF MILITARY MAPS AND PHOTO~ 
GRAPHS 

. . Paragraph 
Definition ___ ~ _____ ------- ____ -- ________ --- -·- _______ ---- _ --~-·- ------ ____ ____ 12 
Cla$slfication _____________________________ ~-------~------------------------- 13 

RepOrts---------------~--------------------------------------------------~- 14 
How issuPd-------~--------------------------------------------------------- 15 

12. Definition.-Military maps and photographs are those intended for use 
in connection with the training and operations of ihe forces of the United 
States; the term includes other ma11s and photographs which have acquired a 
military character by reason of overprints or notations placed upon them. 

13 .. Classification.-a. Military maps and photographs will be classified and 
marked as follows : ·, 

( 1) Secret. 
(a) In the continental United Stn tes, 

proved war pl:1n (inclurling local 
project, or any phase thereof. 

those illustrating an up
defense plans) or defense 

(b) In o\·ersea }J08Sei:'sions and foreign territory occupied by the 
forces of tlle United States, those illustrating an approved 
war plan (including- local uefense plans) or defense project, 
or any phase thereof, those showing the layout oJ permanent 
defense works and naval bases and the adjacent terrain 
vital to their defense, and those that serve to fix definitely 
the loeation· of any element of permanent defense works and 
naval buses. 

(2) Cou(idential. 
(a) In the continental United States, those showing layout of 

permanent defense works, all(} mnnl bases null the adjacent 
.terrain vital to their defense, and those that serve to fix 
detinitcly rhe location of any eJc,meut of permanent defense 
wor!;:s and navn l hnses, except that when the complet!:Inap 
of a defent<e area consists of more than one sheet only 
those sheets showing defense elements need be clm;sitied as 
confidential. 

(b) In over::;ca vossessions and foreign territory oceupicd by the 
for«:es of the United States, those not classified as secret, 

3 
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(b) In oversea possessions and foreigD\territory occupied by- the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, air fields, 
supply bases, arsenals, proving grounds, or of any area vital 
to defense. 

(8) ·Re!Jtricted.· (Formerly "For official use only.")\ 
(a) In the continental .United States, those \showing layout. of 

air fields, radio stations, supply ba~, .'·arsenals, and the 
adjacent terrain . vital to their defens.e, .including photo
graphs not otherwise classified, wl!kh from their nature 
are not suitable for public release. 

(~).In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps and photo
graph!! not otherwise classified, wWch, from their nat.ure, 
are not suitable for public release . 

. b. Responsiblllty for the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classified as 
prescribed in' (2) below. 

(2) Corps area and similar territorial commanders, and commanding 
generals of expeditionary forees and foreign garrisons when not 
organized as territorial departments, for areas within their 
control. 

c. Mllitary maps and ,photographs now on file will be reclassified when taken 
from. the files for use. 

d. The precautions prescribed in ,these regulations .will· be taken with. maps 
and photographs whlcl,l have not been reclassified but which are known to be 
"Secre~". "Confid,~ntlal", or "Restrlc.ted." . · 

c. Th~ _provisions of paragraphs 8, 9, 10, an~ 11 will apply in marking and 
classifying maps und photographs. . 

14. Beports.-Classlflcatlon and reclassification of military maps and photo
graphs will .. ~.e reported, when made, to the war Department. I These reports 
w:lll cov~r:full .. tf,tle and. legend of. the material· classified. A short title may be 
added for convenience In further. ~ccount~ng. 

15. :How lssued.:-;-"Se~ret'~ and "Confidential'• maps and photographs will be 
~ed ,only, upon :written receipt. Semianqually, on or about January 1 and 
.June 30, issuing offi,cers wlll require renewal of ~uch receipts or the return of 
tbe ,maps. or photographs .involved .. 

i-

'i j, . ~II ·. 

' ·. 
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!)l!lCTION ' IV . ' ' 

SAFEGUARDING DOCUMENTS AND. REGHiTilmED. PUBLICATI<)NS ·. . . . . . , . . ' . . . . . . ~ . . 

·=·: · ... 'Paragraph 

General lnstructtons---.---'-'---"-----------------------------.,----,--------------- 16 
Registered publications; de!lignatlon and safeguarding ____ ,______________________ 17 
Safeguarding contelits 'ot' ••see~et" documents ________ .:_ ___ _: _________ ._:____________ 18 
Safeguarding contents' of.-"Conftdentlal" 'documents ____ _: ________ _:________________ 19 
SafegU1lrdlrtg, contents of "Reiltrlcted" 'docu·ments'------------------------------'- 20 
Safeguardhig con'te~ts of other omci.ai communications""-----------------------'--- 21 
Safeguarding technical secrets-------------------'-----------·------------------ 22 
Safeguarding docunienta' distributed outside the Aruiy_.:_ ______________________ _: __ ·23 
Nav;r dhcuments _:_~-:_~-'~.:._;.. _______ ~---------------~--.:.----~---------:________ 24 
Report of loss or subject~on to compromise _________ :_ ____ _:_:_____________________ 25 

16. Generai instiuction~~~- .. ·secret" ·and "Confidential" documents will be 
habitually kept hi loCked .siifes or other suitable locked containers when not 
required· for imm~ilit~ use: The most ~ecure storage space available, whic~ 
should be at least a three-combination safe, will be assigned to the storage 
of secret• 'and conftdent~al' codes; ciphe~s; war plaiis, defense projects, and other 
register~ publication's. . ; . . . . . . : 

b. No lnfon;nation a.s to. the contents of "Secret'', "Confidential", or "R~ 
stricted" docilmen'~. will be revealed. in any other docum~nt which .is not in 
it:Self mar:kl!o''witli the same or a higher ·clasSui~auon. B:owever, documents 
referring t~ -~ •·iiestric'tea;,' project;· but ·which · Cio riot contain teehnical infor-
mation regitrding It, need not be marked· "Restricted."· · · 

c. A perSon who commurilcates iriformhtion concerning,· or contained in, . a 
~ ' I • · 1 ' I ' "" ' I ' • ' l I ' ' ' 

document marked' "Secret" · "Confidential" or "Restricted" wlll at the same . . ... , ·,,·.-.:. .'. . ' ' . ' 
Ume emphasize to the person or persons to whom he communicates the infor-

. ·.!,;r j • •" • • '. . • 

mation that· it JS "Secret", "Confidential", or "Restricted", as the case may be. 
d; Clericar'~ork 'on secret aiid' confidential matter will be performed only by 

. 1'·' 1 • •!:!)':¥i ,) 1"':.· ' ' I· ;lf ' , , 

exceptl~;>~~~!.t}r~~~wor.~hr clerks;, p_re~iminar! .1rafts and work sheets will 
be desti"oyeo. Stenographic notes-will be destroyed or placed under lock and 
key, . , . ., . . 
·' ~-l An officer wlll, ·upon change of station or severance from the military 
service, retUrn to tlie ·soriree fr6m: which 'received, or otherwise properly account 
for all "Secr:et" and ·~Confidential" documents issued to him. ' 

r:.,.. : . . , . · ,. -: ; . , J~· • • : • • • • 

f. Messages in secr;et or contldenttal codes or ciphers will be handled and 
safeguarded ns ptescribed in the i~structions pertaining t~' such ~odes and 

. dphers, and in acc0rdan~e w1lli 'Army n~i:-ulut).'on8:' . .. . 
. .,. • • . • . f r) '\ ' 

17. Registered publications; desigriation·'lmd safeguarding.-a. The chief 
of arm, service,' or bure~u or other oftlder authoriied to origin,ate and issue 
•·s~ref;, d6ctiments'wrii' desfgua.te' as ii "Registered 1~ubllcatloJi" every "Secret" 
•• •· •• · • ,,, • . t, • '• ' '· • • . 

d~ment, e~~J;lt corresp«?n.~-~~ce . an4 c?mmunica~lons, issued by him, and will 
eau8e a semhinnual accounting for .·an copies of .such registered publications to 

. be made -to! :hHn;·;·or': to,, ollie~ desiguated office ()f.: record. The designation 
. ' . . '1 . , • . . • . . • . 

"registered ·publication,. may also be applied to "Confidential" doc'1ments 1n 
.such caseS aithe or!gina'tor niay'_detcrmlne as necessary for the ·public welfare. 

··t,. Every "Registered publication" wlll have assigned to it ~ register number 
by which it will be accounted for a~ regular Intervals to the prop~r office of 
~rd. The classifi<'atlon, the regl~ter nu\nber, tlie· short title, lnstrJctions. for 
its ultlritate dlsi>osai, and 'inshuciions c~vering th~· returns required for its 
. . ·· · .,, . · n . 1: • .. ·~· . • · • 
accounting will be placed on the title sheet or inside front cover of every such 

I i 
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office of record. The classiflcntlon, the register nlipiber, the .short title, the 
office of record to which returns will be made, instructions covering the re
turns for Its accounting, and instructions for its ultimate disposal will be 
placed on the title sheet or inside front cover of evecy such "Registered pub
lication"; if this is. impracticable, the required dai:~ will accompany the 
registered Imblleation on a separate sheet. , 

c. Every recipient of "Registered publications" will \keep at all times a 
complete inventory of all ''Registered publications" in ~is charge. He will, 
on June 30 and Dpeember 31 of each year, make or cause to be made by the 
custodian designated by him an accurate return 'to the prtiper offices of record 
of all ''Registered publications" on hand, based on physical inventory by two 
commissioned olfieers, if available, one of ~vhom. will be the eu.stodian. How
ever, semiannuai returns will no longer be made on ','Registered publications" 
which have been plnced in custody or storage for historical purposes. 

d. Access to the containers, and the combinations or keys thereto, of "Regis
tered publications" 'will be permitted only to· commissioned officers and, unless 
otherwise prohibited in regulations pertaining to codes and ciphers, to war
rant offiecrs and. to specially trusted civilian employees specifically authorized . 

. by the responsible'· chief of arm, service, or bureau. Safes containing "Regis
tered publications" will habitually be kept locked, with the· full combination. 
operati'l'e, whenever they are not under the direct supervision of a person 
officially entrusted with the combination thereof. 

e. When the classitlcation of a ''Registered publication" is changed in accord
ance with parngr11pil 11, the designated office of. record will notify all recipients 
of such publication of the changed classification thereof. 

18., Safeguarding contents of "Secret" documents.---;a. The distribution and 
dissemination of secret matter will be confined to the absolute minimum. Seeret 

\ . 
matter is exclusively for the official use of the person to whom it is divulged. 
To maintain its inviolability is the duty and responsibility of each person hav
ing knowledge or custody thereof, no matter how obtained. It will not be 
discussed or referred to in the presence of persons n'ot authorized to have. 
knowledge thereof. An officer by Yirtue of his commission alone is not entitled 
to knowledge of secret matter. Information as to the contents, nature, or 
whereabouts of "Secret" documents will be disclosed only to those persons in 
the Government ser,·ice whose official duties require such knowledge, and to 
such other responsible persons of especial trust as of absolute necessity must 
be informed. · 

b. No documPnt marked "Secret" will be taken into the front lines in a 
thcnh!r of war or to any other place iu which there is a similar daJlger of 
capture b.'' the Pnemy. 

19. Safeguarding contents of "Confidential" documents.-Persons to whom 
confidential matter is entrusted or disclosed are responsible for its safe custody 
and sccurit.''· It will not be dis.cnssed nor disclosed in the presence of persons 
not authorized to h1n·e. l~nowledge theriof. Information as to the contents, 
nature, or whcrl'ahouts of "Conlidentlal" documents· will be disclosed only to 
those persons in the Go,·erument service whose duties require that they have 
such lmowlr·dge, and to such other persons of especial trust as of necessity must 
be informed. 

20. Safeguarding contents of "Restricted" documents:-The Information 
contained in doeltments marked "Restricted" will not be communicated to the 
public or to the press, but it may be communicated to any person known to 
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be in the service of tl!e United States, and to persons of undoubted loyalty and 
dis~retion who are cooperating In gov'eriunimtal work. . . · 

21. Safeguarding contents of other official com"rounications.-The contents 
of official communicatiins, whether or not classified as to secrecy, wm· not be 
revealed except to those officially entitled to receive·. them. See paragraph 7, All 34(}-15. ·• . . • . 

2·2. Safe~arding technical secrets.--Chlefs of arms and services charged 
:with1 responsibility for the initiation of· measures· to protect technical secrets 
'in tbe Interest of the 'public welfare . (p'at: 4, AR 600-700) will base such 
'measures ~pon the provisions of these regulations and Section VI, AR 85(}-25 .. 
' 23. Safeguarding documents 'distributed outside the Army.-"Secret" or 
"Confidential" documents which, by. their nature, mlgh.t require distribution out
side the Army will contain suitable instructions for their custody, safeguarding, 
arid ultlmnte disposition in. conformity with . the requirements of Army 
JteJrula tl~ns.' '·· .. · : · · : · · · · 

24. Navy documents.-Ail requests for Navy secret and confidential docu
ments will be sul;mitted · to The .(\djutant General. Secret and confidential 
documents of Otller rlepartments:' when In possession ~f Army activities, will 
be safegJJarded with the same care as Army "Secret" and "Confidential" docti
~ents and' will be accounted· for' Jii"tbe manner required by the Issuing 
department. ~ ' . ·" ' . · · · 
. 25. Report of loss' or'~ubjection to c'ompromise . ..:__Any person in the military 

service knowing of the loss or suhjectlon to compromise of a "Secret" or 
"Coufldci1Ual" d~~inent .,~lit. promptly re1)()rt that fact to the custodian of 

,J . ,. . . 

Uw document,, who will immediately report the loss. or compromise to the . . ' ) . . 
issuing authority. 

·SECTION V 

TRANSMITTING DOCUMENTS 
, . Paragrapn 

''Secret" documentR; how prepared for transmission; by whom opened; receipt______ 26 
"Secret" documents; how tran•mltted __________ .:______________________________ 27 

"Contldentlal" documents; bow prepared for transmission; by whom opened; receipt.-- ~8 

· "Contldentlal" documents; bow transmitted-----------C---------------------- 29 
"Restricted" datuments; bow transmitted-------------------------------------- :!0 
Transmission by airplane prohibited except In emergency:..________________________ :n 

26. "Secret" documents; how prepared for transmission; by whom opened; 
receipt.-a. K-.:cept dul'lng the process of local ulstributlon In the personal 
custody of persuus authorized to baudle such matter for transmitlsion to 
another person, the sender of a document marked "Secret" will Inclose it In 
an inner and an outt..'T cover. The inner cover will be a sealed wrapper or 
envelope audl"('ssed In the usunl way, but plainly marked "Secret" in such 
.manner that the notation may be most readily lleen when the outer co>e~ Is 
remo~·ed. The inner cover will ~:ontain n receipt form which will identify the 
Addre!>sor, the· ucldressee, and the document. The p.'lcknge thus prepared will 
then be Inclosed In a·n outer cm·er, which will be sealed nntl addressed in ltlle 
ordinary manner with no notation to lncllcnte the secret nnture of the contehts. 

b: So fa~ as prnctleuble the Inner cover markc'tl "Secret" wlll be opened ,;nly 
by tbe person to whom addi"C!'SL"<I. When ;·he inner cover is opened, the receipt 
form wlli be lllltcd and signed by the uddressee nnd returned to the sencler at 
the et1rllest practicable moment. 
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87. "Secret" documents; how transmitted.-"Secret" documents wlll oo 
.transmitted by an officer· inesse~ge~ or courier' whenever· practicable. When 
,. , · • ; '•·\... . r • -r: t-r · , : · · : · . ····· . • · .• · 
, ~~ 11!. ,~P!&ct~~ab~e.- .~o t~a~sm!t ~ret d~timents. b~ an_ ?ffice~• messenge~ or 
courier within tbe continental llinits of. the United ·states, they wm be trans

. mitted by reitstered mail: ·For tran~po~tatlon 'to imd .-froht"polnts :outslde' the 
continental llJnits .. of the United States,_ when officer courier Is no( a~ailable, 
'they mai be triuisliorted.by. Stat~ Depart~~iit rotary-loek .po~Cb; in' the'-e.vent 
·that 'nettber officer courier no~ dipioniatic pouch ·Is ·avallatile, ·the· ~e8ponsible 

• . . . . ··' · •. J! . ,· . . . .. • 
ot:lcer may designate as couriers .for this purpose citizens of the Unlfed 
States who are deemed. worthy ofsi>ecl!ll trust, sucp as officers or o'fllc'llils of 
other Government .Departments, or. masteJ;S of ·v~sseliJ tin:der ·.united .St~tes 
registrY: Commanding otfi~ers of ports of '·enibirkatlon ~ui arrange for .the 

:·safe tranSportation :o·f ·dOcumimts fon'VIirile<i\~ t~em fo-i; trail!Jmlsslon, entrust
ing them to the· commanding officer of troops ·on 'an 'Army transport 'when this 
JB practicable and wlll not involve undue delay. . · · . · 
. · 28. "Confid~tial'' d~~hmenbs; how prepared for tr~srius~lo~; by ~hom 
:ciPen'ed; 'recelpt.~Documerits ritarked "Conlldtmtial" wlll be prepared for trans
'mission in the same nian~er as prescribed for "Secret" dacuments (par.· 26.), 
.ex;~pt ·that ~ ln-?er covt;~,; ~11} co·n\al~-i a ~~lpt form o~iy when the sender 
deems it necessary, and that the inner cover may be opened by some respon
sible person other than the person addressed when so authorized' by lhe 
• .' I )'_• ~ '• •• • '.. • '• • 

.~ddre~.. · .. · ·: . . . , .. , , ... 
2~ .. ~'Confidential", 4ocumepts; how tran~tted:-noculileiits ~arkt;d "Con-

fidential" when. t1-:an,sin1t_te~ py han~ wlh be ent~~sted .o~iy to· especlaily · fruilt- · 
worthy messengers. 'For transmission by mau· or 'express :;';"ithln the. con· 
tlnental limits of the United States, "Confidential" documents "wlll be sent by 
registered mall or Insured express. -For transmission to and from points out
side the United States, they may be sent as prescribed in paragraph 27 for 
,.Secret" documents, oi:-. by regiStered ... mntl ~.on ves!eis under United State~· 

· reg!~try; pr~vld~d tbey do not pass through any foreign post~l systems. c;>r the 
.postal systems .of the Ph111pplues. , ., . . : · 

30. "Restricted" documents; how transmitted.-Documents marked "Re
stricted" may ·be transmitted by Ordinary mall, expresS, ·Or freight to any 

·point. When· transmitted_ b! han~, tbey. wll~ 'be· entr.~st~._.only_ 'to ''rella~!e 
messengers. · 

31. Transmls~ion by airplane. prohibited except in emergency:-Except In 
'emergency, "Secret" and "Confidential" docutnents will not be 'transported 

. by airplane (as distinguished from carried for usc). When so transported they 
wlll ~ securely wrapped, and welghte<l If n(!C(>!'sary, and w111 be In the actual 
eustody· o'f an officer not engnge<l In the flyin~ of the airplane, who wlll be 
responsible for their security. 

· (a. q. st2.u u-3.-3Gl.J 
BY. ORllt:B o~· THE SECRETARY OF WAR: 

· OvncuL: 
E. T .. CONLEY, ·• 

Major Gcneml, 
The .Adjutant GeneraL 

, 8 
U. I. GOYUNIU:NT ,RIJfTING O"IC! 1 1111 

MALIN CRAIG, 
Chief of Staff, 

For snle by the Superlntt•ndent ot Documents, Wnshlngton, D. C. - • - ·- • Price 5 centa 
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DOCUMENTS 

"SECRET", "CONFIDENTIAL", "FOR OFFICIAL USE ONLY", AND 
" RESTRICTED " 

.l'nragropha 

SECTION I. Definition ______ ----------··------------ __ ------------------ 1 
"II. "Secret" documents ______ .:.________________________________ ~ 

III. " Confidential" documents--------------------------------- 6-9 
IV. "For official use only" document,; _____________ ~------------ 10 
V. "Hestrlcted" documents _________________________ .:_________ 11 

VI. Military mnps and photographs---------------------------- 12-1~ 
VII. Miscellaneous provisions ___________________________________ 16--22 

SECTION I 

DEFINITION 
Paragrapll 

"Document" defined---------------------------------------------------~---- 1 

· 1. "Document" defined.-In this pamphlet the word " document " will be 
understood to apply to printed, mimeographed, typed. photostated, and written 
matter, and to maps, drawings, and photographs. 

SECriON II 

" SECRET" DOCUMENTS 
Paragraph 

"Secret": when. by whom, and how amxed _________ _:~------------------------- 2 
General precautions to protect contents---------------------------~------------ 8 
How prepared for transmission; by. whom opened; receipt------------------------ . • 
"Secret": when, by whom, and how. conceled------~------------------~--------- II 

2. "Secret"; when, by whom, and how a:flixed.-A document will be 
markE:'d "Secret" only when the information It contains Is of great lmpot·tance 
:md when the safeguarding of that information from actual or potential 
(•nerules is of prime necessity. The " Secret " mark will be placed on a docu
ment only by, oi by authority of, the Secretary of War, the Chief of StatY, a 
chief of an arm, service, or bureau, or an officer commanding a. corps area, a 
tactical division, or a higher tactical unit. The " Secret " mark will be accom
panied by the designation of the authority affixing it, or by authority of which 
it is being affixed, and will be dated and Initialed by the officer affixing lt. 

3. General precautions to protect contents.-a. A document marked 
·• Secret" Is for the personal information and use of the officer to whom it Is 
officially intrusted. He will be personally responsible for Its safe custody nnd 
will exercise every precaution to prevent unauthorized persons gaining lnforma-

• This pamphlet sup,eraedea .A.R 830-6, December 80, 1926, lncludlng Cll, M&roh 10, 1988. 

1105ii6°-35 



REF ID:A4127207 
AR 330-5 
~ llOCU:IIEXTS '\ 

gii·cn:. No Pl'!"SOD who hns iuformalion ll!' to the eiistencc,' the wbcrcnbouts. or 
the contents (J! a· sccrf't uocnmcnt ~viii diselose any. information whatever rela-
tive theret~), except as pr:;scrii.Jeu ubove. · 

b. No document nwrkell "Se~1:et ·, will I.Je taken lntt) front. line trenches In a 
theater of wnr, or to any other place in wlllch tbe::e· .ls a slmllar danger of 
capture IJy the CllC!ll'·. \ ' 

~ \ 
o. Documents classccl a:-; "Secret" will not be referred. to ln any cutaloguc 

or ptlbllcation which is twt itself m:Hketl "Secret." · 
., 4. How prepared for transmission; by whom opened; receipt.-a. For 
tt·ansmlsslon to another person, whether by muil, nH~sseuger;. or otherwh;c, In
cluding messengers pasd!!!; Lctwceu the IJ:·ancbes and ·offices of the 'Yar 
Permrtmeut, or between dif[ereut uilices of the !;&me heaclquart.ers, the sender 

. 9f a .document market! "Secret" will iuclosc it in an. Inner and im outer cover. 
The inner cover will l1e a scal<!1! wrappe1· o:· envelope addressed· ,in ·rhe·. usual 
way, !Jut plainly marked "Sccn1t" ·ir: ,;udt marwer that the Il<ltadon may be 
most reaclily seen wh;.·n the outer a..•ver i::; removed. The inner cover will con
.tain a receipt fon11 which will ideutlfy the alitlressor, the addt·essee, and the 
~ocuruent. The package .thus prer;ureli will then be inclosed in an outer cover, 
·:Which \\;ill· be sealed and ac)dressecl Iu the ordinary munne.r with no notation 
to indicate the secret nature of the (:oateuts. See paragraph 15. 
· 'b.: S~ far a~ practieah!e the illllcr co·~cr m~rked ''Secret" will be opened 
~nl)r by the officer to· wb01n adliressed. '\i'lwn tlw. inner cover' is ope~ed. th~ 
receipt form will be dated and' sigiwd by· the receiving olliccr and returned 

. to the sender at the cnrllest practicable moment . 
. 5. "Secret"; when, by whom, and how cauceled.-\Vhen a document ceases 
to be secret, its "Secret" marking may be canceled by the autliority which 
affixed or authorizecl it, or by higher authority, by writing-or st:unplng "Can• 
celed .by ," or "Cancelccl hy authority of " (the 
authority whic:h authorizes the cuncellation), over the" Secrc1t" mark on the 
top of the first page of the docunwnt, and thhs. cancellatiCJn will be dated and 
-initialed by the offieer making it. Any otl!er "Secret " marks on such a docu
ment will then be stricken out. 

SECTION III 

" CONFIDEN'l'IAL" DOCm.IENTS 
.. Paragraph 
"Confidential" ; when, by whom, and how alilxed _________ .:____________________ 6 

General pre~autlons to protect contents-------------------------------------- 7 
How prepared for transmi""ion ; by whom opened; receipt---------------------- s. 
"Confidential"; when, by whom, and how canccle<L--------:------------------ 9 

. 6. " Confidential "; when, by whom, and how affixed.·-A docwncnt will be 
~arked "Confidentbl" when it is of less importance and of l~ss secret a 
nature than one requirin;; the mark of " Secret," but which must, hevertheless, 
be. guarded from hostile or indiscreet persons. Except in the cu~ of printed. 
documents of the Wur Detmrtment or ·of ;;eneral headquarters in the field, the 
'murk "Confidential .. will ue placed on' a document only by a commissioned 
J·~tiicer lliJ(l will be accompanied IJy the designation of the ~ffice whi~h that 

I . . 

~~fficer hollis, if any. 
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mark " Confidential" will be placed on a document only by a commissioned 
officer and will be accompanied by the designution of the office which that 
officer holds, if any. 

7. General precautions to protect contents.-Intorrnatlon as to the existence, 
the whereabouts, or the contents of a document mari.ted "Confidential" will be 
disclosed by a person possessing such information only to those whose duties 
require that they have such information: Ever:; .r.erson to whom confidential 
information is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whom opened; receipt.-Documents 
marked "Confidential" will be prepared for transmission in the same manner 
as prescribed for~· Sec:ret" documents (par. 4), except that the inner cover will 
contain a receipt form only when the sender deems it necessary, and that the 
inner cover may be opened by some responsible person other than the person 
addressed when so authorized. 

9. "Confidential"; when, by.whom, and how canceled.-The •• Confidential" 
mark 'on a document may be canceled by the authority which affixed or author
iz~d it, o~ by higher authority, by writing or stamping over it "Canceled 
by ", or "Canceled by authority of " ,(the authority 
which authorizes the cancelation), and this. cancelation will be dated and 
Initialed .bY the officer making it. Any other "Confidential" marks on such 
a document will then be stricken· out. 

S1!X71'ION IV 

"FOR OFFICIAL USE ONLY·~ DOCUMENTS 
1 ~ffl~~ 

"For o!Dclal use only"; .when atllxed; how information treated___________________ 10 

,.10. "For official use .only"; when aftl..xed; how information treated.-A 
document will be marked " For official use. only"· when 1t contains Information 
which is not to be communicated .i:·o the. public or to the press, but which may 
be communicated .to any person known to ·be in the service of the United 
States whose duties It concerns, or to persons of undoubted loyalty and dis
cretion who are .cooperating In. G~vernment work. The information contained 
in documents marked "For 'official·use only" will be treated accordingly. 

SIIX1l'ION' V 

. " RESTRICTED " DOCUMENTS . 
Paragra~ 

"Restricted " documents described--------------------------------------------- 11 

11. " Restricted " documents deseribed.-A document ls marked · " Re
stricted " wh~ it contafus information regarding research work or the design, 
developiDent, test, production, or use of a unit of mnitary equipment or a com
ponent thereof ';which 1t is desired to keep secret. Such information is con
sidered as a1fectlng the national ·defense of the United States within th~ mean
ing of the Espionage Act (U. S. C. 50: 31, 32). The treatment of such i..lforma
tion and the amxt¥ and .cancelation of the ~arking " Restricted " are prescribed 
in paragraph 4%, ~ 85!)-25 • 

3 
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SECn'ION VI \ 

1\IILITARY MAPS AND PHOTOGRAPHS 
Paragraph 

Deftnt tlon ___________________________________________________ . __ ---------____ .:. 12 
C1Asstflcatlon________________________________________________________________ 13 
Reports----------- ____________ ---------________ --------__ _,_-.-------,------- 1• 
How Issued _________________________________________________ ~--------------- 15 

12. Deftnltion.-1\lilltary maps and photographs are those. Intended for use 
In connection with the training andoperntlons of the forces of the United 
States; the term includes other maps and photographs which have acquired 
a military character by reason of overprints or notations placed upon them. 

13. Classiftcation.-a. l\11lltary maps and photographs will be• classified as 
follows: 

l 

(1) Secret. 
(a) In the continental United States, those illustrating an ap

proved war plan (including local defense plans) or any 
phase thereof. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, th.oBe lllustratlng an approved 
war plan (including local defense plans) or any phase 
thereof, those showing the layout of permanent defense 
works and na.val bases. and the adjacent terrain vital to 
their defense, and those that serve to definitely fix the lOca
tion of any element of permanent defense works and naval 
bases. 

(2) OontfdentW.l. 
(CJ) In the continental United· States, those showing layout of 

permanent defense works, and naval bases and ·the ad
jacent terrain vital to their defense, and those that serve 
to definitely fix the location of any element of permanent 
defense works and naval baseS; except that when the com
plete map of a defense area consists of more than one sheet 
only those sheets showing defense elements need be classi-
fied as confidentiaL · 

(b) ln oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving gr<tnnds, or of any area vital to 
defense. 

(S) For official uae onlv. 
(af In· the continental United States, those showing !layout of 

radio stations, supply bases, arsenals, and the adjileent ter
rain vital to their defense, Including photographs riot other
wise classified, which from their_ nature are no~ suitable 
for public release. 

(b) In oversea possessions a tid foreign territory occupied by the 
forces of the United States, all topographic maps and photo
graphs not otherwise classified, which, _from their nature, 
are not suitable for publlc release. 

4 



I· 

"-"' 

~: J 

1.. 
I 

·REF ID:A4127207 

SECRET, CONFIDE'NTIAL, ETC. 
'AR 330-5 

13-18 

· b. Responsibility for the classification of military maps and photographs 
rests on the following authorities, but may be delegated within their discre-
tion to appropriate subordinate agencies: · 

(1) The War Department for maps and photographs not classified as 
prescribed in (2) below. 

(2) Corps area and similar territorial commanders, and commanding 
generals of expeditionary forces and foreign garrisons wheri not 
organized as territorial departments, for areas within their control 

c. M111tary maps and photographs now on 1lle will be reclassifled when taken 
from the files for use. 

d. The precautions prescribed in these regulations will be· taken with maps 
and photographs which have not been reclassifled but which are known to be 
"Secret", "Confidential", or "For Official Use Oniy." 

14. Reports.-classification and re.classification of military maps and photo
graphs will be reported, when made, to the War Department. These reports 
will cover full title and legend of the material classifled. 

15. How issued.-Secret and confidential maps and photographs· will be 
issued only upon written receipt, which will describe the s~bject matter with 
sufficient clearness to fully insure identification. Annually, on or about Janu
ary 1, issuing officers will require renewal of such receipts or the. return· of 
the maps or photographs involved. 

Sl!lOTION VII 

MISCELLANEOUS PROVISIONS 
Paragraph 

How: transmitted; to whom delivered-------------------------------------·---- 16 
Facts as to character thereof to be communicated with Information______________ 17 
Documents requlrlnc to be marked "Secret" or "Confidential"---------------- 18 
One claBBifylng mark only, 11 more used---------------------------------------- 19 
Marking; use of stamP------------------------------------------------------- 20 
Safeguarding document& distributed outside the ArmY---------------------------- 21 
Report of loBS or subjection to compromise ____ .,.,.------------------------------- 22 

16. How transmitted; to whom delivered.-Documents conbtining secret 
matter to be transmitted by mail wlll be registered. Documents containing 
confidential matter wlll be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted by 
hand, the transmission will be intrusted to an officer whenever practicable; 
otherwise particular car~ wlll be exerclsed that the messenger is trustworthy. 
In any case such documents will be dellvered in person to the officer to whom 
addressed or to some responsible person designated by him to receive them. 

17. Facts as to character thereof to be communicated with information.
A person who communicates information concerning, or contained in, a ctoro
ment marked "Secret", "Confidential", "For official use only", or "Re
stricted", wlll at the same time inform the person or persons to whom be 
communicates the information that is "Secret" or "Confidential" or "For 
official use only " or " Restricted " as the case may be. 

18. Documents requiring to be marked "Secret" or "Confidential"
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked " Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraplls 
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4 and 16 for secret documents. This applies also \to documents originating In 
other Government agencies bearing marks by tho.se agencies which· Indicate 
that they are to any degree secret or confidential. 

19. One classifying mark only, if more used • ..l..A document will not be 
marked with more than one of the tour classifying ~arks--" Secret",." Cootl· 
dentlal ", " For otDclal use only ", or " Uestrlcted " ;\ but should It, through 
error, be so marked, the most restrictive classification used wUl be observell. 

20. Marking; use of. ·stamp.-Tbe secret or confiheotlal stamp will be 
placed bOth at the top and the bottom of each page of all secret or confldeotlal 
papers. It should be stamped well down on tlie page and in such a manner 
that the marking will not be hidden from view when the sheets· are clipped 
together or bound. · · 

21; Safeguarding documents distributed outside the Aruiy.-Secret or 
confidential documents which, by their nature, might require distribution 
outside the :Army .will ~ntaln suitable instructions for their custody and &ate
guarding to conformity with the requirements of the Army Regulations. 

22. ··Report of loss or subjection to compromise.-Any pel'IIOn ln the mlli
tary service knowing of the loss or subjection to compromise of a· secret or 
confidential document will promptly report that -fact to the custodian of the 
document, who will immediately .. report the .loss or compromise to· the issuing 
authority. 

[A. G. 400.114 (11;-14-84).]. 

BY OBDER OJ!' THm SECBEI'ABY OJ!' W U.: 

Ol!'FIOIAL: 
JAMES F. McKINLEY, 

MaJor General, 
The .Adjutam oenerot · 

6 

DOUGLAS MAcARTHUR, 
General, 

Oh~f Of Sta.(f •. 

a. 1. &OYIR.IIIIT PIIITING OPPIC.11111 

For sale by the Superintendent of Documents, Washington, D. C. - - - - - - ~Ice li cents 
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CHANGES} WAR DEPARTMENT, 
No.2 WABHINGroN, March 10, 198S . 

.AR 330-5, December 30, 1926, is changed as follows : 
12. Classification.-a. Military maps and photographs will be classified as 

follows: 
• 

• 

• .. . • • • • 
. (8). For official use only. 

• • • • • . ... 
(b) (As changed by C 1, December 31. 1927.) In oversea ·posses

sions and foreign territory occupied by the forces of the 
United States, all topographic maps and photographs not 
otherwise classified, which, from their nature, are not suit
able for public release. 

[A. G. 312.11 (6-30-27).] 

b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion to 
appropriate subordinate agenci'es: 

• • • • * , 
(8) ·(As added by C 1, December 81, 1927.) Milltary maps and photo

graphs now on file will be reclassified when taken from the files 
for use. 

(4) (As uuded by C 1, December 31, 1927.) The precautions prescribed 
in these regulations will be taken with maps and photographs 
which hnve not' been reclassified but which are known to be " Se
cret," "Confidential," or "For Official Use Only." 

[A. G. 812.11 (6-30-27).] 

17. Do~uments requiring· to be marked "Secret" or "Corifideritial."
Any person ln the military 8ervice who initiates or comes into possession of a 
document which In his judgment should be marked "Secret" or "Confidential " 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 'and 15 for secret documents. This applies also to documents originating 
in other Government agencies bearing marks by those agencies which 
indicate that they are to any degree secret or contldential. 

[A. G. 312.11 (2-2~3).] 

19. Marking; use of stamp.-The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden
tial papers. It should be stamped well down on the page and in such a. 
manner that the marking will not be hidden from view when the sheets 
are clipped together _or bound. 

• 'fheae ohlulsea aupers¥e .01, December 81, 19ll'7, 

::: . . _1118263"--83 -:' 
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20. Safeguarding documents distributed outside) the Army.-Secret or 
confidential documents which, by their nature, mi~t require distribution 
outside the Army wil~ contain suitable instructions 'for their custody and 
safeguarding in conformity with the requirements of the Army Regulations. 
. 21 .. Beport of. loss or su}ljectio.~ to compromise.-Ani

1 
person in the mili

tary service, knowing of the loss or subjection to compr?mise of a secret or 
confidential document,' will promptly report that fact to the custodian of 

' ' ' \ 
the document, who will immediately report the loss or compromise to the 
lss~ng. authority~ ' ' : 

,[A~ G. 312.11 (12-28-32).] 

BY OBDEft OF THI!l SECBEI'ARY OF w AB: 

OFFICI.&,~: 
JAMES. F. McKINLEY, 

' Brigadier General, 

DOUGLAS MAcARTHUR. 
General, 

Ohief of Staff. 

Acting The Alljutant General. 

2 
U.S. GOVERNMENT PAINTING OFFICE: 113! 
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DOCUMEiffS · 
I 

"SECRET;" " CONFIDENTIAL,~' AND '\.FOB OFFICIAL 11SE OHLY '' 

, , Paragrapb11 

8JDCTION I. Definition------------------------~"------------------------ -1 
; II. "Secret" documents ______________ .),....;______________________ 2-6 

III. "Confidential" documents-----------7------------:..---------. 6-9 . 
· IV. "For ofllclal use only" documents-------------------------..; ·10 

·v. B!Uitary DlSPB and.photographs-----~-----~---------------~ 11-14 
VI. B!lscellaneotl8 provtstotis ___ . ______________ '"----------------:.. ll'r18 

--·-
811lCTION I 

DEFINITION . , 
. .Par~Ph 

~Document·~ defined-------..:-----------------------------------'--------·--- ·. ·'' 1 . . 

1. " Document" deflned.-In this- pamphiet the word "document., w'ni, be 
1lnderstood to apply to printed, mimeographed, typed, photostated, and written 
'matter: and ·t:o-maps, drawings, and photographs. . . . 

Lt..! 

• SECTION II 

" SECRET" DOCUMENTS 
Paragraph 

"BeeNt'"; when, ·by whom, and how atllxed ______ :_ ________ -'------------.:_____ · •2 
·General precautions to protect eontents _____ .: ____ l.--------------------------- ',. :ra 
How prepared for transmission:. by wbom opened; receipt---------------------- : 4 
"Secret" ;·when, by wholll', and how canceled------'--------------------------- , G 

.. : . . • . j : • .~.. • 

. 2. "Secret"; when, by whom, and hoW" afilsed.-A document· wlll''be 
marked " Secret" only when the Information 1t contains •is of great Importance 
and when the safeguarding of that Information from actual or potential 
enemies Is of prime necessity. The "Secret" mark wlll be placed on a docu
ment only by, or by authority of, the Secretary of War, the Chief of 8ta1!, a 
chief of a branch or bureau; or an ofllcer commanding a territorial corps area 
or department, a. tactical division, or a higher tactical unit. The " Secret " 
mark will be accompanied by the designation of the authority .atllxing it, ·or 
by authority of which It Is being afllxed, and will be dated and initialed by 
the ofllcer afllxlng it. 

· 3. General precautions to protect contents. -a. A docun1ent marked •• Secret" 
Is for the personal information and use of tbe ofllcer to whom It Is _omcialiy 
intrusted.· He wm be personally respons.Ible for Its safe custody and wllJ 
exercise every precaution to pr~vent unauthorized persons gaining Information 
as to Its existence, Its whereabouts, or Its contents. He wlll disclose lnfoniiii
tion as to its existence, Its whereabouts, or Its contents only to those whose 
duties absolutely require that they have such Information; the number of socb 
persons w111 be limited as much as the necessity of the case permits; a lid the 
amount of Information disclosed wUl be limited to that which is absolutr-!y 
essential to the proper execution of the duties of the persons to whom u is 

• This pamphlet supersedes AR 330-5, J'anuary 22, 1821, and Chan.,rea Bo. 1, 
AR 330-5, October 2, 1822. 
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tion as to Its exfl'rt:ence, its whereabouts, or fts contents. He wfll disclose ln
formu tlon as to its existence, its whereabouts, or its contents only to those 
whose duties absolutely require that they have such· information; the number of 
snch persons will be limited as much as the necessity of the case permits, and 
the amount of information disclosed will be limited fo that which Is absolutely 
·essential to the proper execution of the duties of the persons to whom it is • 
given. No person who hns information as to the existence, the whereabouts, or 
the contents of a secret document will disclose any information whatever rela-
tive thereto, except as prescribed above. · 

b. No document marked " Secret" will be taken into front line trenches in a 
theater of war, or to any other place in which there is a .similar danger of 
capture by the enemy. 

c. Documents classed as "Secret" wlll not be ·referred to i11 1!-DY catalogue 
or publlcatlon which is not itself marked "Secret." 

4. How. prepared for transmission; by whom opened; receipt.--a. For 
transmission to another person, whether by mall, messenger, or otherwise, in
cluding messengers passing between the arms and services and offices of the 
War Department or between different· offices of the same headquarters, the 
sender of a document marked " Secret " will inclose it In an inner and an outer 
cover. The Inner cover will be a sealed wrapper or envelope addressed in the 
usual way, but plainly marlred " Secret" in such manner that the notation may 
be most readily seen when the outer cover is removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document. The package thus prepared will then be inclosed in an outer cover, 
which will be sealed and addressed in the ordinary manner with no notation 
to indicate the secret nature of the contents. See ·paragraph 16. 

b. So far as practicable the inner cover marked " Secret " Will· be opened 
only by ·the officer to whom addressed. When the inner· cover is opened, the 
receipt form will be dated and signed by ·the receiving officer- and returned 
to the sender at the earliest practicable moment. 

5. "Secret"; when, by whom, and how canceled.-When a document ceases 
to be secret, its " Secret" marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping "Can
celed by " or "Canceled by authority of " (the 
authority which authorizes the cancelation), over the "Secret" mark on the 
top of the first page of the document, and this cancelation will be dated and 
initialed by the officer making it. Any other " Secret " marks on such a docu
ment will then be stricken out. 

SJIXlTlON III 

.. OONFIDENTIAL" DOCUMENTS 
Paragraph 

• Contldenttal "; when, b;y whom, and bow, aftl.xed------------------------------- 6 
General precautions to protect contents---------------------------------------- 7 
Bow prepn.red for transmission: b;y whom opened; recelpL------~--------------- 8 
"Confidential "; when, by whom, and how canceled----------------------------- 9 

6. "Confidential"; when, by whom, and how a1Bxed.-A document will be 
marked "Confidential". when it is of less importance and of less secret a 
nature than one requiring the mark of "Secret", but which must, nevertheless, 
be guarded from hostile or indiscreet J!Crsons. Except in the case of printed 
documents o~ the Will' Department or of general headquarters in the field, the 

I 
2 
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7. G.eneral precautions to protect contents . ..o-Informntion ns to the existence, 
the whereabouts, or th~ contents of a document marked " Confidential" will be 
disclosed by a person possessing such information only to those whose duties 
req:uire that they ha~e such lnformatl~n. · Every -person· to whom confidential 
information Is intrusted will be personally responsible for its safe-keeping. 

8. How prepared for transmission; by whop1 opened; receipt.-Documents 
marked "Confidential" will be prepared for· transmission In the same manner 
as prescribed for "Secret" documents (paragt'aph 4) except that the inner 
cover will contain a receipt form only when the sender deems it necessary, 
and that .. the hiner cover may be opep.ed by some responsible person other 
than the person addressed ·when so authorized. · 

9. "Confidential "; when, by -whom,. anq, how canceled.-;I.'he "Confidential" 
mark on a. document may be canceled by the authotity which affixed or author
ized it, or . by higher authority, by writing or stamping over it "Canecled 
by ," or ". Cance~ed. by authority of, ' . " (the authority 
which authorizes the cancellation), and. this cancellation .will be dated and 
initialed by the officer making it. Any other "Confidenti!ll" marks on such 
a document wlll then be strtcken out. 

. SECTION IV' 

.. "FOR OFFICIAL USE. ONLY" DOCUMENTS 

1 
Paragrapb 

" For olllclnl use only "; when affixed; how Information treated----------------- 10 
• . . l 

· 10. "Fo~, o111.ci~l use. only"; ._when affixed; how information treated.-A 
document wlll be iJ1arked " For official use only" when It contains· information 
~hlch is not to be communicated to the public or to the press, but which may 
be .communicated to any person known to .be. in the service of the United 
States whose duties It concerns, or to persons of undoubted loyalty and dis
cretion who are cooperating ln. Government work .. The information contained 
in. docu~~ntj;l ma~~ed "For officlal.use onlyn. win. be treated accordingly . 

• • j .... ' 

, ..... · S~oN,Y. ·' 

MIL~TA.RY;~~IfAN~ PHOT_OGRA).>IJS. ; . . . '. ·f 
· ~. . . . : Paragra:pb 

Definition .:_:.· __ :_,__~_;- ----~--" __ ,_.:._:. _,:_~-~--~_: ______ _: __ ·-"--~---.::._·.:_~;_· __ ~1-__ . 1 t 1 

CJasslllca tlon -~ -----------.---.-.-----------~ -----------"------------•-----· · 12 

::::\~s~.;ed~~-:_:_:-_-_-_-_-_:_:_:_:_-_~--~------~--~--------------~----~------~----~~--~;----~--;::;-_-_~----~~-- ~! 
· 11. Detlnitlon.-!.Iilltary ,maps and :Photographs are those intended •fo'r use 
in conneCtion .with the ·tr~lni~g and ope1·~tlons . .'of. the~ force!~ o~ the .. Unlt~ 
States; the term lnclude_s· other mnps and· photographs which have acquired 
a military ch~racter by. reason of o'"erprints ~1," notatlonljl pla~d upon them. 

12. Classltic!ltlon.-<i .. MlUtary maps arHl- photographs wlll.~ ~lassi_fi~<hns 
follows:.. ..: \ . ,; .-,:, . :, ··., ... _. ..... ·.:; 

(1) Se~. •. 
(a) \1n the contlnc~tal· Uniteci: St~te~. :tho~e _;~~~t~~t~ng -~~ '~{; 

\ prc1ve<l war plan (including loc!ll defense ~ns) ,o~. &DY. 
.phase thereof. . . . , . n 1 •1 
\ 

•j • ; 

• ~ •• j l~~ ... ·~ut ~· · l 
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(b) In oYersea posst-sslons and foreign territory occupied by the 
forces of the United States, those Ulustrating an approved 
war plan (includin~ local defense plans) or any phase 
thereof, those showing the layout of permanent d,efense 
works and naval bases and the adjacent terrain vital to 
their defense, and thc•se'that serve to definitely fix the loca
tion of any element of permanent· defense works and naval 1 

bases. 
(2) Confidential. 

(a) In the continental United States, those showing layout of 
permanent defense works, and navall bases and the ad
jaeeilt terrain vital to their defense, and those that 'serve 
to definitely fix the location of any element of, permanent 
defense works and naval bases, except that when the emn
plete map of a defense area consists of more 'than one sheet 
only those sheets showing defense elements need be. classified \ 
as confidential. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as secret, 
showing layout of radio stations, aviation centers, supply 
bases, arsenals, proving grounds, or of any area vital to 
defense. 

(8) Por oftioial uae only. 
(a) In the continental United States, those showing layout of 

radio stations, supply base!;>, arse~als, , and the adjacent ter
rain vital to their defense, including photographs not other
wise classified, which from their nature are not suitable 
for public release. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic maps of the 
scale 1: 62,500 or larger not othenvlse classified, and ph9to
graphs not .otherwise classified, which, from their nature, 
are not suitable for publlc release. 

b. Responsibility for· the classification of military maps and photographs 
rests on 'the following authorities, but may be delegated within their discre
tion to appropriate subordinate agencies: 

(1) The War Department for maps and photographs not classified as 
prescribed in (2) below. 

(2) Corps area, department, and similar 'territorial commanders, and 
commanding generals of expedltlo.nary forces an~ foreign garri
sons when not organized as territorial departnfunts, for areas 
within their control. ! 

18. Reports.-classificatlon and reclassification of military maps and photo
graphs will be reported, when made, to the War, Department. These reports 
wlll cover full title and legend of the 'material classified. · 

14. How issued.--'Secret apd confidential maps and photographs will be 
lssued only upon Written receipt, which will describe U1e subject matter with 
sufficient clearness to fully Insure identification. Annually; on .or about Janu
ary 1, issuing officers will require renewal of. such receipts or ihe return· of 
·the maps or photographs involved. 

4 
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SECTION VI 

MISCELLANEOUS PROVISIONS 
Paragraph 

How transmitted; to wl.lom delivered---------------------------------------- 111 
Facts as to character thereof to he communicated with information_____________ 16 
Documents requiring to be marked " Secret" or "Contl.dentlal "----------------- 17 
One classifying mark only, it .more used ___________ :___________________________ 18 

15. How transmitted; to whom delivered.-Documents containing secret 
matter to be transmitted by mail will be registered. Documents containing 
confidential matter will be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted hy 
hand;· the transmission will be intrusted to an officer whenever practicable; 
otherwise particular care will· be exercised that the messenger is trustworthy. 
In any case such documents "will be delivered in person to the officer to whom 
addressed or to some responsible person designated by him to receive them. 

16. Facts as to character thereof to be communicated with information.
A person who communicates information concerning, or contained in, a docu
ment marked " Secret,'' " Confidential," or " For official use only" will at the 
!'arne time inform the person or persons to whom he communicates the infor
mation that it is "Secret"" or "Confidential" or "For official use only," as the 
case may be. 

17. Documents requiring to be marked "Secret" or "Confidential."-Any 
person in the military service who initiates or comes into possession of a docu
ment which, .in his judgment, should be marked " Secret" or " Confidential " 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," "Con.tl
dential," and "For official use only··; but should it, through error, be so 
marked, the most restrictive classification used wlll be observed. 

[A. G. 312.11 (3-9-26) .] 

BY ORDE!! OF THE SECRETARY.OF \\'AB; 

OFFICIAL: 

ROBERT C. DAVIS, 
M a.jor General, 

The .Adjutant General. 

C. P. SUMMERALL, 
Major General, 

Chief ot StafT. 

WASHINGTON: GOVJlB~MBXT PRINTING On'ICB: llltT 
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14 SECBIET," "CONFIDENTIAL," AND "FOR OFFICIAL USE ONLY" 

CHANGES} WAR DEPARTMENT, 
No.1 WASHINGTON, Deoernber 11, 19!'1. 

AR 380-5, December 80, 1926, Is changed as follows: 

12. Classification.-a. l\Iflltary maps and photographs will be classified as 
follows: 

• 

• 
(8) 

• • • • • • 
For official use omy. 

• • • • • • 
(b) In oversea possessions and foreign territory oecupied by the 

f~{.'eS of the United States, all topographic maps and photo
graphs not otherwise class.l.tled, which; from their nature, 
are not suitable for public release. 

(.A. G. 812.11 (6-30-27).] 
b. ResponsibUity for the classification J>f military maps and photographs rests 

on the following authorities, but may be delegated within their discretion to. 
appropriate subordinate agencies: 

• • • • • • • 
(8) (Added.) Military maps and photographs now on :flle will be 

reclassified when taken from the files for use. 
(~) (Added.) · The precautions prescribed in these regulations will be 

taken with maps and photographs which have not been re
claRsified but which are known to be "Secret," "Confidential," 
or " For Oillcial Use Only." 

rl. o. 812.11 <6-SG-27>.1 

BT OBDI!:8 OP THE SJ!X:BETABT OF w AB: 

0JTICIAL; 

LU'l'Z WAHL, 
MaJor General, 

The Adjutant General. 
7671u·-2s 

C. P. SUMMERALL, 
Major GeneriU, 

OMet of Staff. 

U. 8. GOVEIISMENT PB!ST!NG OP'li'ICID: 1818 
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V. · MlaceJianeoua provlslons_.::..:...:.:...: _________ .:._;... ____ .:~---- · i~l3 

. ,~ECl'ION.L : 

DEFINITION. · i. 
. . . . Paragraph. 

" Documl!»;t " .~.~ftned----.--:-:--:-;-------.,.----.---;-----~-----:-o-:--.,.-:-::---- . . ~ 
···t. "Document" deflneii.-Iri·thts pamphlet the··word_ ·"'document" will· be 
understood to apply to printed, mimeographed, typed, photostated, and written 
matter, and to maps, drawings, and photographs. 

SECI'ION II. 

, , ".~.EG~ET-J',:Q~NTS. 
·• .. . .• , ,, . . . . . . . . . .. _ • _ ... Paragraph. 

" Secret" ; when, hJ whom, and how aftlxed----------------------------- · · 2 General 'precautions to proieet contents __ ..__. _______ :._ _____ :_ ________ ~:.------ 8 
How prepared tor tranSm!BBIOn; by whom opened; receipt..-------------------- . · 4 
"Secret": ·when, by whom, and how canceled _______ ,~-----.,.--,--.,.-,.,.-o:-.::-!":-;--:-. 1 ,.,,~ 

2. " Secret"; when, by whom, and how afib:ed.-A document will be marked 
"Secret" only when tbe lnformatlon·It captains ls of great importance and 
when the safeguarding of that information from actual or potential enemies 
Is of prime necessity.· The H Secret " marli' Wni "be placed ori 'a' "document only 
by, or bY. authority of, the Secretary of Wt\}', 'ihe Cblef o.f"s~; a"'chie~·of an 
urm, stalf corps or department, or an otllcer commanding a territorial depart
mentor corps area, a tact1C8J. d1vislon, or~ higher tactical unit:' 'Tiie ·•secret .. 
mark wUl be nccompinled by the. deSignation. of the authoritY ~ftlxlng It: or t)T 
authority of which lt is being atllxE!d, and will be dated and initialed by the . . . -.. ·' . . ·~ . .. .. . - - ... ~,..,. .,,, 
otllcer affixing it. · . J. .. , , • • .. . ,, .. ,; , .· _ 

3. General precautions to protect contents.--a. A document marked "Secret" 
.. • . ·.. - ¥·. . -. • •· 1,,.. ; .... j 

ls for the personal information and use of the .otllcer to whom it 1s otllclally 
intrusted. He will be personally -responsll)Ie for its safe '~ostody . and . will 

• '• ~ I ' . ' . • • .. ,. ._, 

exercise every precaution to prevent unauthorized persons gaining Information 
as to its existence, tts ·whereabouts,. or Tts cmii"ili't:S." ':He· wni ;diScio~itfii.:for'tDa
tion 'as to Its .existence, its" whereabOuts, ·o.r t6{eontentS 'oiliy "to' thoSe .. wh~ 

• ~ , •• • I.,J •• • ... •. -- ..!,.,_, ·' .o o " , ".• • ·• • o'o I.... ' ,. • I --"ti•. 

duties absolutely require that they have such lntormatJon; the ·number of such 
persons wlll be itrn.ited aS .~ucti' aS the' n~iti of the ease PermitS';' aii((. the 
amount . of Information~ disCfo.Sed 'Wit) be itinlted t<) . that whiCh. 18. 'abSoluteiy 
essenuai to the proper execution' of the ciutie8 "of' ilii;'penions to whoui'l't 1s gl~en. 
No -person wbo haS lnfornuitlon as to ·the exlirtence, the whei-eai>Outs, or 'iiie 
contents of a secret docum~t wlll disclose iuiy Information whatever ~tive 
thereto, except as prescribed abOve. --. . . -

86705"-21 
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b. No document marked " Secret" will be taken into front Une trenches In a 
theater of war, or to any other place in whlcb there Is a similar danger ot 
capture by the enemy.. . . 

c. Documents classed as " Secret" will not be referred to in any catalogue 
or publication which Is not itself marked " Secret." 

4. How prepared for transmission; by whom opened; receipt.--{J. For trans
mission to another person, whether by mail, messenger, or otherwise, including 
messengers passing between the bureaus and offices of the War Departn1ent, 
or between different offices of the same headquarters, the sender of a docu
ment marked " Secret" will Inclose it in an inner and an 'outer cover. The 
inner cover will be a sealed wrapper or envelope addressed ln the usual way, 
but plainly marked "Secret" in such manner that the notation may be most 
readily seen when the outer cover is removed. The inner cover will contain a 
receipt form which will identify the addressor, the addressee, and the document. 
The package thus prepared will then be inclosed In an outer cover, which will 
be sealed and addressed ln the ordinary manner with no notation to indicate 
the secret nature of the contents. (See par. 10.) 

b. So far as practicable the inner covet· marked " Secret'' will be opened only 
by the officer to whom addressed. When the inner cover is opened, the re~ipt 
form will be dated and signed ~y the receiving officer and returned to the 
IM!Dder at the earllest practicable moment. 

5. "Secret"; when, by whom, and how canceled.-When a document ceases 
to be secret, its "Secret" marking may be canceled by the authority which 
affixed or authorized it, or by higher authority, by writing or stamping "Can
celed by ," or " Canceled by authority of " (the 
authority whlcb authorizes the cancellation), over the "Secret" mark on the 
tOp of the fi.rst page of the document, and this cancellation will be dated and 
initialed by the officer making 1t. Any other " Secret" marks on such a docu
ment will then be stricken out. 

SECTION III. 

"CONFIDENTIAL" DOCUl\mNTS. 
Paragraph. 

"Coa1ldenti&l" ; when, by whom, and bow a.(llxed----------------------------- 6 
General precautions to protect contents _________________________ "'----------- 1 
"Confidential"; when, by whom, and how canceled___________________________ 8 

6. "Confidential"; when, by whom, and how afilxed.-A document will be 
marked_ "Oonfidentlal" when it 1s of less Importance and of less secret a 
oattire than' one requiring the mark of .. ' Secret," but whicb must, nevertheless, 
be· guarded from hostlle or indiscreet. periwns. Except in the case of printed . 
documents of the War Department or of General Headquarters in the field, the 

. mark .. Confidential'.' wlll be placed on a document only by u commissioned 
officer . and will be accompanied by the designation of the office which that 
·omcer holds, lf any. 

7. · General precautions to protect contents.-Information as to the existence, 
·the whereaboutS, or the colltents of a document marked "Confidential " will be . 
disclosed by a person possessing such information· only to those whose duties 

1

, 
require that they have such information. Every person to whom confidential 
information is Intrusted will be personally responsible for its safe-keeping. ! 

8. " Confidential "; when, by _whom, and how canceled. -The "Confidentiai" 
mark· on a document may be canceled by the authority whicb affixed or author-

. lzed It, or by higher authority, by writing or stamving over it "Canceled 
b7 1 

," or "Canceled by authority of " (the authority 

2 
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'' SECRET,'' '' CONFIDENTIAL,'' '' FOR OFFICIAL USE ONLY.'' 

which authorizes the cancellation), and this cancellation will be dated and 
initialed by the officer making lt. Any other " Confidential " marks on such 
a document wlll then be stricken out. 

SECTION IV. 

"FOR OFFICIAL USE ONLY" DOCUMENTS. 
Paragraph. 

•• For omclal WJe only "; when a1ftxed; how in!ormatlon treated-----'------------ 9 

9. "For o11lcial use only"; wheri affixed; how information treated.-A docu
ment will be marked" For official use only " when it contains information which 
is not to be communicated to the public or to the press, but which may be 
communicated to any person known to be in the service of the United States 
whose unties it concerns, or to persons of undoubted loyalty and discretion 
who are cooiJerating in Government work. The information contained In docu
ments marked "For official use only" wlll be treated accordingly.· 

SECTION v. 
MISCELLANEOUS PROVISIONS. 

Para~,;raph. 
·Bow transmitted; to whom delinred________________________________________ 10 
Facts as to character thereof to be communicated wltb Information_____________ 11 
Documents requiring to be marked " Secret" or "Confidential"--------------- 12 
One classifying ma1·k only; it more used------------------------------------- 13 

10. How transmitted; to whom delivered.-Documents containing secret 
mutter to be transmitted by mail wlll be registered. Documents containing con
ftdential matter will be registered when the circumstances warrant it. Wilen 
documents containing secret or conftdentlal matter are transmitted by hand, the 
transmission will be intrusted to an officer whenever practicable; otherwise par
ticular care will be exercised that the messenger is trustworthy. In any case 
such documents wlll be delivered in person. to the otticer to whom addressed or to 
some re::;ponsible person designated by him to receive them. 

11. Facts as to character thereof to be communicated with information.
A person who communicates Information concerning, or contained In, a document 
marked "Secret," "Confidential," or " For official use only" will at the same 
time inform the person or persons to whom he communicates the information 
that It is "Secret" or "Confidential" or "For otticlal use only," as the case 
may be. 

12. Documents requiring to be marked " Secret" .or " Con:fl.dential."-Any 
person In the mllltary service who Initiates or comes Into possession of u docu
ment which, In his judgment, should be marked " Secret" or •• Conli<lential" 
will take Immediate steps to forward 1t to the authority competent so tu mark 
it, following the same procedure for transmission as Is prescribed in paragmphs 
4 antl 10 for secret documents. 

13. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," " Con
ftdentlal," and " For omclal use only"; but should It, th1·ougb error, be so 
marked, the most restrictive classlflcntlon used wm be o~ned. 

[312.11, ~· G. 0.] 

BY ORDER OF THE SECBETABY OF W AB: 

OFFICI.\ I.: 

P. C. HARRIS, 
The AdJutant General. 

PEYTON C. MARCH, 
JltJjor OeneroZ, Chkf of Staff. 

WAIIBI:<GTON: ~llRNidliNT PRINTING ORICIII: lftl 
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~~~~~~ ~:::i~~~:~~=~~=i~~:-J~~~~L~~~;=J=~;~==;j~~~id~~=~-~:~~~11~~~ 
-·' ' IIL<Restri'ctions·:on~~use~ .. (}f :{elegraplii cable,,.;ahu radio:.:..:O~.c_{i=_:~· . ::&-9 
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lfq;.q ::;<S MESSAGE CENTERS 
[t ·--------·--- .. --·-·--·-·· .... ·~ .~j· .• ··~r·~·, ''•I "(' . .' 

~:!~!~:.~~.~E:::r;:~~i~~;,;, -;,~:;;;~::; k,i:~ ~;;E: ~:',;;,;;'~~::;;: 
s~d~~r~p.q,~ip~er~--";'-:-~-:-7.--:--;;::.-::-~~--;~--:..;-...:-=~-;-.7.;;;:.~~7~.~-.!.~!. .. ~--;-~~";;~-=-~:1~:·--~--~."!.~-~-:~+~·l~ .-:) 5 

(';2.; ·O~gani'zationi aild ''diitiei;';S-Mes~iage'l!centers, :;a~~-: m'aintairiedl'at "the' War 
Department, .at each corps area headquartefs;<:and :;at''-otnet 'points' when 
necessary;. :-~They are' charged) witlr••t:tie'' receipt;- fransmissfon:~·-aiid.l. dt'dive'ry 
of. all dispatclle's r.eceived or·· sent"' by~ 'telegraph,:cabie; ;'radio',:"or :·other speCial 
means at their disposaL: They· ·are laisolrcnarged' with :cryptdgrapliin~·i:an('f 
decryptographing sucli ''officia_I di~patclies. 'as .iiiusf f·be . trlinsillittErd~· ibY 'crypto
graphic form. They are organized by and operated under tli'e"'direction of the 
Chief Signall Officer•,for:· the' <War"'Depai:'t'ineilt'~alid'' of' the ·;signal ;·offic~;; \of the 
headquarters .at other places, w:hoAvilF·'declife 'the' best'"iivail'abie means for 
transinissi·on1.'under~ 'general 'instructions+ r of '.the:-'CoirtliiiuiUing' offi'cei.-; 1 · , 

•: •3 .. Operation;· relatioft1 to confmaiiae:i,.~ai::t'a. 'staff7.:2-a~'I:pufpose.~The message 
center exists primarily' for. service •to"the '-co:tihllarider': and. his~'staff and fur
nishes this;SerViCe bY~!-~ c· .. · ,-, .rrt·.,r ·· <· rf~F"'"'t :. · ·~~~ • ~:· -.u,~; n(' ·~:.. '::'•:--::- ~~ .,; 

-. ~.: .. (1). Coordifiatirig' the' use·:lof variouif:<ligencies' !of Slgriai' coinmunica-
.tion. J :n.··. •:, -.:. t .. , ._, ... ·, ' 

J :de;-. (2)-'.ExpeditiO::rlisl;{'e!feeting:;the :transmission aiid t:leiive~y·' of hle'ssages. 
. . ~ .!~-llJ-:!"iJ!_~_.j, !·.'.: ~~ ... ~>~~> .. ~:..·J:J 

*This pamphlet supersedes AR 105-25, September 1, 1934, including C1, June 18, 1936, 
146467°-37 -~ , 
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SIGNAL CORPS 

(3) Keeping only such temporary prescribed records as will facilitate 
the fast and accurate dispatching of all messages passing through 

·~ .·. th!'J_PJ.~~sl\lge.p~~ter. f··'C ·:· .. :;:'.7i'" :,.mL: 
b. Exc'epte.a . auties.:........The .message center is not organized -or -equipped to 

perfo~tn·' st~n8graphlc . or: ~Iei·ical work pertaining to 'the differe~t sections of 
the staff. Message centers will not be used -as-offices of record nor will they 
be employed to prepare additional' copies' df 'inessages for multiple distribu
tion or to pe~f<:Jqn. the 1\)-bqr. incident to. CQnsolidating :outgo~ng messages. 

4. Economy'' in" routin'g ''d.ispatches.-'ct. -Message--centers are 'charged with 
directing traffic so that the greatest. economy is insured the Government con
sistent ... ;with prompt delivery of dispatches. To this end .Army and Navy 
~oriin;'~fiication channels will be utilized whenever practicable. ·~.:;'1 ;, "•:: ·_:;·;; 
:~b. In directii:i'g--traffic t~-p'Oin.ts ·;hlc£1.--~~;~~~t b~ rea~hed,:bY .:Army or 
!Navy railio;iiisva.tches. flhould. •be- r~i;Y.ed,.by·leas~d_.wire.:orj commercial wire 
~~_radio .. from- th~ p~u;,t i'u' the _Army. o~ _ ~avy ·radio: net affording the lowest 
refii~ rate--to the 'desti~ation. Whenever two or more commercial wire tele
graph or radiotelegraph companies -are- accessible, dispatches will be deliv
ered to the company operating a telegraphic circuit direct to destination; pro
vided that when two or more compani~s· o~~rate direct circuits to a particular 
destination and the rates charged are equal, th~ traffic will be divided equitably 
between the companies concerned ir{sofar· ~s possible. 
~<?5.' d~d-~~ ~~ cip_l:l~!~~=F.o! i!).form?ti!?_n )ll_iJll_p~~ere!lce_ t() __ classification, and 
handling of secret, confidential, and restricted documents and .publications and 
-· •11 • 'f · •,, '"J•'"J · ' • 1 r, .· ·I ·1 ,.. , ;"'i~' ' I 1 "o"i} ' ., •. • 1 '' .' ~-•1 , --- ,.,_ '•, i.\d"X...I' , •• 

the employment'of authorized'codes'and ciphers, see .AR 330-0.and 335-5. . 
;:.:..;•:.;:; · •. ,.. ..-.~ 11. ,!_,· ... : ; ~rf,~ -::... · !. tO·L· !\ 1:. • . ·. t~ q ;,')",C.~-4, ~ ·1H· .t: !..1'. \ {, .1 • -· 

. SECTION III ' ; 

RESTRICTIONS ON USE OF'TELEGRAPH, CABLE, AND RADIO 

;~:·:-.:.'.-.::~ ... :"" : ;"; .e;_.----:.:_ Paragraph 
Yrhen~~~,authorized-------------------~----------------------------------- 6 

~:~:!!~t~~~=~::~:~~=~===·============~==~=~;=.=·=)~~~~~~;~:-;=.=;;;~.~==~~~~;=~,=~~·~~;~.:>;~ 
]?ress messages over field wire and radia cii-CUi~s_:-___ ::_:.=--:-:-:-:-;i-:--:-~:-..--~-t-..-:-\--~--~:: 01 ,< !9_ 

~ 6. Wne~-use--authorized.-Dispatches by--telegraph,- cable;-oi radio''1will':be 
~~At on,ly 1 wh~n ~he~ 1 4!llay: _,consequen~~iupqn; ,tr_answission~ by-.. maih.w_ould.:be 
prejudicial to th~ puJ;lgc Jnter~13_t.,,,, . .- ·.:.! · _.,, , _ " l' :' .:; :; • J:<'i"' • '" 

. :1. }>roh.ibi~ed_ disp~tcheS!.-a.:.Dispat{!hei'J of the-following cl_lara:cter,,will not 
J.)'e sent by, .t~legr~p~,_. cab.le; or, radiq, :exc~pt ; to .,commanding officers, or under 
special:aut~IJ!-'!za,tiop. frg~ J).rop~r_military,-authop_ty:: · ·. .,;t j•, ,. ,,. ,. 

~::. . . .'. (1): Jil?-~!?,J;in~.~;og crelati.xlil t() JlTimbe~s,: movements,. or oper~tion" of 
4l•>t ~.·- ; : •:···t!OOp$.\. "':.!: •. ·;1 .~.,.l_i'J.·~·,· _f1u;; ""~t· _r~, ·.;..:·,rJr;; ··!· \ ... ~~ ' .. L'".A::f:::. ,,,. ' 
" , . : ... (~). ::Qetai;}s--:.;ega,~diJ:!-g . fgrtifi~atiQ~~. •:armame~ts,; _or·texperiments, made 
'LJ. _ · ::: in COnnecvo.n V\'ith.military,l,lffairS_. ... •_t;:,; ' .. J :!t :; :·w;·;f'!>:'' • 

(3) ,O_Qinions _on military pperatipns. or other' military: matters relating 
: •. .-.:~;:-.t'l ._: to :,my .par.t.of;th.~ :,Ar:my;---_Q]:".:ot}}!_!r ,command ~ith·,_which .the 
-"?·.~: · ,._. · •. I!J.divid~al is,~e!'vigg,"or to,any .a'llxiliary_forces .. · .. ;.,;_ ,. ·r -. 

b. Dispatches containing the following will not be sent in plain. language;: . 
. (1). Remarks, recommendations,-or statements of derogatory··nature con-
- .. ce~ning im indi~idu~l. _, .... ... . . . . . - .·· .L . 

. .. , . (2~ -Imr>lications t~!J.d~l}.g , t() , reflect_. upon. ~he ch!lracter. or 'professional 
standing of an individual. 

;;r• .·· 
2 <J •• \. 
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TELEGRAPH, CABLEl A.Nn:;:ft:ADIO SERVICE 

::_;t 3)'.· Resuit of :Board b:f~Inqui'ry··uilder section 241:i, :Nationi1 :Defense Act . 
. : · •( 4) Action taken lipo'n, -general<" cotn't-martfar !casesnirivol'\\ihg dismissal 
._r.::--1'···or confinemeilt'in a'-penitentiafy;•r;,., :.:.~ ., h L• ·· · 

•-~· ·, -.(5)"'In>timec6f waior'threatened 'enfergehcy,·· caf:ies·t·uhder<a above . 
· c,.:·LetterB and t'el/fgraph me88age8~·r:whent:i£8ed.~A dispatch will' not be sent 
bY:'telegi'aph:;when::a Jetter' wiil; serve ~th((same purpose,' alid'·all telegraph 
messages :wm··oe given the. classification (par) 11)'' ·which 'whiitesult in the 
lowest chi'irge·.io-the'Goveriin\:eiit-iii•all casei!':Where the!'service~incident to such 
classifica tfi:m' ·will meet. tlie; -needs' lmd ·f~qiitrem~rits ·:: ot ·the· :(:i<:ii>'ern~ent. In 
determining the foi'in of"' dispat~h' :ro·'use; 'due considetatlon1~'wm be given 
the, difference'· in time between-'the. zorie 'of 6rlgin'and'tlie' zf/ne' J':ft'receipt. The 
term "telegraph messages" us'ed above applies to dispatches·transinitted either 
by wireitelegraph''oi•'bidiotelegrapb'! ··'For· reghlations' gove~ning payili~nt for 
dispatciies: tfansrrlitted by co:iihiii)fciaFlell~grapi{> ;;ee~·AR 3~6ioo;<i: 

d. Dispatches of the followinlf'chan\.cfer' or those· co'ntafniilg' "matter of a 
purely personal nature are not c<:n1sidered ~~s ·;offi~iai bhsiiiess lmd 'will not be 
accepted' for 'transmissioh ·except'airi)res~rilfed~:i.n ·:Paragraph 's:· · · · .: 
-'· '· (1) l:Applicati'o:ris-forlor"inqiliHes·'reiat'i've1tb' IElave;r 'of· absence or· ·ext€m-
c:r .. .,,. ,.\ <··siODS- theretO~· ~- ~,. :· c·-· ~·:~,~: J--:~;.:·~. l ~ r • . '"·t ··~ • l ·~ 

(2) Requests for sleeping car or 'hotel reserv8'tions··or ··a~cofu~odations:' 
,,..,..,./ :·(3)' Inquiries ·or. iiisthictioris :relati~e'th':siiipment'-of privately·· ·own'ed 
;-r•::· :·.~··: . m.'ount's' or Jiousehold'·-goods~ .:rt:· . .- . :. ' ' ;: ''l'l ·.·' : r: 
'i(;:· • . ( 4).ReUiting 'to paY'merit of salary fir expense·'vouchers .. ·~ ' ' ::•: ''· :" 

8. Personal ·messages . ...:..a.: The sending of personal· messages· over Army' 
point:to-i:ioiilt.~fadio -circuitS' wi.tJiinc:ure'1co:b.tirientaf· ui;ited state~2is' prO:b:Tbited. 
The sending of important'' pefsonaVmessage~ :to!'an'dYfroin JA.rmy~ ;Navy; lnid· 
Marine Corps personnel over Army, ;fiel<,l '\"!r,~ and field and oversea radio Cir
cuits is authorized, provided such :hle~~ife's:_::_ 

(1) Do not intert,~r!'tJWHhr Qovem!fi~l!t.jbus!J!ess: transacted over such 
,_, .. : '-~ ·:. ·:l circuits. . · 
<· t (2) -Are brief, clear, and confiDed to the subject·matter:of 'the· e:q1ergencf 
t· · which ·requires their transmission: ... --· ·.:i'";tl· 4 ,~ ,., '1~-l~#:,,q:.:~ :H::.t 
,. ;· -~ ...... - ..... -·-- -~·~·tuY:;· ··b t ·~~ f:'~ .. • 1.;.;1A i.b· ScojJ_e- of' 8~rvjc_e. - · __ ~- _. c•:l·"~":J J : i•r. J.LJtlC ,, .. .~ 
~::;. (1) The .. use of the Army Circuits. referred to in a.above.for transmission·. 
<.t of- personal messages is ·authorized to assist service· pers'onner'in 
:,: :. · · • the· transaction ·of ~urgent ·persomil b~sirie13,s,. W,~~C.:b:.:: ~dh,~d·: p~;i;; b~: 

-----· anticipated and TransaCted-by. mail~ -It i~ 'n~t fnt~~delf to r~piac~ 
·- ·;,,: '' 1 ,.:( mail seivicK''i'Ccmseq_'ueiitiY:; greetings, con'gratulat&fi·messffges';Jfe

current business messages·such; :£~recurrent 'stobk: 'inark~tf'frklisacl 
tions, and mess'ages~ the ~'i:inteiits''of wliibir'are obviolisiy"b::ifiihg1'in 

,. -" ,.,~y: :>:'clilrracterilwill''iiot be :iccepH!d. ' in coi1tradistinction,ub~~$~~~~ ·re-
garding serious illness or death and replies·1fhereto;' iiiciuding' ex~· 

'' Ll:: ;;'·1 'pi:essionstof'condolenc'e; iiiict:inessages pertaihing:fd a]I~tn'J.ei:its;'in
St' . ri ~" ' ''teresf ];mymeiit\3, rind) otner "unfbre~een financial a~d bbsfn.ess inaf3 

.. ters may be classified as urgent personal business~ ·':Tlie·w~it~er #itif 
;) ' l ·. ·'' '"'' certify Oll· tlie''niessage~. that" :in emer'gency; 're~uires 'it. This- cer

tificate will.not be tran~mitfed:· :Ih d.orititfril cases~ the ~Hter' must·· 
-, < .. ,t r7:c·siiow'thfit:>tlie' niessagirHi·necessary.: · · ~" :. ·.·:;.·;.::.t.:.: . .:.· ·; - ·· ;: · 

(2) A personal 'message~ from'ra·•"cofulli'erciai conc'erh''wiii;tb~· acc'Jr)te\1· 
', i ',:. ·; ' "only :~when 'it 'is; in' r'eply'~to' 1 a"' 'mes§'age . frolli ser\',ice' '.personnel 
:~ ·~;i• ·~·:: "requestiiigi·such1replytc!.i.:rcJ ·:~.L · •. : .. ·.;;rcc: H' v}~·., . :. ·r ... i: ~·~· 
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~~J: ... , (;l)_;_,Qv~rsea: ;radio ·:cirpuits. t~rm~p.a~El:·iiJ.. :t:\1~ continental· UnitE;4.. 1 States 
i : .. -l: ,.:.- :. ·.·:!it 1 :Waffi!hingt()n; .ln.- .c,,. _and .S:m. F;rancisco, Calif. ·.:W:ll.Em mE}ssages 

to and- from person!fel-~ah•o.vers,ea: stati<ms ,involve;• transmission 
. ,·; ...... between the Army .radio stations at. either of these .. two·.points 

-:,-: , •• ,c 
0

, ai{d"-other.:p~i~ts .witilix"t.the ~onti.~e~tal United States, such ,trans-
L' 'c. , .• 

0

, •': ~r~i~siqn:,: ~ip b~ re~tric~ec;l' ·,tO•j•t}l~l·,m~ils, or. cp~me~cial tel_egrap~o 
:. J..i :· ··r:.-. ,Sipparly:,- perspnal. meSSlJ:ges ·to and .fro_!p. ,transpprts __ at .sea ,will 
t!:, ,, ,; L. b~,_,t~ansm~tteg by. zn.ail or p<;>m~Elrc~al, telegraph" bet~ee.p. -radio. 
>i. .; ,.J:;; ,, ~~~io~~ _at,-Wa!>h~nftolj, D. 9., san _Francisco, Cf!lif,, or. Governo~.'s . 

.. --- . • :·Island, N. Y., and .. other,.points.,in the. continental- .United. States. 
~--:-~· . ~ ; .·:·All~n1~~f ~~- c'ommr~~~al weg~ap~ ch;rges will_ b~ _prep~~d 'bY.. t~~: 
.# • ,.,sender.,,_, · ~i·· . ,,: · ... ·., ·~, tc···: • ..... .:··,,~~· ..... ~~'~ 
~t:; ' . _(j} ,P~rs~n~( lit_essag~S·;~lll .be accepted .. for_ tran~Smissiop.. fro~, the ~COJ!'C 

til:iental·United.States to. oversea stations only when the destination, 
. ·1.'. _is-~n~r:mi,:Po~t.o~,~-~a':"~t~statiol\: · · · · · ___ .. · .;_ · ;·· ~ 

. fl·. J?er~o~al messages in co~e. ~r t;ipl:).~r.-)Vill .. not be accepted, ... _,~,. . . ,. . 
d. Commandin~ offi(!e.rs are r~:;;~smsip~e,t_~at:tJ1f p~ovisions: of·:this. parag~ap~, 

are strictly interpreted and· that the. personal message ,privilege is not abused. 
In 'the ca~e of the War Department Mes~~ge · Ce~ter, ~n-e .Cihief.Sign~i officer is 
charged _with ,this :res~OnE)ibilit~,: , .• 1 ..,,, •. e·, · "··. . • , . . .... ··- · 

. 9~ .. Pre,ss II!essages. _over field: wire r;and cX:~dio -circuit§.-a.- W4en. :military 
business 'will not be interfered with, press . messages. may, be transmitted free 
over military field _wire and radio; circ'u~·t~. \vhe~e:, C~J:tlmeJ,"~iaJ facilities .. do not 
e,xist ... · ... .. -. ......: .: ,- . ._. t·:- ::. ..... ,,~ ~. -. ··r· .~~ --. ·· ~J.·-~-~-- -~ t..: .. >:'-= . ·-
.: b •. ' ¢he .p.~e ;o~ .<;9~e or, .<:~P_he.r if!-. ~uch,JlleSE}a_ges 1 i(l; forbidd~n,:e:x!!ePt WjlEll}. Jp_re,: 
s_<;r~bed by _t~e-~epera~. <,:()IJlJE~nj}n~;~n ~JJPY.Lin;.tlJ.e .. fi~l~ .. , iu(• c:- • ':· • ,.·;· ... ·, , . , r 

........ l ,1·. '>{£'1 :}. " 

.• 'l~.i.: ~: <-.:l~i~, 

•c~· , .,, ., · t · ;·;-,.J/' · INSTRUCTIONS~ TO; WRITERS' x;:•:. ":. <.:: (. \ 
-~. ~ it·.~- r~~ Paragraph 

~ff2~;~1t::~i~g~m~-~~~~~=~~-~~~~~~~~~-~~~~~-~~~~~~~~~~~~i~~~i~:-~~~~~~~~-.. ~- .j~ 
Autbenticatiori· ..:-~-~'.:...·:..._.!....;:_'*_3_ __ ;::_ __ ·_r_.:.: _____ ~!_:...:::.:_::_...:::_J_-~::__:_...:_._:_ _ _:_!...._:=__:_ __ _!_• ___ _:~ 14 

~~~~~~~~;:e~~~~~~i~~~;~~h~;~;=;~=~~~~;~=~~=:;:;;~~~-3=~~===·=~;;~~-~~~~f.:====== ~~ 
lO ... Preparation ;of messages.~. Whenever .. practicable .the blank form 

f~rnis:li.~ by. th~ sig~al .c'~rps 'w'iil be ~s~d. . .'f. '. · ·' , ·, " .. · · _:.;. . . '; 
~ :b, ,'1Y,' o~q<n_g~ iiq:p?r.t,a_nt: t'o .th~ ~-~~~~ 'wgi~be p~itte~,,;r . ,. 
• c . . )V 9r._ds ~J~~tea,q J .~f ~gur_~~~ ~~ll .PEl .. _usef!. ~~· ~xpre~sing nuiilbers except in 
'\yeather :~e:p(\l~~.IR_,ess.~~~S-: .•. ,. .: .~r, ·: ;·, ·.-. , .. ;· , if' · i · . , , . 

d. Following the rules of .commercial,practice,- -punctuation· marks should be 
SPelled. ouf i~ all •-C~;es :when it is' 'desi~ed, tha:t 'they,, be tr~ns~itted in the 
bodyof.the.mes~~ge:·-·· ·-- · "1 •• : •• • :· .• ·;.:_· ... .. 

'·e. Deta'ned -provisions relating to the. drafting of messages to -be, transmitted 
fu. secret code o{ di:P:b.e~ are ·emb~died' in-AR '335-5.• ·:, ···:. ~. ·, 
' 1i.' Cla~sification of m~ssages::_M:essag~s a~e,.classified as follows to indi-

cate the relative .order in.which"t'.hey sh.ould,;be tr;~~~itt~d ;; . ·, ·. ' ,. 
~.a: .. U ~:;ent.~This cla~sifica tion is·. r~~tr.icted to· ~ilitary :an·d .·:naval use only 
J._ ...... ·~·--· ~ J.,,. "-""--- ~.-· •• - ,• ............... ~ ... ~·. ' • 

and is used only in combat or when combat,-~r~al;()l!:_!lilll:Jllate.d, -is imminent. 
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Urgent.messages .. are sent-immediately upon receipt,. or immedia:tely-after:urgent 
;u;_~s~age~ .previously receiv~d h~v~. been .. tra~imitt~(l .• : Th~y :a~·;,gi~e~ '~:t;ight~of-J 
way over all messages of lower classification.· The "urgent"::~Jassifigation.l::\.as 
no counterpart in domestic commercial message classificat~ons .. ·:.r !J'~··· 

b. Priority.-This classification is used to designat~ messages, w~ic]J' must 
be given precedence over all routine and ,deferred messages wait~ng. to ):)e· sent or 
delivered.. Messages bearing .'.'priority" claE>.>ification are filed·· as full, ratl~:tele
g_rllni~ w~~n tr'~~sfe~;~d to ioll!m~rc~al companie~ ,for: transrn:i~si~l.!~· ,:M:~f'isag~s: 
'YW: J;le_ handleq;unger this classification when. th,e word "p_riority;'.'cis, plp.ced ,in .a·: 
cqp.spicU<ms pl~ce. on· th{Cl. :qJ.e~?sage; form_.;. Its_ .us.e should: !J.owever: ):)e.; ~onfined: 
tp, extrem,ely urgent matters .requ,iring expeditious. !lCtion~ :·· -.. , .;:;.:· ·'; ':f ... ,; .• , ., .. 

·, c_; ·-?outin~.c:-;This ~C~!}SSificationcovers Q):"din:1ry., fast <:lispatc.h~s,_custa;marily 
handled with the greatest possible expedition and delivered at once ul)6~_re~eipt ... 
Messages under; .this-classification take precedence over ·deferred messages and 
ar~ .~rans~lt!~d :1n~.~-t4~-riqf ~ll~g.. They:~re P,led. ~s day :ietters or La~ st~aight· 
te!eg~ams;,, whie.hev~r.·is (!heaper,. wheJ;l transferred to. c;!()mmer~iali ,companie!l 
f_9r ti:ansmis!:]io~· -~~l messages not otherwise. marked are .transmi~te4 .. as. rou~ine 
m~~sa~:es .. ·. :~.1 ... .t··.~ ·~" ,.~~~~··~ ~. r.. .·~ · .:, ~r.... ,·:· ·,· ;,1~.,(1 · ··,··, ~.~· ~· -1 

([." Dcferrt?_d.-This .c1a.ssification .covers ~el?~;tges;t.the .delivery of,--whic!+··may 
b(); delayed until th,e; beginniyg:_, of o.ffice hours ,_the following mqrning .. :~~J)_e= 
ferred" messages· are filed :according to the .classification which, results, in the 
lowest ch~rge to . the· G~v~~~~~t ·when -transf~~red to co~~~rclal• c~~panies 
fo~ ·tra;;sip.iss~ol).. ! Mess.~ge; ~ill be ::handi~d under this cias~ific~tiOJ;~ wheU: the·. 
worQ. ('deferred:'. ,is! ph:tced. in 1 a, cqp.spicu()_us pla~e on- the message . form, , St:!~. 
Pl!l:agrap)1,1,2,, ~R,3~10(). ("'.-;-; · .. ;r:•.l'''i ·• ;· ]u·.''" '•'.1 :•1, · •: .. ···•·:...• 1"·: .. t'IJ:<:. ~:: 

Messages to be sent in code or cipher ,.~h~<'.h; 1 Q.o.- not!J~q-g~r~ 1 actipp. .byAhe; 
a.Q.!J.ressee,pril)r.J9.-tl_l.e !>~ginning of -tl_J.e .worktl).g"dij.Y .f.ollpw;ing ti+erd~y:,of filing 
will be .classified, as"~'deferred'.', messages., , ,, .. •::: .. _,·, L> ··.;., , '). 
, J2~; t 4-ddre~s-es -~nd, sig~!j.tur~~-~~., W;he,re dispatcl.+es are sent1(j:o ~~ffices sue~ 
as)'C1oiD:mai1!li!J._g · Ofti:~er, ·. Fprt Slocum, N.,1;' ,",:or- "Quarterm!J.,ster; ·Elo.rti ISlocuJP.;' 
N:· : '¥..'~ •. Jh.e. :!l.ddress,ef,> ].ISe<'!c ~will be- as, given· ap,o.ve -rather ,tb,_an ·.as: ·!'~tent. Ool. 
J9Jle~,:-~Jtf~I).t~;v..,,,c .. o.~,.F()rt .. _i'iloc~rn •• N.:·~..-" :: H'I'.:.l'' •:·,'·,.! ::·~c • . r ·:.;:. ,., • 
. ,,b. wp~~.e ar.d.i~P:;ttc_h- i§. sel)._t; tc;>;:.a -suqordtp.ate:1!P.···an"office-or. cW!J.n::tan(!, -the 
dispatch will be addressed to the commanding officer .ofA!+e;a;f!ic_e[,Or;,'_c;!omm_an(f:) 
T:he p.mpe .9.f::~he .. 'l11tJOrQ.in~t~_.JY~l!-.be .given in the cfirs.t·,par.t;of t!!~· _bo_dy,,q:f the 
message preceded by tl;te"_ww:<I. -'::FQr.':.:_ ... ]Jlx~!.llP~~ ,: :~· d~spatch -.for .!Pftptu . .J:oh:t;( 
Doe, Headquarters, s_~CO!ld OP!'P~~Area; '\W~ll: b«; {l_dd:t;e~sed ~',!Commanding .Gen
eral, Second· Corps Area, •Governors.:Island, ,N.:;Y..\:'l· For Capt.- J~hn. Doe, etc. 

- .... •' F ... ' ' • • •• ' "' o ' _,, • - • ~. • • • • <' 

(in- bqdy of:.Q.ispatc]:t) .. · .· ·-, .'~['1' -; -..:: '·"'· ;~I,: ... ~::; o': _.,:.,· _,:. 
· ;Q. :Pispatches::wi,ll ):Je sig~gg .wj.tb._: th'? _surn!}II){Cl,;of. the_. sen9~r;~ Where the 
Slp'na:w~,.~q()l!e ,-i_s ;npt .. §luflicient_.:t():, el_!:lble-;th~- ad<)..ress.ee.:.to _estl:!,pli,sh the official 
P.<;>.sition·of;.:t,he-~en_der,~;it ~.Pl-. qg,f_glJgw,ed.!Jy f.!l!Ch··.es~en.t~!l-1 ,:lddWonal informa-
tion as will fix definitely the official capacity of the sender. . o ;:~~' , 

. -¢, )).iSP!l.t~h(-)~ sent :to: pr -"§1gggq, ·PY: r . .Q.fi!cers:-.1!!'!. il).\'liy!dgalf>· ~ill :be .sufficiently 
comp~ete·:to prey_ent delay q_ri_co.t;tf~s~_Qn.~·.) ::.~•' .. -;· · ,, ;1;.~·: r:'·:.-<:-:-
:,.~. ,De.ta~l~d· .pr_ovi~io!ls relati_ng ~t(uthe· :ad(lresse;:;~, !llld sig!).atures. of messages 

to. be .tJ,'~DSip.itted: ig, cryptograP,l!ig_ forrp.; are, e!l).boqie!l·in ;AR 335:-5. 
·. :1_3. ,_q9nso~ida,!i~l}.~ _q_f ~~.i?S!J.g.e~-~In. case;' se_ve_ral ·m_essag_e.s ,are Jo be sent to 
t~eJ~::t~_e adqreljS in J4e ·~Our_se c9J.! !l_,d!iy'S,J busin_e_ss; they .~P,opJ!l,, _if practicable, 
be consolJ_qat.ed .. into-..pne rn~!>sag~; 'f,h_enev§r;s_u.c,ll. .c.QnSQl!dat~c;>n ·W~ll reduce the 
cost of the service. 

S: 

------~ --- ... 

---. 

''"-,._ 
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·14~iiAutheritidition;~:Tlie sender of an offi.Ciar dispatch 'w'ili-certify: as'"to: 
itsloffi.clal'(~lilfraeter OJi :the ·niessage form aS: follows·:: ·:• l' ' · '!J-: ; . • ; ·' '· 'L!. 

.!:officiai:busilless:'·•::·~··r•·.·.: ·;-.--: .. ':, ·: .d .., ...... , 
Signature .. :: )1;:...::~~~· ... ~ '':/ .·.:_~~· ·J_ ·;iJ·~~ 'T: !' '; 

-·~···Typed' or· printed signature. : ·; '.~; · .:) : .:~ · ,.· · · · .t,. 
.:• :'·--~Grade imd afin,· service, or bureau. .. ·.U: ;_· ->1 ~V . .g·;,·. . ' · 

~ :iJ:; Wl'io: 1nay autheriticate.-Subject to the restrictioii contained· in paragraph' 
16,: and to the: further· restriCtion as to the availability: of 'fu'nds (par. 4, .A.R 
85-6100)','1/ii:commissioried officer, or a watrant)officei.;whim',no officer' is present, 
may:certify! a -message•for transmission :W-G'overninent expense·,- ·but a ·person~ 
other than those mentioned· above must present' to 'the agent of the telegraph· 
compariy.'·i;t' letter' or. cardlfo:f identification· froni ·his-·supei'ior ·officer· authorizing 
hiiri. tO ao~sol .~· :~ : : ~ . .;~.;· ·~ ·_ ~:.;~·~k.·~·.·c .... ·; ..~!1 .. I_. 

c; Messages: of travcling or trmisierit .Gove'rnm1ent 'r'ep~esenta:tives will be ac
cepted by the,PostaVI'elegraph Cable Coiup~my.withouFrestHciions'as'to when 
payment ·Will' be- made.' Messages transmitted ·via the'We"stern ·union Tele-· 
graph' Corhpany:to the·lionie''station of the' sender' or to the he:idquaiters 'of" 
his department at Washington, or in reply to a paid Government message,·may· 
be sent Governmen't ·-collect.':·· Other messages transh'titted · V'ia the·• Western 
Union Telegraph Company may be charged at point' of. orighi to'tlie -local ·fele~· 
graph account of the War Department office 'or station; provided authority~ for: 
incurring .;such·' expense has been previously 'obtairie& from. the local War 
Departfuent I ·representative. If. this ·authority ; has :not beEm . obtained or' no' 
office or· station -exists at point of"orighi, 'it'will be necessary for the War 
Department representative or agent to prepay such ·messages: at Government: 
rates-and 'seciire reimbursenient later .... -h :v •/·r:.j ,.·. 1i":~< ~~- nt ··~; '' ';, -~ 
· · 15. Speciiir cfelivecy).!...a. <Whenever speCial •delivei.'Y.'is necessary 'fo'1exi;ledite 
the delivery of an official dispatch, the- persoi:JI!filillgl'th~·-di'spatch for trimsmis~
sioii'~ wni 'indorse,· it l'!'specia:i:delivety ''ch-arges -:pa:iii:" 7Similar~~action' will· -be 
taken whenever ·-the: placii"of' delivery.Tfs •. J:)eyond :thi!Lestabiisheu' ffee~delivery· 
limits, :e:icept wliew tlie. delay ·illcideiif 'to -thetd.&ivery"of the :message' •by. mail· 
will not be of a serious nature, in ·which ,<fase: .. f:he~· dfspatch':'wm 1 be indor'sed 
'.'By mail '.frohl"~",Oindicatirig 1the··naine·r of• 'the• office• rrbm wliich the 
dispatclF'shonid·he)niaile'd~ ,·-.. · · ''· · .. , .. 0 -: ') ···;.·;· n:' ;J.3''il')'.l·· .. ',_,···A': . .. > 

b. :The spedai·delivery "charge should be inchided''in :f:he: charge' for the regu-
lar tolls and presented for payment-·in- the.·same manner;, ·1.; ,_, - F ; .• ·.i."• 

• -'16. ·oversea' dis!iatches~'--'-'ai Oomlitercial'radiog?.ams~ana cablegrams. · . · ''•;{_;: 
.. . . ·(l) ,Dispatches addressed:to oversea- sta:tionsvfor:·transmission 'via> com~' 

mercial radio or cable chcuits, except dispatches' pertaining to the 
:. Bureau of: Insular• Affairs, .:wni be . subniitteii by tlie 'chief! of the 

- . l rar:ni, ·service; or-'bureau; :or 'Otlier officflil--coricer'i:J.ed to ·The ·Adjutant 
. ,. '·J. : · General for approval; ·consolidation;· and delivery' t<Hhe ·message 

center. :- .~~·-: ' ~ · ·: :.i~ . ,:; 
1

• .: .. =~·.i~-·-· · ... -~ ~-' 

(2) Dispatches•froin oversea stations or-officeG for·transmission•via'com~ 
mercia! radio or cable circuits ·~foj tlfe' War.; Department;' :except) 

<: •. dispiitches. pertaining·. to: -the ·Bunia·u :of· Insular .Affairs, will be 
.'submitted hy.'th'e originator to the,cominander· of1the oversea force,· 
·, or' to . tne"· officer ili' charge of the oversea office;· as -the case inay 

~, be, "for approval, •consolidation, ab.a -transmis'sion to The·· Adjutant 
:General' wiio·will make·-delivety thereo:f'to ·the ·addressee. ··· w 
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By ORDER OF THE SECRErARY 

OFFiciAL: 
E. T. CONLEY, 

Major General, 
The Adjutant ( 
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TELEGRAPH, CABLE, AND RADIO SERVICE t16-17 

(3) Dispatches requiring transmission via commercial radio or cable 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the body of the message and will be so transmitted. 

b. Dispatches to and from stations served by Army or Navy radio circuits.
Dispatches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involves no 
commercial charge, will be transmitted singly without delay and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as prescribed in paragraphs 21 and 22, 
AR 340--15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships.-All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship's quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 30-1160. 

[A. G. 311.5 (3-10-37) .] 

BY ORDER OF THE SECRETARY OF W A1!. : 

OFFiciAL: 
E. T. CONLEY, 

Major General, 
The Adjutant General. 

MALIN CRAIG, 
Chief of Staff. 
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SIGNAL. CORPS 
rr-·,.~trrr.."l!{l':rl·:rc>'l: 9'-lrr::" 'i''Jil r+ l·a~ .. ~--7'' ;··-•·. ''!!'.'". "'F •"JJ fl:.!H ci,"T 
L<~;~~:t~; ~~~~,.~!Jti;Jj1q:RA~fi:·;::,c;.:4iff~._ '~tf~~;qw:~.l!l~~I.<t,:¢.:~ .. 
f'1'...,-;:o... or:--~ln ... "':'i""f....,.a. n-.r• ~-~"'"~?.""J f-f> -:-('?.-rnf1· ... ~".J)~'-r- ~ .... -.n.-.;t~,-..~;~p~~~lh'··H --~ .- . · ., .. CHANGES'}'•'" ~-- .-. '---"-~-.. -·'-'•-, .. :~ ~--'~ ., ....... ~.,. ... WAR'DEPARTMENT, ... 
)·~•)•ror··(~·"":;·~ -I1D~vp· .. '':')t:iOtJ- .-. ·~ .... ,··r<-, · 1 n •n: ,...., ...... (,~'"(· ot~..-\'"•·".lfi'il:!t~ --:orr· 'H ·· 
~-~4;'1 '. ·.~ .. -,. ~~---~- • -~ :~ -·",· ··-~·.: ~-ry" WA.s~INa';f9'N,_:Q.e,c{)~~er 30, 11938. 

P._ ~~(-,.~?.elf" ~ '·~il ~c..,.s;tl!;.J..~ ~~~ .__,.,s%~,!;:)V,~ );.;;J . .._ .,..C'/ .z-. ,.P. __ ,. -.. c.--:OL.::a_:,JLL t:~.;~L:~~.!.,_.. ·. . · 

.r.. '! .AJ.~~AQ!>;--~£1; -Jyly. ,~,f.iW?7;g-!s..r.~4!lng~q }~s.;foll_o'Ys..c:uJ.:'! rYo: -s'I:; i.!'.:l 'n'.'T 
~,_~q .. .uWll.~n·-1,1~~-:a,..ut_~q~z.eq;~;J P.~~rp!l tche.§,;bYJ t~l!fgr:.n)!J,; :~wl~;tt<H)radio will be 
s~,gt onlY. ;w):!.eqs§ll!~4r~ped;ti~U.§ }!l:~a:IL_s oJ_,co.J:!l;m.1,1Jt.i9g~.t.ig!l;!§lr!l_quired for the 
cQncl_\!~t.Q_qf •_Q:f!icia:I~lbu~~~ss,: a_p.c1:E tl;t_ewlelaY.-CQJJ.(l!)_qu~I}t ::,up_og~~tr~nsm_ission by 
wail:wo~!d<lL.e. pr~ju_~'l!ciakto.:tl;le P}J'!llicJ!lJ~rg§t_;:-~·r:;;n : brm.:'-.f.l!i'2:! ~;:;:.: 

b. Messages froJ:!l 1,1119fficial sources. may Jle accepted.<.am!' .. :.t.r_ansmitted as 
<,?ffi.ci~l,j gu_sJIJ.e.s_s,' .proyici~!i-:; tllaJ9 tll,.ey.r;ll.!'e..:: ip,:tr_ep!~£.t<uQ....:ffi,_c;:~.l!-l<?m~.ss!lg,es,' or are 
sen_t~ill!J~OmPita.nc_e,,with'-aruoofl:iclal:.r~_qu~el:!t f9r7.i:q~qrma:t!op, O~);t~e submission 
of recurrent reports. · . . , :1;Iq9~ ;;')ua -gnl.t;:;::;uf>;;I 
.TJa:s:hC[rA;tG: 31115i(,l()....l5::,38):·];q !0.:.0:-;:-T .dguG'I.rll aHu'.rr;:: olbw.r. r::.;·.'!S70 (0 
,.'17:C'Prohfllited:-:d.Is~atcli~5!2 fl9:ita;::J !£~asn!.ti:o!) s.d:i Jit etJ:rrlm:rr:; 
::·'1 o;=J~-; .~ee· is 2:troc.r:.n:~-.::t :!:q.scc~ .c:.t tb.cr•q t·i':In:) ,09?~1.cH·f~I as2.f.l.'l~ • 

b::e,rnet'ter8 P(J,U~"t-:et'~r?r"a"ifn'Ifhli!isliges~·<:I.wh;ei{ u18red~l-"~2disp1H'C1Fwih not be sent 
by'tel~grap1i''Wiiell-la"fett~f'r wi1P!Jer'Ve7fh~+ Ja:ni'eP-purpose;'iu:idl:airrt'~legraph mes
~aife8'1WITfibe11/i"Vefi9the'' cia'sJificaiTOfi~'(p1i.1·.:t1:i)qJ:6i~'li''W1il"resUii:''in the lowest 
rr::. 4-r-rft -1-rr;:--!:".v~ ,....._~--~ ..... ;:-,_r;.,... c:'r. v,o;-vi_Tcil'\ :J:Q.'+ ~~:.fli'":,.... .. M'Q""\ rf;TO:'{"c:".:C'irc,· .. 
charge to"·the Government in all cases where ·theL service 'incHlent to such 
c!a~'sificaliori "i?i1Filleet3Hi'e7il~efiSua:nq.d' feilirtr~illerit~J-o'f-r·tlier aove1nment. The 
pul-po~'k .,...df ~ii~:h~fas~ifica'Botr'Ts 1:fo0inlli~ate Sfb :.t£I{E;<:nfe1~age'It;effier personnel 
th.e.tr,fatfi.."e"'c:lr'&er') c:f{'lp-}riSti fibf;Fffie'"rtM~fJ~g~ !Wit:h<Ir"eEi\>kct0 t3°transmission 
ab.d cieii·i/Jr-y~~ l.i:±F:CJS'eS!?if!feV~t s~~Elid'.P~i511l'P'tiless1oi~1&B.Knrby·'the addressee . 
is reqtii~e~ ~sli(;fl'=f£cF sho1ifd.tb'e' ih'dicf:it.rcir<ifll'tBe1 ~t!I:ft 'Of 'th'e'I(\message. In 
'd~t~~iit'in'indl1Tforitr'brt cla~siiit'atfb'J.~Ji d:iSPat1b. ro: U's'e,%,\).g conSideration wm 

"t""?._ ...... ~:.;. ... •• Q- .... 1 -:l) r.-.r"ir[~~rr: ..... l) '\?w'Of~~-)'!ll)0'; n:-f•;- ~C' .. Jq'i":T n:t r;...~,._;.r .. n~"j" 
be· given the'differe:rice hi time between the ·zone of-origin arid the zone of receipt. 
The term "telegraph~-'ifi~~miie~~· 1~'uTe(f7rlbo~e>1~p~fi'~-~ ;t31:'dfs"'rfa~che~ transmitted 
either by wire telegraph or 'tadiotelegraph. For regulations gcK•erning payment 
for dispatches transmitted by commercial telegraph;. see·iAR1i351"-6100.D . .1\J 

d. Dispatches containing matter of a purely<~P.!:!rsonaUnature:~ar~:~not.Ccon

sidered as official business and will not, be accepted for transmission except as 
prescribed in paragtaphr !1;L.J?Dispatclieso;tof 5th~dollowing·ICharacter.nii:e"1 con
sidered as personal messages when they are initiated by individuals for •their 
own convenience; however, replies to such mess!l;~~~m_ag~) e~t£~Wffi)l-llding 

8?1~·)~ff$l11i~~f.!!-~~:ve <J\0~£\~;~ r; ~~n,.,.t rfx~~r2WJ!a1.c-f~R~2}tx 9;?,1,t!.rJ !p:.oeilll~~:??-3~Ned 
through the facilities of: 1:,~~1 .1-,:r:ff.\~l~/?\~r~~~~~e,~:1~~?-Ji14.~~r}~~~13-~~~~~p~1 ~~h 
lect fn cases wh~re commergial refile ch>:.arges are·i~?olved: ¢ • c, 

scl J·!rrur <l·)rr!'Y ~s:;G.' .x;: !lt~,J~!:;-,r' ot ::-:'tau e:l n.Ji:.tl-)m~~r,r:> clrl~-.'I:J\l'loh'\* .o 
, (2). Requests for hotel reservations. or accommodations. . 

~{0 J -~·.~ ~{..! V.! 1-',ll.UL..:·i/ ~~'.:.. ·';l:!!:H.!J. !Jt/J'J::t.l .. J.U !)Ul~ tj.lllJJJ<rl 11-i "l:..iiU 9:l.ll~bS39--rf! iil)--.r:g 
-r;r::.;;* rl:l'':-1.'7 t::'i'l srl I:;q nO'ti"'>ili3<:-:;fJ *··tji'Io.i"!f!" ;!'uh!~SG B;,~Ja,:slii .f'J9'!•JrE~•i) 
'\:O :rJff,;i%}-E:~J'<l<t.~l?~38J~ho t.tl i:l.:IJ~n;~sls:t e:t.;:rr HL'l t::..:J :osin:r.qmo:> In~o·..-s::: 
:;J~:r;Ji'e!3l2l:Hz.!.m-es.ftf!:g!ll!:,-;;1.b a'b~.:::l'~ olb.c·t rrs.dw ·ro b:fo8'ii3 eci :tom:rm o!b·: 
-ac::> *,:: .'li fY)oaiq* :::1 "ziho!'!•t" fnow s:L* nsrlw noE .i!'Jiliaa;Jf!:\ ait!I 'Ieru.r.r l'.l2l~)Il!'l~ 
:::1 bs!!.l:?..h~Ar~ p_tj~t·~~~E:a5·r!!~fl:::;cg:g_!in_!!,c! t~!§l!DJestJP..~~rc:r~I!.l!:.h~}Jlgqt<2LuJ:g,El~~ 
-:-~:r" ;tfl S'iC:P~~~!l_¥ b'!J:~JH~~.s·:!:JOl:llf:;sqzs -gu!'Ii!I.[:S'I 8'IS-i1aU jJI9i}HJ v;fsroS'1JZ9 
e::aso J:i7582~=39<'3.l'lio ~:m :~1 c'":.; e.d3 -:o:i. eid.tan:or,:::Js'I ed Hhv asogaccosn u'{:H-r'' 

.:J> \' !!Q:.:rlzc-::.'lq s:l3 .f:JS'liup:;;'I c:l e!frzoz I.::~.!nl:ln:unc:> f:J'~.-;.r.J. :v 
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SIGNAL CORPS 

b. Scope of service. a~;;·,:_-;:"-:::_; , I! ~Tf.:8)~8 
(1) The use of the Army circuits referred to in a. above for transmission 

ofli)e}~·~%.iil;k~sfage1 i~~'a'Jthbtl~d4~ol;if-wU"~list'ffs"e"rvice personnel 
'll't:>,F,in,.the,.t,H~.sa.~Hon of urgent personal business in emergen~iE!§. aAq 

, ,. ":·· ~ ·-~- i.~)~?' ~iit~1-ae(i_ to. r~place mail service. Consequently,\ t~~iil:4~nt 
·'·' - •"" ~brisi.ile1's me(§~gg~~<'hdliday or anniversary greetings, and m~s~lges 

which are obvio1islyf1}ifliitg .i.n~cliaradeiTwill(notibe acceptooMin 
~·: • : ·. r ~.~. · :: contrad.istirlctmn.; rm.essages Jregarding-setio'u's•!illness~-·or.G"death -and 
.'C '.•:L:, ,:-:;_; treplies ·tliereto,i'iiiduain-g; ext'ireifsions(·:()f''cotidoieiice;'!<a!fd ·messages 
·~_, rwi;:;;:r;rr;,•.peftaiilingjto•IallotmeJits)<;ffiteresf1£payrhents;:and_-ootfier ~rtnfore'seeii. 

financial and business~:matters•ima·y. be1classified.•:asi1irgenhlpersoiial 
t'.;J f:::.;~~l.ttf f:~blJ.sflleSs.ll9~:j, .. 1?:l.1 O( ~R£..1: t-'r.~'lllO;::; lfj~:J.!.J:O!'FJ rr~:y;J et=r£~~SGSJ.ii ·'~ 

·nJ> ·; 0 (·2)';.;A:c:petsortal5'messageCfrom:: a?'comin~rcialti"cohcern~wm. 'be~ abcepted; only 
:co.(.·-o :·NLJil9 Cwhew itO is olih""rreJ}fy;:to 'a"-pers(>Ilah:messagel'from) serviCeCpersohnel 

requesting such reply. .s:i!C•.9i :)·m•'•'i!J:;s·r 'lo 
(3) Oversea radio circuits through which persolial1;;erVice~is auth:orized, 

terminate in the continental United S!~S~~d~~3F;a.§J.ljR~t2lf!'::P:\C., 
.-, and. San Francisco, Calif., and, in case .of transports at sea, also at 

J!ic;·.; c•f :on I~~V:~:z::.C!T,!'<!s~;A~;,,l,'f,·. Y;:?\i~h~~-·~·~.g.ul~r!'~~~~~ilV1ll~1~.-te pl~~PJ~i~ed 
~~ .. ~.1:! rr 1"~ -:::·: :~~t:~~~lh~~r,~~~PRr~ts~~J\~d tH~t~~t.a.~iqn·--; !t.~!~Hv'"~~.~~~-;~~f!?~~l~·t-Flev~J 
:l;.:s'Tf.•r :.l~' !IisfJ~ltM'El.9r~;v~,d.r!\-hPpj£t:Rt1~n.~ry:·c~~l-P~;r~!f~e!l;"';i1lt;•9°.WP~Jm.~J 
1hr--: nt :!rr:d,e;t~~r.:;tgJ:l.!}WIH.J?ilntf~.f~0r?·,~~Uvp;r;v ~~0 j~~ft!~~~~,l!n e'f8~P~t tg~.h~n 
~.~·~.: . t•r')IIJh·C!~~f?,sJ ~H~rr()t~~\t~9-,d,t:~~s~~1 9ft:~ucq.J~!~r~~<??ta}~!P.-l~s~il~~e i~~}fL~ft~~~~?..-i.~l~ 
Ito ::;.rw:::·t:.n: -<:~ Ph~~~r;.}~_El_,]?8ffit c~,f '.~~~fl"!iA~P.~~I7oJP-~!:i9e::~ff~f.!~~ ?,Y ~tJtE?r:q~c~ 
. .,:, .) l::li::.:H -;:..;iot,}o2~\te}~p~q_l?-,e t~WJltw.s • .,p.~oy~d~dl1~!t,tn.?.:. cqJ:?:l,IR~r-:f~~~ 1g:t;~r?:~~ 
e;-. o::'!!:lfJ": r..c ar~:::i~ 1)_o}y~q}~~~~R:t;,ecj:j~D:::Wmh tp!]lnlJ..sE2~of1.;ntp~ ~~<;,iJ.m~~: b}~ 
;; i. .9·p~"'r;:._ol(.~~! •f-9 ~~eptAJI:r..er~-:to, 1_tP.~. ':,~dr.El~f>ueE,, t~~, !leJl~er ,otJ}te0Jl;le~r 
' ha co.;;" ,,. !;S!l:_?'~\ !l~~fl .. ~-~~ ;p.} ,?Ji«<!i~~~ ~~.a,~~\l~;:~F ;~!1-.n~ tlvaljl~:p,ort .a~;~~,lj:. r'fHJtJ.l,r 
:1:Ii r·H :·) C"\ J:_!;q;u.ir~~(l;t\)1 i .P.litP,ardJ:!:_e. ~~<?~S~~~Y,: r ~?,¥;?mrRJ.~~,-,ql,J;~:r;g~~1 J ~La,n.~! 
r·} ~JJ.r~rc:~~:i·l; ~~~~9p~.~?Jti3~ ~~!~t~P.Et ?-~.r,\~ye.r!~8f ,tp.~ff2;~~~fl~~:;;~":Jtt.Jj'· rH~.t·;·t sr!·.~ 
1n':'l·~l,£CI :,:·rtir;r~.~-:'{-.oq ... ~n'tit:·Cn~ ti .. ,~.,,'..1· ~fl~u·_-g£>-r:.Jtnij'u~ '"!O th·.r··.::- ... 1~.1 s·Jl·;J 7!) J~:>rf1!-> 

[A. G_!'.31l\5((1Q-7:!J>-;l~).]J:_;:•:'.t 0;~b~ 1r:.:n"~flL•1lO) '/;•I f1 dF.il .t. r.T; ,~"·!·•hH!i<iiJ 'IO'i: 

-cr•lO.JrP.reparatioh;.ofJmessages:.f"l'!U<': £, ··.u ·.r•H!H;.n -!r~irr 1 nJ.w::~ ,. ,:rl· J:;rpJti :n 
·~~: t~,1·~~-:r; Ii•.:· •. ~l.*m:ujit 10·~ :*·>tr!3'.:!Hl c:cf *L";~ !f';; .. ..,il$ ·~·~r:ni:;L'\~ .'*'I~.P.:Jo 8~• fJ!*t9Iltt:! 

-.'"c.•Either;words~ol",figUresrmay£oe used>in ·expr'essing numbers.';'1 ril b :·ii19e:J'H;f 

·.trr.J __ • -rc~. c.I Ju:Ji"•ifJrd "'{d b~J:•~ilici C'IJ3 "\*H"!i £-.srl""Vl' C:*"S·qza::;n.1: L~.':liil::.'rsq il£ .f.:::.·s.bi:a 
~n~.:)_rq::,(~G?Blf:5 (IO_::ifl"-38j:.jl2~9.1I! .Cbr!2 oj dlCJCJ:S'i (l~7SWCtJ~ iC!lD.9lfl)VL!O:l Jl"?.·O 

b)J:f1~ci~s~iffb1 tffil'{lbf iitt?i~~~~s.r n'-M~Fl'sag~'?;!!dre! •Jla~sifi~\}o an~lt~1~s1 f& ji'ii~icaT~ 
·t}m: relatlvg ordelfilWHlch-:th~y'l~'o'til(FbgTtrl{iiS'rrlitt~;d ;70 as ::u .. .t::>J"l: srtr :l!;J.i.iO'Hi! 

* * :..i1'3VIovp.i: O'l .. q !?S2."!£fO ~ll:i~.r.r L!H~'!$.rr.r.n.io~ ~:'1~!:£-;:" < ·JaP.~ rr~ tas! 

b. ·J>riority.-This classifiC"ation is use'd to designlite message~ which .mu~t be 
given precedence 6%'P~ii,i'mitih"e1 afid~!d'e~~rF~d:·fh~S'~iige§'~aitiilitJ Misent or 
delivered. Messilges bearing "priority'" classification will be *filed with ':com
mercial companies as full rate telegrams in ca~e~'ww'h'e:lP£r~N'silihfsion by 
l'adio cannot be effected or when radio §tat'iori's are-close(f.D'M~ssage§J\\rm3be 
handled under this classification when 'the word "Priority" is':placed in a:" con
spiciioilsd·prac'e' roif!tlie'1ni~s'sage~~6rfu.01 its. iiseC)slioii1d;':1{o'wevl:i'r[ ·be~·conflned to 
extremely urgent matters requiring expeditious·actioii:0 Oiigi:ii.ators of "pri
ority" messages will be responsible for the use of such classi:flcationdn cases 
where commercial refile is required. See paragraph 7c. 
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TELEGRAPH, CABLE, AND RADIO SERVICE 
AR 105-25 

c 1 

c. Routine.-This classification covers ordinary fast dispatches customarily 
handled with the greatest possible expedition and delivered at once upon receipt. 
Messages under· this classification take precedence over deferred messages and 
are transmitted in order of filing. Such messages filed with or received at a 
message center for transmission to another radio station after such other 
radio station is closed at the end of the business day will be held and trans
mitted to· destination on the first operating schedule of the following day. 
They are filed as day letters or as straight telegrams, whichever is cheaper, when 
transferred to commercial companies for transmission, except that in cases 
where delivery at destination prior to the end of the business day is not 
feasible, they will be handled as deferred messages. All messages not other
wise marked are transmitted as routine messages . 

* * . • 
[A. G. 3i1.5 (10-15-38).] 

BY OliDER OF THE SEG'RE7'ARY OF WAR: 

OFFICIAL; 

E. S. ADAMS, 
Major General, 

The Adjutant General. 

• • 

3 

• • 

MALIN CRAIG, 
Chief of Staff. 

U. 5. GOVERNMENT PRINTING OfFICE: 1939 
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ARl\IY ~EGULA'J:IONS,} 
No. 105-40. 

WAR DEP ARTMENi', 
\VAsHINGTON, Noven1ber 1, 192i. 

SIGNAL . CORPS . 

. ·OP,ERATION AND MAINTENANCE OF U~I';l'ED STATES MILITARY 
. TELE_GRAPH LINES. 

. Paragraphs. 
~SECTION I. General provisions _____ _: _____________ ~--------~----,-------- 1-17 

II. Receiving department-----------------~-----------~--------- 18-36 
III. Operating departr!Ho;nt_ ________________ -.--------~-----~------ 37-69 
IV. ·Deli -i•ery depm·tmen L ______ --o _______ 

7 
____________ 

7 
_________ ~ _ 7Q-81 

V. Miscellaneous-, ___________________ _, ____________ ._ ___________ .82~92 

SECTION I. 

GEN-ERAL PROVISION3. 
Paragrapli. 

Application of contentR of ·this pamphleL ________ ·,---~----'-------~----------
Administration and control of telephone and telegraph -lines~------------------·· 
Telephone and telegraph lines under char::;e of .signal officers------~------------. 
:unitary telegraph Jines of a force operating' in th<;_ field ________ ~-------------· 
Reports _______ ~ _____ -~- ___________ · ___________________ --~ __ ~- _________ -~ __ _ 

~~~~-!iy ;:ss~~:~~a-g~~====~==~==============~===~==~===~~====~=~=====~====== 
Commercial classification of messages _____ --,------ __ ---,-----~-----------,--
Dispatches injurious to public interests _____ ··----------------·-----~-----------· 
Communications relating to movements' oi· operations of troops, etc., I'XCept to 

commanding officers, prohibited~ _____________ ;_ _____________ :_ ______ ~-------

~~1::c~:~~:~e;=::;:~~~~~~==;=~~====·============:=~==~=-===============~~=== 
Using or appropt·iatihg information by agents, operators;· or employees ________ . __ 
·Fraudulent· attempts to obtain information by persons not connected with any 

Bri~~~~·a;~~n~~mg;;:Ut~\-;,~:;~.-~;~1~;:~~~====~=================~=========~=~== 
·wnlfnl or malicious injury·to telegraph, telephone, or _cable lines __________ -

7 
____ _ 

1 
2 
3 
4 

'5 
6 
7 
8 

.9 

10 
ll 

. 12 
13 
i4 

15 
16 
17 

1. Application of contents of this pamphlet.-a. The regulations contained 
in this pamphlet will govern in connection with military telegraph lines main
tained and operated by the Signal Corps, excepting: the ·washington-Alaska 
Military Cable and Telegraph System. · · 

b~ ·where message <;enters have.been established, the provisions of this pam
phlet relating to SeCtion II, receiving department, and Section .IV, delivery de
partment, will come under the control and operation of the messnge centers. 

c. At posts and other military telegraph sta1;ions· where telegraph connection 
is obtained by ·western Union, Postal, or other commercial telegraph circuit, 
the, regulations of the commercial ·telegraph company . concerned as to the 
handling of their business· will apply._ In so far as applicable, however, the 
instructiO"ns contained in this pamphlet will be· adhei:ed to at all military 
telegraph offices. · 
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2. Administration and control of telephone and telegraph lines.-For con-

venience' of administration all telegraph and telephone lines are divided into 
classes·,_ and unless otherwise specially ordered are placed under the m;1tror·of 
officers, ·as follows : 

a. Under post signal officers: Lines complete within the limits of a single 
ll1ilitary post . 

. 9: Under .department or corps area signal officers: . 
(1) Short lines constructed· to connect single posts with a commercial 

telegraph or· telephone office, imd having no other stations upon 
them. 

(2)· Lines connecting two or more posts in the same m\litary department 
or corps area and all other lines which are complete within the 
limits of a single department or corps· area. . 

· 3. Telephone and telegraph lines'under charge of signal officers.-When 
telephone and telegraph lines are placed under charge of signal officers, they 
will be held responsible for their construction; maintenance, arid operation. 
Commm;tding officers and others will see that the special duties of these officers 
are not interfered -with, and upon proper application will render any assist
ance in their power. The lines form parts of one connected system throughout 
the United States. They serve military, commercial, naval, and other distant 
interests. The disabling of or interference wit~1 any part may cause complica
tions not possible to be contemplated in the immediate vicinity. 

4. Military telegraph lines of a force operating in the field.-'.rhe signal 
officer of a force operating in .the field or of a district ·under military control, 
in carrying out his general instructions, will formulate necessary regulations 
for the management and opefation of military· telegraph lines under his con
trol. General rules should be 'reduced fo writing, be clearly defined, and 
impartially enforced. 

5. Reports.-a. MonthLy.-(1) Officers in charge' of sections will, not late< 
than the lOth day of each month, render, in duplicate, to the officer in charge 
of the system, a brief report on the conditions and operations of the offices 
and lines on their sections. The Teport will state what general repairs were 
made' during the month, with appropriate recommendations for continuing the 
line in ,an efficient state of operation. A "Monthly line report" will accompany 
each report, one copy only being necessary. 

(2) The officer in charge of the 'system will, not later than the lOth day· of 
each month, render to the Chief Signal Officer of the Army a monthly report; 
whichc shall cover fully the operations of the lines,· interruptions, and such 
other information· as may be of interest. 

(3) Officers in charge of military· telegraph lines who, under regulations 
-render statements of this line and other line accounts covering telegraphic re
e:eipts, will furnish to the signal officer. of 'the department or corps area. in 
which the lines may qe located, or to those officers especially designated to 
have charge of .those lines, a copy of their monthly· statement of this line and 
other line accounts without vouchers. 

b. A.nnua.l.-On July 1 of euc:~h year, or as soon thereafter as practicable, 
eaeh officer in charge of a section will render, in triplicate, to· the officer in 
charge of the system, an annual report which' shall give a full statement of 

.·all work accomplished· during the fiscal year, .including extensions or better
ment:;;, with pecommendations for the future maintenance or betterment of the 
service. This report shall give the total number of days of interruptions to · 
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·sage or messages pa~sing through his hands arid addressed to any other person 
or -persons, or in any other. manner acquired by him by reason of his trust as 
such agent, operator, or employee, or shall trade or" speculate upon any such 
information 'so obtained, or in any manner turn or attempt to turn the ·same 
to his account, profit, or, advantage. . . . 

15. Fraudulent attempts to obtain information by· persons not connected 
with any telegraph company.-No person not connected with any telegraph 
·company shall, by means of any machine, instrument, or contrivance, or in 
any other manner, willfull3' and fraudulently read· or attempt to read. any 
~nessage or learn ·the contents thereof while the sanie is being sent over any 
telegraph 11ne, or shall willfully and fraudulently. or clandestinely learn or 
.attempt to learn the contents or meaning of any message While the same fs in 
uny telegraph office, or is being received tlter,eat or is sent therefrom, or shall 
11se or attempt to use, or communicate fo otlwrs, any information so obtained 
l)Y any person. 

16. Bribing agents, operators, or employees.-No person shall, by the pay
ment or promise of any bribe, inducement, or revvarcl, procure or attempt to 
rn·oc1'tre any telegraph agent, operator, or employee to disclose any private 
message, or the contents, purport, substance, ·or meaning thereof, or shall 
(>ffer to any such agent, operator, or employee any bribe, compensation,· or re
ward for the disclosure of any private information received by him by reason 
-of his trust as such agent, operator, or employee, or shall use or attempt to 
llse ,any such information so obtained. 
. ·11.· Willful or. malicious injury to telegraph, telephone, or cable lines.
·whoever shall willfully or maliciously injure .or destroy any of the wor);:s, 
Droperty, or material of any 'telegraph, telephone, or cable line, or system· 
operated or controlled by the United States, whether constructed or in process 
()f construction, or shall willfully or maliciously interfere in any way with' the 
workingJor 1ise of any such. line, or system, or shall willfully or maliciously 
<lbstruct, hinder; or delay the transmission of any communication ov~r any such 
line or system shall be firied not more than one thousand dollars or imprisoned 
not more than three years, or both. Sec. 60, Act Mar. 1, 1909 (35 Stat., 1099; 
Sec. 836, llfil. L(Hv8, 1921). 

SECTION II. 

RECEIVING DEP A H!;I'MENT. 
·· ·. Paragraph. 
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~:~~=~~st~~~~~·~·~gd:~v:~~;,~~·=============================================== c ;~ 
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.Profane or obscene messages-----------------------------------------------, 30 
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18. Messages to; be on proper ·forms:-Each· message for transmission will 
be written upon the form provided for that purpose, and when· not so written 
will be pasted to such form so as to leave the printed beading in full view aboYe 
the message. · ' '· · 

19. Importance of address.-a. The importance of the address can not be 
overestimated.. When the address· given seems insufficient;. a better one should 

be requested. 
b. Code. addresses on land line or domestic messages are . insufiicient, and 

therefore wiil not be accepted, except when otherwise authorizetl. < 
c. Official telegrams for delivery in a theater of operations will be addressed 

to an office or to an officer, but not to a town or location. \Vhen an officer is 
- addressed the ~rganization to which he belongs will be given in the address. 
·The central telegraph office, or other office designated for the purpose, wm be 
furnished' with a complete list (which will be kept up to date) of all organiza-. 
tio~s attached to the hea'dquarters in which such central telegraph or other 
distributing office is located. Telegrams will be forwarded to final ·destination 
-\vithout avoidable delay. ' . . 
. d·. Official telegrams for deli,;ery outside a theater of operations will give the 
specific location of the' addressee. ' . . ' ' 
· 20. Address of :piessages for Signal officers and- operators.-Messages for 
the Clllief Slgnal Officer. and other Signal Corps personnel of the' system, officers 
in charge of line secti~ns,· and operators in charge at different stations, will' 
inYariablv be addressed to " Signals" and riot to' the officer or enlisted ma11 
by:_na"h1e.· wp.en. for an· offi~er' ~f the· Signal Corps· or soidier not in charge it 
should be addressetl to the individual (slirname only)', followed' by the wont 
;: Signals.'' . o'n domestic c~nimercial lines, the word " Signals" ·as a code ad-. 
dress will not be used. ' ' · · 
, 21. Address of ~imder to be recorded.-The a_ddress of the sender \of a mes-
sage, unless it be well ltnm~n,'wil'l be req~ie~ted: and recorded iti ~lphabetical 
or(\er, by date, in a book for tliai: purpose. '.Any suJ;>seq!,lent changes in ad'flress 
:wlll be carefully recorded,_by date, and t)le for~1er address canceled. . . · 
. 22. Messages to be timed, etc., by receiving clerks.-'Ea.cch mesf\age w:m be 
timed and .checked by u{e receiving clerk, who will see that the place from, 
month, and day are correctly noted thereon; he will also carefully. read .each 
message before accepting· it, and when: necessary will make it plain by margii1al 
notatiOI~ before it is sent to the operator. Messages bearing back dates will 

· not be accepted. 
. 23. Assistance to be rendered the sender.~The receiving clerk should give 
~ny aid or explanation necessary 'to· enable the serider .to pi·epare. his niessage 
so that errors or delays may be avoided, 

24. Changes in messages, misspelled words, etc.-No change should be 
inade in any message, but misspelled or abbreviated words. may. be courteously 
referred to the sender for correction. If the sender declines to make the correc
tion, the message will be accepted ·as written, the _provisions of paragraph 33 
being adhered to. Messages containing purposely. misspelled words prepared 
~ith a view to avoiding full payment will not be accepted. 
· 25. Unsigned messages.-If ·a· message be. offered without signature, .the 
s~nder's attention should be called to the omission, and if the sender then de
~lines to sign the message the r~ceiving clerk wlll write in _the place of. the 
~ignature the words "Not signed." These quoted words will be transmitted' ai1d 

copied by the operators. 
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26. Repeated messages.-If tlie sender request~ a repetition of his message 
the receiving clerk will insert in the check the words "Repeat back.'' The 
words " Repeat back". will be i,nclucled in the count. 

27. Request to report delivery.-If the sender of a message requests a notice 
of its de!ivery the receiVing clerk \Vill insert in the check the words "Report 
delivery," and include them in the count · 
· 28. Messages requiring an, answer.~Receiving clerks. wiil, place the let~er 

X· immediately after the check in .each message requiring an' answer and oper-
ators will transmit and copy it. · , , 

.29. -.Time of transmission and. delivery not to be specified.~ All ~~ncerned 
are_ particularly cautfonetl against making _any promises, r~spect,ing the trans
mission or delivery of a telegram .within a specitieq limit of time. 'rhe assura~ce 
that dl~.e diligence will be exercised is proper.' Neither' wili operators or others 
~ertify to the correctness of any _me~sage. ., · . _ . 

.30. ·Profane or obscene messages.-Messages containihg profane or obscene 
lang·uage will not be accepted for transmission. · ' ' 

. 31. During interruption to lines, messages to be accepted "Subject to 
delay."-a. If. a message be offered when communication is known to be inter
rupted, it will be accepted only if the s~nder choose to le~v~ it f~r transmissi~n 
."·hen.communication is restored. Upon.s~1ch a message ~vrit~ the words" Sub
ject to delay,"_ and request the sender to affix thereto his signature or initials. 
If he refuses to affix his 'signature or initials, the n~essage \vm not be accepted. 
~his ·requirement will not be waived. 

.'u, It is not necessary to transmit the words \' Subject td delay " in the check 
of :messages accepted during an interruption to the line. · 

. 32.: Entry of messages on receiver's ~~gister.-a: Office~ \Vill enter by 
number on the receiver's regist~r, l!~orm 135, or on the message .center register, 
as the case may be, the tim'e. anq in the order of their acceptance; all messages 
accepted for transmission. The personal signal of the recei,,ing clerk will be 

.. enter:d immed!ately before or .after the time of filing in the spa~e for that 
purpose· on the message blank. · · 

b .. A c'areful comparison should be made bet\veen · th~ Teceiver's register arHl 
tele$du~1~ ·se·nt each day before closing, i! practicabie, ·to see that an·messages 
ac~epted during the day have been duly transmitted. ' · · · · 
. _ 33.'·Hp~ to count words in messages.-a: This rule t1pplies'to ali do~e;tic 
'per~o'na~, commercial, press, and Governnri:mt or 'official niessages,. i. e.; tnessage; 
to points in ·the ,United. States, Alaska, Canada, a~d Mexico.' 

b.' Count the following words, figures, etc.: . . 
(1) All wot;ds, figures, and letters in the body. · ' 
(2) The word" Collect" in the check. (Coimtecl·but11ot charged for on 

commercial lines.) 
· (3) The following extra "·ords: 

(a) All signatures,'\vhen there are more than one, except the last. 
.Cb) All,"·ords after the last or only signature. · 
(c) All extra words in an address .. · (Alternative names, alter-. 

native street' addresses, and such words as "perso~al" or 
" attention Capt. Smith.".) .. · 

(d) The \vords " Report delivery " and '" Report back " in the check 
o.: Dictionary words taken from one of the fo'nm~ing languages', namely, Eng~ 

lish, German, French, Italian, Dutch, Portuguese, Spanish, and Latin; initial 
-letters, surnames of persons, names of countries, counties, cities, towns, ~villages, 

7. 
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'states, or Territories, or the names. of ti1e Canadian Provinces will be counted 
as one word: Abbreviations of the names of countries, counties, cities,. towns, 
villages, States, Territories, and Provinces will be counted the same ~is if written 
in full. 

Examples: 
Excursion (English dictionary)-------------~---------------~ 1 word. 
Herzlichen Glueckwunsch ( Gei·man dictionary) _______________ 2 words. 

·Nons arriverons. dimanche (French dictionary) _ _: _____ ~---~--- 3 words. 
Dolce far niente (Italian dictionary)-------~----------------- 3 words. 
l\'Iijne groete aan mevrouw (Dutch dictionary) ____ :_ ___________ 4 words. 
Todo esta perdido (Portuguese dictionary)_:_ __________________ 3 words. 
Un cabello ·haze sombra (Spanish dictionary)----------------- 4 words." 
Errare ·est human rim (Latin dictionary)------'--~------------- 3 words.
G. W. E. A. (initials)----------------'---~---~----~---------- 4 words. 
Van Dorne (surname) ____ c_ ___ .:. _______ _: ___________________ ~_: __ 1 word. 
McGregor (surname) ____________ :__:_ _________________________ 1 word. 
O'Connor ( sul:name) :_ ______ . __________ :. _____________________ .:. 1 wot:d. 

De\Vitt (surname)------------------------------------------ 1 word. 
\V. H. Brown, jr ___________________________ _: _______________ ~-- 4 words. 
United States (country)_: ______ _: ______________ · __________ . _____ 1 word. 
Red Hill (county) ___ .:_ _________ :_ ____ _: ________________________ 1 word. 
St. Louis (city)-;-__ _: _______ _:_: ______________ _: ________________ 1 word. 
East St. Louis (city) _______________ _: __ . _____________________ :. 1 word. 

Red Bud (town)---------------------------------·----------- 1 word. 
Soutll Orange (village) ______ :_ __ ~ ________ :_ _______ ·.:. _ _,---------- 1 word. 
New York (or N. Y. )' (State)---~-:-______________ _: __________ . 1 wo'rd. 

District o{ Columbia (or D. C.)--'-------------------------'--- 1-word. 
Nova Scotia (or N. S.)· (Canadian province) __________________ 1 word. 
Prince William Sound __________________ .:._~------------------ 3 words. 

d. Abbre;iations of weights and measures in common use will be counted eaci1 
as o~e word. Figures, decimal points, punctuatiori marks, and bars of division 
will be co~ntecl, e1ach separately, as one word. In groups consisting' of lettel's 
and figures each letter and figure will be counted as one word. To redtice 
liability to error; numbers, and. amounts shou~d be written in words, but the 
message will be accepted as written if the sender refuses' to make the change. 
The sender's attention should be called to any punctuation. marks .appearing 
in tl1e body of the message, and told that if he desires them transmitted they 
will be inclu;Jed in the count and charged for. In ordinal numbers the affixes 
st, d, nd, rd, and th will each be counted as one word. 

Examples : 
Lbs. (abbre,~iation of weight) -----------------------:----:c-----. 1 word. 
Cwt. (abbreviation of weight)---------:- _______ .:.· ______ _: __ , ___ 1 'word. 
Hhds. (abbreviation of measure)----------------------------- 1 word. 
10000000 (figures)----'------'--------------------------------- 8 words. 
Ten millions (amount expressed in dictionary words)---,------ 2 words._ 
4442 (figures) _________________________ :_:.: ____________________ . 4 words. 

44.42 (figures and decimal poi~t) -~------------------'---·-----~ 5 words. 
74! (figures and bar of div'ision) _____________________ :_ _______ 5 words. 
A 1 (letters and figures) _____ :_ ___ _::' _______ '---------------.----- 2.words. 
4::!B618 (lettei·s and figmes) ---·-~-----~----:._c. _____ F1,--._-~-- 6 words.-

~ ·' 
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· Examples-Continued. 
·1st. ( orclinal nqrnber and atfi~) ------------------~----~-~---- 2 wo{·ds. 
lOth (ordinal number and aflix) --~-------------------------- 3 woi·ds. 
"" (quotation marks) ______________________________________ 1 wortl. 

() (parm:thesis) ~---~-=--------------------'----------------- ·'1 wonl.' . 
No. 185 West 22d St----------.-------------------'------------ D' words. 

. ' . 
e. All groups of letters, when such groups ::~re not dictionary wob1s of one 

of the eight languages above enumerated, or combinations oi such dlcti~hary' 
words, will be counted at'the rate of five letters or fraction of five letters. torr 
word. \Vhen S)lCh gvroups are made up of combinations of dictionary 'words ·of' 
one of the specified eight languages, each dictionary word so used "'ill be 
·~oun.tecl as one word. 

· (1) Ex::,tmples: · 
Ababa (artificial group of 5 letters)-----------~~------ 1 word ... 

. Hhgga (artit1cial group of 5 letters) ____________________ 1 word. 
Egadol (artificial group of 6 letters) ___________________ 2 words. 
Ccgh~9 (artificial group of 6 letters,)-'--·~--------------:.. 2 words. 
Dutimerodal ( artifici:1l group .of 11 ietter~) -----~-~---~~ 3 words. 
Gghrccexqdi' (artificial group of 11 lettersl-----~-~---- 3 words.· 
poth~ ·(improperly combined)------~-----------~------- 2 ·word~. 
Itis (improperly combined)------------------------~--- 2 words. 

· Allright (or alright) (improperly combined)----~ ___ :_ ___ " words. 
Havyu (2 dict~onary \\·ords 1mrposeJy, mutilntell mHl im:' 

properly combined) ______ .:._~------~---------------- . 2 words: 
. Firstclass (impropei·Iy combined<-----------~---~----= 2 words. 

Carlots (improperly combined)-----------------~------ 2 .words. 
-\Varrisk (improperly combined)______ _ · · · · .-, ~vords. 
Billading ( ilnr~roperl~ combinetl) ---~--=~-============== 2 -~vo.nl~. 

( 2) Exceptions : · 

• ; ~:~::;;;~;~;: 0~~ ; c : : ::c : c : :::~ 
C. 0. D. (or codl---------------~----'--------~---'-~-~·-- 1. word.· 
C. I. F. or C: F. i. (or eif or cti) ----"----------·-----~-~ 1 word. 
C. A. F. (or caf)..., ____ .:.. ____________ ~------~-~-~-'~---~= 1 word; 

· 0. K---.,--------------------------------~---------.:_ ___ 1 \yonl: 
Per cent (or percent) ______________ ,_:_ ________________ . 1 word. 

f. To facilitate· the· clieeking of messages by recei ying overators. iii cases 
where irregull}r code words are· counted double,· domestic messages containing 
such words will bear a double check, as, for instance, ~· 21/17 0. B."-the first 
group of numerals representing the number .of· fabricated words ~nd 

1 
the ·last 

the actual number ns writte1i· by the sender. _ . , · 
[!. It is important that the message shall CUlTJ~ its original count throu"'hout 

its· trai1sm~ssion m1ll that its· progress shall not .be ,delayed' .by .qi1estionf~;i- of 
the check between operators ... 'l'herefore, the employee .with whom the messa"e 
is filed shaH imlkate his count _of any compound word or combination of worc~'i. 
concerning the count of _which there may .be dot1bt ·on the part ~f operators·· 

'in the course of further transmission, ~nd his count of any group of -sepn~rate 
words which \lre counted together as one word, by underscoring the wor(] or·· 
words, and ":'riting the figure indicating :pis count imdei the· underscore. When -
a ,combination written as pne word is counted. as more tllanr one word, he shall· 
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also. indicate by a vertical line the point of separation b~t\Yeen the words sepa
-rately counted as one each. 

·Example: · 

Carload post/office 
-1~,~ .-2-~ 

War/risk · rearjend 
2 --2- .: 

Ne'\vJyear percent 
2 -1-

any/one 
--2-

h: Official 1i1essages handled free over all lines will ·be· checked "0. B." 
' W~hen a charge is made over the other lines, they will be checked "Paid Govt." 

01; "Collect Govt.," the number of 'words to be iliuicated. · · 
· i. For ~:adio and cable messages, see regulations goverl'1ing those classes of 

communication. 
34: Message~ sent by error to wrong destinatioh.~When an originating 

office learns that a message has been sent bJ,· error of the line·to a wrong desti
·nation, it will at once forward the ·message to the proper address as a new · 
·message, and notify the office to which ·it has been improperly sent to file it 
without checking. ' 

35. Ofiici'al messages· returned to sender after transmission.-Whene1·er it 
becomes necessary to return to the sender an original official iuessage after 
transmission,: a receipt therefor will be ·taken mi. a skeleton copy, as per ex
ample. The skeleton COPY. will' be filed in its proper plac·e in the telegraph 
officerecords. · 

·Example of skeleton to be made upon return of an original'official 
to the sender after transmission : · · 

message 

Number Time filed Check 
1 4.20 p. m. 24 0. B. 

Smith, 
Gondrecou'rt, 

l.Bu-7.20 p. m. 
H-M 

(Date and place:) 
! 

(Signed) Hart. 

Received from (name and grade of soldier) the original of the tele
gram described above. 

(Date and name of person signing the receipt.) 
·36. Extra dates and forwarded messages.-a. If a 11erson leave town befot·e 

the arrival of an expected message, and it be·forwarded to him, the message 
as.forwarded will show, in addition to the name of the place from which it is 
forwardec~ and the date, the name of the place froni wl1ich it was originally 

·sent and the word "via,'-' which w·ill be counted: 
(1} For example: If the following message was originally sent from Puris 

to. Nevers, and forwarded, from Nevers· to· Gondi~~court,. it would be checked and 
lla ted thus : · · 

·12 0 B, 2 extra, 
.. Paris, 

viu Nevers, October 24: 
JoHN DoE, ·aondrecourt, , ';. 
·ll~fCt me next Monday ~t ten (!'clock in the fore~oon., n ·!~ . 

RICHAR~ R~E." 

[-~~.· . ...:;ll_ ,I 

' I j : 

1 
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(2) ·In this message the, words "Paris!' .ariel "via" will be ·forwai·ded as 

part of the. message. 
b. If the message .to be forwanled is a back"date message, the original date 

will be shown in figures and counted. 
· (1) For. example· (assuming the same. message as ·above, but' us a bilck-date 

·, '. 
message): 

14 o·B, 4 extra,., .. 
Paris,' 23; 

via Nevers,. October 24. 
') 

JoHN DoE, Gondrecourt, 
Meet me neXt Monday at ten o'clock in the forenoon. 

RICHARD ROE. 

(2) In this message the words " Paris, ~3" and. "via," four ·":ords, ':'ill tie 
forwarued as a part of the message. 

c. Messages must in every case show ~the place of origin, :mel no employee 
, will be permitted to act as agent for the sender.nnd by so doing change the 

\ • • .! 

point of origin. 1 . . 

d. Messages received by mail for. trm1smission by. telegraph will also be 

handled as nboye. 
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37.· Office. calls.-An operator, when calling an office, will ·sign his o";n office 
call at short intervals, and will also sign it and his personal signal in !iilswering 

. calls. AU-calls must be answered promptly. When not promptly answered or 
not answered at all, the time will be registered by the calling operator on the 
back of the operator's number sheet. He. wilL also immediately report the 
matter to the chief operator. _ 

1 
_ 

38. Speed of transmission.-a. The sending operator will regulate the speed 
of transmission of a message to suit the ability of the receiving operator. 

b. The inability, of an inexperienced operator to receive mpidly will not be 
deemed a sufficient reason for failure to transmit a message to him. 
· 39. Order of transmission.-a. In sending a niessage observe the following 
order of transmission : 

(1) Message number. 
(2) Check; 
(3) Place from (and date, when a back date). 

Hour of signature on field Jines, or time filed 
other clay-rate telegrams . ~n lLnes primarily 

Address. 

- (4) 

(5) 
(6) 
(7) 

Body or- text.· 
Signature. 

on G()vernment and 
cominercinl. 

b. No alterations will be made. In case of a relayed message, any apl)nrent 
errors should !Je_ ln·ought to the attention of the receiving operator for verifi
cation 'b~fore transmission- to the next office. 
·_c. -AU' figures and words in the check of a telegram will be transmittell. 

:l~he nup1ber- of words given in the check- of a message accepted by the receiv
ing clerk wilL _under no circumstances be altered by an operator. The 'inaccu
racies will be brought to the attention of the -receiving clerk for· correction· 
p~ither will a check on a relayed 1:1essage be altered without the .authority of 
~he se~~l,ing office. 
-'-d. Sending. operators will not transmit the -tities "Mr.," "Messrs.," and 
(!'ESq.'! -when--they appear in the address of a telegram. ' 
·: e. The prefixes "Mrs.," "Miss," ·and arty distinctiv~· title ~uch as "Gen.," 
"Hon.;" etC:, ho-ivever, should 'be trunsri:tittecl ~\;henever they form part of the 
'address. · 
1 f The suffix "th" when used in the address of a message is freqt~ently' ren
dered "8 ".; for example, 242 ':Vest .9th St., rendered 242 West 98 St. To obvi
ate errors of this kind, operator!'l will 'not transmit "th" foilowing a figure in 
the address of U: t'nessage. 

g. It is not necessary to transmit' the words " Subject to delay " in the check 
of messages accepted eluTing an interruption to the line. 

h. It is important 'that great care be exercised by both ·sending and receiv
ing operators in handling inessages adclressetl to suburbs of cities bearing the 
same name as that of the city, in order that the destination may not be. made 
to appear as a part of the city proper. Careful punctuation in such i'nstances 
~s essential. 

40. Numberingomessages.-a-. The sending operator will number ·each mes
!'lage to the office to which he sends it cancl will write after the nmilber the· 
call of that office, followeLl by his own signal,: the- receiv,ing Ol)erutor's signal,_ 
and the time of transmission ip the or de~' named. - - -

b. In transmission of a message bearing· a back date, the date of forwardibg 
will .be indicated by encircling thus @, which will be· indorsed immediately 
after -the time ,of transmission. · ' · 

1Cl 
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. 41: Acknowledgment of receipt._c_No' telegram will be regard~d as'' trans
mitted until acknowledged by the usual· signal, but if a number of telegrams 
be sent 'in succe~sion, the acknowledgment of the last' may be regarded as an 
acknowledgment of all. : 

42. Number 'sheets, comparison of numbers, etc.-a. The number sheets 
~ill be dated and :the names of offices win be written out in full. 

b. It is of great importance that message numbers be correct and 'be accu
rately recorded. Operators.at both ends of the wire shoul,d alw'ays act upon 
the theory, that missing numbers indicate lost messages and should C;:tll the 
atteiltion of the chief ·operator to each case. The receiving operator shoulU 
never murk off a number· without first seeing the message which be[irs it: 
:Sent inessages shouid be carefully examined as often as practicable to ascer
tain whether they ure:properly timed and the numbers correct. 

c . .:At erich. oftice, before closing-, the- operators· will examine the numbl:)r ·~h~ts 
and exchange number reports of the day's business with other offices amY im
mecliately correct any errors discovered. : Wh!'m· ~navoidable, a' service message 
'''ill be sent .the following morning; comparing' numbers.· This message must 'be 
answei·ecr oi1Jy' when -the con1parison is found- to b~ incorrect, otherwise it win 
be filed unaninverecl. - ' 

43.- Sent messages to be. exainin.ed for evidence 'of transmission.-a_ At 
each ·office it will oe' made-the duty' of some one to scrutinize before filing for 
record all " sent " messages, to see 'that they bear the proper inclicatiori · of 
transmission: The utmost care must be 'taken to prevent unsent messages from 
being placed with those 'vhich have- been sent. .Both 'the sent 'and received 
messages- should be compared '-i•ith''th'e Ol}eratOI"s n~n-iiber sheet to see that all 
messag~s have been- properly accounted for. ' ' ' · · ; . 

b. Whenever duplicate numbers a're discov~red, a 'description' of bot!{ mes
sages shoulcl be wired to the distant office, '~here an immec1i'ut~ search of' the 
files will be made with 'the view' of preventing the'loss· of one of the m~s
sages and adjusting the numbers. The d~plicated number will be made ~. 
For example': -If tivo messages bearing tl1e number 50 are trur\smittecl, ancl 
the fact is not discovered until some 'time afterwards, the one lust sent will be 
made No-. 50l. . . ' - . 

44. Transmitting repeated messages.-Sp~ciril care wiitbe observed in sellll
ing and receiving a message requiring repetition. At the office- of origin ang 
at erich repeating office an operator, upon receiving ,back a repeated message, 
will carefully. compare it with his copy, underlining 0~ checking each werd, 
and, if the repetition be found to be correct, he will >'vl'ite on the back of the 
message the weirds "Repea'tecl J;>ack 0. K.," 'vith his personal signal and the 
personal signal of the operator who repeated back the message. 

45. Messages to more t·han one address,___:_a, When a message ~s addressed, 
'for 'exami_lle, 'to "A or B," 'for delivery to either, it will be transmittecl as a 

. single message: ._When ame_ssage is ac1dressed,'for example, to ;,A and B-,.. or to 
several 'perso~s f01; deli-i•ery to_ each of- thern, before transmission begilis the 
sending operator will inform the recetving operator ·Of the. n-l1mber 'of addressees 
on· the i'nessage. . . ' . 

The transmission will be in the following order: 
( 1') :0ffice chll of sending ottlce: 
(2) The che~k- (arid- date ,.:hen of a back date). 
(3)1 Time filed.) · 
(4) ·The body'a.nd signature. 
(5) The numbers of tqe messages and names of a:Ullressees: 
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b. Each message will be given a separate number, and a separate message will 
.be delivered to each addressee: Nothing should appear on any copy delivered 
to indicate that the same message was also delivered to other addressees: 

46. Cause of delay to be noted and reported.-a. When for any reason an 
operator can not transmit· a message prorpptly, he will note the cause of delay 
upon the back. of the message and will report the facts to the. chief operator or 
operator in charge. . 

b. When from any cause a congestion of business occurs, chi~f operators antl 
operators in charge should put forth every endeavor to expedite the forwartling 
of the more greatly delayed business, and to this end an exchange of messages 
should be arranged alternately between the relay oflic~s. 

· 47. Messages delayed by .interruptions.-a. When messages can not be 
promptly transmitted on account of an interruption of the telegraph line, they 
will be handled by, radif> or other. methods· forming a part of the system, unless 
specific instt;uctions to the contrary are given in each case. 

b. Whenever through messages in course .of transmission are stopped at a 
. relaying office in conseque'uce of an intet:ruption of the line, and they can be for
wartled to destination or to the next relaying office by mail with greater dispatch 
than woultl be the case if held until reiJairs to the line ~re effected, they "'ill be 
mailed to the operator in charge. at destination, or' to the next relaying office 
where comlnunication can be hall to destination. A copy of each message for
wardell in this manner will be retained by each relaying office so forwarding. 

. c. At the time of mailing, the forwarding office will enter each message on a 
messenger's delivery sheet by number, commencing witl;l No. 1 and continue 
serially during the interruption, and mail to the operator in charge at destina
,ti~i1, or the next relaying office, who will, upon receipt of the messages, acknowl-
edge receipt of each by signature, time, and date. ' 
~ a. '.rhe operator in charge at ~he mailing office will be. held responsible that 
all messages mailed are promptly checked up. Immedfately upon restoration of 
~ommunication he will send a service message to the operator iJt charge of the 
rell,ly oflice, or at c1estination, giving the numbers of ~essages mailed, viz, 1 to 
15, inclusive. If any of the messages described have not been received at the 
'relay point, or ,at destination, the operator in charge' at such point .will service 
the mailing ofl:ice, giving the' number, a\']dress, and signature of the last message· 
received. This service message must be prepared with the greatest care and 

'n~mbei·s accurately compared·; an error might cause the loss of several messages.· 
· e. The mailing office will immediately send by.telegraph any missing· message,s. 
The opera.tor in charge at relay. point; or destination, will sign on the delivery 
sheet for all messages received by mail and will return the 'delivery sheet to 
the nmiling office, immediately after receipt of the message, without awaiting 
the restoration of communication .. -

48. Duplicate transmission.-a. If to correct an error in a message or .for 
any other r~ason, a second transmission becomes necessary, the sending operator 
\Vill begin the second transmission with the word "Duplicate," which word the 
r~ceiving operator will write conspicuously o'n the form above the message. A 
'new number will be given and new marks of transmission will .be recorded 
thereon. . . ' r . . 

b. In such cases the date of filing, as well as the date of duplication, will be 
transmitted and copied. (See paragraph 40, concerning back dates.) 

c. This.rule does not apply to messages which are duplicated immedt'ately on 
requ~st of the receiving operator on account of some. cause making· a second 

' (1 !' . 
transmission neces~a~y:. 
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· 49~ Mes·sages· to be sent ·on date of filin:g.-a. An office which is not kept 
open all night will, before closing, transmit its messages to their.'destination or· 
to the nearest relaying office. · · ' 

b . .'The relaying office will forward all messages to their destination before \· .. 
closing. If, for any reason, any be left over until the next·morning, they will be 
transmittecl·before new business, under the original date of filing. The date \vill 
not be changed to tliat on which forwarded. The date of forwarding \Vill, how-· 
ever, be indicated. (See paragraph 40.) ~.. · 

j .50. Relay offices to clear before giving " good night."-Relaying offices· 
will clear all business for offices which do not keep open all night before giving 
such offices "good night," after which messages therefor will' not be accepted 
from the public at the relaying ofl:ice except with the understanding that 'they 
will be transmitted under date of the day following. ,Messages for such points 
from other ofl:ices will be accepted in the usual manner. , 

51. Order of receiving.-a. Copy each message as transmitted. Enter ·on 
the blank after the number of the message the call of the sending office ai:td the 
receiving operator's signal. ·Immediately after the place from, and back date, . 
if any, enter the date. ·f. 

b. Verify the check by counting the number of words. Make sure 'the mes
sage has been correctly received; 

c. Write the time received in the lower right-hand corner· and acknowledge 
receipt by giving· the sending oflice an " 0. K." followed by personal signa:I'. 

a. See that copy is legible and not liable to be misread. ' ·· · 
·e. Challenge all words that appear· doubtful, .and when. confirmed by the send

ing operator they will be underscored. · 
52. New numbers to be given postponed corrections.-If for any reason a 

message can not be promptly completed or correction made, 'the number aml 
time of receipt will be erased and the sending office will· assign the number to 
the next message transmitted~ When corrections shall have·beei:t accon;plishe(l, 
a new number and new time of receipt will be given~ 

53. Canceled messages.·-a. A telegraph blank upon which a received. mes
sage has been written, iil whole or in part, must not .be destroyed under any. 
circumstances. ·when .a telegram is to be canceled the wo_rd "cancel" with 
the reason and the operator's signal should be written· across the face of tlJe 
blank, which should then be placed on a sent business file/ .. · 

b. The operator who, cancels a telegram must see that the number is filled in. 
The canceled message will be filed in a jacket labeled " canceled business " and 
placed with the day's business. 

54: Operators not to refuse messages.-No' operator will refuse to receive 
any message offered by an operator at another office. Should there be any doubt 
as. to we ·propriety of a message, it will be accepted and a copy submitted to 
the officer in charge of the ·system.) · . 

55. Contention for circuit.-Contention for circuit is positively forbidden. 
.56. Operator's signal . ....:::.No operator will change his personal signal without 

the consent of· the operator in charge or chief operator, nor will any two op-
erators in the same office use the same signal. ' 

57. Chief operator, and operator in charge~-a. At ofl:ices :whe~e officers ~re 
in charge, the senior noncommissioned oflicer detailed to. perform the duties 
of chief operator.willbe d~signated "chief operator"; and at offices where there 
be no ofl:icer, and the senior noncommissioned otlicer in charge performs all the. 
functions of the office, he 'ivill be designated "operator in charge." 

15 
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· b. Unless otherwise instructed by the officer i'n charge, the .operator in· charge 
of an office will be held accountable .and responsible to the. Goyernment :!'or all 
property imcl supplies whatsoever in his office or 'belonging thereto ; .. for all 
money received, and for all hansactions involving the payp1ent of money in the 
regular and legitimate businesS' of the office. 

c. Operators .in. charge of stations will keep themselV.es familiar with the· 
condition and needs of their stations .. They will report to the officer in charge 
any acts on the part of themen serving,with·them which.nmy,affect·the efficient 
operatio~ of: the office. They will a_lso make· such recommendations as \vill 
i_ncrease the efficiency of their stations. · 

58.· No admittance· to· operating rooms.-The operator in charge or. the 
chief operator will refuse to admit. :to the operating room any person not an 
employee unller his own direction; except .,~·hen ·permission to enter ·has been 

. given by the officer in charge orother·C()mpetent authority .. 
:· 59; Wire. tests.-a. The operator in charge at a. testing office will make early 
mornil:ig tests of the wire's and. wiU see that the necessary orders. to ·linemen 
~re given and. acted ·upon without delay. He \\'ill ·make :every effort to· have 
the circuits rea!'ly for business at the opening hour .. 

b. Orr account .of the. importance of niaintaining uninterrupted communica
tion, when giving directions to linemen, care will, be taken to l9cate definitelY 
the trouble, and to .state its nature as accurately as possitile. ' . 

c . . The word "wire" will be recognized as giving the right of circuit at all 
times for testing purposes. . . 

< 60. Ground wire.-'l'he ground.wire at .intermediate ofiices will be used only 
in the ~vent of an il(lterruption of the circuit, a~d then only tp notify the chief 
o1· testing operator concerning the interri.1ption and to receive his instructions. 

61: O~ce diary.-The ope1:ator in charge .or the chief opera~or will. keep a· 
daily record of all interruptions and incidents which occur in the working of 
the iines. In inaking entries the time of tests, interruptions, removal of faults, 
etc., will always be stated; also,. all information that .may. be of value for 
future reference. Offices will not be referred to by their •calls. The date of 
opening the office,. with name of operator in charge, .will be the first entry. The 
name of each operator on duty will be entered in the diary daily, showing the 
time. ~ach comes on duty and time relieved. 

62; Cprrespondence. by wire.~ct. ·Official correspondence by wire will be 
limited to matters of an· urgent nature that will.not. bear the delav -incident to 
the· Iii ails. The mails shall be used for all corr~spondence that wlll not suffer 
by dela~'· ) 

. b. The transmission by wire of messages or notes free of charges for friei1ds 
' arid acquaintances of operators .or•other employees is prohibited:· 

_63. Office hours.-a-: ~\.t offices .. ·where· there are two. or more operators. on 
duty, meal hours will be arranged so that a sufficient-force shall· be on duty at 
all times; · ' i · ' . 

b. At offices where there are two or Il!Ore'operators 9ri duty the hours of duty 
will be so arranged that; under ordinary 'circumstances, seven hours shall con
stitute a day's work for each man. · • 
,. c, A reduction of one-half lhour will be. arranged for night work. . \Vhen 'nec
essary, these hours·of du'ty wilf be extended to meet .the demands of the service: ' 

cl. On Sundays and· holidays the h6~rs of. duty will be oreduced whet1 prac .. 
ticable. 
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64. In~trume:hts:and b~tteries.~a.· Before closi~g an office temporarily, .~r 
for the night, its instruments will be· cut out, care being taken that the circuit 
through the switch 9r crit-off .is complete. 

b. The inside of magnet bars ~n relays and the underside of sanie on sounders 
as well as the ends of iron magnet. c9res, should be examined frequently and th~ 
rust which forms removed. . . 

c. Switchboard plugs and plug holes· should be kept bright an~f clean at· all · 
times so as to insure. good connectioits. s'witchboardS' shoulci be ·watched very 
closely in moist climates, as the copper strips that connect on the back of the 
board corrode, and this co~ros~on forn{S a mineral .solution by the chen1ical 
action of the air wh~ch impregnates the woodwork and is deposited therein as 
metallic copper, which causes.more or less of a.cross between the strips. Cases 
_ha:v.~ occurred where the efficiency of the line was badly impaired from- this 
cause. When such a case in a switchboard appears it should be reported to ti1e 

_ officer in charge 'for. replacement or repair, as the case may :require. .. .. 
,.-· d. The lightning arresters should be kept. clean and free from dirt or mbisture . 
.. and will invariably· be .examined after·a thunderstorm. · · . 

,:ll . e. No battery will be permitted to freeze, for while frozmi the current is· very 
,, mu<;l~ impaired qr altpgether susriendecl. . Fieat. being' a prom~ter of chemical 

action, a battery. while warm works most. vigorously ... Batteries .should be kept 
in ·a cool, clean, and 1dry place. (See Signal ·Corps Training pamphlets Nos. 7 
and 8 for adclitional.inforn1ation relative· to batterie·s·.) 

65. Testing ipstruments.-'\.Vlwn ·the importance .. of the office justifies, 
mem1s will be provided for making regular tests of the electrical condition of the 
lines. Reports of· the tests will be sent to the officer in charge :of the' sy~tein. 
Detailed instructions for making these 1'eports' will lie given on the blank' form 
provided for that.riurpose.' Instructions for making tests may be. found in ,Signal 
Corps Manual. No. 3. , 

66. Special sign;ls arid abbreviations.-a. The following special signals are 
authorized: · · 

1. Wait a moment. 
4. Stai·t ·me, or, where. 
5. Have you . anything for me? 
7. Message for you. 
9. Important military message, give 

way. 
13. Do you. understand? 

18. What is the ·matter? 
·25. Busy ·on· other wires. 
_27. ,Adjust your magnet.. 0 

30 .or N. M .. Circuit. closed or no more. 
44. Answer ·quick/· 
73. Accept compliments: · 
92. Deliver (eel). , 

Operators will in.all cases give way f~r sjgn;l 9; antl for "wire." 
b. The followin.g abbreviations' are Fit_~----Filing .time. . . 

authorized: :B'm ______ From or originating poii1t. 
Ahr_

7 
____ Another. G. A ______ Go ahead.· 

Am; ______ Answer. . G. _E ___ · ___ Gooc1 evei1ing. 
Blac]{ ______ .Full rate telegram. G. M ______ Good morning. 
Blue.:. __ .:. __ :Day letter; "' G. N----~-Good night. 
Cable ______ Cable message. Govt__~ ___ Government. 
Ck ______ Check. ~.- · G. S. A~~---- Give some a~swer. 
Coll ______ Collect. Ho _____ ~Hour of signature: · 
Cy:. _____ Copy. Msg.:.·_:..:.:.:Message. 
D.·H-----~Deaclliead. . N. l\1 __ · __ _:~No more: . 
D.P. R------J?HY press rate. N. ·r.' R~~~~~~Nlght' press r~1te. 

1 • 
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N. L __ .:_ ___ Night letter. 
Nite ____ ~_Night message. 

R. P ______ Heply paid. 

0. B ______ Official business. 
0. K ______ All rigli't. 

' Sg~-----Signature. 
Svc ______ service message or service 

,opr ______ Operator. . 
Our ______ Our message date. 
Qk.:.. _____ Quick. 

department. 
Sgd--~---Signecl. 
WcL __ _: __ Word. 

W o------Who. 
Radio--~---Radio message. Yr ______ Your message date .. 

67. Te.legraph alphabet.-

~forse. Continental. , 

a. Letters: 
A ........... ~· ................... . 
B .......•........................ 
C ........................ • ......... . 
D ................................. . 
E ... - ... ·-·.--- .... -· .. ·- ...... - .. 
F .......... : ..................... . 
G.-.- ........................... . 
H._-_ ................ : ........... . 
I.- .. - .... -.· .. - .. - ............ --.-. 
J ................................ . 
K ............... . r. .. ..... ·., .... . 
L ........................ · .......... -
M ... · .. ,.· ........................ . 
N .... _._ ................ : . ...... -.. 

\ ~ ~ _· .·. ·_:::::: :: :·:::::::::: :':::::::: 
Q .... · ........................... . 

:.-~:::::::::::::::::::::·:::::::>:: 
T ................................ . 
U ...... :·.· .................... : ... . 
V ........................... · .... . 

L.i•·•••• ---·•••••·••-•••••·••• 'b. :zfu;.;e;~l~:- · · · · · · · · · · ·- · ·- · · · ·- · ·- · · · 
1 . . . . 

'2::: :::::::::::::::::::::::::::::: 
3.-.-- .. '.-:.-.- .. --.- .. -----.--.-

. 4 .. -- .. -- .. --.- .. --.-.-. : . .. ! - .. -. 

'5.- ..................... L ......... . 

{:: :::::::::::::::::::::::::::::: ----. 

t:: :::::: :·:::::::::: :,: :-:·::::::::: 
. c. Punctuations: 

Period.c ............ · ... · ... ! ........ ------
Colon ...... ; ........................ ___ _ 
Semicolon ......... _ .... ;: ...... , .. 
Interrogation ..... , ............. '. . . ____ _ 

. Exclamation ........ : ........... _ .. ___ _ 
Fraction line ............ :.-... · .... · .. 
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Morse. ContinentaL 

c. Punctuations-Continued. 
Dash .......... ~ ......... : ........ . 
Hyphen .... -....................... . 
Pound sterling .......... _. ......... . 
Capitalized letter .... _ ........... .. 
Colon followed by, quot~tion ........ . 
Dollar mark ............ _ ........ .. 
Decimal point ........... : . ...... . 
Comma .........•.................. 
Paragraph ........................ . 
Underline (begin) .......... _ .... .. 
Underline (end) ........... _., ..... . 
Parenthesis (begin).' ............. · .. 
Parenthesis (end) ..... _, ........... . 
Quotation marks (begin)_ ......... . 
Quotation marks (e11d) ..... _ ....... . 
Quotation within a quotation (begin). 
Quotation within a quotation (end) .. 
Apostrophe ................. _ .... _ 
Shilling mark .................... . 
Final signal 
Footnote (begin) ................. . 
Footnote (end) .. : ................. . 

----- ·~· 

-- _. -- -!-
Spell "dot". __ , __ 

68. Service niessages.-a. Service messages will be giYen preference in every 
instance. 

b. No service message shall be delayed for any cause whlttever; nor shall any 
office decline to furnish promptly and explicitly information called for in any 
received service message. Such requests and replies should, however, be as 
b_rief as possible. 

c. Copies of such service messages .as appear to have been improperly sent 
will be referred to the officer in charge of the system for inspection. 

d. A reply to a service message must in all cases be addressed to the office 
from which the message is received. Failure to observe t)lis·manner of corre-
spondence may cause delay and annoyance. 1 

Example: If an office receives a 'service message from New York signed 
"Service," the reply to such service must be addressed "Service, ·New York." 

e. ·whenever services are sent or received, a record will be made on the back 
, of the message to which they refer by all offices concerned ; the date and 1iame 

of the office" serviced will be indicated. 
f, Whenever a service is amended and forwarded, the word "amendecl" will 

be inserted after "svc." in the check. _ 
u.' Service messages employed for the purpose of discovering errors or that 

contain the message number given .the message in question will be cmi1pared 
with the' file copy at each relay office. If no error be disclosed, the number of' 
the message· referred to in the service message will be changed ·at each relay 
office to agree with that Of the next relaying point' or other telegraph office to 
which tlie message is to be sent. If ~n error is discovered, however, the seryice 
~essage 'viii be stopped and reply made to' the inquiring office. 

'r 
I 
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. 68-69. SIGNAL CORPS. 

. Example No.'l: 

:·(Message· from Noi11e to Seattle.) 
5.Si 5 

. JoHN DpE, Se'attle ~ 
Abbey Icicle F1:ri~k Bruc]ley G:allery. 

·RicHAm) RoE. 
(1) If, tipon delivery. of the· message, the addressee clainis an error _in the 

last word, Seattle would send the following service : 
Exampie No. 2: · · 

No'l.m. 
'Yr. 5/7/8/,Doe fifth Gallery. 

:· (2)· The first figure in the service denotes the number· of the message to 
S~att~~.; p1_e se_con~l figure ti1e date of filing; and the third figure the dnt~ of 
sending to Seattle.. ' · · · · 

\ ' ' (3) Sitka compares the service with his'tape copy and if no error be: uppar- · 
, ent' he ainends the service by . cliahging t.he number oniy and forwards it to 

Valdez. · 
Example No. 3: 

NOME. 

. Yr 3/7/8/ Doe fifth Gallery. 
SEAT'nE 8. 

.... ( 4) If there be no erroi· at Valdez, the service ,,.ill be amended as per ·exam
ple.No. 3 and forwarded to the next relay office. It. will be observed that the 
ti~·st number in the body of the service must be ch.ang~d at eacl~ relay office so 
that no delay will occur in locating . .the message. 
' . (5), The rflay ofi,ice first discovering the error will stop the ·service and reply 
as follows, supposing Valdez s~opped the service, as the word in question reads 
Galley in his copy. · · 

Example No. 4,: 
SEATTLE •. 

'Noine's 7/8 :poe' Galley. 

i VAL))EZ s. 
h. If an error be disclosed upon the. receipt of a reply to a service message, 

t.he office making the inquiry will start a letter trncer for .. the purpose of plac
ing_the responsibility for the error. 

69. · Service mess~ge. code.-'-· 

Codeword. 'Meaning. 

Cancel, ......... Cancel and-file ..... ,, ..... : .. Our 41; New York (date), Briggs, 
_sgd Hooper, cancel. : , . :. 

Colaft.. ... : . .... Collect there; addressee out .' Yr 12 (date), N!'nv York; Jones, sgd 
.,, ·. J of town. · · Frank,-Colaft. · : 
Collect.. ...... '.. Collect there; payment re- ·Yr, 75, Chicago (date), Weld, sgd 

· fused. Patterson, collect. . . . , . 
C<:>lunk ...... :... Collect therEO; add:r:essee un- Yr 31, Buffalo (date), Henry W. 
· I k:iwwn. ' I Gerrish, 21 Monmouth Street, East 

. - · . · Boston, sgd Gerrish, colunk. 
Did ............ --[ D?livered 0. K ...... : ....... Yrs 117 of 31st, Wilson, did. 
D. F. S ........... Disregard former service..... · 
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69. :Service message code-Continued. 

. ' Code word. 

Dup ............ . 

G.B. A ........•. 

Gone .......... . 

H. A .... : ...... 

Meaning .. 

Duplicate quickly from orig
inal; word not understood.· 

Give· better address. Un
known at address given. 

' Not in. directory. 
Addressee is said to have 

left for .... (city). 
Hurry answer ....... · ...... : 

H. C ........ -.-... Hurry press\check .......... . 
Locked ......... •. Place closed. Will deliver 

soon as open. 

Missing ......... :· Missing number; describe.' .. 
Moved.: .. : ..... Address8e .has moved from 

Notoad ........ '.· 

N. S. A ..... : .. .. 
Ornord ....... .. 

R. F. 0 ........ .. 

s: 0. s '- ....... . 
s. Y. s .......... . 
Try., ......... .. 

Undeld ........ -'. 

;Unkn ........ .. 

address given. . Pres~nt 
local address unknown. 

No {telephone}office. advise 
telegraph ' 

disposition. 
No such address ....... : ... . 
Onginal not received .. 

Have delivered duplicate 
with explanation.' Please 
trace. · · 

Repeat from ·original. Mes-
sage not understood. . 

See our service ........ .-·.· .. 
See your service .... : . ..... . 
See your (insert number of 

service message). 
Try to deliver it. · . 
Undelivered. · Addressee 

said .to have left. . 
Addressee is not known ..... 

Unclaimed., .... Returned by (hotel); ad
dr(,ssee failed to call for. 

I 
1 NOt to he used in radio WJrk. 

SECTJO~ IV. 

,·Exuillplc. 

Yr ~1, Armour (date) tenth, Abl1~~ • 
dup. . · , · · 

Yr 94, N.Y. (date),_Wm. Newcomb, 
31 Broad Street, sgd Foss, G. B. A. 
' , .. 

)"r 25 (date), smith, sgd Jones, gone 
Denver. · · 

Our 83 (date), Price, McCormick, sgd 
Jones, H. A: ·' 

Transcript 30th, H .. C. 
Yr 94, Hartford (date), Conkling, sgd 

Franch, locked. · · · 
(Service messages reporting nondec 

livery to business houses ttJat ar~ 
closed for the day are unnecesc 

. sary.) · · 
Yr.16 (date), missing. · 
Yr 32 (date), Brown, sgd. Thomp~ 

son, moved. , 

Yr 90 (date), Qhicago, S\\rift, Bos
ton, sgd Swift, ornord. 

Yr 204· (date), Boston, Smith, sgd. 
Henry, .R. F. 0., 

' ' 
Yr 42·(date), try 37 South Street. 

Yr 38, St. L~uis (date), F. H.' Web-
ster, 'sgd J am'es'; undeld. . 

Yr 73 (date), H. A. Small, 245 
. Tenth St,;'sgd Will, unkn. · . 
Yr 5 (date) Buffalo, Kirk (hotel), sgd 

Hoff, unclaimed. \ . . 

DI~LIVID!lY Dl'JPARTJ\IENT. 
· Paragraph. 

Preparation· for delivery--·---'--~------: ____ . ________________ ..:________________ 70 
Messages addressed to more than one person:_. ____ ·-~----------~---'------------ . 71 
l\Iessages requiring ·~ns\~Cl'ffi--'-~----- -~------- ---------------~-----------'------ , 72 
Messages not to be delivered to unauthorized personll--------------------------· 73 
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Nondelivery of messages __________ :_ _________________ -.----.--.-----------~---- 76 
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70. Preparation for delivery.-a. To. permit ready reference, number each 
message consecutively for delivery in the order received, commenci~g with N~. 1 
each day. The wire number should be used for this purpose at all offi~es wlnch 
l1andle less than 100 deliveries a day. ' · . 

b; Eacll message for delivel'Y will be numbered, copied, and inclosed in the 
proper envelope, which will be sealed and _plainly addressed. . . 

c. Messages received.for delivery will be entered on the delivery sheet, Form 
136 in the order of their receipt.. ' . 
· a. Instructions. from the ~ending office in regard to the delivery of a message 
should be ·carefully observed. If the address on the message received be at 
~ariance with that .registered in the book of addresses, the address of more 
recent elate will be tried first. r . . ' 

71. Messages addressed tq more than 'one person.-:-When ri. message ad
.dressed, for example, to ".A/,' or '·' B'" )s receiYed, it will be delivered to either 
one· or the other of the addressees. (See paragraph 45.) It should not be 
delivered to both addressees. 

72. Messages requiring answers.-a, Delivery clerks will observe the ch~cks 
of all messages for: delivery a{\cl plainly write the. words "Answer requested "_ 
upon the envelope of each message_ b~aring the Jetter "X" in the check. 'l'he 
messen«er will be instructed· to make diligent effort to obtairi such answer. 
Should o he fail to obtain it, he will be ~specially careful.to rep_ort the reason 
to the delivery clerk. (See paragraph 28.) · ' · 

IJ. Messengers will in all cases be supplied: with ·the proper blanks on whi<;h 
-·answers· .can be written. They must always_ ask the person to whom any, 
message is delivered if he wishes to send an answer'. -

73. Messages not to be delivered. to unauthorized persons.-A message 
must not be left with a janitor or porter ·of a- building for uelivery by him, 
nor be slipped under a door, nor left in a letter box, unless the addressee has 
filed a written request for such delivery. 

74. Messengers to obtain receipts.~a. A -messenger will ob_tain a receipt 
•on the delivery sheet .fqr e!lch message delivered, which receipt will include 
the .~arne of tlie person to whom delivery is made and the time of delivery. 
'initials only will not be· accepted. A messenger will in . no case receipt for 
-an addressee except when the addressee has _authorized in writing_ such action 
or when the niessages are to be maileu. In the latter case the time of mailing 
will be indicated ·and· the messenger's full name indorsed on the d~livery 
sheet. " These messages will be put in the post office and not dropped in street 
o~ .~ffice letter ·boxes. Request for return after a given time. shoulu be indorsed 
on the envelope of all messages mailed. 

IJ. Messages delivered by messenger to a connecting line will be treated, 
the same as• if delivered to an addressee. 

75. Messages delivered by telephone.-a. Messages delivered by telephope 
will b~ entered on a delivery sheet and the time, name of person receiving t~e 
message over the telephone, and name of clerk transmitting the messag!'!, 
with the word: "telephoned," wilL be indorsed in the proper place on 'the delivery 
~sheet. The message will be held for future delivery by messenger ·or by mail. 
·If the addressee should call for 'the message in person he will be required to 

· sign his name immediately under that of the person who received the message 
'·over the telephone. If such delivery be at a later date, the ~;Iat~ of delivery 
. will be indicated. 
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u: The utmost care should be taken in telephoning messages., Before. sending 
'the inessage; ' ascertain the name. of the person~ at the recei-ver, and 'nevE(r 
-send· the niessage to any person other than the addressee ex·cept when 
requested to do io by the addressee: Upon completion Of the transmission, J:he 
·message should be repeateu back to make certain that no errors have occurr-ed. 

76. Nondelivery of messages.-Wheri a message can J;~Ot be delivered be· 
·cau~e Of wrong or ina!lequate address, or because the· addressee is not known, 
or for ·any other reason, a record of the facts will be made upon"the envelope 

. of the umlelivereu message, and the sending office will be promptly notified by 
>telegraph of the nondelivery; the servic(_) message giving such notice ·will -con

·tain the date, acluress of the message as received, and the reason for the failure 
of delivery. On receipt of such notice the sending office will compare addresses 

· t!nd will correct by telegraph any error that may be· found. Pending the cor
- ·resp-ondence as to ",better address" the receiving office will mail a postal card 

notification (Form 137-A),. indorse on back of envelope the date of mailing 
:such notice, also. the date of the notification to the sending office. Should the 
'post'al card be returned by the Post Office Department it \vill be securely 
·attached to the· message and filed for record. If the delivery be accomplished 
at a subsequent date, the sending office will be notified by b1:ief_ service message. 

~77. Notice· to· addressee o{ undelivered messages.-0:. When a message can 
not be delivered because the addressee's place- of business or: residence. is 
closed, or because no authorized persons can be found to receive the message, 
-the messenger will'leave a notice (Form 137.,--B) at the place of address .. ·The 
·undelivered· message. will then be returned to the office, with the .reason for 
nondelivery indorsed upon the envelope, and will be delivered as early there-

. after as ·possible. Should subsequent efforts to. accomplish delivery ,result 
in failure, a notice will be left each time as an evidence of the fact that 
proper effort was made to make delivery. The stubs of Form 137-B will. be 
preserved. If the addr~ssee be reported to have· left town, a notice on Form 
137-B will, nevertheless, be left at the place addressed.·. A postal card .notice 
will also be mailed. 'l'his. is to insure delivery in case the addressee ~·eturns un-

. expectedly or. at a. subsequent date. 

. b. If the addressee calls for the message while in the hands .of t,he messenger, 
or if for some reason at a later date applies for a copy of the mess·age, he may, 
if known or prop~rly' identified, be permitted to see th~ retained copy and, 
if he desires, make a copy thereof, but a receiving blank will under no cir
cumstances be furnished, nor will a second copy be made on a receiving blank 
by anyone connecteu with the service. Receipts will be· taken for messages 

·delivered ·in this manner. 
78. Messengers' books t~ be examined.-'-The delivery clerk will examijle 

the delivery sheets of messengers on their return from each service, and at the 
·close of the day, to see ti1at correct delivery has _b-een made and that· all proper 
·-notifications have been given. . r 

·79. co'rrection of errors. --a. If, after the delivery of a: message, the ad~ 
dressee claims that an error has been made ·by the telegraph, the operator in 

. charge will, by service messag:e 'to the sending- office, ask for a duplicate of so 
·much· thereof as may be necessary. The result of the duplicate, even though 
no error be disClosed, will be com~unicated to the addressee. 

b. Upon, receipt' of a serv,ice·. message requesting repetition of. a message, or 
·any pal:t thereof; the sender ·should be consulted if possible, with· a view to 
· confirm.ation or ·con'ection. 
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o. If for. any ·rea~on a n1anifest error in a· message can. not be immediately 
corrected -it ,:vm be delivered with the words "Delivered _subject to correction ';' 
plainly indorsed after .the check, indicating the cause for such deltyery, :;;uch as 
\vrong check or omission of some portion· of the message. , Wlien a correcte<l 
copy shall luive been. obtained it will be marked "Corrected copy" and de-

. livered to· the addressee. · 
80. Fil~ng. away l,lles~ages.-a. Care will be taken in pi·eserying a~d filing 

away me:;;sages sent. and receivedt ·They will be filed daily in n wrapper or 
other satisfactory filing devic~. .' 

b. At the·close of business each day the messages will be sorted and arranged 
· alphabetically in respect to stations. A,ll messages sent to or received from' 

each .station will be kept together in the· order named. 
c. A message which from any cause has failecl of delivery will be filed witll 

other business ;'it wnlnot be destroyell because of that or other reasop, nor 
will a request to that. effect be complied with.• 

81. Destruction of messages.-Copies of all message(> and cable tape sent in 
plain language\·will be destroyed by fire when one·week old. Code and cipher 
messages will be similarly de~troyed ·from \vee!;: to -w~ek ~s they become three 
_months-.. old. The destruction should be .wit}lessell by .the assi'Stant operator ip 
charge, who will certify. to the fact that he so witnessed 'the. destruction. 'J'he 

·certificate will state the period covered -by the messages ·llest~oyed and ,;m then 
be se~¢t to the officer in charge of the section ot· officer. in charge of the system, 
as the case may be. This rule does not apply to commercial telegrams, _which 

·.will be disposed of in accordance with arrangement made _with the local tele
.graph con'lpanies. 
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. l\IISCFJLLANEOUS. 
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82. Obligations not to.be incurred.-Operators are .prohibited from cont'ract-
ing debts or obligations 011 account of the Governme~1t except wl1en nuthciriz~d 

. to tlo· so by competent authority. . - · 
-. 83. Economy in us'e of supplies.-a. Qperators and other employees ·are ex

pected and requireLl to pre''~nt loss. aml waste of fif:ltionery,oifice suppl-ieR, line
repair material; fnel, oil, etc. Public property and labor will not be clivertell to 

. any use whatsoever not aut\lQrizetl by the reglJlatious of the service. , 
b. The use of instruments, battery, line material; etc.;· for ·any purpose uot 

. directly· connected with the operation a_nd maintenan~e of ,the military tel.egraph 
lines is expressly forbidden. 

84 .. Care of:typewriters.-a. 'l'he typewriters _fur_nish~d ;by ~h~ Sign~l Corp:; 
-are of standard manufacture. and therefore expeiJsiv,e .. "\Vith ·pro pet· care they 
should lnst :(ot·,mnny ;rears.' The lac~ of oil or its. pr_ofiur~:i}.l~e is perhaps the 
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cause of n1ore nnser~·iceable tn)ewriters than any other. · The machines should 
be cleaned and oiled daily, the Yery slightest application of ·oil being all that 
is required. A .woolen cloth slightly oiled is the best fabric for polishing the 
-parts and -preYenting rust. . 

IJ. In adjusting, the tension; it should ]Je remembered that the lighter the 
terision·the longer the life of the machine, andlil{ewise the less strength r,equired 
to operate .. A light, even, and regular touch should be practiced. 'The books 
of in'struction furnished by the various.manufncturers pf the typewrit!')ys ~Jwulcl 
be carefully:reaLl ancl the information contailietl therein. put into practical use. 

85. Blank forms.-a .. Bla~k forms in ample quantities will be furnished, each 
station annually or as needed, depending lll)On ex~sting conditions, on requisition. 

. b. As new forms are added or old ones discontinued, the printed schedule 
(Form No. G7) of these forms should be corrected accordingly:· Obsolete forms 
should be destroyed. 

c. Operators in charge will be held responsible for the proper· supply of .their 
stations. A deficit or surplus· will be promptly reported to the officer in charge. 

tl. 'l'he printed forms ,;,m be used onl~· for the purpose for whicli they are 
designed .. Under rio circumstances will a receiving blank or message envelope 
be furnished except in the proper delivery of messages. 

86. Stationery.-a .. An allowance of stationery will be supplied .anmially by ' 
the Signal Corps to each telegraph office not located at--military posts. Offices 
'at militaQ· posts will obtain the necessary stationery from the post quarter

ma~tet·. 
b. Operators in charge will be held responsible for the proper supply of their 

stations. . , 
87. Repairs to interruptions.-a. Repairs will be made tiS soon a~ practi

cable by the repair man on duty at the station nearest the interruption. 
b. The operator in charge of a station will not be required to make repairs 

except when the other men are incapacitated. He will, however, assist the 
linemen ill every possible manner. (See paragraph 59.) . . 

88. General repairs.-General repairs and betterment work will be made as 
occasion demands. Provisions should be n1ade sufficiently in advance to have 
all material on the ground and properly assembled before the detail leaves the 

station.-
89. Monthly reports.-a. A monthly report of messages will be rendered on 

the back of Form 105, modified to meet local conditions. One copy of the 
report will be forwarded to the Signal Officer in charge of the system and one 
copy retained at the station. 

b. Operato~s in charge of detached sections will also render a monthly line 
report covering. the conditions and operations of the offices and lines on their 

- sections, including informatiQn as to general repairs made, ''vith appropriate 
1'ecommendations for continuing the line in an efficient state of operation. 

90. Offices temporarily closed.-If for any· reason it becomes necessary -to 
close an office temporarily, a notice will be posted giving date, time of closing, 
and probable time of reopening.' _ . . ,. · 
· 91. Radio stations part of system.-All radio stations maintained and oper-

" ated by the Signal Corps are considered a part of the military telegraph _system 
of the department, corps area, army, or other tactical unit in which they may 

·t)e located or assigned. 
92. Settlement of other line bills at military posts.-·a. The following from 

the tariff bool's of the' commercial companies is published for the information 
ancl guidance of all concerned: r' 
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·".\Ve are a(ivisell by the Chief Signal Officer-of the .Army that in some· cases 
Signal Corps men at military po~ts in the United States have been delinquen't 
in rendering their returns to the telegraph companies and that some managers 
lmve 'permitted ~ignal Corps men to del~Y. for months the settlement of thei~· 
telegraph accounts. The Chief Signal Officei· of the Arniy requests that all 
managers requrre accounts of the Signal Corps for. the preceding month to be 
settled not later than the 5th day of each month, and if si.1ch accounts have not 
been· settled with the telegraph company on or before that· date, the officer in 
charge of the system hi which the. Signal' Corps men serve be notified on the 

_.6th day of each montl). by telegraph of such fniiure on the part of the Signal 
Corps ·m(m to settle their telegraph accomits." 
•· b. Managers dealing with Signal Corps men should act in accordance with 

these instructions. 
[300.33, A. G. 0.] 

BY ,ORDER OF 'l'HE SECRETARY OF: ~VAll:. . . 

0FFICI.A.T;: 

P. C. HAlWIS, , 
Tl~e- £1d j·u.ta.nt G cneral: 

''·.'. 

I • 
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ARMY REGULATIONS} 
No. 105--25 , 

WAR_ DEPAR'l'MENT, 
ll ?.•JHJ:-J!?. W ABHINGTON-; September 1, 193f_ 

;: 
r. 
i 

OIGAH ffi_7A .r'\J:{J.') t:--,\ / r;-r;~;, r-I'.T'~ r,r.-1 ~;·~;J ~() ~Xf!"T~'f)If'Td:·:.S: 
. SIGNAL CORPS ·· 

' ' TELEGlt, :A:PH; -cABLE, AND. RADio· SERVICEr':' :•~u_ ?:~·:-:-
··-·-- --.--- ;··-'·,l·:- 1~r~., l.~lrd.'l,tt":.:f, 

: ~: ~~-~~~: :~====~~=~\~-=~=--~--==:,ir .. ~,:;:,-~ .. :~;,.; ;;~~ ·;;!~;~;~·.;,:.;~; ';·:~-~-:P~~:i~~i~o 
\ '.. . 

t:SEdrro~o'l~gSupezyiSion .!ll~t.'!:'l::.f_J_:.r.!.t.!::!.£tl;l:~.D!U..:.:::.:!"?~1?hQ.dtrrr~~Bi.t_t'f~~li .?1--8 
eel IJirro•II.IiRestrictiotis" <>Il.~.usei _ ofo-~elegraph~<ca ble;:rai;ld !ril.aio~!f.Y!._~!cH:! ~P¥-7 

III. Codes anq ciph~rs ______________ t .. -u~.!!!.!._'l!l•l\!'}_~!f:L.!!.U.':!t:.!~·r!1s:;,u 
m~7 1si:IY~r.Instructions1 to ·IWriters:.•l.o':.::-:J.:if!. __ L-.:o?"-'.!f::.:l:..11.:r:l~h __ b:r!L.fl1~:6 12-18 
"tO ,R't9':JiJ~C ~;liib!IflH!f~ Y) t?j i~\'l~;t_r; 1 t.:fJ.r i 'T() :~!:lr~) "~{C!~0~-'~{q_j'_ t;d .~11~,~.: ~;d jnf! 

: ·r_i{·rf'tr-tu.c\ ?.Vi~·tlr'-'1 ·iJq,,··~! ·~·o<t l:p~tr.r-.:..i:rorHL_J; fHl~, .. ._r~~ ~tsf .JI'I . 

. t=.'[ll01j io- r.r~a!n!".:(_{O 'i0 ::-;;-rnc;i!--.T~··!SE'OfiO:Nnl' f'.t "J.ri;_r~·n cr•.1ii.P._ca·Iol:n;: ·{ ~) 
'•fJr..'!l RJttsZ:Ui1~fJY.9 ·w ·"''::··~'::t\r'l- ,:::oiin•,f:Ln1 ~:f!Hn.r;~c,·~ ;dlr.;:;;H f~) 

· . .;-:'li SUPERVISION:!r.:r "''iJ:J<:••r,.J::- r.:i 
~rriti;!~~·r a'Ht:lnru 'r'niw~ i :::'lilja -:\" .;w:tu·:•;q;) 'f.'!ll!ili'rl no urolulq0 IWaragraph 

·:::~~~~:t:!~~~;;1J~J~~ii;;;~~~±;~;~;~~~;;2~;;:~;~~~~~;~;;;~~~-~==== ,. ! 
·~tl.'l):i!;!f'J:il.llf mr;{q iii 3:1£)'1 S!i ~IHi !Il'<{ :,H£7lf)!!OI <>r'J 'glll!tl.CHIO~ i:.Sh!>1J:[j·l\i .C1 

1. General.-The supervision of t~legraph, cable, and radio service ~Qr~,9J.~ 
,~1.? i~~llJ.§Ja~;.!Jia.~s._,9,~~ttP~t~e ex~~P.t0~fopi,.t!!~d9s~sqi~~~n.l'Q~- c:orips area 
commanders, is a function of_ the Sigrl~l.t9.R!'Jl~;r·:;:i n~ "l:>li:':<:arw:> 

I 1;i ~·l, ~r.Ef~!}g~ •• Cr!l;t~~.s,:--:-;Mfi!S_fll_g~r1B~~ ~~~··,aJ;'~, 1!?-.'}Ml~!n~n!l.l:.v ti.J.~!I!W ar; ;Depart
ment, at each corps area headquarter~£\fJlll;d,-,~t,hlOtA¥r.t{Pf?JI.lY:::t~hen necessary. 
¢~~Yr:~re;,~:;tn~~~ ~~t_p ~e,~~ip_~,.tsa~~mts.f!i!JnoJa~<b<l~liv;e.I"Y.JiQf 1!!1 qi~patches 
received or sent by telegraph, -cable;·. ra~o, qr other specilib:W.?ans at their ' . 
,~J12\II!}•. ,:6!\t:~~~re,, a~o ,cAarg~l:l 1 'Yi~ JC.~!l~q%rJ\P,pjng'J.!!-!JP IJ!~!'YP~9g;mphing 
such _official dispatches as must --~~.J~~r!l!;l_!lm.t~t~d.;\n;tfry,pt,qgrl!ph!c fonn. They 
are !>~~~~z~J~¥.1 !i;Jl<!.ope~~\k.~p<;j-Jn'1t~.e <l~r~L~n·~Qf ·!1}\'lr~ni~~-r,S~gll~l ,O_fficer for 
-~~1 'Y!!-f;1:I)2)?a':;tffiE:!Bh .ru.td'i!Jf $t_AEi · ~i!ffil\~ . ~fl}R_e,r ~!-t!J."l-:;ll~ag_!l~a.r~x:_~ -'a,tr _ ot.her 
P.~.c~~·:'YI".£9.s 'WH.,~~i~e,,•W~-:.!·~,e~t r.~.Y\lqllb!~:- ~el!-.~J;f.g,:.,\-AJZ{ll!!l.mie:siow )!~d~r 
gen~ral instructlo,WJ.,?( ~~ .~9ljl!IJJ,\l!Ht\:.Cg ,_p~~~!:·<nl{trrR !!li ri'iin·)-r.[:> ~,;fJr;'i I<->"F·o 

1r .~~ ~QYOffi¥H~,,~~~¥n~~-.~!!P .. ~~~¥~S.·-=i79~) ~~~s.af5l1,Cl~~!~JZS:t!lt:elcl;larg~~ with 
directing traffic so that the greatest economy is i~ured :~e,:<:}qvernment eon-

-~is.~~J~,'rij.lB-0J.>f.OiflJ.>t .• ~~~J,i;y~rrn<?f1p~~llil.!£P~~·1;r~J ~NS\~H.1r.~~~.art.C!rN.~:v;--Y ·radio 
~WBl!Lni-SlH0Hi ~~~ll:P51~.-'S~iN·a~·e.< ~~l,i,~-" 'YRm!~,Y~T:-!P-1\~!!~!~~llJ~-- t.tJ1 , r.·- . 

-J~!!tl IR, il.~i,<:.S!fH_gjt!)~.iH~JS?£ PJ?!n,~.-~f;lch <-~~1?-PU>e",~;~~i:P.J:d.: bf;,-JJL<!lo,, (:U~atches 
.~o~.\~1 ~~ · ~!ll!.'ll,d 1~~>. l~(l,se?,J8r r.c:;ow~,.;~·,sia;\1tl':ir~ ~m.9l\th.~ )n~J!!i~.st pr~cticable 
point in t~~s~~%O¥.'},e~:,·r9w:n,m~r~,i?-l'!.H¥~!!;fl"9.Lhe ~~~e~h<t.~!Y, 'flWl, transmission 

,b_y, rJ~~i<?J?r;~~x~rp.wrnt-p~'RI'i~ ~!'!,!!~1 W,llR.t-flew..ml?L~, o,r,i:nr..,.a<;t:!£~Rle .. i ~-lJ'ln~yer 
two ,o~ more commercial telegraph co~p~Hl.~ .;._H~Ha._c~-~~\Q.~~>i d.~~P.aJclwslr~Jl}-
1~1._<l~l)"~r:~~~:-~~ 1.th,l:(1 ~~or~w.a,nr.,, ~R1fg,, ,;y~,n •. trfln!lmtt11~h,eP.J, .l!l:~ -t;~o~~Mhi!XIXEnse 
to the Government. . .~->l><r~(j;, ~011 "-'' <>- u·.-: 111 ;;;lct.t 1JJ.[f:l ·r.t:'~li:·:, -~·~ . 1 ;;:i~ .:.:!r'' 
7 -;_o. i&l!ftl(r.S. ~ CJ1'~"tez~urv!l!'t~~~a:u,es.;11 .~~-.iu~.4::r4Al!s~~~~'~il! nghl[e !lent 
,~!lltl1}'i~tCP!}, ,~_pe"nr a..- ,_l~Ft.~~:~-)f.g~, ,~er.y~eirP~~-~ _B~II}e.J.j;).-grv~.9p,.dr~.a: .iday rq.~§~~ge 
~fle~r.a,; nH~~-~~;¥!~~~¥~u~H! ,!!e~~! !J\ll:'1:,ai:f!t:lYi .!~t~S!:w}WJ?.- ~J~ight.s~~t,tg.r .,wm 
serve. In determining the form of dispatch to use, due consiqeration w_il.l;!J!l 

gj.Y~flh.t~~~ <W'fet~'ifu;~'t , ~.iW\') _l;>,e~:W_EJ!'ln~ the J(W,.~ ,C!t ·P!-"J~?;!9 ~J>ld.lfu.e ~\Ot:!_~;,Of) · !'~~ipt. 
1·'·~'1 ,... .. ~-) •--:f 't"':'!"f"lO flP. ..... rtHlfl~alNff\!) I•1•14Cf•·~.} ,!U -;;;l; h·~-:-fb~~.?.: 

0 This pamphlet sup&r~~ecles Alt -101>-211; . Deoember 28,' 1928, molUding\-~S; Novemb~ 

18, 19.119. [: \._ 

7932s·-s! 
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SIGNAL CORPS 

RESTRICTIONS ON USE OF TELEGRAPH 
8'1~N:!() Jl.A 'fWia ' 

f cm:OIT.AJUD;:;:R Y1£H.A 
l 0.£---GO! .o~ 

CAfiLE, AND RADIO 

Paragraph 

,~:;:{:::;~~~~~l~:~~J~;~~~~,~~,~~;~~::~-.~~~=:~ i 
C-!4. 1.Th~ll-~1!~~-a~thQ!'il1:~d-=Dispatches.J.>y._telegraph, rcable;r~OI'Jfradio·-.wHKoe 
jS!,)Dt Ql!1.LJ:Y.ll~l1iLt!l!! lct~~aJ:'91COflseqqents.upon'> transmissiorii!byt,~ail!:Would be 
JP,r~jm}!_cjgLt_o _ _t!)_~_pgblic_Jnter_est. ________________ a;:!Hiqb brrll B9bo0 .111 

8!-!'!;:: !'I.9!ti!>.itll.~L-Cli!lp_a.t_ches.=a._Dispatchesro0fnthej follo\v.ingt1'lcliafiicter will 
. not he sent by telegraph, cable, or radio, except to commanding officers, or 
under special authorization from p~ilitary authority: 

(1) Information relative to JIU[!J{~r.,~.;;;novements, or operation of troops. 
(2) Details regarding fortifications, armaments, or experiments made 

in connection witliCniilififfY.,<."affUirs. 
~:qmnH~<(3) Opinions on military operations or other military matters relating 
! ----------to.-anY--part--of--the--Army--or---other--command-·witll·-whi1cli9l'tJle 
s ---------individual· is·serving;-·octo-·aJry-a1:1xili!ffY. ~fO:rces;:--- Wl"JJn~~ 9 ;;ne89M 
8 b:··mspalcnes-coiifaiiiillg-the-Jolfo\v'iiii;-\vm-!loTlJ':i'8~~£"i~ t'l~{i:al~i.gb~~oo~ 
!:tltaiO'~ 9~lnsa olLn·I brw ,s1J£l'J ,.d'IJlTg'.lisj ~o noiainsqrm 9r:!'l"-JJJ'15£n.1.P • .r 
.c:;1n alJ(iD)\ iremiii'lf~f>a~ecbruili'enaat1oils;rr"alf) srdreiREfi\'fs8!0'f'r'<iel.\3gafbry' tYa'tu#e 

concerning an indivi'du'iil.l r:::ml8 srli io noti:)Iu:f.l: E ai ,?.'TSh.:Inmmoo 

.j"!JlfPG(2)l".iinvl'ib~tgofisrrtei\'diW. to.rrefl~t1~upoll'!<fifi?~'cnara~re'P m:gprotifssi&al 
-~~:aaassa nslJtan'Efifi~ofi!'altcin-ldiv'hlual?'Hll'wupfJ!!sd r:&-iP. aq10s wns ;tn ..Jr;sm 

,-c~r':;t:;c:.(3~ I:Resultr.'Jo"fLfsfla~unot1(;in7lilfry11l:i'nd1et!YS'e'ctro1! -'2'4w iN&ffoiar31J)ei!Hl~ 
·;:~J) ;tn pacsA'etJnbsqa 19JUO 'lo ,olfl!l-r ,sldit:> ,dqm;_;sbt yd in92 10 bsvL~1 
iJ::rii!g.:npf)lQ"Ac'ti'on [fiiJi:ennhpoii''P.g~neral 41ltirtlinaHi1i! caies"'IHvofviti'n- di'S'ffiiSJJ1 
..::;n'!: .LJ:'.Lo1 al-·IcotTfiiitffiientai'nl'aji.lenifennt'iar~. ;taum: BB P.3£btnq;aio ri:lbreo Lb.m: 
oo:oJ: :•s:)~5) IIirrtilli"'e'1Bf> w31- :f&rtJ:l.1-ea1\e'nedJeh'l.~rg'eBc~11,case~'UnC!&rt'lF ~bS've! r:m:. 
~!e;s.o Persoi~ali.:Iffi~ss~ges!Lt? Tbi{:'lf8e?cti1ig ff~ :t"6rhmpt'rtah't';;pef1~nai'7 meit
~sages WylloffiC'iaFp~rs'On'heFover AIH~·frrfiei.d if'ei~gfa~h,Ofilii.'dn w'1te", ail&7<fiei<Fali'il 
oversea radio circuits is a uthori¥e(J11Ppfovfil1ffi'ITSiJ'Cfi r£ts~itge~'lt:~mjattl Ill ~s!!s;J 

r!.t!77 D'(-l)C.'Do 9not !iifltei:'fere"i 1\VHI\~ G{n'ernfiielft'Il:h~sffieJ~•'t'Hw'Shc"te\1°}ove'f. s'Jch 
-i:W:.l :ln'>tllll.19cii~ui'f§t;·.f):'l:IJJ2P:i ai \tUOM~s Jt>c'li.ll91~ o!!S !J.:rit oa ~ill.ll'ij 1JJI11:>wlb 

olbm 1{2•)1:Ei'81nofH'cbntain 8b~l re1iue~t'~i·rt~oF'rtfatiiM1a'd\ii~,f"d¥0qUo'W:ThriS:9:be'f, 
. .J;ltiriillg1r~Ws'l:ocks~ bond§~t of'l)tfiitP ~uWtieS;r~1cede inot~'ry'Ptfffiisua-i 

a9~:>1~qalb ·~1cases7,d Me'Jsag~ssJ!dUt'fn1r1 t'0'>1£lr"ge'hY~t'tJ. i£rl 1i~Jl.'tlilltiili.}fft'e'i::? rfl'oGsi
"IaJ::>ih.s·Hr ''ii'e§8'0 (in'2luaffig f>actua~lCl()fClergDf'o 1 \)ur~,''l<lfJJ:I s'ell PstOflk~ 1J1nfds~0rfil· 
uoie;;!fJ1aiT£1j o"Hier sllcu'ri"tfes') !ifbJ!t'usltaiiy[:tifPcO'rfsi'C!'Jrecik:>:'i's Op~li'i'ieJl~:! ni jf!toq 
"9'fi!llF~M peMoiilfiJri~H:Hb') ~~vrc~~:fr6Gfl 8Ui-s'ell ~i:hW&lta'tfiiP't~f'~hilll.t'ill-"a'f' t'ffe 
!pi:>ihf.''iff)~iit:r~> inl6'ltrl'i'Vtlnftifd rst:i'tes~O:> dt[S'l;3Sl9j idS'!9illl'1C!> 9<0!:'! 'iO OTJTJ 

sarc?ceani'martdi'f{g dfficeif81tintl£Yfileli:rfcJM?.t'iu'Kibi'tionvfeP'FeS'erfCatif'~s 03'rtr'Jit'11:J..ge<d. 
with the responsibility that this privilege is not abused. .insmawvoD sriJ c:i 
jn7: ~:Pr~ss . Hiessi'ge1W'6~ei' -iiJfa1 !'Wir.~1"hH'::lf'~id~i~ilt'ifis': Iota~ 1:Vh"eh' 1in'ili tllry 
'Dusme.«s -~m -~oP·lSe·!iD.flirferel.f11fvitil!'bl~~s"'Pm~ssag'£tsttrr/af' o'lJ!rtf'an!lhl'fftefi1Jf~~ 
'ofer ·:rnmtafy~field ,vrf'e"anil1:tpbtffolrcif'cU'il:s ,{!He1!e £Billnfei-'cia!rria~ifitThs3 do9got 
'eiisf.'" aoh.U-:t9bl::wo:> e.ub ,9W o;t rb:Jnqafb io m'Ir_l"r srU -gnf rrlmls1sf:l ni .s nss 

JqiJ'!'-1'lle·:usef'of ~cot:h~"or cipi:te1·1n f's'uc'h !iilts'S!il?;eJ9.1 ':foH:hcr<ie'Jr!'eX'&rv't"> ,vil.~rl'l>t-'e! 
scribed by the ·general commanding an· army in the field 
co:.stfJI~avott .. e:.J .... (!J-..t .. ~ruou::- ti.~::.tt.~ 1.~:.~ ~-:.1\;4llt::.Jt~U.:: ,o..:;.....Ut,.:. ..ti..il. u;;;~v..,·.n:ef!Pf, ~arnq.a:.sq t".tlf7.' •:• 
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TELEGRAPH, CABLE, AND RADIO SERVICE 
i:l'i:l.:X> JAV.DI8 

o. Words in.stead of fi~res ~ill be used in expressing numbers except in 
..Ji?athe~ur~p6tttfri~~s~~~ii?i'J)H;7 _<Jrtt oj j~9i,drii3-.0Jt'l~i~r.s1Hl;-n \!ll.!lt _lll\'l•,- .o 
,"1f'd'iiF"'t'l'.W .. iriro t'•lii!Hilrl•r•:r2.,Mlt O.t "'ct"')1·o!:'lict'"'t'•<i·r <rqrf+r~l' "ti·it o-t ;,roi;.. x;h\'r ·ll.o'fi!!l . o ow g e ru es vJ. commer a , pm ~ pnnc.,la on mar .... •s on u' "" 
'F''ll··

1
·'!\o cu til!''il'"II.l'•'lirln .1.-li"·,·oi •. t'< ,,!ld''rri,:.:J:·a--;'tli.,.o thth~r ... i;:~bhi'.f!!.-.0•\ ·"itt. ·lld" riuth·" f:.Jj'hA~ spe .,.. on n a cases w en ·-"" esu-.:: a · ey e wa.nsm e · n e · ~ 

<>ilthE{~m~;ikg~;s·torJ to UOiHifltBfHl't)' 'iUI ~;gl!3dJh1 1l ·(rb'-.rS!l 'tJliu ;~n93S1q 21 
S!'i :A:•

11
>,:,,,._n "'tdi fOi 41ir'od·•q'"'d'i·"tn. q•r(jfi0te'l1qr.nfto'fe,,.J ,,·,d::-~;1~ rb•n1 rh·ir.>[tntli-"''t'''ld~ ,; ~rr.l _ e. . . FrYP ograp e . !a ,ogra,ms, ; egrams;. an en egrams a ·-~ o' Dv• 

._., .. •f·i· .. ,,, t't'"f•f. "~r, lt'H• 'th' '"if.thl"ll:m•Jr fi"thktn•• ·k·r1· '"'-+a·"r !# •1·1'""rn'"'""th. ,r,Ia'··msJ"f' requ re ac on pnor o e uc6 .nlllng·,o e wor ng · ay iO ow g · e ay. o 
-flung_ will be filed as "NITE" messages. In order to'inJb&i fli~ureffintioiiS!bji 
•••f. p ··;/ P.ftl\~Tit~:tr-s-;_,~"·{'' 4 f 'tJfC.HfTIT•(ri·'~n 1....,.i'th~f.v-r·t ''/'\ onr;U.t:)-r.•t t \}n 'o:~c,.,...I1~'.J.Qli/T 'I'\ tliiS class! catiOir o.f tlie message· tlirougpout the course of transmission:·wlietlier 
H~Ul' c8iniH~iCii:li 16t0ihiht'J5'-¥!ruilesn'JffJC'Jihbiiflk'a'£t~~ tli~"0c'I'assificiitiJD.9jd'esig3 
.<,!'<>fiT 11/o''NNI' ~·;;),~$l'l'fb"rf,fu:t n f·t•ed· i>9H trtli~~'IJ:fi"' t0 ""' ""d~" ~f~ th"'hb··~ 911 f!th"~' t,.,.,,...,,"'{f na on .u~ '" e ser as e rs ··wor --o e vuY o e message, 
-Tile 't{{_.J;:'d'l:l;;r:NiTEf';[ will ii6t'1Be 'jcWPt'oir'tibliea MLi1l:ld emcri srh ro .oo df!.fl'I1! 

v.n;~~ Jfrtliiie'<lvpMVisfo'Ds''r~Ir!till'i to 'ihe-~arli'ftillg ,Sf •metssa!ieW'fb tie tHffisiiifit:ea 
fip~~t !(;biJeniJr ~i)jh'e~2 'arei embodl~d~ in9 iib'retTOt1'confldentlalV'ih\ti.4ietioJts 
BreparkCi.~ liD'd.'JisSltJdcih0tii~1 'Clitef 1SignJfl Officer~!> mJ v;ntn .oU rfq1l'11l'.li9'l.' noinU 
'Jo:1_3;; i ~dd'r~ssJs;~\1d1sigifahlrl\s...:%, ~WlferJ1dtSpaf'Cil~ areVJen'l(fto 't"ffie'es!F!ilefi 
·a~ v.r clrrn.nian:alni'office'r;!if8ttr~nobtiffi!';':N-:-~. ·~98f1 •''cif:faft&masteP?il'ortlrsracum.t 
N;y;·•~ ilie0 jrrdd'ressesdusW ,Viif oJi'asrl!ifvenrlihoVe rot~t'rtitlfaiif'as ''·Li'eUt.n'Cio'il 
Joft'es;:f1f1ln~tcy-'{'Cr62'liJ'o'ft Siirc'urii, •N::Y:•o ~0 :lfli:O(J :ill ajaJZ9 JIOitn'!a '10 9::JiftO 

1H1ff!wtlifr~1 dDdfSi:i'Itt:CW'I's 1ieili. 'io•ra1su6~rd.iD'af'e ?ifi fii"IF·tfii.ci:!90r')coin'nfati'!ff!fh1 
dispatch wm be addressed to the commruiifiHg1:bmc~r-aor(tH~'>offic~~of ~'Wriirliliil<l~ 
TlieJD.ame1of''tliK''su&rhinate' 1whi1~e'3g,.veft"i'ii'<'thW' 1i¥st-:Pa'rr'~f'itlflllr6&!1~ of'the 
·nie\i5age;1 vr~eaa-J)jll tli'J1 w1>l-a't "'For!'! ;)ili~aiab1e:rJA. r &i.atatch'J !or >tcilii5f?r~otib. 
b1oJ; i 'iiea&~uarte!-Wr·s~o~'d'J 1Col1')~~Are'8', will' 1b<J1-Jiidress~ t :, Coffilnilndihg deh"':. 
''Eif'M,ifrse&liil (io{it~uhl'ea./ooteriior'i! •t'sian<i~il[.;y?w c:Fc;f.'I clfrit.'i'Jo!lrrr:D'ot¥'}1\&t 
I(fil'body'lo:f~d.fSPa'tf:ti)·!o ·~·r<;·tif:Jn 9:lt o1 jaqhba! ~cisfl stB nuli·.1 :tc;sc:xs ,?'timil 

'lao:' Dispa~ches 1 ..Vii1' bei1sigNM'r:*it:lJ1~ili~1 ·~n;fun''(;U6frrtiie'{)~h'der!0 wtiefelt'H& 
1!lihifrili.~''nione'lts')fi6t ·s~fiihielit'~to eil~tifejtliei;add~essee-to·establish ffiiP'bmclil 
position of the sender it will be followed by such e~~btHil a&dHl'onra:J. W!:forllili'
'ii~n ·aJ wfti'ffii' deflhite'Iy['tli\PbffibiaflcJ~'i8ity ortii~1 sende:f:Ub-II:bocra 'Hn' .11 

d. Dispatches seilt"fiYIQr0signe(i'fby'~'Offic'lfr's~=Rs -IDdlVlduailFwllFbeFS\if!i.cieiifiy 
rompleter'tO''pre'veittPcfe1ii'Yob~Peo:ll&sionP'~-g9IJn') .ol)-.aa.rb:t£c~C!m nJa'Isvo :r r 
r.'}e:1 :oc,;W:n@1<'prbvf~foiisnf.e1ilfilik')% •the9~1iar~{r~Jt1nSJ.l$afhre~ rg:f7 me~~g~ 
to be transmitted in cryptographic form are embodied In secret or coiifilfefitlal 
'in'stnl'ffions 1 vi1evai-~d r~Ii~(ISsu~ct~l:iy1lti1e ciHetisigh'aFofficer. n:•lnq!Yl\Wtl)<\. .d 
on t4;!j c6ns'l>lit:illtion11tf)tness£ges?.l.IH (~ase'lseveraiuni'essages'~li~e~t'of6~' isJRt et:, 
i:li'e'· saiiiec 1J'ddr~sst1n"th"e"'couf4e s:tra'Tidfl'y's,rb'Jsiness? the-y sliotm? itt vf'iiet.Tcahl&, 
·fie''coilsolidat'M•1i:tto9l>He1 mirss~ge0w'h'enciveft'such'l'COn"sofiCikffon win'lfedu&Wffie 
'cost! o1''thkserilce?qaifJ 'Hli l•l 7srlrn;rrr od'i'-. .\lsHs-.1~1!.11~'1~ 0~ o\ B'\00-!tntVi .'> 

Dilh5? :Au:theifh;;atioif.Llla. 'Wllfin>ls£ai\datd:fl:Fotili'l';:N6! i'ian(oo'Vernn\~Je rretE1-
gram>· is used the sender of an official dispatch will authenticate it:2in!::ffi8 
-upper right-hand corner thereof as ioH6{Vs'II;!J·It '-HNi ·,!)~'tlll'\l~l"t ~ll'JO'Ittttt• .b 
.ncqvr9'Slgii'atlt'f4?- ot ia'lrnt·mq<>G ·rnW :nU mort a9rl!.linqalb !!li~IDO (.t) 
Hivr .e'!Typ&<i'lot'IprfutearsigniiturRl o! ;.,;rrnirrJ·rsq esrbtnQ»ib t<pno 
'IC:il:io 'IGrade:w<f ·ro ;l::~in9a ,tn'ln srll ~o i~irb sr!J ·ill bo:l:liiiid.rra oo 

. -·rll,;!J Tliel seiiderfl6f1ii'h I()ffi'ci'!ii> dl'spat~ti· oi{JfifiY ·hfher~fofiri n-wtfio certify as to. 
' Its official character in the left-hand lower,~c'6rner"therOOI ~ follows: 
-9C()rrH:fal ~ousirless··:'~'l'HO S'l')!llO 'IO auoitnt,< rnml r9rf:Jj.nqPU1 l!Jl•lillO (~) 
'JJ;fn~nisi'gmi'fifro!H silt o:l -grrjni.nj'I9q a9d::JinqaHJ ;tq9'l:!:9 ,tmmJ7!.l<1 

. srll 1o Typed7o'ffPr!nted>!sigr{atlire!r!:t 1c! fJs:l:iimdua sd IHw ,wrln'il:A 
9rl1 :.:n GifRderlai'iill7arfulls~Hfce~Ibri!iure!iii? e!ft o:t '10 .9~1o'i e~a'19·ro· 
·!190 tr:rrJrrtfJJ, sr!T o1 L."Dl1•:l4i':'! ~·Ll llu:::: !.i:'IO'iqqn :ro't ,9d 'tililJ '.:3£:> 

.!"e9c'l911Jb.c e!l! ot 't::J9'19ra '(Ilhii<>b e:t!nm Htvr on,-, ,lm9 

., 
' 
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a1 :iCI<Jn,; <:r£:)(iruuu ~lllea'l·zq:x:s a1 .~!1 S\i l!m e.rrrr,;:il 29 .fH'!'t::,qt r.J!'1nVr c1 
o. Who·. may ~a.ut1ienticate.-'-SUbJect .to . the restnctlon con tamed m para-· 

~ _ _ _ .. . . ,.:.,s~,tl{~~q;-I n-ot.i')1 ::t··t.~-:"!f\9-W~ 

1f;t(.aP.}L671~· ~'1~n~0utlt7iiL1f51ft~· .~.N5.;~\}0P'lt.~~ffirJ~ ltv~l;\~~nJt!t ?.ktW!t?<''\.(PJ!r. 
4 .cA:R 35-,6100) ·a commissioned officer >or.r a·. warrant· officer .:wlien no ):ifficer 
~vy th.u lli -lJ~JJh.n~un·l-f UU '(.::i"ll.J J!.U1J JJS'.A:J~:J!) .;Jl 1!. G.~l~-N Ht~~:.~·J .i!.!"f 11! :h;r; 43!_!~{}~ 
is· present,_ may certify. a . message :for •transmission· at Goverp]p.e!l~,; exv.e,i;is~; · 
but a erson· other than 'those. mentioned.'abo\'e ;must present to ·t:iie 'a'g'eiit 'J.e tli~ 
... vu. oB .... u1.J t.t.ouAir@.u .. uJ:.~ ,,ult --r~w~ . .uH:.....LS-.! ~.\ii"lLli.! .}.u-.t u,:;}r1(1_H-.f1:t' urt I., (J..~-.:. .t-'1 
telegraph company· a letter ·or card· of, identification .from his su~rior otllcer 
.a.v ,.:n;u ~i .. b: (...tt~·uv~10.::: '(,l.iU e.\.cr.·.;/!V i"! vJ.l;) LV {,$Ul.!llli.C:,~ ~!.l.l -: .. p l.J;o.a:!\1 U:tHSJH # tlL!P.VY.i 

'i!Ntlll_lf}m,IJg,hJffi t 0II;Cj,9js2:J "Ief,:.b uX .<:•7J)r><il'.·3cil. "tif:TJV. " 1'!11 i!9tfL oc! .J/Jw unilit 
u;ft..,:'"¥.$8~1t9~~lu?J.,n!T~:I~1\n.~ nS5 ~~¥Jl~~~Jll.j(~?.1e.f£11B2Y,t. &rBrn~eJl,tH; t!-Y:~~?."Jl\ll 11liPfl. 
~J..S.£eJ?te,1uE~!.l1¥Jld.i>r8sSru ';SEtlt~r,:mu~RR:.91el&J0"'~m.\t~o,'1~tE.'mt•,1st\9H·~l!l\~a,~P~> '\~~n 
B.~.lll~~~ ~~Yif11J!e.:;JE6d.f.:li ·~eiff>,af~~sJr.~tart,~J.lliSte1,a,v:}9aAh~cl \}i~~ter&"'ltlf,lon~~lfti 
graph· Co. to the home station.!.lJJ.r(lH~;.~~!l,pf,~r eRr :1 1~2. tMl he&<l<i'tfilt~m_v!}f e\li~ 
.!!fP}l[t131.~q] l}S JY't~"~}EJ~ .. t.<tiJ:• :.~rnLI1r.1;~pJYe,t? c~ R1M>:Jgl?';.~fJ1Jn~~L1~~~fl$Ju: 1!\ay ·. 
P!ul~~.:gH;Qpv~r:rlEI,tm!.r<cy11~:.:3·j<:W,le5i ~~~1\\\~rtf.i tz?ll/ 81l~t.tt~1 :;'i.}u,2 H1e· ~;w:r,;~e~R ·. 
U~ion Telegraph Co. mny be -c~~J§'r,1} a,t,,PSi!l~t.qf::,_9Ij;;jn~,t,or;tW:~,.l0SI_lA. ~r1ll¥;t}ill~ .·· 
1}$SQU£l;_;f1R~ Jih.eJ£)1¥-~lli R,~£,1~li~%~ . .nt,i&fA~e .s$!K ... sJ~5~W!;;Jlr?JYl.HeiLc,~-Hf3!.8Rt~·sfor· 
J,r.i£.~£~Lns'f~~c}1:'J.J~Fl~Jei£h~,s, · q~e~, .~::tJI~R~J!~r~9!?~B~P~":>fl;em~ ~SBl.lL!.'mi!lJ6 W~J ·,, 
pjpa.~tWftt\t'· ~P£~~3.?-t~.J!X~·.; J!o>;!f.i~ls~J:Ijh2Jitff l1lf~ IW~!.~~~P,;·.9·?HM.if1~~ ?:Y~?' 
office or station exists at po~nt of or_i.!?!P.; J~ ~·~H~ ~dlte~t:;~sa~~TJ~OJ;!:-t.Jl~aJX,9'£ 
":Q,~P!)f,~Jri.f.PScSeP.~e~.g,qt~th~~ {'t f-~B~l}.~,tgrr!JrepF _!3I:SJ1 rlf1~8~,!l;!l',f~J:.a~~ G,2<}':~~~nt.wnt . 
.tM~~~J,f!:H/~ ~3c13s~~seJmbl1SsEI~~N.J: ~~~-AW.:urrmto:> cit!:t oi uw:cs·rbbtt o1 mw !hh:;nio 
ctf:l ~:i ~P.~Si~~!Ji'lll 'j~~!i·~fl: 'Jt!~el},~v,-r.~.~e~~.a1 iflHtty,~~;~li;S.,:,I_l~e~s,a,r~0 tQ- ,C::fJ{t~t;IA~e 
~!h~td~,}~esy,zt ~P.AJ?~~}H1 ~?i~BMSlbJ11e ~.\'y~n, ~HUI?r t~N~t d~~Pifl&<;l,1:~n:; tr~.'!"11!.\~< 
.~tB!} ~vJlhr!HH!PJ:8S ~itr:~;,~p_~j,akd"eJ~Yil~:V ~~~.lliF~\l,t."B'Y4iu<.:;~.Y~~~Ih~SURJla~'l'ill{)\l~ 
,!J1~fe,..0~h~nF . .>'\~r Jtti...IJP}ll;c~ o~li.~~h~}::r,1J.ll :!J~~~p.,d0tJe,,$.S}~b~,Wh.~.9 Jm_e,;;?.~l~Y,~H'. 
limits, exc~pt when the ·delay incident to the :delivery o~{t~-:P,}~SI}se·.:~~dllJ.Il}l 
&1ll~?,trJ;l~ o~1~r.~~}D)tf!...;illJ:tU%Lf.!l.'1';YIJi~IJ.;:\c~~~i'~hli:::~'~Sf.'<lt~~· 'Y~F\· q~_:i(;<}.~WEl~c!: ':r.BY 
al~t~Jrgm. z:-::?1-u~~~"&-W-u:;-5~J~W~~ig~ tig~J~l1~ \W~~!:~fi:t9.e 91fic~l ft:P~l£'v~l}~£.lh~}?-~· 
.C!,i~Jm!fil:] i.~RJmJR;t.\l~ rffi~.\\,~9.~ rl:iffa \:d f!.~.;cin~;~ qr{ rn,, ,t~ '!!,fHiOO ;)pi ~t· ~oiJ:~nq 

b .. The speciaFde!\I)~tO:-."'cJltiF!fS ,;;Jl91Q,<t~b.&dPS]~q~'!;.>lH ~ct}t!}.) S~l~F.~~,f tl]}: !Jt.l},9'., 
{t:,~.\:;t;~iltq.II~t..alf.<h:rn:_,e§ffilJ~Pz.i.~9l:' J?Jl~~xp:_,en,~jri"jh~:;~!\,W.e ... :wa~a11fL,: a9!ht.n(!ata· .b · 

1'7. Oversea dispatches.-a. Cablegra.ffil?;;l!.l1\\c.rMAo~r,~.'ffiS1!..0.r·'?li:t_fWil~~O.·Yt1E'.',Ei.l} 
&J~.tlOIJ!lJ''.:.iJl~I?.~ 1B¥J~l,P.l:.r~H1!?YeJ.J,l,~)~~~3Re~.;.r~ .• ~cq.}l~HSrcJ!~,,~c,§~I;J~~~c.s~e,~1j;,Q!J ~ych··. 
~~,qffiJl,:i§.~!(;;:) lO jg'!!};'l. fi{ lmtflcum~ m'n arrc'l: :_;;i\Ti:rr;~~~~q~. ') !I~ !• :,~i.r~t',lr1f\'7i:!:ld C:.i, · 

b.· Para{jraphing ;:IJ~lJ.r<!J~~~;flifnp,l80 P,f\:~af~'G;P.!t~,·u ~~qlr1 ~Wl~l!:,t,<~P£'.lioTI~J .. bJ!~M 
J!.e!£1iX.i<6~P.olJY9·}He<-~~~d.£Fni~~?.s:P.H~~~!!:.~ll!i~.!l~~..9~2!!.!~r!0i(th,~;,§HN~.ta.W..~tt~~:·1 n<\ 
,!!!lJ.liJ!W.I?Rrt9 •. ~2PJttm l_l.Wtfe,Ez.t:j)Ji!M .. n~··IJ~o~.Oii~ ~~!lHJ:911e1;;sHl>JSS.b'itW,h§~kP~,r~~ 
c~Lal?,l}~L'§!l~IJW ·P,,Y}R.,~~tg.~.:rS.9ll~fc;;gtU;~!~J'JJtnae~.~n~lfl!·S...~!'Je%ifRr.r,e!ls.!Jir<m~!'.§a~g. 

c. Numbers to be tra<nsmitted.-'-The, number of the disP~.!SR'"l~!lr!Jr!thf,), 1 IH!_'8· 
J~~J~ qrTJlt..f}j·R.I\ta~gfar.p~ !.9~~·er.~(\~~I~~I}~~;tma§IT?!ttwl .~f> .• V~Sh2bt!h~!..~'11~ ?J;:the 
d!!.~~g~i ;:;j.G:>:1ood:iun lli-n ~ li:1:!cg.lio · Iit-Jlfto ·an' 1{)' ·•sfili63 odj L>Saa at· (m.'Yt'll.. 

fl,, _App~val require.rl; how trannn;!f~l}j;_ BJJ io~~9{f1 :wf!'IIl'J O!i!Ui·)ri,a!:t: "i~qqu 
. , (1) Offi:cia~d!!ip:itches frorii the Wfl:r Departn1ent_ !<U.!.H:.B.?P..~a.!}Yerscas. 

. exc.ept .. dispatches pertaining to. tJJ~c~J!J'.~!Lur:i2.~r!IJ~U!~r:.A~!l!·rs, will: 
. . · be sub:n;titted by the. chief of. the arm,. service,· or bm:~ta;\~;7,.gr other· . 

. Ill r:£ "(!111;,') offic;j.a\f~.Q..llC~li,l}~~. ·t9ur~~J-.~~§!~ill,~ItS '<}};.~~W91 J!?r'i\:\PI?I:m.\eF aTLd:id.~liv- · 
· : a'ir0 er:II to message'l.cepter;1~;;;~·o(IJflnir-+:i$i "!ll. rd ""i'i•·:rnrf" 'ilbr:t·· aJ! 
(2) Offl~ialdl;p;t;h~s 'ir~~n;· s·t;tions ~~. ~flice~ over~~:ts~:t.~.o:fll~ ;W.~i&e·. 

.partment,' except dispatches "pertaining to the Bureau,of;;>lnsuhir 
·Affairs,'-will be s,ubmitte<l·by·_th~r!WJ!;!:l~XMqd:JHh~~~t~;j!~~r of the 
oversea force, ·or to the ~ffi£n::rtn~.<jl~,r~~;2},:t~!.t·.c;>,~~~ea~2!!i£~, as the 
case may be, for approval and transmission to The Adjutant Gen
eral, who will make deliv~ry thereof to the addressees. 

I I. 
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(3) Oflicial dispatches pe1;taining to the Bureau of Insular Affairs will 
be transmitted directly by and to the chief of. that bureau. 

18 Radio messages to and from ships.-All official dispatches from. ship 
to s~ore, shore to ship, or ship to ship, when charges ~re involv~ Will be 
handled through the ship's quartermaster or agent, who wtll clea: h1s accounts 
through tbP. proper superintendent of the Army '.rransport Servtee. · 

[A.G. 311.5 (5-,-25-'-34) .) 

BY ORDER OF THE SEC:llETARY OF W' AR: 

.()FFICIAT,: 

JAMES F. McKINLEY, 
Ma.jor General, 

:J'he Adjutant General. 

DOUGLAS MAcARTHUR, 

7 

I 
l 

General, 
Chief ot Staff. 

U.S. GO\'ERNMENT P!UNTING OFFICE: 1935 

· ··· of. Documents, washington, D.C .• · • • · · Price 5 cents )'or sale by. t~·e· SuQerintendent 
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~~;:~:N. ~i·. ~!~:v::~~~e0ti~~}~i~~~~~~:~~~;~~S~~fi~~~=~i~~i~~=;====~=~~~agra::~) 
r nt:':Restrictiohs; on 'use of telJgr:apli; cabl'e, 'an'Ll radio.:. __ ~---'-~:.::· -,~-~9 

· · IV. instructio~s' 't6: 'writers_~_:__:_~~·-·.::~-~:.:-~--~--~~.'.:.:.:. __ --~ ____ :. __ ~ ·10:.17' 
~ .. :r{ ~ .. , ··-,··~·,.·· •· r···.'i ... c..· .......... i·.-:.t .. -. ,\ ·--c~J.i~-•·.: 

· .. 
!'' ,.)· . 

.. ··:.:i ': ' ... ''::: ;·· .•. · :' siwEi:Rvu§i'o:N :':-r· ···~ , •• -. ·t ". 
I '

0 

' .-. : < ; , ! ' t' , o , ("I '''' ' •\. 'f ,· • ~~·, 'f 

Gehedi1~;..:~~~~~--...:~·~_:-~_:_ __ :_~:..· ___ ·:_'~~-~.:_~;:_._·~~-2~~~~~·_:_·_~_·.:~:.-~~-~~---~~_:_:.:~·--·~=f?..~g~!l,V~ 
. . ~· r·· . .' t • • .. r j .. r.-: ... t. • •. '(~ ~ r• t. ( .. 

1. _,G·~·nera~.-Tlfe sJif,le~y}s~o~ .. ?(~elEl?l:aJ:llc',' c~ql~, ;!l!f:~iJ'f.1<!0 ~SElr~~ice f,or t~~ 
Army, including places otherwise exempt from the jurisdiction of corps area 
commanders, is a function of the 'ts.!gnal;~~orps . 

. ,~:L 

" .. ~ MESSAGE CENTERS 

~~::~~~~'~:::~'17:f~iii~f·~~·''~-;::~::::::~=~-{~:;~:~~;:~;:;;~-~t'c~:~ 
COdeS and _cipb,ers:._~·.:... ___ !._-:;!.~-;_;.:.;....:.,:: __ ._....::-!~-·;.:2!.......:,-~.s·_;. ____ . ..r_!..:. __ ,...._:..,;i.~:.:.!. __ ..:..;--:..;~--; .. :-=-.:--:-, •. ·: 5 

'·' z.>'orga:riization. aiill: ·ci.'tities.-Message centenf'ai:e'·;maintail1ed: at ·the War 
Department, at each corps area headquart~i-ii,1'-'and '• at: ·'other ''points wheri 
hece'~~ary. 'They art· cJ:{arg'ed with' the· receipt, traiisfuission,o and. delivery 
Of all 'diSpatcheS· received'' 01; Sent b·y· telegraph, Tcabl'e;:·radio; Or other s'pecial 
means at their disposaL:· .. They ·are·' aliw- ch·arged ·\vith 'd:yptographiw( -arid 
'decryptog'raphing sucli- official dispatches ·'rrs must 'be transmitted: il~ ;'crypto
graphic form. They are organized by and operated under tlie direction of the 
:Chief Signal Officer for' the'· War-Departiu~llf' ai1cl' of.: the 'signal officer' of the 
headquarters at other places, ·who'''viil '(Iedieie:'the ·best 'ivtlilable means for 
h~nsinissioh' under' ge~e-rai · i.nsti-uctioiis of the 'coh{tnaildini ·officeL ' .. _.. 
· '3. 10peratio:b.';· relation: fa 'co~mandcr··and 'staff.-'-a: Pu'h5ose.-'-T11e message 
center exists primai·ily.-for'· ser,;ice cto· tlie· comiii:ander' a1id his' staff and fur-
nislies'this'·'serfice'J:iy;_;r:· ~ J" ·,; ··~-- ••. : ., -.~:·. '.•: ;,:.•: ... :.'.·. ,. 

·:.; '~ ! • (l) Coofd1ria tirig'~'the •'t1se' ·of 'variouS'; ag.eiides.' of •' ·signitl'?communica-
tion. .! ~;/_,~-.~ ··~ ~'l' f·!>.'.'"' 

: • f'; · (2 )' ·ExpeditiOusly···effeCtiilg ' 1the•'t~:ansmissrdD.r and · deli'\;~i-'f ~of 'messages. 
, .1:~!~!·!. <L~1 .• ~ L .. .:~..~ ;:· . ..::.; .. ···:· 

*This pamphlet supersedes AR 105-25, ·septe.mber 1, 1934, including 01, June 18, 1936. 
146467°-37 .. 
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SIGNAL CORPS 

(3) Keeping only such temporary prescribed records as will facilitate 
the fast and accurate dispatching of all messages passing through 

. the ,message center. ':r ·
1 

.. . · • · ·.,. 

b Ewcej;itcd · d~tties·.-The "message center is not or'glu~ized ·or ·equipped to 
per;fO-~Ill ~tenogra1;Jiic ;~; ;Cl~~fcal . WOrk pertaining to the diffei·l:;nt' sections of 
the staff. Message centers wilJ..-not,be use.d .. a,s offices of record nor will they 
be employed to prepare additioriaVcopies.'of messages for multiple distribu
tion or to perfprrp. .t:he, la~w· ,i_qcident, to; consoJ!dati~g•:~')t_g~il)-~1 messages: 

4. Economy' hi 'iouting-dispatches,.::._a. Message centers are charged w1th 
directing traffic so that the greatest. economy: is insured the Government con
sistent with prompt delivery of dispatches. To this end Army and Navy 
·co~~nnication channels will be utilized_ "'.::~er:e~_e_r J?r~c~i_c;:;tl,Jll~., ., ·r '· 
~ b. In directing traffic .. to,- p()ints which _c:anno~ be.J, reache<l, by . Arrriy or 
Na:~Y ra_qi-o, dispatqhe~ · sh_ou~q:. I:Je, ~·e~jlY,ed. J,ly ·. te:1.sed. ,wire or, COI).lmercial wire 
or· radi~ from the point in the Army or Nq.v;;; .. r_>~;~i? n~t .::tffo_rqi~~g ~he lowest 
r'ein~ 1.-~.t~- to the .desti~;ation. "vlienever two or more commercial wire tele
graph or radiotelegraph companies· are-accessible, dispatches will be deliv
ered to the company operating a telegraJ?hic, circuit direct to destination; pro~ 
vided that when two or more companies operate direct circuits to a particular 
destination and the rates charged. are equa~, .the traffic will be divided equitably 
between the companies concerned' iiisofar' as 'possible. 
/'5. C6des an~ cip~er~._:-FOf. _ in~or~f!,ti<m ~vith !e~erence to classifit;ayo~. and 

:handling of secret, conp.dentiaL all(l restr,icte<'l. docpme~1t~ and pubVeation~ and 
th~ employment 'of aht:ti.'orized codes ahir'cipher~, se~ 'AR 339--f> :i1id ,33(/-5. 
_i,;r,r_j. ~- , · , r: .~ J••J-;l·rJJ, ~~~~ f•~····. ,·, 'J '' 1·,·•·-,~~~:1 ; , :~' ,"1 1 •• ••• ' 

RESTRICTIONS ON USE OFT TELEG.RAPH, CABLE, AND RADIO 

. , , . ·, :• · .. :': •. ~ _ Paragraph 
~ben usc authorized---------------------------------------------------~--- 6 
~rohibite~ ~isp~t~b-~s--~~----~-------~-------_-:---~----_-_-:--:-.:-_-_~--~,7.-:-lt:)t--:-.-:l-:-;--~ _1_ 7 
P.ersonar niessages--------------------------.-:---;-.-;-.~---1-;-,-((--:,-:-:;;-;--1 ---;--.-.:-:~:-r--.--,. -~ 
Press meSsacres over- field wire a:nd ·radio·-eircuits-.:.-~.:..·.:~ __ _: ____ _: _______ .:_ ______ • ___ '. l9 
•-· • • .t:> _ • - • _. • _ _ • _ • • _ • ; •• '.1.. •• f :· • I , , , , ; , • 1 Jr• ; •. ~ .• I 

~ 6. When .. use authorized.-Dispatches- by .. telegraph, .cable,- or radio.<will'·b'e 
sent only when the, dt;!lay; cqns~quent: upqn_ t1:ans.mi_ssion, by -~nail w.ould_be 
pr~judicial to t~e public•inter,ef!t,. ,1 : , •.• , , ••• . . :. . • : ,_, 

, 7., Prohibited, 9-ispatche~.~a; Di~p13tches. of the following character :Will,no! 
be.,~eut ~Y: telegraph,_ cable,. or. _ract,io,-~e:s:eept to cmnmq.nding officers, ·?r t1nde,~; 
j>pecial authorizatiop fro,m proper military author~ty :. , . .. :, · .. . ... , , , 
. .. , .. (1) Informatiqn . relati.'(,e to- . numb~rs,_ )ll_ovement,s, or· ,.ope,rat,lon: 9:1; 

. troops ....... J • .,. ., .•· 'l 

(2) Details ·regarding fortifications,. arrp.am~nts,. ,or, experi.men~s !11nl'l~ 
in COUl~ectiOJ~ with rnilit~a~y affairs. ·· . ·; ,, , 

1
,r 

(3) Opinio{ls .o~ military ··operations or other military matters reiut~ng 
· to . m~y pa~Lof the Army _or other , command wit~. whiell }he 

individual is serving, or. to l:!P.Y auxili;uy forees._. . , , ,, .,. 
., b. Di~patche~· coi~tai~i~lg. the following \viii not be sent .ip. .P!q.~n .}anguagt;~~~·. 

_, .. (1) Rem~rks,.recommell~ations! or statem,enW::ofr!l\!rogatory :nat~tre con-
cerning an individual. . 

. (2) Implications ,ten\'ltl~g :tq x~fiect. UP()ll;. thjl .,c~aracter, _or:' prp~essional 
standing of an individual. · 

•. · J ·,· I.. t'.' ..... ~~~~ /: .• ·• 

2 

~~----------~------1 
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( 3) ·Result 'of ·Board· of Inquiry. un·der 'section 24b, . N a ti()rial Defense Act. 
( 4)' ACtion· taken upon: generai court-ma'rtial eases 'iJivolvii\g dismissal 

: or ·confinement in· a· penitentiary. · 1 · .• · • • 

(5) In time of· war or· thre~tened emergency, cases under a above. 
c.· Letters· and telerFraph· messag'es; wheit. used._; A: dispatch will not be sent 

l)y telegraph when 'a 'letter will serve' the' ·same purpose; and • all telegraph 
'messages will· be given the 'classification· (par. 11 l which' ~ilC result in the 
lowest charge to the Governmeiit 'in··au cases \vh'ere the service iiicident to such 

;classificatiCni will ineet the heeds' and i·equirem(mts· of tl:ie: Go'\·ernment. In 
. determining ·-tb'e form of dispatch ·to use,' due. eorisidera'tion' will be given 
th'e difference'in tiin'e•between the zone of·origiil· and the .zone of receipt. The 
term "telegraph messages" used above applies to dispatches transmitted either 

·by ·,tire telegraph or fadiotelegtaph;· For regulations' governing payinent for 
·dispatcl1es trmismltted lly commerCial telegraph, see AR 35-6100 .. 
· d. Dispatches of the following.dwracter or 'thOse contaii1ing matte": of a 
purely personal nature are' not considered· as official' busiiiess- ::ind · wl.II '_not' be 

·accepted foi· transmission except as prescribed in paragra'ph 8: · · ' ' 
· · (1)' Applicatioi1s for or inquirie·s ·i·elutive''to.leaves· of -absenc'e · o'r 1e:itihi-

: , .. sions ·thereto.. · t" · · · .. , ., ' 

(2) Requests for sleeping car or hotel ·i·eser,;ations. or. acconuhodatio:iis. 
(3). inquiriesJ'of cinstnfctions' rela.'tive to shipment of privately 0\\;ned 

·mounts "or:'household goods. · '· ' · ,. ;y,: 
( 4) Relating tor p:iymerit' of sal:iry 'or' expen'se votiehers:· · ·:: ,,,. ,. 

8. Personal messages.-a. The sending of personal messages over Arniy 
·point-to-point ·radio 'ch'cuits·~itliin tlie c6ntilieiltal;1United States is PI'ohlbited. 
The sending of imporhin't ·persoimr iness:iges ·to arid' fro1n ·.Arm~;; Navy; ·mid 
Marine Corps personnel over Army field wire and field and oversea radi6 cir
cuits is authorized, provided such me~~ages-'-

(1) Do not inte:r;f~re yvith :9overnJnent busil~ess transacted over such 
circuits. 

-(2) Are brief, clear, and confined •to· the subject matter Of the emergenc·y 
which· requires their transmission. 

b. Sc~pr{ oC~erv_il}f!· - ~ .': _.. . 
.:· 

(1) The use of the Army circuits referred to in a.above.for transmission 
of personal messages is ·authorized to assist service_ per~01inel in 
the transaction of· urgent ·personal business. which 'couid not' be 

• • - • ·- * • ·- - -· • "r. . , :_. . . ... ....... , 
anticipated and transacted by mail. It is not inten.ded to replace 
'mail serviCe; 'Consequently, greetiiigs, congratulatory messages~ re
current business messa:ges 'such·:as recurreilf stock market trans·ac
tions, and messages, the contents of \Vhich iu'e ·obviously trifling in 
character; will not be accepted; In cmitradistinction; messages· re
garding serious illness or death and replies· thereto; includin'g ex
pressions 'of condolence;· Ulld: messages. pertaining to allotinents, in
terest payments, ;;ld othel' miforeseeli financial and- biisiness. mat
ters may be classified as urgent personal busiliess. The· writer will 
certify on the message tllB.t ail' emergency· :req.uires it. This· cer
tificate will not !Je transmitted. 'Iii· doubtful cases; the writer must 
show that the message is necessary. - · ,. 

'(2) A personai ·message from a·. commercial concern will be accepfed 
· only·: when· it. is"in reply~ to ·a message from service per~onnel 

requesting such reply . 
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. ' 

' .. ·(3) Oversea· radio circuits .terminate -in the·, continental United States 
. ~t -~~slli~gton.'.D.c.: and San,Fra~1ci~co, Calif.- .When ~essages 
. to and from personlleh at,,Qversea:,st~tions .. inv_olve transmission 
bet.w~en the ~rmy radio ,statio11s at, eithe:t:. of,.these t,wo points 
lJnd. p_tJ.)-er 'P.O!nts. witl.JiiJ t~1e ~on~inentaL;l!nited States,. such trans
mission . will be res_tri_cted, to the !p.ails 9r .comrqercial telegrapl;l. 
Similarly,. personql .messages to m}d :from t~ansports at sea wi~l 

· · b~ tr;~s~nitted -by ,n-iail. 9r .commerc~al telegraph, betwee~ radio 
statiops at. washington,, D .. -C., San. ~ran!?iSCO, (Jali~, or ·Governor's 
Island, __ N: ·Y,,. ;md oq1er points ~~l the contingnta}~.United State~. 

All mail or comn1erci~l· telegraP.h charges ·will' be prepaid,, by the 
•,. sender. .,,.l: . ·. ., 
. ( 4! Personal messages· will be .-accepted for, transmission from the. con

.· hnental United State~ t~ ove;sea stations~only \v:l~en the destinati~~ 
isa~rArw:V .I)o~tor il-.~~Yili. ~t~tio~. · .· .. · · , · ·- .. .. 

, · c. Personal message~. in.- code. or cip~1~r ~vill not -be, .accepted. 
d . . Commm;ding- o'fftcel:S .~re re~P!Jl}Si,ble,, pmt the Proyisions of, this paragrapll 

. are .strictly interprete~. an(~th'!Lq1!".·Per~opal mess,!ge priYilege is not a6nsed. 
In. the case of the War Department Message Center, ,the .Qhief. Signal Officer is 
.~?.a.rged.with this respOl)-Sibility. • .. ;, .,,. . -.: 
! • 9, Press message~ over fie~<). y;;ire. an(\, radio- .Gircuits.--,-a:.; When· military 
business will not be interfered with, .PrE!i'!S messages, !may. b~ --transmitted free 
over military fi~ld .w~re and radio_ cir~JJit~? where commercial facilities. do not 

~exist. . . ~ ~- . . ~ ~ .- . . . . ??. · .. :·b. The use of code or cipher in.such messages-is forbidden e_xcept 'Yl~~n p~;e
;~c~i~f1d by the gen~·ra!~~-~n1111~:~.dlng an.lJ.rmy in t]fe fi~i~... 

1 
·: ,. 

. I· • ·' · ·, 1 .,,!.;' · '"· . .. ·,.~ ·:·, ';.~.. . ' "' _, . . SiiumiN- IV 
... · .:-:··. -~i '.;. •'• ,l.' 

l: •r; i . INSTRUCTIONS' ·TO vVRITERS' • ' •· • · 
• , •. 1: ! 1 Paragraph 

-~f~?]~~~:l;::~~~~;~~~~~~~~~;~~~~~:~i~~~~{~~~~~~~;~~~~~~-~~~:~~i.i~~-~~~~~~~~-~~~~ ,·, ~~ 
.!Authentication~----..!·!...\_--_! _ _;,.__;_ .!i~...:- ~ .::.~·.!.:.:._ ;:..-~ ~-- .--!.:._..!_'~ ---- __ :....1_·_~_ ---'- . .::_~--- _ __ __ 14 
! Sp~c.~al delivery--~~-;---'-:_ __ ~-,---"--~ - 7_-~~~- _..:-- ~~- ~--.--·- ~ --- ----- -'-- ------- 15 

~~;,~{~(~e~~S::e~c~~s~i~-f.r-;;~-s-lil;~=~~~~==,~==.==~===:==·=========.===.=~============ i~ 
· 10 ... Preparation . of.. messages.;-:-a .. vVhenever pn~cticabl.e th~ blank form 
furni~hed by the signal Corps will be used.. . .. ,. , , 

·:-:b. ·Wo~ds- no,t.'import;nt to the.sense. ~ill be.~mitted. . 
~-; c.)imd~· ~!l~t~~d :of figu;es: wil~: be used __in -e~pl:essiug',{mmbers except in 
weather report messages. . 

. ·a· .. F.oilowln~.' the ~ules of com~e~cial practice, punctuation marks should be 

. s~~ll~d • ~~~t. in all ~as~~ when tt. i:;> desired that they be transmitted in the 
; body of. the :message. . : . 
· . .'. -~· Det~iled pr~Yisions .relating to. the .drafting. ()f ~essages to be transmitted 
. l~ secr~t code o~- cipher: ~re embodie-d in AR 335-5. 
· · '11. Cla~sific;ti~; of ~les~r;tges . .,:_l\fessages are classi!ied as follows to indi
rcate the relati~~ order in which they should_ be. transmitted:_ 
· . ·a. U1·gent.-;-Tpit?, classifiGation i13 r~stricted, to military and· naYal tlSe 011ly 
and is used only in combat or when combat, ;real .or simulated,: is imminent. 
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oUrgenJ messages ar_e sent immediately .upon rreceipt,' or immediately after urgent 
messages preyiously receiyed have been fransmitted.·' ·They are· giYen :right-of
way oYer all messages of lower classification. The "urg·ent:' classification has 
no co.unterpart in domestic commercial message classifications. I 

b. Priority.-This classification is used to. desig1iate· inessages· which must '[ 
be given precedence over all routine and deferred:rriessages waiting to be· sent or 

·delivered: : Messages· bearing "priority" :classification• :are filed as. full- rate fele
~g~al?Js. when transferred: :to commercial· .compmiies for trm1smission.: Messages 
;i\vill •be htmdled ·under this classification--when the \vora f!pi:iority'~ is· placed iii a 
'conspicuo_us. place· on· tlle.message form:· 'Its use· shoulcl.'hov;;eYer .be confined 
rto extremely ilrgenLmatters :requiring··expeditious action: ;·: . · : 
: r; c. ,Rou tine.-ThisJ.classifica tion· cove1's Ol'dina'ry· >fast r·dispatches customarily 
handled with the greatest possible expedition and delivered at-once .upon recefpt . 

-·Messages under this classification tal{e 'precedence ovei' .. -defe'rred .messages:and 
,are transmitted in order. of:filing .. · '.rhey are 'filed as da'Y letters or.as slraight 

1

• telegrams;. whichever .is. cheaper, when ·:transferred to 'commercial· companies 
for transmission. 'AU-messages not otherwise niarlnid· are· transmitted as routine 
Jnessages. ·· -~ ..... r\·_; ·''~ : f: ..... , .. · .. t>"" ,.JLii(~.: ·.·· \·. ~-.!· _... ''"' 1 • 

.. i d. Deten:ed:-,Tliis classification .coyers ,messages, the\ delivery :of.. which• m:a'y 

. be delayed until tlie~.begihtiing :of:_,office hours··the:.follow'ihg•:morriiil'g: "De
·.ferred"llhessages are_ :(iled· according, to the classification• whicht'results in the 
·.low~-st charge to tlie Go.Verlimel)t when· transferred to·;commm'cial companies 
. for transmission. Messages wilJ be handled under. this"Classification when tlie 
·-.word ··''deferred':, is:·placed iii·.a ;conspicuous• place· on the:~message form:.~··:see 
Jparagraph'12,.AR 35-:--6100.; .• , : ._,;:~"'·;; •• t :. ;-_,, .,,, .,.,.·, .. -· -'~~~ .. · ._ .. _; .;,., ·:·-· 

Messages to be sent in code or cipher•.which do- noen·equire ·acti(m·.by'the J 
! addressee prior to the 'begimiing of the: working. day followilig 'thi:r. day of.cfiling 

\o.willbe·.clasSftied as·"d~d~\.messages.::· ,-:· '1·• 1[J f.:':::-. ::•: :.·.J '''· · _ 
·- .; 12 ... Addresses and"'signatures.'7'a.•:Where•dispatches··are sent.-to; offices 'Such 
-.~s·/'Commanding Officer,· Fort· Slocum,' N: .Y.",·tor~'.'Quartermaster~- Fort' Slocum, 
tN.:..Y.", the addresses.used .will• be';as~given' abov.e .rather than- as. "Lieut.: Col. 
;Jones,.Infantry, C: O.;,Fort· Slocum;· N.' y_;•: , ·-·.c · ··~· • ~.: · : · -' ,,·.,, 

'..O:.b. Where. a· dispatch :is sent ~to :a subordinate .in'. aii -office. or. command;··we 
dispatch will be addressed to the commanding officer of the office:or·comman'd . 

·T_l1e name Of• the snbordiliaterwill be.:g'iven'in·the first·pa~t-of.'the-.body bf'the 
message preceded by the·.word "For.". ·Example: A dispatch' for -Capt:· lJohn 
Doe, Headquarters;, ·second· . Ccirps. Area, will 'lie.· addressed., "Commanding.'· Gen

·.eral, <Second Corps Area, Go,~ernors -Island, N: Y,'?: .. For• Capt."John :Doe, etc. 
::(in--body of.·dispatch');·:: ·" · .. _ , ··<; .: :r,_, ··:1: · .. ·. ,, 
,_..· ,c;: Dispatches wilL:l:ie 1 signed' with the: surname· ofi the 'sender. Where the 
-:surname ·alone is ·not•: suffiCie'nL to·· enable, the ·addressee 'to· establish the official 
:.position.of:'the sendei·Otc.will,beifollowed·.by• such essential v.dditional informa-
tion as will fix definitely the official capacity of the sender .. 
• d: ·Dispatches sent to . ..or signed> by: officers. as individuals will be siifficiently 
.complete to preve11t ·delay or confusion.':• c.::: . J· ·.~ .; " · ' 

•.:' c. Detailed. provisions relating ·to the addresses ·-and signatures of messages 
,to be transmitted in· cryptographi.c:fo'rmr are'.embodied in :AR 335-5. 
· · ·. i3. Consolidation -of -messages . .,-:In case sen~ral messages are to be sent to 
the s'ame ·address in· the course of a: day's ·business, :they should;· 'if practicable, 
be consolidated into one message··wheriever such'·co'nsolidation will reduce the 
cost of the service. 

5 
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; .14. Authentication.-a. The sender ·of an officiaL dispatch will certify as fo 
-its official character oh the message form as follows:· 

Official. business : . 
Signature. 

•. , Typed or. printed signature. 
:Grade and arm, service, or bureau.· 

.b. Who may _authenticate.-Subject to·the restriction contained in paragraph 
16, and·. to. the further· restriction as to the.·availability .of funds (par. 4, AR 

. 35--6100), a commissioned officer, or a- warrant officer when no officer is present, 
may certify a message for transmission at Government expense, but a person 
other than those mentioned above must· present to the· agent of the telegraph 
.company a letter or card of identification from 'his superior officer authorizing 

. him to .do so. · · 
- c. Messages··of traveling or transient Government representatives will be ac-

:;cepted by; the Postal Telegraph Cable Company ·without restrictions as to when 
payment. will be. made.· Messages ·transmitted via. the Western Union Tele
graph Go1hpany to· the home· station of :the• sender or. to. the headquarters Of 
his _department at Washington, or in reply to a paid Government message, may 

·be sent Government· collect.:__ Other· messages--transmitted- via the· Vl'es'tern 
. Union. Telegraph Company· may· be. charged at point' of: origin to· the local tele
, graph accou~t of· the War Department offic~ or station,. provided authority· 'for 
incurring 'such expense has been previously ·obtained from· the local ···war 

;Department representative., :If. this ·authority has not oeen. obtained or. no 
. office_•or station exists at point· of orighr, it will be· necessary for the ·war 
Department representative or agent to prepay such messages .at Government 

· r:ates ·and' secure·· reimbursement later. · ·._ · 
15. Speciai.:delivery.-'-ar. Whenever special·delivery. is necessary to expedite 

'the delivery of an official dispatch, the person.filing the dispatch for transmis
' sion ·will indorse. it· "special-delivery· charges. paid." Similar actio1i will" be 
.taken when:ever. the·.·place:: of· delivery· is .. beyond 'the established free-delivery 
limits, except when the ·delay. incident• to the delivery of· the message by .. mail 
will not be of a serious nature, in 'which· case the dispatch will be indorsed 
"By mail from -.-· .-.-",,.indicating· the· name of the office 'from which "the 
dispatch should. be mailed: ·.. . , . '.. _. · 

b. The special'delivery charge should be included in the char~e for the regu
·lar tolls and. presented for payment in the same manner. 

l' 

16, O,versea dispatches,-a. Commercial radiogr-ams. and cablegrams. · ' · 

} ;'• 

(!),,Dispatches addressed to oversea, stations for transmission via com
mercial radio or cable circuits, except dispatches pertaining to the 
Bureau of Insular. Affairs, •will· be submitted by the chief of the 
·arm, ser_vice, or bureau, or other official concerned to The Adjutant 
General for approval, ·consolidation,: and' "delivery to 'the message 
center .. 

(2) Dispatches from_ oversea -stations or offices for transmission via com
mercial radio or cable circuits ·to the War .Department, except 
·dispatches pertaining to the Bureau :of Insular Affail's,. will be 
submitted by the originator. to' the commander of the oversea force, 

.. , or· to- the officer in charge of ,the oversea office,· as the case 'may 
be, for. approval, consolid:;ttion, and transmission· to The Adjutant 
General ·who• _will: make delivery thereof to the addressee. . . 

fl !•' .. 
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( 3) Dispatches reqmrmg transmission via commercial radio or C'able 
circuits will be numbered by the sender in sequence in a single 
series for each addressee. Such dispatches will also be divided 
by the sender into paragraphs according to the subject matter, no 
paragraph to contain matter relating to more than one subject. 
Paragraphs will be numbered consecutively in a single series for 
each message. Dispatch and paragraph numbers will be placed in 
the bo<ly of the message and will be so transmitted . 

b. Dispntches to and ft:om stations served by Army or Navy radio circ-uits.-
Dispatches to and from the departments and other oversea stations normally 
served by Army or Navy radio circuits, transmission of which involYes no 
commercial charge, will be transmitted 'singly without del:ly and will not be 
consolidated. Dispatches dealing exclusively with the business of an arm, 
service, or bureau will be addressed as prescribed in paragraphs 21 and 22, 
AH 340--15 and will be be transmitted directly to the addressee. However, 
nothing in this paragraph should be construed as preventing a commander of 
an oversea force from issuing instructions requiring all outgoing dispatches 
to be authenticated by or all incoming dispatches to be routed through him or 
his representative prior to transmission to destination or delivery to addressees. 

17. Radio messages to and from ships.-All official dispatches from ship to 
shore, shore to ship, or ship to ship, when charges are involved, will be handled 
through the ship's quartermaster or agent, who will clear his accounts through 
the proper superintendent of the Army Transport Service. See AR 30--1160 • 

[A. G. 311.5 (3-10--37).] 

. By ORriER OE THE SECHETARY OF WAR: 

, OFFICIAL: 

E. T. CONLEY, 
Major General, 

The Adjlttant General. 

7 

MALIN CRAIG, 
Chief ot Staff. 
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will be held responsible for. the construction, maintenance, and operation of 

• This pamphlet supersedes AR 
which has' been entirely revised, 

ao4·-so ( 

105-40, November 1, 1921 (Including C 2, July 8, 1923), 

(1) 



such lines. Commanding ofiicers and others will see that the special duties of 
these ofiicers are not interfered with, and upon proper application will render 

,..,,,.,r;r'1'"rrt,crr.~n HA' ro·'·••l'l'l ·r.·'P'•<'-"~' ""'"',., any assistance'in· tl:ielr'power. ·- " 1 '~· •'-' -·' -' J,. '~ -'--"••-_,. 

·4~'21Vnift~ry1t'tiiel:Al:Pii'ji~~~ of a force operating in the fi~1a?1 Tli~ signal 
ofiicer of a force operating i~.t~e )i,~ld .o~ ,9f,._a.gistrict under military control, 
in carrying out his general 1nstru&ionsf will'·fo'rmulate necessary regulations 

,~o..r}!W,..P,a~att;,W,~I+t ,an4. ~P,.(;lt.~1~Qn"oA ~!U~;~'YJj*U~~hjiq_eF\nq~IQN~ r,ce.~t.t,~· 
'General rules'should"oo-red~u.<,~t.l:. t.<i ~ptu2g;, :"® .. !O}f:larly defined and 'impartially 
enforced. t::<:.!.~. 11..h..:. .r~ ;j__4~ •• d .. "lJ •. }.I.!.u. .&. 

5. :Privacy of messages.-a.. AJL~~unications by telegraph or other meth
:<f9.s::~~,ll be treated with the utmost secrecy. No part of a message will be 
1disc.t!,'?SE!4 _ w:itl;l_.aJ:!Y9Pe, _nor_.will_its .. contentsJ•Peni:eY.ealed texcept, to the ~:sen(jer 
~or addressee,. or- the proper 1officers.oo':fritherGovernment wh'el:r·niakii:lg.:irfsp~tions 
1ht tJ.w-office·-or ·when-pro'i}erl.~' suo~:ilae'IT.'Hhirtlauce 'a! niessa~· in"courr<1~19~ 
~ o: No-·missage; -Governmell'i~nof"~¥iv~~:,-r:wrih9~b~ 'hi~d'~".'buti1i~;~"E!xJ~bt'~1by 0. ---·------~ ·---- .... - - ...... -- ~- .... ---~ .,,.,. ___ ... ____ .... ,~--,--~-· .. ~---~--- -- _.t •,-' ' ' ·~-' "'" t.- .;."//' ~ 
tProper _autl)cor,ity,_ and_under_ no .. circumstances .. will . .the .con_tentsaof~imy message 
\be .divulged -.by ··•anyone ·,~except· 'to , the <;.properi J:autnoi:itids :;r throil'gh·1ooffiCfal 
chai:ftleiSftH: rHh·, h·d v tHHI2 Jon :at4-0'1·f .. rtJ ·{.J Htlf!J·m. ... ~~!ul Pi!' •. :h.!o 01 r·jqm ,JJn :tu•)f.tJhuufri 

fl o.-:;Cpr1vate-message,--afte:i1t-has ·oeeii" ilelivereil;-becomes -{h~q.m~~ 1~ft'1:s. of e ------·~ ... .--------------- ... _ .... _____ -.~--· ... -----C ,_, t,vJ.~"-'· ' 1(., ,.., ....... "-) ... ~CJ-.::; f #J P__. ... P ~._,.,.Ytl ........ 
tthe -~g£f_x:essee. __ After, rae ·message .• has;· been:4deliv.ered -,to L.a: .telegraph•norr1 tele-
,phone- company;· the -responsibility- rests-with -the -company--concerned?:bufJ lfn 
7no case- will- even··the-fact-of-the--receipt--of -a-message-·oe·-divul,.efi'''~~c.1ift 
~fo the-proper-aiitnorit:ies~---------- -------------------·- _______________ :?e.·' !W''d'" 

r."'iir Governnien'tr'-'tel®apli'-operafors ·:rwui:I·i:>ti'0heid >reSI>o'tisiontt mil£: ("ail ·lele
·gfafus~'ar~ c'areful1Y guar-dea: ;J.Au fii~s'l wtw be i careroily 1 ~drdJa' lifn~ f-li&esk 
'tlierefo! "'ivlll b'el Mni(xP'J(o' aU I 1)artres !:eicbi)ti throse<f 1u1tho~i':iei'P l:)y :raw 'to0 lrek 
the same. .m'lt<W.~ rlr!IJ'l};<Jl':l'i' hrw •}I<ir:J 'i;'HJ~ifJlf. IHfanfk. 

-<i~e.n 0'pet'aun·gl personnet wni'~ nl:\t Bngiliafil mes's\iges ·ex:Eept' 1 serii~e .. ":inM'sa~es. 
·116. c;Falsei"orl •:forge'(!"iC':fuesii1lrges:LNo'· agenf:iu,J,.Pera:tor') 'ibr'lltrRpf!',y{feo iil. 'l:li:J.y 
'teiegraph foftice?1i:)l'' otlier:perso'o!,1'sii:iiJ:~ 1fi:lowinglyJ li't1d '\vmruiiff!sen'd~-tiy ·t~rg. 
·graph to any person or persons any fals'e'r'Or lf'ofged)'ili:es~ag€rlpurpoHiH.lf!1tb 
·15e~from-silCJiiftelegraph0~oftl&;', e-or'llffo:riJ::i anylrotiiEir'J person~ !·tfr:~sliaifH-tvtllf{llly 
•deliver f;\j'f l>catisec'ct:oi f b'e',>'deli ~ereC!' 1 'to i 1any' ~·perso\il any J suciitlf:iJessiige'?:i'frilsely 
ipuit>orting fO'LhavJ} oeeri rec'eivea:..i:;y-• teiegrapli, ~n&'r7all'au 1iin§·'I'r)etson or'1J{lr. 
sons furnish or conspire to furnish, or cause to be furnisHed, 'l:fo·"an'ft·such 
rugent, to1'ierutor,tibrMei:np1oY'ee, ftb' 1 oe<<sent1'oic teH~1ffii'Ph loi·'~to l'ie'''so; deii'vered, 
. any such message, knowing the same to be false or fdi:ged;~~'with,'!tne·• lriteii
. tion to deceive, injure, or defraud any individuul} paftnersnip)1'or1 corpdration, 
;-0r,the~:publiczJ•;t:;:> ,, ;;:oq !11 ;.:ni'l j')o:,r, t;' ')1 h "''n n:.:n-;~ 1<:mH .t·rotr:c:: (1; 

{·•a7:"Usingh•or approprla:tiiigJ i'ilformatidn· 'byc•ageritii, ~ope¥ators, or em~ 
ployees.-No:agent, loperator) {if<'eni'{Myee·>iif?tn'f't:eleg'tiipfil office• shall, in any 
,way; use or. appropriate any£inforti:iatiofl0derfn)df·by61ilro'~l'i'o'iii anf·hivrlte roes 
sage or messages passing through his hands and addressecf'to''any other person 
or_:.persons1 or· •iril auyi otheivmailn'er11a'Cquifedl:J)y'1him1'by 1reh'sOiil·'Of tHis trust, 
as such agent, operator, or employee, or shall trade ·or·•spec{:ilate upon any 
SUCh{ fnfonmilioii:- SO ':obtained}Ifor'!i:litrany3.!fil~nitfer'l;futn' Of ''attem'i:if'>lfun tf:lrn 
the rsame.:to his'-•accc:iunt;·~.profit?or'adva:ntifge1'rn Hsail ''''t·ru ,.,;; ·~rw O'l"·'·J''l·.: 
:l:.n anl1'~'f'".~!O D1Ht .~.''H.U~,,_·i:i!dtH.lf ~h011'JlJTt~rtO:J ~)dJ 'lOT .t)h.,.{.H11)ff...,.·VI f>f"id ~:d fH'f! 
-~- .,-.-- -IIJ-----·- -· - ------·-----~.,.. ........ -·-~---- - -~ -¥- ~- ·--.....---~------- ...... - .._ 
.(~':91 t(. '\th.r't ~~ 0 'i}rtlbu~otr!-) H-:B; -\:t T3';m:o7:.W .Gt..'-i10! Sib. ~ . .;.~rtr-·_,~.:.c:ua ·'~Lrqm.~q elnT * 

.. JJ~~_;Til "t'!l.tJJu, !W:Hr e....:;ll U:oirl>u 
r · o1;-~1:os 
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OPERATION, ETC.,£0F;OWILI-TARY~ TELEGRAPH LINES 

-cr<B: ;Fraudulent cattempts;,tot obtain; infor-mation by<•persons~-notfJConrie( 
,w;ith •'any.Iltelegraplx ~company;;,' N 0) person1·n9t conne<;ted::with\ ,any . telegri 
:~ol!lpanY.J sl;!all:CJ by • me~ns•;of;-anyt machine; instrumeitt;tior;· contrivance, t•or · 
any other manner, willfully and fraudulently read or attemptdo'llre~dna, 

message or learn the contents thereof while the s,~ro~ .!s b.~;n_g, ?g~j; .Q_:Ijer a1 
telegraph line, or shall willfully and ~~a}J,';_iU~~!}f.. ?f.. ~!/~n~~sti~f~!,}~~~~{ ( 
attempt to learn the contents or meaningrMfany message- wliHe tlie same "js i, 

.-r r1. ,, .. , rr ·n fP. q n . . ·· 
any telegrapli office, )or IS being received thereat, or 1s sent therefrom, or shal 
use or 1ati:E!nlfit to use, or communicate to others, any information so obtaine~ 
by 'f'a'2W Pb'rJ6ii:ro . · · 

'l'T''TT•O 
9. Bribing agents, operators, or employees.-No p~rs~n. s~ap, "bY' tre pay-, 

ment or promise of any bribe, inducement, or reward,'~ptrf¢~~~- ht \llttempt to 
,\H:\ 1"''~•\) "t':.\t\'1 \f 

procure any telegraph agent, operator, or employee to• (hsclose any ·private mes· ' 
sage, or the contents, purport, substance, 'b1F1If~ilhiHtiii~l:~of,1''6r shan offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private- information received by him by reason of his 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 

10. Willful or malicious injury to telegraph, telephone, or cable lines.
·whoever shall willfully or maliciously injure or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper· 
atetl or controlled by the United States, whether constructed or in process of 
construction, or shall willfully or maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, hinder, or delay the transmission of any communicaUon over any such 
line or system shall be fined not more than $1,000 or imprisoned not more than 
three years, or both. Sec. 6fJ, Act MQ;r. 4, 1909 {35 Stat., 1099; U. S. 0. 18:116; 
&ec. 824, M. L., 1929.) 

11. IVIessages.-Messages will be handled in accordance with the provisions 
{)f chapler 6, Basic Field Manual, Volume IV. 

12. Procedure.-a. Telegraph lines which are complete within the limits of n 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
·procedure prescribed in chapter 8, Basic Field Manu~!, Volume IV. 

b. Lines connecting posts, camps, or stations with 1COmmercial telegraph sys
tems will use the procedure in use by the commercial company with which the 
line connects . 

o. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13. References.-a. Arm.y Regulations. 
(1) Signal aom?m~nioation.-See AR 105-15. 
(2) ·wire and t:a4ia oomrnunication systerM.-See AR 105-20. 
(3) 'l'elegraph, cable, Q;Ml radio servioe.-See AR 105.-25. 
(4) Commercial telephone, telegraph, and electric time service, qrmeraZ.

See AR 105-30. 
(5) Reports.-See AR 105-45. 

b. lnstructions for the operation of the Washini'T"" '· 
and Telegraph System andothe.?W<>~ 
directly to tbn"" ~ ~ · 
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SIGNAL OORPS 

such lines. Commanding officers and others will see that the special duties of 
these officers are not interfered with, and upon proper application will render 

r-oTf.';<''"'~'I/ <'"I r IT/\'. f'"''lVI'l'l' T·J'''•TLT '[FH' 
al}~~~SS~S~\I?:?.~~~,~*··te~~.J?O~~;~;"~- ~Vi { C-4~ A~·u·-·"..-~. :~~1 l.U"~.D-

'4!'LMilita:i'y' t'elegrapl111ines7 of a force operating in the :fiela?LThe signal 
officer o~ a force operating i~-~-~~ -~·~ld -,?~ ,9,f,,~.,gistrict under military control, 
in carrymg out his general mstructwnsf ·wlll'-fonnulate necessary regulations 

,~m: .~)I,~- ~a~.a~~.IPf~t.an1- ~P,~~~~f~~n r. <:>f, ~H~t~~Y,}~Wff~Ill;l.L'Ii!7-e~~ u,__n~t1:".. N\\cS~JJ;S}· 
'Geneni:l rules'should~be~reduced to· writing; 'oe· clearly defined and''impartiaJly 
enforced. a..£:-:I'LI.:: :1-J<:i.A.B.iX:.i~':..' 

5. Privacy of messages.-a. A.!!_~m.E:!Q.nications by telegraph or other meth
;:~.~r~1ll be treated with the utmost secrecy. No part of a message will be 
1diSCJ.!.SSed _ ''1Ci_t)l. __ al!Y9ne, _nor_:w:ill_i ts .. contents 1 <!>e.cJ,:ev.ealed texcept, to the r.semJer 
S'or addressee,. or- the proper rofficersco'f.:therG·ove'rriment when: niakiiii(irispecti&Ii.s 
~'of the ·office;-or -when·prdi;lerly" ~u!:li)'&riae'li"'f<'h:iJ.•(){fU'ce 'a'! ril.essa~' ii:i"coU'rto~teT 
~ b~~~~==J!l~=ss¥K~; -=~oy~i.~~~}tt~<?E~.P-~h:.~~~~~~!!(~~'!i'-~~84-~~·~P.~ti'iJ~;;·~~J~~J?,t~;$'! 
,proper _au_thor_ity,_ and_under_ no .. circumstances .. :will . .the .con_tentsnof3any message 
'be .divulged --bY ···ariyone·,rexcept-'•to , the~·•properi '-autnoriti!!s'~ithroii'gh'foofficfal 
chanD.els'?In dJj .-, h·)~ ~··niw? Jon ~,,o·11A1 ~t.J J!lltJJ·fl!i.(llui rt:uj:~ ot ?ie,uct ,.tJn jn!>IHhu.!.:'.i·~I 

R c: iCpi'ivate-message;-ai'fer-·ft-hiis ·oeeii"delfvered;·,becomes ·fh~q.p~~ '~'ffl6• of e ------------------------------- ---·------l '-' I ........ J ........ r_. , ............... _..!!.:; I .J -' ) .. P ~ ..... ~Yi1 ...... 
tthe .. !!9..dJ".esse.e. _ .After; ell! message,, has; been:qdeliv.ered \to i..R ,telegraph•oor;~ tele-
;phone- company,- -the -responsibility-rests-with ·the -company--concernedi3lbutJli'D. 
'iio case- wni- even··the-fact-of- the· ·receipt--of ··a- message-·be--divulged!JI~xcept 
\1 the-pro]Jer---ailtliorities~---------- -------------------- ---------------' '·w·.,,., 
i .,; 'li!' Gove'rnfueHt1::telegrapli'· operators ·:rwni:ibe0heid 3 respo'llsitil~i tfi[if; call {ele
·gtams'-'l!are carefully~ guariie& ,r .An files:) wnF be i ca'rerfiflf t 'iun'r<'!'J(J' 1 an'd "li~beS's 
-thei:e'tol'will b'e' den'ied!'lfo' all' I ':Partres r:exc~pt j tilos({f1J. utho~i'ie'(P oy ·law 'ton teb 
the same. .m'l1'J".(~ rl:[J.;'l;!l'Jl9'£ hnu 'l[d o·:l '(.'H;~ifilf. r.nlaniA 

·'l'Je,fl0pef"atiiJ:gf person:fi:el wni 1 not c\nginlite ilies!i~ltes ·exhei:>t'1 serV-ibe..,rm:Msa~es. 
-1la. &Ftilsei··drl ;·:forge'd'iCfuessa1ges:L:NJ'·1lkent;iuol>e'tatt-r; ·;'<:Jr'l.t~riliJf6ye~0 iii 'ail.~ 
'teiegra:i)h roffice?1or'l otlier.r person.f'sn:\.IJ:, :lfilowill'glyJ an'd. 'wmruii§!1seil'd'ltiy ·t~'f&. 
• graph to any person or persons any fals'e'''or lj:()rgei:P'ffies'§age1fpu'rporfi!Ll.g1f£b 
-l)i:!!.lfro'm-si.i."cliHteiegriiph'-''office, ~oF'r:froful~ anyfrot'tieP personr t·t>r:~::sliairnMnfiilly 
·deliver 11 \>i' hca'llse• 'toi f be"•'deli Verec't: 'to ~~an':f · perso\il anY' J sll'ciitir:iifessiige'?'J'faiseiy 
Ipui':iJorting fo Lhfrvel b'eeri receiv'ect:.. b-y· h~l~grli.pli, !'iJ.iJ·r 7s1lil.n 'liny1'i>elson 'O:r' 'P~r
sons furnish or conspire to furnish, or cause to be furnfslied,"to·l?iin'Y'J·su~h 
'agent, --oP'erutor,tior.>reinpio:Vee, rt()·foe''seri."t1·'oY:- telegr!iph loi_.·•i:o iYe'l'so; del'i\-efed, 
any such message, knowing the same to be false or forg\:td?'withcl:.tlie''infen-

. tion to deceive, injure, or defraud any individUal~ pa·hnersliip;\'or1 cotporafion, 
ror1the~publicn~·· :::J .-. •;;r>•J o·~-:lli'l J'>~.ll •.;: 'Jt ll·cm rJ>:n:->'> «:wii J·torll/, (lJ 

o•r7:-"Usirig!J:or appropriating' inforni'ation· 'hY'-''ageiits, -'opl:i'tators, or em
ployees.-N 01 agent, !operator) ·or: •employee'' iii' 'any' teleg'rapnl office' shall, in any 
,wa·y; use or'. a:pprop'tiate anyiillforlnationnderi'•ied'·bybhlm'c'from anf•,priV~te me~ 
sage or messages passing through his hands and addressed'tci''!tliy other person 
or~· persons,• or"iril any' othe~ivmaiin'erllacqiiifedi:jjy•lhim1•by 'Ife\lsorl.L'Of< his trust, 
as such agent, operator, or employee, or shall trade ·or'•speciifate upon any 
such/ infonnittioii~ so '·ol:ltained:;rfor·!iD:nany<'l.rmhnlier·qubi· of ·,atteNI'it')l£6 tfirn 
the•same;:to · his·:account,'~profit;;'oi.'''advaiita.'ge1'fJl wmil Ji• '!/r;; '''IJ ·:flH 0:1'>•1·:•,!·.; 

S:o .. rnlt,nt.;!o iJJ!H .":.Jtti;'J. ;Jninur ,td).il·JJPr1;.-.:rro9 '-Jd1 'J{)·r £Jr.rr.~irur:,..~1·J· ftl'irl ·:d tHn 
-------~-----·--- -----~---·----- ·---·--
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OPERATION, ETC.,fOF;(lvJiiLI-TARY~ TELEGRAPH LINES 

.. m:B: J!'·raudulenbattempts1.to fobtain1 information byi'personsr riot[Jconriected 
iw;-ith .:any;r,telegraph•!company.c,+N 01 persont•npt connected;::with' ;any . telegraph 
~coiP-Pa~YJ sqaur, by 'me~ns ;·ofyanyi machine; instrume:ilt;t ior;· contrivance, I·onin 
any other manner, willfully and fraudulently read or attempb~to'ilreadf'laiiy 

message or learn the contents thereof while the ~~R\~ .!s b.~\n_g r !'g~J . \)_'ljer any 
telegraph line, or shall willfully and ~ra~9u;~!lf,. ?f.. ~}~nf~st~!l,e~:r_,~~~~'}h or 
attempt to learn the contents or meaningJ[of 1any message· while the 'saine'is in 

.r 11-"'•!r!·nr.~ <1'. n . . ·· any telegrapli--office; 'or 1s bemg received thereat, or 1s sent therefrom, or shall 
use or 1ati:ehlpt to use, or communicate to others, any information so obtained 
b ''"'';/' '" ,,,, ~\\) y any person. . 1 . r'r'PO 

9. Bribing agents, operators, or employees.-No P~fsqn s~aJl, 'by-' rp.e pay
ment or promise of any bribe, inducement, or reward;'-·f)~i?~~W. br 1ilttempt to 

.\n:\ IN''\lr) "'\lH\,)f. o 

procure any telegraph agent, operator, or employee to• disclose any pnvate mes-
sage, or the contents, purport, substance, ·6't''ill'eihiHI{t:fi~r~of,1i'6r shall offer to 
any such agent, operator, or employee any bribe, compensation, or reward for 
the disclosure of any private infonnation received by him by reason of his 
trust as such agent, operator, or employee, or shall use or attempt to use any 
such information so obtained. 

10. Willful or malicious injury to telegraph, telephone, or cable lines.
Whoever shall willfully or maliciously injure or destroy any of the works, 
property, or material of any telegraph, telephone, or cable line, or system oper
ated or controlled by the United States, whether constructed or in process of 
construction, or shall willfully Gr maliciously interfere in any way with the 
working or use of any such line, or system, or shall willfully or maliciously 
obstruct, hinder, or delay the transmission of any communication over any such 
line or system shall be fined not more than $1,000 or imprisoned not more than 
three years, or both. Sec. 60, Act Mar. 4,1909 (35 Stat., 1099; U.S. 0. 18: 116; 
sec. 824, M. L., 1929.) 

11. lVIessages.-Messages will be handled in accordance with the provisions 
of chap.ter 6, Basic Field Manual, Volume IV. 

12. Procedure.-a. Telegraph lines which are complete within the limits of a 
post, camp, or station or which connect two or more posts, camps, or stations, 
and which are used for military purposes only will be operated using the 
·procedure prescribed in chapter 3, Basic Field Manual, Volume IV. 

b. Lines connecting posts, camps, or stations with commercial telegraph sys
tems will use the procedure in use by the commercial company with which the 
line connects . 

c. The procedure to be used on telegraph lines of a force operating in the 
field will be prescribed by the signal officer of that force in conformity with 
paragraph 4. 

13. References.-a. Army Regulations. 
(1) Signal communication.-See AR 105-15. 
(2) Wire and radio communication systems.-See AR 105-20. 
(3) Telegraph, cable, and radio service.-See AR 105:-25. 
( 4) Commercial telephone, telegrapl( and electric time service, generaZ.

See AR 105-30. 
(5) Reports.-See AR 105-45. 

b. Instructions for the operation of the Washington-Alaska Military Cable 
and Telegraph System andothe.,War··Bepartment•message center will be issued 
directly to those agencies by the Chief Signal Officer. -------·---------------·-- ·-- ---- -··-- ___ ,_ ____________ --
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::A&~ 105~40 
C.::-133 [i"'Y.:"H It'' i.lHX!h.E:i' SWN(.\'IITCORPS t.OT:J: ~V..OITA?:.:<£0 

~:o.:o!~Signali .corps.· Gen_er~r Instructions! arid-.'Standar'<t- Methodsrr.Coveriilg COn
istr.uction, :Maintl:mance,•. and,· Operation~ of':-Wire·.-:<and'.;Radio:'?.:Gorimiunication 
1Systell).SJ£are'.'Jissued '.'in·;aoose=rea-f' foriri::;.tor interestedtipersom:iel!Ibya tliel!Chief 
~ign8:I-·~0fficer.t~:--r ·:t,· .. ;a ::·:~~:i '[I~r:f!~Il~rrrrf~ fJt:I.l ·,· iL.1~11··J c",~·f£1CM ~clf.:io :~nn 

.-~~-·' lCfA'. Q',-3u::r(ii-io-29'i:T .;:·!J 'Jf~L:.:: 'lor;'Isr.':i, ~.'~'J\i<n •dt rrLlJL'!o <>;_:_:-:::~'':l"Tl 
-:::1 B .... .!:~~ t.L .. -!' ,~ ·: .... u f') 10 lti.!.GSI!lf:l'J;·d:l fJU£ ~·.fir~1J:wl7 H~:! .. ~ ·1~: ,:,.lf'l~ Jt\n-: ·/(~J 
i"'ii ~1Yn?~~ .... ?lf ~~lfJ-l;~R~.t~J -~!~l~~~~ciitl!:Sfii ·t~! ~ ... :~.(~;u~') ;•jj: 1•1 ':.i;J! ~j" -:··;;;~~~Jn 
~;,..L 1J.o ,r f<l,~-~ . .l!i.~ :ta~~~ :) ~o ~·~r:J t::.LJ .brris·;u-;, .£·:fa . .§lJ.l~~~m.~~H~.' .. ·:r:._:~~~--:,.; -~otlP. 
:y ri:n~,fo <OC: aoi.turn·_;o'!:ar ';::..il ,a:rsri:iu oi 9j.C!lim.rr.zmo, ·.o ,o:;w o:l j~~~If!l/ji[,Z..;o or.,.r 

0~Wd-:PJ" f{~'tfha 
.QFFIC~L.1: -·~·· • _ • ·'" •· ,• ,. . • • ··o·•~ , :, .'l;~·-~ ·-·~ t ••. l •.• u~ i1C% ... ·..-(J ~~~~--- ·-&)~\'-94{i!:i!..) l.O t"..J. ·J.nJ.·.,1o ,:::-~n~::_.i; ~;~j,:fb-.:.3: .(J 

.···>· , . -~9·-: H.,BJ1JD,GES,r.,.".,,., ~. ··~r.t•·c· ·r•-u· • r-•:-1,· -~~ ~'' , ~·,1 1•.• • t ,. •cr .., -'.A.(,_;J,f,..1,... -·l •. J .. ,_{.,,t_lt1 ~'- ~·~·~'"' .lu ,Jl...i.-;J .• ~).,;j.J J. ~~;·.~ •..J ~,l.lo.Jt ~~·..1 ..... J.J ~· ··.:. ..••• 

, l·r..~; M.aJ,Ot; .Genora~,c, .," 'n·r" ;1., -~jn~'~. ·'r•c...,- '''I~·1 -.--- ,, -- •• ~··· -··r• .. ! -_,_,..');,..._i.l ~.,./_;, :Jc..;':':J' .. • t .,. ' ....... .1':1.!-U} V t.!•J J-o\.JI:(J- ~· . .:..a,.'.:; . ...,,~-'- H ~ ..... :,J i.. ..... J-, t •t.!'.•'· ~ 

!J~ ·::.:~·:. H~t~2. ,'{?~~c~tj_d-~.u~ O:.!.:I~~~f!.e,'?irr,~~· ~~ .. a£:t~·,:IJc 't·J·r·J'Iqrr<t /'~t:·.-lu·~~ :Jfl! ')') ~-;~£d 
·:: ;: : ... "l.G'?i!J'l •rt) taot.L~:-... '.tfi-W•··J ,f.r'~*'!U ~~U!.:. ~·9Yt~I·.~fll9' JO ~·.;:c.:h L.:\{:-> (".!C!.l'fH i{~fJ::\ \f"H; 
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<i'I;!!P;.ti.l; J)97.f!: ilflf~ :?rtt9J"ila iiO~-; ','tlrrrrruru_o'>. Io;rkO~;:;·iD:, fJr;,t~ :to. rtOtJfl'I:'I(j> bill: 

A"n"'M: ~·ln'E'G' U-~3~T."'-I-O'·N"·s'" 1}'''U '' 10 °' ···f:J<·r. olt··o·," 1,-'l.l' '".,,; ............ : t:"'~ ... ...: ..... ~-; ... i·~" ' .... . .. .d."- . . •.• 'L• .·. " ,_, -~ ......... 'WAR!:DEP1\:RTM·ENT,-·' ,.~ 

u~w "''NJ:1'1:oo£5a1oqrrl'">' 1o t.mi,.n'l9clo .i.l\rn, ,'l:"JanrwA'~iiThaTO':Ji'Jl.lff .. i"fl]o·•r1'9s~!.;•; [ .. · · · · - 1 '"n • , · 1 •. : • • ' . , ay , • oc 'n:.:I!lW. -xono ,G -:-tNt .hh ru. .vsM·J"Q'Iq.ru~ .anoltr;rCJqo !JJ0!l tri. cqoo·rt inomo!1 't<l 

, · .... ; ... , .. · .· ·siGNA.r:-·~coRris·""'JliR !?'lSI;'111 c :foJ1u;;::: U!.7 
.9a~yr·ndjo 'lO c!:qm.~·jb1 ·,:d ,y;unA srli ·zo:t. WJ:.;eai'lom gdHi:ll~dH£'1T .\) 

.~ial~£19 ;6ld?,!fl:~- oq~ .'t? I;;~ENER.AT."~f.p}tovl:si:ONS fl,rn 'to noi:.l:"JO!'Tib ~·j'J' ,1\ 
• • . . 11 ;;~ ••• 1.< . . , . . . ;' .. • .oh1')I~j. h9rbnti!). r.'J•o:~n!qW9 ~wn .rnm 

1 
• _.,a.~n ' I.llrr~aP• b::u12iaap t!:J.H!.:W"t-J.~; ::~•· ~- ·,;::','J~.wrl. orl1 ~o rroiJPJrifnoo:> 9t:1; .\ 

' .~:h•'i!uh£'.190: 7nl;lsif:i mo·Ill:l'!9~no· ~l.i fl•;dh~f'')'Ifi or! 'f.!}fll <' H !-!•. ,Jrt~mt"lli i.l·Paragfapb 

··~~~~s~7~~e'·~-h';ii¥ri~~to%c~~~~~~i~~~~~~~·~~~i~·~~~l~~~c=:~~'::'~~=o_=~~~~~·::~::~~~~ .t ~ 
Uni·t sig:qar!-dffi·~~rS~~~..:~~~f1~.?_?~~0_?_!:_~~~1!~~I]?_~_J_~-·~~~~::::~'1:..o_r!::-~-~~~-~~!~-c:_r~~~1_!~lt,(;..g 
·p6st:"signal~'offi~ers·~~-:'i!!I _ _;;;2l!iiJ~rr.!i~11:_.N)!n __ -fJ-;;l;t'!t_Ull.;:J_~tf!._t~:;I;"!J.!-gb~-t•!-~£f.:.e_.~l 4 

; Eligibility of. the Signal Corps for;;varlo.us duties"--":-'""~A-b'-''-~:-';'-~--'"'-';.:..;~n-'~~_,,, __ :,,.,~-..,:..aoi5 
- - •. ' • . . • .; .. ,, . t· .._. . .. 

J>sJ!l9'i'."t.. 'l't'W:I~r;r JJOltOI'T lJH!I P,LiCIWii·>j\Hfq_ .'l.o .. •r.ffJJl:IR Lm t;•u,;">'W'' _J'!q rt' .. t' . . S 
:a·Jrl~-; Contposit~on.,..;'J'l!er _Sign~}; P~rp;{(~)?.g!lr .~.9n~Js,t r,ofiJo~e.1Qlli~~· 1flig!l~l ,Q!!lc~J 
with the rank q'f3majqr:g~n~r~J. thrE\e, l!u~dJ.~~; fo,!'t~¥}2,1,1-~ls>f!i.<;~r~Jp.,F~<.l.es;;±:rom
cQloneL toJse~on_d li~ntgnant~ tnClu§i:ve;;!L,'n:q -~y;~: ~l}OJl.SJlnA> ep._k~~.!~.<hm~p.. §l:!lt:;h' P.~rt 
of whom ps the Presidel~t'Jll!aJjJ..qir~c.!)be!ngl fRr~ed, ,jnt.Qj t:;~;~.tica!mp~t~:?,,9r'g::m!~~g. 
llsrl).e: ll;)a~J iPI:~s~r:ibe.f' v~.ec:e£3; : a:9tJLJ..UJ1f3 L~;t:J9.Hift(.3!!;; ~~q,t.3J'J4 . .);,'1(!,§·1 g{qi<J;n;qelh.bY 
act Jitne 4; ,19.20 (.jl Stat: "168) .;J•,[Jdfi.:lQ~ 1p,.: ~U,;!f8~fl-,iJ§ff9·:.4."!;1M.•·,:£;,j92!}_;1 11.:1!4 
·by)act·:~Pr.ih3.,,1!J..'J9J.(;l3,u.ll: N.o_.;2,, W:•r/J£;31fJ.9.@:.· A .!1-:.:c;soifl:o Jm;gL~ · ~h:u · .G 
'[l2:r:Du:tiesrto'fJ~t;h~ .O.hi~f, _&'!gnil;.-! ··..Q:(lic~'r.,.",!ii· !!:!Wtion lt~c.SJ1.Ch.1Qtf~rqgB!!j)E~r~§ 
.ma:~i be pre~dibed;;·,t1leJf,)J}:i,eJ:.3~~J.gi:l~l t<J.ffl<;erJr~Y.i~h_:ha, ve,ii.wm~gtat~,,ch~J.g§~J u_y.dJlJ.' 
-tlie directi~n2p~~ the,~.Secr~tlJ:fY. 91'-..ti\-Y~.:r; 9.10rthe f!JJ!<:>..'Ji.!lg;;noD I~rPd2. nritnlr>l!!(}:> 
-l,:an Th~e deyelopm·e_nt;.:proc_1:!r~xp.ent;· stOJ;!!;.g~r:iS_SU~t~n<l).r.ep~irr.Qf,s!•m~l, mete_q!J?r 
"logical;-) and cry,ptographic equipJilent) a.n,d~S\lPPHRs·:rl1' '.ri:m! .1w j~n 'm7r )'~>"t!l! 
1;i:rb. )Thecde:velopment,~proc{tremgnt;;~>.tor.age; a.ri<iti,ssu~pfr_all-~l~~.tri~!J.! 1 app_arjltg~ 
a13sociat~d·Jwith · P,ir.e.etion,'fi.l_ld,inp forad~t,e~:m~)ligg.) tll.~.i lQ.c~tio,Ih9~lJapJQ;J~t~ti.OJl.s, 
:aircrart,jJa?d3-marinet~_raft:(a'n(,l.I.ofua~l?th~;·-~~lg~ri~al0appf!.}!M\l~ l!s.spcJ~t~~J'!_J ~iJg 
range findmg. . , : .;;-,of!o~. ~n ;,<1ilnb :>fib9Q?. u 1;;7 h•)i]~Ur:it'! v .Jn ~·i 'lc•c.Iii'l 
J e•c,1iThe .procurement,· storag~.~and:.issJl.e QffphgtogrJlphtq_\suppli~.§;a)ld \qlJipillent 
exce~~ that requireq for .. ;,•m\~') :1.'•. aolj.fl.:lof, 9I!t ;ir!lb~h!t! 1:->·Ic:l:i rm.. ·- · .. 

. <:•)y.(•l•).ttPhot2graphic :~ndH~ineJJi!!tograpgifloWPf:~ ~ma_!Le !r9Y:J.:l!~X~r:a.:f~( ~:) 
io rroU(7'):rGtoun~~ p.hotQgi~phYnJn,o !;.m;ig~ctiQI!1J;~it1?-;c:: a.irSf~!hr~,opf!ra,t!91t and 

.. , ... , . ~aintenailce.' ,. . . , .P.'!9rl[!b hW.l r,C~;)O~ .· _ 

(3) · .Such oth:r specialiPJlfPOSe§!.JlSJ!!ll!Y.q,QR[P.ec.v}J!,l!';: tqJ~ll~;l:,\!ll~ir~~imts of 
'!\Bipl. hr;:; ano.ther);J.r:j:P.Jor;1s~,r;yice~o Iro!tJH9f1\"i f:rm :i,•n·w··w'l0~'1 ii1) 

(l, Th~ preparation an~ revision of all books, pamphletS,s;!J-!1.9;tin~~ructioi:J. data 
requiredii!?YaJh~l <Arz'!i.y:I tp · mak.e"prpperc.!l~?~ o~, ,alJ:, gql}i Pm~nj;,,a:.r.l.d:~l!PPI!r;t tus · de
yelope.d;~pro¢ur~.d;~a)ld<Jl3su~d:4bYJ itheJSI~m~lJ..Q.Q!'PS·;i>.:.<:: ·J ;r'l0 , 'l •it vd 

e. The, preparation, ptibli6ation, revision, storage, acCOlJ!!-~fng_,fg~,1and distribu
ti9.I.lr.Qf~aJL~oqg_s· ap.d cipJ!~!'§~:r:~q~ill«?£l:.:.bYJ~J.1.~,.~r,l£1~\:::.!l.n.I!J!l·~tim~Y,J!::'Y~r 1tp.,e inter
~~ptiol1iOf §!l!)IDY·"ii:=!di.Q.,!l_J,J..<lrF:~J,'e tmffi~,Jtl!~.::!.<!~l!t~ol! o{~~IJ_~HlYIFJtdiQ, stations, the 
s.ol u ti6'n )Of Jip ter_c~p_!.eil ¢!1 e!J1Y.1 ~Q!l~J gng 1~1P~~!) :W~§!§~f~!l· , ~!,l_q -;}fi ~:wr:ttory arrange
ments for the employment and detection.E<J:fh.§e~.I;etd£J.5§,1,,~Jr£.!:!PL§rich of these 
dJ.ities,as(~eema~, d,elegl!!?d:i>nY!l!t:§!g~l!k<!!'!i<;g);'§,J.i 'JJ!1 'l:o rtr:l1•in~rdt<~ lB} 
'J:of-'1~h_E)J!.tin13JaHa:tton;lr_IJlfri:tlt.tii.l.!!!l~· ,.!!!l(!.l:r1?Pe!a.t!Q.U.; 1g{,allAni.J..~t~]:Y. signal com
munication ·~yste,ms and ~quipment, including military <;~12\~.~t_~lephone, and 
telegraph lines, radio appanitus and stations, except the routine maintenance 

*This pamphlet supersedes AR 105-5, Marc& 15, 1933, including C 2, July 1, 1937. 
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and operation of fixed fire-control communication systems and fixed airw!lys 
and airdro~e"c.ontr~I-sys_tems and radio aids to air nari~!].f~PrJ:t~~-t-lt.~:?-({5;::;2,Y)! 
and·· ui.~'l'ri:~tali~t1~il,'·,'u;~{;t~nance, and operation of 1 tempora;ryil~Y.~tEl:US used 
by. ~~-~b~t t~;:c,'p;,''i~ufii:{d_ 'op~rations as provided in A:R 105-15, over whii!h he 
will exercise general supervW~~~&JY·JA!![.;:n~ 

g. Transmitting messages for the Army, by telegraph or otherwise. . 
h. The direction of the §!~H:tb..GPE.Il~'lm:~rl.t£~t~<:P,!.rol of the officers, enhsted 

men and employees attached thereto. 
i. 'The coordination of the training-of-the-personnel assigned to signal duties, 

under: such instructions as may be prescribed in orders from the War Depa~tment. 
1 1· ·The· ·general- supervision·- coordination;-and- standardiza~io_n·-of ::an"~faill.o 
•· " ~-~ -·-· ----- __ .. _ ··-- ----'!·!~litH) .tr.,..,.~,7.1 l9ill~) IJ._.t in ~~'J13Ut.l 
operations··and- the. eiifor-cement of re~_uh:~:_t!OI~_s __ c_~n_<:_~r~:n_g _ !~~a-,S,~ffi\~·[qn~!?. ll~\J 
~: k.~_The ~ !iEisiiliiiiexi.C ~o£=~iil.~}~H~i'l.~il!.di_Q.=f:r.~qlJ~!l~!es, __ pQ~er .~,type,,,g_fi,emJs: 
sions,--and- schedules--for- all- Army.-radioi:istations:m1 8fj"lu~ lnuljl& mJj 1o v. li:!Lil)lil:!I 

l. The procurement and supply of photographs and motion p~ctures directed 
oy::ille Gemirai; staff: and'~in jgeneralflill:rpnotoira:pliic' i!tndl~inemat'ographiC' w~rk 
o'f''the"*trriytnoFspecifically···assigne'd1f6( other armst'ot ·serv-ice~s} llJlf'l orli ;Um 

j·" 'm. rThe . assig}1me'nt'> oFiJdesigmi.t-ion'Knumbersbrd .aum:Krmy !submarine~ ,c·om• 
lnurtica£ii:JnlC'abJe§0itndttheike"epifiglof•reCOrdS 'thereof;\IT9fJ!Hcl'lq u;iJ llJl WOcfW XO 
\liin?· •.r11e l'perfornl.aii'Ce ~of~-'al1Botl:ler'~drities li.isdally ·,pertaining !to•<militatyl si·gnal 
C!oimiiunication 'otiier·"than'as'•'provide<i- for·nbove.r: ,,y .>BlP. H>_ ~Js:\n. ·*- '3-lt\l" ~-)~ 

3. Unit signal offi.cers.-a. A c!lieftsigmiF officer: wilitlbe'~'de'taihl"d''for\'ev~ery 
~ex ·editi\3riacy;1'orce;"ana ar:signal Gorpsroffic& asr:u-D:rt signal officerJwill~nor.mally 
·oldetailedlf(n•'1eilch rcorps ·are:i!iifild'.1everyLtactical9}tinit9lil.rgetr!than'Ia •brigade 
containing Signal Corpslitfo'op's!1 ·When l'fo· ?Un'it sigrlar:-•officeH liasubeell"ts·o 'de• 
tailed' 'ill orders . itne1 Jseriior:>SigJ.fa:l~iCot.p§Cofficerl,present(forJ:dutyJ;with tlie' Com
mand will act ~s such. The ·'·iinitJ signa•l:J officer.1.wm birtrar:·meinb_er. of<;the1~s'ta:ff 
'of'l •liis : comm:i:iiding lfofficer!" :·:He·•·wnr~ 'be>tch:i.·rged;'I•under,1the 11directiond'of .•his 
com\i[andib.'g:.:officef,o with f th!P coniniand·,Hhsofari!,as : rela test~to!.'opehitiohs;: ofcsig" 
Ji!J'I.-r tfl:i'dj;isl:Jiot' assigri:e<Y <1or' :•atfacfiedrf to! l subordinate. runitsrl i >The"nunitlsignal 
officer is also charged with specific duties as follows: -rnif•uft 9~LIIli 
1n•)f rT([i (•1')' Wctitig frasf?. ai:iviser,Of(jf[ltne ~C(nnmatiderll•an'd .·the1!~staff•HonJi'signal 

matters, including the location of comman'dt postsw;~ J!ll.!J jq')'lX'l 

( 2 l fiPreparation q:Jf.Bsignal'li'op~fation'i"instructions 'liui'ds'sigl1al''an'riexes. 
imn rr~3·)f:';pfeparation',apubiicatiorl/"storage,,;accounting:ifo'r; a~ndrrdistri15lition of 

codes and ciphers. .'l'Jl!nH'llrri'rmi 

't., ;.:JII'1(4CJ'~iSupplylhfJsigb.'aVequ(pmenP.nnd<rsupplies!~9li" -cGrlto rbua (Sl 
(5) Procurement and operation ofJ'l~dgnaltOiiialilteniiiice:: and repair 

r:iJ;I; wJitrrrr•~iai!ilities:l''i<Jlrfr_rmnq ,al!nnrl !In ~o vof:·<··.-n fHifl rmi:tn-mq'>'Hf 9rCr .n 
-c!1 -'Jr::( 6f' Tecilnicain iifsp'ectionl ~:of.Jsigriaf'lequ.fpment; lwithinf•limitst<:irrescr.ibed 

by the commander;t-:all'direconu:tiehdatiotis''r'elative1'-to·Pitsr:careN{nd 
·· J:<ih \m~utilizafiofif'O·;·'r: ,9-:JJ•T•)t?. .l\nf~i'T91 .noJJs·)iJr·lrrq ,crrJJ'•,·:f.q;,·n• 'Jti':l.: .o 

-1•) tJ.i Tl·) 'ITeciinrcalr:supervision\i ·witb:iu:riihlit'sffprescribed :by•: the1'comin'lfnder: 
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(9) Supervision of such activities pertaining to the signal intelligence, 
pigeon, and photogral'Jhic services as affect the unit. 

(10) Insuring that the instructions of the Chief Signal Officer relative to 
keeping technical records RI!d the rendition of technical reports are 
observed by all Signal Corps officers of the command. See AR 
105-45. 

b. The corps area signal officers are also responsible under the policy of the 
War Department and the instructions of the Chief Signal Officer for all matters 
concerning the Signal Corps in their respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
corps area commander, but within the territorial limits of their respective com
mands, and excepting only those functions directly under the contrel of the 
Chief Signal Officer. 

4. Post signal officers.-The post signal officer is a staff officer of the post 
commander and in addition to any other duties which may be assigned him he 
is charged, under the direction of the post commander, with the following: 

a. Supervision of the maintenance and operation of the post telephone system, 
the post telegraph station, the post radio station, the poiit small-arms target 
range communicating system, and all other signal activities of the post except 
those placed by competent authority under another officer. 

b. The preparation and submission of requisitions for all supplies required in 
connection with Signal Corps activities of the post. 

c. Direct supervision over an personnel engaged in Signal Corps activities 
of the post, and responsibility that such personnel is properly instructed in the 
performance of its duties. 

d. Responsibility for the keeping of such records as a.re required for the 
proper administration of the Signal Corps activities of the post. 

e. The making of such recommendations as are considered necessary for in
creasing the efficiency of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties.-a. Detachmentlil or 
units of the Signal corps will be exempt from detail for any other duty, outside 
their own organization wor!{ and training, except when in the judgment of the 
commanding officer the importance of the duty will not permit exemption. 

b. When detachments or units of the Signal Corps. of 30 or more men form a 
part of a giurison, the officers and men may, in the discretion of the command
ing officer, be required to perform the necessary guard duty to protect the 
storehouses, sheds and parks pertaining to the Signal Corps, provided such 
property cannot be properly guarded by including observatioll thereof in the 
duties of sentinel posts or patrols already established. The necessary police 
duty around such buildings and property will be assigned to enlisted men of 
the Signal Corps, but they will be exempt from the ordinary police duties of 
the garrison. 

[A. G. 321.92 (4-4-39).] 

BY ORDER OF THE SECRETABY OF W AB: 

OFFICIAL: 
E. S. ADAMS, 

Major General, 
The A.djut£"nt General. 

MALIN CRAIG, 
Chief of Staff. 
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= . . .. . Paragr~ph 
Purpose---------------------~---------------------------------------------- 1 
Definitions.-- ____ .:. ______________________________________ -~_~-..' _____ ·__________ . 2 
Secret ;niatter __ :._ ___________________ _::_ ______________ ~------------~----'-·-------- 3 
Confidential matter ________________ ..:. ______________________ :_ __ __-_~-------~------ · .. 4 
Restricted matter ___ ..:::. ______ ~----------·-'-_________ :._ ______________________ ~----- 5 

Classification of, information from other governmental. agencies--,---------------- 6 
One ·.classification only _________________________ _' ___________________________ .:__ 7 

Overclassification --------"'----------------------------------· _ _: _____ ~ __ :._______ 8 
Respgrisibility _____ _; ________ :._ ________ ._ ____________________ ~:..:.. __________ ~----- · 9 

Cancelation or change of classification----------------------------------~----- 10 
Loss-. o~ subjection to compromise----------------:--~---------------'.~-----------: 11 
R';pro~uction of class~fied m_a~te~-=.--,,,~---.-------------------~~-------------- · 12 
R1ght to possess classified.mllltary mformatwn----------------------~----~-----~ 13 
Requests for_ military information ____________ _: ____________ _-.:_ ______ .:_~-~--------'-· :14 

._ Dissemirfittlon of classified military inforrnation-'-~-------·---~~·-· ___ . __ :_ _____ ~c.-~~-: 15 
Testimony before Congress ___________ ------ _____________ -------- ____________ -~ 16 
Legislation pertaining_ to War Department_ ________________ _: _____ _:. ____ ~--------- 17 

'. ·, . . \ : . . . . . . ' 
1. ,Furpose.-Military ·information is of varying degrees of.· value to for

eign gov13rnments and therefore requires the .exercise of varying degrees of pre
caution for its safety. For the purpose of providing the necessary variations in 
safeguarding the several types of critical information, the classifications outlined 
in paragraphs 3, 4, and 5 have been established. All military information, docu
ments, development projects, and materiel other than that classified as above. are 
regarded as unclassified. 

2. Definitions.-a. AiTcraft.-The term "aircraft" includes all weight-carry~ 
ing devices or· structures designed to b!) supported by the air, either by buoyance 
01; by dynamic action~ .. 

~- Air space .Teserva-tion.-An air space reservation is the air space located 
aboYe an area on the surface of the land or water, designated and set apart 
by Executive order of the President or by a State,. Commonwealth, or Territory, · 

· *This· p~mphlet ~upersedes AR 380-5, J~ue 18, 19U,' including section II, Circular no. 231; 
section V, Circular No. 242; and section II, Circular No: 252, 'War Department, 1941; section 
lV, Circular No. 35; and section I, Circular No. 109, War .·Department, i942. ~ 
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over which the flight of aircraft ·is prohibit~d or restricted for the purpo~e of 
national defense or for othe~ governmental purposes. 

c. Classified military informat~on.-Olassified military information includes 
all information concerning documents, cryptographic devices, development proj
ects, and ~ateriel classified as se~ret, confidential, or restricted, as well as the 
items themselves. All other military information, documents, development proj
ects, and materiel are regarded as unclassified. 
. , d. Cryptographic material.-Cryptographic material includes all documents 
and devices employed in changing plain-language _messages into unintelligible 
form by means of codes and ciphers. 

e. Cryptographic security.-Cryptographic security is that branch of signal com
munication which deals with the provision of technically sound cryptographic 
systems, their proper use, and their careful safeguarding. 

f. Document.-The term "document" includes printed, mimeographed, typed, 
phostated, and written matter of all kinds; maps, photomaps, and aerial 
photographs and mosaics; drawings, sketches, notes, and blueprints, or photo
static copies thereof; photographs and. photographic negatives; engineering 
data; correspondence and plans relating to research and development projects; 
and all othE:'r similar matter. 

g. Engineering data.-The term "engineering data" comprises drawings, blue
prints, photostats, photographs, mathematical calculations, formulas, processes, 
and all similar items that can.be reduced to documentary form. 

h. Foreign government.-The term "foreign government" includes any recog
nized or nonrecognized government and any faction or body of insurgents 
within a country with which the United States is at peace. 

i. Materiel.-The term "materiel" comprises military anus, armament, equip
ment,. and supplies of all classes, both complete and in process of development 
and construction, models that show features in whole or in part, designs, 
mock-ups, jigs, fixtures, and dies, and all other components or accessories of 
military equipment. 

j. Mock-up.-A mock-up is a model, usually full size and constructed ·of 
inexpensive material, made for the purpose of studying the construction and use 
of an article of materiel or mechanical device. 

lc. Paraphrasing.-To paraphrase a message is to rewrite it so that its meaning 
is the sai:ne but its phraseology is different. . ' 

l. Photomap.-A photomap is a reproduction of an aerial mosaic, composite, 
or single vertical used in place of or to supplement a map. 

m. Registered document.-A registered· document is an important secret, con
fide;.;tial, or restricted document or cryptographic device which is assigned a 
register number for ·use in accounting to the office of record at periodic intervals. 

n. Reserved area.-A reserved area is an area on the surface of the land 
or water designated and set apart by Executive order of the President for pur
poses of national defense, admittance to which is either prohibited or restricted, 

o. Short title.-A short title is a designation applied to a registered docu
ment for purposes of security and brevity. It consists of figures, letters, words, 
or combinations thereof, and usually contains an abbreviated designation of 
the office of origin without giving any information relative to classification or 
content of the document. 

p. United States.-The term "United States" as used in these regulations 
includes 'the Canal Zone and all territory and waters, continental or insular, 
subject"to the jurisdiction of the United States. Sec. 1, Title XIII, act Jund 
15, 1917 (40 S'tat. 231; 5Q U. S'. G. 40; M. L., 1939, sec. 218?;). 
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q. Visitor.-As used in these regulations a visitor is any person admitted to 
a Government or commercial manufacturing establishment engaged in classified 
work or project-for the War Department except-

(1) A person employed on the work or project, or 
(2) A person directly and officially concerned with the work or project . 

. 3. Secret matter.-a. When classified secret.-Documents, cryptographic de
vices, development projects, or articles of materiel will be classified and, if 
practicable, marked secret when disclosure of the information or features con

. tained therein might endanger national security, cause serious inJury to the 
interest :or prestige of the nation or any governmental activity, or would be of 
great advantage to a foreign nation. 

b. Examples of items classified as secret: 
(1) ·War plans. 
(2) Documents relating to the design and development of new materiel 

and containing information of the (y-pe described in a above. 
{3) Codes, ciphers, and. cryptographic devices used to transmit secret. 

information. 
( 4) Certain military maps and photomaps. 

(a) In the continental United States, those illustrating and identi
fied with a war plan, including _local defense plans, defense 
projects, or any phase thereof. . 

(b) In· oversea possessions and foreign territory occupied by the 
forces of the United States, those illustrating an approved 
war plan, including local defense plans, defense projects, or 
any phase th_ereof; those showing the lay-out of permanent de
fense works and naval bases and: the adjacent terrain vital 
to their defense; and those that serve to fix definitely the 
location of any element of permanent defense works and 
naval bases. 

(5) Information concerning items of materiel and methods of assembly 
classified as secret by a chief of a supply service. 

(6) Photographs, photostats, diagrams, or models of any secret docu
ment or essential part of secret materiel. 

(7)· Troop movements-see section VIII. / 
(8) Information which _will indicate the strength of garrisons in over

sea departments and foreign territory occupied by the forces of 
the United States or information indicating the composition of 
units or the total quantity of specific items of equipment pertaining 

. thereto, except that mailing addresses will include organiz~tional 
designations. 

c. Authority to classify as secr·et.-Matters may be classified as secret only by 
or by authority of the Secretary of War, the Under Secretary of War, an Assistant 
Secretary of War, the Chief of Staff, the Commanding General of the Army 
Ground Forces, the Commanding General of the Army Air Forces, the Commanding 
General of the Services of Supply, an Assistant Chief of Staff of the War-Depart
ment General Staff, the chiefs of the supply and administrative services, a general 
officer, the. commanding officer of a depot, post, camp, station, or independent 
command, the commandant of a general or special service school, the chief of a 
military mission, a military attache, or a military observer. 

d. Dissemination of secret matter.-The dissemination ·of secret matt~r will be 
held to the absolute minimum. Information as to the contents or whereabouts of 
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secret matter will be disclosed only to those persons whose duties require· such 
knowledge.· It is exclusively for the official ·use of the person to whom it is 
divulged or issued, who will be responsible for its safe custody and security. Its 
inviolability is the duty and responsibility of all persons having knowledge thereof, 
no matter how obtained. 

4. Confidenti~J.l ; matter,_:_.a.- When classified as confidential.-Documents, 
cryptographic devices, development projects, and articles of materiel will he 
classified and, if practicable, marked_ confidential when disclosure of the informa
tion contained therein, although not -endangering the national security, might be 
prejudicial to the interest or prestige of the United States, a governmental activity, 
or an individual, or be of advantage to .a foreign nation. 

b. Examples of items classified as confidential: · 
(1) Regulations governing joint action of the Army and the Navy. 
(2) Documents relating to the design and development of new materiel 

and containing information of the type described in a above. 
(3) Codes, ciphers, and cryptographic devices used to transmit confidential 

information. 
(4) Certain military maps and photomaps. 

(a) In the continental United States, those showing lay-out of the 
permanent defense works and naval bases and the adjacent 
terrain vital to their defense, and those that serve to fix 
definitely the location of any element of permanent defense 
works and naval bases, except that when the complete map 
of a defense area consists of more than one sheet, only those 
sheets shoWing defense elements ·need be classified as con
fidential. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as secret, 
showing lay-out of military and naval radio stations, air 
bases, airdromes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense: 

(5) Technical information, such as research of processes of manufacture 
which may be a distinct military asset and not a matter of general 
knowledge, and other technica-l items of the type described in a above. 

(6) Photographs, photostats, diagrams, or models of any confidential 
document or essential part of confidential materiel: 

(7) Certain reports, orders, or instructions pertaining to individuals, such 
as those relating to investigations, special assignments, and others. 

(8) Information and records compiled at the request of the War Depart
ment for its use in the assurance of adequate provision for the 
mobilization of materiel and industrial·organizations essential to 
wartime .needs. Bee see. 5a, addetl to act June 3, 1916, by sec. 5, 
act June 4, 19'20 C41 Stat. lf)4; 10 U. s: a. 1193; M. L., 1939, sec. 
1925). ' 

(9) Shipments of machine prepared and manually prepared monthly per~ 
sonnel rosters' and W. D., A. G. 0. Form No. 303 (-Report of Change) 
for organizations and individuals outside the continental limits of 
the United States. Rosters and reports of change included in any 
shipment ·need not be individually classified. 

· (10) All information relative to specific qu·antities of war reserves. 
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c. Authority to classify as confidential.-Documents, , development projects, 
materiel, or _technical information may be classified as confidential by .any com-. 

missioned officer. · · · . . . . · 
a. Dissemination of confidential matter.-Confidential military information will 

neither be discussed with nor disclosed to unauthorized pe_rsons. The contents 
or whereabouts of confidential documents, cryptographic devices, or m~teriel will 
be disclo~ed only to those persons in the Military Establishment whose duties 
require that they have such l~n<?wledge and to such oth~r ~ersons ,,9~ es~ecial 
trust who must be informed. Those to whom confidential mformatwn IS en
trusted or disclosed are responsible for its safe custody and security. 

5. Restricted matter.-a. When classified as restricted.-A document, crypto
graphic device, development proje~t, or article of materiel will be class~fie~ and, 
if pr~cticable, marked restricted when information contained tperem IS. ~o:r; 
official use only, or when its disclosure should be limited for reasons of admuns-
trative privacy or denied the general public. · 

b. Examples of items classified as restricted:. 
(1) Certain parts of·mobilization plans and reg!llations .. 

· _ (2) ·Documents reiating to the design. and development of new materiel 
containing information of the type _described in a above. 

· (3) Procurement plans. ' . : · . · · 
( 4) Codes, ciphers, and cryptographic devices used to transmit restricted 

information. 
(5) Certain training and technical regulations. 
( 6) Certain Army extension cour.ses. · • _; 
(7) Certain documents .regarding engineering principles and design de

tails, composition, method of processing or .assembling, which are 
~ital to the functioning or use of an artjcle of materiel. 

(8) All military ~~ps, photomaps, and aerial photographs in the posses~ 
sion of the War Department or to be hereafter drafted, developed, 
or reproduced for the War Department in the contineptal United 
States or in oversea possessions and foreign territory occupied by 
the forces of the United States not classified as secret or .confiden-

tial. . 

1 
(9) Photographs, photostats, diagrams, or models of -any· _restricted docu-

-~ent or essential part of restricted m>lteriel. / . 
. (10) Strength .returns for all stations within the.continental Um~ed States. 

. c. Authority to classify as restricted.-Documents, developme!lt._proJects, tech
'uical data, and materiel may be classified as restricted by any. commissioned 

officer. . · :.. · · 
d. Disseminati~n ot restricted matter.-The informa,tion. captained in restricted 

documents and the -essential characteristics of restricted., materiel m:}Y b~ given 
to any person know; to b~ in the servic~ of the United States and to persons of 
undoubted loyalty apd discretion who are cooperating i;:t Government work, but 
win n~t be communicated to the public or to the press except by authorized mili-

tary public relations agell'cies. " . . 
6. Classification cif information from other governmental agenc1es.-In-

.formation obtained from the Navy Department, other governmental agency, or 
friendly foreign _governmE;_nt will be placed in the same relative classification as 
that in which it is c11rried by the controlling agen~y. 
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7. One classification only.-A document or article of materiel will not be as
signed more than one of the three· classifications, secret, confidential, or re
stricted, but if this happens through error the more resti:ictive classification 
will apply. . 

8. Overclassification.-Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive classi
fication consistent with the proper safeguarding of the information or materiel 
concerned. Overclassification will be avoided tlince it causes unnecessary delay 
in the transmission of messages and depreciates the importance of classified 
information in the minds of handling personnel. 

9. Responsibility.-a. The safeguarding of classified military information is 
the responsibility of all military personnel, civilian employees of the War 
Department, and of the management and employees of all commercial firms 
engaged in classified work or projects for the War Department. Classified mili
tary information will be discussed 'only with military or civilian personnel 
having a legitimate interest therein. 

b. Commanding officers, administrative officers, and procurement agencies are 
responsible that military personnel, civilian employees of the-Military Esta?lish
ment, and the management and employees of commercial firms engaged in 
classified projects or developments for the War Department are familiar with 
the pertinent provisions of these regulations. Clerical and technical work 
on SECRET and CONFIDENTIAL matter, to the extent practicable, will be 
performed only by duly investigated and ~pproved personnel. . 

10. Cancelation or change of classification.-a. The authonty making the 
original classification, or higher authority, may cancel or change the classification 
of a document by writing or stamping over the mark at the top of the first page, 
"Classification canceled or changed to ----------• by authority of (Officer author
ized to change), by · (name and grade of officer malcing the change and the date 

thereof)." 
b. The authority making the ()riginal classification or higher authority may 

cancel or change the classification of materiel by appropriate letters of instruction. 
c. In the case of messages which have been previously cryptographed no change 

in classification should be made unless the text has been carefully paraphrased. 
11. Loss or subjection to compromise.-Any person in the military service 

or in its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer will then make a thorough in,·estigation of the circumstances, fix the 
responsibility, and send to The Adjutant General, through military channels, a 
report· with. his recommendation in the case. 

12. Reproduction of classified matter.-a. Agencies entrusted with the 
printing or reproduction, storage, and issue of classified documents will be 
informed of the applicable provisions of these regulations. The authority 

. directing the preparation, printing, or reproduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type, plates, stencils, 
negatives, and wastage incident thereto in a manner which will safeguard the 
secrecy of the information being reproduced; 

b. The commandants of the general and special service schools are resp?nsible 
that the printing or reproduction plants of their respective·commands release rio 
classified information to personnel or agencies not entitled thereto. 
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c. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and. the Commanding General of the Services 
of Supply are responsible that service magazines or journals published under their 
supervision comply with the provisions of these regulations relative to security 
of classified military information, and will submit all material fo_r such publica
tions to the ·war ·Department Manuscript Board for review and action before 
release. 

d. ·Whenever correspondence, documents, drawings, prints, photographs, or 
models 'pertaining to secret, confidential, or· restricted materiel dis'&lose informa
tion regarding engineering principles, design details, composition, methods of 
processing or of assembly which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified. 

e. Information contained in classified documents ·may be referred to ii1 other 
documents which are unclassified· or marked with a lower classification only by, 
or by authority of, an officer qualified to 'classify as secret. . 

f. Preparation ot press releases based on coded messages.-Ofticers authorized 
to· prepare information to be made public ·will constantly bear in mind that: 
such rna terial , may be ·of great value to the enemy signal intelligence service. 
Information received .or sent in cryptographic messages will never be released 
verbatim but will be carefully paraphrased before release to the public. 

g. For additional instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700. 

13. Right to possess classified military information.-a. No person in the 
military service or employed by it is entitled to classified military information 
solely by virtue of his commission or official position. Such information will 
be. entrusted only to those who need it in the performance of their. official 
duties and to insure teamwork and efficient instruction of personnel, ·propm· 
planning, or proper maintenance of equipment. 

b. Photographs of classified features of military equipment or of other classi
fied items will be made by members of the military service or by civilian em
ployees of the War Department only when necessary in the conduct of their 
official duties and if made will not be developed or printed in commercial estab
lishments or retained in their personal possession. 

14. Requests for military information.--a. Requests from private indi
viduals or firms for classified military information will be· referred through 
channels to the Commanding General of the Army Grou~d Forces, the Com
manding GeneraJ of the Army Air Forces, the Commanding General of the 
Services of Supply, the Commanding General of the army or the service com
mand concerned, who, if unable to make reply or if another agency is interested, 
will refer the matter to The Adjutant General for appropriate action. · 

b. Requests for military information by foreign nationals, including repre
sentatives of foreign governments, such as military and air attaches, will be 
referred to the Military Intelligence Division, War Department General Staff, 
for necessary action . 

c. Applications for information or records compiled and furnished at the 
request of the vVar Department for its use in -the assurance of adequate pro
vision for the mobilization of materiel and ii1dustrial organizations essential 
to wartime needs will be referred to the Under Secretary of War ·for necessary 
action. The service of any process or subpena for the production of any such 
record will be reported immediately by the person on whoin it is seri.-ed to the 
United States attorney for the district in which ,the service is made ·and, at the 
same time, direct to the Under Secretary of War. 
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15., ;Dissemination of classified military information.-a. Except as regards 
information to be released to the press by authorizeu military public relations 
agencies, when class.ified military information is disseminated under the 'provi
sions of these regulations to persons not subject to military law, they will be 
informed that it affects the national defense of the United States within the 
m~aning of the Espionage A~t and that its transmission to an unauthorized person 
is prohibited. See also paragraph 18b. 

b. Publication of articles or books.-The inclusion of classified military infor
mation in any article or book published by .a member of the Army of the United 
States or by a civilian employee of the Military Establishment is prohibited unless 
specifically authorized by th~ War Department. For additional information ~ela
tive to publication of articles, see AR ·310--JQ, 600-10, and 600-700. 

c. Oral discussions of classified ·military information.-Either public or private 
discussion of .~lassified mpit[\ry infor:q1ation ,by members of the Military Estab
lishment with or in the presence or he:,tring of unauthorized personnel is strictly 
forbidden. · · · 

16. Testimo~y before .O~ngress.~a . ."When a persqn in the military service 
appears before a committee of Congress and is .called upon to give testimony 
which :he knows to be confideptial or restricted, he will respectfully request 
that h1s statements be taken in executive session only and not appear in the 
record of hearings, the Congressional Record, or other .document open to public 
inspection. . 

b. When called upon to give t~stimony which he knows to be secr~t, unless 
he has previously been authorized by the Secretary of vVar to give such 'testi
mony, he will respectfully state that he is not autl;wrized to discl~se the .infor
mation desired, and will ipform the appropriate member· of Congress that a 
writt.en request for the specific information should be transmitted to the Secre
tary of War. Testimony of a secret nature, when authorized by the Secretary 
of War, w~ll be given only in. executive session under the conditions cited in a 
above. , · 

c. With regard .to policies and facts which the public interest does not require 
to .be kept secret, confidential, or restricted, see AR 600-10. . 

17. Legislation pertaining to War Department.-a. Recommendations t~ 
the \Var Depa~tment for legislation will be classified as secret, confidential, or 
r:estTicte~ until released by the Secretary of War .. Prior to such release, no 
mformatwn as to any, legislative recomll\endation. will be revealed to any indi
vidual or association not under War Department control except as ma:v be 
required by, law. · , · 

b. The nature and content of reports of the .\Var Department on bills referred 
to it by committees of Congress will not be disclosed to individuals or .agencie.s 
outside the War Department. 

SECTION II 

DOCUMENTS 
. . . , Paragraph 

Marking of classjfied docnments---,---------.----~----------------------------- 18 
Transmission of classified docume'nts __________ · · · · -19 

~~o~~~~ ~r;1:S~~~~~n~~~:!~~~:~~~~~~-~e~_o_r:~==~=========.======~===========·===== 20 
Heturn of secret and COJlfidential documents--~---==--===---------------------------· ;; 
n:str':ction of classified documents ________ -: _____________ ==================----- 23 
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18. Marking of classified documents.-a. Manner of ma.rlcing. 
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(1) Classified books or pamphlets, the pages of which are permanently 
and securely fastened together, will be plainly and conspicuously 
marked or stamped secret, confidential, or restricted on the cover, 
title page, and first page. 

· (2) <:Jlassified communications and other material not permanently and 
securely fastened together, except as indicated in (3), ( 4), and 
(5) below, will be marked or stamped with the appropriate classi
fication at the top and bottom of each page. The m'~rking at the 
top will be so placed that it wili not be hidden from view when the 
pages are clipped or stapled together. 

(3) Classified photographic negatives, drawings, or tracings will carry a 
legend of the proper classification in such position that it will be 
-reproduced on all copies made therefrom. Photographs made from 
negatives not so inscribed will be marked at the top and on the back 
with the proper classification. 

( 4) Contracts for the manufacture of classified materiel will be plainly 
and conspicuously marked, not typed, with the.proper classification 
on the first page. 

(5) Classified maps and'photomaps will be appropriately marked under 
the' scale. 

b. Additional marking of classified documents issued· to authorized civilians.
Documents containing classified military information· furnished persons other 
than those of the military and naval services and their civilian employees will, 
in addition to being marked seeret, confidential; or restricted; bear the following 
~~: ' 

This· document contains information affecting the national defense of the 
United States within the meaning of the Espionage Act; 50 U. S. C., 31 and 32, 
as amended. Its transmission or the revelation of its contents in any manner to 
an unauthorized person is prohibited by law._ 

c. Special marking of secret docmnents.-All secret documents will show the, 
authority' for the ciassification and the date affixed. 

19. Transmission of classified documents.-a. Secret documents. 
'(1) Between offices of same headquarters or station.-At.Jie>idquarters com

manded by an authority qualified to make the• secret classification, 
the commanding· officer will provide for the ·~ecurity of interoffice 
transmission of 'secret documents. 

(2) Between posts, camps, or stations.-Within· the United States and 
its possessions secret documents will be transmitted by an officer

. messenger or courier when practicable, otherwise by United States 
registered mail. When an officer-courier is not available, such 
documents may be transported- to and from -foreign countries and 
the Philippine Commonwealth' by State Department rotary lock 
pot'lch. If neither officer-courier nor diplomatic pouch is available, 
the responsible officer may entrust secret documents to reliable 
citizens of ·the United States, such as officers or officials of other 
governmental departments or masters of vessels of United States 
registry. If rio undue delay will result, commanding officers of 

· ports of embarkation will entrust secret documents to the com
manding officer of troops on an Army transport for delivery. If 
none of the foregoing means of transportation are available, 
commanding generals of service commands and commandi_ng · 
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officers of exempted stations are authorized to transmit ·secret 
documents by registered mail in a United States sea post office, 
provided they do not pass through any foreign postal system or 
that of the Philippine Commonwealth. 

(3) Preparation for transmission.-Except when personally delivered by 
authorized personnel, secret documents transmitted from one per
son to another will be inclosed In an inner and an outer cover. 
Typewritten matter in the document will be protected by a cover 
sheet, or by a method of folding, from direct contact with the 
inner cover.. The inner cover will be a sealed wrapper or envelope 
addressed in the usual way but plainly marked secret so that the 
notation will be seen when th~ outer cover is removed and will 
contain a receipt form which will identify the addressor, the ad
dressee, and the document. The outer cover will be sealed and 
addressed in the ordinary manner with no notation to indicate 
its secret classification. 

( 4) Action upon receipt of secret matter. 
(a) Prior to opening a sealed package or envelope containing 

secret documents, the seals and wrappers will be carefully 
inspected to determine whether there has been any tamper
ing. If any evidence of tampering is noted, the facts will 
be reported immediately to the issuing authority, who will 
initiate an investigation without delay. 

(b) The inner cover marked secret will be opened only by the per
son to whom addressed or by personnel specifically designated 
by him. The receipt form will be dated and signed and im
mediately returned to the sender. The inner cover will be 
destroyed by burning if the subject matter of the inclosure 
has been in contact therewith. 

(5) Transmission by aircraft.-Secret documents, except those used by 
Army Air Forces personnel during flight, will be transported by air
craft or by registered air mail only under exceptional circumstances 
when in the opinion of one of the authorities designated in paragraph 
Sc the emergency demands it. When transmitted by military air-· 
craft they will be securely wrapped and placed in the custody of an 
officer other than the pilot. When the flight of the military aircraft 
is to be made over water the document will also be weighted. 

b. Confidential documents. 
. (1) Between offices, posts, camps, or stations. 

(a) Except as indicated in (b) below, confidential documents will 
be transmitted by an authorized messenger, insured express, 
or registered mail to any point in the United States and its 
possessions, provided they are carried in ships of United 
States registry and do not pass through a foreign postal sys
tem. When confidential documents are to be transported to 
and from foreign countries the means described in a(2) above 
will be used. 

(b) Confidential documents pertaining to military intelligence may 
be transmitted by ordinary mail when in the opinion of the 
forwarding officer no serious consequences would be entailed 
by their loss. · 
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(2). Preparation tor transmission.:__A confidential document will be pre
pared for transmission in the same manner as a secret document · 
except that the inner cover will contain a receipt form only when 
thesender deems it necessary and may be opened by any responsible 
person authorized by the addressee. 

(3) Transmission by aircraft.-Confidential documents, except those used 
by Army Air Forces personnel during flight, will be transported by 
military aircraft or by registered air mail only when in the opinion 
of the responsible officer the emergency demimds it. 

c. Restricted documents.-Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, express, or freight to any point in the 
United States and its possessions, provided they are carried on ships of United 
States registry and do not pass through a foreign postal system. Restricted 
documents will be transmitted to and from foreign countries in the same manner 
as secret documents. 

20. Routine correspondence, receipts, and reports.-Routine correspondence, 
receipts, or returns, and reports of possession, transfer, or destruction need not 
be classified if reference therein to classified or registered documents is. made by 
file number or short title only, with no indication of the subject matter or 
classification. 

21. Storage of classified documents.-a. Storage of classi,{ied documents not 
registered. 

(1) Secret' and confidential documents, other than registered documents, 
will be stored in the most secure files available in a room that is 
kept locked when not in use. 

(2) Restricted documents will be stored and handled in such a manner as 
to insure a reasonable degree of security. 

b. Storage of registered documents. 
(1) Registered documents will be stored in the most secure space available, 

preferably_ the equivalent of a three-combination safe. If a three
combination safe is not available; then the documents should be kept 
constantly under armed guard. 

(2) Only commissioned officers, warrant officers, and specially trusted 
enlisted men and civilian employees will be permitt\!d to have access 
to the containers of registered documents or the combinations or 
keys thereto. / 

(3) Safes containing registered documents will habitually be kept locked 
with the full combination whenever they are not under the· direct 
supervision of a person officially entrusted with the combination . 

c. Cryptographic documents.-So far as practicable, cipher tables, alphabets; 
and keys will not be kept in the. same container as the code books, documents, and 
devices to which they apply. No SECRET document will be taken forward of 
battalion command post. 

d. Daily inspection.-.A:t every headquarters an inspection will be made each 
day immediately before the close of business to insure that all secret and con
fidential documents and cryptographic devices have been properly put away. 

e. Security in {ieZd.-In tactical .operations, actual or simulated, the com
manding officer of the unit concerned is responsible that all documents are given 
the maximum security possible under the circumstances. No secret document 
will be taken into the front lines. 

f. Security aboard ship.-Where a ship's strong room is available, classified 
documents in transit will be stored therein. 
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22. Return 'of secret and confidential documents:-upon change of station 
or separ~tion from the military service, an officer will return to the source from 
which received, or otherwise properly account for, all secret and confidential 
documents which have been issued to him. 

23. Destruction of classified documents.-a. Secret and confidential docu
ments. 

,(1) When competent authority directs the destruction of secret .or confi-
dential documents, they will he burned by the custodian thereof in 
the presence of a disinterested officer. The certificate of destruction 
will be signed by both the custodian and the witnessing officer be
fore submission to the officer 'directing the destruction. If the docu-· 
ments are registered, the certificate, signed by the custodian and · 
the witnessing officer, will be sent to the officer directing the 
destruction, who will forward it to the office of record indicated 
in the registered document. If the headquarters has only one com
missioned officer, the report will so state. Exceptions hereto may 
be authorized only by the War Department. 

(2) Preliminary drafts; carbon sheets, plates, stencils, stenographic notes, 
and work' sheets containing secret or confidential data will be de
stroyed by the person responsible f?r _their production immediately 
after· they h'ave ·served' their purpose or will be given the same 
classification and safeguarded in the same manner as the material 

·produced from them:. 
b. Res'trictei documents.-Restrieted documents will be destroyed in any COI,I· 

venient way which will render them useless. 

SECII'ION III 

REGISTERED DOCUMENTS 
Paragraph 

Authority to designate-------------------~----------------------------------- · 24 
Additional marking__________________________________________________________ 25 

Re'hsion or reproduction----------------------------------------------------- 26 
Notification of change of classification_________________________________________ 27 
Inventory and report of possession-------------------------------------------- 28 
Reports of transfer and destruction------- 7 ------------------------------------ 29 
Prescribed forms ---------------------------------~-------------------------- 30 

24. Authority to designate.-Officers auHwrized to originate and issue secret, 
confidential, or restricted documents. will designate as registered such secret, 
confidential, and restricted documents issued by them as they deem necessary in 
the interest of national defense. Only doCUf[tents of emceptional importance will 
be 1·egistered. 

25. Additi_onal marking.---,-a .. In addition to the marking secret, confidential, 
or restricted, the title page or inside front cover of a registered document will 
ordinarily show the register number, short title, office of record to which returns 
will be made, and instructions covering tl:le returns for its accounting and for its 
ultimate disposal. If. this is not practicable, the required data will accompany 
the registered document on a separate sheet. 

b. All references to registered documents in semiannual or transfer reports, 
ordinary reports of destruction, or unclassi!ied documents or correspondence will 
be by short title only, and such reports or correspondence need not be classified. 
Any correspondence or pa~r which refers to a registered document by a title 

12 
{I !I 

SAFEGUARDING MILITARY INFORM~TION 
AR 380-5 

25-30 

ot1ler t1lan -t1le snort title must have the same classification ,as the registered 
document. 

26. Revision ~or reproductio,n.-a. A new or revised edition of an old regis
tered document may be assigned a new sport title, but, where this is undesirable,. 
the old short title followed by a symbol which will differentiate the new edition 
·from the old edition is permissible. 

b. Reproduction of a. registered document is forbidden except by authority of 
the office of origin. 

27. Notification of change of classification.-When the classification of a 
registered document is changed, the office of record will notify. all. offices to which 
it has been issued. · . · 

28. Inventory and report of possessio'q.---;-a. Custodians will keep a complete 
inventory of all registered documents except those listed inc below and will make, 
or have made, on June 30 and Decemb-er 31 of each year, an accurate return 
therefor to the proper office of record. . . . 

b. In making a semiannual report of possession the following de,tails w.ill be 
observed: 

(1) Each item will be physically inspected and its register number checked 

(2) 
against the inventory. · . 

At headquarters having two or more commissioned officers the CUSc 

todian and one other disinterested officer will make the inventory 
and both will sign the report. If the headquarters has only one 
commissioned officer, the report will so state. 

c. No semiannual report of possession will be made of-
(1) Training editions of code books, cipher alphabets, or k.eys, or of non

registered cipher devices accounted for a-s ordinary property. 
(2) Registered documents which have 'been ·placed in custody or storage 

for l;listorical purposes. " . 
d. Whenever a registered document is foul).d which is not charged to the finder, 

a reasonable effort will be made to determine the .office to which it pertains. If. 
this is not found, the document will be forwarded t]}rough military channels to 
the issuing authority for disposition. 

29: Reports of transfer and destruction.-a. When a re!rtstered document 
is transferred from one person to another, or if the custodian.remains. the same 
but the organization's designation changes, a certificate of ,transfer in _triplicate 
will be made. The certificate, containing an acknowledgment of receipt by. the 
receiving. officer, will be dated and signed by the transferring officer. 

b. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A copy of the certi:fi-. 
cate of transfer will be retained by each of the officers concerned. 

c. ·whenever a registered document is removed from its-proper place of custody 
and issued to another. person, the' custodian will require a written receipt. 

d. Registered documents will not be accounted for as prescribed for oi·dinary 
property in· AR 35-6520 .. The forms described in paragraph 30 will be used in 
lieu of shipping tickets, ·memorandum receipts, stock record cards, etc. 

e. The issuing authority normally designates"-vrhen registered documents will 
be destroyed and upon such notification registered documents will be destroyed 
as indicated in paragraph 23 and report of destruction forwarded. 

30. Prescribed forms.-a. War Department _Form No. 32 (Record Card
Registered Documents or Devices) will be used for. recording . all temporary 
transactions involving an individual registered document. 

13 
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b. War Department Form No. 33 (Record Card-Registered Documents or 
Devices-Station) will be used by each officer making a consolidated record of 
all transactions concerning registered documents. It serves as a check to 
prevent the undiscovered loss of the individual card, War Department Form 

No.32. 
c. War Department Form No. 34 (Semiannual or Transfer Report of Registered· 

Documents or Devices) will be used in transferring registered documents and in 
reporting the semiannual inventory thereof. 

d. Other forms authorized by separate branches for special purposes ·such as 
report of destruction will be employed where applicable. 

CRYPTOGRAPHIC SECURITY 
Paragraph 

Authorization of cryptographic systems _____ _:__________________________________ 31 
Restrictions on use of authorized codes--------~-------------:. __________________ · 32 
Personnel authorized to perform cryptographic duties____________________________ 33 
Cryptographic security officer-----------------------------~:.__________________ 34 
Sources of danger to cryptographic securitY---------,---------------------------- 35 
Responsibility for classification of messages---------~-------------------------.:: 36 
Drafting messages-----------------~------------'----------------------------- 37 
Selection of cryptographic system _________ ., ____ :. ____________ --~--------------- 38 
Paraphrasing· messages -----------------------------------------------~------- 39 
Method of handling outgoing secret messages------------------------------------ 40 
Method of handling incoming secret messages--------------------~-------------- 41 
Method o.f handling outgoing and incoming confidential messages---------------'--- 42 
Method of handling restricted messages---------------------------------------- 43 
Confirmation copies of cryptographed messages prohibited------------------------ 44 
J?.isposition or destruction of registered cryptographic materiaL-----------'---;----- 45 

31. Authorization of cryptographic systems.-All codes, ciphers, and cipher 
d'evices intended for use in the military service will be authorized only by the 
w'ar· Department. For forces in the field in time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

32. Restrictions on use of authorized codes.-a. The use of any authorized · 
code, cipher system, or cipher device for cryptographing personal messages is 

forbidden. 
b.· Messages for other departments of the Government and for commercial 

firms engaged in producing war materiel under Government contract may, when 
necessary, be cryptographed in War Department systems provided the text as 
supplied by the other Government department or firm is paraphrased before 
transmission without reference to the originator and also after transmission if 
delivery is made to an agency other than a military establishment. 

!33. Personnel authorized to perform cryptographic duties.-a. No author· 
ized cryptographic system will be employed by any person who is not thoroughly 
familiar with the provisions of these regulations and an instructions pertaining 
to the cryptographic system to be employed. 

b. Secret messages.-The cryptographing and decryptographing of messages 
classified as secret will be performed under the supervision of a: commissioned 
officer. For the specific qualifications of personnel who may be permitted 
actually to perform secret crytographic work, reference should be made to letter 

J 
instructions on this subject issued by the War Department. · 

14 

SAFEGUARDING MILITARY INFORMATION 

c. Confidential messages. 

AR 380-5 
33-35 

(1) At ali headquarters of divisions and larger units the cryptographing 
and decryptographing of confidentiaJ messages will be· performed 
by personnel as prescribed for secret messages. 

(2) At all headquarters of units smaller than a division, messages classi
fied as confidential will be crytographed or decryptographed by 
personnel of the cryptographic section of the message center. 

_d. Restricted messages.-At all headquarters, messages classified as restrictedj 
Wlll be cryptographed or decryptographed by personnel whose duties normally 
require the performance of this work. • 

34. Cryptographic security officer.-a. At each headquarters maintaining a 
message center there will be, a cryptographic security officer, who ordinarily 
will be the officer in charge of .the message center. He will be the custodian 
of cryptographic material and will be responsible for all measures necessary 
to insure cryptographic security. · 

b. If the cryptographic security officer believes that, in view of his knowledge 
of· other messages on the. same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the drafting and 
classifying of the message have been violated, he will request the originator to 
make the necessary change in the message or in its classification. If the origi
nator does not comply with the request of the cryptographic security officer, the 
matter will be referred to the commanding officer of the headquarters concerned. 
for final decision. 

c. Cryptographic duties at any station where there is no regularly consti
tuted message center will be performed by the originator of the message or by 
personnel especially designated by the commanding officer. When cryptographic 
work is thus performed, the files of literal plain text messages and of cryptograms 
must be kept in different locked containers. 

35. Sources·of danger to cryptographic security.-In order to insure crypto
graphic security· the following principles must be observed: 

a. Cryptographic material will be given the most secure storage available and 
will never be-left unattended except when deposited in a three-combination safe 
or its equivalent. See also paragraph 2lc in this connection. 

b. Care must be exercised in the drafting of messages destined to be crypto
graphed. The originator of any classified message is responsibl~ for strict com-
pliance with the proviSiOnS Of paragraph 37. I 

c. The classification of messages must receive careful consideration by the 
originator since overclassification and underclassification are equally to be 
avoided. When a message has been classified and sent, all subsequent messages 
referring thereto must bear the same classification if any reference is made to 
the original message by subject or serial number, except where the originator 
underclassified the original communication, in which case the proper higher . 
classification will be used. See paragraphs·6 to 11, inclusive. · · 

d. The selection of the prope·r cryptographic system is a responsibility of the 
cryptographic security officer or the custodian of cryptographic matei'ial where 
there is no cryptographic security officer. He ,·should be governed by the· pro· 
visions of paragraph 38. 

e. If time and availability of personnel permit, the cryptographed text of mes
sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully ·followed. Par
ticular care must be taken to assure that no plain text appears in the body of 
the message. 
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f. The handling and filing of both plain and cryptographed text should con
form to the procedure described in paragraphs 40 to 44, inclusive.' 

g. Paraphrasing is resorted to asa protection to the cryptographic system and 
will not be used in such a manner as to permit loose handling of classified mes
sages. Paraphrasing Is employed only when the content of the classified mes
sage is released to the public or given a W:ide distribution within the Army, or · 
when it is necessary to repeat in a different cr-yptographic system or in a differ
ent key of the same system, all or portions of a previously cryptographed mes
sage, or message sent in plain language. 
• 36. Responsibility for. classification of messages. -a. Within the limita

tions prescribed in paragraph 42b the originator of a message is responsible that 
the classification given to it conforms to the definition given in paragraphs 2, 3, 
and 4 .. He is also responsible fo~ the proper marking of the message before for-

. -warding it for cryptographing and transmission. 
b. A message will invariably be classified and marked scm-et, confidential, or 

restricted-
(1) When it contains information which is secret or confidential except 

when marked SEND· IN CLEAR as indicated in paragraph 42b(2). 
(2) When it contains ~atter the transmission of which in plain language 

is prohibited by AR 105-25. · 
37. Drafting .messages.-.:.a. Routine reports and messages which must be 

given a wi~e distribution, or the contents of which have been or may. eventually 
be furnished the press, or which contain extracts or quotations from a newspaper, _ 
magazine, or. any .other document available to the public, will be pre~ared so 
as to permit their transmission in plain language or . will be classified as 
restricted. 

b. Standardization of the content and form of such documents as field orders 
and operation instructions is necessary, but when fixed expressions are repeated 
in a message the results are exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology, and set form .of expression, especially at the 
beginning or end of a message, will not be used.. Examples of stereotyped 
beginning are as follows: "Reference. your," "Reurad,". "Reference .my," etc. 
Necessary references will be placed in the body of the message; ,, 

c. Words not important to the sense will be omitted. Conjunctions and 
prepositions ~ill be reduced. to the .minimum, and every effort will be made. to 
avoid repetition of words. 

d . . The originator of all classified messages will paraphrase such portions as 
are quoted from-

(1) A message in plain .language. 
(2) A message in the same or another cryptographic system. 
(3) A newspaper, magazine, or document available to the public. 

e. Punctuation words, such as stop, period, and comma, will be avoided when
ever the meaning is clear without them. Punctuation marks should be spelled 
out when it is essential that. they be transmitted.in the body of the message. 

38. Selection qf cryptogrl,tphic system.-a. ·Subject to modification as out. 
lined•in paragraph 34b, the. classification. secret, confidential, or restricted given 
a message by its originator governs the cryptographic. system to be used in 
cryptographing the message. · 
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b. In order to prevent the cryptographing of identical subject matter by means 
of different codes and ciphers, once the message has been_ cryptographed, all 
subsequent messages on the same subject will normally be similarly crypto
graphed. Only a higher headquarters concerned is authorized to change the 
cryptographic system employed. If a change is authorized, reference to. previous 
messages by their reference numbers will be avoided. 

c. The mere acknowledgment of a cryptographed message need not be classified. 
d. When the same clear-text message is transmitted to several '"addressees, it 

will ordinarily be cryptographed but once and sent to all addressees. If this is 
impossible because all addressees do not have identical codes or ciphers, the text 
of each message which must be cryptographed in a different system will be 
carefully and differently paraphrased for each system before cryptographing. 
This paraphrasing is the responsibility of the cryptographic security officer who 
should furnish the originator copies of each of the paraphrased· versions. 

·39. Paraphrasing messages.-a, In paraphrasing, it is not sufficient to para
phrase only the beginning or ending of the message; the entire message will be 
subjected to the process. 

b. Paraphrasing consists in applying all the following processes to the message: 
(1) Changing the sequence of the paragraphs. 
(2) Changing the sequence of the sentences in each paragraph. 
(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 
(4) Changing from active to passive voice or vice versa. 
(5) Substituting synonyms or equivalent expressions. 

c. When paraphrasing must be resorted to in connection with·messages having· 
identical or nearly identical plain text, effort will be maP,e to change the lengths of 
the paraphrased version so that the cryptograms will not resemble each other even 
in that respect. 

:.d. A paraphrase· of a message will be accorded the same· classification as the 
original message. 

40. Method of handling outgoing secret mes::;ages.-a. The procedure 
hereinafter described will be followed at all headquarters, except the War Depart
ment in which the procedure will be as determined by the Chief of Staff. 

b. The originator will prepare and number all copies of secret messages, send 
the original to the message center, and retain one copy for .temporary file. Other 
carbon copies~ all numbered and bearing the following notation, may be sent to 
local officers directly concerned : 

The making of an exact copy of this message is forbidden. Only such extracts 
as :ire absolutely necessary will be made and marked secret. This· copy will be 
safeguarded with the greatest care· and will be returned to the originator without 
delay. · 

All such copies will be· carefully accounted for by the originator and will be 
destroyed when returned. 

c. The original plain-text copy sent to the message center by the originator will 
be cryptographed at the cryptographic section of the message center. In message 
centers serving tactical units one copy only of the cryptographed message will be 
made and it will be sent to the trans~itting agency. In the zone of the interior 
the number of copies to be made of the cryptographed message will be determined 
by the commanding officer of the headquarters .concerned. All work .sheets used 
in cryptographing the message will be immediately destroyed by burning. 

. ' 
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d. The original copy of the literal plain text will be marked SENT (date) and 
returned to the originator who will place it in his· secret file for outgoing messages 
and destroy the retained copy by burning. Only one copy of the literal text. 
will be filed in the originator's office. 

e. The transmitting agency will send the cryptographed message, retaining ~t 
least one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. 

41. Method of handling incoming secret messages.-a. The procedure here
inafter described will be followed at all headquarters, except the War Department 
in which· the procedure will be as determined by the Chief of Staff. 

b. An incoming secret message will be copied in duplicate by the receiving 
operator; the original will go to the cryptographic section of the message center 
and the carbon copy to the files of the receiving station or message center, where 
it will be disposed of in accordance with local regulations. 

c. A cryptographer will decryptograph the -message, making only one_ copy of 
the decryptographed literar plain text, which will be marked SECRET and 
delivered to the addressee. The cryptographed version will be retained in the 
files of the message center, where it will be disposed of in accordance with local 
regulations. All work sheets used in decryptographing will be destroyed· by 
burning. The cryptographic section will not retain any copy of the plain text in 
its files. The placing o·n the message blank of any marks or notations even 
remotely connected with the cryptographic system or steps in decryptographing 
the message, such as underlining key words, indicating groupings corre.sponding 
to lengths of columns of key, etc., is forbidden. 

d. The addressee may make and circulate a limited number of literal. copies 
for the information of other officers directly concerned. These carbon copies 
will all be numbered and bear the following notation: 

The making of an exact copy of this message is forbidden. Only such extracts 
as are absolutely necessary will be made and marked SECRET. This copy will 
be. safeguarded with the greatest care and will be returned to ------------
without delay. · 

A"ll such information copies will be carefully accounted for by the addressee 'and 
will be destroyed when returned. Only one copy of the literal text of the message 
will b~ kept in the addressee's office. 

42. Method of handling outgoing and incoming confidential messages.
a. At· administrative headqua1'ters hfJIV·ing jimed message centers.-Whenever 
practicable, the procedure to be followed in the handling of messages in confi
dential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department in 
which the procedure will be as determined by the Chief of Staff. They will, 

·however, be marked and safeguarded in accordance with provisions of these 
regulations governing confidential documents. 

b. In tactical operations, simulated or actual. 
(1) All mess.ages not classified as secret will be regarded as confidential 

but need not be so marked. The procedure to be followed is pre
scribed in FM 24-5, and in other pertinent regulations and instruc
tions issued by proper autho.t;'ity. All radio messages except those 
noted in (2) below will be transmitted in cryptographic form. 

(2) When the tactical situation is such that time cannot be spared for 
cryptographing, and when the information to be transmitted, if 
intercepted by the enemy, cannot be acted upon il! time to influence 
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the situation in question, a commanding officer or his authorized 
representative may order the transmission of a message in plain 
language. by a radio station serving his headquarters or command. 
Such written messages will be marked SEND IN OLEAR over the 
signature of the commander or his authorized representative. 

43. Method of handling restricted messages.-The procedure to be followed . 
in the handling of messages in restricted codes and ciphers will be substantially 
the same as-that prescribed for those in confidential code or cipher, except that 
the number of copies need not be limited nor need they be numbered. 

44. Confirmation copies of cryptographed messages prohibited.-The send
ing by any means whatsoever of confirmation copies of the plain text of messages 
transmitted in code or cipher is strictly prohibited. 

45. Disposition or destruction of registered cryptographic material.--a. 
Whenever a person who has been issued registered secret or confidential codes, 
ciphers, cipher devices, or documents pertaining thereto, has no further need for 
them, he will report that fact to the Chief Signal Officer or in the case of the field 
forces in time of war to the signal officer of the headquarters charged with the 

. issue of such documents. . 
b. When it has become highly probable that cryptographic material will be 

subject tq loss or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines or devices win be destroyed 
beyond use or repair, and if possible, beyond recognition. 

c. When cryptographic documents or .devices have become unserviceable through 
long use, request for their replacement will be made to the issuing authority. 

SECTION V 

MATERIEL 
. Paragraph 

Authority to classify-----------------~-------------------------------------- 46 
Notification of classification or reclassification__________________________________ 47 
Responsibility for safeguarding technical information--------------------------- 48 
Classification of information from commercial firms---------~-------------------- 49 
Dissemination of classified technical mformation-------------------------------- 50 
Invitations for .bids and contracts---------------------------------------------- 51 
Consultations with responsible manufacturers------~--------------~-------------- 52 
Responsibility of Army representatives or inspectors------------------------------ 53 
Responsib.ility of Government contractors-------------------~------------------ 54 
Tests of classified materieL __________________________ _:________________________ 55 
Public ;display of classified materieL ________________________________ :_ _____ ~--- 56 
Release of information or sale of materieL------------------------------------- 57 

46. Authority to classify.-When-ever the chief of a supply service responsi
ble for a research project or for the design, development, test, or production or 
procurement of. an .article of materiel or a ~omponent thereof shall determine 
that the maintenance of any degree of secrecy regarding them is sufficiently 
important to the national defense, he will classify it as secret, confidential, or 
1'estricted. 

47 •. Notification of classification or reclassi:fication.-Wbenever the chief of· 
a supply service in charge of a research project, design, development, test, or 
production of a unit of materiel or component thereof shall determine that the 
materiel should remain classified after issue or that a change or cancelation of 
classification is desired, he will notify The Adjutant General, whq in turn will 
inform all concerned. 
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48. Responsibility for safeguarding technical information.-a. Chiefs of 
supply services engaged in the preparation of plans, research, and development 
work, or new design, test, production, procurement, storage, or use of classified 
materiel are responsible for the promulgation of such additional instructions as 
may be required for the safeguarding of information in the offices, establishments, 
laboratories, shops, or .Army posts under their 'jurisdiction. 

b. All secret, confidential, or restricted models, exhibits, dies, machines, and 
other ·similar items which are to be loaned, leased, or given to a commercial 
organization will be properly marked to, indicate classification when practicable. 
If such marking is impracticable, the commercial organization will be specifically 
notified in writing of the classification of such items and of the pertinent provisions 
of the Espionage .Act. 

49. Classification of information from commercial firms.-Information ob
tained from civilian manufacturers concerning proprietary processes will be 
classified as confidential unless otherwise authorized by the firm concerned. 

50. Dissemination of classified technical information.-Classified informa
tion concerning technical projects or developments may be imparted only to 
persons in the military and naval services of the United States, including civilian 
employees, who have a legitimate interest therein, and to American citizens of 
known loyalty and discretion who of necessity must be informed because of their 
cooperation in the work, project, or development. 

51. Invitations for bids and contracts.-a;. Prior to furnishing a prospective. 
bidder or contractor with drawings, specifications, or other pertinent information 
concerning any project or projects of a secret, confidential, or restricted nature 
and annually thereafter so long as such documents, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible officer on behalf of the firm or corporation concerned: 

In consideration of the receipt of drawings, specifications, and accompanying 
inclosures, models, or materiel, and information disclosed orally, concerning 
projects of a secret, confidential, or restricted nature, delivered to the undersigned 
prior to or coincident with the date of this agreement and listed on Exhibit A 
whreh is attached hereto and made a part hereof, or to be issued to the under
signed subsequent to the date of this agreement, the foilowing terms are agreed 
to by or on behalf of the undersigned individual, firm, -or corporation, and any and 
all representatives, agents, employees, or subbidders or subcontractors thereof: 

·1. The undersigned will neither supply nor disclose any information regarding 
the drawings, specifications, and accompanying inclosures, or models or materiel, 
or information disclosed orally, referred to herein to any unauthorized person, or 
incorporate in other projects special features of design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or 
materiel, or information disclosed orally. 

2. The undersigned will not permit any alien employed or to be employed by 
the undersigned or by any subbidder or subcontractor to have access to the draw
ings, specifications, and· accompanying inclosures, or models or materiel referred 
toherein, or to engineering principles, composition, subassemblies, or assemblies 
which are vital to the functioning. or use of the article or to the work under any 
contract for the production thereof, or to the contract trials, without the written 
consent beforehand of the Secretary of War. 

3. The undersigned will not make or permit to be made reproductions .of the 
drawings, specifications, and accompanying inclosures or of the models or materiel, 
except as specifically authorized by the contracting officer or his duly authorized 
representative. If reproduction of any drawings, specifications, and accompany
ing papers, or of models or materiel, is authorized, the undersigned will promptly 
submit the product obtained to the contracting officer or ·his duly authorized 
representative for censorship or such other action as he may deem necessary. 
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4. If a bid is not submitted on a project of a secret, confidential, or restricted 
nature as to which drawings, specifications, and accompanying inclosures, and 
models or materiel. have been issued to the undersigned; ·or if a bid is made and 
not accepted, or in case award is made, upon the completion of the contract .the 
undersigned will promptly return by hand, by registered mail, or by insured 
express, such drawings, .specifications, and accompanying papers, or models or 
materiel, together with all copies thereof, to the office from ·which the original' 
copies were received. 

5. (a) The undersigned agrees to bring or cause to be brought to the attention 
of ·all persons engaged in the. preparation of the bid, whether snb:gJitted or not, 
including sub bidders and their employees, the following provisions 'of law: 

.Espionage Act: Subparagraphs (d) and (e), sec. 1, act June 15, 1Dl7 (40 Stat. 
217) ; sec. 1, act March 28, 1940 (54 Stat. 79; 50 U. S. C. 31; M. L., 1939, Supp. I, 
sec. 2181). ·· 

·Sec. 1, act January 12, 1938 (52 Stat. 3; 50 U. S. C. 45; M. L., 1939, sec. 2187a), 
and E. 0. 8381, March 22, 1940; 5 F. R. 1147; 50 U. S. C. 45; M. L., ·1939, Supp. I, 
sec. 2187a. 

·secohd War Powers Act, 1942,sections 1402, 1403, act March 27, 1942 (Public 
Law 507, 77th Cong.). · 
. (b) If the successful. bidder· on. any project,. the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the per
formance of the contract, including persons employed on subcontracts, the provi-
sions of the law ei:mmerated in (a) above. . . . . .. . . " 

6. The undersigned further agrees that no information in connection with any 
secret; co.nfidential, or restricted project will be giveri to any person not in the 
contractor's or· subcontractor's employ except upon the written consent before
hand of the contracting officer or his duly authorized representative. 

' . I 

b. The execution of t:P.e general secrecy agreement required in a above with 
any individual, firm, or corporation prior to the delivery of any classified mili
tary information, and the annual secrecy agreements e}f:ecuted thereafter, will 
constitute· authority for delivery to such· individual, firm, or corporation from 
time to time of other or additional classified information pertaining to any secret, 
confidential, or restricted project, without the necessity of executing a specific 
secrecy agreement in each case. A receipt substantially as follows will be 
qbtained when the addititmal classified data are submitted to those who have 
entered into such agreement. 
. Receipt is acknowledged of ---------~----------- and it is recogi1ized that 
thes~ data are classified and come. within the purview of the secrecy agreement 
signed by -.----------------- on ~------'-----:.-. 

. 5.2 .. Consultations with i·esponsible manufacturers.:---'l::he commanding offi
cers of :arsenals and depots and .other officers engaged in work on Government 
contracts are authorized to consult with all interested manufacturers or their 
representativ~s, inventors, and other persons concerning technical matters in 
which they have a legitimate interest. They will, however, inform all such 
persons of the classification of the projects, works, and developments. 
. 53. ,Responsibility of Army representatives or. inspectors.-a. Army repre
senta!iv~s. or ,inspectors of the supply service .are the local representatives of the 
War Department and will take the necessary measures to insure the safeguard
ing of classified information or projects in the hands of the contractors or in 
process of manufacture in: their plants. 

b. Army. representatives or inspectors wi~l 'adyise contractors as. to their 
responsibilities and the practical measures to be taken to safeguard secret, con
fidential, and. rest~icted matters and will act fav'orably, if practicable, on any 
suggestion or request of the company tending to pres_erve secrecy. If at any 
time condit[ons. :at any .plant, or any action of a company or its .employees, 
jeopardize tpe security of c.Jassified matter pertaining to the ~ar Department 
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or violate the provisions of the Espionage Act, the Army representative or 
inspector will request the contractor to take prompt remedial action. If ade
quate precautionary measures are not taken_immediately, he will report promptly 
to the chief of the supply service concerned and, if the situation requires, to 
the commanding general of the service command in which the item is in process 
of manufacture. 

o. When Army and Navy inspectors are on duty at the same plant, the Army 
inspector will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. 

54. Responsibility of Government contractors.-a. A private individual, 
firm, or corporation which enters into a contract to engage in technical work for 
the War Department becomes responsible. in matters within his or its control 
for the safeguarding of all secret, confidential, or restricted matters that may be 
disclosed or that may be developed in connection therewith. A clause to this 
effect will be included in such a contract, but its omission will not release the 
contractor from his responsibility under the Espionage Act and other pertinent 
laws. 

b. Contractors are responsible that all classified projects allotted to subcon
tractors or agents are fully protected by a similar agreement. 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve 
secret, confidential, or restricted matter, the supply service concerned will take 
the necessary steps to insure that the project or work is properly classified and 
that the contractor, agent, or subcontractor is informed of the classification 
and of his responsibility in the matter. 

55. Tests of classified materieL-Tests of classified materiel will be ade
quately safeguarded by all responsible officers. 

56. Public display of classified materiel.-a. Commanding officers are re
sponsible that all classified parts, components, or features of materiel are prop-· 
erlY. safeguarded during maneuvers, drills, parades,· ceremonies, assemblages, 
demonstrations, or exhibitions open to the general public. 

b. (1) Photographs of equipment while in process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of supply service concerned. After an article of equip
ment has been issued to combat units, release of photographs is 
permissible unless specifically prohibited by the instructions issued 
therewith. 

(2) Requests for permission to take photographs of classified materiel, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of supply service. If authority 
is granted, it will be with the understanding that the resulting 
photographs will be submitted to the War Department for review 
prior to release. 

57. Release of information or sale of materieL-a. Domestic sale, divulging 
information in connection with negotiations for foreign sale, and foreign manu-· 
facture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not 
compromised thereby. · 

b. International traffic in arms. 
(1) The State Department administers international traffic in arms ·and 

military materiel coming within the scope of the Regulations Gov-
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erning the International Traffic in Arms, Ammunitions, and Imple
ments of War and Other Munitions of War. 

(2) The State Department will not release for foreign sale any item 
coming within the scope of these regulations until the War and 
Navy Departments have stated that there is no objection to the 
release on grounds of secrecy affecting the national defense. 

SECTION VI 

VISITORS 
Paragraph 

Classification---------------------------------------------------------------- 58 
Authority for admission ______________________________________ :________________ 59 
Responsibility of commanding officer, Army representative, or .inspector____________ 60 
Responsibility of Government contractors-------------------~------------------- 61 

58. Classification.-a. Foreign nationals.-,-For the purpose of these regula
tions.foreign nationals include-

(1) Representatives, officials, or employees of a foreign government having 
an official status. 

(2) All other foreign nationals and citizens of the United States repre
senting a foreign government, firm, or corporation. 

b. Unitea States oitizens.-All citizens of the United States not included in 
a above. 

59. Authority for admission.-a. General.-Correspondence and communica
tions relating to visits will be routed direct between the various offices concerned. 

b. Foreign nationals. 
(1) Foreign nationals (see par. 58a) will be admitted to Government or 

commercial manufacturing establishments and experimental labora
tories engaged on classified work or projects, and to military po.sts, 
camps, and airfields only on written authority of the Assistant Chief 
of Staff, G--2, War Department General Staff. 

(2) Application for such visits will be made through the appropriate 
diplomatic representatives except in the case of foreign nationals 
employed by citizens of the United States or by firms or corporations 
owned or controlled by citizens of the United States, for whom 
applications will be submitted by their emploiers, approved by the 
commanding officer or management of the establishment to be visited, 
and forwarded with the recommendation of' the chief of the supply 
service or appropriate commanding general of the service command 
concerned to the Assistant Chief of Staff, G-2, War Department 
General Staff. 

(3) Applications submitted through either of the channels described above 
will include the folloiwing information: 

(a) Name in full. 
(b) Official title or position. 
(c) Name of plant or plants, posts, camps, or airfields to which 

admission is desired. 
(d) Date of visit or dates between which visits are desired. 
( e) Purpose of visit. 

For foreign nationals employed by Citizens of the- United States 
or by firms or corporations owned or controlled by citizens of the 
United States the following additional information will be required: 
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(!) Nationality. 
(g) Length of service with present employer. 

(4) Prior to authorizing a visit to a War Department or commercial 
manufacturing establishment engaged in classified work or projects, 
the Assistant Chief of Staff, G-2, War Department General Staff, 
will secure the recommendations of ·the Navy .Department and the 
chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico may, however, be admitted to Army posts, 
camps, and airfields near the borders of those countries for occasional 
visits on the authority· of the commanding general of the army, 
defense command, or service command having jurisdiction over such 
posts, camps, or airfields, without reference to higher authority. 

.c. United States citizens.-Subject to the .approval of_ the .commanding ~fficer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be, admitted to War Department or com
mercial manufacturing establishments engaged on classified work or projects 
under the following conditions : · · 

(1) Casual vi~itors may tie ad~itted ·provided no sec:et, confidential, or 
restricted work or project is shown or discussed. 

(2) 'rtepresentatives .of other United States Government agencies, manu
facturers, or their representatives, engineers, and inventors cooperat
ing in War Department w\:irk and having a legitimate interest 
therein may be shown .such works or projects as are co-nsidered 
necessary and desirable by the responsible chief of supply service. 
Authority for admission will be in writing. . 

(3) Accredited reporters, photographers, and other· representatives of 
publicity agencies may be admitt_f!~.,,to ,manufac~uring establish
ments engaged on work for,the War Department provided classified 
matters, proj-ects, or processes of -~~nufaci:ure are not shown or 
discussed with them. News item~; photographs, and ll)..otion pictures 
resulting from the visit must . be submitted to the ,1\.ssistant Chief 
of Staff, G-2, War Department General Staff, for release prior to 
publication. 

60. Responsibility of commanding officer, Army representative, or inspec
tor.-a. The commanding officer of a ~i.ut~ry manu~acturlng ·.establishment or 
the Army representative or inspector at a commercial nianufacturing establish
ment is the local representative of the War Department in all matters regarding 
the admission of visitors, If, ii:J his opinion, the situation at the· time makes the 
admission of· a visitor inadvis~bl~, he is empowered to postpone the visit and 
request instructions-from the office whic_h authorized it. · 

b. The commanding officer or Army representative wil! make a 'report to the 
Assistant Chief of Staff, G-2, .War Department Ge'!leral . Staff, through the 
appropriate chief of supply service· or commanding .general, service command, 
giving the following information concerning foreigners ·who visit establishments 
engaged in classified projects: · · 

(1) Name, official position, apd nationality. 
(2:) Authority for the visit. 
(3) Matters in which the visitors showed the greatest interest. 
( 4) General nature of questions asked. 
(5) Expressed object of the visit. 

. ( 6) Ins'pector's estima. te of the real obJ' ect of the ~is_i_t. {1.'!1•.' -
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(7) General estimate of ability, intelligence, and technical knowledge of 
the visitor and his proficiency in the English language. 

(8) A brief 'list of what was shown and explained; 
6l.··Responsibility-·of' Government contractors.-a. Contractors or subcon

tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as 
will give adequate security to secret, confidential, or restricted matters in their 
possession. In view of the wide differences in organization, arrangement, and 
·physical make-up of individual plants, no specific rules are practicable. There
fore, local conditions at the plant and the classification of the project will deter
mine the security measures to be adopted. 

b. The following general procedure in regard to visitors at establishments or 
plants eng;iged in: classified projects for the War Department is prescribed: 

(1) Visitors will be accompanied during their stay at the plant by the 
inspector or Army representative, a member of his office, or some 
responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the information 

· which ·may be furnished. 
(2) Unless specifically authorized by the authorities mentioned in para

graph 59, visitors will not be allowed in any shop, laboratory, 
drafting room, or section of a plant where secret, confidential, 
or restricted materiel is loca:ted or whe:.;:e classified work is in 
progress, nor will they be permitted to take photographs. · 

c. (1) War Department contractors will"submit to the commanding general 
of the service command, chief -of supply service, or Commanding 
General, Materiel Command, Army Air Forces, whichever is appro
priate, to whom their plants are assigned for continuing protection, 
at the end of each month, and upon the completion of the work 
or· project, a report of all visitors who have gained information 
concerning the classified work or projects. -These reports will 
include the following information: 

(a) Name, official position, ·and nationality. 
. (b) Address. 
(c) Authority for visit. 
(d) Whether authorization for visit was wlitten or oral. 
(e) Whether authorization for visit was received prior to or 

simultaneous with the visit. 
· (f) Number of authorizations received for which the corre-

. ·' sponding visits were not. made, .with detailed information 
1 · in each case. 

(2) The commanding. general of the service command, chief of supply 
service, or Commanding General, Materiel Command, Army Air 
Forces, .whichever is appropriate, to whom their plants are as
signed for continuing protection, will submit the reports to the 
Assistant Chief of Staff, G-2, War Department General Staff, 
through the appropriate chief of supply service. 

SECTION VII 

AIR. SPACE RESERVATIONS, RESERVED AREAS, AND RESTRICTED 
AREAS -

Paragrapb 
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62. Air space reservations.-a. Establishment.-Air space reservations over 
~il~tary instal~ations or reservations over which the flight of aircraft is pro
hibited or restncted for the purpose of national defense or for other governmental 
purposes are established by Executive order of the President of the United States, 
or by a State, Commonwealth, or Territory. 

b. Ter~~tory o! ~awa_ii.-Section 3, A·ir Commerce Regulations of the Territory 
of Hawau, proh1b1ts pnvate and commercial aircraft from flying over or crossing 
any part of Diamond Head and the fortifications of Fort Kamehameha and Fort 
Weaver. 

c. Philippine Commonwealth . .:..._Flying by any aircraft other than those of the. 
United States and Philippine Governments within a distance of 6 miles from the 
perimeter. of Corregidor Island, Fraile Island, Carabao Island, and Caballo 
Island, Manila Bay, and Subic Bay, Island of Luzon, and within 2: miles of the 
perimeter of Cavite Peninsula, Manila Bay, is prohibited by section SO .Air Com
merce Regulations, the Government of the Philippine Islands dated October 15 
19·35. ' ' 

d. Re~ponsibility of commanding of{icers.-The com~anding officer of a military 
r:servatwn, post, camp, station, .or installation over which an air space reserva
twn has been established is responsible for the surveillance of the designated air 
space and for prompt report to The .Adjutant' General, through military channels, 
of any illegal flight therein, · 

63, Restricted areas;-a. Designation.-The commanding officer of a post, 
camp, station, or installation is responsible for the designation and proper safe
guarding of restricted areas. If local conditions dictate, he will mark all ordinary 
entrances or approaches to such areas with a sign reading as follows: 

WARNING 

RE:STRICITED ARE..<\. 

It is unlawful to enter within this ------------------ without written per-

mission of --------------------· 
(Area, building, etc.) 

• (Authority) 

b. Procedure in case of violation. 
(1) The commanding officer of a military reservation, post, camp, station, 

or inst~llation will cause any person not subject to military law who 
enters a restricted area or building to be detained, warned of his 
rights, and interrogated by proper authority. If it is a first offense 
and there is no evidence of deliberate intent, the offender may be 
warned against repetition and released upon the surrender of any 
unlawful photograph, sketch, picture, drawing, map, or graphic rep
resentation in his possession. Otherwise the offender will be deliv
ered without unnecessary delay to the nearest United States marshal 
with a written statement of the facts, the names and addresses of 
the witnesses, and such pertinent exhi)Jits as may be available. 

(2) When an investigation reveals that a person not subject to military 
law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including the names and addresses 
of the witnesses. 

( 3) .A report will be made through military channels to the commanding 
general of the service command of each case brought to the attention 
of civil authority and will include a brief of all the facts and copies 
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General------------------------------------------------------~----------~--- 64 
Rail movements ------------------------------------------------------------- 65 
·Embarkation. --------------------------------------------------------------- 66 
Mov<Om<Ont of V<Oss<Ols. _____________ .__________ __ __ ____ _ __ _ __ ___ _ __ _ _ __ __ _ ___ ___ 67 

Overseas---------------------------------------------~---------------,._------ 68 

64. GeneraL-a. Movement of troops or individuals, or any group or class of 
such movements may be classified as secret, confidential, or restricted by, or by 
authority of, any officer authorized to make or authorize secret classifications 
under paragraph 3c. .All information relating to movements thus classified will be 
treated as in the same category as the movements to which it relates and ail 

· movements so classified will be governed by all the provisions of .this section. 
b. Officers and men will avoid talk or discussion of military matters while in 

any public place and will view with suspicion· any person asking questions about 
military subjects or discussing such topics where there is even remote possibility 
that the information may reach the enemy. 

c . .All persons connected with the military service who receive information of 
proposed inland or. oversea movements, classified in accordance with a above, of 
organizations, detachments, or individuals are forbidden to make public the details 
of such movements. 

d. (1) The names of organizations, ports of ·embarkation, or ships to be used 
in troop movements, or the date of departure, arrival, or embarkation 
will not be disclosed. 

(2) When it'is necessary to advise relatives or other civilians of approach
ing departure, persons connected with the military service will not 
convey any information in regard to rail routing, probable time and 
date of departure from or arrival at any station, names of ships, 
ports of embarkation, or the destination of organizations. 

e. Commanding officers of troops or individuals affected by the/provisions of this 
section are responsible that such troops or individuals are instructed in such 
provisions, advised of their applicability, and warned of the danger involved in 
leakage of information concerning troop movements. . 

65. Rail movements.-The marking of cars or baggage to ii'Idicate an oversea 
destination, the date of departure, or the name of the ship is forbidden. Baggage 
for oversea shipment will be addressed to the commanding officer of the port 
or, where a port of embarkation or debarkation has been established, to the port 
storage officer. . , 

66. Embarkatiqn.-a. Admissi~n to piers . . 
(1) .All persons not on official business will be excluded from the piers at 

all times. 
(2) Only official photographers will be permitted to take camer~s within 

the limits of the pier or overseas. 
(3) .Arrangements will be made to have farewells completed before arrival 

at the piers. No members of families, relatives, or friends of those 
sailing will be allowed .at the piers or the~eabouts on the day of sail
ing. If any such persons are found there, they will be ordered away 
summarily by the guard and report will be made of the officer or 
enlisted man with whom they were seen or with whom they attempted 
to communicate. · 
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b. Movement of t1·oops.-At ports of embarkation troop movements will be 
made so far as practicable without attracting undue attention. Troops will be 
held at ease, bands will not play, colors will be cas~d, and no noise of any ki~d 
will be permitted. 

67. Movement of vessels.-In harbors, vessels loaded with troops or supplies 
will be moved under cover of darkness, whenever possible. If vessels··must bP 
moved during daylight, the commanding officer of troops will hold his men below 
deck or within deck superstructures to prevent attracting attention. Signals by 
flags or whistles wiil be limiteq to those necessary for safe navigation. 

68. Overseas.-a. After arrival overseas no information will be given con
cerning names or destinations of organizations, names of·vessels, data concerning 
convoys, routes pursued, measures taken to avoid attack, dates of arrival, debarka
tion, or departure, or number of troops or kind of cargoes carried. 

b. The disclosure of the place of execution or acknowledgment on a legal instru- · 
ment by one in or with the armed forces overseas is authorized providing the 
military necessity of secrecy of strength and 'location of troops does not require 
suppression of such information, providing also that such disclosure is necessary 
to the legality of the inetrument and the execution of the instrument cannot be 
deferred without undue hardship, and providing the information disclosed will be 
of no substantial value to the enemy when and if it may reach him. 

SEoriON IX 

EXTRACTS FROM PERTINENT LAWS AND REGULATIONS 
" . · , Paragraph 

Military reservations, unlawful entrY--------------------------------------- 69 
Espionage Act----------------------------------------------------~---~-==== 70 
Photographing and sketching of niilitary or naval1·eservations ph)hibited __ _:_______ _ 71 

. ~~:;~~~~2r~~l~:~~:~:~~:~===============================================~= H Laws and· regulations governing international traffic in arms---- 7:'i 
Photogra.phs, etc., of military and naval defenses--------------~~=~~~~~~~~~~~~=== 76 

69. Military reservations, unlawful entry.-Vi7hoever, within the territory 
or jurisdiction of the United States, including the Canal Zone, Puerto Rico and 
the Philippine Islands, shall go upon any military reservation, army post, fo~t, or 
arsenal, for any purpose prohibited by law or milit.ary regulation made in pur
suance of law, or whoever shall reenter or be found within any such reservation, 
post, fort, or arsenal, after having been removed therefrom or ordered not to 
reenter by any officer or person in command or charge thereof, shall be fined not 
more than five hundred dollars, or imprisoned not more than six months, or both. 
Sec. 45, act March 4, 1909 (35 Stat. 1097); act March 28, 1940 (54 Stat. 80; 18 
U. S. 0. 97; M. L., 1939, Sttpp. I, sec. 816). 

70. Espionage Act.-a. Unlawfully. obtaining or permitting to be obtained 
information affecting national detense.-'l'hat (a) whoever; for the' purpose of 
obtaining information respecting the natiomil defense with intent or reason to 
believe that the information to be obtained is to be ·used to the inj~ry of the 
United States, or to the advantage of any foreign nation, goes upon, enters, flies 
·over, or otherwise obtains information concerning any vessel, aircraft, work of 
defense, navy yard, naval station, submaripe base, coaling station, fort, battery, 
torpedo station, dockyard, canal, railroad, ~r.senal, ~amp, factory, mine, telegraph, 
telephone, wireless, or signal station, building, office, or other place connected 
with the national defense, owned or constructed, or in· p{.ogr~ss of construction 

28 

\ 

SAFEGUARDING Ivl:ILITARY INFORMATION 
~R 380"-5 

70 

by the United States or under the control of the United States, or of any of its 
officers or: agents, or within the ~xclu~lve jurisdiction of the United States, o~ 
any place in which any vessel, aircra~t, arms, munitions, or other materials or 
instruments for use in 'time of war are being made, prepared, repaired, or _stored, 
under any contract or agreement'with the United States, or with any person on 
behal:\' of the Un!ted States, or otherwise on behalf of the .United States, or any 
prohibited place within the meaning of sectio1,1 six of this title; or (b) whoever 
for the purpose afo_resaid, and with like intent or reason to believe;'copies, takeR, 
makes, or obtains, or attempts, or induces or aids another to copy, take, make, or 
obtain, .any sketch, photograph, photographic negative, bl~e. print, ·plan, map, 
model, instrm.nent, appliance, document, "':riting, or note of anything connecter! 
with the national defense; or (c) whoever, f?r the purpose aforesaid, receives 
or obtains or agrees or attempts or induces or aids arH)ther to receive or obtain 
fro111 any person, or from any source whatever, any d?cument, writing, code book, 
signal book, sketch, photograph, photographic. negative, . blue print, plan, map, 
model, instrument, appliance, or note, of an~thing connected with the national 
defense, knowing or having reason to believe, at the time he receives or obtains, 
or agrees or attempts or induces or aids anotherto receive or obtain it, that it 
has been or will be obtained, taken, made or disposed of by any person contrary 
to, the provisions ()f this title; or (d.) whoever, lawfully or unlawfully having 
possession of,. access to, control over, or being intrusted with any document, writ
ing, code book, signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, instrument, appliance, or note relating to the national defense, 
willfully communicates or transmits or attempts to communicate or transmit the 
same to any person not entitled to receive it, or willfully retains the" same and 
fails to deliver it on demapd to the officer or employee of the United States en
titled to receive it; or (e) whoever, .being intrusted with or having lawful posses
sion or control of any d~cume'nt, ~riti_ng, code book, signal· book, sketch, photo
graph, photographic negative, blue. print, plan, map, model, note, or information, 
relating to the national defense, through gross negligence permits the same to be 
removed from its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by imprison
ment for not more than ten years and may, in the discretion of the court, be 
fined not more than $10,000. Sec. 1, 'l'itle I, act Jnne 15, 1917 (40 Stat. 217); 
~ec .. ;, act March 28, 1))40 (54, Stat. 79;. 50 .U. S. G. S1; M: L., 1939, Supp, I, 

sec. 2181). 
b. Unlawfully disclosing information affecting ndtional defens.e.-(a) Whoever, 

with intent or reason to believe· that it is to be used to the injury of the United 
States or to the advantage of a foreign m~tion, C0Jl1r:J~nicates, dQiivers, 0~ tr~ns
mits; or attempts to, or aids or induces another to, communicate, deliver, or 
transmit, to any foreign govei·nment, or to any faction or 'party or military or 
naval force within a foreign _country, whether .recogJ;~ized or unrecognized by the 
United States, or to any representative, officer, agent, employee, subject, or 
citizen thereof, either directly or indirectly, ... any document, writing, code book, 
signal book, _sketch, photograph, photographi~ negative, blue. print, plan, map, 
model, note, instrument; appliance, or information relating to the national defense, 
shall be punished by imprisonment for not more than twenty years : Provided, 
That whoever shall violate the provisions of subsection (a) of this section in time 
of war shall be punished by death or by imprisonment for· not more than thirty 
years; 11nd (b) whoever, in time of war, with intent that the same shall be com
municated to the. enemy, shall collect, recor~, ·publish, or communicate, or attempt 
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to elicit any information with respect to the movement, numbers, description, 
condition, or ·disposition of any of the armed forces, ships, aircraft, or war 
materials of the United States, or with respect to the plans or conduct, or sup
posed plans or conduct of any naval or military operations, or with respect to any 
works or measures unde~taken for or connected with, or intended for the fortifi
cation or defense of any place, or any other information relating to the public 
defense, which might b~ useful to the enemy, shall be punished by death or by 
imprisonment for not more than thirty years. Sec. ~' Title I, act June 15, 1917 
(40 Stat. ~18; 50 u.s. a. 3~; M. L., 1939, sec. ~18~). 

c. Conspiracy to violate preceding 8ections.-If two or more persons conspire 
to violate the provisions of sections two or three of this title, and one or more of 
such person's does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall'be punished as in said sections provided in the 
case of the doing of the act the accomplishment of which is the object of such 
conspiracy. Except as above provided conspiracies to commit offenses under 
this title shall be punished as provided by· section thirty-seven of the Act to 
codify, revise, and amend the penal laws of the United States approved March 
fourth, nineteen hundred and nine. Sec. 4, Title I, act June 15, 1917 (40 Stat. 
219; 50 U.S. C. 34; M. L., 1939, sec. 2185). 

d. Harboring or concealing violators of law.-Whoever harbors or conceals any 
person who he knows, or has reasonable grounds to believe or suspect, has com
mitted, or is about to commit, an offense under this title shall be punished by 
imprisonment for not more than ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act June 15, 1917 (40 Stat. 
219); sec. 2, act March ~8, 1940 (54 Stat. 79; 50 U.S. a. 35). 

e. Designation of prohibited places by proclamation.-The President in time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section one hereof in which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as· a prohibited place for the purposes of this title: Provided, That he 
shall determine that information with respect thereto would be prejudicial to 
the national defense. Sec. 6, Title I, act June 15, 1917 (40 Stat. ~19; 50 U.S. C. 

36; M. L., 1939, sec. 2186). 
f. Places subject to provisions of this title.-The provisions of this title shall 

extend to all Territories, possessions, and places subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, TUle I, act June 15, 1917 (40 Stat. 219; 
50 u. s. c. 37). 

g. Jurisdict·ion of courts-martial and military commissions.-Nothing contained 
in this title shall be deemed to limit the jurisdiction of the general courts-martial, 
military commissions, or naval courts-martial under sections thirteen hundred 
and forty-two, thirteen hundred and forty-three, and sixteen hundred and 
twenty-four of the·Revised Statutes as amended. Sec. 7, Title I, act June 15, 1917 
(40 Stat. ~19; 50 U.S. C. 38). 

h. JtP'isdiction of courts of Oanal Zone and Philippine Islands of offenses on· 
high seas.-The several courts of first instance in the Philippine Islands and the 
district court of the Canal Zone shall have jurisdiction of offenses under this Act 
committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
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upon the high seas, and of conspiracies to commit sue 
section thirty-seven of the Act entitled "An Act . h offe~ses, as defined by 
penal laws of the United States" . to codify, revise, and amend the 
and nine, and the provisions of ~ai:ppr~~ed ~arch fourth, nineteen hundred 
hereby extended to the Ph T . I sec wn, or the purpose of this Act, are 

1 Ippme slands, and to the ca 1 Zo 
cases the district attorneys of the Phil" . 1 na ne. In such 
have the powers and perform tl d t·Ippme Is ands and of the .Canal Zone shall 

· Ie u Ies provided in this A t ·f · 
attorneys. Sec. 2 Title XIII act J 1 " c or Umted States 

71 ' . ' une o, 1917 ( 40 Stat 231 . ~"'0 U C'f C 
. Photographing and sketch· f .1. · ' u ·~ · "'· · 39). 

hibited.-That whoever except . mg fo illl ltary· or naval reservations pro-
. ' Ill per ormance of duty 1 . 

nection with the national.defense shall k . or emp oyment m con- . 
photograph, photographic negati~e, blue n;i:~ngli and willfully make any sketch, 
representation of any navy yard lp t : Pan, map, model, copy, or other 

, nava s atwn or of an Tt 
camp, station, arsenal, airfield, or other militar, Y mi I ar_y post, fort, 
used for national-defense purposes b th W Y or naval reservation, or place 
vessel, aircraft installation equ· Y t e ar or Navy Departments, or of any 
within any sue~ post fort , Ipmen , or _other property whatsoever, located 

, , camp, arsenal mrfield yard t t" 
place, or in the waters adjacent th . t ' . ' , s a ron, reservation or 
· ere o, or m any defensiv . m accordance with law. h e sea area established 

, or w oever, except in performance f d t 
ment In connection with the national d f o u Y or employ-
any sketch, photograph, photographic n: e:~~es~~ll kn_owingly and willfully make 
or other representation of any vess 

1 
~ f, . uepnnt, plan, map, model, copy, 

· e , mrcra t mstallation · t 
property relating to the national def b . ' , eqUJpmen , or other 
t" ense emg manufactured or d 
IOn or repair for or awaiting deliver to th un er construe-

government of any count who Y • e War or Navy Departments or the 
of the United· States und7z. an/~o~:~:n~e the President deems vital to the defense 
such country or otherwise on behalf f tho~ a~reement with the United States or 
at the factory, plant, yard, storeho~sZ or :the~Ited States o: such country, located 
subcontractor, or other person or in th t place of busmess of any contractor, 
be punished as provided herei~. Sec 1 e w;;rs adjacent to any such place, shall 

Notwithstanding th.e provisions ~f ~:~ionu~ ~:, 194~ (sec II, Bull. 31, 1942). 
Secretary of the Navy is authorized d , he Secretary of War or the 
t 

. " , un er such regulations as h . 
o perm1t photographs sketches 0 th e may prescnbe, 

his opinion, the inter~sts of n~ti~n:l ~r /epresentations to be made when, in 
thereby. Seo. 2, act June 25 19'2 (se II eBenllse will not be adversely affected 

A ' "~ c. , u . 31, 1942) ' · 
~Y person found guilty of a violation of this Act sh.all ' . . 

pumshed by a fine of not more than $1 000 or b . . , upon conviction, be 
one year, or by both such fin d .' Y lmpnsonment for not more than 
(sec. II, Bull. 31, 1942). e an Imprisonment. Sec. 3, act June 25, 1942 

The provisions of this Act shall ap 1 in th p . . . 
other places within the territory or jp ~ d" t"e hlhppme Islands as well as in aU 
June_25, 1942 (sec. II, Bull. 31, 1942)~rrs IC wn of the United States .. Sec. 4, act 

This Act shall be effective only for the duration 
mined by proclamation of the President S of the present war as deter-
31, Hi42).. ' , · · eo. S, act June 25, 1942 (sec. II, Bull. 

72. Air Corps Act.-* * * no al" 1 ,' 
ing or constructing aircraft o a. f lens emp oyed by a contractor for furnish-
United States shall be.per~it~edlrtcrah t parts, or aero'nautical accessories for the 

. · o ave access to the plans "fl. . 
the work under construction or t . . . or spec1 catwns or 
written consent beforehand of th~ ~arti~lpate lll the contract trials without the 
10 (j), dot July 2, 1926 (.q.q Stat. 787 ~c;~ =:?s ofothe de~artment concerned. Sec. 

' · · · 310 (J); M. L.1939, sec.1942). 
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73. Protection of diplomatic codes.-That whoever, by -virtue of· his employ
ment by the United States, shall obtain from another or shall have custody -of or 
access to, or shall have had custody of or access to, any official diplomatic code· 
or any·matter prepared in any such code, or which purports to have been pre
pared in any such code, and shall willfully, without authorization or competent 
authority, publish or furnish to ::mother any such code or matter, or any matter 
which was obtained while in the process of transmission between any foreign 
government and its diplomatic mission in the United States, shall be fined not 
more than $10,000 or imprisonfd not more,than ten years, or both. Act June .10, 
1933 (.48 Stat. 122; 22 U. S. C., 135). · 

74. Wire or radio communication.,-a. Unauthorized publication Qr use of 
commttnicatioris.-No person receiving or assisting in receiving, or transmitting, 
or assisting. in transmitting, any -interstate or foreign communications by wire 
or radio shall divulge ,or publish the existence, contents, ·substance, purport, 
effect, or meaning thereof, except through authorized channels_of transmission 
or reception, to any person other than the addressee, his ·agen't, o'r attorney, or 
to. a person employed or authorized .to forward such commun~cation to ·its des
tination, or to proper accounting or distributing officers of the various com
municating centers over which the communication may be passed, or to the 
master of a ship under whom he is serving; or. in .response to a subpena issued 
by a court of competent jurisdiction, or on demand of other lawful authority; 
and no person not being authorized by the. sender shall intercept any communi
cation and divulge or publish the existence, contents, substance, purport, effect, 
or meaning of such intercepted communication to any person; and no person not 
being entitled thereto shall receive or assist in receiving any interstate or foreign: 
communication by wire or radio and use the same or any information therein 
c<;>nt~ined for his own benefit or for the bene.qt of another not entitled thereto; 
and no person having received such intercepted communication or having become 
acquainted with the contents, substance, purport, effect, or meaning of the same 
or any part thereof, knowing that such information was so obtained, shall divulge 
or publish the existence, contents, substance, purport, effect, or meaning of the 
same or any part thereof, or use the same or any information therein contained 
for his own benefit or for the benefit of another-. not entitled thereto : Provided, 
That this section shall not apply to the rcc!'iving,.divulging, publishing, or utiliz
ing the contents of any radio communication broadcast, or transmitted by ama
teurs or others for the lJSe of the geperal public, or relating to ships in distress. 
Act June19, 1934 (48 Stat. 11Q3; 47 U. S. C. 605). _ 

b. General penalty.-Any person :who willfully and knowingly does or causes 
. or suffers to be done any act; matter, or thing, in this Act prohibited or de
clared to be u~lawful; or who willfully· and· knowingly omits or fails to do 
ar{y act, matter, or thing in this Act required to be .done, or willfully and 
knowingly causes or suffers such omission ·Or failure, shall, upon conviction 
thereof, be punished for such offense, for which no penalty (other than a for
feiture) is provided herein, by a fine of not more than $10,000 or by imprison
m~nt for a term of not more than two years, or both. Act June 19, 1934 (1;8 
Stat. 1100; 1;7 U. So C, 501). 

75. Laws and regulations governil}g international traffic in arms.-a. 
Special provisions in regalf'd to military secrets.-Under the provisions of Part V 
of the Laws and Regulations Administered by the Department of State Governing 
the International Traffic in Arms, Ammunition, and Implem_ents of War and Other.· 
Munitions of War, :1,939, the .Secretary of State will not issue a license author-
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izing the exportation of any arms, ammunition, or implements of war considered 
by the Secretary of War or by the Secretary of the Navy as instruments or ap
pliances .included among the articles covered by those terms as used in this act 
if, in their opinion, .they involve military secrets of interest to the national de
fense. The articles. which may be so considered are those falling within one of 
the following categories : . 

(1) Articles, the whole or any features of which have been or are being 
developed or manufactured by or for the War Department or the 
Navy Department or with the participation of either ~f those· De
partments ; and 

(2) Articles, the whole or any features of which have been used or are 
being used by the War Department 'or the Navy Department or 
which either Department has contracted to procure.· 

b. Included. among articles developed by or for· the War Department or the 
Navy Department are those which have been contracted for by either of those 
J;le'partments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

c. Prospective exporters of arms, ammunition, and implements oof war should, 
before applying for a license to authorize the exportation of any article falling 
;within ·the above categories which may possibly involve military secrets of 
interest to the national defense, communicate with the Secretary of State in 
advance of the proposed shipment in order that he may be in a position to ascer
tain for· the prospective exporter whether or not military secrets are, in fact, 
involved therein. The articles upon which a determination is requested should 
be designated clearly and specifically, the type and model designations being in
cluded. ·where applicable, :A:rmy or Navy drawing numbers should be given, or 
aetailed plans and specifications submitted. (See 4 F. R. •1518.) 
· r'76. Photographs, etc., of military and naval defenses.---ti. That, whenever, 
in the interests of national defense, the President shall define certain vital mili
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing;· map, or graphical representa
tion of. such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to- such commanding officer or higher authority for censorship 
or such other action as he may deem necessary: Any person found guilty of a 
'violation of this section shall upon conviction be punished by ·a fine of not more 
than $1,000 or:by imprisonment for not more· than one year, or by both such fine 
and· imprisonment. Sec. 1, act· January 12, 1938 (52 Stat. 3; 50 U. S.' C. 45, 
M. L., 1939, sec. 2187a). 

:Any person who uses or permits or procures the use of an aircraft for the 
purpose of making a photograph, sketch; picture, drawing, map, or graphical 
_representation of. vital military or naval installations or equipment, in violation 
rof the preceding section, shall be liable to the penalty therein provided. Sec. 2, 
act January 12, 1938 (52 Stat. 3; .50 U. S. C. 45a / M. L., 1939, sec. 2187a). 
· On and after thirty days from the date upon which the President defines any 

.vital military or naval installation or equipment as being within the category 
contemplated under the first section of this Act, it shall be unlawful for any 
person to reproduce, publish, sell, or give away ariy photograph, sketch, picture, 
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drawing, map, or graphical representation of the vital military or naval installa
tions or equipment so defined, without first obtaining permission of the com
manding officer of the military or naval post, camp, or station concerned, or 
hig)ler authority, unless such photograph, sketch, picture, drawing, map, or 
graphical representation has clearly indicated thereon that it has been censored 
by the proper military or naval authority. Any person found guilty of a viola
tion. of this section shall upon conviction be punished as provided in the first 
section of this Act. Sec. 3, act January 12, 1938 (52 Stat. 3; 50 U. S. a. 45b; 
M. L., 1939, sec. 2187a). 

* * * * * * * 
The provisions of this Act shall extend to all Territories, possessions, and 

places. subject to the jurisdiction of the United States, whether contiguous 
thereto,- or not and offenses under this Act when committed upon or over the 
high seas or elsewhere within the admiralty and maritime jurisdiction of the 
United States and outside the territorial limits thereof shall be punishable 
hereunder. Sec. 5, act January 12, 1938 (52 Stat. 4; 50 U.S. a. 45d; M. L., 1939, 
sec. 2187a). 

b. WHEREAS section 1 of the act of January 12, 19'38, 52 Stat. 3, provides: 
"That, whenever, in the interests of national defense, the President shall 

define certain vital military and naval installations or equipment as requiring 
protection against the general dissemination of information relative thereto, it 
shall be unlawful to make. any photograph, sketch, picture, drawing, map, or 
graphical representation of such vital military and naval installations or equip
ment without first obtaining permission of the commanding officer of the military 
or naval post; camp, or station concerned, .or higher authority, and promptly 
submitting the product obtained to such commanding officer or higher authority 
for censorship or such other action as he may deem necessary. Any person found 
guilty of a violation of this section shall upon conviction be punished by a fine 
of not more than $1,000 or by imprisonment for not more than one year, or by 
both such fine and imprisonment." 

NOW, ~HEREFORE; by virtue of the authority vested in me by the fore
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, 1938, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina
tion of information relative thereto: 

1. All military or naval installations and equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret," "confidential," or "restricted," 
and all military or naval installations and equipment which may hereafter be 
so classified, designated, and marked with the approval or at the direction of the 
President, and located within: 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

(b) Any defensive -sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States C~iminal Code, as amended 
by the act of March 4, 1917, 39 Stat. 1194 (U. S.C., title 18, sec. 96) .. 

(c) Any airspace reservation heretofore or hereafter established and exist
ing under authority of section 4 of the Air Commerce Act of 1926 ( 44 Stat. 570, 
U. S. C., title 49, sec. 174). 

(d) Any naval harbor closed to foreign vessels. 
(e) Any area required for fleet purposes. 
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(f) Any commercial establishment engaged in the development or manufacture 
of military or naval arms, munitions, equipments, designs, ships, or vessels for the 
United States Army or Navy. 

2. All ~ilitary or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession o{ the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or Navy, 
which are now classified, designated, and marked under the authority or at the 
direction of the Secretary of .War or the S~cretary of the Navy as "secret," 
"confidential," or "restricted," and all such articles, materials, or equipment 
which may hereafter be so classified, designated, and marked with the approval 
or at the direction of the President. 

3. Alf official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as "secret," "confidential," or 
"restricted," and all.such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the' President, E .. 0. No. 8381, 
March 22, 1940; 5 F. R. 1147; 50 U.S. a. 45; M. L., 1939, Supp. I, sec. 2187a. 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 ( 48 Stat. 1122; 
48 U. S.C. ch. 6, note) has been amended by the act of December 12, 1941 (55 Stat. 
798). This amendment confers upon the Governor of the Panama Canal the 
following powers : 

"* * * the Governor is hereby authorized to make, and from time to time 
alter and amend, regulations prohibiting or restricting: . 

"(a) The making of any photograph, sketch, drawing, map, or graphical repre
sentation of, within, or upon any such part or feature of the Panama Canal, or 
any such area, object, installation, or structure within the Canal Zone; and 

"(b) The possession of any camera within any area or areas in the Canal Zone 
which the Governor may designate: Provided, however, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the kind 
covered by this section which are conducted or performed by persons in the 
service or employ of the United States in the course of their official duties. * * *" 
and makes punishable by fine, imprisonment, or both, violation of regulations 
established thereunder. Pursuant to the foregoing law, the Governor of the 
Panama Canal has issued regulations prohibiting the photographing of certain 
areas, objects or structures, establishing areas within which photographing is 
prohibited, and establishing certain areas within which the possession of cameras 
is prohibited. See Part 28, ahapter I, a anal Zone Regulations; 7 F. R. 2.135. 

[A. G. 312.11 (8-15-42).] 

BY ORDER OF THEl SEORETARY OF WAR : 

0FFI01AL; 

J. A. ULIO, 
Major General, 

·The Adjt~tant General. 

DISTRIBUTION ; 

A;E. 
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G. C. MARSHALL, 
Chief of Staff. 
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Eligibility of the Signal Corps for various duties--------·~~·2..:~·-.L--:'_.::O~-~:_._:::.;~..!_~-l .. 5 

'l'lSO Coin.IJo~itioi:t.c...JTfi~1 srgi1ii:!''Co'ri;i~i ~slltllf:co~si'stof ori~~'CJ;ief · Sigri£f. Offlcer 
-..-h\rtli ·flie: 'rahli:>'o'.f: ·m'aJoi· k~hefal:· thr~e'}lilii1'ci1:ed: · offi~efs"iii: gra~ies·'fr'Jhl1 'Joi·oi1el 
"-i:w;·~ec~Ild ,;li~Jlti~nalit; ihclii~iv'efc·and'- five' thousii~d' erilistel:f 'men?.:such;'pa~t '-~f 
t..\\i.hoiii; ·a so th~·'Pdisiderii:'i_'inhy1::cirr~i!t;;b·eing"' f;){·'med '•infci tacti~~f- uriits' ·o~g;anized 
L'as J:l€lill11y!j_jre~lii·ibe.JFfse(/iJS;;'ria;i'ii'ni/iz dcfe1£8([.'dct:'as· 'Un'i(;'~ded 'by' act 'June'14, 
<}9£'rP(J41·ifuai.'1·frJs;:r-rJ . .rs;""iJ.11Jo:'fii1I4s~'J.i}0sJc:-:;;7; Ji.·L.;i929).L' ~~ ~!'· '!·., 

-l!r.-zfi'·Dl'ities/o£: the';dhi~f si'gr.ii\::{:o-fficih).i..:fri additfon · tb such ·hther"d.uti~:ST as 
lma"Jf"b~(.prescr'ili"ed;~the"~:chi~f'signal "bllicer \v'inl;iia fe''inuri_e~l.id{e' chai·ge/ imd~r 
'1tliP~ufecdon )oNt1e:-secrethry of.:w'ai:;:-o':f 1 th'etfi3fr~wirig·: ·:: J.:;r:·"'~ • .: ·icu :·c,.:o·•:t 

a. The . development, procuremeilt:? ~to"'i·uge~ ':Hlct~ is~ue . of. 'slgtiai :;nd: meteor6-
rlo(;ical 'ei:iuil}ii\~nf·h'hdLslfppli~s:~·n"'.:.:t>_ ·t:.ti! ·o.:J 'i?1 .::.r.: .. r • ~r. ·._,.f., (C:) 

~- The deveio:Pii1eirt;.::.pr6c\i1-eineilt~I~for'Jge!r~ncFl'ishd!f all electr1cai .apparatus 
as·soci:.lted · ~vi"tli:cui~eetioh-fitr1iiii'g-·fM·dethmii1it1g the locaHbii' of i·aclio.·'stations, 
aircraft, and marine craft .. a'nd of'1i'ii~1h'eieiecti·'i.ca:i ·~m:iar:atiJs. ass~ochrt'ect with 
range findino-. ' . · ·.f.!..:.Iq.;::r:z..<)f'",:l ~!1: .. ~:-}l.~.:.~"'.;: ,:·_...,:··_ ~ · ~\; ~ -~":·_ r·:. :J ·. · 

'"l··'c:~Tlie'IiJro':;clil-eiu({n(':sfor~·g'e,Jkrid.~issl.W/1d'f'riliot6haphic ;s\ipj)fies~- ;, ·: 
d. 'I'lie prepara:tion and revision of all books,' pamphlets, ~}nd: instruction data 

rfequired~by Ifh~ ~tirJy"'to~11llitkg:pl;op€~F~~~e-:t(,'{- ~fi 'sighhlftc~ri1;nii'nic'rition and 
S?ne .. teoi-o]OgiCa11~'C]i-ii[nilellf:::r~:.~.::I~ri:·o~~~-.~-!I.~ ~·L:~ -· f.f . ..1 ... :~ · ... ~;- .. ,:~: 

e. The preparation and revision of ~ll codes ahd;·cJ.f;lZ~i.;s-\equired by the 
·~(~Jn.Yi· ari& iiit:ii.Je'· ~f -,~:aF'Hi~ 1iit~~cebti~ri·'of"ei{efn·~;-{tic1io 'ahc1\vi~·b tdmc, tlte 
.~goi1im11~tric i6c~tim1 ·6{ &:ileifi)Pr&d'i:o ~f'uti8n~: 'tl1e. so1titioiP oFhrfei·cepted enemy 
~cone {lrra ~ii:lli€·r~ n~~ssag~s~~-~~il1 IA.bbl·attH·Y~!:ft':'l~i-thg~lH~Dtsrs_··rHl~~::the eu1ployment 
and detection o·f secret inks. .~.:h:.r: :i.J k~~~1"'-"~;;q.: .uotj;o::.:.'•L:;.: 

5 ' '1t.~'Tfie! institll~tion,: ·maif(tei1rlii¢e, •1i\:i\J!'b\:;'k"'i1l,ti~u'aof0aiicJfiluita'i'·y' !sfih-ar com
'!Jhull(ch tfoll'C::Sj;SfelllS·l~ud fteqUiPllent~;ill~fudHi~· >l!iJ\'ifl illr~~ 1'vCab I~,~~·ielephone, and 
telegraph lines, radio ant! meteorological apparatus ancf'~b.t1Siis, except the 

,:r'01itiri~·'innil}'tima1(e~'::;-nct'1Qi:)1l(>itiq'l'i 6f'1i5rJd)lnf~c6'iiti:9i ?oil1.ilihi&-;;.ti6.;; systems 
·'!ind:.: th'e insbiiiiltio!W'maifit~ii:ftnc'\W'an'tf'-;oiJ~btili[f:ofr:te'Mpili·llJ'.V:: systems used 
by combat troops in field op~rations as provided for in .AR~io5~i5,' .over which 

0he1'\·Hirek~rci~e1 gcnei~l s~per{·i~io1.P ot'liy!··1:;; t!i ·;r;~ J;cii'l ~: if[, I ' ':A; 
.:;~u:g:J'L'ral1sh'!flfi1~~~;1n'e~~sft,;e1{'f6r tl~e '~b:in;· 'tiP'Jtdf~Jgph; or'· ~tl~e.;~wise. , o _o *". • ' ,,. ., .. lie. •. f 
z: ·. ·h.~'The ·(H're'ct'ifii? o'f'itll~0Sigrl.al'·ccii:ps ~intf 'fi(e' contr'oi' o(the ;91hcers, enlisted 

men, and employees attached thereto. ····:•-.; ~., · 

* This pamphlet supersedes AR 105-5, December 15, 1926 (including 01, May 10, 1929), 
which has been changed as f()llows: 

Paragraphs 2 and 3 changed, 
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i. Coordinating the training of the personnel assigned to signal duties, under 
such instructions as may be prescribed in orders from the War Department. 

j. The. :generaL • i:ili pervision, coordination, and staiidaYdiza tiohf [of i'alflradio 
operations •'and;'tl\e •enforcement of regulations concerl,ning thefs!fu1'e .. ol1 

k. The assignment of call letters, radio frequencies, power, typ·e of emis
sions, and schedules for alCKr~iy:'ra~i9. st~tiOD.s. 

l. The procurement and supply of photographs and motion pictures directed 
by the General Staff, mfd<:-in.~genefal{ all\J)liot'i)gr,aphic, and cinematographic 
work of the Army not specifically assigned to other arms or services. 

r:,.,m, ·The assignment of designation nurnbers to all Army submarine cables and 
l the -keeping~ of records thereof whether ~used -~for · communication"'or'-"power 
~~purp~ses. _- ··· _------ ~-- ___ -_ -=~):·- ·=--~--~~·l·~~~~)-~~~c~i:~ ··~.:::.~~Q~)d~;~:tt;·i~-~~~~~; 

n,_ ~II othet:<!~~~es_ usuaUy P\)1't!l!n[ng tO!I!il[tary s_igqal. .cQmln:unic~tion, other 
<:than as .. provided.for .. above. ______ ·,••ilrJlJ ~uuhe·r 101 ?.rpo') I;:rt,~\~ ~•'l },, ·r.Hfi<ft·gif[il 

. 1• ,-;~\' iU;J?;ft:;ii~gn,~,t,l. pffi,;~.~r\'\.,1a_.,,-5\_,':>cl]}£:~;, s\~lV.t~ >offi£l,:,l:c:>v,!~r!·be ..<.lf!t.~il§Q:ri~9!J ~yery 
:!)~I!~\Yti?H~FY~.~qr,~e qnd,_q.,S!gHa~ ,Cgr_p,sl o!f\<;~.r; ~;~rl'Hit~i~W~L19~.<;ef; r}Y:i.lLp,qrnv}HY 
: pe ·:9-~tai.J.~<.tl~F. .. ~:,tel} , f~~P,~ ~HP 1 !1!14 e,v,t?rYiHt~c!i,~:t.lrJV.I;lit ~.m·~.El~, ~lmn; .~;r.~~igl!:,ge 
l F9f!~~i.J;l~.l!g, ~igpaM/,?I;:P,~ tr;<?HP~; Hrr"X.Jte~1H9• JUI,l j ~·}l~gn,q!1 ,l,Jf!}£eJ1 hl}~?• pe~n~ S,?. 1d~taJ}):;d 
.{n, Rr,q,er~,, t;~W .~~rfi,o~ .. \?i~H~\· ,gorm.,·rJlic~,r11 ppg~~l!t \f?r"~c;Iut)J,;l'lithtrtP.E) .. ~Rmwa!f,d 
will act as sucl.\ ·~~r.~~ .. ~m\t ~!¥.n.(_\l,p~jf~f~ ~v~:J:L ~(/,l..n.c¥l~m}?fr. ;?,f~ t.l:J.!h.S,tlf{f) ol,~!s 
-~?~~lWHP!ii~~· RfiiR~~-, ,.ffe11~m, !-m c,.qru:~~~ct·fL.u,gd.~'a 9~~ <t!p'!ctigl!":!o~ .. h~S,i\;\W!ll!tmd
.,~n~ off,ic~.~· -;'yi.tJ,l,. ;\h!l_, 1f,9]ll.J,Il:;t,l3_drdJt \'91jf,~J !1'!-,lli,;J;!:,la;t~~ to->1 op~!l!-J}p:n,s,,, to±:c.si!51f.~l 
troops not assigned or : ~ttfi.9!Nl4 r t.'?, :~uJ\o;r,d,iHa tEl ~pJ t~~ .1, }ihfi!J ;un,~ tns!grgt!r RiiJf!~r 

~!,~~!1~~~ .~1-tttF.f?ef!:lE,ict~·~~P~hfP. .. ~i cJ.Ht~.e~,;~~\·~9J!0~r~tjJ~r·:riJr·.o·rq .1Jf·JI!Ir ~~: i•: ·· ,lJ nd'f .\) 
(1) Acting as adviser to the commallA*r~: 1 ,,~~]-.d;,,Fl?-e.,.~t.!!-~ufll} L:;>~g~~l 

~.r: :Tri~:. ru,! L · ... If~.~t.t:r.~,; i~1~1,~_4i,nEtt ~l!~:.·~R£,~~i?,~·>9J·l·~Bm~~atl},~-;·P~~.~~- '"1: l iJr~T .0 
=:::·1i i ·~ r(2); ,f,f~~~r~~~?t;- .. 9~ .s.~9~.a.~j?.~/t1'~·~~qni,~¥~~liHSJ~~H~l5tJ1_,4i.Bi~~~~ ~lJH~~.~~~n 

.:,;·,, LJ~),.,,P.}~eJ>I;l:tl}f.i,q~,?.~ ?~9-.~~·.ll;fl,d.<;~pl}~rs:o fHtP. Ht:'I'> c;JI[·rnrrf' !IIIH ,ikl'l1iJJ 
(4) Supply of signal equipment and supplies. .,•rii>rr't 9-~:rr~:·t 

( 5) l)$R1l;f1~;w.er. ~', ~~4. Jt?.P'fr.lj-Fi,';>,J},;~pf "'~~g:l},a,~ :ttl*a~}?-.tE';H!J-HP~ ,.i~n!lnr~pair 
•:l•,; r:;.il·••.nl;,~?-,c~~}~~e.s,.h!r[·'ll!Jh[ .~anod llr: •O anic.i'I'J't fltrr; rrort•n;:q'l'HI sr[l' .t> 
1 0 _,., 1 ,c ~~})r ifrf!S~Bi.c:~tl; 1~R-~p~ec.~~P·l'\vo~J~i:.glpJ-t\<~l~uiBFP~.Yf1~, i wt~:P.,iH l};t?Jit~.JPF1e,~<?;t:~J?,~d 

by the commander, and recommenda~~Rl}f> 1 • r;e.~l!:~i~l>Ji~C!it~~.~, ,C,!l,J;'e 

:11rr t1l1 ·~ rri •. ~~~d.-:t:.tj~+f.~tf,qn· ~·)IIO') d1; ·;u u,.i..,~l7t~'J fi1u; Fo'tJ;'rr.:! :~1,! r)rl'r .~ 
. . : .. !<7~ ~~?.h;~~~q~h~~~p~e~y~~s,~~rp.,i(rv~~P.1t;.}!Pilt~~ ~~~sp,~~P~~ l?!1 ~t,h.er;cp~p.,~~~5~?!, 

~: q':': "\ I ' ) Jl j! l' J pf . ~~ 11,) s,ii?:~~~~ '~P~rfl ~~R_:qp) ;8~ cJ}?-R:·l C<Jmi-1?:~11.9-.' I ~~t91.~4in~ t t !rH.~P;~yg' 
J•r 1,,.,.t.r~!·t:·, ~~.si¥'nn~~~t~,:~~P~ft,cl~:U7~V!:AtH-tt.r lff.l~~!z~.t,i_ol}~r'·'?~' s}g~~~ f}RH- 4~9._~-

. n1Ullication per'sonnel Of Units. _;.;Atrl :):J'('I"': '1r, r:••;:'l'I)S[> ~Hlr: 
Ffl)· \ :· • :<~?r.·8'1~~~y;~fi0l}j~o~ (~~~ Jn~~~~}.~atfRN' ?.AtrfN-J?~1~~~?~1r.e, .1~l?t~ ~~P.e;r~~ion.· ~?~\the 

h r f.; • ,~ r-~. :; ~r; r ·~ ~i~~~,I ::?0~~~~~"\lra!~~~ ~R:r~~~e~,. ;~~~~H~[t.~n~ 1 ~~he_ tE"l~~~~~grl, ,C{~~~~f,;: Rf · 
·_\c. f."~' ·".'' . ~~~:.P.~lt. •'; ~ jlf;'1H'Uj!: 1!.1; ·r ~11'1r,•:,•)fl: fHr'. ~~:Jil, ·!lnJt ti!f'.'l:'·~l·}, 
~.,, .•. ,,. <~));¥.~:rrrr;s.~?¥c Rf..m84,.r~c~.~v:Ne;,r;;, P~~·;~a}1}~,l;l~~,tp._.~,h.e, JD;rtew:ol?g~,c;!t_l, 
.,.;·_ ~~.~ ,.~" s~g~ll:ti,li\~~l~tge%~•:·P,~?~q~! .a~,d,r;~~~tRP:~\l:P~j_<;;,~e,r~ce;; ~.s a,ife<?t 
,:.1 ;rl~·r ·c--~··~~ ·;:·th,~:jlfl!lt· .. t1 ~ 'In'! !•'~hi ': ·/, ..-r: ~nn:1Jt~1'J'r'' f 1 ·j.i. J • ·JI ,' ~1 L~·r .. 'll') f.•{ 

(10)' Insuring that the instruc~iop,~. <?I', t£~ ·l:;lhf,ef ,~i,gl(,a,L otpe~r;.r~lM~ye,to 
.' )"' L"f1rR!n}h t~~~i_:\~Cat, re~w?.f3. a,nd -~Pr ~-~r~(\it,iPn 011 te.ChfW;\IJ ~.~P,OFt~,,are 

£ ._,. :, , ·: ,,,. ·~ .j,~~s~r.seq, b~.1 M,~ , ~jg?-a\, (Jo~p~ ,.9ffi~~r:'i. of, ~hy11 com1lla,nq. ,fS.ee. ,,AR 
105-45. ·: .r· 
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GENERAL PROVISIONS 
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b. 'J'he corps area signal officers are also responsible under the policy of the 
''Var Depnrtmeut and the instructions of the Chief Signal Officer for all matters 
-<·oncerning the Signal Corps in their respective corps areas, including such 
matters in those posts, camps, and stations not within the jurisdiction of the 
eorp,; area commander, but within the territorial limits of their respective com
mands, and excepting only those functions directly under the control of the 
Chief Signal Officer. 

4. Post signal officers.-The post signal officer is a staff officer of the post 
comnumder and in atldition to any other duties which may be assigned him he 
is charged, under the direction of the post commander, with the following: 

a. Supervision of the maintenance and operation of the post telephone system, 
tl!e po;,;t telegraph station, the post radio station, and the post small-arms 
ta1·get range communicating system and all other signal activities of the post 
<:·xeept those placed by competent authority under another ofiicer . 

!1. 'l'lle preparation and submission of requisitions for all supplies required in 
conueetiou with Signal Corps activities of the post. 

c. He will exercise direct supervision over all personnel engaged in Signal 
Corps activities of the post and is responsible that such personnel is properly 
!nst rueter! in the performance of its duties. 

d. He is responsible for the keeping of such records as are required for the 
vroper administration of the Signal Corps activities of the post. 

e. He will make such recommendations as are considered necessary for in
ercasing the effir:ieucy of Signal Corps activities of the post. 

5. Eligibility of the Signal Corps for various duties.-a. Detachments or 
tlllits of the Signal Corps will be exempt from detail for any other duly, outside 
their owu organization work and training, except when in the judgment of the 
commanding oflicer the importance of the duty will not permit exemption. 

b. When detachments or units of the Signal Corps of 30 or more men form a 
part of a garrison, the officers and men may, in the discretion of the command
ing officer, l.Je required to perform the necessary guard duty to protect the 
storehouses, sheds, stables, parks, and corrals pertaining to the Signal Corps, 
provided such property can not be properly guarded b;r including observation 
thereof in the duties of sentinel posts or patrols already established. '.rhe 
necessary police duty around such building.s and property will be assigned to 
enli;,;ted men of the Signal Corps, but they will be exempt from the ordinary 
police duties of the garrison. 

[A. G. 323.341 (8-31-32).] 

BY ORDER OF THE SECRETARY OF WAR: 

OFJi'ICIAL: 

JAMES F. McKINLEY, 
Brigadier General. 

DOUGLAS l\hcARTIIUR, 
General, 

Chief of Sta(f. 

AoNng 'l'he Adjutant General . 

3 M , T r.: Ffl 
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SIGNAL CORPS 

GENERAL PROVISIONS 

AR 105-5 
c 1 

CHANGES} WAR DEPARTMENT, 
No.1 WASHINGTON, August 21, 1934. 

AR 105-5, March 15, 1933, is changed as follows : 

2. Duties of the Chief Signal Officer.- * * * 

* * * * * 
e. The preparation, publication,- revision, storage, accounting, and distri

bution of all codes and ciphers required by the Army, and in time of war the 
interception of enemy radio and wire traffic, the goniometric location of enemy 
radio stations, the solution of intercepted enemy code and cipher messages, 
and laboratory arrangements for the employment and detection of secret inks. 

* * * * * * 
[A.G. 311.5 (5-25-34).] 

3. Unit signal officers.-a.. * * * 

* * * * * * * 
(3) Preparation, publication, storage, accounting, and distribution of 

codes and ciphers. 

* * * * 
[A. G. 311.5 (5-25-34) .] 
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r.·'"~· {1.- * .P ...... ~ .... ,, .... ¥)1~·+ ·•'f'-"l'>•~:,r.-~ -~ r-. -~·H~ •. ·~ .. -i !E./ U~>it~d f1.t'I111 ~·q!q:.r:_L ~ ~.t! ..... , 
··· .~··· •"·" ·'' ., .. : .. ··- .. , ·DEl!'lNITION 

~"J":. 7e:~ ·1{' .:J,; ti~~ '-'-~ ~:r;~ ~:l·~t..L! gd utJI.!.l I!f7, ;,C'~iJ}'1~YUJ 2.1"Hl.1 .. ~ru~ .... -·~~ ~~.:rr ·:i>iffh'iW~SJi;: 
·~·DOcument;:, dCfined·:....!..!r..-"-!..:.!..~!-~:..!..:..:_.c.ji_!:_,!.·~..::...:~.'~Jl(__"l...!:~:.:l.'l.!.!JJD_l'JUi. )J:!:'.;!.~~-~(_J _Vl::[ n ):u 11 

1 "D t;·,,.d .. ft ., 'if'' 'f'8 thi tt:· "' ol1i'ii ~h fi~nlncf ;pJ)<J' ~>.I:.t t';:,r;Ji!]ilit{"'' 
, . :. . r~f~~;n, .· .,:~,~~ ,:-.. n.;: . s J?,~:,m.R .•.. ~r m/.f ~3~·J·j.,.;•~~u~e!!,r,• 1¥2. • • ;) e 
understood to apply to· prmted,' mimeographed, typed, photostated, and wntten 
~· - '", . ·•· l ~~ •·• ·• · • ·;!1:.: ,._[-. "' d""v.'1 _r_ ... 'Jv. '·!~lJU f.l.iOilV! Ol "I!..')dh) Oi!J ~· ... ~t.\1..~:, 

matter,··anc:J to maps; dra:w!ngs; and 'photographs. , : , · .. .. , ,,.,, .. 
! 1c_..;t-r-! ·1 tlf:_..J :: ~~:~· ... f!J.;.;.·~~J"i '::~ffl 'r.U hYH!_11c{.bf1n_.f..l:iiJ'.b.t:/f ft!.vt HL.-...1J. ..t-~--·· 

· .·;.r.sECTib~tttr-'i1:a~:k;r J:.::;_ih.r.') ~Hi;- :;c ~lt.!,;!•Jj •;_;-.f. nj 
;,.~;.:- 1r..;~; IJE'Hfli<J~_.·j •·.: ~J·· t __ •· .. #<r:.r, .. ,~.--: ~ .. o.::.r·~,r:n ~!t..::'J.:\\-r7-'~t~ ,.~..xl·_.{'.-ry ;~'t .J~·.:·l_~r~ \ >: 

• • 1 ':.SECRET'! DOCUMENTS ... 19.. ·,·a .,.1 .•,,. ,,,1., ,.,( 'I· 
-r.,:·rf·;r •{.i ·r"' ... ~-~'1.;. •, '.J ~t. vt''~:v~- ·..~ :~l'· '(f'.'-'l ;:_: .. 1: .L.:~.:..t .. : .• :.L.··~ _. ~•~']?ai'B.gi·aplt 

" .. Secret'~ ; .. ,W,-hen;i by:•:whonl; and \hOw·~ 8.ffixe~l.L.:....:·~l!.!.·.!Ll_'l~tL~LLJi_I_,~;.!':QC1!!.!.,_)-_:~ ti9:~P-2~ 
G.e:p.e~:ii·,Ps~~ay_tions_ to. p~otest ~.Q.I?-t~~~~~-~.:..~--;-:-;~ . .:--:.!.~.;: . .:;~!:-...!~~...::.t...---.:..·;:_-=~-=--=-.::-=-~-".!::..i i.~;_:3; 
~o~r f.r~,~~~'i~(fo.t: ;t:_ljal!.s~~!?S}o:-9,; :p.~- 'Yh_o:~t~"o~eytr.~), .I:e~e!p!t-.-~-:-=1-;.•i\;-J~.-~~-.r:i.;..Z.'"-:-;-.--~;--t~1,JC_.-~1.1.J 

Secret , when, liy whom, and liow canceled--------------------------------- -·~ 5, 
j""~:;r, I'"'"~~tf' .- ·>J Pl·." z!~..•iLr! .. 1·::: 1 -~ > · ··lt I:.,.:: .. : .... ·.~~.~'' ·; !d•l _.u t:J~·~;r! J~lin -:nu ... , ~I~·' 

. ~~· 1;;' c~e.~r~t ':; y.rh~;th ob}'>. ~;om, J•fl;J?:d:,how;:_a~x-e.~:T~ ,,.dO,C1JffieJ1,tl ;wiJljjbe'· 
marked " Secret" only when the information it C~J!~!li.J.),s.;.i'! .Q~ gl,'eat~impi:lrtance, 

and when the safeguarding of that information from actual or potential 
·enemies is of prime necessity. The' "Se'cref!• mark will be placed on a docu
ment only by, or by a_u.~writy of,. ,the. ~~~n;t9,:r,_.Bf:;~))i,l5···the Chief of Staff, a 
chief of a branch or bureau·, or an officer commanding a territorial corps area 
o~., d~p~~t.ment, _a _tactical _division,_.or .. a. higher..tactical·~unit ... i~;Th'e'•,!' Secref.l' · 
mark wilL be. accompanied by the designation'~ofJ.th~":atitho·rify'='aflixing ·it;:· or 
b'y authority of which. it- is being: ·a.ffixed.f. aii~ ~wiid)i';~dated.' iin"d' initial.e'<:l b'y: 
ilie offiCei•·affiXfng if.- ··· ~-· ···-·;~· .. It-· ~~n· :""' \ -i·\·l-.. " '"':''~ ·' · , 'I· .• '~ 

· 3.; !General precautions to prott~~t\\ontErifts.~a~ Ali6ct1illerit riiarke<i"" secret'" 
is for:.~ me 'personal· i'nfoi·niiltionc ahd;'•use:Cof <the: officei· t~ ·;,Jh'orl'l"it"is ·~ffidaliy' 
intrusted)' ~He'· will be•' pers6nallY·'i:J'sponsi&ie;•'for 'its·L~a1:te···ctistody' •a'nd" ''*Jfr1 

exercise every: preca udon: tO prevef:tf'iifia utliO'rHi~diipef,.sol:\.~~ 'gWiriihg 7hi:i:drhia'tl on .. 
as~:fo,:lfst existen.ce;'1it13:where'ai.Jhuts; 'or .ifs'coi\'teiH~~ '''.lie' wiiV cii~~ld~!{in'-futiliil'-: 
tion'c3:s<to,its• existericef· itS·wh'ereitbo'uts; 6·r ·:if~ico1itei1is ~Ji)• t{i"tb.'O~J "wliose-· 
duties ;aJJsoluteiy requir~· tliat'·tliey hlive -sud11inf~tli.1ati6rt ;1'thfi ri~llibei!I1of~s11ci{ 
persons will be limited as niuch ·as the necessity of the case·~ve'rir\.its';'·!ih<i··tb'~· 
amount of information disciosed will be limited to that which is absolutel:r 
essential to the proper execution of the·. duties of the persons to whom it is 

* This pamphlet supersedes AR 330-5, January 22, 1921, and Changes No. 1, 
AR 330-5, October 2, 1922 . 
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DOCUMENTS 

given~~'Nl)lfp'¥~$ti\IWJ:lofi/a¥'Information as to tbe existel:fc~fth'~'1~iiJf"~[iibh~H~SJ/· 
tiie1~ohteBts\if$a~se~~et'1(i()'cllhlentV~m disclose any infbrmatid'il\ttia'itver rela
tive thereto, except as prescribe~J·~-~~~NIU:lOU 

b. No document marked " Secret" will be taken into front line trenches in a 
theJJt&r.H9f f!F-!1!". Qr~t.onanycot4e~r;rplacevin. w!,J.ichitliere'Jist:a'Lisihii:lai' tdanger:rof' 
capture by the enemy. 

DtP;n:{!qc,u!llent~ classed us " Secref"will not be referred to in any cataloiue 
OF publ!.c;..l!.ti.9.!LF)li_cjl.Js.uo.t_itself_marked~:.Secret.:: ________ uolii!iU:;a .I 7.tATXI:.'. 
(;4; H.o~- P.I:!JPJlX.e..cl. _for_Jransmission;._ by __ w:hommopene'd;':l·reeeipt:'.~ a. For 
t.J,'a;~sm!s_sJQJJ_ to _{l!l.QJher _person, __ whether ~by,.I-ma-il)oinC:~s"eriger;:ior l'othei\,vise, in
cJ1lding __ J:!l~Il.!l!'mge:nL .nassing __ b.e.tween•)r.theoJbr:'tJ:!ches;?an'dl.i:officesl'tfo'f . tli'e War 
:Qep(lr,t:g:~_e_I!_LoJ.:.Jl<tt}~egJJ _dlJ;fgreJ.l t _oftic~!loj.\othertJame h~adquarters;J: tlie sender 
oJr a:;llo.!'lllli~I!t .l!l!l!'.li.e~t ~' .. Secr.et::_ w.i l L inclosel·it).hi ~auc~inner) an'd9mi I6uter cover. 
The inner cover will be a sealed wrap1wr or envelope addressed in the tisuai 
way, but plainly marked " Secret" in such manner that the notation may be 
most readily seen when the outer cii'verJ!i.S)removed. The inner cover will con
tain a receipt form which will i~J(.~titf'l!tW('/l:Jdressor, the addressee, and the 
1,~S~m~¥.-t The package thus prepared will then be inclosed in an outer cover, 
~hich ~Ul_!?~_§~!ll~!J-!l.J!cl_ad_O,~·.essed . .in .. the .. ordinary_manner;:;witli> nb!Jnotatiori· 
to _indicate the secret nature of the contents.i:i See paragraph,.15. · ·:X " • 
")(: Ur\1: '· jJi9HIU!JO}) ·· .lYJrJ71 DllJ .t~lflqniJ.)lJ. C:l! iu.- ·.l.J.:J.L..li.., .. :J .,,j.LD.!!!U:)O •4 
- b .. . So :l;ar as practicaOJe the mner cover marked.·'.' Secret.'' w11l be ov.ened 
:ft~Th'''t! "11ft .f'~~J r.uarJJOfltr ,buq·ti tU!JiHJI-ne\,o~.ufJuu .u:.:t.J.t!£Il1 '"'·' '(.JfJfi):'. v..J J .. , .. o" ,...,~ •· · !1 
only by the officer to whom atl~Jtirll1~q,.101}~ll.YJ\:s ~~JrdlJ-lWR.~ ~?iY§&r l§j q_~~N~~·.' }]f.!ii 
receipt form will be dated and signed by the receiving officer and returned 
to the sender at the earliest practic_!l._!:lle;c!!l.O_rggnt. 

5. "Secret"; when, by whom, and how canceled.-vVhen a document ceases 
a·r~··!•r.·r·Jou "'1'l•U1~Y·'"' •· 

to be secret, its " Secret" 'marking 'may be canceled by the authority which · ••. JJ.! \.)fiJ1! .1. 

a_mxed _Q.~J!.l.!!l19!'!~\).<LH,_or _by_ higher_ authority;nby Lwriting•:or<tstaniping' ~·•Cane · 
celed by_____ .. _ ,'!- or--'"-Ganceled--b:r-•aulli"6fi(y91()f1 n! """!we ,.,.,n .. In-(t'h'J' 

.._ • o o .o.rrft •"Hl'f 'rv'"O\r.f,') f~')dV/ Vff ' r•otq;":>tr;:::~;(fn~ft. '~(.}~ £)')"J'1tl'i"f{ •"tQ!J 
authority--which- authonzes--the' cancellatwn), over '_tlie"" Secret" mark .. on "the . 

. , _ __ ··---------Ll~.H9~h.i~') WUll L}Ull tmfJhW '{.O ~U:n.1.r t J"../.>.r.;u 
top of th'tffirsr·page-o'f"the -document, and this cancellation will be dated and 
initiliJ.ed l)y,~the~officei·-mnkihg!it.WtAhyiJofhef"ilSGCI'etcr, m'i\"firs ori' ~rlch9~ 'do&
ment;;Willflthen'Jbe stri~kef.tll'ouf!'J ji llOi:l118'IUiJii •)l[t :t'ltl'.'l l;lfTO "}~'i:)'lo!" [}')}['lflff! 

T;:;~r•'.>10tf '10 lmd:>.t: mwll uoilnmm'tui t.ndt 'to ~~airt'l::r~)':!:··· -;rit E'lfi':r fJun 
-r•·,,)i} n no fJ<YJJ:Jl{] ')U l!iw li111m SFJS!!QN •>IHrr :i)i-.•:'l'>';H ~L'Ii-!11 'h d !i':ita~H'l 
s: ,1l.J.18 J.o 19i:n otD"•CONl!fiD:E:N)fr:frJ"'l!boO'dt~'Nftss 7;d ·rn ,7/ ·1.!no 1u%! 
S))'W :.q'lo:.~ IHhn:lh'I'lt n -gnifmammo:J 'l'~offto em ·ru ,:rr':'u:.! ·w i.l'luc·td Pnf!igii~il') 

"'Confldeiitlal:'li;rwhen;I:by Jwh'cim;>:an·d•IhoW: affixe·d __ rr_Q.<.::<17ib_l~:il!:Ult_tJ_,H;:.!.f.!:'.:i.!9l';!, '6ll 

G~9ei-~~ ·P!-:~Cf!~t~o~~i!o;rP..t:9iecJ:nqollten.t~-£;£:::-t:~~~£-~!!1=~.!.7'-~-~;-l~~~..!!!!.~.!."'~·.!. .. _~..!L_ul~.!.r ~:·rn7.r 
How. prepared: for transmission ;fby whom opened; rcceipt_ ____ . __ ,__._,_ __ ~----'-'---','IJ 'l .8 f 
"''; .. p>pd;,IJ!f•• il').'l_j!) f'H l.J.fl 'J'UJ ~.~-.l::t4UJ•J~~.U.!.' .. dt ~~1 II UJUlU ""' ~J'-..t""~ ..... 9' 

Confidential ; when, oy whom, and liow cancelea ______________ 'jr~I!!Z.n!iT'i'})iiio •mt 

,.a .. ;.\' 1 <?o~P..cl.El~Ha,~ ~~,L~.,lt~h ~Y,-~fl:.O.Rl-i Jt~~dj~l!,cnY1.~:ffi:x_e_d, ".i A1 ~P~.~WJm t,J\·ill.tbe 
~~.rke~:h,;' <?,oJ?-}i<!~H.~i.~l;;1 'rJ1,~&0 i~ 1;~s l9fo1~s~)1~P.~l't~,J;~el'<a:lfd:,;9fJ,les,s •B_e;crett a; 
n,~~~r~1 t,h,a~ 8W~1Ffq_y},rtn~1 }h<;l,}fllol£!518~0'(1 ,li)_epr~!;;ir}?.\l.~::Wh!c}:l :w-qst,i:l!eve_rUJ_eless; 1 

b~.1gl!,l;lJ~c~Hilf~qHh}l.?_,S~-~!~J>.q1;rliJ-5JA,S.C.liilllJ..-rJJ~r.sgB_~·•!.r1axgliP.t:,,ilf:;J.hg·rf;_a~~s\l~ PJ'ipterb 
d_o~~WI'i¥-ts .pt l~9~ 1 v};!LJ; I,\epa:,tm.e,y.,l;,d~r ,_gf. -~\)~.':F.I}-1, ~.e,ll~hlV.ar:t~r~All JJ.llE!_ ,p.glQ.,otlle.~ 
~!H/f ,;· 9Rif!}d~y.tiglJ~ ~':iH: }?~}J PJ\l.ce,Q., ?,!l:n~~ls!J9\1HWn.tlio~~YwJ:!jjt~J ~QIJ)U:issj,onedj 
~~r-~r 2 ,l}n,d,r!TI'tm! lW,; a,cml!l,l,J?t/-,q!~,g,i qf-lf,t~~·1~!_!.Sl~_H!l;ti_<m:Jo~1~l,J.,\),·Pf!.i_~(} uWll!~h,;,tl1at1 
o.~~erA~?l~J~1rM-l~f}Y,j;.;,: 9 8 1u 'l:o ·~1i«WYJ9rr 9rU an 1bnw "a f;9timH od lli" awJ<:~:n 

, 'l~ •• ill~c':: d i!:lld'fT tmr:l ot ba:limii 9d Hiw ll9a0[9aib rroiJEm·w1nl :iv :lHrJ{);tm 

ti. u:oi!H 'JJ P.UOP'19fi 9rli 'to <i9Uuh sri:! 'lo rroi:lrJ:)9Z:9 •r(•GO'HI r:il1 t•t faltn'l::<~') 

bus ,rat-~ ,sg ;:'Inrm.et ,tl-OEf:. SIA a~Il~a-rsqui.! ·~:~Jt~'':arno; a:.c~:,: •:• 
.!:~G'l "s ·z~H.i'o.;"oO tu---c.s~ .. r: .. a. 
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"'"7. vGener.a:lep1;eC~1!!!9J..l!'1: tg.prgt~c.t;9ontents .. =In;fonp.ation,a:s tQ)tlle existence, 
tr~~--vY~.~i~~-~~~t~HQ!"l.tl!e:lcQ.t1t~l!t~eof.fla:'.d~c,wntntJ.marlre9,)1'1G.onfidential '' will _be 
.disclose,drJI?Y·Ia ~-~o.n; p()ssg~sjng,fS)l~h 1fH:fQ_rmat~on!_OnJy·rtMthose whose duties 
!;~-fiv'ig~ ·t.Mt.Jt:t,l(}Y'!<Ray,e fl)lGltr.tnfg.r!llaJigp.·.::Jr::Ill~~.l'YdJ?Crson'lt~, who~ con~dential 
~}} f O£Hl ~ ti,qp.;·!ihtn t:r;!l!? .. tt;,g •tiviU ~per,:Q7F~<mfl1llY me~pg n_st~ leefor,} ts ~afe-keepmg. 

· •n§,! :gQ,wz.pr~P.M'."!~h~.O~th.:!JelJ..:?~IJ::\.i.§§iOJ..l; )EY LWgO,]]l;r..OP?E~.c!;·:~;ecelpt.-Documents 
mztrJs.egfibC_Q!l_fi<J.~rttJ!!H''JtWH!-:ob.e,1P:J:()B.arE!dirf9:t:;tr.anJlmlsSionHn the same manner 
as prescribed for," Sec,ret ". documents (paragraph 4)><;e){<;ept .t~!J:t· the inner 
cover will contain a receipt form only when, the. S\)nd!!r,i !lee!Il~a:it. :qf!!;essary, 
~,J1d·J1j.:};IJ:t! tB!ll An,g_e,r ~cp;y~r ,l.l.!ll;Yt('be.J19WI!edJ rl!Y.s S\JJ!!.!h r~~po1_1sible,} person other 
than0tpe person·,!!.d.dres~?ed· 'Yhen SQi !lUt-hori)'le!i:;-1• iH-;r~<JCrn'l\"f. . . . · 

~;;~:,8 ;~q2.~fi~.e.RtJa}l~; ~h.~;n.sl;>Y:i~!W!Il:o) 11'H~hh<?\'lY'..!<e~-~ceJ~~, .• ;, The" Confi1lential" 
, ~a,rJ~ &.I!,~ d_\),CIJ!P.Em~·~1a;!Li?etqance)~g,.l}y'lj'}.)e1!l.JttP,_Q.l'HY.!.~Whiqh affixe~ ,or author
.i~ed) i_k::.11f:CJRY;·l).}g]}el,',;!l~thq!:~tY.·,rJl!Yi7Fritipg ;Q!-'!fi!!taJp.p_ing[lov~~ it ".pance~ed 
by)y,.,· ,;uu •wu .• '0J.<2!"cr 'j,9!1;P.S~.I~sh QY:u.!l~tJ:!or~ty_.lof, 'J'·':" ,_,_; ,;,1 " (the authority 1 

;hich .. authorizes "the, cance~lation).·,u.O,Pd.i~.thts.-_.f!l!nC~lJ,a,t\q!lo will be .dateq and 
)-''.t>,J,l;,.._" ·~. --·~ ~#J··~· ~··~ •! •.•• ~ ... J , .... ' .• "' ......... """ . . . • - , • 

i~itial~d by the officer making it. Any oth~rr.iif!l>n!W~nt~al" marks on such 
a, do.cument,will thent ·be-.strickeJ;J. ~oRtn· axmiB;.o,,~,1,.J. r.<O;,~wn u r r ll} 
·,~).; '•\,.{ '• ''J.L.<,.~' fJ\, , 1 ,..U..t ~ A.J•I• ;...J..('j.I-.,J.L'..J-

t!ti'~j')i!~ eH L~.H~t·-.:;.nL. :inrr .~2o1ft tr.9S~ir6~!IfV' n~fi ~o J~9°1t)~ ·. 

·{Ui·!In ,c'IeL~S"' !IO!.lni·n ,r~r:roi:tn13:·C!bw! lo·· Juov;t:i ~:n!·:;\lrf;> -. 
o:J W'li'l ...:>1!1 \1iJEOR QIJ':!liiCl'kfj; l)'SEo·.0_Np;yjif9{El.OQ:UMENTS 

, . . . ·' . . .. .•:.3n'J1•:f~ Paragraph 
" For official use _only_" ; .when affixe~ ; how ,inf~rp>a~i?i\'J-Lea,t~~-;u<;;-:i'~~:::•-;-"('f;)" 10 

· "n 10. o~' ;For rofficial , use' onl~J~ ;~ 'Y!k~n.r.~fl!~e.<!;uh!?..'W) i!].Jgr~:!IJtt~QJ?- trea ~ed.-A 
doc~~e'rit :w'iii :be· ~a;:ked .... ·.~For ~fficial-~Jse JQ.nlY .. &>~l!e_n:.~!t.contains information 

· · J ·. J .ll..;• ••• l." t • .,JJ.J.o "'' · •. r t,,.,..,.,L;. ...... _._.,.. !' •~ ,__,_..._ {.; .. .! 'o:f. _,. t 
0 'Y!l.i.C.H ~ll:P9tt<i!l·.1g~~c.~m~Jmt£l}j~<;l,tQ.J.;i!.~{PIJt>Ji~ Q:t; tQ!J)le!p_r_e~s, but wh1ch ~ay 

· !m'J~\'!H/D:ltnJc~~!1d ·K<5J~!!Y .1pgr,so_I11).gtO}Y}k\tP J~ertil!;Itl!e cs.er,vlCe of the Umt~d 
States whose duties it concerns, or to Per.s9.J:?.~::;9:Ih\Uil\i<;>ub.ted loyalty and dls
~r.~ti~,l..l W!Pn~~§ c,_q<;>Pef!l_ting~~!!l,Qoy;!l_:t;]lW..~ll.t .yy.Qr.~; 1;'J)he.-:inform.atjon c_ontained 
in .documents .marked-.~'.,For ,.official1 ;:p.s~:,9lfJ:\l "'"Jw.ilhbe·~tr.eated. accordmgly. 
........ j ""'' ... ""''1...,.._._... >J>•~·t• ..... ::.;. ... ~.lt' ... ........... ~-~'-~ 

l "'4' { • .. 1 j . 1.::- 'h.t ··~ 4 lf\~· o ..... 1 4 r .,~., ~ ~vj.._,tiq fJLA...:.t . JJ~ue3i! :__; L --:IW'19!.t .:t -Os ~y~.J .. • y' .JV, 't"-1 • "'- .,;, .... ~ 

,!j'.tLh:U ·rhlit .rrn.r'l: ,e:;irhr ,oeiliaa.uP:9~2~n,JrlJo 1(tfi ~:ui•I~'J 
~, ... 1.-..fnn ,.;rrrlJI\ *'"1 oftlwfhr==! ~orr N'P 

MILITA'RY:'MApS A~J:? ~Hq~OGRAJ'H~.-..:•tr ., .. ,"·~·:r i 
~tt<rn·moJ')fl:.~ Ilfrn "?{f.Uf'l V:"'.n1rUm xo rtoU.L~i118~r~:.-1 !>fJ1 .. '-• .... ~~·J • .... !J,'"J?al·ag:filph 
Definifion'!.f~Lt-'.!.UitJ~L-~·.:!.r.·~~::Il_~~!._?.B!f!_iud_~:.:t1lU!~fJ!!.J1l.J..:~.!_!..~~!!.'.!'!_'ld-.!~!f~• ~':-.1 /.fl 
Clas.sification --------------------------~-::;.~~.!.'..:.·~~ .. ~~-~}-~.tr:!!..~.:!·.!.~d!!~~-~:!:..~loz.q!.::!!.!.!..:.!-..!\: .lq12 

/l~~·W~\i'f<fi_f~r_?~~-:_~~~!!.:'}~v_r~~~-:_~~~-:_~'!~~~-:_~~;~~:~;;~~~;~~~~~;,~~~;~~~-:_~::~ !! 
r1 r:tl·,"'~~~ni~i~R;>)t\ti~H.t:~~sJll.:tE~iua..Rji !Pl18t?~~f£.:P)}~E1}!'!'l ~h.gfl\) .. ~~t~!l!Je~:::·~or _use 
!p1.1f.?PWJS~J.R~ ~.\~~1 . ~1.}~0 traJ~H}~:;l;!P5h11Ye!Jlt~.'?E-~Jt9JJ t!}~Ilf.q.r.~~~~&f the Un~ted 
~,~5~s ;HFP.e, Q~~J!l,\i~n.c[.vje~Bp,tM~:c-Wa!?§ ~~}~~i 1:p£pJ8g.r~~ph~.~ 'YJ:!.icp. :<~_a~e acqmred 
a military character by reason of overprmts J<tlitH9Sagq!}§ P!!JS.e.Q. upon them. 

12 Classifi.cation.la. Military,,maps r.andfJphot<,Jgraphs 1 w,~lLbe; f!}!l~SJ!l!lQ};as ~(YJnlt"(r ~l!!fj t:.i.jll!H .:.,·d; U.11TI ..t.o l\v~ .. JJ:JJ .. u.r:..~..u .JJ"- .:.1.u -1-·--:_. .. _a...._~.:: (" .. : .. ~ .. 
1 

;-:; .... ":r· ~., 
~?U~~%~ ·9 :;:9;IT .. :,;:>!!'dn:rr~C: '!ll'fl 9di oi ,ciwrn >1~Jdi7 ,f,:,Lo •·'·' "'· ,,.,, ,_,I ·•··_-·, 

~ (1) Secret. .bfri&:wh Ini'lMnm 9rrJ io .OJ!.:"g!J! f1:'1: 9.U;; !J'll: '1970~ .!!J."'.'.' 

. ,. I' i· ,, ~-! .. .C~) itlriq th~11 sol!S~E!ln~l}};:l J111iJtt,h S,Wes,,. )~qg,s,e_j!IJI.§tr~ til;tg··:an .N!-P
:~~i:r.' .;,,I.· r.'·. j ~-~;,!,;r)rymd ;!~11·};';~9Bll}_1hr( 1EHLu.<,li~~g;j;:!9SI,lln9~{(}1;J,Se,(PJ~n§?f.Pr.,,any 

~ , ( dn .0 rr· phase.,thereof.~r~ \!lfti1n:~fJj e·rr;eni yJl;J'I' ot v:~:J:!'J!1';b ·j!~';i·,:·1m· -c;,r.J_, u :1 ;J) :.· \.} , LJ.LJ.,JJ ~u.n. ..uu ~-- . . . ·"' •.. , • ... .. '·' 

-;:, r.:·w1·;~•; 91r: ·~o pjc.(i·:s~'>'I Ll:Jtlu :iu Iu•,7: ,-;-y; s·ui;pe·r Ill •7 m•nfon J-l!'d >'-' ·' Y. ·:·· 

.fl!;Yllo'7ul nrlq!;mott.>!J'z ~;u t-.q .. 1JU c:..~.:l 



J 

', •J • 

REF .ID:A4127207 
AR·::33o;s 

1~1""4 ~ t ~-~~T"!i·J :~12J ._-,/~-~0lr:l.·-IfJ .ranoCU.MENTs ::. · 'r :"~ :;. " 'li,:o~> 4
l t ( \·!'J::-t: L~~-~ i.d 

·'':" ••·J;·:: :'U)f':'( b) '·In!·oversea•~pOssessionsi and'' ·foreignt terrHorY,9oeclii;>i!\d- 't)y .'fhe 
" ·· :n f "irJ':rrq';•trc•forces~ofr:thetiU:nited;J~ta'tes, ;mose ··illustrating(a~n>8approved 
,··.ii•l' ·w•r:·,, ?':orlJwar'\plan"',O(inclu.din!phocal~Ideferise• plans) or··:.•a:fiy;,•:phafie 
!·.I l~~·.r·uc. ()'). mnr!·rr thereof;" tliose7~showingllltJie'\:•;l'ayoiit 'off,:permanentt deferise 

. .:~hi'T/))r-·-,1'~:~ ~·~works~·a·n·dri"naval -~:blises·:1andcilttiei''adjacent :terraini ·vwili't rJ 
V11 ~·>rrW~?(f -:;-.iqf<J;ntheirJ defense,O an'd ''tnrise~that-Tserv~Tt(ildeflfli tely-' fix::ui.e'··loca
:t·J '.lifiim ')mil>~. r~ri J ll!ion'.>of· iany: relementrlof • -permanent ·rde'feiise 'WorklP a'nd. "iia val 
,'r:!f~-rt 1J!.U 1J~dt :!<:?bases(.J:o Jf.-prl~iet'l~q) ?.\i'lJtrf}.,r_f~.~ ·~ ~Y.::~Y)f~ ·\. •r6~ fi~K~i·.:~,-!.lJ''P. r.J{ 

,'rr 'l"'~(.2)L 6''01ifiamitial!'bn•H f.lrli H·•rh'! ">;ho m·.i·>'J: :lq>r•:.~·J o: .uir;Jrru:• l 'ivr 'L'l"'' 

'f••r!'l<' Jruw;:<:q( a:jcl,J:rtrr:tlie'l Ci:>iitiflefit'al) r•lJ.fiifed'Y..States, :;th'ose •:sh'o\Ving·lla:Y·outli!()f 
. · permanent .defeliseH:works~ 'an\il naval·'bases" :irtil "tiie:Tfi:d.l 

"l;:ti.J·lL>itrn'J" 9'1.i'jacent1~terr&i'iil!·vitaP to'ltllerr·,uefense;' aiHir;ti:i{is'e· ithat"sef'v~ 
· .,~, iJr: u 'it• !):.·-dUn ~:t<:J'r:fdefirifteryHfix·Jftie~.focatiori r· of.:'~ri.Y' releiiierit! ~·oi' Jierrrui'ileilt 
. ':•:1·/·TnCI" ji. "J.9V<>deteriser.works ·a.nd..i.·iHival1 bas~s.''excevt''thiitf ,vl.i.eri"tli~ doml 
',cij·f>•!!iJHJ ~H[t) "-pJete·map Qf..la '•(lefensefar'ea COil'SiStSOf" nlOre'•thall-O!l~e-Sheef 
;, I> c; !J'JJ!Jll 0cf Hf•p Otily ithOSe;SfieetS :S~·OWing ldefense')eleinenfS 'rie~(lGJ)'eiClas~ifted 
ri~n11 no vi'lr.r.cr ""1."iisrcOiifiil€:lltiai:;r~ 1fil ·~uA :a ~~uiJrr!r ·A<):~·· I 'Jt~i ·-::d ~,9In!HlJ 

(b) In oversea possessions and'l'f6'relg\:llte'rritorf b~c'upied'b'Y0the 
forces of the United_ States, those not classified as secret, 

' , ' '{ i. 1.iU .. I.J~\':1 • ' 

showing layout of radio stations, aviation centers, supply 
~-:£': ,•bli.s~,hilfsenii.lS,;.;proviilg gi-o,tinds;'for ofYiiriy area vital .to 

.:,.. ·~::·.n·• · . defense. .. . . · 
'H ·(S)·.··For·-offioilz,z-iiS~~-!:'~ftly~~itnL·J~:vl _;:;')tJ: r)~.z;H.t n:u·:~.:-: •· ·1.'· ·; ~,·:u 1:·

1 ,r~ 1 'lfJ·J. ~ 

"·· . .f, ~J .,.~1 t rat-'-Hi'.i tliel coiitine'ntii:Pl-uriite'd" si8.i:e"s;:cmose fs:no~ng·/iit'Yout i: of 
i • : i I.e! il' 'JH• i . ..::..1 Hi 'Hractfo!:iiitationsF'fiupply Jbiifleisl atifena'is;~a'nd the · 1~dj ~ce'nF'feJ!! 
' !; •' ; .;,;'<.' 3!Fl ,-: :•rain):Vitai f6 thelr\ilefense, r~iicliidifig':photi:igraphsrnot JttrJr~ 
" '\1:. > 'l'iJ •., • ~;·(.Wise L'classified, fwhicti>,:frorii•.>ltheir ·.:nature -"are·:hot'''suftaoi~ 

~, ,; ... ·ps -,i'n·u)f D·f(:n-of.p'"ubiic't·reie·a·se·~-q ..::1 "'O .-!fl'.r9:JH\.~) ._.; r:)lJn:.., .. v.,Hi't; t q_;·~:~~! 

.. :' T •:• ,.,,~ b:). Tn~!o'versea p(fs'sessloiis! ~~'fidl.lforeig-ntti'irrifory occupi~'d -f>Y: 'the 
~ .... :tv""":.; : ,., ;forces''1oiHme" Unitea<rsfa'tes,•l'alPtopcigrai>liic ... mapsnof'tb'e 

scale. 1: 62,500 or larger not otherwise classified, and photo
graphs not~ oth~~~~e·" ci~ssified, which, from their. nature, 

. ;;.1}.~~\R?,te~~}~~?f!!,. ~qr,'lp,_u~u.~:~lep;\%..'1". i :t. 
••.. b., ~,esponsiblllty for the classification of military maps and photographs 
~ests Q.~: ~fl!! .. f9l.lo_w!!lg_llutQ.qrW~s •. but_may .be .. delegated within.-tlieir ... discre; 
tion to .. appropriate-suborcliilate-agenCies-:- .::.---- - ----· , .......... t>oii.~~Iti3~JJI':> 
:: f (1·)- -The~ ·War .. Departmen.t -for ·maps- and -photographs· n·ot ·elassifie'd ~·([~'· 
·' ... - -·prescribecrin-(2)'-belo\i.-~-------- --------------------... ""'''~' wo., 

c, •:: . ' (2)''eorbsi ate!:! def>ar<tm'ent';'1'afid • simiiar' •'ferril:1:Hki--co1ilhi\i'Jd.1:!1s; IJnd 
i "'''; •' ·.' · , '" :Commai:idiii~ t generai~;'o£lrexJMfuoil~rf '1ior'C~1s <"li.'lia io~~ig'i?'ga'rri! 
WJ ;' ,,:,1.\ . 1. s(m's .i"'nen'l'nof~/o'fg~ni~e'd' ·R's' terrltbr)al"[d~~a~tGJ.'Jn'ts '"for'; a~e~~ 
~- ·.~ 1 ·.~ ... ··:r Witliin tneir~'"'~Oiitro1 .rJnt'"".ri.tf:"t') 'r'u lJ"r .. -·-~B·rc Tfl ·:·.I ···n--:r-r~ ·r.1t·fatr.1 :;. 

''13." ·:Re:PCirts~!....lcHisstficafi'oli0ilndr':reclasslfibitio~; 1br~miutary;i£a&~ ':iii~'"~ pl~dto-
graphs will be reported,- wheri made, .to the War Departmen~. These: rei)bh~ 
will cover full title and legend of the material Classified. · .,. ,·-e •. .I·-) · 

· '14i: How' issU:e'dl....:.:secreCarid~ c~nffd'Ji\dat' 'm~ps"lu1d. i 1ph'6tdgr~phs will be 
issued' only' upon 'writt'enfrec~!Pt~:\vliici{)wiir;Hesc"rfue:-the'·;~ubject matter with 
sufficient clearness to fully insure identificatiorl:'!'.'.A'il.hi:i'riii'§',\ on or about Janu
ary 1, issuing officers will require renewal of such receipts or the return of 
-the maps or photographs involved. 

AR 330-5 
''SECRET,'' '' CONFIDENTIAJ.,'' AND '' l!'OR OFFICIAL USE ONLY '' 15-18 

SECTION VI 

MISCELLANEOUS PROVISIONS 
Pamgraph 

How transmitted; to whom delivered-------------------·--------------------- Hi 
Facts as to character thereof to be communicated with information_____________ 16 
Documents requiring to be marked "Secret" or "Confidential"-----------------. 17 
One classifying mark only, if more used-------------------------------------- 18 

15. How transmitted; to whom delivered.-Documents containing secret 
matter to be transmitted ·by mail will be registered: · Documents' containing 
confidential matter will ·be registered when the circumstances warrant it. 
When documents containing secret or confidential matter are transmitted ·by 
hand, the transmission will be intrusted to an officer whenever practicable ; 
otherwise particular care will be exercised that the messenger is trustworthy . 
In any case such documents will be delivered in person to t11e officer to whom 
addressed or to some responsible person designated. by him to receive them. 

16. Facts as to character thereof to be communicated with information.
A person who communicates information c~ncerning, or contained in, a docu
ment marked " Secret," "Confidential," or "For official use only'' .will at the 
~arne time inform the person or persons to whom he communicates the infor
mation that it is " Secret" or "Confidential" or "For official use only," as_ the 
case may be. 

17. Documents requiring to ·be marked'" Secret.'', or " ConfidEm:tiat''.....:..Any 
person in the military service who initiates or comes into possession of a docu
ment which, in his judgment, should be marked " Secret" or " Confidential "· 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in para
graphs 4 and 15 for secret documents. 

18. One classifying mark only, if more used.-A document will not be 
marked with more than one of the three classifying marks-" Secret," "Confi
dential," and "For official use only"; but should it, through enor, be. so 
marked, the most restrictive classification used will be observed. 

[A. G. 312.11 (3-9-26) .] 

BY ORDEII OF THE SECI!ETARY OF W AB: 

OFFICIAL: 

ROBERT C. DAVIS, 
Major .G.eneral, 

The Adjutant General. 

5 

c. P. SUMMERALL, 
MiJ,jor General, 

Chief of Staff. 
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AR 330-6 
0 1 

"SECRET," "CONFIDENTIAL," AND "FOR OFFICIAL USE ONLY" 

CHANGES } WAR DEPARTMENT, 
No.1 WASHINGTON, December 31, 1921. 

AR 330-6, December 30, 1926, is changed as follows : 

12. Classifica tion.-a. Military maps and photographs will be classified as 
follows: 

• 

• 
(3) 

* * • • • .. 
For official use mtly . 

* * • • • • 
(b) In oversea possessions. and foreign territory occupied by the 

forces of the United States, all topographic maps and photo
graphs not otherwise classified, which, from their nature, 
are not suitable for public release. 

[A. G. 312.11 (6-30-27) .] 
b. Responsibility for the classification of military maps and photographs rests 

~n the following authorities, but may be delegated within their discretion to 
appropriate subordinate agencies: 

• * * • •* • • 
(3) (Added.) Military maps and photographs now on file will be 

reclassified when taken from the files for use. 
( 4) (Added.) The precautions prescribed in these regulations will be 

taken with maps and photographs which have not been re
classified but which are known to be "Secret," "Confidential," 
or "For Official Use Only." 

[A. G. 312.11 (6-30-27) .] 

BY ORDEn OF THE SECRETARY OF .WAR,: 

OFFICIAL: 

LUTZ WAHL, 
Major General, 

The Aajutant General. 
76751•-28 

C. P. SUMMER4LL, 
Major General, 

Chief of Staff. 

U. !1. GOVERNMENT PRINTING OFF'ICE: 1028 

\ 
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?A.R 2330::,:5 
aTV.:a:11.:uoccr , *SCC2 

'lO :l!'!'lo~a-:•ur:'lA s.d:t sb!e:trro h!:>:tJJdh:tal!J i:':t.::c.crriJoob -gniil·.;c:.r"G::i:<:~ .c~ 
rrol::trrdh:kff: o·rlirp·:rr :t.C.:~lm ,t:J'l.u:to.cr 'lhrl:t '?;d ,L:')l.civ d.asL:":iuoof) Inl·i:::'~.:.::r--; 

n.cr.z. '{vo;n!n -zt::rr:! 'lelA at:ol~o!nl)CCUMENTS•.!.l:'n~~ r~1w :m:_.~£J.. e~:~· -:!::.,:~: 
~an:~;t.sir.r:~c.:.{ \4!"'-... :·.f':.:. erL io E.s!1.Jlll.;.J~.u . .li~:,:..:. to.:..l"' ~-~l-r:..r x:rzru--.~.clrr ... ~ ol....! "Ji!.b!!> L '·-.N. 

,f.sE"cii~T"';, t'«l(5"oi\r:Ff£:E:NT'fX:[;il~.A.'N:S !iP¥o:Rr'!o"F":Fl:ciXL:J:JtfSii1::bNi1!- '? 
40 :tC'l.!.::';.:J sJ :0' 031LIC'!.CI£.i!O~ 01 .Uo.d-.o9[0UcJ •,it') C.~.:a C1.:..:: :IQ ·~un"O!!.~ ts~J."t-.! ;.J· --(J.~~· 

CHi"NG~s~fuo cri~· o:t :hn:J: :tn.d:t :t-roqen: '!L~e;:.a:w-:q WKR•:'fi'EP~RTMENifl.f::"_;;I!c:> 
st:NoP·2 oaprro'I'"mco oro <..::ol srl:t :t'Ioqs·• '!!d.r:.ibwYSI:riJb'?o:RfMar'Eii'ri(g:'f93i:r-:t 

AR 330-5, December 30, 1926, is changed as follows: -1::~~-rorli:s Y'J~::;:;.;:;~_:.£ 
t.(~&-£s-sn rr.~w; .v .!:.. 

12. Classification.-a. Military maps and photographs wi.ll be classified as 
follows: ::!A "VI '!IO 7r:Nrar;::c<:l aJ:..TT ~;o l':{lil!O Y:.:! 

• ,f::'Jl:I,'TS:L"JAM B£1-,If)UOC: ,. ,. * * 
'"'I )h')o'\) 

- .. )3) B:or~,qjJicial use o-nly . 
... \j\,\C.\ \\) 1 )L~v 

* * "' • • '" : .:U~DL~iO 
(b) (As changed by c 1, December ,31M927.f.p~(Inc·oversea-"rposses

sions and foreign territory occtipied.'i.by.\J{l1e(.'fofces of the 
United States, all\::topogbphic'J}mapW an:iJ.~:photographs not 
otherwise classified, which, from their nature, are not suit
_able for public release. 

[A. G. 312.11 (0-30-27);] 

b. Responsibility for the classification of military maps and photographs rests 
on the following authorities, but may be delegated within their discretion· to 
appropriate subordinate agencies': 

* * * * * * 
(3) (As added ·by C.1, December 31, 1927.) Military maps and photo

graphs now on file will be reclassified when taken from the files 
for use. 

(4) (As added by C 1, December 31, 1927.) The precautions prescribed 
in these regulations will be taken with maps and photographs 
which have not been reclassified but which are known to be " Se
cret," "Confidential," or "For Official Use Only." 

[A. G. 312.11 (6-30-27).] 

17. Documents requiring to be marked "Secret" or "Confi.dential.''
Any person in the military service who initiates or comes into possession of a 
document which in his judgment should be marked "·Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure for transmission as is prescribed in paragraphs 
4 and 15 for, secret documents. This applies also to documents originating 
in other Government ag'€ncies bearing marks by those agencies which 
indicate that they are to any degree secret or confidential. 

[A. G. 312.11 (2-24-33).] 

19. Marking; use of stamp.-The secret or confidential stamp will be 
placed both at the top and the bottom of each page of all secret or confiden
tial papers. It should be stamped well down on the page and in such a 
manner that the marking will not be hidden from view when the sheets 
are clipped together or bound. 

*These changes supersede 01, December 3{i' 1927. 

t~"~: .:.:.;..~5,$t~.~~r.=:-:;~9.J'-t:r.~\·c :J. ~ .ti 

\ 
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20. Safeguarding docu:n;tents distributed outside the Army.-Secret or 
confidential documents which, by their nature, might re,·quire distribution 
outside the Army will contai~,.,~/tf.tab~en~ns~;ructions for their custody and 
safeguarding in conformity w:itlf tn~liJ'e4ui~~m'~nts of the Army Regulations . 
. 21. Report of loss or subjection to compromise.--,AnY.. person .in-the mili
~ ~ "(,~'~1110 :?A.8t?' .:\.JA !.~:!·~~ '!' (h 1!).« r·.l u UTl.·A.. ·' ·.¥..&\J.'s.·t/.!tt-i.U->t·J • .t ... · . .;.-,; .... ,. t-~~.!'L.r.,~-u -~ 
tary service, kriowmg of the loss or sul:iJecbon to compromise of a secret or 
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2. "Secret"; when, by whom, and how· affixed::.:&.' document~1wilb.be 

marked " Secret" only when the information it contains is of great importance 
and when the safeguarding of ~i{h{:i.IifoRnation from actual or potential 
enemies is ·of prime :n$~~s~tY.r ,..TM :: -~7~r,~~::.~~-~lf,,'r,t~t be placed on a docu
)llent only by,' or by authodtyr of, the 'Secretary "of' Wlir, the Chief of Staff, a 
.>..!'' .• ~J)'G'1:.r.·:L . • ~ 

£11iet _o_:t_a_J2._!:!r,~ •• §.~ry}~~\ _q_r_ _!'!~!'~~~· :2E11.aJt cf?.fltc;er .~R/W?~!J-din,![~.a 1 com~- .ar,~,~!.J a 
tacticaL division,_ or_ a higher_ tacticaLunit. __ The1.':JSecret.'~_ mark,,:~Yill:b~ accom~ \ 

panied··by--the· designation- oHhe "a,~~~~.;!ty::~~~i~g :~~;}:':~,y.:.a ~~~?~tY.~?,~;~h~c~ --. 
it is"being··affixed, :and will ·be-dated an·d' initialed by' the'officer affixing it:-' ' t 
.;;:'3}1'GerieralJ·:--:pre·cautions to; ~I>rotecLoconterits:~.: JC fdocuriient-:"Crriarked · 
~!.Secret\" .is::fom.the ;personal information andt:use' of; tlie: 6fficer1to :::whoin·~it;-is 
offiCiallY-'·i:ntru'sted: rl'He--will0be' personally1 responsible. for' •i_ts·!safe, custody;· and 
wilYexercise7everi~precautioll. to .prevent unautli"orized persons gaining 'informa; 
,;;:-j:A _~._.'·:f.· r::-ri ill 5"J.1 .. ..'~.c;:.,·" :· ;~ !:~.~·.ttJ;:l )..:> ·;J S~~:_;t,;~·. · ... ::_sG ·;·s·~~i ~1.fJ ~ ~ !·:J~..~.'J: ,:f;!l:):_. 

• This pamphlet supersedes AR 330-5, December 30, 1926, including 02, March 10, 1933. 
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ti.on as to its existence, its whereabouts,_ or its contents. He will disclose in
formation as to its existence, its whereabouts, or its contents only to those 
whos~duties absolutely require that they have such information· the number of 

.,.;.':>TM'l"H~'!''Hl fi'AYl f ;.l:t,()J:'J'A' I rr•:tr.r<r '']flH' 
sncj:J. •persons··wm oe limitea as much as the necessity of the case'permlts and' 

-t·.f.«\ .l:l "-~u·•!l"'il. T"""'or···v~t,\J'/ I ,. Ot>' ,.·;1 ' the amount of information disclosed will be limited to {that whicll is aosolutely 
essential to the proper execution .of .the duties of the persons to whom it is 

;,1'111 1<" '•'I jj .. ilT 11' )..,. "'Jf given. No person who has information as-to the existence, the whereabouts, or 
the contents of a secret document will disclose anY. information whatever rela
f.tur1h '' l;:.(1110 S:~tr JJ-'>XtH7f}'iJ' ·'bO'II" ," .:XAY'i.:lZmCH:.l:VIGO n "'L'&.liD~~a n Ive ere o, excep as prescn ~ a~·.Z.j~<rF1'1p,;;s:., - • .... 

b. No document marked " S<ilcret "·wnr be"taken into front line trenches in a 
theater of war, or to any other place-in-which there is a similar danger of 
rtrfn~"l".lf.t"U;'T 
capture by the enemy. . .. . .. 
L g., Docunfenunla:sseiras·" Secrer"-·wnnioCoe·referre·d·'t~rj;grtlifY. ·btlflBifri~ 
~ublicati<:iinvhidns·not"itselnnar:Red""-se·cr·lt!;;!lmmob •· :to·t!>r:JC: • · .u 
H·-'4 Ho-----------a-·f·---t- -·----·--··---- ~ill:Jfl:li•r•lnh "fcitn!'dr,firmn ~· HI c:r . w prepare or ransmtss1on; uy w om opene ; recetpt.:'-a. For 
VfnsmissiOff't<>"Iirl6ther'person~-w!if~tH{Jt'b'y' ~~ii!~ni~~~,JpfJ1~0 ot0,at~e~{Jise, in
cluding-Iii'essengefs-passiiig ·oetweetnne~-alrH~9i~l:l0 ~~rvit~~~l1~if5.'~ffic¥s of the 
iV,IJ~Departmenc·or-·mmveen"differ~~'i!n<lfii1?~W%_1Ufi.iifS~llie~b'~1J~&{la:}t~rs the 
s~derofTdocumeriCmarked-"'Secrer"-will"iW~1M21ft I#0~J11llti~~~Jifhdlh'h ~uter 
cover. The inner cover will be a se.!!cte.<Lmapper or envelope addressed in the 
usual way, but plainly marked " Secret " in such manner that the notation may 
be most readily seen when the outer<:cove·r3is removed. The inner cover will 
contain a receipt form which will identify the addressor, the addressee, and the 
document. The package thus preparedr5.vil1Cfh..,en be inclosed in an outer cover, 
WlliCii'1win be sealed and addressed in the ordinary manner with no notation 
t~ inaicale-me-secret"nafiife-o-rme-contents: ·see"P1frifgraph-16~n~il ":trwr..:u:> .. H" 

c:!b.!iSo farEasopracticable the· inile!:rr.coyei\rimnrkedFJ:'J'£Secret''ir.Wilh:beJ.operied 
oniYi·by the. <;ifficefato).w):u;inQ~tdqress~d:;;~iW,h·en ~e\,inn_er.:tcQY~!:rdS>Jopened;3,the 
receipt form will be dated' andqsigp.eddQYi>the,ei.:_eceiving ,ofliceroaridureturned 
to the sender at the earliest practicable moment. 

5.' 11 Secret"; when,,by whom, aJ1d~hOW-Ti?anceled.-When a document ceases 
to be secret, its " Secret" marking may be canceled by the authority which 

~')-,.,.1 r~1-r,.r 1 !)Q(l H rp'a':_rv~r~ u 
~x/!,o?f authorized it, or' by 'higher authority,'·by 'writing or stamping "Can-
£eled __ ~r_ ______________ : ___ «:!_~_:·. Q!lp_c_e}~~-~ l?!trd1l!t!t0rJ!~ ,8,!r!W' '{d .:na·;r ; .. 'j:)c~t!Je 
':luthonty_ which.authorizes .. the .• cancelation),;;:o_v:er, thelo'·H3e.cret0~tina:r~ on~t~e 
top of-the-finlt-page- of-the· :·document;t:andntliis ·.-cancelafioniLw\lllri.be~dated and 
lhltialed'"by' the"officer· making· it.-·:A:ny"'dfB.'i'&? ''rS~cPe£ ,[1'm1:rksi oiFs:Ucli ''J· iio~~· 
m'en'tlwilltthen·:be> strickimrout. ,.-md b_FI-B .mori-:< ·zd ,no!lw <" :h;r~;:,~J." .~~ 
9!)/.I·;:i·.:,rrmi :in9·.•;:: lo c! .:c;fn>;:o:> il uoi1Jl::-cr:u'I•Ii 9•:t a9rf7r v.Jrto ":t9T908 " i;9.liH'UI 
LcBn9:;nq ·.;:,; I;;uhr: n.w-:·c r;oi:!Jln~IIRffPNJlfJ X\) grriu'InU';<o:l:na odl c:::ivT fl.!fn 
·U!lof> .;; rr':l b9:wlq !t::1 1U7 }!·rom "t'lT9:J8" 0dT .rth=><')')'>r.t 9£Ithq J:o :-.~ U"'<rrorr·l 
ll 
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16. How, transmitted; to whom delivered.--Documents containing secret 
matter to be transmitted by· mail:-will. be registered. Documents _containing 
confidential', ,;miltter will be r~gister~a . when . tlie . ci~.~iimstan~e~· .warrant it. 
;w~en\i9Cu~~n~ containilig ~~ecret or confidei{'tial p1atter are ·.frari~mitte<,I. by 

~~;harid;~i:lte'';transmission. will tie hi trusted . to ·an'. offi.cef "whenever;; :imi.cd.:cable; 
(~othet\vi;e .particular care will be exercised that the messenger .ik(t~~t-*~rtniv. 
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'·,·17: Facts as to character-thereof to be c6mW,JiD.icated with ·informa~ic;iri.-
A person· who communicates information concet'ning, or contained in, ·a--docu
ment marked "Secret", "Confidentia-l"; .'t'•For· ·official use only", .or "Re
stricted", will at the same time ~nform the person or persons to whom he 
communicates the information that is " Secret!' or "Confidential" or "For' 
official use only " or " Restricted " as the case may be. 

18. Documents requiring to be marked "~:jecret" or "Confidential.":
Any person, in the military· service who initiates'.or comes into possession of a 
document which in his judgment should-be marked" Secret" or "Confidential" 
will take immediate steps to forward it to the authority competent so to mark 
it, following the same procedure· for transmission as ds prescribed in paragraphs 
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DOCUMENTS 

4. GeneraL-Documents which require classification under the provisions of 
'"j'fr";Tfr.-,~·~(~,.·~.rt 0 'Tf.~ f'!--1\f(t-r,"\l-. l"T•I:-;74'T """'Tf>'T" 

these regulatiOns· Will be· prepared so that the least- restrictive classification 
coJ~mteikwitii''fb.e proper;'sa':fe'gu."iGding of the conterlts may be-0~~sig'~iled In-

,...j.'' •[/fr~'"} .. rr~rr".' ~......,{ • 
sofar as practicable, the contents1of·'docinnerits'elassified as secret, confidential, 
or restricted will_CQJ;Jtajn ~mly §Ubject. matt~r_ apprqpriate to such classification. 
Subject ~dt&tin=-·ahl'plili~ah6ihn~·:re£Y tii'a't'Periliit1s'J~f • ~--i~;:~r ~l~ssification 
may be incorporated in separate _dp~_uments. __ The probable distribution should 
1be.:considered in the preparation of a document which may require classifica
~fion. !;Dhe-classifica tion -and -marking--of-·documents-will'' tie1 'ifi"-Al;cotdaric'el with 
paragr:f'pl:is'15f 6l1Janu'>7:?. tH·.w•:··"h 'ia ~ni;:,N.rr fwt: rroi IJ:J,_.•·~r-wl'.l .F 

H5: "S.ecret1'-;-when,--by -whom, and-how; a:ffi.'x'ed':+-A:l'document will be classi
fied andllmarkeu! "Secret'-''''on(v: wlien•ltnel inforinatioi:i;:rti1containslii1; of such 
<nature -that-its--disclosure--might--endanger- the :national·· security, or cause 
tseri'ous-:ii1jufyHfh1tlie !inte'rest:;J:'(ir'JprE\'stige lOf·'th'e<Nation\'r aii):;fndi\rid.ual, or any 
tgovernme'ntal--activity-,--or.'- be--of- great~tadVanta'ge~ltO' j 1an'-fofefgn7 nation. A 
document will be classified as "Secret" only by or by authority of the Secre
t,ary,~f War, the Chief of Staff, a·c!liefofan arm, service, or bureau, a general 
\~t~~.J:':'·o~, a_n __ ~fficer acti~g lri hfs ~t~~9,,; t.!J.!! ~ommanding officer of a depot or 
. exewpted .,statwn,_ the commandant of a service school, or a military attache. 
'''When"~ document is so classified;/the'./'Se·cr:et'Gmark will be placed on the front 
1p_age~·tifereof ·;;11a will be accompanied by the designation of the authority 
;,affi:x:ing -it; -or-of-the-authority · by .. which· it- is ·beini?--a,!:fix~d;. ~nq 'Wiii1 ~!1'~~·f~:a 
·and'itiitiiiled-by~the'officer 'affixiiii,nt:-· --------.- ..... I Jr!t !; u"',;;r. )J UJH:. fl'} :-.~'-· lJ .•• 
r; _ -'--+•·. . ., --· --- _ . ------ _ ------- ... . _ .. ~ •. _... . ... _ ---, Hlti·JII ~IlL J1•>ti<l 

6. "Confidential"; when, by whom, and how afiixed.-A document will be 
!"cia~~ifiedfit£·if<i1~d~k'e'ii)''ldb'bfiil~nti~f;;:·~·he'D:'''tb.eG inJ'Ji·hikti8n'' i:t"'9ddritaii8' nl· of 
'sli'~ii~:i!'a.flii-"e t'iiif itsjdi~clJsi:fFe! a'rtfi~\.i~ii' \itJe ~hJiifig'~~ih~JtlfgrHliti6d~r · s~-Jrii-'itY 
~ili'!ii.lt b1(1Ji:e]udi\?i'al ;t;buth'e 9H:ifkrestsr~n"t>~Jsdie ·6i1 tlie'.Nh d6li;/':'nP)riliivmVJ1;:\j~ 
any governmental activity, or be of advli\idige 'to :ad!o\.ie'i~Ii>l'Jlliiio'il:Jl x''db'~{ic 

-:m1h-it wili becb'iaskifil'/d. ~s' "dilifid.eflfial.,.;'ci~f~) b{·\l1J~6rilfn'i~~i~ti~d.'?Jffi.~~;~ ·rrhe 
:"Confidential" 'ilihrii\viW'Be'1placeli 'oh: the~(fr'(MFpa~e~ti rtiie':ao"l!\ini'eiit'.'j I JJ:'lf!i 

~d 7.o ''Restndt~c:i.·i;'• ·~neD' '•an.ci b'i''{,V:i::i.0n'i' a.ifi:U~a:.J..r..A1 ~d.Jcb.JiJrit\'vi!f'bl' bl.~~-s'f
fied' and marked "Restricted" when the information it ·t6iitaiU:~ I i~''tor offici!J'l 
ru.se' diiiy1or Oi s\'i'6i:l."'•narote 'tha't it~ 'di~~i'6~t~re'·sJijh1IJ.I'b~ iihlitJd ;;!Sfl-31:eas'6n~ 
'bfli:idiliiHistrativel p~iva~y, 1 i:Jr ·si1hii.1<.i1 b1~''d.eiii~(l 't'iie 1gene'fil'f:IA1bii{" 'ThW'''R~
·shicfed"· jiiaHFw'in>·'b! ::Placeci"3~ 'a ~?cuk"eiil' 1o'ni~ 't'y1 i\ii:i16i'if~ :hi'~: 'bo~tn'i~-
Jsion~d-rom:cer:sH, Ju<I ,l')~.,..,._~,o ?.nrH~r_.r,·u.~nJir) ·.c -~~~·};;n !.: -_, _~; t'-·~ .... a;:.·r! :to , · .. ..-JT•):J 

11 ':8~· 'R'esp\:)h'sft>nity.-r 'for"''matkiri~ ~· :ciaclim:~l\.is ··ds;~tet;,; 1- ''cil:ti'fi'l~'i!1tik1';~·;uoi.
"Restricted."-Any perso!tf'i;i iflellfuiiii:'ary'' s~tfi~i{:{vli.(i lhltl~testWJ :'(!Jib_g£.' {f1i:b 
possession. of a documen~ which }f ~~~r}W!_fment should be marked "Secret", 
"Confidential", or "Restncted" will take immediate steps to forward it to the 
-~ lltR2r_~!:Yvf0Jl1P.!iSe.RtJ: ~~.1tQ:rffi~t~k;(i!;" f!JlJo;wiAg•7 g~~~ :!laJ:P~J Pl.'9!;~d.1Jre: fQr.:: j;ran!l
mission as is prescribe<;lJo.r, .PP..~\J!r,:~t,y.sp.i;;;ffi!.i!!~ ,q:fl i!J.Qcuments already bearing 

1J>~~.l,!;p·l}}:lrking. This applies also to documents originating in governmental 
:agencies. other. than .the--War--Department.----------------------------------.. -- lnnr•ca 
;-, 9.-- One---classifying--mark --only;· if rilor&'l u:ge'd.rw'A '(i()~iun'~nt'.:~~iii · .~oC.i-'J)~ 
iinarked with 1nore- 'than--oii'e· of· t11l "tli~~~·-~~i~~~i~iiri~' ;iuirk's.''",;sbc~~t'_\.;' ·'1<;\~lifi-
t ---·-· - - -· ..• -- -- .•• ----- ..• -· ........ ' .. ,... ... , > u ·--'· . - l .. . 

;9entiaX\; ~pp,;':J:?.e.~_trirte,d',',; ti:Jutrshould·rit-· through,error ~be.!so rmarked;· the•·most 
<restrictive. classification-used .. will--be observed:' "''"'"<I ; ,. · L' !.1u·• " • •r0 
a [ 10;·-Marking; ·use ·of ·stamp;'-'Except'in-the··case"6f ·pri'IJ't~\j_" documerit~. of' tK'e 
War 'Depai'tmerit -or of . ge'rie'rii -h~~dqii~~t~~~ ''i~~ ·'ti;~ "fi~ld' i~ 'additi~~- t~ 'th~ ' ---· ·- ~ --
:U:tlJ~S JFqp.i~·.e\'\;.bY: l)g,r;')-_g,~;agq~I ~.:..6, ~a-~_<Lk t)!eot!3~c!:_et'~;.~'Co_nfident~ar:; or. ;c','Re-
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sfricted:•· stamp:.:will be,· placed ·both· at'1the:-top:m~d· a~ the bottom of each page 
of, 'an··fleci·et,: con:(idential,•, or;·;restricted: !p:;tpers.,r>It. flhould be stamped . well 
down on the page and iii' such_ ·a·.manner that!the,marking·,will not be hidden 
from view .when the she~ts::are clippf:)d togethe:J;'or.rboun_d .. :.,; >·.·,i"·.:I (''! 
·· -ll..,Reclassification;<:when;:. oy .~whom, Jand~·how· accomplished.-When a 
docu_ment ceases·to :be· secret,•tc·onfidelitial, :ort restricteg; ;its. classification may be 
canceled by, the.authorif;v.:which1affixed·or. auth.o:~;iJ:ed ~t; or ·by higher authority, 
by\ writing or-stamping; ".O!_lncele!l'by.- , ,~. · )!>·Or .~'Canceled by authority of 
~.::.....---'-'...:·~·-~::...; 'i '.(the authority :;whiCh· imthor.izes.:the <:;imcelation), over the mark 
on the top of the first page of the document;·.;alid. this;,<;ancelation will be 
dated;aild"·!nitialed·lby1ther·officer making~it:l·;~Any .other. classifying marks on 
such·; lJ- :document ·will,· then,,be:Jstricken ~ out.'rt''lf•·a rless .restrictive classification 
is to;be:giveil, such:•atdoc·u~meiit1 fthen'lro.v:fsio!1s·•of :paragrapgs 6, 7, and 10 will 
be followed. .c:.:: .:,·-- :'1:':1'.f; .,, •: ;jY•'- '~l!·;; ~H 

~.-_.7"!"··v"J.,.~r_: .:~t.if\ t!-"~f'i·. ~·( .':f.Lry SECTION l'll'";~·~cr') t.rJt... t"~· -:tlfl,.f!· ;:'":-\"•-::~.~;-{ .t1 
·-';,j ... "''~ ... rt:~ .~:~~: p ··":i'f!"-~f-~) r1f .,.:·n:-r( ··;-t; ,P-")1l}'Utff1nn ~~r1 .. 7.1f.i',•"'" •Hrt n). ·~ 

CLASSIFICATION AND MARKING .. (}~ ... l~-li;IA~ARJ 1,,~I.~:f~, .. ,AND, ,f,~Oj\:'Qi 
::;: t·n";Ji:::.!if:~. ·fA_•;-;. J~:~,i·;i-:_t·_ t:..:x.r)~-'.f'~ft~f~(~~-_. (;:·~t~~;.~r: .. ~ ··~-~,)·/,;,~!·r:.:· -~·~ll· ·, L._ 

. . ·, · . · . .,.,,~. ,· ,,t'"~· .. ~ .... ·.n··~·~····e Paragraph 
Defimtwn ----------------~----~-------~----'-:..--~--·-~--~'---'---'"-'..: __ L'--------- 12 
Classificil.'tion..: ~-.!. .!-: . .' i __ :.!:..-:.::._-r_~L2.:!.·~·;.cD..:'.l_~..iiJ" .:.'_5...:f!~:.rl':.!.O.!J..:.:.:.:.:.:.:.:. .i ..:~...,_~..:.'...; :J_·!..~l.:;_ .!~-\__ __ . 13 

~~~ri~;J;;J~~~~_-!_~~--~-:_~~-~~~;~~~-~j-~~~~~~-~;~~~~~;~~-~~;~-~~;;c,~;~~~~-~=~.;~~;;;~~;=~=======· t; 
td ~.t D_efini tiou."7'l\'IiHtary: rma ps _and · photpgp P.l).s • ar~ .those:jn ten.d~d' rfor . use 
in connection with the training and operations of the f_orces-' of ·the .. if;JIJ..iteQ: 
S.ta t.~s ;: :the 1tep.J.1 .. i11~l u_des 0_!he_~ m.~ ps and' Jpb.otpgrap.l,ls ''Yhich'· 1ha ve· l:);Cql.lir~.d . a 
!llll~tal.'y·.:cJta~acter .t)y- -re~i'i9!1 of·.ov.erpriJlts:or notatipns plared ·upp~ :them,! in·l 

13. Classification.-a. Military maps·.al1d;ph~tograpl!Si wilJ: b.e. cl!}ssjfied ;and 
rn~.rl\~9->~§.-!0l!Q.\V~;:· '~ !'~ j; .;: Li. .. ~~- ~!~;~. ,.·~ .• }~ ... -~(r;·t:';·t·.~ :.~; f r.~;~ t.··~v . .-1 ~)rt.r· .. J. ' 

( 1) .£JCC1'Ct. . : lll.i·', ~·t :" ·:·1 ~ · ·, : ._,_ '.i{: :,~ 1 ·::~·,-.- .,11 

-~:rJr<: i•.iil.i :'~a)· ~_Ihth~ , contj.n~1ltll_l ;,;tJ)li_t_e!l f;~tjltes; > tho;,e · HJustraj:jll.g,',iai!}.!lP
;;: liP:'! '>'i9!iT . t!!~P.r.9Y!iq~~aJ:JJplau. u(-ingllp;l!ng:rlocal :,d<(fense-ylaJ;J.s) !,orr d~!.~J;J.t?~ 
t.'u '{.hJ\i -,e· t ''I·<-, projectnpr_1 :~ny,,·Ph:;ts~ .. therep~.·r:·~~'·,; )'··~· ;·' "1 !:.::'t ""l''"'' 11; 1.' 

(b) In o.v;ersea possess~o~s, ·ap.d£fQr,eJgJ].·:te:r;ritory . .OGC_upi!)d1 l?Y: tl).~ 
( T ''ft•r < c<r ·.:·.~: •• tJ[~;Jor~~s~of: the: Vn~t.e<t ~tate.!'!, qthQ.Se.-:iP)lStr.~t!nK: aiJ.i\~ppro,v;ed 
::·~:-, ; • -~1 ::·; ~ . .IJ: 7 11 e'Y.~hPl~~) (i!!S:!tJ<liJ1g;lo_cl!l qet~I}S!) p_l;:t;nsji1or;.!l~.fe~tsfcPtQjeGti 
10 !':1 ;;~:.:·1. :l! 1 ·;_, 1 ::;jO_r.,~!lY P.l:\\!Se;th_er()qf,.J]l<_lS.e;:~~Q'Y!P.g tb.e~lay.o~ttof:pe,rman~I1t 

defense works and na val.L~ll.s.es·L:(li1~'-ith~_,!ldj~e~nt::t~r_ra,ii1. 
vital to their defense, and those that serve to fix definitely 
the location of ~ny,.el.ery.ent of permanent. defense works and 
naval bases. , 

h ;~·~2)'\'60k{t(iblifi.tff..:-IJ·:J-~'l\~ I~X}fJ f.l ,:· t~ HT;·~·r.j :"t:"~J·)GU D/~iCl~LA.~-~ t):,;r;).(.)~ 

11 ,,,;_, .,.
1
" ·r. . ~a) In the continental United .States, those ~bowing layout of 

iL: permanent .def~nse .works,. and .navaLbases:and·:the:adjacent 
7 -' -- - -- terrain-vitaPf<P 'their 'defense; ''and ·"those'' tli:a f ". serve1'-'foi:rfix 
F-! ---- · definit\'ly:·the-roca;t,iqp~ 6'('~xl~ ·~1e'lli'n't :~S(:P,e"r'i:[t~D.h,'il;f'~<I:g~~J~~ 
\"':!· ····- ~--~~ .... B • .UL,J).t -~~~f.,.LlJ.· .. •I lV . ..,rto~l •• ,....!HJtht.l~'·-· .. 

r:•. worJ:I:i? a!ld naya.! .b.l!-.i:i!i§,, !)xcept,,;thatlw,h~~·,tl?:.e,!3oljm~.e.t~1,W,:;tP. 
.f": •• ,.c._______ oL.a ... defense<rarearuconsists .. \·:6fJ more :<than-.:one rsheetcr:,oillY, 
~~ - ---.- ·those-sheets-showing- defense-elementS: Iie'e'd·rfie' clas'sified"'as 
<·- ..... -- -·~ ·----- ·. Cohfidelitiar:·-··~1ob.·.J:-J1 :..,,·.~.;J In i:;:,tut.'i·l_.r.i!b r.tH!tcY.H;)t'b ~_1'1f:··. ·rn;""t~rJ.:1 
~t-;:: . _ .. -.. __ •. .~ • -- _ .... : ___ .. -~-- · . _ . --~·---~--·~·---- _____ ....... _____ :.. ____ \...::Jii·J!'ur,-:.1', , ~.: l!.\11'1 

r,.:; ..... :- __ .J ~ t ... Ip_ QY~.J:=?.f;~ -.PQ§':;?~§~?tQ:t:lS .. ~.n.Q., -:fq~~Jgl!.; te;r;rito._ry o~~~pj~Q.) by,;,tQ~ 
n::. - ..... --· .. --· .. forces-oLthe .. U~ited.States, .. those .. not-cl:issified• :is 'Secret; 
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'J-;"··t •>; • 1'• ,H); ifShOWing layout·•of militai·y·t1a'i!dlfilaVal r::tdio··stati'oils;•.air. 
1 • • ·: • •. ,. • ,·1.- ·• · basesr airdromes; :air· depots;·· supply .• bases;• arsmials, .proving. 

:;;,. ·' ! "' .1 ';'·grounds; or•'oLmiy area .. vital Jo•defense.• ·. · ·• ,. ::.-;" 
(3) Restricted . .. (Formerly "ll~or official' use· only.'') · , ·····)· .• . ... 1. 

•:: · . ·--.:· ('a) iin· the. continental .. United "States;.·those;.;showing:•-layout •of 
':-·. :.' :, .. ,.; ·'' .".-.·· .. militiu'y and naval ,radio•istations;cair ·bases;· airdromes, air, 
.-: · l 1' 111 " · ~ .u;. ' .depots, ·supply' 1bases,: aisenals,r··and: the; ·adjacent !;terrain• 
~-' ·~.: i ... - d ;, : "<.: ·. 'vital' to ·their- defense,- inCluding .phot9graphs•~not ·otherwise 
. "•::-.1 .·" ,._.,.) ·classified,. which• froin·:;their·:nature are not! suitable--for· 
.. ·> ~-< i · ·1- ,; . ~',:;_:.publiC ielease;·•._r,~:!~H~.:~ ~l.:..~- "t.1 ,: .. ~_; :'(, j·, F'·I -~ .. ; to 
' . ,,;·1. :; 1 ::.:(b)' In: oversea ·possessions! and· foreign"ferritory .occupied, by. :the 
· : r1:. r .1: ~t • • •:, ,;·,•forces··of cthe'Bnited State§;;an:topog'raphic maps:and .photo~. 

';I ;Fr,l · f .Z' c:graphS'JnOLotherwi'se.classified;'.which·, from• :their ri.ature·•are 
not suitable for ~pi1blic release. · · . ~ :/. ., 

b. Responsibility' for the classi~cation>···of military ma-ps and photographs 
res,ts ,o!l. tp~ .followtng a1,1thori.ties,, but may_~ be ,.ilelegated within their discre-

1 . , , , ,t , ,_. l , , •. ·t- , l I if )- ., ' \. f /'; .- · 1 t , J > , 't • ' J 
tion to appropriate suborUiriate agencies:~··:· •.. --- '-· ·. : •,' ,> •• ••• ··-·-· 

.. (1) The Wq.r Department, f6r:'m'lt~§l-and photographs not classified as 
~ t_ • ~.. ~- P.t:~f?C_rib~S!. i!l <?J R~l_o_'Y· ----~ . ., ~: .~.: ____ . _.-1 .·\~r~~; -1 

~·t ___ (2) .Corps area commanders, and commanding generals.of.expeditionary 
·--··forces· and--foreign· garrisons when·-not organized ·as territotiai 

·- .. -departments; for areas within· their control7--" · · -- .. · ... 1 .,; ... •.:. 
· ·:o. 'Militai'Y-'ihaps arid photographs- now ;bn' file:wm 'be;tecfa'ssifie'diwhen til:k~n 
from:~fhe fileS·:for~use. · '·; ~ · f!;i.t;,_;·;·~ ·.-:: fj!: .... · ,r._t::r~··.l ~,.;; f1 1 •• 7 I•\.: .· . ,.·) ·:!. 

H d.•!J'he precautions prescr.ibed•<irhtJiese regulations Will''bet faken 'With~·maps 
and ph·otographs . which have· n·ot been recla·ssified !but which·; are:'kni:l'wn• >to; be 
''Sectet'~;.·"ConfidentiaV':f or··~'Resi:-riCted.'~- 1 .:-' ... ~:-~:· •• '"~~ _,.. • - • .,.. ·.: ·-,~~ .. _. ... -:.~. 1 __ ~- .~~-r 

e. The provisions of paragraphs 8, 9, 10, and 11 will apply'irif•markill:glaiid 
classifying maps·and photographs. ' ... ~· .. i) 

· .; 14l• :&epol'ts:-'Ciassificatiori ·and 're'Classification of. military maps and photo
graphs I will (be reported,·;whC!l•tniade;·Jto<the :war -Depar'trh!mt. These reports 
wil-l c?v~r full title and legend~·ortlie material 'Classified; ··A short title may be 
added fol' ·cohvenience·;rn·':furthefJaccoimting.' ·. •u: · ""'·'·~'"' ' ~ • ,, } 
~·-I?:· How 'i~s.uea . .:..:..:.~·secret!''im~ ·'_'Cohfide:iitial" • maps~and,-photograplis will be 
Issued <:only ·'upon ··written receiptt ~ -Semia:iihually,l ore: or·: about January 1 and 
June-30;-issui_n·g 1officer's wiiFrequire:renewal'iof:'such 'receipts or the return of 

,tlie maps-or':Photograpii:s .. involved. ([:'; I' I· ll' ;>, ,f-::l'fi ,,_ , :1 .:.) 
,_~; .!:'f' ·~: .:'J '.)1 r: .. I~~~ ... :.ll~ 'J''..J~j ·~~tCt !k"lf:)·"i.~;, ·ti~)IU ,·,; l.~::i. ·· 

~u~ '';~·r;_,,~~: : .. ·~~,_~..:.~.!~ .:t!•·J.f·:..tf~itl'.Hj ~~-~ :SECTro·N~I-V ~o l~uitr.~•r·l~..::~ t 
· · /J:1· L'; rJ,; n·., .. 

SAFEGUARDING DOCUMENTS AND REGISTEREJ?,:P'!J,BLN_,\TI;ONS 

.,~~~. 

. ~~· 
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"SECRET", "CONFII)ENTI'AL",'';AND "RESTRICTED" 1~17. 

16.- GeneraL instructions._:a.: !:Secret:; (lnd; ;/.'.Confidential'' .documents _will. 
l1abitrla1ly.:be1 kept. in~.~ocked_sa~es ~o-r other. ·.suitable;locked. containers when. not 
requited for.,Jmme.diate. use ... ,; The. most secure storag~.;space. available,: which 
should .be :at,least;ia:.three-combination 1safe, ·willibe .• assigned.to; the;· storagei6f•: 
secr~t .and:_ confidential- codes, .ciphers,. ;w:ar· plans, ,_defense. ·projects;. and other: 
registered publications. .L•Jlle. '.i•" .. , .. x-. c; !;o r: .. :;.(','" q·~ 'ir" ;, .\:;s';. 
!1 b .. ;Inforination <whicli'would .if ,reduced to ;w.riting"cause •the, resulting.'docu· 
ment t()", bet classified i as t"Secret,'.';.':Col).fidential,'-' ~or ;<.Restricted: I·~ will ·be >!afe· 
guarded; with tJie· same: care;as js herein; pi:escribecl. for. documents. so .. classified . 
i: c.'<N 0 informa tio'!l· as. to 1 the' contents; of:." Secret!' '.docn¢en ts: 1will .be: revealed: 
imany.lothertdociinient which -is> not 'i~self ·marked;I~Secret.'.'. No infopnation of 
a~. confidential• .0 r: restricted:. nature, contained·:iriu'!Confiae11tial'~ •• or' "Restricted", 
docuinerits iwill.'b~·.'i:ev.ealed:in any other.:dqcument'which. is .not;in itself ma:rked 
with the :.s·a~e' or.' ipliiglier.;'clas.sific'ation .. ,;Routine< c·orrespondeilce; · receipts, 
returns, ·,and ,r;portsJ;of· possession;: transfer~ or ·destruction meed :not be· dassi
fiedd.:fl reference 'thefein·.to '!~Secret,'} ··:confidential','! or· :•Restricted:!~:docvments 
be:ma:de ,by:filemumber~:or, s.hort.:title· only,-.. with' no ·;indication :of, the subject 
inatter'or,nature'oLthe.:classificatiOii·.:· ii ;' ~·· .:.; .• r ,.i~:: :.-: ;r- •·· ·.•·!~ ,·.·.:·:·;'-': .. ; '· · 
-~::a: . .Wheni a:,persomih· . .the.'military .. service appears".d:iefore> Gongres~,.or a·con~ 
gressiorial•'cofumittee and• is .. required . .fo~ giv~ itestiinorty,!ori \ subje~tsl·":'~ .. ~ch;-he 
knOWS' to be secret· or~confidentia-l;:·lle;•W:illt respectfully:!request I tliat J'llS' State" 
ments .be takeri in executive session:.only,::aridtJthatl.they~·do ·not appear!in: the 
Oongressio:iial necord or <Other' document open·to~publiC: inspection; :.i r!•'' ·,.; . 

r,; e.iiA>person·1who ·.communicates informatiow•of:Ja,.secret,; ~on.fidential;;or .re~ 
s.tricted nature will at ithe .sanie • time: .emphasi_ze .. to· .the ,person·. or :persons· to 
'\vhom ·he. communicates·-the::infor:m."ation _thiit' itlis"·!~Secret'1;•/!Confi.<;lehtial,, or 
~.'Restricted~\-· as; the', case .may •be,': and assur'e::hiinself,::if<:necessary;.cthat: such 
person•or persoi::ts;'are :informed. that'tto·reveal·1Secret-,) COrifidential,.·or: re~tricte_d: 
rna fter.tper.tainirig-! to "ttlie ina tiopal defense .Is . a:; voi'Ol\1 tion of ·;the:.;Espwnage· ;Act 
·( ii'ct•!J,iu:i!i .15;\:-1917::.! (c401•Sta t.-•217) ;:'U'- S::.C . .'50,:{31,> 3~ ; >S~cs. 2181;· 2182,,, ~- :~:; 
1929) Jd C\~~1:t!tJL:rn; '-~.-;~ +::lue"·J~;t;- '£.; ·~·J;.:s,..._._,·~q -srJ ,.;;- C.1 :_. ,_! ~·_.:_y; :... · "/"'· _.~:-· · ·: 

f}·JlClerical::work:ton :secret.and :confidential:i:r!atter.;-:'will'.be :Pe_rforme~ only ·bY. 
exceptionally-~trustworthy <Clerks ;•.pr'elimiiiat'y drafts;tcarbon sheets;.:and work 
. slieets :will be~destroY.ed:l cSten'ogra phic1 iiotes· .willr.l:ie· :destroyed' or placed; under 
locK·~and·-;keYJ·.·t:!lil )l';:l .. ··,·;iJJ:~-.._,~ t;.L,t~i;4_;;· ;~.:-.J:o ·l-.:~vri17 s·-l~··-' {"' -~·· ·.i .. ~df' .) .• • ~- ~· 
fugJtAnH officer will; ~ tipOll> charige I of. · station:, Ol~<:..severtmce ;.frorp. '.the·, fuilitary; 
service: return to the source from which received or otherwise properly"account 
for.;aUd'.SecreV'i'andr:•eonfidential" .dociimeiits:issuedfJto him.~-- ... :•' ·'· '· . · 
'l,lh:',Messages•:iri<secn!t ,orVconfidential codes ·oriciphers .will be :handled.:and 
Safeguarded aS prescribed ill the instrUCtiOnS pertainingt!to.·:SUCh C~~~S I ~)ld• 
Cipli.erstand'•in"lacco~ilance-with'kR; 335-':5:~0:' '!o ii5ir,.~;!c• :::).~!.':''i.':::~!)::..r: ... :'". 

v,.ll7~ DRegistered.'cpublications; designation ·and·? safeguardmg.-..;.,.a. 1 The. chref 
of ''arm' ~ser.vice;-' ·01' bureaU ~;or· · otlier· officer 'a utJi'orized · .tdforigina tei .and .issue 

' · · · ' · · · · d 'bl' t·· " ' · "S cr t" \!Se'Ci:'et''ldocumentsJwill''designate as•a:!!Reg1stere :.pu 1ca wn· every ..• e e "' 
dociiilienh' except· coi:r'esponden·eer·arid 'c'ommdriicatiOn-s; is~ued "bY ·him; rand •wi:l 
... "se ra:rsemiarlnualfaccountirig •for:a:n-copies of•such ,registered·.;pul)lications ·to 
~:~ irume·.~to-·;Jiiin }or, fdl.o'tlier .designated-· office;<of;~>record:l' uThe-:-designati~D; 
"Register~d publication" ma:y also be app~ied to "Confidential" docmll;~nts,m 
scicli :·cases as'tlie·origirtatol<may"de'termine 'as'lnecessa'ryJfor:the public welfare. 
•Hib. <EveryJ·cl;py:rof'li> ufiegistere"d 'publi~ation•;• will~' ):lave· assigtte~ 1 to}t ·a1:~~~sc 
ter :niurioer'-by'IwhfClFW'wiil:be 1 'accounted~·for::at'reguiar ii1tervals to•tlie' proper 
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office ;·of,srecord. 'Tlie: cl!i'ssific.ation, tlie·: re'gi'ster-numb'errrthe: snort" title, Cthe 
office:·of; .record••to•. which retili:hsi•wilt. lie madEi;{.in'strhctioris·'-covering'. the re! 
ti:uhis• fofJ its accounting;: ·and. instructions! foE' its. ultinuitelf disposal :wm, be· 
placed:,on·: the, title1 sheet.JOrc inside .front! cover; Of: ever.y<lsuch;:~\Registered 'pub; 
licatimi";' if ·tliis ':is:; im'jn'acticable;uthe:;req1,!ired 'data~ . wm;::accimipany :the' 
registered publication on .a separate sheet. · .. • F.:,:~.-·.-~:;.-:,.: ;Je·;·:; _;.-l :·c 
·r:c .. 'Every • •recipieht. ofc '"Registered ·publications'';:·wm::keep ..:at.: :all'i· times: a 
complete liiweiitory! of .all ·i\Registereikpubiications!'. 'in:,his, charge:~JHe .:Will; 
on"J;une:·.30cand 'December.' 3'Lof. each .. year,;linakeJOr!.Cause .. to· ,be ::irtadeyb·y~,the. 
CUStodian 'designated by. him 'antac'curateo'reti:lrw to !the' properJoffice§LOfcrecord 
of an: ;'.'Registered publication's" ·'on. hand,:. based: 'mh physicaldm:entoryf,by;<two 
commissioried·;officeril( i:Oaviiilable/>One: Of· whom :will;;beither custodian:)!: How." 
ever,::seri1iami.ual:J returns•~wm·:no: ·longer :be i made :oil:. '_'Registered. ;publications'; 
which ··have .been" placedl in~ custody .• or::stor'age.·for>h.istor-ical. purposesg tChr 
·hl.:'Access. to the .containers, :and the·-combihations ·.ori keys~th()reto, :of .~Regis" 
tered'" publications'~ ,,yill be p_ednitted: only 'fo' COmmissioned ~officerS" and; Ui1less 
Otherwise C prohibited:,frL~egulations, pertairiingnto?. COdes:~andacipheJ,"S, •.to, tWar: 
rant officers and to silecially trusted· civilian ;employees·: specificallynauthor.ized 
by~ the ·responsible: chh'f;iof.:armn service;ror:·JbtiN~au . ..,,rSafesJ.cont!liningrf'iRegis
tei'ed';opublicationst' 1iWiH!1hatiitu:illytiQer •kept ,.Jo~ked; f With the' 'full;:combination 
operative; .\vlien'ever··they~;are:•Iwt:.liiider;rthe:•~directrsupervision· ofi a, persoti 
officially: :entrusted .with· .. the! coinbinatioh·<thereof;., •;,; !O'!': ") 1•1 t •• :•;~ •• ; r we>m 

e. When the:classificatioh'-ot a1 ':Registered•publication•; is changed ·ih·-accor.d~ 
ancer.with · paragra ph.JH;lthe:;desigmi tedwffice of...record •.wilh notify ;alhre.cipients 
of such .p1Jblication ··of the changed(classificatiomthereof.' , !!\, ., · ·; , ··t · · ·-~ ,) 

·. ,,18.:!Safeguaiding.:conteiits: ofc '.'Secret!'' docufnents.f-7-a;: ·The distribution· 1and 
dis semina tio_n 10f ·secre'tim'atter; .wiU·:be corifined·to t]le :absolute 1minin;mm: ·• i· Secret 
inatter<isr exclusively<ifor.:c tlie lofficial.-,uset ofi'tlie person.,to ;:whom,it -i~? ·divulged, 
To\maintail} .its: invi'olabiHtY.~fs· the .dutyn.fnd responsibilitycof:.~ach•:per~onl:ll.ay:;, 
jug .k'nowleuge:;.or ·.custody~ thereof,.:::i1ol,nia'tteri how.~obtained.r~ ;I~t.will••:not ; b!'! 
dis~ussed or referred to in the presence of· persons not authorized to. •ha:v;e 
l~Iiowledge thereof; JAiii:officeribyn'irtue ."of this 'Commission·.alone•:is !not;entitled 
to·.)kno:wledge.~<if. secreb matter.• ·Jnforniation: ms ·;to •,the: ::contents;; :nature,-.;or 
whereabouts1 ofJ '~Serreg• :doci:tii:fents::-wilbbe. di~?.closed ohlY.vto~those' per~~ns)in 
the Government service whose official· duties require such knowle!fge;J,and'· t<) 
s)lch;:other-:'i"esponsibleLpersons:r of !especial;, trust· :as, of:,absolute necessity;,must 
be·.inforll!ed\·;:.-:. . .. ,if'; ·.ci)~l-'l:i-D9;i,;'l'l"l fi:>i1l11 ;~oT'i: r,:,·w;:~ :edt ut n;rr::n ;'l:;ii~'J:<i 

b. No document .miarked~r~\Secret\'i"~,Willn be"'lt!iken'Jlintol'theiJfront::>-linesJ Jnr: a 
theater r:of. ;wa:r.! or: ito mny'(l other .place in' ,which (,there jisca::< similaf;Lda:;J:!geJ:1' of 
Capture.) by .the:·enemy~fttlrd~J~11 ,.Jtr(-iJ•)q'i ';.;.n.~, '\d r .!tt r:·~~•~~ ~:)f''}'"_.q ~.:.a _;~.1.~ n .. ·:~ ·r:·lr•,!-1 

19. Safeguarding contents· of "Confidentiai",rdocuments;""P,erso.nsLil?1·;whq!ll 
co hfidehtial <rna tj:e:t 1 is~el!trustedL or disclos~_d2 are ;resp:onsi ble1 {or1. its JSafe ,'cu stq_dy 
and, security: j,. -It ,wil1 mot :;ber discusse_d: f:ilor 1disclosed •.inrthe presertGe;·Qf per~OI1S 

, iiot .• ,authorized 'to)fha:v:e nmo:wledge:·,thereof,. 0InfQ,rmation·J a~?;:tQ.r;tlJ.e·, co_nt_e_nts: 
iiature;·or.:,whereabouts: <;&r~_Gonfidentia:lj' ~documents.o'Yillr·be; di_sclosedno!l}Y•J,to 
those :persons(~in; ;the· {}pvernment ser;yice[lwhose ·,<;luties:,·r~quir.er !th::t t-ttll.eY il!a Y,E} 

· such ,knowledge;' and;- to suchtother,personsr;<;>:t ef>pecia~;tr,u_st as o_fj l}eGessitYJtW.U,S.t 
be informed.-.) ~~t!.i;·.._·)·.:.·.~.rrolJ:~ •li ;J~Hr1 ti~l ';:f .. ~·~ .. ~:~ \:.nu;; t·no.;tr:~ll,~;rq i;~)'l~J .. -:.~~~~r~ 

.'>·20/ <JS:afeg:uar(].j_ng,,,co~t.i_mts . .rl pf·< ,\'Restricted'~ ,9-oqu~!)P,t_s!~Tl}e .Jin~o:r:matiQ!l_ 
<'P:r;t.tail}_edi ip.j d~CJ1fp.epts_. mark_ed: "Re:?tti~t~d'i ~Ht..J;J,O~-:;]:l_e· cpm.m~~~*at~9-·1,tp .the 
pu!;>lic1 orJ,to;~tl;u:~ 1pr_ess; ·]:lu_t.r j hm..IJ-Yfcher.~QPJ._l!l].U!-~CJl te_c1i ;to~ _a~Yi.P.~rsp:n 1 ¥JtC!W_l1 ,t.C! 
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;b.e)nq,the_-servic~ :()~;-:the-,Uni.ted:States; ,ang -.to_; per_sons~of-:undoiib'fed:loya1ty 'and 
fl],iscret~oli.:JWhQ.iare,:cooperatingJ-inl governmentahi\co:r_k. :·iJ;f• ~~: ··w:~ . .-.--.;t·i\r.:;..::: 
c+ 2):; ,:_Sa;feg.u_arding cqn_tents··of ·._oth:err official :comm,unications.~The ~on tents 
J$1,£ ~Qfficia.l·.G}JIDmunicatiops, 1wliether Jor rnot · classified.-:as··to .· secr:ecy,, '"iH liott.be 
·l.ev~a}t;~he.x<;ent:•to ,thpse 1 officially,·lentitle·dsWr receive·, them:) , Seer 'PUl;graph r ;r., 
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~j22,-;;Sa:j).guargj.:ng,.,t_echnical•:sec_rets.-.Ghiefso;;ofr·a.t·ms;:and •.services ·charged 
r'Xith;:;r:e§P,9!1flibPity,.:for .. t.be ,·ini tia tionG of i measui·esr to;·protectuteclf!'iical":;secrets 
;i~1·rt:P..~ ... i.it.e.\fst:: .of ,tJ1e•!·P:uplic:· ~welfare!!!(P::tr:Jr:4, ,:AR ,600::-700.) a will • base,·,stich 
rm~a§p~~§- ,up_Q_1~_1Jth~upro,yisiOll01; of Jthesel [regula tiOIISI and· Sectibli: ·V.II :•AR·JS50.:;-25. 
:-: 2.?;n!3~{.~gu_!!:r4~J;J.g;;;l,lqcuw.ents) c;l~strib.ut.ed.roi.1tside othe ;:Army.:::· '.'S~crem .. ·or 
·~:QQn.:fJ!i~!lHa!Jil clQ.GllrnentsJ.which[by!ltheir,JTiature( mighf:require ·distributloh .ot1t
~fi1Q.~A]1 e, ATW,Y.LJY~ll ~.on_tain) sui tab Ie1 ·instr,tYcti o1fs:fon their;•custody, Isa.fegpar'ding, 
~ll,ng9[J\\lt.!l1l.l!teo;,d~spo_s~tio_MJL!n cconformityrttwJth'.l!!t~e'l i'equireinents1 Iofrr Arniy 
Regulations. · .tl"'lJ.I"H!t 9 r,rJ;•,;;:;:; '"~ t··::.II·w·J ·>ll 
r;:> 2~:;_~;N !!:;YY.,lJgiJc;u;!P.ents_,~All-requests rfori N a:vY. E!ecretr;and•J:coiifidential .docu
.IA~Ats wj}.l: ']b_()_,,[l_lJI_!mjJted )tQr 'Dl}e1!:A(ljuta~1t-gGeneraL·l'>Secret>: al).d rconfidential 
·~!'JC).l_JN.~IJts .g_f -,()th~J"• d_epu-r.ljm.e_ntsm:l":hen ·in,:Jpossession"I.oh.:Army,••:ictiv~ties,•:will 
-~!:! ,t>Jt;f~~P~X<.l.ed~~»:!tJ;l::theJ)S::t_llle.[ !'l]:re ·:as :Army.n'l Secretlh and:i''.GJo'nfiden'tiaU!J "docu
tffi~RX¥ Ill:Jl.<'!: t'Y.i.Po Plh:a.cs.,o.uu~e.(l;'rfor(•in Jthe1 manne~tyrequinidubyJrithe:l issiiing 
&E!P~:r::tg~E(J.l!·.:>::. 'i'J'>ffiO 'l'lf'·rr mt::t?. lY>:iil!U t>!.Jj lo uiitrril I,:jn·.ml.luo:) !..di o!Ji'.:'JJ•J 
Hi ~ft)l~~]lR!itlot·l~g~~ ~?!'.Lf'l!lP~!i.gtipn_:,Joj(COpl.Promis_.e.=a: AhJ:!Pers_onl:ii).<Jthel mili
JfHY,~~.~'.rjliS.ei.\Ujqwj;ggc.Qf :J:htzdQ01SriQr ·SJli;Jje~tion;,toJ•compromise·rof~aii"Secret'!.Jror 
~ :goiJ:f! d3p .!:!~J}~ c;J.gg~l]ll)}l t. iF..illrcPrQII1 PU~J!)r~nort dh;:t t 1 ;fa~t~r.to' ther <Cl!Sfodial}~~of 
-~h§ ~<'!9<;111£.~!1~· :iWh.9Jri\Yi!tojl!!ll!!'\~H~t;_elY.:ur~portvthe, 1loss .orn comprorhlse lto;ithe 
~-~~li.~l!_g ·JlJt.tJ!J>r!,tY·;-,:,. 7 'J;i <l"l!))elnllT ·w .~trDUIJ'lDIJ!o~U :l!t'.>Pfl ;,•_, fl1"i..l "l•.H:tn h ;..I:;'> 

1n~b, .:AP:Vj·t~,n¥!qdi>!m•!1!lc V:li,J.g,: l}:l!Q.\Yl_e_qg,e :tor,, s_uspicignUtha tr:secret. :oriECQnfidentiitl 
,Wl,ltter,_, ~!!-.s.r pe~m I (!s.t,t9! £<;mmr:omise(].l:wHMmrnedia tely,:(,reportrthedacts; to 'his 
B8!!Wl~lHf}Tig.::<?1fif.~~·li~-~::!A<.lit!.o.l!ctQ w.akjngi,th~rreportr.requii'ed•jby;<a!ahove:r··•The 
commanding officer will the.J:1;;_1).!l!k!ln!l.·Ltl;wr.o.ughiim;estigation .ofl a:ll'J.theJcircriril:
.tl!~H<;.es,._:~;tt~.J.l.9-J!n!n.tf!~r.~t.o·~a.l!d.l)yv§,U:_:fo:tzward~ ~o.~'Fher.Adjutaht'JGeileralythrorigh 
:millt\lr.YJ'lcQ.~l}};l.~!s.-rt9.e ~:r_~portLQf::rtherinves_tigation and· his•,recomniendutions1dn 
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·~i8l};..9~ f.l.1it.ft.eg~§fer~(l!J.?,l_lb!!,ca5~Q'!1'!ritt~ill.-lbejdestroyed b;~Hbtu;ning;·by or cinPtne 
.:p,:r_~~selWeJ<?,f, Ih~<?RJl!li\l.l?~one\1-.Qffi,ger.:')·X]le, officernrvitliessing:ltheJburning1will •sign 
a certificate of destruction which will be forwarded through the headquarters 
.gjs_~ct~J;l_gJ !)}.~ dA~I?]:!jl}C_tJqJ:!·.to.l_th.~ .[offire.; Of r.ec6r!'ltin dica ted• iiiLtJ}e! registered.::j>ub
J~f:J}t~Ol}flu{!'~~'' .s>ppe~ !P,t'Of!.~<}Jl.f~ln'Yill-1 be'-;foHo.we<tcfas:.·farmaswapplicable 1 ,iin~the 
.g~-~t~pcHgn1g~ ;<:>tP."'~"-s~~r.e.t 91-" <!_O_:gqdeci!tial)ido.curnents.·w'~ .~·w,\IT'J '.<'lU ·~!lj·ww 
v.d .in')t"i ed ili·.a E'ii''·:!41rr:uJb •!Ju!l'a".Ji>I!nd'.)n ta•Ji.c:ta hJJ'lrr'J r>1.::· ~~; ej.iri!d LTHr~a 
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'J,,,_ k£ rl'crm~C'!GI[ til f:.,,n,·x:91!J r.n :i.aoa 'off vr.m ,,_9r[f .<u ts;·l~ It•l.tiYr J ,1;' i (;i;i<J 

1~~ f J' u;· F TRANSMITTING DOCUMENTS • . f: ...... ,., 
-~9~! t?.!J1H t:4 }') sU ":~ )ft.U t··t<J~<· .. ;'.:i .. l .uU .!..USuf .U'l'1~~•~~:1.J. ''t.r'·' •:o .~-J1l!1fllH''0) .1.,. i~).~7(.t 

"s'"·'> r .. ~t'" •. ~d..-"H-t 'Ttlt rr.:tli . .,, ....... '" r~ ... n~rn4 '!71Tr Ji;~rr~·rr~t p,;. .. .{f ·}f)f( ur} V"":)ri:t f~r:J\i'}f'J~!l:ragr3::P~ 
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c27...:.:31 '' :;:·'~'. l:llT;..: .;__' f'Z:.DOCUMENTS l ,::)·_~" 

·27:·· :"Secret" fdocuments; -hov;c prepared·•.for ~trarisniission;-•by whom :op!me'd; 
receipt.-a. Except during.~the' ·process-·~of:: local; ·i.J.istribution •in the· personid 
•custody of,' pers01is ·authorized :to: handle:·csiich~!ma'tter foi·· traiis-riLissioii.' to 
•another person, ·the •sender -Of a" documentlmark'ed .~'Secret": will ·inclose 'it 'in 
"arr·i_nn~r;Jand· an outei;cover,: ·:Tliel.irin'er.~cover:·-will bel;a .·sealed~'\vrltppei1 or 
envelope addressed in the usual way but plainly marked "Secret"·--in':s'Uch 

'manner tha:t· the fnotation.:ni'ay1inostl-readily ;be.1~seeri'.,wlierr :the' 'outer' cover' is 
:removed, · :Tfie· inner :coyer' will' •contaii:r ·a' :recei ptr l'onii w hi chi :will I identify :flie 
:i'lddre.ssor, the tiddres'see, lirid the' documerit:-·.~-Thei·j;iackage thus':prep:irec:i •will 
.then be· inclosedl'in' .aii\ outer; cover.,. which' will< be ·_se'ale'd'' and-addresse'd' ·in:. the 
ordiharY:·Iii.anner .with ·iio ·no'tation!to: in'diCate th'e"se·cret hature'of' me 'contents. 
-.:·b. So•fa:r :as:~pract~cable:the: inne·r; cov'e6 marked 'l'Secret" wilP 6e· opened only 
by'the .person, t6J whomritddressedrl• :when 'the' inner•cover: is opened, 'the ·receipt 
-.form will b(q:la ted·.; and· signed ~liy i the.• addressee and l returned' to. the si:mder! ~i't 
the earliest practicable moment. .,, · '·; · ::,- :;. 

-:·:28. 1"SecreW:·~d6cumimts;l 4ow~ trti'nsmitted:-l:.fsecretoo: documents- wili- be 
;transmitted by .ail ·,officer.Jmesse'riger "orf.\:!ourier wlieii:everi practiCabiiF When 
!it ;is,•impri1cticable :to' .transmit·:secret;docurn:ehts'• J:ly: ·an'· officer 'ille:Sseii.gei'' or 
-courier within·.tlfe ·continental li\:nits-::6f >theYUnited' States;' tliey 'iiill·be':trans'
;~itted by. 'the:sender by:registered. nuiil. ···•For{transportatiOii ·to ~aiid fro in 'p'ohits 
outside the continental limits of the United States when offtcer courfer:is''iiot 
·iivailaole;:ithey· may ·b'e transported'1by1State•Eiep·arfmeiit' fofarY:locl.{'.p6ucli ;:'in 
the· :event''thakneither:: officer ·:courier),.nor 'ilii'>Iomatic ''iioucJ:i;·'is' available,': th~ 
:responsible :offtcercinay ;:(lesigiia fe·:'as 'rcouriers 7for f this· 'plirpos~' citE~ ens'' \:lf efiie 
:United States ~ho: are deemed' •wor.thyrof.fspecial!•ff.ust~~sucli[·as ·officers O'r offi~ 
cials of other G_overnment .departments, or masters of vessei's':•under ;uitited 
:States :registry. ·::;Commanding ·officers' of 'rior't':n.if' :embai-katioii·:will--arrange '·for 
,th'e safe,,fransportaj;ion.;~of·" 'documents 'forwarde'd to 'them'•lfor ''tr:i'nsmissio'n', 
·entrusting them:lto tlie·~ominanding!·o~cer!of- froopsroJ:an''Arilly tr:iris~orf'wlien 
-this.is .practicaDle and wilhnotiirivolve•uhdue1del'ay:•'•J Pi ·r ,., ,;;· · .,,,,,,:,:•, ,., .. · 
; ·., 29;J:'!Ci:mfideiitiaH?i .documents;' liowtiprep'ared''forr.transin:ission ;: 'oy'< wliom 
o~ened; · tecei pt . .,...-,Doci:Iinents marked: '!Confidential'!' will bei pf~'paied\ for: 'triliis· 
mission· in the. same manner as prescribed for "Secret" documents·•~(par!r 27)t, 
·except: that the· iiiner ·cover. rwill"coiifaih ra:u'i-eceipt'fOtili" orily '.:wlie'n"the· s~rider 
deems ·it necessary, rimd that :.the'~'iiirlei.Hcover'·may:'.6e' opened 'by' some respoht 
Sible ··.perSOrif' other.: 'than<· . .the 1~person" ad'di-essedL•1wb:en· ''so :aiitliotize(l" l:)y'"'the 
addresse·er·:~ri ·: .. !D t~-:=~uo·rti·; f1~t~;.n:7'!C·1 L3rf FJ:?;r ti·:~iJI'¥1 tH·~·i·!q;·~.-,{~ !~~ ···tj ... .-11.1-r~;ry J; 

.,;; 30.:, ~'Confidential'!' docuni:'imts;~h:ow hansmi tted:...i...Docu'me:tits 'riHirl.{e'd'·'"CohL 
fide~tial'l(wKeJJ~transmittedf•bY. han'Mwill' b'ei entnisted~•oniY''fo~ esr>eeiany' tru'st~ 
worthy messengers. For .Ltransmissiorti'•byi>fllail' or :expressAvithin:ttiie'' coiiti'
nental·limits of the United States, "Confidential" documents will be sent by 
registered mail or. insured express:r For" transmission to and from points out· 
side the United States, they may be sent as prescribed in paragraph 28 for 
"Secret" documents, orrb~v~~kiil~i-~&1 riifi1'b~r~·~fe1s'~J~der United States reg-, 

~~fr~;' j~~'¥.~~~~-. ~~'~!.: .. ~? ~1?-<;\~7 P!}s,sc:J~~.BP~R-., !ll}!• ~9rs.~~i I!C?~.tr;t~.1 ~y;~t~n.w · or,.t~e 
postal system of the_ Phi~ipp!n~s._____ .... lnt •lt.:~i::;·w ·-- · · ·' •·; . "' ,,:· "+. -··: >-·' 

i: ~31. -~~'.Re~tri~t~d" t•documents ;·<ihow·•.transinitted."-'-Docuineiifs 1·riilirUed :· .. lie! 
1s'tricted" 'may· be ·transmitted--by ordin~ry~imaii71 exp~es~:· 'oF'f~ei~iit I ttcf: a2Y. 
l'i·~. _ ~ -----•··-. ··- -· _ ~--t~·;\-r:r.:.,n_~~·--T'""-.rllb~~.(tf•· 1 .'f~• ·; ~·.,, 1 : -"-

R?m.t: · --~~-e?-' t~~l_l~~Itted __ Q? 1h,~n,d! p~.e~.:'YJq,,J;>~.1~ntpwt~!h:O.nly .,t_q:}.:gl~~N~ 
messengers. 

• ~ t 
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"SECRET", "CONFIDENTIAL", AND "RESTRICTED" 32 

32. Transmission by airplane prohibited except in emergency.-Except in 
emergency, "Secret" and "Confidential" documents will' not be transported by 
airplane (as distinguished from carried for use). When so transported "Secret" 
documents will be securely wrapped, and weighted if necessary, and will be in 
the actual custody of an officer not engaged in the flying of the airplane, who 
will be responsible for their security. "Confidential" documents may be trans
ported by registered air mail whim in the opinion of tlie responsible officer the 
emergency demands such transmission. 

[A. G. 312.11 (4-15-37).] 
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m.?td:Mi.')alid Ltb 'lli:if{~'.''dr'~-#ings;· sk~icli~s. hot~~~bl@p~i~t¥.~ ~liht\)g~~~hs,''photo~1 
-~~{1liic·~~e(~tiV~1 .1IJha~~~ininfi~ ~ait~f:~...; _ :.:n ~:._u· ·!3. ·~ ¥.;: ': ,~··· tuJ:!:J':.L !·-~·rt, ,·; ·,::!. ·~ 
IL:~2.p, "R'·l.a~ 't''·- ·d·/,.;,<.b·l'~.-.. ti ·~ ,;,u.dvfi·•, ·.d·:. ,.A:•n;;~:.:r.;o~t)!'' 2d'' ll''li,f11i:'':t't'; ·;;<l:r;·' d':.!';,;r, , . eg1s ere . pu . 1ca on e ne •-:-;- . r~g1s ere .pu ca on s a ocu-
ri{~ift:,~;hYc!l; .berc'a.bsk 6f its'i'lature.Jol'i:J.@§i'fic'aii~n.!:.t~ ii~§i~~dr:W're~fS·ti; 
riiuh'b~¥L!Jf \vil.rcii' It "~il{'b~··a.c6oukteW ici"rJ kf~r)~ii~d'i~ i~terv~isNfW>tii~ ~'l:o~~¥ 

. ' -~~ 

O:!flC~r-P~,~e.c;o,rd.\. "'' ,., ....... ~ ... ', ,. r;,. t~+,..J: .. \;·r ;;J. r. ,·· ··-· •· -r ·~' ,.,--s'"'" .~ .,. 

: · ~ .. ;.1 :~s!,}?,rt}i.\1~':! 1 f.,~?-~e~:-:A. _::.~~~-?~()!.p~;~ ~.s a- t~ti~ _!lit:h :~~: ~aJfpitfd}( ~ 
document -for purposes of secunty and brevity .. It should give no ina:ication 
(., 1 ',1'~•:C)1 '"lt'f 0.:-'!Jift ,•J .. j ,.·, 1• • .1.".1 :•l;, ,_J} coL. ,·'nf 1,:.' '' ... ---.;. lt; ~l:'t •r•r-,~ "hli 
of.the nature,.coritents, or classification as to secrecy of the document .. It may 
.,.t;,. ·• t_j[fl' .~·.\:!Llf.i- J•:•·,!::..," 1

-... ' ~ •.J .'..,.-' :'dj;!_"'i •... :·f.(; .• · · .·.:,' 1 "C ~·, ,_., ":. •'; •>) 

~o~sist)!?fjlgur~~·· 7~E~~~~s• ... ~~~il!:st: ?r )r8'R?,~~~~I?.~.s :~~ere~~k;b}!~ ;!,11~-~t, iji.'cln,?;iJ. ·~~: 
abbrevmted designation of the office of.ongm .. A new or revised editiori,of an 
o~d,p,1iblica,t~912: ~he:>, ]ll\1. b~. as:>!gll~,q l).. P.~Yv :·~iw,r.t tjti~.·:. .,__ .,. ·,,.·;:,~.au -- : ·· .,,_; 
-~J·-· \ •• ~ .... \,~h •. ' ·'-'·'·' ~ .. :JL..,. ...... "'J1 ... - ............ - .;.,.t t.: .• l. -- ••• ··)..;.~.. & ... ? .. ~..:.c';v:.: 
-Ho,·} • .~.·~[ :. :.::09 ~~-~.~ C:':tL_:.!. -~ t,.•

1• .• !fsk~SJif.'if:{!!!·J..i :;.;j :.-1T t.,·:'l'Ji~ 7.~.' .. -~ 't.C.!:i.;: ;:,: 
,·r:i-~r:· ~.t::H bt;~:·trru ·:_.. l ;..::..<.;~~: ir~:;fr( ,!.;i, ·~iJ~··L~ ~~J· ·.·.-r' jrr~ ...... u:.~.:: · •J· n ...... :~d~~ 
(:J;L;A~~!ll'tGAcrJD_No:AN:!JMA;~KING:QFl::OOCU:l'.<IEN'rS;-N..'\:CEP,I'i•MILIT.MtY· 
· t!Jl"). :w'l: •91 u£>!i'Jolt.~ ·'· ·M:AP_S: .• a~:Jj),,BHO'J;'OGR.AJ~HS <H jJ..,l•",,, :J ·:Ji·z '•E,:<g 
~U~"l.! r-!:: '~hn9rr•, . ·.~ . ..-·r.h;J~[ ,, ... t;O~t :rt·-·:.r.~;~·: .'-'"1J :xo·~ i~:-,~1-.:~ ·-''!. Pi t;~r.B;.-n_l:~!~.EJ~ 
~~-n er~1;,57:--:iT~;/t-Y:--:-; -d.f~ ;;~:::--- -~ li'f ·' ~ -:-t-: •:tf.:.. 0 I -{;:-.:0- ~l-;;-;:i y-~:-:--:.T: ..:. ... ---;-;T=:-J -,-~ ~ t:.jJ ;4_ 

Secret , when, by "hom, and how affixct] _____ ·----.-----------------~-------'--- 5 
HConfidential"; when,.l;ly whom, and hoWi-~mx·Cd!?!.'.:~-~-:J.;..l,._l__-2~1-.:.:i!!l-L_·~·.:.:..:\.:_..:::J_~G·:::s 
'LR·esjr_ic;te:c}'.\;· ~l}_en:;and by.t~'Yhrim·-:affixed:!..•.;: __ ~.:..t._~.;;~-=~-...:S.:!..~!:---.;.-:.:;::.::..-~!..·.!..:..~_.__:.r~:._.\} 7 

J?:~~.~~en ~s Jt ... ei!_P}!,i~g-X~- ·~~~:..m~;J-.. eP,:· : ;_E!.~S.~~t3!;4!P~~Jt~en ~!a!):,_, 9r11'/~~~B~F!~i~~.' ~ .;.~:_ -;:- -i-~i.. . ~ ~~ 
One classif;!'ing mark .onlJ' ; if more used-~..:·_:,._.,!_:_.:.:.·~~--------~----------·------- 9 
M
, ·.· .. 

11
!.,..,ifli"!"1' fl·~e-:t ~·-lh1'9 u~\uo·nl· .~1 tH!;Dh_, JinJ; ·)._--:yJcu··.._J..i-1:- ·.3.:1 , . .w•t . .:..: ... 

ar \ -~~ _;, use o s amP-------.:-;:::;-~:~t:-:•~~:-~r::-.-·~:.:-:-r--::-~·:l:i:-.~-:-.,--:-:-:--:---_-;-. .-;-.::-,:--_:--: .... 1~ 
Reclassification; when, by whom?and,how accompllslied_'_c!:'S..:-='::.'.:!·..::c;::;.:J!~-~~'-'.::'.!~!~"-..:''-tll· ____ ._ .. _·_·.__ . . ,' . ,· . . .:· . ; 
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4. GeneraL-The classification and marking_ of docull!ents as to secrecy· will 
IT'V' ,..fl·mt: ... _n.r·t'{(f o·t-tr f?T!f0JfY"I ~·--:--~..---q 'f1L<.f·1' 

be ~,?~,du;~e~:~fS~~ o~-~~-~~o~ }'!,Wetly in acco~dance 1 witli ~~~;,?'!i~_!.!iples ·set' 
forth1m-paragraphs 5,•S:'and 17f-'Every effort wtll be made to<word·e&ch docu
ment so that the least restrictive classification may be assigned consistent 
with the proper safeguarding ~:f'i'fli;l cdrtt~nt~.H The probable distribution to 
be given the document must be considered by the originator in order that 
widespreaa'''dis~~hlf-hii?tciJ1'ht'Jti iieti:lJeii;W§1di6s~'ii{~i~h'na'tlBri2~iii~h must· be 
safeguarded, nor place such a burden_upon.recipientS that proper safeguards 
are ,neglected because of too great a volume of overclassified matter. 
:,: ~; ~~s.~~r.e:e;_:when, _by:_whom,. and .. ho.w __ affixed.=A.document)t;Will be;~classi~ 
fied ang

11
markedr{'Secr()t'.'r!onlyJowhen 1;heainformationoit3~conta:ins ,is of such 

nature _ tha L its disclosure __ migh t_ .endanget: !l t~e](;Iia.tional r:S;!)curi ty, or cause 
serious<·injury,

1
to:<the \interests or_. pr~tigenof therrN a tion·,l an1individua:r, or any 

... government[lL .~ctlvitY., __ Qr __ be __ of __ gr.eat _a(ly_antage fto •r.a-g.for:eign nation. A 
/ d~o:cumen t_ :will, bet _classifi,edlcasd~~~cret-'l:tJ.only,y l:lY:NorJ)by~ca uthor! ty:;:Of, \the Secre-

/ -ta;ry;'of_W_ar,_t)Je _Ch_ief~of..Staff,_.a ___ chie:t_ ofr;an;;al'!Jl, s~t;vice;eor.-•b:ureau, or an 
\{ ·officer commanding a corps area, a tactical division, or a higher tactical 
' ·'!mit, the commanding officer of a depof ·m-· exempted station, the commandant 

of a service school, or a military attache;•:!l.:.When a document is so classified, 
the "Secret" mark will be placed on the front page thereof and will be 
accompanied by the designation O'i.V:fhEmlfll:lioficy affixing it, or of the authority 
l)'jWwtiicli it is being affixed, and will be dated and initialed by the officer· 

~xiP:Ci!::===~-- ·.· · = :: ==:~=:-=~ =~=====~ ==~===~~=~==~==i:~:, ;~~;-;;-~~;;:'~~r~~q ·~;~~:~~.~~;·~:: 
;: 6. '.'9J~nfisl.(\I1tiaJ':;. wllo~~!t l:!Y.: !,V_l!Q'!!?-, _11}!~ ho:W_Il,~e.c1,_ __ ~:cdoc~me.ntuwi-U,J~e· 
classified and marked "Confidential:'. when the information ,it contains ,is of 
... ·. on •i:v; ·--.:"•!i"l'J''"" Jo·rn·r~ ott:· 7 Jll••Fll•;a ,.,,,, J•:--- .. '.'90:H'>JJ 'c£:-;-; [!J'>J'-'-' ..r such nature that its disclosure, ultliough not cndangermg our natiOnal secunty, 
"i:;~i ·be.n·l-'t ·u'JiHl.i"g' ·t:ii~ i1rit~7Jsf~'a&cu;f~~t'{:,'J · -~f 'rlib''-N~u~k "Jli' 1ihd.i~i!i~~i; !gr~ 

l
j l9:Ji'·ut• ,I;!Rrn-~~~·-10'1'1 ."Jr;,·,,{oal<l

0
>:i'JJ!_fa .\!:llt'Jt~:, ·{'l''itf':.J ,<::aJwr {_ll lHWl•d.'J'·.•rr 

\ __ 
1 

any governmental actmty, or e o . ac :'tJh~§~ '!?d..~1 ,.,orm&n .. 2~1 ,\~;l~oo: j[e~?,'l,~; 
'! ment will be classified as "ConfidJ:mtml" onty by !l .~omjll,lS_swne:.l o,fj}c()r., '.l')ie -~" )f)t". .-. rt t ,._.-,,·tn~11U,JG i')!:(fC}JP.LV~'j· {\.--.f')O.ifllf',b .t,,.JJ'J!_.:~.tL(IfTt(ftfiJJ.).d~j(.J.S\:.l..;.i.' • :. d 

"Confidim:tial" ·mark will be placed on the front. page o · e ocument .an 
~~ tii lj)~··ac~olliH{ilfi~d' If th~ '~e~i1g;;'il!Ybil'1~f ~1b~- ri:ffi~e 1which-;tll'~ ~ ~ffi~~~tri{~lci~!''if· 1f'3 ;r,·rq .9u' olt:d>'l1''>t~l ~_m~,-.~," Jil •101 ll9JL!i ,_i,.; ·~d HlW -l! tt::<ol"-' ';.t. ·.t.C!J!ulJf: 
any. b····"·"·· 'tr. .,.-,:p,) 

, ~· ~~~~e'*~~ct~,d';;;.i;y}J-en: .ap~ ~;v .. ~Mllj-~~t!-1~e~::;::J~.~~~~mg~1t~ 1ti1Vh~i~<;l~~~i-
• fieu>1ai1dlltiiarked· "Restricted" \Vheti tlie. informatwn 1t contams 1s .for offic1al 

ll~~ibf{i''l{:J'·of' sri'cb' Watb\.·e 'that1 'iff4is1~icisri'r:~~ ~h~iJ1W ~~-'·Wciitced":fb_fuiJ~~ri'S~ 
. l 

y•"l'·t·· - y :1'1"' :r,/H,oj\ f~,.1i '"t. T ·>~·:rt'l2 (·• p:.,_· nnnf:•)lf .. .t, •):") ,.j,{) .8.LiJ9J~·JY ... ~·}fJ•'·ll {J!, •• :. 

of ·administrative pnvacy, or should ,b,e demed tlie general pubhc. Tlie, ·~ Re-··~·.-- ,. r'"f'.l t-·lfl'' 1o~rj \1· · . 1; r~rr·tn~lt'rlffiO:J ' . .t.l' ::· \·1u·•..- ... :~0~.iti\ ....... ~~F~~a tO J,·,:··. •t..'!)_ 
stricted" ·mark will be placed ·.on a document only.,by authority of, a commis·. 
:•.t. ·'d.t.."•'H's nsec~'J'l ·ro .... · ., .. !!·;.'. "'10 ~,;.o~\lll '' ,-, ,,, <J.p:·lf,l>;.:-c~ · ,•'"" .. , ·'·H 
SlOne officer. n -PiJ -t..,o£1:.••~. ·"->"" , .. r, 3c ..... 1r.". o(\ 1r ty, 0 ,:fr' 11 ,.:t•·'•'! · , .. ;,r-, 

\j 

s. Documents requiring' to bb riiarke'd '"Secret"; "Confidential", ·or· "Re.: 
stricted."-Any person in the mili\lJ:l'~,_s,e,~~J.~e who initiates or comes into pos
session of a document which in his judgment_ should be marked "Secret", 
"Confideii't~ial'1; :or:..}lRestricfed~~. Wni''iakeJimnieaiate!: steps l.toV.1oFwarif'1 t '-to 1:tfie' 
authority competent so f<:FmafJ.t'it'f!followfD:g~·tll.eisaille procedure for trans
mission"' as is prescribed for the transmission of documents already bearing 
~uch- markhig. ··This- applies-also· to ·crocumeiifs~ origii'iatiiig.-iii--gov·ernilitiiit~f 
'< -- ____ ~··-..,--- -------·- --·-· ·--J.iJ/.lU: 'I.,, ,.,Jl ,•'J,VU,r '{,U ,.,.•,.,. ·, ! J· t 

ll.gen~ie~ otl}er.~}l!.p~ the .:W_al,'_.PeP.!J,!:tml;!lt.,u•' .. >t:rr, •''"·''''11 ·nf .crotin; ··;r-J.tn,<:•·-"••')'' 
- 9.- One. classifying._ mark .only.;- if_ more ~usedi"-:?'A' document' Will''Iiot· oe' 
iharked-witli'rmore:ui'an''oriel'of''tli'e'·fiii:eet~cui:ssiiyfrf!f=:m·a):Jci.....:••secr~t:·.''."Coiifi; 
dential";· or ·"Restricted"; buCshdtilU ... it;.ri:li'¥oii¥liJI Miovr!·:.:PJ:~'s'&,~~N~.~;~,N~ 
~p:Os( ~~!:[c(iii_g!~~~!fi.:~l!t(oii-u~ea:..W.f.if;~ g~ser~~q.:~;,j.;-~:r: ::.~r .. .-; ; ,wi,e~.;i , , . ..,~,.!! 

2 

Jc..J:.• .:·\"-l•T!a taidqc·.~,-~.T o. ~~ · 
P0-c!-~<·.{, 

'\ t 

"SECRET", "CONFIDEN " R:-;33(}...5 
TIAL", , AND "REST~ICTED" 10-1.3 

•,;!lO;~iMar:J!:ing.; user of; stamp·- --'E'- t . . h . -
)Ya:r., Department;ror ·:of gener~l ·h:.cdep .· III· t e ·:case 'ofJpriflte<I d&uments of the 
m· k . . . . · · ea quarters inl the field... d 1 .. 
, .. ar s~-:reqmred __ by •. parao-raphs' 5 . d' 6 . , · ,-'-m a citlon to the 
t 

· " ·an · · ·!the "'Secret"l ""' · s l,'Icted'! ·st?mPt•will be;;plac d· b. th. . • ., ·: , .. ···, '· 0onfidential", or "Re-
_of all secret, confidential oer_. reo t :.att. tdhe .top and Jat':thelbottom of each page 
d . • s IIC e papers .. It''''h'' I' 

own on the page and'.iliasuch"·a~ •rna·· -~.. , · ·:_ ;_s ou d be stamped well 
:f):om:.,Vi_\)W When •. the ~heets. are~·clippe~~:~~ t~:.t, ~h~·marking':.\VHli'Jiot tie/hidden 
oi~_•lll'HReclassification·· : h·· .. -: b. :. oge er;or:•boundJ.; :;:~ (·.i 

' . .. . - ,! .. :W en,-n Y· wliom .. d .. h .... , " - •-
dP.t"IL!l}eD.t~ceases'to<be~·s·ec'-ret"co.-~n·'fid··.·. t' l ' a_n ·~ ?W'!Jaccorilplished.-When a • •' -· • en ta "or e t · t' d ' · · · can~~led•:by,lthe1alithdrit'y ·wJ:iich' nr d .'' .. r. !3. r:rc f;' tits•'classification may be 
by writing:or: st~mping•"c~ncele~ab ~~--~·o~--~~~-r:o~~~:d ;it.<·orl.by higher auth~rity, 
7·;: · .. , ; ·;; ,;(i{l(.the .authol'itrwhich ~a~~h -~: - .. h :--orJt'Gan-celed·by authority of 
on the"t't ·:,;··h· ,.,.. ' · ' onzes;t e:rcancelatioril') ("'" .. h · 
. ··:::. '-op ,.o_"'ut ei-fi_rsL.pagel!of 'the ''docn" , . .;~. , . ,_ .. • over t e mark 

.g._aJ~.<h@ndail\itialed I;Jy<:the- office;~ . k,i, . - .m~~t,, .. and> this::.~ancelation will be 
such a d · · · rna ng,flt.L An.y-•other 'cia 'f · · ' ocument will' then··be'·s' .. k . . .. ·. . ' ss1 ymg marks on 
is' t Jj' ' '· • ' . cl'lC en- out; cJ!lf·'aJoless··rest . .- t.- . 
... ,. )>r_,

0 

ejcg,tyenns.ilch-;:a·~ document tl . . . . _ · ~-- ' ... nc .n;e classifi~ation 
Wll.Vbe :(ol_lo)vid,[5 :77 r.:~J,.~·<. ·~ .. ,: Je: pr~v~~~~n~.Z otHparagraphs-.. 6t"7!Jand-~10 
;t . , . .~· ... ~ .. ·" .. , ··'... , , ~ • V.s: J 11L_ .·,._,t~~JOuJiJO ,'.7 .. "'-rJI~(/+ ::ii!-f n:J 2r~!~~ 

"iltf r.c~-=-a''•n,• -~~ .... ~~. SEc±i:o:&.::.JII· ;(L;~df..iliJ .. rf· ••. ·:.r~"!:·::I'.~;,T:'",j' i)'+.;:-t'\"\ 
-· -~ \JO .. ':J' Juu ~wr~. ... ·· 'Ttc,rft" 't·n c · ... ) · ~-- · ~ ~,.. .... 
cLAssiFICATION .. AN-n ~rAR1/iNa'\):F • ; ll0I,:!· . .:rrr:.cr ·;:;';j :;~:u:. (J:j 
~h· , .. , • \. 

1 .\·.l\;I!.'4IT,~RY; MAPS-·AND PHOTO 
t:JI•.•.;JtU~!r:. .. •.:C~ 21.:;:\ ·.;]"!;~JJJ;;v •.. r~5 1-.rGR·APHs .... t·.·· '. -.. ' ·-···". . ... .. 

gf~~~t'filo'p~:.~~·:~.:i:i~:r;_,_!~:i?!~~: _ _:~:~~-·;. · ~· ~: ~01-• :;: ~/;:~J~:/,~'· l~~ ;,~~;~., ;~;;::~::.;) ¥~ragraph 
ass1 catlon,Q::.- r.:p~·~~l•; "tli~t li r.._ .. ,"!X·.-----.---.-:----------- '"· 

;i;;;,~.p~;~;;;,~;~~;~;;;~~~~~:~:;~~:~;~;~~~;;~~~~:~~~~~~fJ,ffJ~E:::~::~ i! 
-12. Definition.-Militar ·. . · ·.. • '"~-, · ..... -.,,:::>~:'-r;':"';:':::--::- . 15 

in Y maps and photo o-ra phs· are th· ·- 'i ·· -· ., 
. ttC_o_nnectiow·_with1tthe' train'. ,_ d . • · ": . " ose ntended 'for•·iise'i St t . ;._ .. mg .. an .operations,,of,· the' f . . .... . " . ., . 

__ a_!'!s;1.the:-:te:rni inclildes,roth ,; ~, . . _ : ?:ces•pf·the''United 'l't . , . . er .maps and.--photographs '". h' li .. , . ,, , . 
a m11 ary character byreaso f .. . . . . . w tc Lhave-:acqi.lii·ed' 
. 13 "Gl . . . . . n o overprmts:obin'otations,"l" 'd'' , ... ,.. .-. 
•n. :,, ' asslficationl~a·'Military :·.. , _ Pace -upon •thei:n .~. · mark~ as folidw's ?. :·. .. rmaps and· photograph's":will"J;i~''Clas~ifiecl ahd 

. ([,\ ~·~ ... ;··~ •':J."i',,rfr• r~ -(. '(' 'f · •••• '' 

·:'.;,>.•'! ''1.:-Sel}r.et."{JI:tiJin :; iJ•,j1~~r•':•crfYJ'~ 'PT'\ r: •j;!~:;,G·1~,;.~[,..; '"'":.,·· w..!;_l. -~J~J .-

.;j• ,---r- ,, c • ., .::·('a) I . th . ~ .o .... H J-,..-· '.!OfT£1'1;; ~ t 
· • .... ,, .... , ·' 11 ' e.·coritinental'·Unl·t~·"".,st·t- ... "'·' .. - ... • . . ! ·- =-· a esnthose· 'll"'t '. >-~· 
t·• .. ·cuuJ B.o1; .•w . . proved•'wa:r 'plan'"(. 1 d' , .' . ·r us ratmg' an ap., 

, . . . project. ~· ·' ~~.~~ u mg.-IocaKdeferise plh:ns)· ··or>de'feiise· 
_ •.. 

1
,.,., .;..-d ·--(b) • or a~y phase-thereof:Ds'l!J't r·' ,.>·"~·- .·r···c" .1,, 'p[. 

,(> 1 1 ., " (JJ' f ifn1 OVersea posse . ' . · • '· : · ' · ' • " ' f . • sswns•·and foreio-n .. terri to · ~ .• , ~·:,~ .. l'I!ii.tL!'.;~ JJ.forces.ofothetUnit'd State,."' . ,. ry-occupied by~the .. ' · ·. e " s, t those nllustratin · · .. , . 
£,•;:.:;-; <W:I :<~.1 c."w.arJ".plan~. (.including· lo' '1 d'f -· g:'an•approved• • · ' ca · e ense'"pl'a· ·--)· J • , ... project . · . ·. . · · ns: •· or-' ·defense· 

f 
' or any phase thereof; rthosk~sh'o'\v-in·g· .';th ··:~1-, - , ' 

o ·permanent defense works and ' . , e ayout· 
·J'a · t naval bases ·and th d 

cen terrain vital to their defense - e a -
to fix definitely the location of a . and th?se_ that serve 
defense·works and naval ba ny element pf permanent 

(2) Confidential. ses. · 
(a). In the continental United States th .. 

permanent defense works-- and • osle·.showmg layout of 
· · t • . nava bases and th . d 
Jacen terrain vital to· their d f e a • 
to fix definitely the ·lo~ation ofe ense, and .those that serve 

d f 
. · .·any element of per t 

e ense works and naval b manen 
. plete map of a -defense areaa~~~si:~~e~: !hat when the com
. only . .thoEe sheets showino- defens 1 ore than one sheet 
fied as cpnfidential. "' e e ements need . be classl· . 
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::1!:· 1c,· ~:tJT:.11~:~_b,); .J;,n·:i9Vers_e!l; p();>ses;;;i<,>ns;· ~nd''foreign ::ter:ritory ;o_ccilpied'ibf' .the 
!>;11. . . ~ n·:lic: )Jw r~: fpr<;.~s 9f-;· the :urlited! ;,.States; •·those. not ··.classified ··as ~secret: 
~s5:L"· '_;.:~ :·~<-::, ,,~;:)rsh_owip.g-;lay<,>ut ,of) r;idi'()··stations;<:agiation ;_celi.ters:~air :-fH~ldsf 
·:;;;,;~~( c') 1, ·; -~ t'i;; ·;;, SUPP,ly,•basesi a_rsel).als;l proviiig!grOU!J.dS\ or··of :anY,; area· •Vital 
E· .. ·i ·!J:h]trru1'1. t:.i. ·tph_defe~se .• t;· ... ·~·:·~ L/··~;·rt.:Q:'t. 't·- (!~j:::n~.(;.P:::·)')· :1''!).;:-; d.n J·.-; 
;:-,) .~·id3J .Re__stri;ete(l:.r;.CIJ~opl}erlY, r:'-'For. officialr·use•ronly.'l}· r; •, ·•:: AJ L:; r<-:rc} 

.(a) In tjl._e_rjC9ntiJ1en_tab~United ·States, <.those .showirig Iayout'.:o:f: 
» · ;··i- ..• iJ: :·?_;{f;:a-1:1.' Jfiel<J.s;rlradio stations,,;; ,Supply; ;bases,;J'al'SenalS:'':and.tthe 
::· · • 1 rrn ~.1:;f. ,"-"'_adjacent)-)terrain:'l~ital;;tor~their' .>defense;dincludb:ig!~pliot<P 
,v; : -<,Jic;; ,l;ri;;;r-; .. _graphs !nqt .. othenvise>:.~lassifie'di?i~vpich•lfrom~ltheirl··natur~ 
:':!• -·~t'•:•J:J:!'•.rn ·.r,r:' ';c(•_ll;re·not:suitable for-.·pUbl!¢ release,'1":~\"1if!!lF'j?. 1.•)· g·!lJ I'<J 'l,d 
·. ·, r .!. -: ri·~ 'i':l (b). ;In)(ov:ersea:>possessions·; and foreign: ferritory •.occupied-by-the· 
· -; 1 ;: ;; h'i1 ;< >1~;forces of;th~ ·United! States,~wll't_9P.Qgi:aphic. :maps 'lind 'Ph'otO:: 
, '· ,_ •. ,, -,.; ,·.wf·;;., 1~ -·g~.·aphsJ<no~l.othertw!se;iclassifi.ed\' whiCh;' froni:Ltliefr.Lhatur€1{ 
'· ·; ~;-;•·~>' .. .-,·-~•.; vr\<~•ar_e,·not,•suitable ~or. public. release!'!P 1' 'v,· ~c•0:-ar~t•!1 r: 1>· rn 
i'Ji.b·L!tgSJ?Pn,sibi_lity, .. for -~·~he:-;cclassificatipn'J'of _tnilitary • maps•· ~mel ~.-:Pllotogrilplfs 
rests. on the following authorities, ~?ut ·ma;y be ·delegated. withi!l th'eir di'scr~· 
tion to appropriate subordinate 3J?<tnc.~e,!j_-;tx"'1 

- (1) .The War Department for maps and pl,J.otographs not classified as 
-n':"o:·.~cr q~:Ptescriooei ili;,<2Pbelow.~:.) t)/; 1-r"!.!lf u>-~A -v.OI'l'AD'·._u_::.,::.fu.::'J 

(2) Corps area and similar'~ierrhoi-ial comm~ders, and commanding 
,_:'ll"· .. ·., .•. ,.. generals of expeditionary forces and foreign garrisons when .not 
r _________ .:_~--··-·· ·--· ---··--· ·---· -·------ .... ··------·-·---- .... --.-~·-·---- ... ---· ·t· .. Jt~·~~v·1 

, ;, r __ ..... -· -~_r~_a_~I~ed ____ ~s __ Jeg~tQr_l_!l_i __ g~par:_tm~!l.ts. __ J_or ___ ar:.eas .... within··iltheirJ 
,.; ---·---· .. controL ____ ~------- _ --------------- -- --------' --·----- .. ;;.lroq6 • .r 
· · ro. Military·maps and phot~graphs·now· on· file· will--be· reclassified. wh~ii fujf'grl_r 
~r:qm :thedj.l~s;for J!S.e:: 'i' '· ":..:: :; .- • .·1 .'ff r,,I~· ~r1!.!!~ '(')!.:tlU:tt.-. r:·Jl.i.!: u ~\..: .:'.! 
f •. d:. th~ !rP!-'e!!a u t~O!:l!!i prescribed .. in 1th~e regul_~ tioli.s :willi:~:Lfaken'.-with r:ma psr 

f!P.d :Ph9.togra,p~h~[·)Y.~i~h~:h~~v.e;·ppt· J.le_en ·reclassified Ibut~W.nicli are' knoWn: Ito 'be~ 
"S~cr~t~, 0.~~qgn:Q.9~.!1t}al!i;j:~Q:r~'n'/lt~t5tricteq.n;·;:., ... ; t~~~:-.:!~ .. 1 ~!i :r!:J;) ... JJ'.l£c1!' v;'.t£J1!;;_. ,1 

;,f!·r Tl!\l: :PJ;?Y.isjpnJu of ,pa_~:!l~r.ap)ls; 8;;19, .tq..~rand, ·11' willtapply.t.:in: ·marJdng.'and 
classifying maps and photographs. : ~·1/o:Un't i:lfl ~- .. ~"·. n1. 

14. Reports.-Classification .and reclassification of military .i:naps'•and)photo
grapl)s .. wilt 19.~JJE}P.grted,f)VJ,\.~l! r.t;l!aqe;; toc,the;;War:JDepartment. (;;These reports 
ly}ll1c;:pver,·f~l;tjtje,gJ!\JiJ~g@d,.of the::materl_alf<e.lassified:·n;:A: short title may be 
added for .convenience in further)(lr~ouJ!ti,ng.; 'l.flfl·,, •. .;····;. ~\i: 

,_. :1, 5._ ,_;s:B'Y·:~-ssl!e4::vtS.e_~ref: :and· "Ponfjden_tial't:maps~and• photographs will be 
i}lfl1Jed ,.onlY;;· )IP,Q.l:!-:~writt,e!). rreceip.~;': Semiannually ,I' oht or:~about January 1 and 
JU!l~:3Q, it?sui!1gJp_ffi~ers:,,"Cl'!lt;require r~neW.a1r6~· sucht._receipts or the return of. 
t}te. t;IlaP~;qr Pl!o.tograP.l:IS;Jnvplved:ti; "l~Ju:iq ''{Ji."'!: ·-'9 .~:.;:,[nu 
. ..fJJ<~o:;· baJ~,~~'-~:.<r ,r;~·,;rr: t:.t Q-"CiS·10.h ~~f!flflLt:f'~C~ll:O 
, ,,.. .. ·-· tHrfl '33Hfi.t :\ ·~1 .. ;~rr!Jh);' ·~~:!!: ):J r:-';}i·r ~ . .r;-;,.:-:1. tnD'H·: 
, ··"'',.0.1.1' :.."~· ~o :L;~)J ·····!· .. ~:af. lo .r~···;J .. _)-,\~~ srrt .~1'1··1q;t1rt ·~D. 11i 

.~~ ::r·rf h~VBC" fHU3, Jjli1'0'.·7 rl~.=urnlo{) 
• . , J.n: \iH\1

~.1\·,o'J •:£) 
-:·, :r; )' :;i ;'lrr:vT0£1};! o:.::~J~.~t t~·);;: ··~ ! .. ,:Ju:TJ n~ju~_l'lt.iittl'· .... tjfJ"~ .ol {.:}) . . . . 

-·.'( ~- ,; ,.tU!! aea.eJ LVi.i:ri n :r .~;,"Jf·;.orrr ~J.C:-{r .. }!J :if!~anrrr·:~!;'~:l:. 

~~--~- :~_··-~ ~~-~-((~ c-: .. r r'J !Jft!; ~:;;;~fl~·i ·-: · · 1 o"l LcHv r.tih'J~i0J J~.::~:h£t 
jr;~~;~ --~J !' 1· in :li:~r.lt;l.tJ vau ::; ~:je~~o_J ·:J:r~i .. -~r•.tJt:Lii'1!..t. :r..iJ. .~.: 
.... ~1 l,,:· ·: 1.i ffl!J,-: ,:t;·.rfl :t·,.::;z9 .. tt:·-i~'t.!i {:fJ:.f.£f!,!Jl~~1. ~::~ r~y.,· ";ra·i.t:;.o 
:;r~11· ::!. _;, I1t:.l·; ~fnf'f"t 1i.-, .~J~~·>_u,,., ;~~.:;!! !.".~n9'1fJb !~.).t PFra •)J')r1~ 

--i:O~~ll~..' eU u:J'JH ;:~.ffiJif!~;;i~) ·,;~;·~.::~ "Jft ~l•tf·.,"lofL: td0)f1? ..-_; :.:•1\.l '-£,f:i.O_ 
.!..r:.Una(JP.r-o; 8f! [bsil 

n n: 
I ·· I : ' I ------ ' 

(- ~ t 
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t'!8.R~~33J>*5 
"SECRET", "CONF!JI.ljl~{!.?l.~?;r:tAND "RESTRICTED" 12.0.;.;213 

!}1.e iP. .. ~h~.~H1Y!S~o2l tl}§·[YJti-te<I.§J:.llJgs,a!!!!(ii to,,p_e.rsqP.§JJ.Qfnl.:Y.!<JQubt~.!il::loYaltymnd 
,~J[ic,r,eti?J!o:'X9-8::,~~11 Cfi9P,eJg.t;\pg.1~I}Jgg!er:gm,ep..~a,b,W.91k,;'l"Jrrl:o rrn 'l.ct b·JWhl~F !:l't:l 
'To ~b.~.~!,~gP!ltSf;~l!5 ,<;2n\~~B!nPJ!l~~ gf.TI:s~a.l5!9.1'l}ffi.l!!lis~ttql1§;,:_;.'i'hEti~9nten_ts 
.9~ c~IP£~1!-11 !i9Jll1~WBi~~J~2,Il,§• il':.lt~!ae-s 12! 1~0~:l~J:;t.~s~~9~h!!.tJJ tt!h S£!{!1Je£Y;i J~tll·1 D.Qt ;clte 
~rE:lYI(M!:<1 ,J~x~~Pt.:n1° rS&?,seiJEfJi'~l~ll~ieitt!tl~g.:; !<.>J ~S!iiVf!Ii\J}fllt·; j§~e:'.P!trl,lgt:}lnl;l; rJ:, 
.~~'" ~1<hJ~·.w e;t 'I9i'!.'lo~ 'I9!}iao J.mrlvr •• ~;,;,;S !nj1crU $rl1 'to ::;HNii ff)1f!J,:riinu3 

j rr· .2~· )~~f.~gu~.r.~ttW 2!~~9):1~11!H~}I §~E'i.!l~~· .. u,G.11i~J!!i· ,gf v_Q;!!!!;l, ·.11ll<ln J3e!'YJ~el1:.t.cl:!a:rged 
:{{:l If, rm~J?OI~J..~ ~il,iJ?:J I!9;; 'l !,h ~! ilf}._!i~\}09iJ9Jrr IU.Sll.~urg,~ . t~Hlm!eq1d~£h I;Jl e.:! h se<;rets 
Nh;9~~ UtD~r13t <HtJ;s;t.!rt P.,~W}~r1(1Vel~Me ..... ~l?ar·l,1! u~J18§0Q,,7,QQ);'"'Yill:;,b_a.,se;rsu,cl}. 
·met;, ~R~~~.; u ~w~._n1J.t!/J0d':'! 8i£I]~ C!~ t:lh.<~s~ .!.~~~ Ja !L 01:\'! £ llR47 Sgc;!,i~ I! tiVJ .- :?.!Yi 8.50-:2\\.J ~ 
wn~~,;; ~~trR'Bar1~All~r 4,gs:;:..m-.~n:te S\i§!r.~]?Ht~~ ?11 ti?~.:t.~h!)tE_!r::An1~Y"'m:~~§£.ret'jr<or 
~·,y,on,t;,qe!J t\~E'!'ilomwep, t~ i'.Y,~~~.~: ,R_y 1&etr:Itl~ tlH)e ·~m~l>11! r~mlifg r~!.i.§tXtbu H<l!l~ <?lilt 
-~~CLe,JAlJ ~~£-l;Y,'trTIWns.Snt~ini&lJ.i,~aejerjJJ!!N.C!Y:n::;.;f'lruth.\!}S ~.11~!2~1·Y·L~gt:f!')gTI~JQi_ng, 
~Vn1 ;,'3lHJn.Jl .. t3qafl.I~B0~\H9H 1m ,<;0J1\£t.I~ity.> ~!tR-;) ~¥~JJrr.:..eg\1Ju!ill?.~AU!..J Q..~er:4.r,p;ty ' 
He:mlations. .'l;:>!-:;fJ s:./:tw 97foYril jon Hivr flrrc ulilJJ')['·'l"'t'l: •11 

tm¥J;, ~t} v?h,>42£Effi.1Jl,t~;""'i"v'\ll :F~<I\l~~s.\~ ~9.r.ul'{!l:YYfl.S.§£1:~t, :m_(l,;s~gfjg~u,tjai ,dq,cu
!~WN~ ·~\YPL:.qEt0~R8~Ltt~~1, to, .,'!'h:/'_,1 ;o;\~j}~~ai?:_t)u ~p!?rH!:9JLs~esm..t- :md:e ~9P~!=l.:;Pti.!J:J 
.~C(~UI!l~Jih'l ~~~I!?J,4~~1I.flet3\mlJ1.~ll~~JWHf.lf··iP.~'P8S§\),SS}9.n 1 gt,1 ~rt»Y .?..Gtiyitiel;),i;:WJH 
.p.y,,~~~eg.1WrH)Rr~v\9lrSlt~·RH.~~~.CJl.':.e. q,s Ar;w~'J"§.~c;re!!)-,!Jr;c1-~J.9qn!J..d.en.t.ilil''..t~9.CJ1~ 
!fl~n.~o>.'I !J.JI1o:;W~lJ 19~1~.i~it,C0,,JtPt,~,chfg.J;·rE;l ·Jtll~•!ill,ii!I~~!1Hr~,myr,~;!IPY.•~··t4eiliSs}Jii1g 
BiiP11t-.tmtm~~!·:oilJnn o1' o~1dw f)91'2:'!7f,:;r, 'lOd'I:JfJ sil:l m,dj '19rln liuc.'I9q eu:a 

25. Report of loss or subjection to compromise.-Any person in th~yiJJi1itary1 
!l,r?.:•Sie<i.J!.~I1 ?:~l.il29a!9!w~\WJ J o;>,§l3:Rh..S~ll Jlj ~~q9P:ri tt?..:t f.QJP.P.~'.Q.IEis~.fl.Qt:s:t.rii.S.e_cret~, ~or 
:;9RVfk~~p,H~K[P.Ji%u11\W.t r-,'Y;\}bHf9l!}l]t!YM"epgr.tr tt\It ht.!J.£.hc.!9.Ah~ · 1custoJlian , o~ 
l}m'J <'!ss;:n:q~n~~·;7;v~.2e·~im immg\'\il!.te,~Y,. !'.ePO!'.t:ntJlJ;·rJos_l;)1r.or .c.olllPr.omJse t.o~the 
~~~ujn~.a~PvmtYdrrsur'u,;)o!J ''fJ:Ua::Jbfr:Jt,~" nJ•.tr:l heHnTJ sdt :t,l aJimil h:l.rr'4m.) 
-wo ,::lJ;ic~.r moil D::r.o o:i r.0;tJOLPI:-.rsfucTi6'~ y.<.a01.c:x9 !>&lrJ<:>H! ·r'l HHm 09'Ju;:-i;;cH 
'lo'l IS: ;frrwr,~r.'J'}fJ c! b!>ch9~9'1q en .in:Jt:J eLf ·u:·•l v,9r;t ,e9jllJi1 tYc>:!FU B!I1 9bia 
.p,<Jtr::!B :u•if!U 'Ief,nu TRAN•SM•IT[''INGLDOQUMENTSlo ,Fln·:•ll:J!:lob ''.l9'r:>·::3'' 
9rlj ·w Pm9i3T?. fn7?.C•1 Q~i:.no'l: 'lliS rlglio'.!di !l?.r<~ jon oo ·;,'9rH [J:;f>i·,o·Jc:Parai;raph'. 
::secret:: doc.uments :. how prepa~e~ for tra.ns~ission.irP.~t()Y~?.ffi'~P:,f!,~d !~~~e~.etPJ;::--.-;.:-~-:;t.;.2~6~ 
s;;.~et ....... ~.0~ u~e~ t~: j ~?r'v,,ltf~~st~d!t}9~;-;:."7,-;--:-r7·~-::~-:-~:rr.;::r.-r·rr;::--.. ~-~-)-.-,.;-17·-~7.-~-:~-~l~27 

"C:onfid:•ntm1''· do·cumentsl: 'bow prt·pared·forrtransmission ·; 'liy"wh'dm oP'e·n'e'tl'; 're'cefpL:. '-'28 
'\,Confidentiftlj'i9d0cumf'~ts·;·Tlh0\V £fa.nsrui'fte·d.i.=.:.0_.:.:·~-l~!.tJlJJS.f:--_fi~'ll_~:_;_~Lil!.:!.._~~'.:_;~ ~~·2·91 
'~~1~~ ~}ii 9!e 4_)! d<?_ 9H gt e9.t..,s~ ;!J!I.9}Yl Jrl! n:s111_!t ~~ d .z---:--£:~_;._~!..: !f_ ..:¢-!~~.:!l::!'...;"'-.!.1'1.~.::.t_!!!?.!.Ld ___ ;) .. t !301 
Transmission l>y airplane prohibited except in emergency ---------,---------"'"'"'·~7:''"<;'' ;;.:11 

H)2~;'"','Secret'JLdO_cuments;:h,ow,:preparEkf.for transmissiJnr;·.l:)y:whoro opened; 
~e_c_eipt.,-a:l Exceptfl during c. the:npwcess I1o1l' ·todt:l tt'ilistf.ibuti'on• · in'"the -,; persofiaP 
C,~lStouy.; of. ._perS(lllS !aU thorized:i!toO]han'dle!'JSUch'> rna tter:5 cf(fr i itransmis~ioJ:i 1: fo'i 
a1;1other-· personl'itli'e·!Se'nder,-;:ofl<a''JdocuiiHin t' • inarkeaaJ" secret'1. wiH~-iifclosc: it r in' 
an1 inner..,and ,annouter lcover: ~The'Iinrierncovet.·:wm ·bet a1t8i\:iredl£wi;ap'p~r :.of'J 
envelope addresse<t in the usual way, but plainlyJfmatlfedi· ''Secret"~''h1'rS'ucfi1 
manner that the notation may be most reallily :tl~J;?..(I\chen1the;.outer, cover is 
removed. The inner cover will contain \1,-l:~seipJ !O.W .:~tlt:l1:•wJll:,iC!~n!JJ,yythe 
addressor, the addressee, and the document. The package thus prepared'""\vill 
then be 'rnclosM'I:jbi:hlifoilter coYer, which will pe seale<! and aadressed in the 
ordfi:ia'r:Y inai:i!l.gr)with no notation to indicate the secret na.tJire, ?f).thi:i:t:o~tJA'ts. 

b. So far as practicable the inner cover marked "Secret" ·wm ·he vopened only 
"'Y'"''\_3() .. ,_, "'i· 

by the person to whom addressed. When the inner cov',er,'is opened, the receipt 
form will be dated and signed by the addr~'lse~;;:ihJ"'i1tU:d1ed>(J' the sender at 
the earliest practicable moment. 8 

... ;r :•·J•-~!o u:llntJ•,o:: ·t~ .. t.::::-1· .,.,,,l i,;. u 

----·-------~-.-, -:-,-·-:-·7-:-:-----·--.·--,-. . :-;;.~--9 --.. -.. :;;· 
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.. 
c:::27.+~£'secieti-~l'-'docu:nlents;' liow:: transilii't't~d.. 11"••sJ~rile J·d.ocub'ients'ri*ni ;J1e 
'transmitted by an : officer:Zmessenger::ar "cc!firfer'='Wh'eneve'P practitahie?! lswii~h 
tit'is:: impracticabie3toLtfansiliit ~secfet. a<fc'lim"ent:S~ 1by'Tail ?Q'ffi~e:rme~~~ngJP. or 
comier!::wrthtn '~the' c<ihtiiieilt:fti '·Hllii ts .: of 'thtt·tiilite<I .. sfai:~s; ~til.~i''wiil1 b:e·''tr'ad~-' 
.ihittect:•oY''registeredl:fua'n;:,:lFor' trin'sr§oH:atio:ri:·t~·;·~fid;ti-~m0potD.'t:S7out8td.e1 ···iii'e· 
'continental limits> of . the. United States, when officer couiier is nof'''a~~l:iab{e, 
:tney:imay~Sbe'tranSpo'rfeditJ'y 'sti1l:e: Department ;otrif§fr~k':"p<i~cli ';'~in the -'~vent. 
<that'crieftlier';officer::coui-ier hoi'· dipiomatic"poiiC'h'its (~vaii.'a6i~,':the 1 resphri~lbi~· 
·officer". maii ·aesi'ini{te':lfis ;:c-ouriers r:·Mr !;fi:tiB;·iJuri:idsei citlzt;ris ~of; tiiJ thiu~d. 
· Stiit'e&:.who ~are~ 'dee'med":' .Woitlf;f.;l}:f- ~pecii:ti' · tfust? such'-' lli' 'l)ffi'C~f.s 'if(ir-' o'ffi~ial~·J 6'f 
'other~ Goternri.ieiif 'm~piirfihk.iits; br~·m~ster!i of'!ves-seis~ unli~rc.:uni'ted:- St;;tes 
registdr~JJ 7cohiihan'dini' officers.'of'':Porr~···oi' 'ieinb'a~k'at_iCin';wiii'?~r~:~H~~·:£8r' t.~·~ 
sa:fe triuisvoi-tation:· ~or :<iodiriienfs ·f6rwiirde\i"f6! th'ein'''foi-''tralis!lli~sion, 'e'~lnlst~ 

·ing•ihein tocthe' coiilmifndm'g_ officer ofJ;troops''on 'iih .A:ri1'§"tF~~sriort' wlie'n t'iiis 
is practicable and·will·not.lnvolve·undue delay. ·. . . .· .:~~;Lr,lfl~?~.: 
-:: 2s~ :<.<con::fideri tia1"3 d'ociiffieilts ;-: ho'tV :p'i.-e:Pa'red I 'toz.-triffsffiis9ibti';·: t¥ w'h'b~ 
opened.;· recef:i;it)-:..:Documerlts 'ilia}:' ked: "Confident'iar' 1w'iii: ~!t:r\repa'rkcFror 'H'a1's~ 
mH;'sion' 1h·· the same· tilanner'''as prescrioed.aforl:··secreW~docuiliedH; ''([iilf:' "2'6')~· 
except':that the ·inner' cover'Y.wiii"c(intiifn ~'ii1 'rece1pt'~'formlbnly'1wheh' 1 tfie. ~~nder 
deems. ite'riecessary·;; 'an.'cF'tlfatJ the:- innltr cbverJn{ay 'bi?'opened · bf,.'soih~"~ r~~poi:i~ 
sible person other than .the . person addressed when so a)lthoriz:ed ''byc:t:t'ub 
add:f(;SSee: ~ !.· ;;.;~- :':'1 ;:tL.' ... :-.!"':)tr":l'J'"i-::.~'J"""·:: c! .uol·Ja:t1r~c 'r.) P~'J[i~;-r .. ,l.~~·. :f.~:. 

·;.c 29. ;"coiifiden tial"! docu:iiien tsf h'o~: 't:r~ksmitte'cH" 1 .niMm'iren'tiPii1ii'rifecf1ic6'll! 
fidential;'~wnen t:t'railsmi t'i:'ed: loy nai:i'd~·Wili itW.entnWted >oiiiF'to'resv~'ciaiilri:1rfi'it~ 
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SECTION I 

ESPIONAGE 
Para-
graph Page 

Unlawfully obtaining or permitting to be obtained Information atteotlng national defense..... 1 1 
Unlawfully disclosing lnfor:tnatlon affecting national defense.................................. 3 2 
Seditious or disloyal acts or words In time of war.............................................. 8 8 
Conspiracy to violate preceding sections...................................................... ' 8 
Harboring or concealing violators oflaw....................................................... 6 8 
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1urlsdlction of courts-martial and military commissions....................................... 8 4 
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1. Unlawfully obtaining or permitting to be obtained information affect
ing national defense.-That (a) Whoever, for the purpose of obtaining in
formation respecting the national defense with intent or reason to believe that 
the information to be obtained is to be used to the injury of the United States, or 
to the advantage of any foreign nation, goes upon, enters, flies over, or otherwise 
obtains information concerning any vessel, aircraft, work of defense, navy yard, 
naval station, submarine base, coaling station, fort, battery, torpedo station, 
dockyard, canal, railroad, arsenal, camp, factory, mine, telegraph, telephone, 
wireless, or signal station, building, office, or other place connected with the 
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national defense, owned or constructed, or in progress of construction by the 
United States or under the control of the United States, or of any of its officers 
or agents, or within the exclusive jurisdiction of the United States, or any place in 
which any vessel, aircraft, arms, munitions, or other materials or instruments for 
use in time of war are being made, prepared, repaired, or stored, under any con
tract or agreement with the United States, or with any person on behalf of the 
United States, or otherwise on behalf of the United States, or any prohibited 
place within the meaning of section 6 of this title; or (b) whoever for the purpose 
aforesaid, and with like intent or reason to believe, copies, takes, makes, or obtains, 
or attempts, or induces or aids another to copy, take, make, or obtain, any sketch, 
photograph, photographic negative, blueprint, plan, map, model, instrument, ap
pliance, document, writing, or note of anything connected with the national 
defense; or (c) whoever, for the purpose aforesaid, receives or obtains or agrees 
or attempts or induces or aids another to receive or obtain from any person, or 
from any source whatever, any document, writing, code book, signal book, sketch, 
photograph, photogmphic negative, blueprint, plan, map, model, instrument, 
appliance, or note, of anything connected with the national defense, knowing or 
having reason to believe, at the time he receives or obtains, or agrees· or attempts 
or induces or aids another to receive or obtain it, that it has been or will be 
obtained, taken, made or disposed of by any person contrary to the provisions of 
this title; or (d) whoever, lawfully or unlawfully having possession of, access to, 
control over, or being Intrusted with any document, writing, code book, signal 
book, sketch, photograph, photographic negative, blueprint, plan, map, model, 
instrument, appliance, or note relating to the national defense, willfully communi
cates or transmits or attempts to communicate or transmit the same to any 
person not entitled to receive tt, or willfully retains the same and falls to 
deliver it on demand to the officer or employee of the United States entitled to 
receive it; or (e) whoever, being intrusted witl:i or having lawful possession or 
control of any document, writing, code book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat
ing to the national defense, through gross negligence permits the same to be re
movl!d from Its proper place of custody or delivered to anyone in violation of his 
trust, or to be lost, stolen, abstracted, or destroyed, shall be punished by iiru;
prisonment for not more than ten years and may, in the discretion of the court, 
be fined not more than $10,000. Sec. 1, Title I, act 15 June 1911 (40 Stat. 2.17), aa 
amended by 8ec. 1, act 28 March 1940 (54 Stat. 19 ,·50 U. B. a. 31). 

Ia. Unlawfully disclosing information affecting national defense.-(a) Who
ever, with intent or reason to believe that It is to be used to the Injury of the 
United States or to the advantage of a foreign nation, communicates, .delivers, 
or transmits, or attempts to, or aids or induces another to, communicate, de
liver, or transmit, to any foreign government, or to any faction or party or 
military or naval force within a foreign country, whether recognized or unrecog
nized by the United States, or to any representative, officer, agent, .employee, 
subject, or citizen thereof, either directly or indirectly, any document, writing, 
code book, ·signal book, sketch, photograph, photographic negative, blue print, 
plan, map, model, note, instrument, appliance, or information relating to the 
nationaf defense, shall be punished by imprisonment for not more than twenty 
years: Provided, That whoever shall violate. the provisions of subsection (a) 
of this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, record, publish, 
or communicate, or attempt to elicit any Information with respect to the move
ment, numbers, description, condition, or disposition of any of the armed forces, 
ships, aircraft, or war materials of the United States, or' with respect to the 
plans or conduct, or supposed plans or conduct of any naval .or military opera
tions, or with respect to any works or measures undertaken for or connected 
with, or intended for the fortification or defense of any place, or any other 
information relating to the public defense, which might be useful to the enemy, 
shall be punished by death or by imprisonment for not more than thirty years. 
Sec. 2, act 15 June 1917 (40 Stat. 218; 50 U.S. 0. 32). 

3. Seditious or disloyal acts or words in time of war.-Whoever, when the 
United States is at war, shall willfully make or convey false~ reports or false 
statements with intent to interfere with the operation or success of the mili
tary or naval forces of the United States or to promote the success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause Insubordination, disloyalty, mutiny, or refusal of duty, in the 
military or naval forces of the. United States, or shall willfully obstruct the 
recruiting or enlistment service of the United States, to the Injury of the service 
or of the United States, shall be punished by a fine of not more than $10,000 
or imprisonment for not more than twenty years, or both. Sec. 3, act 15 June 
1917 (40 Stat. 219), revived and restored- b!l act" S March 1921 (41 Stat. 1359; 
50 u.s. 0. 33). 

4. Conspiracy to violate preceding sections.-If two or more persons con
spire to violate the provisions of sections 2 or 3 of this title, and one or more 
of such persons· does any act to effect the object of the conspiracy, each of the 
parties to such conspiracy shall be punished as in said sections provided in 
the case of the doing of the act the accomplishment of wllleh Is the object 
of such conspiracy. Except as above provided conspiracies to commit offenses 
under this title shall be punished as provided by section 37 of the Act to 
codify, revise, and amend the penal laws pf the United States approved 4 l\1arch 
1900. Sec. 4, :l'itle I, act 15 June 1917 (40 Stat. 219; 50 U. S. 0. 34). 

5. Harboring or concealing violators of law.-Whoever harbors or conceals 
any person who he knows, or has reasonable grounds to believe or suspect, has 
committed, or is about to commit, an offense under this title shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act 15 June 1917 (40 Stat. 
219); as amended by sec. 2, act 28 March 1940 (54 Stat. 79,· 50 U.S. 0. 35). 

6. Designation of prohibited places by proclamation.-The President In time 
of war or in case of national emergency may by proclamation designate any 
place other than those set forth in subsection (a) of section 1 hereof In which 
anything for the use of the Army or Navy is being prepared or constructed or 
stored as a prohibited place for the purposes of this title: Provided, That he shall 
determine that information with respect thereto would be prejudicial to the na
tlonatdefense. Sec. 6, Title I, act 15 June 1917 (40 Stat. 219; 50 U.S. 0. 36). 

7. Places subject to provisions of chapter.,-'l'he provisions of this title shall 
extend to all Territories, possessions, and pl~ces subject to the jurisdiction of 
the United States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jurisdiction of the United States and outside the territorial limits thereof 
shall be punishable hereunder. Sec. 8, Title I, act 15 June 1917 (40 Stat. f19; 
50 u.s. o. 37). 
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8. Jurisdiction of courts-martial and military commissions.-Nothing con
tained in this title shall be deemed to limit the jurisdiction of the general courts
martial, military commissions, or naval courts-martial under sections 1342, 1343, 
and 1624 of the Revised Statutes as amended. Sec. 7, Title I, act 15 June 1917 
(40 Stat. 219; 50 U.S. 0. 88). 

9. Jurisdiction of courts of Canal Zone and Philippine Islands of offenses 
on high seas.-The several courts of first instance in the Philippine Islands and 
the district court of the Canal Zone shall have jurisdiction of offenses under this 
Act committed within their respective districts, and concurrent jurisdiction with 
the district courts of the United States of offenses under this Act committed 
upon the high seas, and of conspiracies to commit such offenses, as defined by 
section 87 of the Act entitled "An Act to codify, revise, and amend the penal 
laws of the United States," approved 3 March 1909, and the provisions of said 
section, for the purpose of this Act, are hereby extended to the Philippine Islands, 
and to the Canal Zone. In such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the powers and perform the duties 
provided in this Act for United States attorneys. Seo. 2, Title XIII, aot 15 June 
1917 (40 Stat. 281; 50 U.S. 0. 89). 

SECTION II 

PHOTOGRAPHING, SKETCHING, MAPPING, ETO., DEFENSIVE 
INSTALLATIONS 

Para
graph Page 

Photographing, etc., defensive Installations regulated; penalties------------------------------- 10 4 
Photographing, eto., from aircraft------------------------------------------------------------- 11 6 
Reproducing, publlshing, selling, etc., uncensored copies______________________________________ 12 6 
11Aircraft," "posts," "camp," and '4station," defined ______ ·----------------------------------- 13 6 
Geographical application ollaw_______________________________________________________________ 14 6 
Photographing, sketching, mapping, etc., military or naval reservations, properties, equipment, 

etc., as unlaw lui._------------------·-------------·------------------------------------------ 15 6 
Perml~sion to photograph, sketch, map, etc-------------------------·------------------------- · 16 7 
Penalties lor violations. _________ -------------------------------- ____ ·------------------------- 17 7 
Application to Philippine Islands------------------------------------------------------------- 18 7 
Effective date ot sections 781-785------------------------·------------------------·------------ 19 7 
Regulations under Public Law 627----------------------------------·------·------------------ 20 

10. Photographing, etc., defensive installations regulated; penalties.
That, whenever, in the interests of national defense, the President shall define 
certain vital military and naval installations or equipment as requiring protec
tion against the general dissemination of information relative thereto, it shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or graphical 
representation of such vital military and naval installations or equipment with
out first obtaining permission of the commanding officer of the military or naval 
post, camp, or station concerned, or higher authority, and promptly submitting 
the product obtained to such commanding officer or higher authority for censor
ship or such other action as he may deem necessary. Any person found guilty 
of a violation of this section shall upon conviction be punished by a fine of not 
more than $1,000 or by imprisonment for not more than one year, or by both 
such fine and imprisonment. Sec. 1, act 12 January 1938 (52 Stat. 8; 50 
u.s. 0. 45). 
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a. Defining certain mtaZ military and navaZ installa.tions and equipnumt.
Executive Order 8381, 22 March 1940· (5 F. R. 1147), D. I. Whereas section 1 of 
the act 12 January 1938 (52 Stat. 3; 50 U.S. C. 45), provides: 

NOW, THEREFORE, by virtue of the authority vested in me by the foregoing 
statutory provisions, and in effectuation of the purposes of the said act of 12 
January 1988, I hereby define the following as vital military and naval installa
tions or equipment requiring protection against the general dissemination of in
formation relative thereto: 

1. All mil1tary or naval Installations and equipment which are··now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret", "confidential", !or "restricted", 
and all military or naval installations and equipment which may hereafter be so 
classified, designated, and marked with the approval or at the direction of the 
President, and located within: 

(a) Any military or naval reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. 

(b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
by the act of 4 March 1917 (39 Stat. 1194; 18 U. S. 0. 96). 

(c) Any airspace reservation heretofore or hereafter established and existing 
under authority of section 4 of the Air Commerce Act of 1926 ( 44 Stat. 570; 
49 u.s. c. 174). 

(d) Any naval harbor closed to foreign vessels. 
(e) Any area required for fleet purposes. . 
(f) Any commercial establishment engaged in the development or manufacture 

of military or naval arms, munitions, equipment, designs, ships, or vessels for 
the United States Army or Navy. 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels, 
instruments, engines, manufacturing machinery, tools, devices, or any other 
equipment whatsoever, in the possession of the Army or Navy, or in the course 
of experimentation, d~velopment, manufacture, or delivery for the Army or 
Navy, which are now classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
"secret", "confidential", or "restricted", and all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or at the direction of the President. 

8. All official military or naval books, pamphlets, documents, reports, maps, 
charts, plans, designs, models, drawings, photographs, contracts, or specifica
tions, which are now marked under the authority or at the direction of the 
Secretary of War or the Secretary of the Navy as "secret", "confidential", or 
"restriCted", and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the Presid~nt. 

b. Chapter 1 of title 2, Canal Zone Code, approved 19 Jline 1934 ( 48 Stat. 1122; 
48 U. S. C. Ch. 6, Note) has been amended by the act of 1 December 1941 (55 
Stat. 798). This amendment confers upon the Governor of the Panama Canal 
the following powers: 

• * "' the Governor Is hereby authorized to make, and from time to time 
alter and amencl, regulations prohihiting or restricting: 

(a) The making of any photograph, sketch, drawing, map, or graphical repre
sentation of, within, or upon any such .part or feature of the Panama Canal, 
or any such area, object, installation, or structure within the Canal Zone; and 

(b)· The possPssion of any camera within any area or areas in the Canal Zone 
which the Governor may designate: Provided, however, That no regulation made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted or performed by persons in 
the service or employ of the Unitefl States in the course of their official 
duties. • * • and makes punishable by fine, imprisonment, or both, violation 
of regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulations prohibiting the photo
graphing of certain areas, objects or strnctures, establishing areas within which 
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photographing is prohibited, and establishing certain areas within which the 
possession of cameras Is prohibited. See Part 28, Chapter 1, Canat Zone Regula
tions (7 F. R. 2135). 

11. Photographing etc., from aircraft.-Any person who uses or permits or 
procures the use of an aircraft for the purpose of making a photograph, sketch, 
picture, drawing, map, or graphical representation of vital military or naval 
installations ot· equipment, in violation of section 1 of this .~ct, shall be liable 
to the penalty therein provided. Sec. 2, act 12 Januar11 1938 (52 Stat. 8; 50 
U. S. C. 45a). 

12. Reproducing, publishing, selling, etc., uncensored copies.-on and after 
thirty days from the date upon which the President defines any vital military or 
naval installation or equipment as being within the category contemplated under 
the first section of this Act, It shall be unlawful for any person to reproduce, 
publish, sell, or give away any photograph; sketch, picture, drawing, map, or 
graphical representation of the vital military or naval installations or equip
ment so defined, without first obtaining permission of the commanding officer 
of the military or naval post, camp, or station concerned, or higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa
tion has clearly indicated thereon that It has been censored by the proper 
military or naval authority. Any person found guilty of a violation of this 
section shall upon conviction be punished as provided In the first section of this 
Act Sec. 3, act 12 January 1938 (52 Stat. 8; 50 U.S. 0. ,45b). 

13. "Aircraft," "post," "camp," and "station" deflned.-The term "aircraft" 
as used in this Act means any contrivance known or hereafter Invented, used, or 
designed for navigation or flight in the air. The expression "post, camp, or 
station" as used in this Act shall be interpreted to Include naval vessels, military 
and naYal aircraft, and any separate military or naval command. Sec. 4, act 12 
Jamw1·y 1938 (52 Stat. 4; 50 U.S. C. 45o). 

14. Geographical atmlication of law.-The vrovisions of this Act, shall ex
tend to all Territories, possessions, and places subject to the jurisdiction of the 
United States, whether contiguous thereto, or not and offenses under this Act 
when• committed upon or over the high seas or elsewhere within the admiralty 
and maritime jurisdiction of the United States and outside the territorial limits 
thereof shall be punishable hereunder. Sec. 5, act 12 January 1938 (52 Stat. 4; 

.5o u.s. a. 45d). 
15. Photographing, sketching, mapping, etc., military or naval reserva

tions, properties, equipment, etc., as unlawful.-Whoever, except In perform
ance of duty or employment in connection with the national defense, shall 
knowingly and willfully make any sketch, photograph, photographic negative, 
blueprint, plan, map, model, copy, or other representation of any navy yard, 
naval station, or of any military post, fort, camp, station, arsenal, airfield, or 
other military or naval reservation, or place used for national-defense purposes 
by the War or Navy Departments, or of any vessel, aircraft, installation, equip
ment, or other property whatsoever, located within any such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or In the waters adjacent 
thereto, or in any defensive sea area established in accordance with law; or 
whoever, except in performance of duty or employment in connection with the 
national defense, shall knowingly and willfully make any sketch, photograph, 
photographic negative, blueprint, plan, map, model, copy, or other representa
tion of any vessel, aircraft, installation, equipment, or other property relating 
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to the national defense being manufactured or under construction or repair 
for or awaiting delivery to the War or Navy Departments or the government of 
any country whose defense the President deems vital to the defense of the 
United States under any contract or agreement with the United States or such 
country or ·otherwise on behalf of the United States or such country, located 
at the factory, plant, yard, storehouse, or other place of business of any con
tractor, subcontractor, or other person, or in the waters adjacent to any such 
place, shall be punished as provided in this Act. Sec. 1, act 25 {,;me 1942 (56 
Stat. 890 ,· 50 U. S. C. App. Sup. 781). 

16. Permission to photograph, sketch, map, etc.-Notwithstanding the pro
visions of section 1 of this Act, the Secretary of War or the Secretary of the Navy 
is authorized, under such regulations as he may prescribe, to permit photo
graphs, sketches, or other representations to be made when, in his opinion, the 
interests of national defense \Viii not be adversely affected thereby. Ses. 2, act 25 
June 1942 (56 Stat. 391; 50 U.S. C. App. Sup. 782). 

17. Penalties for violations.-Any person found guilty of a violation of this 
Act shall, upon conviction, be punished by a fine of not more than $1,000 or by 
imprisonment for not more than one year, or by both such fine and imprisonment. 
Seo. 3, act 25 June 1942 (56 Stat. 391; 50 U.S. C. App. Sup. 783). 

18. Application to Philippine Islands.-The provisions of this Act shall apply 
in the Philippine Islands as well as in all other places within the territory or 
jurisdiction of the United States. Sec. 4. aot 25 June 194ft (56 Stat. 391,• 50 
U.S. C. App. Sup. 784). 

19. Effective date of sections 781-785.-This Act shall be effective only for 
the duration of f.he present war as determined by proclamation of the President. 
Sec. 5, act 25 June 1942 (56 Stat. 391; 50 U. S. 0. App. Sup. 785). 

20. Regulations under Public Law 627.-The following regulations, promul
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec
tion 2 of Public Law 627, which appeared in 7 Federal Register 7307, are pub
lished for the information and guidance of all concerned: 

MAKING OF PHOTOGRAPHS, SKETCHES, ETC., OF MILITARY OR NAVAL 
SUBJECTS 

Pursuant to the authority conferred upon the Secretary of War and the Secre
tary of the Navy by the Act of Congress approved 25 June 1942·(Public Law Number 
627-77th Congress), "to prevent the making of photog{aphs and sketches of 
military or naval reservations, naval vessels, and other naval and military prop
erties, and for other purposes," the following regulations are hereby pre-
scribed: · 

(a) Sketches, photographs, photographic negatives, blueprints, plans, maps, 
models, copies or other representations, may be made of any area, place, property, 
or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627-77th Congress), only upon the expressed permission of the Secre
tary or his authorized representath·e having jurisdiction of· the subject matter. 
Such permission will be granted only if the interests of national defense will 
not be adversely affected thereby. 

(b) The authorized representatives who may grant the necessary permission 
are: ,' 

War Department. Any Commanding General of a Defense Command, Theater 
of Operations, Department or Service Command. Director of War Department 
Bureau of Public Relations, or any Commander of a post, camp, or station. 

Navy Department. Fleet Commanders or Commanders of any major subdivision 
thereof, Commanders of Sea Frontiers, District Commandants, the Director of 
the Office of Public Relations, Commanding Officers of Ships, Aircraft Squadrons, 

7 
.A.GO 98 

! I 



11' •J 

AR 380-10 
20-23. 

REF .ID:A4127207 

SAIFE'GUARD :MJLITARY INFOR:MATION 

or Stations, or, an officer of the U. S. Marine Corps having a command equivalent 
to any of the foregoing. 

SECTION III 

RADIO AND WIRE COMMUNICATION 
Para
graph Page 

Unauthorized publication or use of communications________________________ 21 8 
General penaltY-------------------------------------------------------- 22 8 
Violation of rules, regulations, etc________________________________________ 23 8 
Powers and duties of commission_________________________________________ 24 9 
War powers of PresldenL----------------------------------------------- 21:1 10 

21. ·Unauthorized publication or use of communications.-No person receiv
ing or assisting in receiving, or transmitting, or assisting in transmitting, any 
interstate or foreign communication by wire or radio shall divulge or publish 
the existence, contents, substance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward ·such communication to its destination, or to proper accounting or 
distributing officers of the various communicating centers over which the com
munication may be passed, or to the master of a ship under whom he is serving, 
vr in response to a subpena issued by a court of competent jurisdiction, or on 
!l.emand of other lawful authority; and no person not being authorized. by the 
sender shall intercept any communication and divulge or publish the existence, 
contents, substance, purport, effect, or meaning of such intercepted communication 
to any person; and no person not being entitled thereto shall receive or assist 
in receiving any interstate or foreign communication by wire or radio and use 
the same or any information therein contained for his own benefit or for the 
benefit of another not entitled thereto; and no person having received such inter
cepted communication or having become acquainted with the contents, sub
~tance, purport, effect, or meaning of the same or any part thereof, knowing 
that such information was so obtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meaning of the same or any part thereof, 
or use the same or any information therein contained for his own benefit or 
for the benefit of another not entitled thereto: Provided, That this section shall~ 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communication broadcast, or transmitted by amateurs or others for the 
use of the general public, or relating to ships in distress. Seo. 605, aot 19 June 
1934 (48 Stat. 1103; 47 U. S. a. 605). 

22. Gerieral penalty.,--Any person who willfully and knowingly does or 
causes or suffers to be done any act, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or fails to do 
any act, matter, or thing in this Act required to be done, or willfully and knowingly 
causes or suffers such -;;mission or. failure, shall, upon conviction thereof, be 
punished for su~h offense, \fpr which no penalty (other than a forfeiture) is 
provided herein, by a fine of• not more than $10,000 or by imprisonment for a 
term of not more than two years, or both. Seo. 501, act 19 June 1934 (48 Stat. 
1100; 41 u.s. 0. 501). ~ 

23. Violation of rules, regulations, etc.-Any person who willfully and 
knowingly violates any rule, regulation, restriction, or condition made or imposed 
by the Commission under authority' of this Act, or any rule, regulation, restriction, 
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or condition made or imposed by any international radio or wire communications 
treaty or convention, or regulations annexed thereto, to which the· United States 
is or may hereafter become a party, shall, in addition to any other penalties pro
vided by law, be punished, upon conviction thereof, by a fine of not more than $500 
for each and every day during which such offense occurs. Sec. 502, act 19 June 

1934 ( 48 Stat. 1100; 41 U. S. a. 502). 
24. Powers and duties of commission.-Except as otherwise provided in this 

Act, the (Federal Communications) Commission from time to tl~e, as public 
convenience, interest, or necessity requires, shall- • "' "' 

(m) (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to satisfy the Commission that the licensee- "' "' "' 

(C) has willfully damaged or permitted radio apparatus or installations to be 
damaged; or 

(D) has transmitted superfluous radio communications or signals • • * 
or has knowingly transmitted-

(!) false or deceptive signals or communications, or 
(2) a call signal or letter which has not been assigned by proper authority to 

the station he is operating; or 
(E) has willfully or maliciously interfered with any other radio communica

tions or signals; • • •. Sec. 303, act 19 June 1934 (48 Stat. 1082), as amended 
by sec. 5 and 6 (a and b) act 20 May 1931 (30 Stat.190, 191; 41 U.S. 0. 303). 

NOTE.-The Rules and Regulations of the Federal Communications Commission also pro
hibit the acts mentioned In the above section. 

a. On 14 June 1940, the Federal Communications Commission issued a formal 
notice to all class~s of commercial radio operators reading as follows: 

On 10 June 1940, the Commission issued a warning specificall;y ::ddressed to 
ship radio operators and ship station license_es against the transm1ss1on ?f sup~r
fluous unnecessary or unidentified commumcations. The purpose of th1s notiCe 
is to ~mphasize the importance of strict compliance with the previous notice and 
at the same th:ne to call attention specifically that the provisions of statute .and 
treaty prohibiting the transmission of superfluous, unnecessary or unid~nti~ed 
communications apply to all commercial operators as well as those commumcatmg 
from ship stations. 

The General Radio Regulations (Cairo Revision, 1938) annex~d to .the Inter
national Telecommunications Convention (Madrid, 1932,) to _w!IICh th1s ~?vern
ment is a party and the Communications Act of 1934, specifically proh1b1t the 
transmission of' superfluous, unnecessary or uniden~i~ed C?mmunications. The 
Commission intends to uphold vigorously these prov1s10ns of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 
for any violation. 

b. On 21 August 1941, the Defense Communications Board issued a formal notice 
to all persons engaged in the wire or radiocommunications industry, including 
manufacturing, reading as follows : 

WHEREAS on account of the importance to national defense of the plants and 
facilities of the communications industry it appears desirable to restrict free 
access thereto; 
.. BE rr THEREFORE RESOLVED that persons engaged in the wire or radio-
communications industrY, including manufa~toril)g, b~ ~equested to _tak~ all me~s
ures necessarY to ensure that access to prem1ses contammg commumcatlons eqmp
ment or facilities (other than the premises necessarily open to the general P?blic) 
be restricted to employees, federal, state or local government officers actmg in 
their official capacity, and other persons considered necessary by the management 
in the conduct of its business. 
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BE IT FURTHER RESOLVED that all persons engaged in the wire or radlo
commun~cations industry,, including manufacturing, be requested to exclude rep
resentatives of any fore;gn gover?ment, persons, associations or corporations, 
from access to the premises contaming communications equipment or facilities 
(other than premises necessarily open to the general public) except only upon 
express permission granted at the direction of the Defense Communications 
Board. 

o. On 25 March 1942, the Defense Communication Board issued Order Number 
3, authorizing the Secretary of War and the Secretary of the Navy to take ap
propriate measures to safeguard the security of military and naval messages 
handh:\d by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States, 
reading as follows : 

WHEREAS, the Defense Communications Board has, by RO. 8964, 10 December 
19~1, and E.O. 9089, 6 March 1942, been authorized, if the national security and 
defense and the ~ucces~ful conduct ?f the war so demand, to prescribe classes 
and types of radiO stations and statiOns for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec
tion, or closure in accordance with such prescription, by the Department of War, 
Department of Navy, or other agency of the U:nited States !}overnment, desig-
nated by the Board; , 

AND WHEREAS. it is necessary in the interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United States safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication as defined 
in the Communications Act of 1934, under the jurisrliction of the United States; 

AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand· 

:'\OW, 'THEREFORE, By virtue of authority vested in the Board under Ro: 
8964,,10 December 1941, and E,O. 9089, 6 March 1942, the Board hereby authorizes 
the Secretary of W_ar ~nd the Secretary of the Navy, acting jointly or severally, 
to take such steps, mstitute such measures, and issue such regulations and orders 
as shall be necessary to safeguard all military and naval messages handled by 
means of radio communication and wire communication under the jurisdiction of 
the United States in order to ensure that all such communications be trans
mCtted rapidly, securely, and inviolate and further to ensure that no communi
cation of ~purious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire communication. 

25. War powers of President.-(a) During the continuance of a war in 
which the United States is engaged, the President is authorized, if he finds it nec
essary for the national defense and security, to direct that such communications 
as in his judgment may be essential to the national defense and security shall 
have preference or priority with any carrier subject to this Act. He may give 
these directions at and for such times as he may determine, and may modify, 
change, suspend, or annul them and for any such purpose he is hereby authorized 
to issue orders directly, or through such person or persons as he designates for 
the purpose, or through the Commission. Any carrier complying with any such 
order or clirPction for preference or priority herein authorized shall be exempt 
from any and all provisions in existing law imposing civil or criminal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 
in compliance with such order or direction. , 

(b) It shall be unlawful for any person during any war in which the United 
States is engaged to knowingly or wlllfully, by physical force or intimidation by 
threats of physical force, obstruct or retard or aid in obstructing or Tetarding in
terstate or foreign communication by radio or wire. The President is hereby au
thorized, whenever in his judgment the public interest requires, to employ. the 
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armed forces of the United States to prevent any such obstruction or retardation 
of communications: Provided, That nothing in this section shall be construed 
to repeal, modify, or affect either section 6 or section 20 of an Act entitled 
"An Act to supplement existing laws against unlawful restraints and mon~p
olies, and for other purposes," approved 15 October 1914. 

(c) Upon proclamation by the President that there exists war or a threat 
of war or a state of public peril or disaster or other national emergency, or in 
order to preserve the neutrality of the United States, the Presideril may suspend 
or amend, for such time as he may see fit, the rules and regulations applicable 
to any or all stations within the jurisdiction of the United States as prescribed 
by the Commission, and may cause the closing of any station for radio com
munication and the removal therefrom of its apparatus and equipment, or he 
may authorize the use or control of any such station and/or its apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or threat 
of war involving the United States, the President, if he deems it necessary in 
the interest of the national security and defense, may, during a period ending 
not later than six months after the termination of such state or threat of war 
and not later than such earlier date as the Congress by concurrent resolution 
may designate, (1) suspend or amend the rules and regulations applicable to 
any or all facilities or stations for wire communication within the jurisdiction 
of the United States as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the removal therefrom 
of its apparatus and equipment, or (3) authorize the use or control of any 
such facility or station and its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the owners. 

(e) The President shall ascertain the just compensation for such use or con
trol and certify the amount ascertained to Congress for appropriation and pay
ment to the person entitled thereto. If the amount so certified is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum of 
the amount and shall be entitled to sue the United States to re~over such further 
sum as added to mch payment of 75 per centum will make .siich amount as will 
be just compensation for the use and control. Such sui{ shall be brought in 
the manner provided by paragr~ph 20 of section 24, or by section 145, of the 
Judicial Code, as amended. 

(f) Nothing in subsection (c) or (d) shall be construed to amend, repeal, im
pair, or affect existing laws or powers of the States in relation to taxation or 
the lawful police regulations of the several States, except wherein such laws, 
powers, or regulations may affect the transmission of Government communica
tions, or the issue of stocks and bonds by any communication system or systems. 

(g) Nothing in subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the Commission would not be authoriz~d by law to make; and nothing 
in subsection (d) shall be construed to authorize the President to take any action 
the force and effect of which shall continue beyond the date after which taking 
of such action would not have been authorized. Sec. 606, act 19 June 1934 (48 
Stat."'1104), ·aa amended by sea. 1 and 2, act 26 January 1942 (56 Stat. 18; 47 
u. s. o. 606). 
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SECTION IV 

OFFENSES AGAINST POSTAL SERVICE 
Para
graph 
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26. Stealing, secreting, or embezzling mail matter, or attempting to do 
so.-Whoever shall steal, take, or abstract, or by fraud or deception obtain, or 
attempt so to obtain, from or out of any mail, post office, or station thereof, or 
other authorized depository for mail matter; or from a letter or mail carrier, any 
letter, postal card, package, bag, or mail, or shall abstract or remove from any 
such letter, package, bag, or mail, any article or thing contained therein, or shall 
secrete, embezzle, or destroy any such letter, postal card, package, bag, or mail, 
or any article or thing contained therein; or whoever shall steal, take, or abstract, 
or by fraud or deception obtain any letter, postal card, package, bag, or mail, 
which has been left for collection upon or adjacent to a collection box or other 
authorized depository of mail matter; or whoever shall buy, receive, or conceal, 
or aid in buying, receiving, or concealing, or shall unlawfully have in his posses
sion, any letter, postal card, package, bag, or mail, or any article or thing 
contained therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 
abstracted ; or whoever shall take any letter, postal card, or package out of any 
post office or station thereof, or out of any authorized depository for mail matter 
or from any letter or mail carrier, or which has been in any post office or station 
thereof, or other authorized depository, or in the custody of any letter or mail 
carrier, before it has been delivered to the person to whom it was directed, with 
u design to obstruct the correspondence, or to pry into the business or secrets 
of another, or shall open, secrete, embezzle, or destroy the same, shall be fined 
not more than $2,000 or imprisoned not more than five years, or both. Sec. 194, 
act 4 March 1909 (35 Stat. 1125), as amended by aot 25 February 1925 (43 Stat. 
97'"1), as amended by aot M August 1935 (49 Stat. 861), as amended by aot 7 
Altgust 1939 (53 Stat.1256; 18 U.S. C. 317). 

27. Certain letters or writings nonmailable; opening letters.-Every letter, 
vvriting, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book, or other publication, matter, or thing, of any kind, in violation 
of any of the provisions of this Act is hereby declared to be nonmailable matter 
and shall not be conveyed in the mails or delivered from any post office or by 
any letter carrier: Provided, That nothing in this Act shall be so construed as 
to authorize any person other than an employee of the Dead Letter Office, duly 
authorized thereto, or other person upon a search warrant authorized by law, 
to open any letter not addressed to himself. Seo. 1, act 15 June 1917 (40 Stat. 
230; 18 u. s. c. 343) 0 

28. Using or attempting to use mails for transmission of matter declared 
nonmailable by title; jurisdiction of offense.-Whoever shall use or attempt to 
use the mails or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, shall be punished 
by imprisonment for not more than ten years and may, in the discretion of the 
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court, be fined not more than $5,000. Any person violating any provision of 
this title may be tried and punished either in the district in which the unlawful 
matter or publication was mailed, or to which it was carried by mail for delivery 
according to the direction thereon, or in which it was caused to be delivered 
by mail to the person to whom it was addressed. Sec. 3, act 15 June 1917 (40 
Stat. f.'JO) as amended by sec. 9, act 28 March 1940 (54 Stat. 80; 18 U.S. C. 345). 

SECTION V 

TRADING WITH THE ENEMY ACT OF 1917 
Para
graph Page 

Acts prohibited-------------~------------------------------------------ 29 18 

29. Acts prohibited.-It shall be unlawful-
( a) For any person in the United States, except with the license of the Presi

dent, granted to such person, or to the enemy, or ally of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly ot• indll·ectly, with, to, or 
from, or for, or on account of, or on behalf of, or for the benefit of, any other 
person, with knowledge or reasonable cause to believe that such' other person 
is an enemy or ally of enemy, or Is conducting or taking part in such trade, 
directly or indirectly, for, or on account of, or on behalf of, or for the benefit of, 
an enemy or ally of enemy. 

(b) For any person, except with the license of the President, to transport 
or attempt to transport into or from the United States, or for any owner, master, 
or other person in charge of a vessel of American registry to transport or at
tempt to transport from any place to any other place, any subject or citizen of 
an enemy or ally of enemy nation, with· knowledge or reasonable cause to believe 
that the person transported or attempted to be transported is such subject or 
citizen. 

(c) For any person (other than a person in the service of the United 
States Government or of the Government of any nation, except that of an enemy 
or ally of enemy nation, and other than such persons or classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring into, or attempt to send, or take out of, or bring into 
the United States, any letter or other writing or tangible form of communication, 
except in the regular course of the mail; and it shall be uqlawful for any person 
to send, take, or transmit, or attempt to send, take, or transmit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
any telegram, cablegram, or wireless message, or other form of communieation 
intended for or to be. delivered, directly or indirectly, to an enemy or ally of 
enemy: Provided, however, That any person may send, take, or transmit out of 
the United States anything herein forbidden if he shall first submit the same to the 
President, or to such officer as the President may direct, and shall obtain the 
license or consent of the President, under such rules and regulations, and with 
such exemptions, as shall be prescribed by the President. 

(d) Whenever, during the present war, the President shall deem that the pub
lic safety demands it, he may cause to be censored under such rules and regula
tions as he may from time·to time establish, communications by mail, cable, radio, 
or other means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any vessel 
or other means of transportation touching at any port, place, or territory of the 
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United States and bound to or from any foreign country. Any person who will· 
fully evades or attempts to evade the submission of any such communication to 
such censorship or willfully uses or attempts to use any code or other device for 
the purpose of concealing from such censorship the intended meaning of such 
communication shall be punished as provided in section sixteen of this Act. Sec. 
8, act 6 October 191"1 ( 40 Stat. 412; 50 U. S. C. App. 8). 

SECTION VI 

FIRST WAR POWERS ACT 1941 
Para
graph Page 

Censorship of communications ; penalties and forfeitures-------------------- 30 14 

30. Censorship of communications; penalties and forfeitures.-Whenever, 
during the present war, the President shall deem that the public safety demands 
it, he may cause to be censored under such rules and regulations as he may 
from time to time establish, communications by mail, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from time to time specify, or which may be carried by any 
vessel or other means of transportation touching at any port, place, or Terri
tory of the United States and bound to or from any foreign country. Any 
person who willfully evades or attempts to evade the submission of any such 
communication to such censorship or willfully uses or attempts to use any 
code or other device for the purpose of concealing from such censorship the 
intended meaning of such communication shall, upon conviction, be fined not 
more than $10,000, or, if a natural person, imprisoned for not more than ten 
years, or both; and the officer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine, im
prisonment, or both, and any property, funds, securities, papers, or other 
articles or documents, or any vessel, together with her tackle, apparel, furni
ture, and equipment, concerned in such violation shall be forfeited to the United 
St!J.tes. Sec. 303, act 18 December 1941 (55 Stat. 840; 50 U. S. C. App. Sup. 618). 

SEOITON VII 

COORDINATION OF FEDERAL REPORTING SERVICES 

Para
graph Page 

Unlawful disclosure of Information; penalties : release of information to other 
agencieS------------------------------------------------------------ 31 14 

31. Unlawful disclosure of information; penalties; release of information 
to other agencies.-(a) In the event that any information obtained in confi
dence by a Federal agency is released by that agency to another Federal agency, 
all the provisions of law (including penalties) which relate to the unlawful 
disclosure of any such information shall apply to the officers and employees of 
the agency to which such information is released to the same extent and in 
the same manner as such provisions apply to the officers and employees of the 
agency which originally obtained such information; and the officers and em
ployees of the agency to which the information is released shall in addition be 
subjected to the same provisions of law (including penalties) relating to the 
unlawful disclosure of such information as if tile information had been collected 
directly by such agency. 
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(b) Information obtained by a Federal agency from any person or persons 
may, pursuant to this Act, be released to any other Federal agency only if (1) 
the information shall be released in the form of statistical totals or summaries; 
or (2) the information as supplied by persons to a Federal agency shall not, at 
the time of collection, have been declared by that agency or by any superior 
authority to be confidential; or (3) .the persons supplying the information sllall 
consent to the release of it to a second agency by the agency to which the in
formation was originally supplied; or (4) the Federal agency to which another 
Federal agency shall release the information has authority to collect the informa· 
tion itself and such authority is supported by legal provision for criminal 
penalties· against persons failing to supply such information. Sec. 4, act 24 
December 1942 (56 Stat. 10"19; 5 U.S. C. Su:IJ. 139b.) 

SECTION VIII 

OFFENSES AGAINST OPERATIONS OF GOVERNMENT 
Para
graph Page 

Falsely pretending to be United States officer·------------------------------------------------ 32 16 
Purloining, stealing, or Injuring property of United States or property manufactured under 

contract for War or Navy Departments ________ --------------------------------------------- B3 15 
EmbezLiing arms and.stores .. _. ----------------------------------------------- ·------- ------- 84 16 
Injuries to fortifications or harbor defenses; jurisdiction of offenses committed within Canal 

Zone or defensive sea areas-----------------------------------------------·------------------ 35 16 
Unlawfully entering military reservation, fort, or arsenaL------------------------------------- 36 16 
Unlawfully entering, remaining, leaving, or committing acts in military areas or zones ________ 37 17 
Possession or control of property or papers in aid of foreign government designed or Intended 

for violating penal statutes treaty rights, or obligations of United States; or rights under law 
of nations .. ____ .. ---------------.-- .. --.------------------.------------- __ .--._ .. - ___ .-----_ 38 17 

Robbery of personal property of United States.----------------------------------------------- 39 17 
Embezzling public moneys or other propertY--------------·-----------------·---------------- 40 17 
Receiving stolen public property-----------------------------------------·-------------------- 41 17 
Injuries to telegraph lines ... ·--------------------------------------------------·-·------------- 42 18 
Falsely making or forging naval, m!litary, or official pass·-·----------------·-·---------------- 43 18 

32. Falsely pretending to be United States officer.-Whoe,·er, with intent 
to defraud either the United States or any person, shall falsely assume or pre
tend to be an officer or employee acting under the authority of the United States, 
or any department, or any officer of the Government thereof, or under the 
authority of any corporation owned or controlled by the.:United States, and 
shall take upon himself to act as such, or shall in such pretended character 
demand or obtain from any person or from the United States, or any depart
ment, or any officer of the Government thereof, or any corporation owned or con
trolled by the United States, any money, paper, document, or other valuable 
thing, shall be fined not more than $1,000 or imprisoned not more than three 
years, or both. Sec. 32, act 4 March 1909 (35 Stat: lo95) as amended by .act 
28 February 1938 (52 Stat. 82; 18 U.S. C. 76). · 

33. Purloining, stealing, or injuring property of United States or prop€rty 
manufactured under contract for War or Navy Departments.- (C) Whoever 
shall take and carry away or take for his use, or for the use of anothe1·, ·with 
intent to steal or purloin, or shall willfully injure or commit any depredation 
against, any property of the United States, or any branch or department thereof, 
or any corporation in which the United States of America is a stockholder, 
or any property which has been or is being made, manufactured, or constructed 
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under contract for the War or Navy Departments of the United States, shall 
be punished as follows: If the value of such property exceeds the sum of $50, by a 
fine of not more than $10,000 or imprisonment for not more than ten years, 
or both i If the value of such property does not exceed the sum of $50, by a 
fine of not more than $1,000 or by Imprisonment in a jail for not more than one 
year, or both. Value, as used In this section, shall mean market value or cost 
price, either wholesale or retail, whichever shall be the greater. Sec. 35, act 4 
March 1909 (35 Stat. 1095) as amended by act 23 October 1918 (40 Stat. 1015) as 
amended by act 18 June 1934 (48 Stat. 996) a& amended by act 4 April 1938 (52 
Stat. 198; 18 U.S. 0. 82). 

34. Embezzling arms and stores.-Whoever shall steal, embezzle, or know· 
ingly apply to his own use, or unlawfully sell, convey, or dispose of; any ordnance, 
arms, ammunition, clothing, subsistence, stores, money, or other property of the 
United States, furnished or to be used for the military or naval service, shall be 
punished as prescribed in section 35 of this Act. Seo. 96, act 4 March 1909 (35 Stat. 
1096; 18 u.s. o. 87). 

35. Injuries to fortifications or harbor defenses: jurisdiction of offenses 
committed within Canal Zone or defensive sea areas.-Whoever shall willfully · 
trespass upon, injure, or destroy any of the works or property or material of any 
submarine mine- or torpedo or fortification or harbor-defense system owned or 
constructed or in process of construction by the United States, or shall willfully 
interfere with the operation or use of any such submarine mine, torpedo, fortifi
cation, or harbor-defense system, or shall knowingly, willfully, or wantonly 
violate any duly authorized and promulgated order or regulation of the President 
governing persons or vessels within the limits of defensive sea areas, which de
fensive sea areas are hereby authorized to be established by order of the President 
from time to time as may be necessary In his discretion for purposes of natiomil 
defense, shall be punished on conviction thereof In a district or circuit court of 
appeals of the UnHed States for the district or circuit in which the offense Is 
committed, or Into which the offender Is first brought, by a fine of not more than 
$5,000, or by Imprisonment for a term not exceeding five years, or by both, in 
the discretion of the court. Provided, offenses hereunder committed within the 
Canal Zone or within any defensive sea areas which the President is authorized 
to establish by this section, shall be cognizable in the District Court of the Canal 
Zone, and jurisdiction is hereby conferred upon said court to hear and determine 
all such cases arising under this section and to impose the penalties herein pro
vided for the violation of any of its provisions. Sec. 1, act 7 July 1898 (SO Stat. 
717), as amended by sec. 44, act 4 March 1909 (35 Stat. 1091), as amended by 
act 4 March 1917 (39 Stat. 1194), as amended by sec. 19, act 22 May 1917 (4'() 
Stat. 89; 18 U. S. 0. 96). 

36. Unlawfully entering military reservation, fort, or arsenal.-Whoever, 
within the territory or jurisdiction of the United States, including the Canal 
Zone, Puerto Rico, and the Philippine Islands, shall go upon any military reser
vation, Army post, fort, or arsenal, for any purpose prohibited by law or mili
tary regulation made In pursuance of law, or whoever shall reenter or be found 
within any such reservation, post, fort, or arsenal, after having been removed 
therefrom or ordered not to reenter by any officer or person in command or 
charge thereof, shall be fined not more than $500, or imprisoned not more than 
six months, or both. Sec. 45, act 4 March 1909 (35 Stat. 1091), aB amended by 
act 28 March.1940 (54 Stat. 80; 18 U.S. 0. 97). 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili
tary areas or ·zones.-Whoever shall enter, remain in, leave, or commit any act 
!n any military area or military zone prescribed, under the authority of an 
Executive order of the President, by the Secretary of War, or by any military 
commander designated by the Secretary of War, contrary to the restrictions 
applicable to any such area or zone or contrary to the order of the Secretary of 
War or any such m111tary commander, shall, if it appears that he knew or should 
have known of the existence and extent of the restrictions or order"and that his 
act was in violation thereof, be guilty of a misdemeanor and upon conviction 
shall be liable to a fine of not to exceed $5,000 or to imprisonment for not more 
than one year, or both, for each offense. Act 21 March 1942 (56 Stat. 173; 18 
U.S. 0. Sup. 9/a). 

38. Possession ·or control of property or papers in aid of foreign govern
ment designed .or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations.-Whoever, in aid 
of any foreign Government, shall knowingly and wlllfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli
gations of the United States under any treaty or the law of nations, shall be 
punished by imprisonment for not more than ten years and may, in the dis
cretion of the court, be fined not more .than $1,000. The words "foreign govern
ment", as used in this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled "An Act to codify, revise, and amend the 
penal laws of the United States," shall be deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
ip at peace, which Government, faction, or body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4, act 15 June 
1917 (40 Stat. 226); sec. 22, act 15 June 191/ (40 Stat. 230), as amended, 'by 
.~eo. 8, act 28 March 1940 (54 Stat. 80; 18 U.S. 0. 98). 

39. Robbery of personal property of Uniter States.-Whoever shall rob 
another of any kind or description of personal property belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Sec. 46, aot 4 
March 1909 (35 Stat. 1097; 18 U.S. 0. 99.) " 

40. Embezzling public moneys or other property.-Whgever shall embezzle, 
steal, or purloin any money, property, record, voucher, or valuable thing what
ever, of the moneys, goods, chattels, records, or property of the United States, 
~>hall be fined not more than $5,000, or imprisoned not mo!'e than five years, or 
both. Sec. 1, act 3 March 1815 (18 Stat. 419), as amended by sec. 41, act 4 
Mat·ch 1909 (35 Stat. 1091; 18 U.S. 0. 100). 

41. Receiving stolen public property.-Whoever shall receive, conceal, or 
aid in concealing, or shall have or retain in his possession with Intent to convert 
to his own use or gain, any money, property, record, voucher, or valuable thing 
whatever, of the moneys, goods, chattels, records, or property of the United 
States, which has theretofore been embezzled, stolen, or purloined by .any other 
person, knowing the same to have been so embe~zled, stolen, or purloined, shall 
be fined not more than $5,000, or imprisoned not more than five years, or both; 
and such person may be tried either before or after the conviction of the 
principal offender. Sec. 2, act 3 March 1815 (18 Stat. 419), as amended by sec. 
1,8, act 4 March 1909 (B5 Stat. 1098,· 18 U. S. 0. 101). 
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42. Injuries to telegraph lines.-Whoever shall w!llfully or maliciously In· 
jure or destroy any of the works, property, or material of any telegraph, tele
phone, or cable line, or system, operated or controlled by the United States, 
whether constructed or in process of construction, or shall willfully or mall· 
ciously interfere in any way with the working or use of any such line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans
mission of any communication over any such line, or system, shall be fined not 
more than $1,000, or imprisoned not more than three years, or both. Act f!d 
June 1811, (18 Stat. 250), as amenaea by sea. 60, act 4 March. 1909 (35 Stat. 

1099; 18 u. s. a. 116). 
43. Falsely making or forging naval, military, or official pass.-Whoever 

shall falsely make, iorge, counterfeit, alter, or tamper with any naval, military, 
or with wrongful or fraudulent Intent, shall use or have in his possession any 
such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has been duly issued, or shall will
fully allow any other person to have or use any such pass or permit, issued for 
his use alone, shall be fined not more than $2,000 or imprisoned not more than 
five years, or both. Sea. 3, act of 15 June 1917 (40 Stat. 228; 18 U.S. a. 132.) 

SECTION IX 

FOREIGN AGENTS AND PROPAGANDA. 
Para
graph Page 

Acting as foreign governmental agent without notice to Secretary of State----- 44 18 

44. Acting as foreign governmental agent without notice to Secretary of 
State.-Whoever, other than a diplomatic or consular officer or attache, shall act 
in the United States as an agent of a foreign government without prior notification 
to the Secretary of State shall be punished by imprisonment for not more than 
ten years and may, In the discretion of the court, be fined not more than $5,000. 
Sec. 3, act 15 June 1917 (40 Stat. 226), as amended, by sec. 6, act 28 March 1940 

• (54 Stat. 80; 22 U.S. 0. 601). 

SECTION X 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para
graph Page 

Criminal correspondence with foreign governments; redress of private injuries 
excepted------------------------------------------------------------ 45 18 

Organizations carrying on subversive political and civilian military activities; 
definitions---------------------------------------------------------- 46 19 

Same; penalties----------~-----'-----------------,.--------------------- 47 19 

45. Criminal correspondence with foreign governments; redress of private 
injuries excepted.-Eve1·y citizen of the United States, whe.ther actually resident 
or abiding within the same, or in any place subject to the jurisdiction thereof, or 
in any foreign country, who, without the permission or authority of the Govern
ment, directly or Indirectly, commences or carries on any verbal or written cor
respondence or intercourse with any foreign government or any officer or agent 
thereof, with an intent to influence the measures or conduct of any foreign gov-
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C~~~~Es} i W A.R DEP A.RTMENT, 
. . , W ABHINGTON 25, D. C., 25 September 1948 

. A.R 880-10, 20 ~eptember 1948, is changed a~ follows: . 
43: Falsely ~laking or forging naval, military or official pass Wh 

shall falsely make foro-e t f ' .- oever 
• • ;> ' coun er elt, alter, or tamper with any naval milit 

or _official pass or permit, issued by or under the authority of the United Sta~ry, 
:or witJl wr?ngful or fraudulent intent, shall use or have in hi 1 es, 
S1Jch pass or perm't h ll s possess on any 

. ·-. . I ' or s a personate or falsely represent himself to b t 
;~l~:v: ~l~:rson to whom such pass or permit has been duly issued, or shall ;~~~u~~Y 

. '." _ alq~~: ,sh~l~~hee~1;:~s~~t ~~:v:h:: U:2~0~~Yo~~:P~~::n~~ ~:t~~~!:~~:~ f~~- his use 
or both. se.c. 3, act~~ 15 J~rne 1917 (40 St.at. 228; 18 U. '8. a~ 1-'JZ).- ' e years, 

.fA._ G. 380.01 (2o Sep 43).] (C 1, 25 Sep-48.) 

BY Ot\DER OF THE SECllli'fARY OF WAR; · 

.-QFFlCJAL:; 

.· .. - . J. A:. ULIO, 
-.. , . ll[.ajor General, 
., . _ . _ ·The Adjutant General. 

; ['ISTRI.IJU:r~<.>N:: , , , ·, 

··.: •. , :1 .A .. ;~. 
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ernment or of any officer or agent thereof, in relation to any disputes or con
troversies with the United States, or to defeat the measures of the Government 
of the United States; and every person, being a citizen of or resident within the 
United States or In any place subject to the jurisdiction thereof, and not duly 
authorized, who counsels, advises, or assists in any such correspondence with such 
intent, shall be fined not more than $5,000 and Imprisoned not more than three 
years; but nothing in this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any Injury which he may have sustained from such govern
ment or any of its agents or subjects. Sec. 5, act 4 March 1909 (S5 Stat. 1088), 
as amended by act 22 April1932 (fl' S·tat. 132; 18 u.s. c. 5). 

46. Organizations carrying on subversive political and civilian military 
activities; definitions.-For the purposes of this Act-

( a) The term "Attorney General" means the Attorney General of the United 
States; 

(b) The term "organization" means any group, club, league, society, com
mittee, association, political party, or combination of individuals, whether In
corporated or otherwise, but such term shall not Include any corporation, 
association, community chest, fund or foundation, organized and operated 
exclusively for religious, charitable, scientific, literary, or educational purposes; 

(c) The term "political activity" means any activity the purpose or aim of 
which, or one of the purposes or alms of which, is the control by force or over
throw of the Government of the United States or a political subdivision thereof, 
or any State or political subdivision thereof; 

(d) An organization shall be deemed to be engaged In "civilian military 
activity" if (1) it gives instruction to, or prescribes instruction for, its members 
in the use of firearms or other weapons or any substitute therefor, or military 
or na,·al science, or (2) It receives from any other organization or from any 
individual instruction In military or naval science, or (3) it engages. In any 
military or naval maneuvers or activities, or ( 4) it engages, either with or 
without arms; in drills or parades of a military or naval character, or (5) It 
engages in any other form of organized activity which in the opinion of the 
Attorney General constitutes preparation for military action; and 

(e) An organization shall be deemed "subject to foreign control" if (1) it 
solicits or accepts financial contributions, loans, or support of ,any kind, directly 
or indirectly, from, or Is affiliated directly or Indirectly with, a foreign govern
ment or a political subdivision thereof, or an agent, agency, or instrumentality 
of a foreign government or political subdivision thereof, or a political party ln 
a foreign country, or an International political organization, or (2) its policies, 
or any of them, are determined by or at the suggestion of, or In collaboration 
with, a foreign government or political subdivision thereof, o1· agent, agency, 
or Instrumentality of a foreign government or a political subdivision thereof, 
or a political party in a foreign country, or an international political organiza
tion. Sec. 1, act 17 October 1940 (54 Stat. 1'£01; 18 U.S. 0. 14). 

47. Same; penalties.-Any violation of any of the provisions of this Act shall 
be punishable by a fine of not more than $10,000 or by imprisonment for not more 
than five years, or both. • "' *· Sec. 4, act 1"1 October 1940 (54 Stat. 1'£04; 18 
u.s. 0.11). 

19 
AGO 9.8 



i 
:r 
I, 

i 
I 

I 
I! 
Ji 

II 
·I 

1: 

I 
; II 

q 
il n· 
il 
:,I ,, 
j 

I;' 
j' 
i 

/ !I 
I• 

REF· .ID: A4127207 

AR ·380-10 
48-52 SAIFE'G'U'oARID MILITA:RY INFORMA·TION 

SECTION XI 

WILLFUL DESTRUCTION, ETO., OF WAR OR NATIONAL-DEFENSE 
MATERIAL 

Para
graph Page 

Destro)'lng or Injuring national-defense materials, etc______________________ 48 20 
Making or causing national-defense material to be made In defective manner___ 49 20 

48. Destroying or injuring national-defense materials, etc.-Whoever, with 
intent to injure, interfere with, or obstruct the national defense of the United 
States, shall willfully injure or destroy, or shall attempt to so injure or destroy, 
any national-defense material, national-defense premises, or national-defense 
utilities, as herein defined, shall, upon conviction thereof, be fined not more than 
$10,000 or imprisoned not more than ten years, or both. Act 20 April 1918 (40 
Stat. 533) as added by sec. 5, act 30 November 1940 (54 Stat. 1221; 50 U. S. 0. 

105). 
49. Making or causing national-defense material to be made in defective 

manner.-Whoever, with intent to injure, interfere with, or obstruct the national 
defense of the United States, shall willfully make or cause to be made in a de
fective manner, or attempt to make or cause to be made in a defective manner, 
any national~defense material, as herein defined, or any tool, implement, machine, 
utensil, or receptacle used or employed in making, producing, manufacturing, or 
repairing any such national-defense material, as herein defined, shall, upon 
conviction thereof, be fined not more than $10,000 or imprisoned not more than 
ten years, or both. Act 20 April 1918 (40 Stat. 533) as added by sec. 6, act 30 
November 1940 (54 Stat. 1221; 50 U.S. 0.106). 

SECTION XII 

INTERFERENCE WITH HOMING PIGEONS OWNED BY UNITED STATES 

Para
graph Page 

•Prohibited acts-------------------------------------------------------- 50 20 
Possession of pigeons as evidence of violation of law________________________ 51 20 
Punishment.---------------------------------------------------------- 52 20 

50. Prohibited acts.-It is hereby declared to be unlawful to knowingly en
trap, capture, shoot, kill, possess, or in any way detain an Antwerp, or homing 
pigeon, commonly called carrier pigeon, which is owned by the United States 
or bears a band owned and issued by the United States having thereon the 
letters "U. S. A." or "U. S. N." and a serial number. Sec. 1, act 19 April 1918 
(40 Stat. 533; 50 U. S. 0. 111). 

51. Possession of pigeons as evidence of violation of law.-The possession 
or detention of any pigeon described in section 1 of this Act by any person or 
persons in any loft, house, cage, building, or. structure in the ownership or 
under the control of such person or persons without giving immediate notice by 
registered mail to the nearest military or naval authorities, shall be prima facie 
evidence of a violation of this Act. Sec. 2, act 19 April 1918 (40 Stat. 533; 50 

u. s. 0. 112). 
52. Punishment.-Any person violating the provisions of this Act shall, upon 

conviction, be punished by a fine of not more than $100, or by Imprisonment 
for not more than six months, or by both such fine and imprisonment. Sec. 3, 
act 19 April1918 (40 Stat. 533,· 50 U. S. 0. 113). 
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SECfiON XIII 

WAR OFFENSES 
Para
graph Page 

Relieving, corresponding with, or aiding tbe enemy:________________________ 1!3 21 
Spies----------------------------------------------------------------- 54 21 

53. Relieving, corresponding with, or aiding the enemy.~Whosoever re
lieves or attempts to relieve the enemy with arms, ammunition, supplies, money, 
or other things, or knowingly harbors or protects or holds correspondence with 
or gives Intelligence to the enemy, either directly or indirectly, shall suffer death 
or such other punishment as a court-martial or military commission may direct. 
Aot 4 June 1920, A W81 (41 Stat. 804; 10 U.S. 0.1553). 

54. Spies.-Any person who in time of war shall be found lurking or acting 
as a spy in or about any of the fortifications, posts, quarters, or encampments of 
any of the armies of the United States, or elsewhere, shall be tried by a gen'!ral 
court-martial or by a military commission, and shall, on conviction thereof, suffer 
death. Act 4 June 1920, AW82 (41 Stat. 804; 10 U.s. 0. 1554). 

SECTION XIV 

MILITARY AREAS, ETO. 
Para
graph Page 

Executive Order (No, 9066) Secretary of War Authorized to prescribe m!l!tary 
·areas.-------------------------------------------------------------- 55 21 

Executive Order (No. 8972) protection of certain national-defense material, 
premises, and utilities from injurf or destruction------------------------ 56 22 

55. Executive order-Secretary of War authorized to prescribe military 
areas.-The following Executive Order (No. 9066) is published for the informa
tion and guidance of all concerned: 

AUTHORIZING THE SECRETARY OF WAR TO PRESCRIBE MILITARY 
AREAS. 

WH~REAS . the su~cessful prosecution of the War require!!! every possible 
protection agamst espiOnage and against sabotage to national-defense material 
national defense premises, and national-defense utilities as defined in sec. 4 
act 20 Apri11918, ( 40 Stat. 533), as amended by act 30 November-1940 (54 Stat 
1220), and act 21 August 1941, (55 Stat. 655; 50 U.S. C. 104):' , ' · 

NOW, THEHEFORE, by virtue of the authority vested in me as President of 
the United States, and Commander in Chief of the Army and Navy I hereby 
authorize and direct the Secretary of War, and the Military Commanders whom 
he may from time to time designate, whenever he or any designated Commander 
deems such action necessary or desirable, to prescribe military areas in such 
places and of such extent as he or the appropriate Military Commander may 
deterll;line, froll;l which any or ail persons may be excluded, and with respect 
to which, the rig~t ?f any person to enter, remain in, or leave shall be subject 
to whatever restnctwns the Secretary of War or the appropriate Military Com
mauder may impose iu his discretion. The Secretary of War Is hereby author
ized to provide ~or resident,s of any such area who are excluded therefrom, 
such ~ransp~rtatwn, food, shelter, and other accomp:wdations as may be neces
sary, m the JUdgwent of the ::Secretary of War or the said Military Commander 
and until otber arrangements are made, to accomplish the purpose of this order: 
Tile des!gnation of .m.ilitary areas _in any region or locality shall supersede 
designatiOns of prohibited and restncted areas by the Attorney General under 
the Proclamations of 7 and 8 December 1941, and shall supersede the r~sponsi
billty and authority of the Attorney General under the said Proclamations In 
respect of such prohibited and restricted areas. 
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I hereby further authorize and direct the Secretary of War and the said Mili
tary Commanders to take such other steps as he ~r the appropriate M~litary 
Commander may deem adyisable to enforce complmnce w1tb tbe restnctlons 
applicable to each Military area hereinabove authorized to be designated, in· 
c:luding the use of l!'ederul troops and other Federal Agencies, with authority 
to accept assistance of state and local agencies. 

I hereby further authorize and direct all Executive Departments, independent 
establishments and other Federal Agencies, to assist the Secretary of 'Vat· or 
the said Military Commanders In carrying out this Executive Order, including 
the furnishing of medical aid, hospitalization, food, clothing, transportation, use 
of land, shelter, and other supplies, equipment, utilities, facilities, and services. 

This order shall not be construed as modifying or limiting in any way the 
authority heretofore granted under E. 0. 8972, 12 December 1941, nor shall it 
be construed as limiting or modifying the duty and responsibility of the Federal 
Bureau of Investigation, with respecqt to the investigation of alleged acts of 
sabotage or the duty and responsibility of the Attorney General and the Depart
ment of Justice under the Proclamations of 7 and 8 December 1941, prescribing 
regulations for the conduct and control of alien enemies, except as such duty 
and responsibility is superseded by the designation of military areas hereunder. 
7 F. R. 1407. 

56. Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take other appropriate measures, to protect certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is now at war; and 
WHEREAS there exists a serious and immediate potential danger of sabotage 

to national-defense material, national-defense premises, and national-defense 
utilities which may menace our maximum productive effort; and 

WHEREAS the Congress of the United States has in recent enactments 
recognizetl this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe penalties therefor; and 

WHEREAS it is considered necessary in ·the interests of national defense 
that in particular situations where hazardous, dangerous, or other unfavorable 
conditions may from time to time exist, special precautionary measures be take? 
by establishing and maintaining military gua~ds and. patrols or other a~propn-

• ate means to protect from injury or destructwn natiOnal-defense matenal, na
tional-defense premises, and national-defense utilities; 

NOW, THEREFORE, by virtue of the authority vested in me as Presiden~ of 
the United States, and Commander-in-Chief of the Army and Navy of the Umted 
States, I hereby authorize and direct the Secretary of War, whenever he deems 
such action to be necessary or desirable, and th~ Secretary of th_e Navy, whenev~r 
he deems such action to be necessary or destrable, to establish and malntam 
military guards and patrols, and to take other appropriate measures, to protect 
from Injury or destruction national-defense material, national-defense premises, 
and national-defense utilities, as defined in act of 20 April 1918 ( 40 Stat. 533), 
as amended by act of 30 November 1940 (54 Stat. 1220), and act of 21 August 
1941 (55 Stat. 055). 

This order shall not be construed as limiti~g or modifying the duty and 
responsibility of the Federal Bureau of Investigation, Department of Justice, 
with respect to the Investigation of alleged acts of sabotage. (6 F. R. 6420.) 
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SECTION XV 

MISCELLANEOUS ACTS 

.. 

AR 380-10 
57-59 
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Eligibility for award of contract restricted to citizens; employment of aliens__ 57 23 
Protection of diplomatic codes------------------------------------------ 58 23 

57. Eligibility for award of contract restricted to citizens; employment of 
aliens.-Only citizens of the United States, and corporations of which not less 
than three-fourths of the capital stock Is owned by citizens of the United States, 
and of which the members of the boards of directors are citizens of the United 
States, and having manufacturing plants located within the continental limits 
of the United States shall be eligible to be awarded any contract under this 
section to furnish or construct aircraft, aircraft parts or aeronautical acces
sories for the United States Government, except that a domestic corporation 
whose stock shall be listed on a stock exchange shall not be barred by the 
provisions of this section unless and until foreign ownership or control of a 
majority of its stock shall be known to the Secretary of War or the Secretary 
of the Navy, as the case may be, and no aliens employed by a contractor for 
furnishing or constructing aircraft, or aircraft parts, or aeronautical acces
sories for the United States shall he permitted to have access to the plans or 
specifications or the work under construction or to participate in the contract 
trials without the written consent beforehand of the Secretary of the department 
concerned. Sec. 10 (}), aot 2 July 1926 (44 Stat. 787; 10 U. S. a. 310 (J)). 

58. Protection of diplomatic codes.-Whoever, by virtue of his employment 
by the United States, shall obtain from another or shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purports to have been prepared • 
in any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter, or any matter which 
was obt,ained while in the process of transmission between any foreign govern
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or Imprisoned not more than ten years, or both. Act 10 June 1933 (~8 

Stat. 122; !2 U.S. a. 135). 
SECTION XVI 

LAWS AND REGULATIONS GOVERNING INTERNATIONAL TRAE:FIC IN 
ARMS 

Para
graph Page 

Special provisions In regard to military secrets--------------------------- 59 23 

59. Special provisions in regard to military secrets.-a. Under provisions 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic in Arms, Ammunition, and Implements of 
War and Other Munitions of War, 193D, the Secretary of State will not issue a 
license authorizing the exportation of any arms, ammunition, or implements of 
war considered by the Secretary of War or by the Secretary of the Navy as 
instruments or appliances included among the articles ctlvered by those terms 
as used in this act if, in their opinion, they involve military secrets of interest 
to the national defense. The articles which may be so considered are those 
falling within one of the following categories. 
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(1) Articles, theiwhole or any features of which have been or are being 
developed or manufactured by or for the War Department, or the 
Navy Department or with· the participation of either of the De
partmen ts ; and 

(2) Articles, the whole or any features of which have been used or are 
being used by the war Department or the Navy Department or which 
either Department has contracted to procure. 

b. Included among articles developed by or for the War Department or the 
Navy Department are those which have been contracted for by either' of those 
Departments, or which have been developed in accordance with Army or Navy 
specifications and submitted to either Department for evaluation for procurement. 

o. Prospective exporters of arms, ammunition, and Implements of war should, 
before applying for a license to authorize the exportation of any article falling 
within the above categories which may possibly Involve military secrets of In
terest to the national defense, communicate with the Secretary of State In advance 
of the proposed shipment in order that he may be in a position to ascertain for 
the prospective ell:porter whether or not military secrets are, In fact, Involved 
therein. The arUcles upon which a determination is requested should be desig
nated clearly and specifically, the tyi>e and model designations being included. 
Where applicable, Army or Navy drawing numbers should be given, or detailed 
plans and specifications submitted. See 4 F. R. 4518. 

[A. G. 380.01 (23 Jul43).] 
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~/. q. ,JVi!l:it.or:~.;;.A:s msed.Jn :these regulations· ;a .visit9tils any"'personiadmitted to 
"a~·GQ.vernment\ or~cqmmerciah manufactu.ring: .est a olislinient ·engaged. iii :chi sJ;ifie<l 
~.w:or:J,r~.or)pj'oj_ect:;fo.r. t:lie. :War~.D~pa:r.tmept-Jexcept-.:;:::;., , ~ "';I:; Lk :>ua .,;.1:' :~ <.' . " 

' . (~) .A ~er~on el!l~loyed o~ _the work .or proj~ct, ~r' .· , . ·. '.rc;Itl(i';,: tr.: ·' ia~d 
'1:·~ ::..u !t2)'1kpers(m'l\<iH~cfiY' ritti '<lfficiaily ·'dCiri:8~fliea'-witk tile' work 'or project . 
... of.h~i~; ~-..~li1l;-irlf1'i't'j'~·H~l SJ.:t L .~'f):~: ; ';.:' :s1..t ~ll~i:!: · ·: , .. 1 't}'C':)<·'t· ~e-· B..:d}:.,L·a~t''{ u:q 
ic: l:ei .. ~esp,oll~!~F!tt.Yi:u. ,a.,1?;'hftf s,~,{!Y?\l:;trp~!?-.g of:t~~a~si~e,d1ffiil,itll-JY~t~.Itf~r~~ti5W:iis 
the responsibility. of all militaq::JW<;1'§9£n~l, .iC?f,AyPJl!lf:s~J?:pLoxe,~ o;l{1.~th.~ 1 :..WN 

.. Rel2~.Et}!t~~t~q~lfJ. ;Rt.i~HfuP.f,U;M~.eJt~.,~~t <Wt.<'!-.. -~~Pl!?Y!i"l~ · ~f....:.~!LS2fum.~r_;;t~:I~ fi_rms 

.1~nga.~:,£tdJi!~,· ,sJa~~ifirJ~~iW\?JK~m; .. ~prpject~d9.1.:, t:J;l~ ~Y. a!'tcl?.?P~E.tws~,t;~ , 0Qia~sJ,Y.~d 
~J:FNV~r:! .j(9tm:,-'l1Ml~.J;J.:/.~i1~ 1 l?,e .f!js£¥8S.\'!,<;l..;~9.2IJ).1. ~it,h HP~t!:u;s;,p~-;. ,cJvn~a.n 1P.e.t:>Rpll~l 
,Jl~f,tiRg bl.ilL~giljrn:ti£.~Il¥t~~J~):JW.re}H!rr.i'1cG '.t::>;;rrftiJJ.3 ltf~;LJI 1:f ~·Ie;~-; .f:· Hintrm~ 
hiiJ~\·P?.!Pr:JifMi!M B.:!Rrr .. m~ }11~~~nt~tra~!v.~ol.lfl!!",er:~•.i a1,1,d_ ·!n;ggg~e:QI.ett,h~t_g:flnc!~ft ~_re 
responsible that• military personnel, .c1y;~li~H ~.J?:IP.lt;JY..e~s. t;Jfs~:t,wd}:l1.rJ ~PP~f~wep.J:, 
and the management and employee~\·9f. ~9IA.tn!;~C,il,l;hf}~·rp.~ .. _!!}}g~g~.4;,t.~:~l::la~~tfied 
projects or developments for the· War Department ar~:·:f.~;t.WiJ!~Jf{ ~i!9 the per-
Jti~~flt:::P~9~Y}\s~qp~n2fit~:SY~~ ;£€~H.!{t~~?!!~;b. L:f: n·; ·~~~:.ii >tf-,·~ I :;iiL9rr.iij~f ,~I (f!} l. 

~.;v!f.giJ.,t ntonRo.s.~~'i?,~ g~a,:>,s~J}t,d ~~P~!!l.::t;r~in:\9r~ljt_~fH¥..:i.:,ai.Jio person in' the 
j~':W~~asr.fT~I£f.Y:lf!h9r;·,ggtPl,!?i:,~g:),2Y~J~t. :}~ ,~r:\\1n,e.~ t9.;<;las.si~~Q5 IJ'I-.HitJ!_J;Y !!~formation 
solely by virtue of his ·commission or official posit!_q:q;11 §.UShrt!nformation will 
be entrusted only. to· thos~drlf;£B,~:gr._~1dd~,i,nc~rJR,e·Y~!'f.rzfJ?~Jt!rer,of t!Jfir official 
rHH,tieJhlm?1J,qfin.~kl!.~ t t~t:.W:~W~}·?;~J etpsJrnt, ~!?:~t,ru5'J!orhlof:_.p,ersonnel, · proper 
,S~~RjniJ¢!~9Cf~rPf21?3f !RlfiJb\~P/tnt~~tl?[··~I1-!!111fllJ~I?-la •:t: .. ~ ~f!!J;: ··: ~. 

b. Photographs o~It9Jl!:~~i,fi~dJ.J~!ltSr~s .gf ,.WW,\t;t.rY ,equjp~ent or of other ctassi-
._~e1J~!ijW.\trJVi~J>,~4J?:gd~ •. ~:!;·, ntew&~.rs,,t?!~SJW,)il~fli~?-.l'Yi,,~W':i<le t.~:t;. by civilian em-
1]!Jo~HMF> 9f,.,JB't 't~ll.FtP!mq.EW:leJtL?P~Y ,;y£en,:pes.,e~~-a,r:V: \1). the conduct of their 
cR:!lic}~ ~Jt!j,r~ ~~~,'l~J511Jl,«:lltf~lli-li8hH~ ~ti'll~toP.~q <;>E.·P.r}!}~_~?- in commercial estab
:~-ll~!:\B~nJ,S..t0~J !-:~~P;tl?;e~?F!.it~~lt P%~1?JNt~r!{0~~/r~8Wn, :!~·A.r11.L 

4. · Dissemination of classified.military. fnformation.-,.-a. When classr'fied mr"lr" f.idJ f}•JU t ~1:'1.1!1 l ·,. j.•U JJL'.tl <>JHV_, OLH n .11 JH:.n .. l.<.U• co,.;_ .>.lJ · · • 

j.tary ,information"is1,disseminated under the .. provisionsr.of these regulations to 
l.h.~~ ... H:.:Jll) .lJil.iJ. • '""';J. -.•;'JJ..I .JJ':J).JJ 'JJ .i.J..!.,.I:.I ( .l.l.lh.t ~ .-J. .JJ..A.':lJ...}~Un• 

1:ger~?,~.<J.Wt ~s..,'1?j1~t · ~~m:t}~ta-g;}a~~,11}.l,!(.Y,"'w;~I; bt;J i~9Tffied .that. it affects the 
national de~e~:t~~fo~AfY.PHtf~d &ti!J~s 1Y.i.~~!l}~·lhft .I'l;li~~HR111f of the Espionage Act 
and that 'its transmission to,an unauthorized person is_ prohibited ..... ,: ·' -

'i(.;.,J.t.;I!I'"..;.I~:·'.j.t j(j dl;l.UJ.:Jill .iJ.U»; 1·~1..:J~_,.._;1f\ '~' ,:;!U'JU ,.. 1.u:,·- J~.lU .... . •PJ_ ll.'.l'.~._.._.L•l..lo. \t,,r" · 

b. Publiaati01~S/r}!::.f/(ffP&,P:lf :tJJi~f!f..t:!f 1pq.r,sq1}J,11,l:;-:::!1l~j;ijlq~l!f5jOp. of classified 
.WfMta~y; !.~f0{R't~YS~I~lhdHlY:r!Jr~!~l~·:.ij~PJi~~rH:!,R.~,,~hl~~ffirSr-:..PfvRh~ fo~~my of the 
United States is prohi~j~~2:jHllieN,,.~,e~Lfi~a}J:y ~'BH!>o;t:~e,4, \>X !fie War: .Depart-
·.m~P:t: , ,f8r ~~dff~.ll?H/Hi; iHt0J;~etiql!-.;-,~~~It~i.Y~) ~q.)pn}lfi~qt~~nbof, ·,aft\~l~~ • .;.~~e .t~ill 
3lo-:.10, 600-10, and,600:-,700. r· ,.1 , . . ... '"" ·.- " • t'. tJ·• . • - , ;·.1-l'f'l £0 Y. .. I~!J•:r ... :;··J~-'1 •. Ll•Jt":;Ld~ .. Hf3l1 ;_·<~t .'1.J,.• 1 :1~·h!J)t? 8t1J J.:~ (;.:...l.O Jf.!Jl '~;{( '.1<? 7,(~ 

·c .. Orall11scusszons of.ela.ssz.f!ed mzhtary zntormatzon.--iEither,pubhc or l)l'lVate 
ff.!·i~)fr"il:J ,1J1~JH.LIL;•'J~;. .... ..t '"'lt t.J fall .LO Jt·•.i~ J..O .J..1 ~ .. _1 .J._;•.,.v,J.!" .·._ u..:;..; ~.u .4~.;-> .. _,, .1"".1-.t..:_....,.. ;;...~. 

~1i~~.V~M£1J/?f·:t9}~sf~~-r.1tPIHH~~~~o-,11J~qr,~::,t.~?.~ ?l ?!.f'..~PYrs.t.B~: th~VIli!itg.rr, ~~rvic,e 
with or in.' the 'presence of: unautl10rized personnel.;is strictly; .forbidden ....... 

j:;) J.L'J~ .. J!J~i lj .!0. J....:1'.l.qJ~!f.ll.L .. •~·t '"-"~-·· . l~U.J1J,, \t- '"i'..._ ..... ·.;. t~··~~ .. t.;: ..... O.v:,._,~ ... · J ... -~ '-·~ t,..,.1} 

.. • 5: Requests for .military infor~~t.~~n,10a.it;~~~~e,st~< f~<?PLPJ~V.!l~.~ in.dj:Y!,d.na\S 
,or firms for classified .military:. information· wilL be. referred throuo-h channels 
H-t'.") •.t:.JIJJ11Il :f&J:J.~..<.l.f~ UfHJ,.~I .• ": .. ; .. ·,;. !":11, __ - - .. ,J~.·J.•::Od i•fvr. p, .. ,.('_,_.lh->ll~·,~ .,_ .·, 

~t?,:.tn,!f: ~?..r~~"~~E:O') cq,wJUI}P.d~f ~r;f ~l?Mt. ?,~ :th~,_·,~f,W;: qr .. ,s~ryis.~-.<~?n,<;~;n,ep,,~1V:P.o, if 
~,~mmect.8;~a~ud~\Illr ,%jf·~r-o$\l,r,5 ~¥.~Hf~·tf ,~&txr.e.~te,cJ.,JJ~.i..~1 lr.~r-~: tJw .,~a,t~ll.r 
Jg,:JS~,e ,;h~Jl}ta1f.t.i9'l.l.lr.11H.l<£1J·,a~~,r;.o:v.r:!,a,te:~~S~~<,m,,_, ;:-: · '.:-.,~~ . .,~ r,..;,1 ,f · , OJr ·~ '"'j:r:). :·• 

. b. 'Requests for . militarY. information .by foreign. nationals . including. repre-
yl)·:.~.-?.rr.o ::d!lr:$ t.~j~ "iOI ~.i!1~·~ih'(~ttti"t :·; .. .._n·o Ou.r lt,·•~J· ·a .~v .c·- ·1•: ''"v '''- .;k ·:~- ..• .l.t.-a , , 

r~rJ!~~t}v~~;; o~0 f~r;1}!P\.F8;';~)1,1111~~ts,~ ~:q~h:,~~ J:!iljt~~Y;, \1.~~ .. air·; att~.<:.lt~,E~ill..:~~ 
refimecl to the 'Military In~~bl.}~.~R.~~ PJXi~i .. WhJ\'~5 ;9:YP!Ui.~31S\!d{l"Jl..~Eal,~~~!!· 
for necessary action. 
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:>l 6;;.'0ne'~classi:fic_ation ~only.: ~,A .document.:or article•:o:i':iniatei'iel :wili. not• be· 
fassigned .nioi:e·;.than one-:of. 'tlie. thr_eei cnissificatioris..2..:.secret; <·con{idenUali .or~~re-. 
stricted, but should this happeJi',furough~terror'.:'thel~rii.ore; restrictive.~classifica-
tion will apply. . , ·' , .... _.,,l 1(: :; 1"'.7 ·},.it r;n ll'i'•infriw~. ;t<•~' n 1,i i ~,t 
;f~ '!· J;>v:~.~cla~,s~:fi~p.ti?H:~r D<).~Um\'!~.!.~ .. qr~:;~atfor!~~~ r,~qu}i;~P,l{rS~.~~~ifi:£a!~?.P under 
the pr'ovisions of -these regulations will be assigned the least restrictive classi

' flcation consfste'nt ~ith f·the prop~£ s'afegtulrdl~4of :tlH)'~ii1fo~~&tton~or=hlat&ieJ: 
:'concer'~eci> OV'e'rdassificaticii:i wiil •b(J'fav'o'iCiedY.'IJ)''1'' ·~ ~;~: '.k -~'rr:.~:a:l_v~f.'}'- c:•H 

f s .. Secret maiter.'-d: W7ie1{ -'class'ifi,id i8ecre't:..:..:!.bocufu{mh3, fcryptb'graplli'c: d~
. vic~s.' :i:l'eveioi;im~iit .. :ProJect~. ·or; ardcles'firif' m'merieF·whe'iJe'·Jclas~ifieci;·aD.d., 
:if· practicable,' marked' sebret. ,~him' 1disciosi.l.'re ~=J"f :tb_~Finforhlatfotl<'o~ 'features. 
contained . therein might endanger. mitionai~'ise'cui:l1':?;~1 r~'ahS'e'f~·~ri~us "ilijui.-y· 

efo th~ !int'eresVM ·:PrestiM of· tlie~riiii'ioil':'b'r:'a'iiy 'go~erriniental "3:c't'rfitY.; 1
or"-'would · 

·be''Ol''great·adva'nfage ro··a:·:foreign: natii:iH.l .::~rrcl<''?.~···~'- '('.l~!!ri.' Y~'-!.·''··.,' •"f>''.u .. 
.;:'.~b:- Eicamples 'o(it'emi cia~sifi'f!d/ds'·secret~,.,J''''tt;H(!) •JUll :,;,:,G•'."\!lff~W'. ·••It f>IJ:ll 

-1~>r ·~····· :(1f'vva·r·piahs: .. c :,;_ .. , .. "_., ·;'!.:.<:.,;::.._:'l\J·~..r.••· ~'~"-'~:1:;1r····_ ... ·:A_.:~,,. :l:.•'l~l 
(2) Documents relating to the 9-~sig;ira'uii\ie_vef<f~U::.e'nt'ro.f''il,e\Vr:J!,ij:ttert~l 

• ., .. ~ • /' l• _,_ ·-· .-·· ....... -~ ,;• ,. -"~·-· •• , ··") .... "":~'·· ..... -~~ -. -~" ., •• , 

' · r·· _,._. -:and· containing information•of the type described in 'a above: 
:; • 1t , .. r:·: ·:oh · co'd.es,- di}):hers,: ana HY.~tograbiiic ·{~evice~hisEi'd?tO' t£~Iism\t-P~e~filt 
:r-:~· 'j 1 JlJ.; •:--.:---l.tdnfdFlliatiOii;;i•·y·r r·.i·.'::..~~"- ··.r Hqh~~lj'.'T·i'"l 1 ?-·-'- l~' ~r~J·• .. ~.- -~{J ~!l'.~-t ~-~ 
':;'· c,(O 'rf:('l,) '(Jertain..:millfai!y.rJ:iJ.apSiahd~pJl({toiliapa'·•.(ij ·j -cif.:;J f;:.Ji':il ,;ll.~"!l~l 
"'Jr.c~.o: ,,,. :·.lr:·: ·<a> 'Irr:'fb.ei~c&ribll.i:mhil' uD.ite&I·rsfate's,'· thosi=t'iiffistrafin'gn··:iii'd. 

identified wiifl-3: 'war 'pian,'rtnCit'diD'g- 'locaFdef.ense
1
'pliiiis, 

-i~·· .. :) :··: > ·· ·'defense proj1Jhs.or''ail:Y:Piia~e''ilier~o:f!' <1·"rJ··~ ... ::• .. :~ . 

-;,,.) l'ft"!Ic'! · ~·'(b)' :tit· •oversea posse~sitin.s·''and-.. :i'oreibJ::iferrH~r'y.'·:occfl:i])i~l~·jjy · 
·;~ .... ~- 1 :r)n',;,u · ~· • · t'he·~·forceS''rocthe ·unitea·"·stafes · 't:hose ini'istilatiii'g0~n 
·•.!d"J J::<::··."'·"'·:!lv. •·' !ap.'ptove'ii' war .,priaii' ':i.hclU(Hhgt-. io~ai' 1defehs~· p'i~i:i~ def~J~e ' ' \- ' - -· 

projects[1of aJ.liYiJlias~.'tb.ereN \' t~6.s~ 'sli!J,Wihg'' the- ijiy~oiit 
-~!i,~z .IJ ~e •. ·.'> : : : ~·r< r: ''Or·:Pe'ti'naKeli.tndefense . '-tv<lrk:s.8 'and. .i:nay:ii n ~tfs~s ~< il'I,id ··the 
O:t ~JiO ;; f .·L, 0 ' .. '.'! 'i 'iifdjac~n't'' terrairl. 'vi tar tc?!fh"e'fr"(i~feni'£e ; < '~hd.l'tfr6se 'I thJ t 
-.{; • . , ~-•. ··~-·~ ·: : ·.~'1 ::· •serf't:( to'1 fi~ de"fiiiftef:v'.'th'e' ';Io~atiori ;df't.'if±rY. ;ce1efu.eilt'-bf 
;,-., -':''1• '"!J'l~ .... ?f-,"~" ,,.r:l :";-,.,. .,,,_ ;:ltrr-.··t -''t_.,..id''f. \i·~. ~·.t·l" ... ~k·;: .. -~.~-~~d~-J •·!1, l+i. .. b(~ :_·,-,··").-) Ji.:•J-l L}!1 
·"·",'-•" "···-- ~'-' J permanen e ense wor s an nava. ases .•. 

( 5) Infohll:lti.o'n' concernin~r iteJhs' 'elf ma'Mriel'l~nd' llie'w6~s: ~f -,:is~kMbi~. 
L~.-~~: -'·!~;t-."\ ·~:·~ J-;: ·CHiSSTfie.cd:i'a§-s-Cet~Ci'~by··'a \~ili~:f of .. atm:~J~r .. "'s~rVICe\.\l's ;;.~·, .~~" ;,. .t~ 
,_,;1 :.r· ·o I(e'> Pliotoiraf;Hs:' biloto~fa't~.';:p'iagra;n~·. • or~'il194~hFof 1 aii.i~ 1s~~I:~{;W~v
r~ ... _: .. :: ; ·'i 'lilerit 6r ~sseii'tial :fi~rt d~f'secre't'l:D.iiteH~L·'r.h· .. ··' ... ,,,; 1 ~ ·'·" 1 ~1 'J 
,~j'c. ''A. uihority 'to···'clas1it'iit ·a~rrsecret: ~ iiai:'te'ts' bai '~e: ciil81iHi~d.r' as 'ls'~crei· :'hiii~ 

-·•~\ P!'..-1 .. 'l· ••. ,t· 4'~ ·., _\~ ~ ,.·:-:. 

.l?Y or: by a~th?rity,, ?.~, th~: ~~~r;E~r~, ~f . . :Y ~~; .~~,~· ::~~-~s~~U..~ Se~~et~~:y~ .9f:o W.{lr ; 
'the ChiEif of Staff; or an Assistant Clii\'!f of Staff of t:tfe War;:Depar~ment. Genewl 
"staff~ a'c:bie£; of' arm/se;'v'i2e; or 'ilriJl&a'U';-''a''g~n'~i:~rri>ffi~·e~: ;· t'ile~:cdillinall:<gi?g 
officer :c,:f ·It· ·Cie1o(' post, ·~atl.Ii:u •(;I: "'~t:itio~ ; !.I tit~ ~'coihln'~i{datit' ~of~. a 1 

gerteral'
1
'<'ir 

l ·~peciai:se~vice' sch6bf; ~or 1ii"lliili taryatt~blie'['·:' ~' • ~ :1_:-Jn., ... -:;c l.. :- f?(': ~!!~··: .: .: " ' 
': ·'i'L '.DisiEiminatioR'-oY~le.cret' .ni~tte'r:' 1 ~Ttie·'di'sse'mrli~tion o:t%~c~~t"':hiatt~F~iil 
""be 'h'eid•!to'-tiie' abso1t1fe"':niiilih:tuiri: ·~ :Iri:foftil~ti6ti 'hM''fo' 1tb.e>''cg{it~hi:·~~ l(j-f ~Heie-

-- i .r--- ~ • . ., ... -··-~··:.-~ ···~· ... ,· .... t ·~t. ~r··r--•\"' ····-·!,"\ ·r :;. '*"' "Jif;··, •';'}t ,., rtr 4 ·t•if>t•r 
. abdufs 'of· secret matter ·Will be 'disclose<,l only· to' ~hqse pers~ns 'w,b.ose. d.u:ties · 

. ~ • \•n" .-.·-~ / .:r ,~u-~-(l ·· .-;: ·:•,,. .. '""~'-' ''.; 1 l ··1r: t~~rhj.l- .l.i:1'!_
1 

01 
require such knowledge. · It IS exclusively for the official use of the· person 

-io·.:-whoin.t'w is· ·d.iv{1Il£e'<i1 rof fssil"ed:,: ~iio 1~iii 'i:le1'te~p6riS'i~1~ .·fpl",.its ·~a..f~l' '~tis'fbdy
··a'nJ;·secii'riiY': 1 • ;I ts-'in~io'iaiHiit~·J i~ :tlie'. citity'1liiii1'r'esi'>6Ilsii:iiii'to/

1 oi> aiC :[i'ei-~lfh's 
-t~-~.1:-: lt>k-~ • .~.~·u~:..""1 ~d-·~~~~~tlil-'"i·)f ·.-~ ~1 r ,trt·-·fiir-n . fi:H:-t·:it\l~~l 'fUJ!L.;J.i ·~"''J n1 .iJJ';t~ls.! 

•liaving · now e ge · ereo ; no rna er ow ·o ame . ' .!wl !:);.; '?,I'>';·<,~"'?!r 'J:()! 

p, 
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, · · 9:J Co:il:fiueritial· omatter.:-7'-a. · tW:hen '.CZas sifiedk ,as .i :confide1itial.~:· Documents 'J 

-.cryptographic· devices, development projects;r(and ·articles :of;;ni'ate~lel•.LWilli ·b~i: 
classified and, if practic'able, markc'a~'confidentiak~hen ,disclosure· of,;·the ,i:nfor-

• n:~ti?~ co~tained .. the]:einr;_:although• ,,i19bendarigering •. the-; •. :.national;- ~e¢urity, 
mrglitt,~e: prejudiciaLto:;,tlle. interest .o~;. prestige .of :the'· United, eStates;:. a: 'gpvern
mentat·activ:ity;!or,.aniinditidmil, ~or .. be•Of adv:aritage:to;a f_oreign,;nation. · .. ·. 

. b. Examples of items classified as confidential: .+.IJiJl!'i! ..!J:,•t:i'711T :cr,O:::; (''}· I . 

• -,'-!%~ !:·u .. (l);;Regulations·.goverriing· joint· action··.of ,the ,Army .and:lne ·Na:Vy.-
-~ (2) Documents relating to the ·design and developm'ent;of,:ri.ew 'materiel 

.:. and containing.rinfoqna tion· •of.~ther.-type !:describ'ed·' iw dcatove. 
· •• : (3). Codes, ciphers, and cryptographic.:devices·,.used. -tortrailsri:iit con~ 

' ..i· · .• , 1· ''·fid t·· ·I·. f . t' ·. ·• . · .. ,!~t -L~~-·~ 1 ~ ~ j _.en I.a· ~~In o:pna ·Ion~~·~,_.· -:~_.i!l~ .. .~'~~-:.n :~t~··:-- _,:·:·d;· ·f); J·tr~.i ~·~ ~ . · · 

'· ·~:w. ·.~·~!:( 4) -.,~ertain.militaryoinaps:·apdophofomaps:c·. : b~(jfi:W', .!'lilRJ 
" · ''· •; ... · ';':_;;•,Ca).::Tn~·the·,c·on.tinental ,,United_ .. States,;!those' sliO:wirig 'lay-out of 

·., ·' '·' -: · . · ·.~ '· - ·:the permanent·. defe,nse;,w,OJ;ks; and· 'fiaval;.bases 1lirid. the 
'_:"J;J · . .trh··>:fr•!'' 6nh·t0:tJ ·ad~ac_ent fiterrain·. ·''·ital rtorAheiro~def{)rise,l' anq · th~s~·. that 
· · 'tf:: ·,.~::1! ·•,i"J'fJ\i ~ '· 1;;>>.:; serv.e. ,,to\ 'ifix;. ·definitely·/ .the'' ;location: 'of · any" , element· of 
· •' ·!~.n ·;.:.~s~y.1•:, :.rr~~t:i.' nep:J;l.aJ;l.en.t defensei~orks,an!l•p_a"al- bas.es; except that when 
- -f<::l'-''·;··e,;l'.ilSb~' ·~:·r"th_e,coll!PJetei ID:ap~ of; a: defen~S~":'area:co)lsists· of more-'than 

·:' • '• .. · hJ•·~···: ·:'.; • ,, op.e,;·s.IJ.e~t; ,:orll-Y1 ,,j):J.qse tSh.ee_tsn:·sho,wtng; defense elements 
. 'lii:l \;eLi. ;:.]u+J'!K'. v..:~l}eeg)be ,_<;lassifl.ec~, a~h&Qnfiden;tial:-; o •. ·, • J ~~~r," 
• ' 1 :;.~ .:·lr ~. r,~:j: ~;q;(b.) :.ln].9.~e~;~ea I jPO!lS.es.s.Ions cap(l '·:fj)re_ign. ;teh,itory 'occupied 'by 
'··•:.i. ",.~ •. : .. :·:r: J'(;,; ·,• th.e_._;fo,~;ces.·of. ,the :;U_U,-it~d···State.s,:•:those not classified as 

. ·:. ·.· . · · ... :. ·. secr~t, showing lay-out of mgitary aJ;J.d. !laval' radio'stations, 
.iJ::;,.::J.·~:~:;: 1 r.~<, 1 ·l,jl: ~_ir .-Q.l,l,f?e!l.: ~ir~lf_Ol!les, :,ai;r-. (lepots,_1s)lpply'- bases, arsenals, 

· · · · ~ ' · · ··' Pl,'Q."i11g. grqu,.nS!E!.t<CIIC !:lP.Y.r' at:ea-~~vHal;etoj.defeJ;J.se. ' · 
: .-r ·~, (5) ·: Te~:P,nical :info~~~~~9P.,r ~l!C;h t.J~-S .-.r~~-~~rcJJ.J.~9t~tP.tQ~.~sSe$ ofS ·~anu· 

1 

~· '-ri:~::l _; ~~': .• ~·:~•J.llS~ll.W.\JY9-~~.h,tl!!~Y l;l_e;-a_.:di!'lt~!lcj; •ll!iJitl).ry;,q:ss_et)•al}d .~otca\',matter 
t;•,£rd~;;_i...;'!llit-' q:&,;g~p~r!i~J.:,l~:q.ow!egge;::_:il\d1i..Qth~r; tecp.ni~aJ~:i:~~-I)lS·r,()f ,:t,b.e1 typea 
, ~ _ ... ·' ··:descrrbed m a above;... ". · · · . : "., · . · . .; ;;!·m 

· ,i-J'.'1~::; :ll'lcMi ):t~~.wtqgn.wl1~ .. ;Pl}()tqst# t§, ,·(liagr_a):q.s;: or; li).Odels; of,{ any\~confid~~tial 
-:•·Jh· ·J.M · 'Ut<.i :;~!'lo<;~rnent:;,p~;:-r.!!E>.Sgnt!ak-'p:gt·,of,, cQp.,!idt;!nti;:jJ·:w!!t~ri~i;,~t :;:;,:,;.:;,: ~)0 ;:. 

uo!'li3~ --~:n ·Q~rtarp,;repo:r;.t§;~ or.ge~,c. :<?r. ;i:g§.t.ruc,tiogs· P~!:taip.ing;yjoi.Jil;l.._dtV.i(luals;:.r 
r- t'~::'f':.tJ(;~·: ;..~~ :'i:iJ ·.Sl!,CA;!!~ t9-.osQ_._r,el!l;tii1g tp. ~l).:y~stig~ti_.qn~d1P~4!aLas~jg:q._n;u:\ri.ts;l'aJ;J.<lJ 
':~ · ~ ·. · ;~L·:-- ?J~e:r.s·.i.~ -7_.iD:\a\-;;_~ d.i ·: £~'!J.·· ... -{,O'J i;-.1 ~·\, i'" _i~;_,L,<:~·~:.nd!J·;-,i;,~ ?~;:r>or 
~ ··'ilJ.£:..A:'f!{lJ:9!J."}J!· tp ,~c_l!J:..Sf!.tf1J.v(!;~1 c_g-n;tJ!Zep.Jia~.,£P,ot;:1)..J.Ael!t..s; :d.e\:_elopment · pr_oject~, 
· 11'\~t~peJ, :2!:; ;t_e<;;tmi_c.a.:hiin:f;.Q.9!1at!Ol1ul!l.ll,Y·:i;Jijl,~!as.sifi.e_d as co.,nfi.de_n{i_ql.;bY, a:q.yJ .c.om~'l; 
IDISsroned·iofficer.;.·""'"·' ., ... ,,, ~,,, ........... r • .. , •••· · :·: •· ... ,- · •• , ... ' ·, • •· 

·•-•, " .... v •;o· ·~- .J.-i Jc••-<J ,_,,~ .... ..rlJN:.i--->-l~·- ... ~ :.-\1 U-~ '=o.l. ._n/ (:;o...,_'j' !•L ,·J9'.1J.~[f; g:.f fff'll 

·.d. Dt_ssemtnatt~n of· con~dential '~Latter.-ConfirJ.!!:nti.~l~ :nilit_ary,;>j.n.f-9f~~tto!l·.: 
'Y.Yh~~,ltll_~!'.Al.~. disp:gs~!)d £Ert}1.}19f A~!'.c.lpse.Jl.:tQ-lJY.~Jlth.orj~ed_ pers.oils•:T.t[~:Q.e :con-

. t7p_t§!.,~f. .. JI:'h§Ji~!lb.QU:t~(~f_ Cgnfid.entiat_ QOC.lJill~J?.-tS; CJ;yptogr[!ppjc·.devices,:· or :Jl1ate- ; 
·~·t~el; >lY¥1'~l'l_n9!s<;l?s~jl 19P~·Y ~ t9 · ,tl.1o§.~x:Pf2rso_l!..ir !in •. th.e ~Gov;e.niinent;,seryice,jwhos~r 
f d..JIJ!e~;rreqY!f~. tp~.t -(!:J.1ey y!W,Ye>·~:.w;!J.,, ~nQ.w)_edge ~and; .to .. ; S]lCh_ ;o_th~t;, person's:: of·. 
'~§P.!l~,l.f!:l,;tr1Js.t-:)'~'!W:J111lStibE!:>i!1for:Jl1e,d . .-,.r_T.P..Pse tto.r.w_hQpJJ~O!lfi.d~ntial informationt 

IS• entrusted Or disclosed/ are responsible for· 'itS safe custody and ·:security.1 < 
i, · tl.Qi. "..Ej:~tlj.~teg •.m.a.tt¢r.,;,_a. 'o/!1-~.irt :cla~~ifif3d~as'.restr.ictgd.i7A, document; ,crypto- · 
g~gp]!i~:g~yic,e;' deyelgpweQt PF,oje~t;._or ~a'i~ticJ~ · q:f ·rnatRriel /will b~_classified- :a~d;- · 

· iftPJ?.g:i_<;a,9.lE}.'sJ,11i!l:Jr~d .;;e~J.trir;t.e,d;.w,hf!l·;informa.tion. ;contained~ therein lis fo~ · offi-

·.· ~!;::~!::' '": :::~ .. · :,.,},~•·:·,'·: ,> .:··<~(::~:, ~~ .. '·'~t~" '.''.'.; ~.;; ' ~ '~' ~;l ~:·u ~;;;:: :,~, .'i :r~IJ(• :;' t 
t") :·.JJ-.•J ... .t.li:tf .... ...,.as <Jv -... J ··~·~llt..;l} ~~"..• •.• ~rro .... ~-:·t.h):J; 'Uh~.~.·! !;'..u.r'J~1W. -!-~:. ·• .... (t.::.· ).!J.L}:.:)i 

i! 

I I 
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cial· use• only;-or when ·itsldisclosute\sholild be liliiited -for: reasons. of:aafuinif;tra- • 
tive privacy.or~ denied the~genei~al;publictu'.f! :J1~ J.,;:_:oi:·.""·'~ ,;.;'>"1--·. ·, ': 1 11:~ ~:·•"t<~-111'!.'.";:> 

'···o::Ewamples of! items· ClaBsi{ied>a;s;.restr.wte·a::·;:.t!•l.'3l•!•:;;]•;r." :: "l .~;~!l r::•{)l;w.tJ 
,..,_.;:·.u:r(-1:) Certain:part's ofcliwbilization plans_,andl'regulatioris. ~y-:.•t'lt·;r,') uol:lnrn 
·'.1 ~vt(2). Documerits':relating ~to •tlie;- designi:and'·aevelopnieilt!•of·niew~ materiel:! 

.~ "· containing inforrilationiof :the•·type"/descrioedl in .arcabove.: ":-.•: IrJ•::~~;< 
(3) Procurement plans .. ·-.~-~~~H·,·\.~\·.~t< .. '-:.~Jl _,_;-.,· :.r .. ~\'~· v-:· ..... :: \o ~· . .,._\ .. '··: ·'·i ":\ 

,•r( 4Y Codes; ciphers, and •crypfographic1';dev'ices·;used• ·to; transmit .restricted 
r.,:·~:·~:jr;.( v: ~information;~":·~r.·.~. :~,;;, ;_ .... ~:~~ 1_'e.SiY2 ~~-t~· -.:';..>;. ::·•·'':"fTi, ... : ... ~ ~ -: '.) 

.. ,,,,.:. (5). Certain .traii;_ing and•:technicaltreguUttions.: .~r •. ':".:, ;-,;_ 
-.•.·, (6)c-Certain Army.extension' coutsesr,t't-'.1 ·lJ! .J , . ·· .,. ·-~ ·; :. ' \~ l 

(7) Certain documents regarding engineei:ing.;principles:and design de-
tails, composition,.tmethod ;of•t;processing:.oi': ,.assembling, .\'vhich are 

ju ~ . r ._!;.l . .yital::Jto the functionfm~· of< use! of an· 'article~'of 'materiel. 
"t;J .,(8) ·Certain;;militliry: maps,and:,photomaps;:..Ji'I9fl '.Lii 

.u.:; s-~o~~ , (a) . In the .icon'tiriimtal ll'J.nitedl · States;rrthose·: showing lay-out of 
;:., :IL.'l.l·····- ,, ·-!t 'militai:Y.:;and'.naval·.radio' stations, "air"bases, airdromes, air 
.'io>t:\. j ,,1;, ;:1"'· ~.-; depots;. supplyribtifiesJarsenals, 'anQ.ithe· adjacent terrain vital 
1!1•'~-r :no:·• , • .• , <:,·''>to>.theiridefense;'.inCluding; photographs' tnot otherwise classi-
>,·i··r~:· ,;:!'.\ o.-"1·:.::<' tiedi'which<;are·Jnot1istiitabfe1•for;.public:•release; and 

(:(b) In oversea; rYossessioiiSl ~n<f. 'foreignliterrito~y , occupied by the 
·~' r ~: ... lt_!~Jc. ~-:. '(ro:tlforces:of :the· Ui:iite'd'; States;· •all'Jtopographic \m'aps and photo
Br' ~ ,U;.,'-ldJ ~n•, graphs, .not· otherwiSe· :classified ·,wJiicb:~'are not suitable for 
,:;un~J ·1": ~~".Lrd 1:.~-:·l:iulSlic; renfUSe:· :-.. ~vc·~~.s/· :-nY~.~:.~t~~ ~::..~:-.,~ .. 
, :_; • .;(9) Photo'gJ'aphs\ ·photostats,~ diagrmns, 'or. nicidels ~o'f· any. restricted docu

.f'nient f·or~ essential". part.:of i'estrlded'•i:iiaterienr,. 
•jiH.·U(lO) All,inforniation>·relative •to >war reserveS,K'IC:lt .:c :n:· ;;,:' '"! 
"iC!t.A uthoiity ~to 1cZa88if1i~as .Histri.Ct'ed.:.l.:.::Documents/de'Velopment'projects, tech

nical! data, ''and'·matel'iei-·.:illay JW;crassified .a,S<--resfricteiF•byi<any commissioned 
officer. , · .'<'70:'~' ~. ni ~. ~, ' -~~ 0:1 

, i. d~i'Dissemiination: oftr.estr'ictifd niatter . ..;:!J_rheliilforrilatioi{c6ii tained:in li•estricted: 
documents and•:•tbe•;essentiai)charaCtetisticst?bfT-restricteu··iliaft')rlel Will not be 
commuiiicated ;to'.-·tlie' -public oor:·t:of tM.rpress·,, 'b'i'it•ln:iay' be r given'·t'6 ail} person 
linown':fo- bc.niPthe':sef.vice·ro;C the ':United l States •arid; :ti) pers'6ns of undoubted 
loyalty and discretion who . are cooperating in ·Government ,:work:: · 

,: 11: i:Classi:fica tion- :Of information· -from · O'ther go:veriimental\ ag~n'cles. :;__In
formation obtained(fh:rinl the LNavyt•bepart'iiienf' or:!'oth-et :gbv~rn'mental 'ag1{ncy:r. 
will be placed in the same relative classification as that ·in whiCh;··itLis:-'catl\ 
rledlby 1theJconti:'oiffiig· agericy_t' ._\.:')~ '(' n····;l 'I ,,it:·:;~,;;.;: ·, · '," : •:. · · ~:' ,':'_ :;' ~ •.'.'. 
·-12, :TestiriiO.riy loefore' Cl5ng-ress~2U;"ll.·W1ien :w: pei::soil rin''the 'fuilibiiy service' 

appears ,.before. a-· coniinitt'ee' :of.~Congtess'.:a'nciDEf'called' upoii~rfo. give,:festimo'nyt 
which•"he knows •:f(i.J•be:if.:onfidential"<ot·'resfricted, •he \will >respeCtfully !:tliqu~st1 
that ·his• ,gtate:tnimts lbe', taken.hiil <executivei session:J oniy" .. arid :not appeaf"iin'

2
ilie') 

record .of· bearings;)' the·:eongressioiltW'RecordiCJ'oi''otlier 'document ''open'fo i i;ii.i.olic': 
imrpection. M.-.1 '··'·Lc.r:~· ·{i;l'J tH ·.· i <-':rQl!r;q-::y.-·:>· · >.:;-. . :-.,;;-. -:·: '>:,:u:·:rn. P..i 
·-:o;: When~ ·called' •tipon-·to: give~testimony"whiclr\he• knows'. fo--·be~ seeret,::unie§s 

M·hmhireviously' been .autliori:ied :J:iycthe SecretarY: of'-War to-J;give~su~h)'tesfi!.'J. 
mohy;' ne willi respectfully' state.that he." is: riot· 'autho'ti'zed:to }disclose ;tife'·illl'orma~i 
tion· desired, and will inform the appropriate member of Congress that a written 
request for the specific information should be transmitted to the Secretary of 

(I !' 

·.,. 

j. 
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'I:rJn''' .'i9lt<i· cl!,.'l!classification!~tli:e~commaiii:lingl officer.twill.Lprovide,for the security 
·--:--:~·.' ,;.,~· ·· · •. of•,inferoftice transmission ·of'.seefeti :documerits:>":iJ: .· '1 

... .. ·-: .' ,( 2) Between· ~posts, camps, or stations,.c..:, W.ithinl'ithe \JUniteditStates .<iuid :: 
fltu:J!iui.,o.El·~Jlnt!cdtsEpossessions\ secret documents.<will~bel\transmitted l)y )an officer
.':!} ( !J. .. ,:ra.;}:l ; 1:Jl_llessengef.(olt ~oiirier when~pr~ctfcable;rothei.Wise;hy. United' States 
f.Jrm ;:cltl•"~··i~'l.l'jregistered1 Iiuiii:: \WJhen~ aiJ.;rofficer.~courier:Ms<.notr avaihible, such· 
Ia:t<oct. rr:-;tv:ot udocumei:its~mfiy:,be .tra_nspo:rte(l;ltor_and'(from"'foreigu· countries ·and'· 

-; .:1::tPJ'tiO". ::the:l;Pliilippiiie!;Oo!Jinionwea1thuby~StafeJ;Department rotary lock 
9 cr !ihr · ;;:.;9J.ii>J.pouch:·iJ•If~rieitherl'officer~couriemiorr(Uploriiaticip·oucli (fsiavailable;· · 
-u:..0r, ;r!<'.!~)!lf' ;1 !t!ler~responsible, officer,i may~centr,ustt <\echitsdo<;ume~ts to reliable 
'r.lun m1 oJ: :t~_1 \~tdtizens;:of•·tlie:·-.United·, States, •such~tas !ojficerst;orJofficials of other · 
'liW v;u b~:19q() go:vernmental \depar-trrients<or:miasters'Of"-vessels'of United. States·' 

registr-y:L Hf ~no:-u,Iidue:tdelay:r(..willere!iulf:fcomJ1landing ·officers 6{ 

9~o1Lt Jq;':J7. y ,~pqrts·rof.~embarkationC,will \entrust \~ecrehdocurrieri"ts {t(il the coin; 
b!l:I'H)(J<:(W1i •3d ma.ridlng.·:~offi~ergo:£ troops·l~op. ~- a,no::Nrmy ·.transport foi·· delivery. 
f)!jj Hi: IlrJ;Iw yJ•Ifl noJ:ie·ofttheJ·for.~goingi"·meaiiS;.·:o:lEtrimspottatiph. are available, . 

• JJ: !:1Dflflrnr;~f}CQl'PSc_ar;ea':!commandeFs!:irilltcoJ1lmanding<:officersiof exempted sta
V.IJR '{c t::·hili<i:ti@S · are~authorized•Jtortr'ansinit-~secret· .. \documenfs"b3h'reglsteted · 
rd j;:rioq yon o:IJl!a~~lin::a•,Uq.ited·.LStates\:sea:post~offic~; provided<.ithey:dd~:notr.]:ia:ss 
.cmts:rn'l J~ J[-guo·xtlJ.r.Qugpj.any,:fo_reigri\!pOSt:ll'j_systein~~Ol'..(ttuifiofr,the(·'PhilippiiieWoili: . 

!QQPJYSJI;l~h:jLi(l .. 7/.:.li;:lT\ · 1(,.::-..;Jlrfll 11,1 ,i'Jsl'l'H'~':<sjll'Il:!".tit·l~&'~<:.! .,;t)J:{ · 
,:::~nebm}qGH 1 f:repg.r.q.t{Qn .. fQTl t1:p,1lsrrz.'i.s_sipn:_.::.Exc~pt .. when•{Personany;'delivere'd: by 
!to!! lt!l'JIT ani:hl.l"l!lfQ9r]:qell"·:J p_er:;;on1,1e1:; ;s~cret Jdocum~nts")rtransmitted'idJ;oini'lone 
·;uri;! i 1: : ... ~ .L .;P!'!!.!JO)}~tq, iagoJJieJ.) ;yiU:.be <i~closed:in;an~ ·in'ne6;and 'antouter;·cover. · 

1o-··c;,::r~·t:,;.i ·j.vilfi'P.Y.P&.~riJten;IJ.lQJtfrr5~·J.thejdoc~JllentJ;w-r)l1beLJprotected~'by; mfeov:er 
sheet, or bY a method of folding, from direct contactJ.with~_tlie 

~un •.;~w:M>' .• ::.oh !~wgr1.:~R:VE(!:· ~\\'!'4f.>_in_ner .. ~oxer.;.,wilh b"e>fa':;;sealedowBtPPer; of![ en
velope addressed in the usual way but plainly marked\lseeret~so 

,<:Jn:"Jmri:>ofl L•;·r,tl~>;t,t'ltlle::g9tli_bign' .,W,m;rbe:)se~~~~heiibth~' route'ryco.Ver( is ren;wved,. 
<·r~{JtlfJ fq(Hn <l}~~q•)'f~ULcqnt!l:i!l: a:~rRceiPMor~:.:.which~willdderitify the addressor,., 

r::·._. .: ., _., . ,, ::.. t~e addressee, and t:be:do~ull).ent.'1Q•Therouter c~v:er will be f?ealed ~ 
.,_.:;,_-;xrilm rr C!''H qpds ?!19-n~.>Jse(l:fiJ::th.R · .or(}iJ;Lary .r-ma:ni;terc:Withi:Iiot.notation to indi~', 

' cate itsJ§~g!'~t c1a§fiif:i.cati9n·.:j;:;o<:;;•;1 "· e>1Gm: -u:J >::.· _ ... 
::1 , · ··:( 4) · AcUor,, upon recevzit of ·searet.<m.a.t~er..lO'!il X•'l'i:o~j~<':t>;)·, '1~:· \?,Jll·:n>~ · .u , 
J.,. •·. . • . . . • . ' . .. . . ' . . ' . . - •• 

-lt.rr7~ :.ti.!;:j': \~"J~,(pJ ·1):!9.rc;_t.o ,op~l)ing_, au s_ea_led);package :orl•.envsl6pe,•c.ontaining, 

. , ;o) 1~ . .I+(J:Iw·l:lmc~e~r~t 1do.cm:n~nts;·t~~1sea~~ .aP~[·~r~pp~r~l\w~,l .. t,_e;. carefull~ .. 
!JC>~:.rrr:i ;;~f! 11 !:19'f'! ,blrJ•X'tSI!.e~t~~ :'t9~ determmenwhether-~tl:):er.eJ~~~·.been any t.a.mpex:;. _ 
9 ni,r' iJt ll:5i]io~; ~~ 1 ;Aing;.);Ifr,a\}yievi_clenceiof·)tainb.edug fs;noted, 'the faCts will'. 
-~~Jr.if!;'0:>. ;Jtl.t "to ·<t-_.~1pe~fepor_i:ed:iu'J.med.iatel;Y;ito.~th~c·is~uing.~auth!?~ity, w~o ;wni' 

'·· .J ., ' 'inithite ·an investigatiofi,Iwithoutidelay:Jnott · · · • ' · 

IN:~~~ii )~,·;9{"p.~(;~·bJ a~~gP!~ner: ~over, ~ai'Jie,d.js~~~etf>~il~~~b..~~~?'~n.e'd · qnl~ .·?;· th~-- · 
;i:Ylli~(.9fl,t 'Jf:lli'H t<>.ll •P.ef~!?nJ::ttol'.whomr addressedn•or,n1JY·1f:f)ex:soi~;nel specifically . 
. J:<;H~;a;.;t",r;'l·: .. (i.j' d.ti~:d~sjgn:J.:te~.' by;_Jhir:t•>. 'txThe·,~,re'ce'ipt_, fol'ni: :wni lie dated' imd 
...:i:',; 1/:;tq; 1~ ,-.;,\dj!_; .:J.·J[,si~ne(} (~md)Jl!!l1.edia~~ly ret~rned\to;·.the' s~ft(ler:~q~The'::·inner 

( .. :. 4 i .• '.... . . . : 1 •• .... • ~: '. . \ • . • ,. ' .. ' •· '"r· ~ ·' . ~. . • .-. . . . ~ 
,:-:.lJx-'r11U::":l_, .avq::;_d H')lc.ov~erl 'Yllli•b_e;>d.~st:roy_ed2byJ;bummgulf:'.thet subJect,matter 

... . '"':.. • . . l' '" :;.-of the incl'osure'"lias been•;inncontactritherewith}.')!-r:;ll !_):Jrl 

tt:Jn9,'- •1 ~~(~ );Tr.q}is~sff.O?iJ~bi} 'd.iidJ:M..t: ~;~$ecr.~t'· d_'o~li.J;lleri tsi-. e~cept; .tho'se ~~sectilby 
. ;( o~ ._.i}!J!o :t~T·>~:,,A_i~·~ 0\"i~ps _-p~rsonn.!)lrci_urii)gj iligh~.t.Will- tbe .. tr:frtspc)fted!by(, alr~~a:£t . 

1 ~ t ;.-. 1• • , 4
\ • , • • • • , • • • • , • ~ 1 , -· • t . • , • . · • • 

": _ .·o~Y!P }•;.ci · ~~1Y:;l1Jl¥e_t .. ~xcep_~io?fal,tdr![llm:;;tans;es:j~f~he~, sorb:a~spor~~dt~tn~Y. . 
· · ~ ·· · ··. . will' be securely wrapped arid placed· in· the cusfody" of an·' officer · 
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Y.:li'HJ9'~rl 9f/j ·rn'totherrtl]an\thenmot:;uiWhenuthe•fiighbis;:;tofbeJinade over water 
.,. the•.documertt wilhalso be!weighted! :;IHlU'l!~:,iX 'h 

f.try,b.tOon;fi.f!entialJdqcumerits:rt.-'-.~;;0i·'.<ll1 • . ,,v ,'\t~l':.-:1'.}. ,~.:;,.,,,t ll;,·,;;;'.::;l:l 1.£) 

-':9'>;i!v. f! <,.(iJ;;)J B_et,v:een:.offices;rvostsi;~carrips;> or!·stations.::::Confidentiai documents 
e~tJ·i'.:!. h•J :;t.T} "-'ma,y:,,ber~transfuitted·:lQYNihy 'Jautho~ized~mes~enger, insured ex-
1: ~3 ;;';i.nli!JVr! press;~lor,tregistered'>maH to:11Yily point ih,'the.l:United States and 
l.H.::n ~:·)i'Jtarrn•) Dits··p.ossessii:mspprovid,ed1t,lley;:do:;riot;JpasslthrougliJa foreign postal 
;.!:>of ·,;u:Jn ~r.:r:syste1p:-andt:ar.e \Cil.rried>'iiwshipsC'of nUJ!~fed!'States registry. · 
.<Jf:J ;)fi:s·· LG~) riP.reJ!.anat.ionit Jfonotran.sm~ssiom~~·wconfidei'itiaf'.> document will be 
~{d!l!J "· £ (Jj aJr;eprepared l'fOrl trans'miss!Onl ill'Jth-e) same·.tmannerJfas a secret doCU
'!'f.::'lt; ·~ ·' ~:-lni•);,]::ment,exceptr.that~the/in'nei·l cov:er~twtn;cO'ntain:J::i.;receipt form only 
ar;~ U ~·. '.-' :.~ 1 ;'J :; w herr.cthe ~sendel'Jideems:;it'~necessary .! andllmayl"lbe~ opened by any 
:tr. ·"''~r;;:,. ·, :_;fHesponsibleupersoii'muth'oi'ized!·by;· the :addressee:•,;-,: 
-ll·O'J -;,;r (3) •'Ttransmois~ion:J(by:t;ai?;cir.a(t!~~ntidenti~l''-'dOcmiients, except those 
.v.:r'l"U':ll•. 'N1· )'.US?tl<!by *irr,Corps :personnel.auringJ;fiightiJ;will! be transported 
,sfdr·Ft.:vfl <l'HJ rbyJ nl.ilitm;y;rair~raft<ror< byliregistered~ ai·r niU•!l only when in the 
• n:~H l!<>i!tu;;;;;z<: ') opinion·cofi:ltheiire~ponsiblerwtpcerr·the":eq}ergency) demands it. 
b~~:c:J,Restrif!ted!ldocuinents:.: l Restitictedt [docu~ehtslim~yt:be tran'smitted . by any 
,aut]10rized1 :r:gessehgerr~·or{ by~tOrdfn~ry:·~inttn~ •:express'i('ol~',freightHto · any point in 
-the~Unite!l!iStates <and ~it~:'ipQ~Session:s;•,providedl,they•'do;.not· pass; through a foreign 
]J<lstal system and are carried on ships .Of United Statest!re."isfryl 
·r,1ll~:niR:au:ine :corres~.~mdence~}e"'c~i~ts;l.<and•'·rep:o;fts:-'-"i{o~tine~·cbrf&spondence, 
!recelpts;t;orl!retur.ns;r.and~repcn:ts·Jof posses~ioh,Htrarisferr:or' 'destruction need not 
.be,rclassifiedoif lreferen~ .'therein~ltO'c~'Cltlsslti~k(i orJlr{;gister'edf'(locuments is made 
·by,·<filel nuiriber.oor·, shmit~:Htie1•oriJ~ipwi thlfn~tl~iidichtfoiit-'of.:;th'e ~stlbject matter or 
tclassificati'onJIIQ~ _'h:';'liJJ !l!tnl ;~:;i.tiJJJro't \o' \JO{{j·9Jll J.; ··i.ff ~iO ,l<nd3 

-II•20:> Storag~7?f•·"classifi:dl db'cun'lents.~a.~•istorage :of :cza-s8i{iid documents not 
r.eg'ister.edf!.;)hmn .~ft:rislq jut! f.JNt t!lU8!J J!If rrl J, >'''i~)"tf•f>,~ •.nol'-''' · 

fX:)70r1Ht ~1)-.!Secrehan'~ confidential:docun1eiits, otheritlian·:r~gis't:ered documents 
;waa~nfll>H wrt ·#ill~!lie~ st?recl~inf~thilrm'ost'!secui·~· 'tp'es''avafiibleliii a room that. i~ 
f>..llfn3 ed Jli'.jf "!kept' locke(l•;wlientnottjtJOuse!rj IJrU: ·.·~··;·. ;~·;l1lJJ: cH11 , . 

.. .iJ ... ;i o:J· 1(•2)'t<:E~estrict€cr: .docu,tile~ti\wmjfie"stofedr'ahd'!irinil.Ied'iiit such a manner 
as to insure· a 're~isonabl~''degreer6:f secutity;li <,;jj,', 

b. Stora,qe of registe're_d' dooii'l'iients.l'J'0~,,-'\,, ~\\i'l'>~-~ '''"'• ,. ,,q\~uP.o. ( l•) 

'gHii!fc,trr'J('1)'~~egistered dO?Ument[j":.;vi}llbe ~toredrip. tJl.e"!fu~QSt sec'ure Space avail- .. 
-v;IU!t;:w:> •:.1 I!) able,·/prefern:biy, tlieJequi:\·al<~nt;'()f::ai.tliree"combination safe · 
-:.~; :lU!lS \(2') !Onlyr~commis~~oned)l?fficers[!·warrah't fofficei;s,riand specially t;usted 
ffi:vt 1!h.'ll !:lei~ ,enlisted' myts·ap:d·idvilian'lfeiru;iroye~si wiU1ibe permitted to have 
W·~r •·~:-:-r ;;lf·,r access:Itort~yccontaine'ri;::of li:~gister~dl.fdO:Ctiments or the combina-

. tions:orf·ll'eysr-ti1ei·i!toiotln~,ites-.iJii · rr;J etr.Uirrr 
o!i-; .:lrl •/(3) Safe;;<.contaiJii{ig'l.registeredl'docunf~nts.willrhil.bituaH~ be k~pt locked 
"l~rn·;cU·;_ 'l · I3nwith"the·rfuU:~coinbina:tion. wl1enevet1theYrare not under the direct. 
fmn k'1!:lll f,·;. supe~visiont•'orrar per~~i1 ':oftjCfallf ·enf,ni~t~o:lwith ·the combination. · 
'1'lC:L.01;ypto[Jraphic •doou.1nents, ::'So ·.fart•as~.~PI'a~ti:cabie;•fdpher tables, alphabets, 
and;keysJ~>iTillenot,:b&ikeptoii11tthelsaineh:oritaim~rYfas' the'rcode books, documents,· 
and devices·itorwhich:lthey'-il.pply.,:.nfl •• .u!i' s·lr.J;:.o!.Jirf <Jlli lo . . 
v.crdfl;J)ailJJ.'riitsve.ctvon .• :'At, ever.Y headQ.l.ia~'te·r'sHini in's~ecdou·:·w·m· 'iJet made each 
daydinmf)diirtelyJ<before 'thei ·crosei·o'el oitsiness!ltocjiniu:re:'tliaP ali-"·secret and con
f!dential·_dQCumehts· and (cryptograpliicl'devicesl.l]a:vE!\beeh'l:properly put away. 
-:s::Jillo uv 1tJ'· 'i;50ic.u::J mh 'Di k;~JJ/•1 l:rrn -'IS\i•J';<I~r7 ·v:h :!r:J':~ <~d. rn·11 · 
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i>S(J;>iSeourity:lini rtlie) (leldl;::.,In:Jtactical:coperations, ,actual' or;· simulated; r,the ·_com~ 
manding officer of the unit concerned is responsible that all documents,are:.givel]. 
the~:max'1rimm+ security) possible; :Uiiderdlie" circumstances; :o NoJ:secret,do.cu,ment 
will be taken into the front lines. .';<lH ·J·•n•f<~ '..t:m .r; r.,~,; .• !,;.t.;-:•: ~·' :··•n·· ,r,: 
~· '21. n!EUturn::·of.>sectet an·d~confidential ~docume~ ts;.~· ~Upon'. change'..Joft:s~a tion 
i:ir:lseparatio~'·from the' lllilitary~ser.v;~ce, :aitl offic_er.::\vilH returnd.o') the; source 
from·· which received,. ·Or otherwise properly account for;1 anr,secret;,al}fl; con.fi
'dentiai':documents'which·ha:ve~been -iss.ued·.·tOJ h~ni., -.<'lcq'"1. ;Jl; ,, ac:tfl"'! .a::;: .!C. . .' 
lll22.b1Dest~uctionuof;; classified; dQcum.ents.-::-a.)<Secret J..an,<J,; cO,'IJ}irJ,.entY!!:l.l!.rf:o_c,:u_- · 
)• •' ' . ' 

·menis:t.f1 f'fl. t'J, .· '. r~:.:r;._ :!'o _,_:· ... "tJ:: -;'"'·:.:c. ~:t:1; ~-·:.; OJrF~ ..:ro ·;r.;t!n~~ r,;~d~::! 10· {Jl~-~~ , 

· ; :. (1) When competent authorityr uirectsothel.-,destr;uctio':l~·?f,~sect:_ebjo~ 
i: J';H.!V/ -iii;,; h confidei:ttial:docufuents,~·they .wilt;be;.burned ,in, tl].e,•pr~senceJ.()f·.lan 
. ..;_;.'- . : " 'officer; who will submit a certificate of destruction to :tl1e;·l;l_ea_d,
~~Qd[I' ._.d :JI~i~ii!:'~q~~rte'rs ICohcern~d:i If· the•gos:umentsr.ar,e. r:eg!st~red;,;,~he certifi
: . ,, . . . ~' . cate will be sent to ·the7officeri d~rectil]g\),the);_qestruction, who 
S;.i) · o:ouhio·· F1. ~will1for.ward,it :to the' offiC~J.Of recor.d.jnfii~~(~d;. int.~t~~~ re~istered 
'··JJ:~- ~J.rl~ ~~.~-!1~~1 ,J(]pc~m~rit;- fl \"i·~~-r~;tnl::.i~> -r·ttth; !~r:o. r ~~j .c.l.r'.n~(\~~1~;; . ., . 
1:{'~' _;.13t1;(~)•rPrelimihafy .drafts, tcarbo,n· sheets;t,:plates, \.ste~cils, _ste,nograp~~lC 
,... ; . ,,:~~t,, notes';' andcworkosheets·'containinglsecr~t or•,coiJfid~nhaf data -Will 

:·1 ·~ - • , , . . be destJ;oyed.s~y ~tliei·· persop.;!.r~sponsible.·;for -th~ihr!P~~~uc~ion 
.:i;·'},. 10,~ ,r-:.s~' 10 immecli~{ely;1after th~y,"liaverserved•rtheir: Pt\I'PO~.e:·sn: 'YJ.ll be give?
'~i •;'1Q:.YJQ,. '-:~ r r:: the sameJ:classifica:tion::: a·ndfJsafeg]Iar_dednin)jtllceosanie · manner as 
-1r•:J::J 'J<,. ":l'r>1':'lthetmateri,!llt producecF ftom~·them.'til,Ir'"~~·. [)'J~P~1<:';:')1'J. (~) . 1 

: b. Restrictea doc·nments.-Restricted .. ,doc.umel!ts;:will,.:b.e·t,!l.e~t:rpyed .u~ any con
''venient~w~y rwhichcwill!render itheni. useless:•r'f'lf.ll JN!'lV .!"'!<~ t II ';9'/''f:'':JdVI ,.:J 

-'C'.£ n~·r.::;::~-- I, ·c. -:-:·Ii.:~~ ~:"! .ti•wpt•;fl ~l_!..l)f'/1' ')." .l.~P; 7 ::"o\)c. L)!~!t:f'.U"l!t}" 'l ;,•,[)J:ft 
•nu~Wrc ·']rro-:r~· h<,·w-:-1. ·.1 •:•f :m~E~J'.J:\l.~uni. ;Hit ,ll;,;;,lt ::::ort ;;i ; ~~J-S :i" ·' .. tdJ;'f 
- . . , . , ,nn11f~~<,·!!J1jfl ~-rn~ ,;li<T·Itf~trr. ?•(iJnprf t,t!:( ot {'<] }[..tr~lf!) 

. . REGISTERED DOCUMENTS:;··. ·. , . : ·~ ' , 
r;;_(11.1~ b~:"::\•:il~~,._n~-i~ .?! . t.rc~It~~-.. :·o -.li.-~·~·tt n: ·~ .!f!:t !1. 1<4

'- i ~~~ -~~1-:-:t~ .J.:'!jf."I.( ~<C ~:.oq:,P~ra~fhph 
g-tf~J, · .t/tw·r:. :"0: trt.:r ")!!'lJ~t]i,...-~:pl, ~.ts'l:·t_r~·;t ~(: ~t:·_~ftit'J""'' fi ,.,~~,finu~··~·t .'~~~:;;[9ft.~~23 
l~~th ~!i; tr, t.o, ~~l~~~ii.~'"'J r.-i,1">: iF:!~~:;:~;>-:-" ;;;:::-::~r,;;\ ~ ;;><i-J;,-:-- <iiZ;,!-~1~;-rr~l-;,~_y;~iiT ~·~fiT f1 24 

·~JJl~;~~~~~ffii~~~~~~~~Dp=~~~~~1]~~~r}~~.~~~~~~~~~~.~~~~~~.5~g~~If.~~.;~f~~~i~~~,~:~~1~ 
··•:::~·.• ::1'),1:~\.u 1.f~··~··'- :;1.:··~'«.; }.,.t •• ;:·lo~.,'.~'."'''·l·\•1 )-U:J\ l J~ .... Y(.f;.v..t.~ .• .L vl .. !1 I ~JfllP~J~28 

:;~;:rtib~~ ~~~~~]_gic;.:-;s.:-::3:.-x~.:-J~Ic]::,;:~~~~p~i'Jj)!~·2=-~.zL10~1=~~~~~11)1=§£ii?~~29 
.... ar.~...., ~(J. ,q'),RfC .... ,; ... ,. .. •:tt : ji: ! ... ·1: ;w?.~l ~'i'I ,.- J!lr.JtUJl:•{l' J:r-1·.1·.·-f~!" ... ~S- J! ~I!)-r~J[t-:1-rt if ~" 123 Autliorify t6 designate -Officers authonzed to ongmate and 1ssue secret 
:i(fL~-;.;,"1 t 1·1Jt' J't. #. t ' . ,. · • ·'J.-1-H·.!Tl.. :r;qf~i·;:.~ }? J;. .IJ"!'"'·.\~> •J" -~~i''·-H{{i J.j~;tf?t?! rtJ(i'i Vtl!fi 
·or, confidential documents· ,:will 

1
deJ:;igna,tty as, regtsp,ere,, , sue. lsesr.\\- ap. ~op. · 

·--•H".·"1 .ud' : .u·,) fL.·:· · ciW'"-mtm ':as::t'ney· {l~~in:.nece~l:>y- in ·the~ili'terest' ,of 
·&rPti·S.Wu:a'(J~<if~~~~· ~\j~;iuY.,e a~d:ni%~t-s ·' J.,~.~iceiJk61i~( intp~~:t£~~6111fiif 'iie1 :Pif)l;'i{;'e/1. 
na on e · · ' . .,~~H .... :·,uH ~·~-~: 7/r:w1!": ·• ~ ,-~rl~.r·J t.i..JU~ · ;.)! ./ff.f71fPH1,_ :.. .• .rnn·H···vu-l:rr 
r'J~J4;adM14~t~o':lal. ~~J7k~p;g.:__!rfk}~.,M!llt~o~f;t~(.~~~r?fdna·~d·~m~;f1~ft{r~~!lplr."?dWJfia_~~lny-
.. • 7 'th t"tl ·· 'd front cover of a reg1stere ocumen Wl or m n ,..t~at-,1 -. e __ l_,.e,p~g~,,..pr .l~S!. _f!~. -~~ -i·•·t···'t' (,,. .. ~ .-1 .1.~u~ '• q-\ J.U .,..1 ~ m~:.1.f1't'-'- .... ·1::~:;r·-l}t 1 
J,.h, '" '''t·h'· • ·! ''t''. . b'e·r· s"hort'fitle Gffice Of record·to Wliich returnS·Will15e 
.(iS 0\Y~ "\~ .re~l~ ~~-~~1;11 J,_' -~·,,...!_:;(fl! ::.J.'~ s·:;··•.-"J ,;t}'f. ~.i<tfi_i',flr )~. :-;rj_('ti"):!c,•;rx_vt.l /If"! 
·' .. d.1 ..... ~ d. ·' t - t• o e ··n"' the return~ for 1ts accountmg and .for 1ts ultl-

: ?Ja .• ~.'~-1!-~ ~.-t1!J~~-~"?-P .10,lJ:~ ~.~~~r1 ~t=\r; ._q ·i" ,, ·t ·.:·~-r j_Q c:. !l1 ~:· ;-;:~\fcJ;_ J:··rtrr !:'d 1n~r::-;·=·s 1 Ii!~te.disposal.- If this is not practicable, tlie reqmred data will aceomp~~Y t~e 
.. . . '. . . . . ... . . . ' '". ,u .. 

regwfeffldi.dpsmpe:Q.~rl?,P .. a -s~p.ay~j,e .~lfrt:t:t::' , ' ·~ 'o}J . , .~-.':1'>1 , r•;mtJ ~,..,6f· . ~ n\ 1 .. t) t 
. ;>;b -All 'efere'nces-to registered dociiri:ierits 'in semiannual or trans er re]J<lr s, 

• ·-·111~;-·".fllJt.t~Y,._f .~;..,..-.~,.:-:•·!,\ .... ·."':' r-'~~.~--· .. )J:~· d;'.t .' L •. il'' ~~ ;:!J, t.i "" . ..'- ~ ~./.~'.\'-.T'-1\. It_ *':0 HTJH":IHrJ:;i.:l'i_....J_ '•~··L:,1l 
· o.r

1
dinary reJ?prtf! of destruc~~~:p,!>,?-f.r~mf~~s.s}ti;~~ ?PSfliJW,\t~<:0!:111°~~~~r,;~~(?f: '%} 

be_ by short· title only, and such reports or corresJ?ondence need ·not· be cla~?Slfied. 
..\~y correspondence or paper which refers to a registered document by a title 

'· - ,. • ' ' !' ,I 

' ... ' ... 
~111 ,, 

I 
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other :.tliariYthe-'short·ttitle'jmusLhil. ve .. t_he f.sa:rne;jclassificat~on ·, •as 't!iei·regi1!teJ:ed , 
docilment.r:·:·;_.;.n.~o.;!lv~J· ~L., :; .. :~L r;:~::1.{f1{··.::;~:Yt~Y?..i ·k.:t-;:>!J.uCJ ~ill!! •JIU ·~\1 ·i.J~rF£0 ~~~uibU.Ofii 

:l025;J~RCvised~redition::::.A.> new; ror1 revisede~edition (Of,~ art o!d! ·registered1do.c.ument 
should be assigned a new short· title. . ... ,::J: :l •. ·.:·:i ~;1:;!' "~-~,t ;n;J.u! f.J m-:r 
uo2'6;. N otificatfon';.of· .:change ~·:o6,classification·;;.: When sthe:; classifj.cation .. of . a
registered! do'cument< isf:changed~ the •pfficetJofr~record: will n.otify r.alhoftl\!es ~to 
wliichfif,ha's>'beentssued: .,iJ ;,;~··•:: ,:L·itJ6':if :J•;i'.·J·!:JfU;; ·,,}· ,f,,_:,l-,·;<">': ii·~Irh:.>· ~,~-:,·•):; 

27. Inventory and report of .possession( .:a":.€ustodians; will.keep:a{co:mpl.e.te 
•iiivehtoi:'y' of~!aJlt· registered' documents·iexcepfl tho§e .• listed·.: in;_c. 'belo.w;~a-nd ~~ill. 
make, or have made;' ·on June -30 and December ·31 of each year,· an· ac.curate 
h~tufii•Jtheiefor.· to'Jttie .proper; offic'e·:o'f -recordl )[;;, ~!:u.•~ l:rf"·.>. ;~':lf.i71 ~ n .. ' 
W<b; '>IIi~ •makin·g·i a l s'emiaiml:uil' .. report ··of;1possessioni£thedoll6Wing• details will . be 
·Observed:i: ol ::t·..l·_.J_!~~.~t~0:r~~) ·~1;._)-~ttt~}!:f .( ·Ji~;r··tL_..; IE T c:.!.·:1 ,-~~Jt)5J;) · 
.f;:; t·JIJ'• ~J:~1}/Each: itemtJwillt''be: •. pliysica.lly ·irispectedyand•;'its.·r,egister number. 
eli r' ,noit::m·rj~:·checkedciagains't·tlie;.invenfor,y; :fHJ..:;. "Yc.· £':'.? •;!:. ~} · 
t-~'i') ir:llJ"' (2)~Ati J:ieaciquaiters;~having .. nfwol'•oi· cmoi:e"J:comniissioned officers the 

custodian ftnd one .other<disinterested ·officeru:wm make the in
dJltF~~:~:)iJ,.jc; · .~fentoiy ,aiidolb'oth; will sigrl-:ithe .report. · .. If. the I headquarters has 
m·i .} ~::L. ;_ :::>e·.61ily1o one conimis_sHmedfofficer,'hthe:repoft. wilHso state. 
J•~;c:;N c): 'semianimal- rep·ort of •possessiorb:willlbe ·piade: oL'!' •;:.1 ~;. -~ 
r;,~. r_~ -sct Fn Traini~g:'edftioi:u3J'of"codet,book1Wcipher,;alpnabets;• or keys, or of 
f•! • .. ,,;n ..;n ;:.:.urnonregisteredY cipher~dev-icestacco'iihted·}for.:a~; ordinary. property. 

( 2) Registered· documimts i''whicn. havef.bee.nLplaced 'in·':custody or stor
.. L.:;" ·":;: r.7 .l1r·-,age.for''historicaEpurpdses:::.l:.'<:l:·l~?:lf! •. _ .. _. .. ·-,r.; "'!·• ~ ~- ,: '· r:,·,a .:1 

·a. Whenever a registered document/ :is. fourid "!.which lisrmot:rcharged 1 tot1the· 
finder, a reasonable effort will be made to determine the office to which it per
tains. If this ·is not found, the t:i66uiifent'· '\Vm be forwarded through military 
channels to the issuing authority_ for,.disposition ..• 

.t"'l',l"' ,. ·r)1~<_i (j ,~;,·~·~;. ;-~ •.. r. 
!lll"~!f;.,,fltePOl't of transfer . ..:..:a.: 'Wheri 'a registered T doct'!ment is transferred from 
,one.person to another, a certificate of transfer in· triplicate will be made. The 

, ... .., ~·-~ ----·
4

• -- --~--··"'----~·w·~-~-- ···- ~ ---- .. ---- --·~ --~J1~rr-•\•f•'; ,·rt ·.~~·-.·r·rr·"-
,certj.fi~lJ.t~, ~9.:Q~Jnjp.g !lP.. a~kljowl~dgl_l?.el!t c of.F._e~eJpJ )JY_~I:t~- !~~~iv;~¥&'. _otp,.~()r r.; ~W 
•be dated and signed .by the·. transferring officer .. ___ --... -~:.-~. ___ __ r ~i;;~,, ! '• .:,.-,:;, 

~~ b.--Immediately ·upon -completion ·of·. the: transfer~: tlie''originai·:of;cthe•:traiisfer 
1&rtifica te will"be. fohv'arded ilirect' to the . office not' origin~u A.·· copy"of7tlie'';cet· 
,__ . ____ ............ ;-- __ ...... ----- ... ;-----· . ------- .. ---···· ----- . _ ... n: 1.;:1~ .'t, j"~f)O"t-'1 
,qfic_atf_.of_ tr;tm;:;t:gr_w:P! _b~:..:t.:~t~PJ~<! ~!JY _ ~.as]l __ q_t_tp._e'-offic~.:rs. -~-«?_ne~rp.~q. h ,Jl::·,"-·;!':. 

c. Whenever a, registered document. is removed. from its. proper place of ens· 
>/1l ·· 1 -' !r~~~·~- ~·.:r: r~ .\Q·. · .:~ ·:·· .-.•:.~·~·~: !''i''f!. t· tq•):d ~ .. --.:.;}.r.r .. ~ --:~ .·i-t •. ;·, "'!: -'·r; ·:. f'!t! 
tody and 1ssued to another person, the custodmn.w1ll reqmre a ·wntten receipt. 

:' '29. ':Pr~s~i-ib~d Lf~~J~' '~a:''wal'b~'ik~t~~'& 'l_i,iJrn':i''No:'132:) (R~~ord C:i'rd~ 
Jn 1rl·.Yt...:-:\ ·.'•L ··r ,l'I;, :~· ··.~:t ~::r:~:' '17~·.r.f."41~ t,·1tff.t ~f~-! :,.-,_ ,t .".'1·--:"ll··; .. ;·~ Tt'tn·~i· 
Registered Documents · and Devices) Will ·be used· for recordmg all temporary 

.'>•'1-\;JW~"".;::~~ ·~i~l •. \"\ .• •' •' i':r ~.~·~ ·.'jfi'•\,,·; -~·>;·r,:~ ~.;1 l\.\-':\:""j.n',~"i,·\\ ~ ')\:J : 1f ....... ·\ .. h i.:...i!•';i'·):;tl 
transactwns.mvolvmg an mdlvidual·regiEtered document: -

.. ,,_.,IJ'·".·.tt ·. ;l'Y··"t"'.'l, . ·lr ... ~at.·tt~·. (T ·~~_. 1 '••!tP ,,; r-.-.,. ___ oy~-·r~·- ... ~- r•·-·~:·-~H·.:• \. -"'~ 

._, 11 ~:·.~ 'Y-~5 T~~P.~~!~f-~~ .• ~?{!1\+'1" o .. ,.p~ :~ ~~~?.~~,·g~~~ ·;, ~e?r\s~ere.~ :J)?)upitnts· -~P.~ 
~.Jf?ef;}~fS'7~~~~lo~>.; ,~}n., ?~ ;.1.}~~~ ~Y, ~~~~, ofJi~,y~~~~m-~ .ll; ;(?Jls_?.lf~~t-f~i :~p~r~, ~f 
all transactwns · concernmg registered documents: ' It· serves as a · check to 

-11 (f ~-., ... ·:s:,,. h•- ~ ""'•1 •t;t(J-·.-·· r7r ... 'i !~""I' t'.;'.•:-.-:-... r~t -:~r<'"J'•.r·r·., ... ~ .... 1i .•. ,. ... ,.,.. ·•i ;.,,, •.. -.·~r 
preveri.'f :the · undiscov.ere'd 'loss of tlie individual ·card;'· War' Depiutmerit' Form 

~.! ~,.-,q.·•-l'f··~:J'="' lUVT "'t'' 1
) ·~q·,t:J>1 v~ ·~· .. j'·' nt{j"""'Ji:fi"'J•r•-r· ·l'f\If f,f f· J "l.l '· · "' -··(}J J.:oj "I:"' 

N0:-32:·~·;~ ,.Y,,. ••' ~· ~)· • • ~- ·.) :~ •. ~.-\~~-.~.;;~~~~:~l~;:,J ;. :,. ~ 4 ·\·r,.~~ ,.·:0 ;~.if::~r,··,~f•~~.~.~: 
··'c. War .Department· Form ·No. 34 (Seiniannua11.ior·Ti·ansfer Report Of)Regis

... d~•-£rc;.r '.-:•~/1-\;~{t 'H) l ... , ·.~3/•:;:'~ ......... ·-;·;~_-· ;':'!J-~-Q!l hq;r).~l;'_')·"l:T <Vi ;·"-1;-i '"t;.' ••• ;-"~ J:-/, (\ 
tered·Documents ·or Devices)· w1ll be used m-transferrmg registered documents 

lHi·.r ~;:.,. ·· ..:o:c ~'"~:3:r ... L·"' ·i:~ :nn·::ur}~ .... ,J~" ; ~ ··· ···J_"t..:t' •,l) .$'Y-IJ1·;!J·.JF~ih '..~,:l .t.·!'I·.~~l-·.i ·r·r~rtl.i)IO 
and m reportmg. the sem1ammalmventory thereof.·.·:-;. . : · . .· · 

.).J'Jhl~,' W-!.i ·fJ. J;.f'' ·~ ,.:;H ·.-J.!..~·-·nflf;_:.({~..-.~"l· .' · ... n ~ .. ·::'!',)(£9 r J!:•)tJ('t ;._,HC .r'l•.!.-·'·1!:/tfl -:-·~•n'~ ·fl t:•t4 

~~::!~i· ~~ 'tlf.i :h!).ti:u~c·h . .1;~,:~,~~~-~;~'Yl -~!1 oj ;. ·;::)·~ .. .:': .C.;lti~l "r!):}.:.:.~ :n) .
1

.0:: .. jt.!r,.l;~t..JTH,':) h"~~~;~~ 

.l12 ., ' 

Si\:F.EG.UARDIN.G:..Mmrr.r~my~,j;Nli:ORMATION~ 
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30:..:33: 

i'.r.:J~;::::·.d:t:~.~j<;~ -~_:;; ~.·J·; .. ·.~~vvj· :.:.:rtli:SEc-:rroN:.r~ j!H~~~~·;·/~i: .:;:- ,., t .. J ·,l) ,h~,: t ~;.J:; 
'·. ~;~{ '1(, :·t.;rt; ~\·-~~ t-;._L,; ·; .:" ;L: '/' ri :l ':_,. ~ .. : .. · ·f•·J. ~!··. ~l :· .'} 'u:]·~·;: ::; ;;3.:..~: , <J -~;:, ·;~tL (, • . ) .... 
.•. -.,-. 'jj ·~- I' . •.t: ,., ... CRYPTOGHAPHIC .. SECDRI'I'Y. ,., . . . . 

:.·;f::!:;a~i~~~?:Ji~;i~z~:~~~;l;~~~~~;i~;~-;;;;;i:~;;):;!~i~g;~~i];~c~~~;!!;jr~f~ 
·~'Personnel authorized to perform cryptographic duties---·.::L.:.:.. __ .c:.'i'~;.!..:c __ ;;_:!.!,.o;'c_~:-':-~~!r.~32: 

• . ~~~~kl~~r.;~~~i~~u-W~~l~~~~;;;~~\G~;;~~~~~~~:~~~.;;::~;;:.:~~~~;;~:,~~=.::~~=~~~;,~~~-~-~~. · Ji. 
Responstbtllty ·for classtficatlon of • messages_~_l_!_.:~:..:.:.::. __ ~_}_::_ __ :o_~_!.::.:~:.:.-:.:.~'.'::.~·---'-'..: · 35 
Dia'fting ~ ~ -m~·ss·a·geS.:.·.:..:.--:::. ___ ,:.:.::~~._;_ ~ :J_.:!_.:.L·:...~ .:t.·.!.G!:l.<".:i _ ~ _~,:!_ ~ :J l_!.:~ t!~ '.!:...'!._~~.:: ..:1-_ '-;."f_r.:.. ..1.J ~:~~i::.:~j _;: • · 36-t 

''~!~~~~~~~:t~~~~!~:~!.:~_~:.~t~~~~~~~~~·~~~~=~=·~:~·~~;~:;~;~-~~:~~;~~~:~.~~;-~;;~~j-~t:~ 
M~~I,I.~~ _of 1 h,~n_dl\~g .o11~g~npg. secret .m~s.sag_e,s,--,--.;---:-r--=--.;-.-;;;.----.-,.~::;~-:---- 7 ,.::, __ -;;:.-- .·, .39' 
Method·-of ·handling iric'oiriing-secret·niessages~~-j_:,_}:.::..L,!:: ____ ..:::_~':!=~~-::.:..:~:.·-~~:::::...:- '40 

· Met!lod ioi':h:aridling !oufgoilig£and. incomiri~(confidtmtiaiiiliessages:.:!._•~L:r:-::_c..:.-I:.Jic.3~'.:.· '·. 41:> 
Method. of handJing restricted. messages..,--------------------:-. .,;..cj:.;.f!..~-'~/;,-·:.C,:_;;,..;"-.:.:•1 .4~1 
q~I]-nt:~~ tj .. ~l\ C8~~e-~.i o.~ :<;~·l~P,~?g~~H~??· ·, I?-:tsl~~~~-l ~~~o~~~bi t~~d~7"·=--~-ii:'iii ~.: -:~ ~lr·-~~~ -, ~{--; ~ ::~~ . ~43 
DtsposttlOn ·or destruction of registered cryptographtc matenaL;.· ___________ :._ __ .:_ ___ .:. 44 

, ,. , . j ' ,.- •• , .... .-.· i ~)r ·'J.tr..l'-, 
-i§.9·I·;:AH ~hpr!,~_~J-ti<?J?.:J>.~ 1.c!Y.Pi,c:>g:r~J-PJ:!.!P · ~ys~~m§;IT":+~t;~()!1e~.:>ciB!,l~r~:, ~tiul.:;~ipp_e;' 

devices inteilded for· :use in the miliJ::arY.-:J~!"!:Y.iCe.lwjH,;9,~ :!tu.Uwrf*~!lr.oniY; ·bytJh~• 
· '1\:;t.y~_I?~l[~J.tiY-snt:i t FRr11fRr~!';_~,;i_n·:t~~,fi.~JdA~{till)g; 9! · J.V=!r:)~~s ;a.JI.tlJ.9F..itY'l~m~ be 

:·.delegated to the commanding ge'n'erali ·GHQ, arid may be· delegated to· theater1 

. 1 <;Q~FH!Jl.d~).'~r, ,~,t,nd.; ,t?t,·;O.V~J,'(S~a -::!'!ePJl;f.~ll!.e~l~f;<:<?.I!!mlJ.n<'!er,s ;· fQ,r, r_ilPf)~h;tl •r!Js~;i~~~h,i~ · 
their. departments. · · . · · · - · · ' · · .,.:l.~~~ .,.. ,-cr' 1:c 

. ._3_1,. ~,~~~!'O.n'~l ~~~.·51~· ~~th;q;r.iJ<ecJ.,sgd,e~tt.9J'l;>.iJl<,i_eP::~ .· .• rl).e.;.u$¢J.Qf:·.!l.P:i;l!-~ ~h.ori~ed 
code, cipher sy~tem,:~.ll~ r..G~P~<1r ;_. «)~Y:jf:~-~ !9.t-,srJ)pj:_og!'~PlJ..i!Jg: ·P.,~i;~Ql_ltil LI,I!;~~SQ.g~~·~is.t 
.forbidden;:_r: y'u ·•'rOll;~ .',l;; :,,., i.i··i; .-;,·---m·'it :J:-J "I!' .. ,,. • 'I·~ <:JfJit••'Jf•P r-fi~· T 

':32:~ Pe~soimel 'autho~i'zed t~ · ~erf'o·~rit ·'ci~yptogr~;liic "driti~~ . ...:.a. · Se~;et~~~~s-- \ 
S,0!J,f,.~~i)J;'.I1~',1 ~P~:PM~X:~Pffing~:.!lHs!i&.ges'r:Y:pt§g,:;aP.lJ.i.l!gsP..f·r.@e~~~g~§l:.~(,J~~sii~d.:::~a;· 

. 's,e.srepjgvt!\l,Q!'J cP,~!:{OfJ,ll~~:i.'?Y!Y..( l!Jl(j.£\> :.p}g,,Ql_r~gt .!llJP!)~yi~~n:Z.<;J!; !J.:-1CQn~w,_iss!oneti1 
q_tpg~r,97}J~i~,w~fer.l!:.\J~~i.tl~~F t/ll.~i~~!!~~l oJ;!w;s·I;~ J?~:..<JO!l~ PYt•-CQmip,t§:.SiP.!'l~!Jl qffice),'_fi,) 
bJltHlJJtn<;OBJp!J;~diwr ~Y!_c~J7,:IP.!l:~d!!;·.h_Ul:l<!is_gret_i!Jn_ay.tP:I?P.~~g ~y,,~a~mfi,,J!!: wr!tingrr 

tits : pe~9FJllHHC.~;,·PY: «::!c~P.tW,l:WJ!:V,>trfl~ag!~ :W!l;~t!!!l.~;<.:~ffl<;:e.J:J?,)\ e;I)-li~t~q., •• men,< 1 qr~ 
C~EfH~1:1;;~.ffiplqY,e~~·:··,::,~- .!J'J.'l :!.;'!· fi£W ·.u~,fli<«Jh <A ·;,f!'•::~;:.,rr;' Ili\i ~J,{rg~..rr L .<i 

·;:1.b. Oon,fidential 1nessa.(Jes. · ,.,:. ,, ' 1 
• ;• ··1,,f:.Pr1P'··~t; ~lr{1~~ c,,-.: ·r. ·)·~-~ • -.r.,:.~ · j' 

•·' .· · Cl.) 'At all·headquarters· in tinie of'pea~~ ~~<:r"·a{ h~;idq;~I~,e~~ of'~l~i~i~~s" 
~r,[9~'I!)- h:(;,·.r~r,p, .... '-" ·:·t ~~'"';~··~-.~ :>i .,.:~jr~r-.-:-f·:·,· ... ,.:.·t~·..,._ ... ·kr(f.·;-..n~-~·-~~·Y-~i· 1 91l·'if.'·j ':':' 1 

c: -~· -: "' · . : and larger umts m tlme Q war, th~ l;,'ryp_tographmg· and decrypto· 
..-afJ 'f)~ 9d,1' 't.-. · ·r •1.\f{r ., .. f.~· . ;:-f-}: ·-·:n·)c{' ·• '7-- /H•L 1 r) •,:•, J (J -1- ."' ·J 'l'-~ Id1T'T •{W.,rf"~":r/' ~· . • 

· .. · .- · -. ·graplimg· of confidential messages will b'e ';performed· by the per-
:·tf.l!H. ;, _:;_(1. ~Strt~P a~'nt~i'c'iiinea'£iJr seE~ef'fili1J~s~~~s."•;t;,;Hi~;l-:i.<> ··;t::.:..• ' . · · 

... '{)l!:ltf(2i)'l!~t3'ifl'h~a'dqha'tt'tr~: '6'i. 'tihits'; ~·mai\bf!ifiiari ·;t\h~i~i9u'1ii':hnie. of ·wai·, 
.. "'. ' · ,_._messages classified as ·H;ii.tfi:i§i.ua.l 0~n!H:li~''ct~:~tb~~~bhed 'or de-

-l' .n.."•prt:-~"i'1r f.ItJ?.r~-~ t .. F n'<i.; ...... •.-... ~u,:r:~1.·t· .. ~·:rn.or" '-H~.:- ... _...11ll1-~' r·~~:.fl~~· .• ;, ~"r Jt',)-r~··'" (~"{) · ·· 
·"" · · · ·- 'cryptographed' by personnel, of. the cryptggr;tpliic section· of the 

:~·. . · · • . message center. .<.'i!-.;.)lf R6. v;u i;~Jh:>!d01!! ,,r 
·'tc·-,j,.,.<·h-n·u~ .. ·•'"'f ·~ 1 ~-'1··~ ... :!-< r;. .. , .... <"•"'t'j:; a.l "'"lf"';'·~ft,t;a I' ....... t ;~:--.,-- '"1(-·Jf f'"')t:-'v' I:_} 

•: c. 'Restricted'messages.~'At all ··headquarters in· tiihe b'f p·ea:ce, messages classi-
' fled ·aSJ'nestr.icted ·""ill- bercryptogiaphed• or.~decrY.iitograpJie~<,by•rpe~rsonnel:.;w!iose 
j~utie~~·normally·~eq~irel th~.i.iierform~~ce<:of. thi~fwo~k: ,~~u_ht~~;'l(;;~ '.'·1: .~ ~ r,:i-ri-·:_J 
. c'J:3~;_.;_Cry;ptograp_hl.~!;Secunty:,o:flicer;-:-':;a.•, 1.A.t'l'each1Iheadquai~ters :maintaining·. a I 
•messag~ tcenter·.:therer,,ivnt be· a:;cr:v,pfogqtphic ~seclil'ity1 officer:n.whof•ordinarily,l 
w:ilUbe !he1.~officer• inc:ch(ltge; of, the rmessage7,center.r rHe'-::_will rbe .the:~custodiani 
of•rcryiltographic·-material·.and :,will" be. resPQnsible fo~: all :measures::necessary! to:: 
insure,,Cl'y.ptograph!C'JSecurity:r.JL !ell {!i•,7 l!OfJ!.:i :wp ,1!lJ ,mi'!J:(T'H ;')!l ~<.<!'l !:' i ":{IWI 

~~b~1If 1the cr_lptographic~security, 'officer,(belieY.esdhat;riiJ. ~view, of.;llis *k1io'wledge,: 
of other messages on the same or like) subjeG,t;j a}rmes~age! has 1 be'ericincori·ectly.i 
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cl~sslfied, or if he believes that tne ;-regtilations· g~·~·ernlng' the drafting ·,~nd 
classifying of the message. have been violated, he will request the originator to 
make the necessary· char!g~ii~ t:hi?'"ine~sage; di.;' ifd't~1~frissiflc~ti~n. If th~ orig-
i,9.jlt~~:~d.~~s ~?!,.£O:U~li., with ~~e- 1:eq~~s~ pf t~~ac.Fp,~p~r~p~l.~. s~sus.~tYr.~<?P.Js~r,,· 
t):J._e Ill-a tter . ~ill .. ~e r_e_ferr.e_d Jo. ,t4e _com~andingj o:tpcer,"pL the" headquarters· con~ 
Cefned ."for- final-deC'ision ... ...:·.-------~E(Ji f~rfJ !J;lh '·'~o ,jf: f.·I; ·J.; ~o)'~J' ~· Y n!:..:.~.:;oJijf;_; t ·::·nnn-;(J~i 

;::c. · Cryptograp:(J.ic·duties-at: any ·station· ";hern~~r~ ~~:i}'~;·re-~iii~fly ''~?!!:i3ti~}~~e.d.; 
1n:ess~~e- cepte(~ill be- ·-p-~rfifr}ii~.d bjJI1~ ~prigj}ilito?~-4i;t~~?m~~.sage, <w:.,~Y~,'P.~i-:1 
sopnel esp,ecJaUY. ,desigJ1ated~ bY.. .. the .. com~an4,ing:~o1Iicer._ .. W.hen;r,cr;Yptographict 
1\'ork is. th tis pedormed,. the files of literal plaili-te:it •lhessages•and of "cryptogi!amsl 
niiist· be kept·in 'differerit·safes; ~---·- .. : --- · - -----;--- -:-::----~-- -c~;;d · ·:." '·~· ,. ~·, ':r: c.u·~ 

• - • T. 1,~~-~Jf'-~·-j'lE)I"""'""~·;'I-'·•"-.,.. ... ,.)"1• r-{ ... 1.;'{'"\~' 

~~4~-~our~~~~ ?'f __ ~_an~:er:"!o :li:~Y~~·o·g_r:a:Q~ii;se§P.riti~·, L~:fu~t~t -~~~f-m:~s~;P,~8~!~£( 
S.Qurce.s .of dangi)r . .to .. ,cry.ptog-raphic .. secm:ity,-tJarise: from\!Yiolations: of·.ropriuciples; 
governing. the-follovv:.ing;-.: .. _____ ,.:._; __ :,:_:,: ____ ~~<-;..:LJi:u: fl<>1~l:ll. ·• 'r .. ;;,u.J 1·' 1\',•Jl'>'l 
1! ~. The~physical ·sechrity: of,it~Wfii~~(l':l~(~.'Pii~;f!{~}Jaog'iigrf~iili,ngtto'.tli.J 1 '{If'Y,~t&,·~ d .. 

11 
.. __ _..· . .-.. ,.._.I_ ...... ...__ ...... ..,J- ..... •~·.f:!).l •. -l.J.-:)1 .. ...,_ {t.,\lilj,'(.•;,.~i) t J.~l..~~-~ J.l"\- ftJlJl~·· ,.._H~ H.1 f,J) ... ~..-.,.,;~.U. 

grap rc system. _ . . . . . . , · 
'!' 'b~r!Th'efl draft~:n:g 'of· ·.fa dioghn;J.sp:' ca blegf'riiiis~· •an'd_q fel~gfaill.'s ~ arHi'~'their -1cla1"Si ~ 

fica'tiOU US :§eofet;'con{ideritilr:l;~'ol'Jcjie'§tri(fteu}llii.H Gfb ui id,; ~,u-;, l~!jJW•,:,) '"~)f .• •'..f1 
~~ 'c.l !.i'Jie-~seiection ~6JO 1 me: ·:~:Pec.ific~rcr§I>ti:igtaiiliic·•·sysfelji: 'l:an'd; tlier'·a·c'fou&l ~f'<f/yiJfM 

grapliillg:)-1 ir.N~~:;.:I::~} ~.:;(( ·~~~-·l l)r'u: · ,i~_Ua·· t;.t_.-.r:itr.c~· ;Ztiifir-'-.;' .;J1fO') t.,J:;- oJ J).:: ~ t!~~rJf·.lh 
nfli_JiTM;<liarfdliiig,;<:u1d '·filing•'of;1l~f~~~l}iparap:tfr~se:,;~tnd :cryptograp~ic'!versHJris'l 

of messages. . . ·~ ~ . ·· ' · · ..... ~'.!.·.' l!'j.,~.;,f:Jh :!~dJ 
ll'e:' Th'er.ii'repatation! ~fJiihtoriD.a:tii:Jn.l co~ies'J~hJl:-press•relea·seSl:ih wliidi' tli.e :~&n
tehts· 'o:l?cni:Ptographic m~'ssage~i·are-'C'o'iliilluniEat'ed'•t'o"f6thers.•'~~'~; ,.,,, ·nh:.~ t :> .':fw1 

·- . f. The seiection of a ~~ans of :tfa~smfsslon ~nd the: method's used iliis~!idirig;t 
a:·ID.esSti'ge;~J .~1-· '". ':ht!_, tt.~:~q;.~~tH·q·~-ta_ ~~Jo=0:str-'oj ~.bc~: ... ·:.t:!.iinl .leri·J_;.Jt.::;:=! .. ~~ 

•:. 3.5i· :Respo~sibility,f6r:classificatibbl·~f1m~s~~ges:··,, ~:c,:withi'n :u1e hblita fioi:ls' 
:Presci·ibl!d · in''para'graph:~41b:• tlie l.oHiinat'or ~iof ta~ riil!ssage'' ist'i!espoii!!nii~',-fo'r,.its' 
ciassifica'tion;: 'uhless•:Svecial' Ii:istruc'tiop~}:goV:~rnMi· ~articblar>~cases; h~ ve-""i:;e;;ip 
'iec~rved from·· 'higher a u'mori t:Y. 11·:H&'tif3:!:1-Js6 1-~es~oi:isibfe''ior t:lie:·:Proper'ma~kfhg! 
.of)~h·e··tiies'sage~oeforE!·•fotw:iraiiig'l.'it p5J'rJ(fpt6g~a~hifig::and· d~ansmissio'ii:~;{! Ml 

b.' A message will invrirhlbly be cla~sified ·and marked secret'Jor·[·con/1d:e1mail 
.under. the .foll~wing circumstanc~s:. · ,-· ··::: · ··.~·J~;..,i-l: •• · '·• · , •. ,,~i.,di'i .5 

~~[!! ):!1~\d~~ ·id 'r,...·;6J J ra.::ll,~i·:££ :i~~ iJ1rB '_;-,£~q lu <~u:aU -·!,{ ·~:':i~ifi. ,_ ... pL ~!·:1r it~ Jl: ( ~:~. · · ·. 
--.. <- 1 ,_}~2 ~~e~\Jtirf~.ptt;~.y~.J.n!:?.r:rr:%~9n .. ')VQlfA . &s. ~EW!i~t ·Rl. s~nfid~ntial except 
-~ :'< ~~-r! i' .,;r 'Ybi~lfiiW!lr~e.<J.iS~NP J~n2,..~lff!'f;1lfR&ili~H~~e .sJ.g:?-~tur,e:·~f the send\)r. 
· · The originator.~W~!\,,PJ&f~0~%-: ~21~S.'J§,lp.~:J;t!K C!lilPAR on a mes
;u~·,i l•. , il;: Pll-rre. ,~W-~1, i ""l_J.e~ nPW~~~tlt..Sf . JJHP~Wi~~·W:\}~.,·;~1f P~Rreu~mp_~rtance 

~, :·· . than. the disclosure -.of content. · .. , .• ·,, ·· 
-~JJ~ '};. }: )< Or.,·.!.~C 'l,-'1') ":.}q 1l1 1: nq-l(\:._l ~h\H"n f 1U to9ltf .. ..f,t'..- ·· .•. :L !.-·<H[ · 

· . · (2) When it.contains matter the transmission· of which in. plain language 
~t !.:. 'j"{i ;_lO' '}'H1 :J!tip..t~' ··.;_tJ!qt,TJ 'JhJ H.J t'JUU\rr7l~l.:_ • .. U · ~ .. ·.n:.n.;~L;q_\ l'' 

. , IS prohibited liy.AR '105-25. '· ,· •. ..' :···~, : l ._.:. 1.,_··. ,;,1 .. ·, 

• .,, ~. 1:,< ~.),-;.( "ITI;~R' t£e;,~1 ~P~.~~i '!. 1s~y.}p!J.1 ,~1J[)t}.I,l?:.e;8f ~~n_t~~ ,~~~t~1gf }1-:.f!J:P~p:!~Si?P.· 
!.:36F,·Drafting.::liD..e·ssage~.-:::: a:<!Routine, reports iahd>;imessages :,whiclic ·must lbe1 

'given a wide distribution, .or.·.who'se: coritentsi niay:•eveittually,>·he ,fhrnished'th:e\) 
- press,i ot..,_which coritaiUDextraets3or~quotations3f.rom'iar.newspaper; :Iriirgazihe;lor 

ai{y I.other,)doc·um~nt iavailabie)~to :the:,·public;~.,will'· be· prepared· so. as'' to ·.permitl 
their;, transmission' Jitrl,plafh ·language :or: will ·,be ·ciaiisified ·as' restricted!": ·wJieh'r 
such'.·mati:er iso:rele.vant ito the 'coritextr:ofc a·. (x)iifidentialcor•'secret<lmessage~anilo 
must be quoted verbatim, the quotation will be made'iin~·a:<separate:messager,in!! 
a:'!estricted;:.c6de> or,,.'ciph'er?m1ndi,·.the~~confidentialtror.·Jseci:etcm:essage' will1state 
t:qat . .the;:quotatiom..isl b~ing.-sent:sepa.:rately:lif ~!' 9•.w;; !lui r!u b'J);!is~ ..... !! ·:arito lo 

., 

i; .... ~-~· •· j ,, ' i •. • '. 
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-fb;Cln.'·tactical> operations,) 8i1nulated·• or :a:ctuii:l, :.'All messages.•hot:rclassified, 
as secret•-will••be .regarded as confidential but need not oe>;'Sofmarked,\.<::'The:, 
proce(lure\to b·e·~followed· is· :prescribea<in ~Basic :Fieldl:Mimual;:.V.oluilie:.:-IV, and 
iii'<· other. ·j_pertinerit .regulations'' al.ld~:instructioris: is_smid; bY. ·proper authority:: 
Tlie~policy. regArding' transniissiolitofr messageslis.:as.!follows: !; . , ·-·- ;., ·,w: _,:"'-~ :'' 
"Cl';Jt~. ~i?' tiilik 1~f ~~n't~~~eri~i)·~n:.ra'clio. ~~~;~?i'ii~s 1e;,ece'i:it t#6~tn'M~a1 :h~lo#·• 
ox c.u·~,~e • ti;i'n.§~ittkd'' in.; cryptbgrfi:Piiic • r~rm.~.). ~Ii~fi~·t:h'e t:Wt~hai·~·sit~.a. tion··fs1 

• \ . . • " · ' t I ' r'(~ l ~· • II'< ~, ¥' .--;I · I If ~ ' 'f' t I ·• 

lo , , ,fi){!'~li tna~ ti~~ .c~p!;!)t r b~., ~pa~~~d,. fqr ~~:fl?~o~rapl:\!,ng;;'~p_d,~~.U~~ J;he_inc' 
a, ''format1oii ·1:J ··tie.,."trfinsmitted; "if; in't'erce'pteli~'by(t!the'·"Ememy;~ cannot I fie 

~qoh~T-a:. ,."1)-·.1!1 _::·~j.1..r~4 !E.R··. ,;.-r·;. '\ •·. ,··~~i.;:·· ~'-.' .·~·· .~.-1/·~ ...... _.v~q,,· r:: ·~.;~>~;:.. Jr,Tu · N :q 
· · ·acted upon m time to mfiuence the· situatiOn In questiOn,. a command-It> :.J{:~~'-,'Jf.)l' .,~ i',~)~'i jr';;:•,~_c~·~r q:J."' ,1'•(_;.•, :~i1'' :::.'~j .i: 'iC.,I..j1'·\'7C! "''· Yh -"~;r,·•,·, ·.~'te"" 

'in'" officer or liis authonzed representative may·-order-the 'transnnssiOn-
-fli fr 6't~~~'.'filesiaii~ ·fn: 'pl'a~,i" ii('ng~ag~~ 1b:P1a!~~ii{q'' st~#o4u·s~fvirtgfrbls '•Jleadt> 
eifj lH . r;~t~"!!•~{go~Jliafld~~'Se~ pdfhgtaph!'35b: '- ;rr; ,'"i: A c;y;u, .;?..; :·•:\ . .;-., "1'1 

.n-:;r_t:) ;~~~~'rJf; ~-~ ··. ~: .!~ r~}ftrt ::~.~ .. :~._!-~ \~~-~ · :x· "~ .... ~(:c;i: , ....... :, 1rrt;.!'::xi~ .. ~~ 1-':l~J.!~I~-:L" H': .. ~~. lT ~ c;:~;J.fo 
{;~_2. •. rlYf~tho_g;, Ot~'4!J.n,cJJil}K res,t;ic;}E;J_d I_J}~S!).l}~E!.'!·"'7l.~?. 1J),l:g~~~V,r!'l .~o ;l]~}g!J~>y;~d 

in;tp_e .'h~J;!,Il_ling <Qf _m,~~~llg\lS ,!P, .!:',)*,icted.r£Od.e.s 1!!P~h<;~PE~~!',,w~1k9,{( S}f]l§t~tip}\Y 'l 
t;h~..:~a.!lle,;,a~. tM.J .. vre.s<;rJ.l!t1<!:.~Q~ !~\l~f!· L11 .s9IL!!tJ.,~J?-.tJJll:~P.9-1~''-<?f J!MWH• S:lff:~BttP..~-~) 
t1}_~J :t;tl}~!WJ: :<?;fLcop~~SJl!.~~d,_lJ.(!t pe~}i¥J,~t()g~;r,W;'i J}l.l~~i~J:!~~:iPS~'£P.IDPSru~:1 J.i~:J:l 'i'\ 
:lJ~··.i39_op.fiJ?!la.tjon &gpi~s JPJ .~!·yptg~rl!:I!P.ro.<}:ll,l,~~~~g~e...s; I!.K9h~1!H~f\¥-iliht,~tlf~!r1 

ing by _a:py,means whatsoever of confirmation COP.!~~9.f;;!P-~~~~~~s_;;f.5aHJ!pt}Sf~~,,~p,i 
co:deLO.Ii ;~_ip~er. -i~. stri£Uy P.FQl!i.l;l~kd:;~ .c::.iY.t:::t£.:o1~·n.n.,• ~t'inl :.;)' -r..:ol:tuD:~:::~;'!tn ' .i!l' 
J<4Ai-::·I.?i~pg~~tto.n_. or· c;l~e'!~l!CP?,n:&f:. ~~!:fi~t~}'.e,<;i;u.P!'~J:ll;2.~r!fp,}l-t~.2Pl~!.e.1a,~;;; ulf:i.t 
Wheney~.r:.!J,1.p_t~J§9n.::WhQ,:J?.~.s: l:Je!'l.!l:(is,~y~d,r~gi,s,tsr..\l~r.~~Eteh9r;,S9Jtt?-~~~!~:Cl,£0~9;~;1•) 
clP!;tet~.:; ~iP.l}.\lL:.(t~vice.~;-:: P.r:: :!'l_\l~W!le:g£s..;_:e~£SI!}nJ!l-~r:~P.~Let~~. t \\~~;llRl~~PE.l:J!'i:r -!1J$d 
f9:r ,tl;!~!ll;!J}?..f')r ~~ilJ: r~P!l~t -,thE:!. • ~~c.~, ;~q, &ne·194!~h~igflaJ,;:Q,:fH_c_,I(I;. ~£ ;·.iRs,t!;~:l:; cp;l'.t£j 
Qf~ft:MJ!i~J!ll:fQr<;~l? ,to.,:J!!e.-~igqnl,;o:!!i_~e!:d:}!!.<;!·:cl-i .l!ri'·.r; f.,g ·...:1r,J!fiJf! it:t; .ii '""''': ~ Jrr 
:tcb;Jt)V,l.I~A ,i:td~1!1.1!~·Jl_e<;,qli!~JJJ:t~~PlY ~rW'?~~P1f,:.·;tgttJti~r~.Jl,t0~r:w~Lc oW,\lt~J,}g,l,- }:~JH~ 

l)_e, s_~l;lj!l<;.tJtQJ lQfl§:~!?!:: <;,Q;mP,F.9..Nis~!l<~l:l-.IJ. ~9C:t_I,W':,12:.t,~ .l}.~«;l;~t~J~R-~l~tH:IP.s, Rf.t.w,e~~~~tsJ 
will be. g~strqyed. by~. b~JiH!.lfg,;.l~PAr)th9 S~I?~~Ri ~-~!:IJ.JnJ~; ?'& l?.~ii,~l'l§r,~~11:~ ?L~l 
<!~$.t!:Q~~Q.r~~Y;.~~C!tQ.S~J··9Xrr_gpaj~:{·ic~ ..... ~ ~~~ .. ~·.!..:-~::;~· ;..; li.~;- "!.lJiJ ·tot:· ci1~Hn~tvJ.s.~· ··.:~, :~ 
-r.Ck• W/1~!,1.;: !.£1.:YP.~9gJ;lJ:I>li~~·J.,(iocl!w.ents·. ·~or.< .4SY~~~Il-- .:1}-,I\Ye.~;~~Wffi~;; u:a~~~vi<;,_eflp~fti 
ti:!.J?pgg~Jg~g!lu~~·:.:!:!NJl~t·/;Q~.::·t.fle~s ~~:tJ..1.1!cc~~m~t .. ~Yb·~~ ,V!ll:SedJ~J\:fR~ ~~}.1;\1?~) 
a.utggrity,,'YJJlrJfJ~:-::r::~ ~'!.i lS t ~: .:tr.-: .!,:.\-;:: -~:~:I · .. "'r.~,.~·Jn::: · d!:t iJt:;:L·jJJi.>;ti.u2 ·\~u .. f ·i-:Y£ 

~:--~~~ • :f" .~SE~:~ON;~~Y.J '1~' lli ... ~t .:_,J:f ~~~ ·~·Y;t7tu ~hf~~Ui.J~'!ttYi. 

-----~~~·.:·~'.:.:.... ~------_: £t'l:H~9:1--l:;~: M:AT:illiu:Et:~ '>rU '1o Mu,;~sl}ii:·u~~~ ~rX 
Jn1:?n:,~..:~TO'J. .!'.!'.1·:•; ~ '• , . . ' Paragraph 

(.ln:t:>nte n '" _ A'tithority.-to clas·sify _____ :.; __ ,. _______________________ ~·:.._t.~----·.:_.:. ___ ..: __ ~~-::::.:~:: .. __ -45 
, .N·C:tifi}f~ii6ff1ofrrJllt~Sifitfft'ioA{: otr:feciaS'SffiCiifi06n~r:::.!~~~~~].1~.!~-;.::;==~=i=~7"-~.;..:.~-:;..;:;=:::~--: • 46 
~~R~'SptJ~hbi~if~j:_tor::t~sareguardin'g 'fec~'~ic3]JinforniationJ __ ~!!~~£:£r:I._y~-~~h!!.~.f~~r._-:.:~-- · 47 
· · ~lassifi_c1ltiOhL6~ ~p.~o,rl!lQ.Y.iqp.l ~!1:9P! c~~!ll~~:t:tt~?-·1·-._f;i-r!p.~.::--a$-1-:~-f~Jf;B:::,..;_;.~-~r~'-:".T.--iU--:.u:r-;::~~- 48 
' Dis~em!nation·:of _classified technical information ____ _: __ .:_ ___ -:'-~.-~_-;:~~Gin"iin;;'i-;;."':';_:..._ 49 
1·Inv1tatwns for· b1ds• and ,contracts-~---------------------------~----~-----·----- 50 
. CdHJJl~&tib~~~ With; rflSUJli'si~ie "1tiliinUfac~·r-ers...:·:~J.! ~~·,)~ ~\1- _D;,:!.-<1~~ ~¥!.f.~g!L ..:11~:.!L.!~-_ _ _ 51 
,J ,..,·· " ..... ~. ,•~ .. ((.~ -!• .: -··-,·····-~ - -t "t• "'''' ""t 'rp "tr·r:r;•Jt(.>•f~, n,t"{. or;r("fC.·~••"r'<•'T 52 
Responsrl5Jllty~of ,Al'lllY· represen awes ,or .• -ms~~c "9'~--~.---_",--:---.~-:-'-_--:--.-:--;;.-:':--'-'-----~-~-

. Res~?~si~lli!Y_T:of~;.Gover?m"lnt,, cqn(r~ct~r~='>;-;--;7"--.h-,o:~";"'"'"'.-~">~•~c-:;-.:::--7,--:-.f-:\-.:·V'~-:: ~! 
1J~.§t~.:,P.1~tf!P:~~fi~~ ~a;~fi~}r!-7;-,-t~.:-~j-1,-,"7~·:TJ.-,,~-t:=-:n~-r.rj•j:·lfil:)·rr•rii't.:i"iS-.u.r-i1IR·Ji1~·1t)!)Ifi-- 55 'Public,·display. of ,class I ed'ma. d'Je ---~-------·--------c----------''--'---'--'---~------- • 

. Jiezease of. information .<Jr saieL~Ol 1!nateFiei~JJ_C.2~l.il2~!:.,1!t.-?l~L1~~-. ..:&"[~~~\.:•Jtn22"~!.?-- ... 56 
, .. ~rrt~:., {;(}"i\i ~~r·b:Jv'bf::iJ•.•) {~~r:-~. ~~,;" HJ"fi'"l';t~ ·i, .... rn~n f)~ff!~~:-rttt~OU ~-~rrir .J5 
" '45 ~•Authority;·to class1fy.-Whenever tlie ch1ef of an arm or ser.vice .respon • 

"'fl.:.,..-;• 'lv b.t:.J'H;;,..,JJ)...-t ;;>r! ~o .. Llt; "~U 'if\ •1n-t•.:.H~-i 'Pftd·"' ··Jf~ ~1~-:0l.l<.~t 'ir~·t tV:d -H~7n~d,. t' 
fl,ible ,fqr."~:t· res~arcJ;l_,pr_oJ~t 9}' fQf _the d.~SI~'~,.';'V~lOPIJ?.e~ ,~te~.; rr.JJ~I?,UC IOU 
O;:'"~o·~ ~e~eh't'r~~·an 1~rticle··Jj; ma't~riel; .6-i a ·c6fu'poii{ni: t:herJJf?'slliln· deter. 
-J_itp1Jw! l!:u ,JLJ'JliJ-lt VJ J}Yi'l' .1'j. :·'ri•·J,"1ifl .·1~). ~·Jt-~J.t·{~ *.n.\ ,H-~.rn,;~~, 1 ~lnt ~.;>c(L"f;'::T 

fmir1e· that:· the maintenance of an;v: degree ;of secrecy regardmg. tliem ·Is suffi
;::J.lL :l.J.un E:;;.ud.!..u"Jt~d...t; ·fl.'!. tc.•.Jt.(~.:...u 4J~:~~~t!tJ~ ,J.!OJJrt.u.qruo~ ,· . .;i.£!' . .J.ti!'.Hl t1.:.U'l9J.~1l~Ht) 
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·.: iiuggestiom or'.:requestwf, the ccompany tending 'to 'preserv.e.:.~C_l:,!:!~Y··I _:If;iat. any 
tipie ·conditions 'at any plant,. or any,Tactio',l:·~of·.a,xcompany,)OJ:l·Jits1 ell).pl_oyees, 

jeopardize~·the. ·s'ecurity: ·of· cla_ssif!ed.-,matter :pertai!ling1,tg- Jhe·,.wa:r.:JDepartment 
or::.violate:rtM: :provisions• ;of· .tlie•:Espion~geJJ:Act,J:·thE_!: 4-rm:V,.,..repre~Eintatj.ve · or 
inspe·cto'li,;,will.request:thetcbntra~tori.:to,~take, ,prompt :remed.i.a;l ·action·: .. If.· ade
quate· precinitionary 'measures are. not taken· imm~dJately,\.'.Jie .. wiii _report 

· 'promp·tly.~toi the! chief,~of · the:;_arm·~<br· s.er:vice co_n\?~rned ~an;d,·; iJiitlle .situation 
requires; to ·the' c(n:nmani:Ung< ·g~neral: of . the co:t;PStarea ;in •;Which~the ;i tern is in 
pFoc~sS.:of,.Jn'antifaCtu·re.!Il \~d ,'-&;'j.jl L~t~' -~.r~~i'!.. ·.: ... ;co ·.l~;."*J fu .. ';t ,!.:~ L'L:'"·,.! ;~~t .t j r: -(t . 

· · · O'C!.: Wheri,:Arriiy .. ~nd,-~avy;iilspectors ~ate on; duty', a.t· the same .pLant,-;th~. Army 
ii:J.s~ectoi."wilL coordinate: all; ~~curity measi.lr.es_ :with. tl!e,N~VYrin~pe~tQr il).; order 
to a.void: cont!ic'ting. demands;.U:pon,contrac~ors. r.~-;.: .. ,,~.,,, ·:·d ,_,~ ·t~s :c ?.; 
L53:,tiltespoi:i:sibili tycJofj· Governi:neri t .. con trac.tor_s.-_ .,a." •A", pr!yate _; iJ;L!'Iividual, 
fiHn~'-or,:.corporation :WhicK:en'ters•finto a: ,contr_act; to:·e.ngage .in· technical· work 
fortt:he\WaltDer)artnieiit ~bec()mes: J;esporis(ble.·in ma:tt~rsJwH)lin'.,l}fsr ~~~:it.s con
trol 'for ';the:tsafeguarding';of.fall secrett>•.confidenti~:tVPr'restricted::·~atters that 
mayioei disclosed :or ,that .. in~Y!~e· develop~dJil!· co.n~ec_t~~n th~r~witl;!.£rf::A·L~la11se 
to ··this effecU:will. bBAnclttded~i'ui.suchryil');contr:'J.ct,:rbut:;,itsJ omission~11wilf not 
relei:i:se the<contractor fr'oni'·hisl'fespon§ibility,IupdertJhe Espio~age ·A~t. c ' 

· ,;.;b.i~0ontractors~:are:,re8J;lc:iiisible3thatnall~ classifieq,pmjectsHallo.tt~d1 Jor;S)lbcon-
fractots>or: ageni:srfa;re.:fully;..protl)cte_d•~by .·~:r ;similar ,agreemen_t:·r:' .1;; ~'1 ~"_, ... 1 ' 

J;o, Whenever . .lfor•:anyiJreasoni!a •. COI).fr.act-ragr,ee!pent, or;r,subcontractt<has been 
madM.which: does.;~iiot< ·include: w: sectiritY:ticlimse ',buti latei·;,is: ··fotihd;: to jp.volve 
s~cret;'i cohfideiitial, ~or. restricte(l; matter;..;the.• s~pply,,·ar~ ·.or·. set,;iC.ei!CO~~erned 

· will. fal{~.'Jthe~rJiecessary1Jsfep's· 'tOTinsUJ:~tithat.F.the .1'>rojec_t ·.or work is prpperly 
Classifie'd.iand · .thatf theLCOntr:i~tor; ·agent,iJOr·l SUbCOiitr~ctOr. uiS informed·. Of the 
ciassificatiOtil and•>o~;-his·resp<irisibility,oiii; ihe .matter.'•:: ,,:,g ~' ;.;o:i,!li~ ~:./'~i:: 
:~~54'. r.Teststi'ofvclassified~mate:Hel~'-:;-;Tests Qf rdassiped, ~materiel· •. \v!llt;b.e ade· 
qiiatefyJsafeguar.dedt:;byr_anilresponsible~·officers. c:.:: "J.·, :.-; Borli "tlrr,·;,_;:1 s·)c· .. '1! 
,•'55·:!Pui:ili(("displayJ·bf&rclassifie'd) materiel.--,a. !Commanding,1offic~rs-:ure re

. sponsible::that:iaU cclassified'rpabtsf' components,,~ or, features.~of;:i:n!lteriek:are. prop
erly ·safeguarded,>dming.vmanefivers;tt:df-ills;cparades;·~cer;emo~ies,, 1a_s~~blages, 

'demoristratioris,i or; exhiliitions: operirto:th~!generahpublic.,: .. ;·, ,r, l :, "t: .. : .I; 
·. 'b.·' (!l:)~lPhotogi'aphs'rof .equii;J:g:J.e)lt.: while· 1in;: process•wf:>Jdevelopmentjorr those 

~:;'!O'ifJct · j117J~~1.1irih)i?bc~f~esr:61'fu.~ifii'fu:'hiiJ!~:~r~ 'pt8hibii:~'d'·'H'Hi1s's·'~\1fhorized 
by the chief of sup~f;11ilhh[16r:t~ei!~k~0c6HJ~rlieli:1 '~.Aitt~·-aJ'·a.'rBcle of 

.;il:!; Wl ii.Hr 'equipmen'ffhas; beentissue<i~to .c6:rilhllhlJJ1its,d'elease· of! pli'otogr,aphs .is 

.:tr;:Jmr:·•~··~~;;'j)eiihi~sible.ninless;:speciflc!lllY, ,prohibited ~by~:the~'instructions 'issued1 

.risil:~ ?.~.) tBtli~f~W~th~tJ.Jl! . .&:-:.~·:~·1"!~·tr: :::--. ;-t:·r_ ..... t :!iiJ1nn~ ot f_ ... ,,~i'::.rrltn:: r- ;r~ ~~>"r:.._\ro~ 
ni a'(2)i.'Reqti_estsr·.for :·_permission ntoJ.. tall:el,ph'otographscof :;clas~;~ified·:.materiel;' 
.rbr;:; H!~ · i'piojects' orJproces~esrqf :nilfnuf~ctl~reiwill''be:tgferr,ed•·.to :th,e; War ·De.,· 

· · .. ;•.pa.rtmel'tFthrimgh,~the 'PrQpert;;cqiefJo'f~) smil'>ly!larmiwr. ·service.''-"!Ifl 
-!;·Jryy.- vp:~tmthority:>is'igrari.t~d, 'itv;WilL bNw~th ,tpe·!unde;rstaiidiiigcth,at :the~:re
·HJH"lW~/'!~siilting >.pbotograplis'>will• be: subrh!tted'>to 1he.War.:I!>epa;tmentrfor.1 

f/l.:f(•nt. Q/, freview:·rprior~to':lrelease) :;;In+ J.f!w ')c·~~-:h::, •U.l'!J:rpO: ·;~ .. r !;(t)' 'i:o ,•wiJ 
•fTSS f!;-fl;'J f;) ni•JTr~· F[t 1d t-t'Y.c·[c·r'l ''i' i•ytr.;r:(''t:r1l.l}'):rr•.rrf'' 'l'''t•"fl'r'i' :r•d:'" · J' :><l i 

. . e ea.se o m orma ~~J?:~~f... ~~' ~.o,.;~~ .. ~~;.~,;~~ 'f,?~~~ 1~ Ts:;t e,_ .'vu.J?~~/.1 
information in com:iection 'with"'negotiations"for.~foreigu siile;··foreigir sale;·iilid' 
i~i';fb•:~~h'ufttctti~~· ~fTteri{~?li 1Afiriy ~'i,d'''N¥v9 'n:{lfi:e~i~l1 liiiit fiiiiivtilen Pare riot 
-no.:..:- .. :~O:,.·f-:;t:~.!! .~l.ltfY~.fl~'' •,)'f ua·-~-:1 f)f; IH ('".~ ~~:::::-;~:<m {J!<}; .-~IJ""rrr s:i-t i."~ff" .···'dfl:.~: ~ ............... t~ •.• r 

l?f.ez?P'Jte.~;JUJ!t}.~~~~ ,.We:t1: ~~t\d}i 't• ~h.Par;'b'Nt~Y.Y ,}?~P~fttmi~t~.~&f1)"~~f~~.;if,~ \ '?1W ~r?ft 
secrecy IS no compromise ere y. · · · · · · · · · · - · · · •·· ' ""'· "' 
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aJ:J~b.fi"l)Jtenndtional.draf{ioHn Jarnis:::::·(.1~ ~jQ;~rt d .. :i;T:,i::::if ::;ai1UJ~f''!r!a:;m : ~:h ... ,.14 
(1) The·: State Department administers: fintei'iiatiol)ali'l.traffic:.Jiin;::arms 

10 ,iniJa')lliJJo:>· and>:m~litar.y.fJin.at~rie1 ~~coniirig,rJwi.thin~.the'~scoperLof) tlje) Regula-
tions,;Gov:erningtJthe, IIitei'natfonaJ •, Trllflic in•<:A:rins,t Ammunitions, 

-nmmr ,r.~i:::nw:and•rlmplenients;of.::Wart:and Other1>Munitio:iiS:~ofltWifr.(S:) 

-i!l'T'3\{oo:J ;(·2)t£:'1Jhef State:<·Depa]:tment: willt:not .trelease:-for,~foreign\1Sale any item 
J<m~tri! fltflr!d.ll;~pining;.·.withih fthe scope of· these Tegulati6hsu:i.mtil. the War and 
f·:JlslJl~iic'J · 011; ··Nav:.y·:tPeP!lrtments ·, ha'ieP stated •cthat 'j:here,':.i:issri.o .objection to 
10 'L'II:I 'Clll•{! · '!the·· release;.ion.~groundk ·of I seCi·.ecy-':iffecting.:the·mati6nal· defense.· 

. .!jr;.it~~i'Jl, tri s6 ·Z]il r.J~~~· ·~v1 ·J.:,~ .. ~jl",. ~JnJ-.. ~ .. 0'9ir.(~ · 

io es'litutu~J:.rJ~~qy1_,,..{_t:./r.t!C· ~J< · h~:}~~lf9~'!S~~~Y·! ~:;. .LJj1<';({:•1 iJ"Jtllie~t.,-,..~.Lt '(~:) · 
-ri·~t:dHt?.9 ~·.ui'lu.tn;;)';!l7~r!' .. ,t r,::;·:;:L ,r· :: .· .. :. ·: ·, ~·s• · .-to;,::n '{ti'lU:irrq 
bi;lo;a;:~'l fJsfJl':o'lq .l/'S'(T.L;~ ·: ~s•,{ '-:. •i'.-~-~~I:f!?RS'l ~-· r, vi:r:>r;...~!.lc\ ;;Oi!9m 

~[Cl/~fifi~ifh~~#.?.__~:_~-~~~~~::_~~:~~i01 ~r;l :.Y":; ~:1'!·) ·u'J Al> .. _.J.i·v~!..O'If! ~B1'9ii.HfH Paragraph 
t;;AUfh'O~Ttf!fd:PIRdiliiSSiOii~'C~.::.~~l;_·l_}Y-; .. ~~.~~I~~.~~;.-:--~-;i3rtJ-f?.Fi.,-b3~~U:.i?.1fi__________ ~~ 
~Resp'orisibili ty, .of coinmrin'ding! of!icet~-.A.;;;:;;,::: ~~; "t~;~;t~-ti~;,:-~~·~ :iti;P:ic£6?E.J= =~ == =~ === 59 
•J=t~~!?on.s .. ~l?~.~ij~ ~t:t~?_!~f.¥~~~-t.:f<19~~ra~_t_o.rt3-1:;~.;..~~~:;..;:...-=-~.f;.;::-":#~~;"-~.~~-..:h.1~~~-~-.:..~-=:...7:-- · 60. 

57. Classification . ..:....'a. · Fo1·eign nationals.-For the·:purp8'selJ6f) these remla
~~tiOiis::fofeignfnatiOhiHs .iticlude-&. ,-rc:1i . .C:·• ~: ,,_..::,_:.r::.::r:.::o:J :tc -v'ma:::Gcc;;;c cr .e'I; 
10 :l!wm( 'J.;) Ithepre·serita tiv~sp 'Offici:ilsP ()'r· ·employeeS'' :Or a t:f(ire@i:Igoverliillen t-rra:v _ 
-rl·.tfr!J;i><~ :~ll 1'iiiglanrbfiiCiaFtstattis;("l •: SI, ·." ;·>~::;'~! 'H) ~-,;ju:-.c;;::-:rl):~' ·l.r«Jf. 9Llt 

6ni;}iHt~2)~1A1Il'other: foreign:•.hatio'ii~u!'~n~ · Citi~ens; !of='tlie,(utiir~d.·t~(ateS" ·.~~iire
cdj <:'>.i.!J;iil 0!i:lsenting• ai:fdreif~n-governfueiit? firfu;ti'Jr' corpof'ai:ion)-• .'! .. i :::1Il"hl1 !>:;') . 

-s;~. 6\•1UrUted 'S.t.'ate8~:-ditizen8. '"AII',.citizens· o£ -t:fi·e•:unitea; States iio't~iiiciuctedhin 
a ~boye. . ···: l_~;.~.:r .. · !'~J..r .. ~'h···);J-; .. _,·;1;1 rrLtfi~!.YOrt:Jn~r~Rnt.:t':lf;iJ·· 

s~\458i -'Autp.-ority::for admission."--'d.·•GeneraZ:...:.cofresporidenc~·;a'ri"dn~ommunica
~~t~omi~}elli'ting·1td1fisits• Willbe route'd' dirE~Ct ·betweer:i.!the·'variOUS offices concerfte'd. 
.. rr:ib.i.fF.oTeiiJ.n/:tfn}i~ .. ~01\az8J, :t .~::!.(; ~·:; 1.t ,,;~ ,~.:,~}f!/·.r _,~ .. · .e ~ .1 ..... ~:::, ·~ ;,r;~ ·~~!> '"•:~'rrf:~ ~..;J.u_h:r{o"C({tl-J .. 

: f::t:l'(il-)·t9Foreign·~nationals -l(~e~··pai•.l'57a )' :·\vm i'bti., a:dliiittecil;t~~ci·over"ri.hi~rit. 
dr. commercial· :rrHihiifactui-ing .establishmeiits'i anade:xfehm~iltal· 
laboratories engaged on' Classifiea c;w'o'rk~ 'or:'Iiiffclje-;;il;!.:bnly . on 

Ja'3~.~ritt'eJ:flautlio:ritf'of'tiie'·Assistant' Chie~'of''Staff/ra.:..2f!\'var De
partment. General Staff."t'Tlief:r·:application's :will~be made lthr_o~gh 
. the appropriate . diplomauc··r:r.epresentatfve' .arm,:,·wiii:l iii~iude-_ the 
foilow'ing'in~ormatidri': :· .. · '·1?'l' ·_,o .JJ·;fiH.1'.''·'~''frpfJ::. :·.jr .Til '"· 

XO 9;;:h~JV10m! f Be>i.'(ti ))JNaine iiJ.'.~ftiii!l·.: nf ,-~; ;£rir ·:;r", •;; .!>.( j~tj'flt:!J!i j;) {Y'f 

."aflu:)('b~ /offiCial. tii:Ie"'orr'..posi'ti<iri.'i ;·ifi ~-...~l; .. ;:oi ·1;" sff1 
(c). Nati:fetof:.pli:tnt~'Orfplih1ts .fo ·wliiciT 'admfssiob: .. is"·desired 

-rrn-:-: ·f.n;.• ':i ·' .-:·;:-.j ')J;"(d) rCDate-of: vl~lt;;.·()r'Jda'te~·-between: 'wliichf~isi ts rare: 'desir~d 
P.~IOH!ii''It-Jf)"{: rr~~ 7JB P(e.)..1Prtrpose'7bf..:'V.isif .. · .. 1-.:~, .r ~)(: ~{/J'. -· ·~ Y/r. ''r:i 'fy~;_;~·~~iu r~";('(~J!.C~ 
":; ?..sd tG (2) -Ih·ior! toiaiipioi·lzing' a',visit':tOi'a::<-\-v~r.:Depa:r:tille~t"or'·eoiniiierciil.I 
J! "·. I ;.t r: .. ) ; )!If! manl:lf:icti~'ri:iJ.g' ~sfablishmen Verigaged.v.i#f :crassifiE\dDwbtiVdr; p'toj
LH!> ,<c;,:;:.!~c:::t:, ects;'<tlie-'Assistant' Ghh~f· of.J Staff·,: Q.-:.2;tiWar. DepartmefitlGenetiH 
·!J1')rf::..' ·''~rlrLU'Staff;·~will 'Secure' the· r~coiiifuendations7 of;itJ1e .. Nfi vY:>Dep~~tmefit 
·"Iot.:t• m·r, ·?:)"t'>and·-i:lie·:~hiEi.fioflrthei:supply'larrii·:oh se~vice 'coiice'tned..ir·:.,, ,t; ·11 · 

c. United States.· citizens.-Subject to: tlie· app'rJvaF'of'-'th'e't'com'inariiliiigt offib'er 
·j9r 'the~""coiltractor;.r•i:Jn:n~d.< states: <'itizens,.:.·exceP't;'th·ose'J repriisefiti'itg: a'-foreign 
govetlimeiit;t fii.'J:ti',r!Qi~1cori'io'tation;. may 'b1? :iairiitted -to~ :\var~·~Depa"i'filieii't; or~·eom

!-:Ji: \J :~un!q -s.rfj jf; ""::~\;.~ '11 Y 1 t ·:-< ~:·~r;~t. r''Jfu·':'~.t~"-·c~ .• ~.:--; '--}~i !l,i:.~· /': ·•lir!:·,· .. i.JJ 
!:i!'lf1,f1 "!.) t":#:.l?u) G:Jf.f 1 l ~JR:]1·.-t..H ~ .!.i !J.,..·i.i:~.l!i~.~·. ';~~ ,.t;ftJ"!;;!·Jd Jio}J~,1:~.t~i 
V:'";;:;~Js;(f 911! C;i I':Il .f;:Jw'IOXHi 'ZI!<:);}('}S;::l :1 ');.';r 1!":'1'!~(! ~JdlcHOQ:8Yl 
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xnercii:tl manufacturing establishments engaged;. on Classified ~>wcii•k;..,or'q:irojects 
~ under,'the.fiillo:wihg.tcondition:s·:,rrs1f,: :•,•:·.1~~> ·!J,·li·! .. , ·'';-C: ' .,;:::; 0 _t, (J > 
. ;";;; .:..:, ( 1.) ·l CasuaJ .visitors:,-mayi;h~;Jadmitted ·:pro:videdhiioLsecret; confidential, or 
_i:ri,;: l; · :L£'11~::~ restriCted work~or ,project.is.showri'ot: discussed.':<tl:l~i 

(2) :,irefir'esi:mtativesc.ofl•other l Uriited':States rGovernment 1 agencies, manu
'ub;i 1,1:s; cLcfad:ilrers,•;of their.!represelitatives;rengineers,.ah<1 inventors cooperat
: f;l"' ,:,;\. t.Lli' iilg<dn~·rw.ar;t•]!epai:trrierit. work-. and rhaving.::ni 'legitimate interest 

(iJ 'llifl'J'Ji.<i:• ,therein.·may :bei'shown,: such ·'works,tori,P!'ojects :as are considered 
1 ~>.:~·:.o::Jh,J ·. Ic!tnlilecess'ary"ahd'f.desjrable; liy• tlie:.responsibleichief :of supply arm or 

service. Authority for admission will be in writing. 
(3). Accredited reporters', :'phofograp.liers, and other representatives of 

: '· _}?i:t-~licity agen~ies mn( ~f!~~~FO-itted to manufacturing establish-
. hlents engaged on work·fot• the· War Department provided classified 

11•', l(.k%'~ • :ri:tiittei:s, projects, or ;·processes of manufacture are not shown .or 
• ;_ti.. ~' • .. .. h _._,.. ·------- _,.;. -· ..... _ ••• ·- •• -·1'1.... . - --··- ... - ..... -,.. -- - ... --- ~.,, .. - .;_1:)11 . 1"'..} 

· t~;: _ _ ...... 9~~"-~~s.e.<! wg!_J_tl~~~-·- _ ~~!"-~J~eJ1!s,_p).lQ;Qg!'!.lP_h.s, an!l».H~tion .pict~rEl,S 
0 (;.; .: ........ .:.~. ··.resultihg,,from :the1:visit<1must·:be ,submitte(bto;the ::AssistanLChief 
.. C. I . : . . - of ~~taff,- -G-2;•-'War :.tDepartineliti!'Ge1feralf Staff;c:fdr reiease'''f>i·ior 
· ... uio~J.:.·/t . -· _..,·,H · to,pll9,1~~~~1ol!.ft1 ·Iu~:!~ ..:.:\·.l'\~,.,\,, ~ u-~~ .h\!;. ··\,, ;t;_ .·!'1--· ~.u.0J:5'!"':.o~iJ. ... :. · ·! ~,:_ .~·r; 

59. Responsibility of ·commanding . officer~. ApJ!Y. .))::~pr:e.seg tJ~Jiy;e,;,qr' ~l).S:B!JC
.. t9r;-'T..t!:u'J.2.h.e. ,cpp:p;J;~!.lnQ.i_ng 9fficex,.,ofr a,.·nitl}tfi;rY.i·man1}_fa,c.turing :e~:?t:Jbl~.sJ~ment or 
t!Je·~rmy representatiVe Ol' inspector at 'a'·cow.W~t;<j'!~ll!nlJ.nl!fac_tvling establish

-W.E)!Jt t!>J~h~~Iq,¢5t.l'i~P!i~§~n-41ti.Y.e,o_fc~th~Yf g_P.~pa,rtm~.n_t,in a.Jl nm tters; :r.~garding 
the admission of. 1y(~~Jtqr:s,wJfdl"!·.h!s; QP\ni,o\:l,:·the_!s}j;Jlatipn aN;P.~.Jjme makes the 

· ~ ~dplis§ton; ot ~ yis};~Q.:t: ii1\l.QXiJlabJ~, l].g ~s.JeJ!lP.Q.w.~r_ed.;to.-P.o~j:p~n.~lth.e yi.~~t:~nj'! re-
. quest instructions from the· office which authorized it. -~·'' ,;:·~ \l 

·-:wJl~.:<:Whei~~ommap!lJ,~g1n!!ic.~r:r or.4.rn;ty: rerir:~sen_tativ~·~iH ·nwke:_a.;,J;eP9.rt tp~the 
· .$-~~ist,Q.Jit t~l)Jef ;.Q;fJJ·~taff,:tjq,.g,.,,JY:ar ,D,~p(lr.J:rneJ?.t)r.Ge.Ilem~ St.li\f;:;o{lJ.J91lgl}rrttbe 
. appropriate chief ·of' supply arm qr service,' giving t!Je fol.l,()W:iJ?.g1 .~HfQ,r;!ll_atiQn,,~on· 
1 £~f!.liR!S v~QJei gn ~r:~·~:W.J!..o,1 v!~J tr.~~?ta ~ li~h:i:J?.~.Ji ts,/~P~ag!Jd:J.I1 ;.r,:~as!S,~fied·;.p t~Q j 7cts : 
li.J:Ih!t'r•;:O-}z:Jilaw~. ·<?.:t.fi._ci.~.l:mQs~,!iqg, ·H!Xdt~attcm-!1EtY·J :r:Y 'l!""::. ··o 
1,0 'f. t ~1((2 )J,A}IJ:!J.~rify f.Q!"r.t.~e ~!stt .. -<l;n in)· · bsP 'J'!:..I•i> F.·J; · .. , •J>'I(Jr;, :l 
· -9u .,;J ..,( 3):. Ma ~texs~ili;cWN.!!!tJth.et.v:i~ito)~s. s}l.omeart!J._e, gr.ei1 te.~li ~iqterest. 

· tt~1 •Jti·I;i, (~;).dleggr.!11vP~.futite'iQ.:fr.g;q~sHQ:qs;asJse.~J;.;; 1 ;rrw·)i.) 1 r:; :~ ;, r.rr 
.,~[{) <j;)n(§J .. E~l;i.re®gg iJpjg~J;;,of.Jl:!\~sv.is!t1'}L«~!'iitl ~rhb•i" ,1,~>1 .,,q' 

( 6 ). Inspector's estimate qf the ,rea]g)JJe£t: Q.f;J:l.!.e:vt~it·.7Q;l'J: 
(7) .General estipmte of ability, intelHg~lw.e; :>\P.\J~IJe~P.Jiical knowledge of 

the visitor and his PL~P.J'j~Q.(}Yr~n:..j.hE; JPpgljsh ~ap.guage. · 
.Iis:(L&);.:4.Jn;j~~H!~t:p~ :W}l?.t·.iw,!J;Si§'49;wn:'!·ng'le._xp1!l].n_fill~.X ' 0 ·, 

.§.9_;ir~..espqp.~!1> .. mtY.>JJQJrG.Qy~r}}gJ.eJ1t~:~oitt~actor§_,~;r,Don~ractors or subcon-
tractors. engaged in work. for the Wnr D!3p_a,_ljtip._en_!; :t;n,!Jst~p\a,<;e such restrictions 

fQ!!ntll.e,I_l,ll9Ve]nentsn_o1bp .. er:so_nS'T€J!!PlOy~<_!~·:O:t;; e;~teripg :th{)i!l {llapts !)f.' offices as: 
-~V~ g~ye:·!l_<~eq]l:;tte l?f:~U)JityfJ!\1 t~-e~ret;;~C.9.J?..f\9oe_J;tJ:i!lol,,pr:~!"~.VtGtet}-p:!atters in their 
JP9$S~~'?i()g') :::!1.).1,-y.~~w:,Qf". tl;u;,:Fi.d~.: _mff~re .. l!.~~S~< in; ,Q_rgaJ;t_i_zatij)n, ~ a,_rrangement, and 
j@YJl]ClJ:h,I!!af.~;!Ul Q~]i,n4_iv,JJl..Y.l!lli!!l!P.-t~•~:q9· SP.\)Ci~c. !']lies. {ar~ .Pr:acticable. There-
fore, local.WP.!Jlti91!S !lJ .. tjJ,~ Pl!JllJ:·~_!ldJt}::l.~;Sl!J.§§ifi.G:atiQnc,o:iktP.e, P.J:oject will deter
·~J]!e; t.l,l~:~~r.~rttY..,_~e;a~n~§s!tfl,.b~.;?,<.lPPt~d,. ;· b<Jt;~c,;--.~· ··~\ '''l .,.,,11:-?. ' ,r., 0 -'> 
. ir1;; b .f"cTh ~ ~olJ()wing-,gener~ll)Prp.~f-?d.'\~•\<i!lJ.•J.:E)gard. ,to,~ vif?i toxs. ;a t..ef!tl!bJi.$hmen ts · N 
· ~).l}.apt!l> eJlgage!}~·}J?.';class~fi~d .pr_oj!f~tS.: f.o.r th_\): Wa1:· ,l)._ej:)ar.tillen.t~is:: pr.e~c~~bed.: i 
· · . · (1) Visitors will be accompanied· during their stay at the plant by the 
' :-. in~pector· or Army representative, a member of his office, or some 

responsible person who is specifically informed as to the necessary 
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·-"!.dlrrl ,,[!3 L!.fr; .NavalJ:A:nimu~lition· ,Depot;•-HingliamioMassacliusetts. 
' ·Naval· AmmunitioriYEiepot/Fott'{l:tafayefte, !Ne:W.riYork. 

-m!l•J d ·;l;;u:-:>1i•;NavaW:Ammunitioh <Depot;:,JJlike; Pi:mniai:k-;r.NewlrJ ersey• 
,'l;· .• t::ln~H.r.i!il. ,ipG:Nu.:v:a:l Aminunition··••Depot,;.st! 'Julieris· Creell::!fYirginia. 
, t:nl:ta:;~h.l..id,; ;:;·:; Na-vai•;'Ainniunition: Depot;JH:a wthorner.Nevaua:!J 
ul <•l ·a·,ow 1'>.lNava!l r:AmmunitionJDepotr Mare> .'Island\·. California . 

. &lifif~";c,. :)•N avalUAm:nnii:lition·;·B.epot, '(Pugeti\ Sound, ,Washington. 
:••,:/ilo .::;ci·l•JJ.:<l.NiivaP 1\'Litie:;Depof;tYorktown,frV:irginia:·J ;t·)Ci 11i~r UJ .:.~ 
.,., ;l·ru·,r cr''J ~-'' (NavaVliorpe'doJStation(Ne':<ivport;\!Rliode. Islaildl·J 
no f:!H!J w1n1 b~rN a:VaNliorpedo S tittiohi 'E:eyport; iuy a sliington.• , ... r 
!Hvr r:hoip:t b~'NavaH:Ordhance• Plant-,· Baldwin~ 'Long;.Island(·.New York. 

•• 1 '
1 :Naval Fuel Depot,:.jsa:niDiego,1lCaiiforniiJ;~ 0h.ib!!l · 
ThatJ.par.t;:of.~.the,:t\:!eutiai:wisiaiids;uAlas:Ka, with their territorial 
; waters, lying west of the 167th meriaian, ;west longitude.' 

(3) Executive Order No: 8251; Septeiriber.l2iv1939, deClares the airspace 
j!H, tal;;t<l. erU abbvel'thel'Cariiil· :Z~nel..!iriduding·l'the tt~i'ritorial• watets~:within the 

. srlf Ll1!1'V!!tl ;flireec~ile1maritreti:icJundary1at ea~li~endr'of 'th~oN:!Janal as a military 
: aidpkce ;:'reservatfoninto 'tbe.ilknown·-ias ·the'·•'\Gan.;ll Zone Military 

. 'i Reservation," 'and sets·forth the'' regulations governing the opera-
. · tiori of ririvat~· ·aircr~:ff t:tiei'eiD.F' . · · · . . . 

~~,.: <1)f,1· ~Y; •• 'Ex~S}ltiv~. 9~ .. <J.~r ~/>,.., 5;zs;t •.•. ~~br,uiu;y1~ 7,. ,+?3,0 •. ~~e., ~\r,s:P~<;er: over 
· '·'- · _.,' "'eaJh <inh(d'oliowing1 Iia:M;rs, 'de~!ili:eal close·ci."I>orts' by Execlihve 

f\r•p~· •r< ·, oj-d~r. 'No: 1613, · Septei:nli~¥ '.2~ .. · i912,",was reserved and set· aside 

~t;~ ~ -~ :· · -~- _!!!..r.·_ g_?_y_e_r!l.~-~r:~~~~!'~IJ!.~~e~ :.a~- 1_1 ,}~:~~~~i~e~--~-~~~- 1 ~i~~in,, ~.h~~? 
~" ---~~--;~--~<jy~J.~ll1~~!!1ft_~1J:~2!1.9_t. qyt!lo.!'!~gg ___ t.Q._pa_viK~t~.- ex~ent~; by9 j ~pecJ~l 

. ·. · '. authority of the.United States Navy Department': . 
:"~)~\-.'~.~'~·,·A ,:,···1o~£~1gns,1 \.:F~Q;,;:d~: ;.,~::':>':~· t:-.~ ·',-:;.~:,':/,:~::~-:~:.~:.: .~.~:.': ::, .. ~~~.~ ·(~~·~;~_ 

· •·· •· ·.' Great ·Harbor' Culebra:··' "·· ·:· · · 1 ~ · ' "· • • .. • •· ' ' '·. • • '··• ' ' 
>•r;:·1:v•'-;; · rrP.l1(\~£'-il 1,.. '",';!'-" • ·('r••· .:-~P . ·· '· ·', .,f; • f~ 1 ,....-..· t·~t; :r;, r.J'":'"J!J"' ·,: •t.,,':T If) 
" · ·! ",: ··- -'·: '· Guantanamo 'Navar Statio:i1. Cuba. ·. • ·· ........ , ·"· · · 
v;:tGl_ri!~,:, l~I'!< ,·,F~~~f'J.r&~h"QPH:a'~~i{ · ,.·~. ·" . f.L;:!-1101 .fllliJO'lri 
,/,'J'Oi .. '{~}f,~i~-:~;--a;;. ._~ ... -rf.1 .. 1 r.~:--_.t 10 \.>:f·~~!:irOfj f1.n~ ~P::~:..::;i~.-!.~t,'J 

i~:Ht:lm:,~·•::r r.t-<·s!:{Jj:Ba~:) :PJ:iiif iJi~/fsi~iiii~~~~ :.•:i:·:J>:::~'f':,• 1 u; 
· S-"·,.Q.t- -~ ,...,(, l.,_(.l"•-~.···" '~"' :R.,.,~ . .,~·- '-''"f•1T•1t:j"~.-f "':flf f·•t·.~ .• -, "-":'" '"i\· 

;··~· .... '· .:Kiska,':AJeutian· Islirnds·. . • ·.-- • ,. · ·· ·~--- .... 
-!l:l1?·"'~. ·v.rl ·?:::'!- ~,·,,·'H.· :-~. ~ ::~·::~S~; t.t.~·· :·; 31JA!•lP.d1'!iii'H ·,,. ]iW• ''f"t,.;n'•! (t \h T . 
-!n'i ·l) .... ft'f;Zv?J1! ,-~ :~ .. ~~a,~t'r't ,e.~/onL~:.,df.. ;R,flP,l.~[ce •c:; ~~~ l!:r~?~s o · .e ern-
'l~?Ho <?tr}~:!~ ~~JY B1?~~f.bi~.s11y,n.r:~t~ , ~W.d,,: c~,If~~f,q~~~. ,1)-~!.cr~~!, ~~om flymg over 
or crossmg any· part of'D1amonu Head .and the forhfications.of Fort Kame. 
h h d F t w:l~qr:;.·~.··~·,-r··}t· "'~! ~----:. t:iJJ ... lo j, .. ~;::;J .. ··.i~if::;~ ·:r .... •. 

arne _a an or ___ cav'rl· .. ,·, ,:_,: ·-· ... ;__ ~--: n,·-r· .. , .. _c ·~t·.'"J!f:{(j.;- .. -; 
c. Philippine Oommmitbealth.-Flying by any. aircraft otlier· than those of the 

.r • -,. - ., • 1 • ·t 'J'.t l · . "' J• · ·:·"""· -.. · · .· t"'' .·• · <tt 1. J·r-.£~"·~ -, . 
United States. and Pllilippfne· Governments within a dis'tanc'e ,of six miles from 

. . r·r"·-7:r .~·--, ·>. ~J .f''·'-i f.··· . ·r. • ("\!;r·.f"·U"'!· ~ 'H $'r,::.• ·• 1:.1..~.. • 

th~ perimet~r- 9f.t9~~[~9}~9r ~~J~rq;·F,r,tJ~lf~-~l,~J?.~~,.,Haf~~p!lf1i I~la~d, and. ~aballo 
Isla~~·}l-a'9.1Ja:·_B,~y,,}~Jl~ .~J1p,~~7}3.',l~;:. W~~.~-p,fr,~}}Z.?,~:.;..an4;.;;~thm two ~lles ~f 
the ·penmeter of Ca':lt~~J~em!lsul~·, Manila. ~ay,' 1~ P.roh1b1~ed by Sectwn 80, 

;~··.. .·:rf': .• ~,. •.. ~-.' ... ll- ,l.)t),J. '· :f'.,t '· ~ .... 0 •. 

· A1r Comwerce~,R~g);l~ati,<WS,, tne .}f,~yer~lni.e~t· ot.J~~'"PI!l~lpp~ne Islands, dated 
'0 'l: b . 'fft 1935 ... ,,.,.~.. ·'" " .. ',._.,:r.' J...l. :.'I•.,:;•-'········ ... '. . 
"•.t'~i~ ff~-c._) , ·'·11! !~ • '·u~~-. ! ji"'1' ' _l ,''l'.j"'"·~·· ~ -,~:··1~·~ -~·,r · .. ~·.-,;•·! ',')•-
• d. "Respl/nsibili{y of' comnia.iiding' Officefs . ..:.::.TJie··commanding officer of a mili-

- . ~ , .. . . , ',: l r-1 ' , • r·~ . 

~-~~fr~-~~~~J,'~!li,io~,,: .. P~s.!;;~~a,~.~ 1 sfat~?.?: W•:}ll~t!il~~-!~~~· yv~~, ~hich an airspace 
reservatwn has been established is. responsible for .the surveillance of the 

~~<~fl~ffWMed; ~j_r~p~~.~t· ~~d;l~~; :~~,<!~p5,;f~P~r5 • ~p ;:Jh?~.A~it\(~~HJ. General, throilg~ 
mlhtary_.<;h.?:nnel.~, .. of.· a?y1 ~lf~g~,l fhght. tli~~ei~: .. ,. ··~.,c. ., •.... 

• UOJ~k-~-• .J•• , ,,~~}),! .,_..<t"' • • ;.~'.1:- ·· ,t•...-·~,Jl.'.J.., \•1. l ·..,·,1•} .... ~ ~ · 

..... "· 

AR.-::as<h-5. 
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.committed, ~or~!is'! abOut. to. coriimit;. 'an offense:: under~ thist!ti tletsli~ll ~be .. punished. 
lby;',a_t fih~~'of-'n~t·:more~tlianJ$10,000 oi · byi'ifiiii'risonmerit · foi·not'i:ri:iore: tlian 'two 
ry~ars;co!·-ooth:<>:ise(r 5, 'Titte.:J.,• ·aat' June 15,-19.l"' ::~40 'Stat.-::219) :;:5o;2U.I:S:re:;:35:1!J 
1~• e.'?.'Desii;natidn;'o"f .pN>hibitea places bi/ 'proclarndUon. :: The"Presidel!t< in-.'time 
of war or in case of nationaf'eillergency::may''oy•.J)rocli.l'iiiatfon 'designate:;any 
~place? other:Ctlitui'-thos(F set· fOrth 'lnJ subsectioni· ('a•r·:·Of> se'ctio:n':one..:,lier.e6f," in 
.Wliich--ahythihg ~foi<·the h1se of't:he ·~!:my' -or! Navy.f·is ;being-prcp'aredi.or-: con
'striicted· or'stored•as• a:> prohibited· place:·:for the: pur.posesliof 'this.,title ::'J!.~:ovided, 
/Dhatlrhe.~:snall ·'determine :·that" information:' with: respecL·::tlieteto';,; would ·be 
rprej\ltlicialt'tJt<the\.n·ationai;:deferise. · Bee:· 6,' •Title I~ ·aCt •;June(1.5,'.'191·7 <4o~ St!'tt. 
·2I9P;'15o u:•s:tc:··s6;"M\ L~';F:1929;~ifec::2186.lil ·n.•G> •:· · .. · .. c:t-:1: •>:t ,l.((jJHrs ... ,;·~ ·ro 
< •!J!'1Plac~s; 'subject ''to!::provi~io_ns. :of.· thi; r·.utie.~The~ pro'vision-s•o of 'this-' title . 
:sh,tin:··e~tend~ t~-:->~_lPtTerritorl¢~rh;iossession~t;rand;. places:r.~ubje~tJ t~r;ith~ dilris
<'dic'tion' •of the'll:Jnited Stdtesi whether or 'notiicontiguomi:· thereto: dand !-Offenses 

. ' '· t· ·- ., . .·· ' ·· .. , .- • '.. : 

1tinaer: this;titrer.when comtnitted:'upoii the high.·.•seas:or •elsewhcre•:within !the 
Ia dniira ity.i and rmaf~ ti)lie' jurisdiction: :of•~ tlie~: U tii ted':S ta te.s. ;anCJ.::o~l tshi~,.t~eHerri
:torHti' limits lU!ereoHsliall. be punishable hereunder. <;<Sec.•~S;ii1'itle: I; ;,act.• June 
.:15; 19171 (40'Stat:('219·)i;<'5Qi7];; S.'"-0,;3.7l·<J ~-~, ,•·:·'nli, ·. :1ir·: :.oftr;'};~,:·r ir••·•'> ·.-''I · . 

• '. ... ~ • ~ T '· • • ',. /.. I • 

'tj:· 'J urisdictifn"'';Vbf ::'com•ts-"mai'tial· :w>Af.• 'militarjr commissions_ . .,.;-;-N othiilg.~ (!OJ!· 

·tained • inY>tl).i~ ·~w:.ie; ,sl;iall:be-,: de~ined~ to"1iniit ·.the·1 jur~sd\c~iom of .. the. 'general 
·courts-Iil'aftal~liinilitary $ c'onu:iiissions·~-;ro:r:i! na val''J?courts-mai:tfa:l• hunderi .sections 
'lliirte·en. hu'ndred( _add ·f&t:r~two?qhirteen rh{mdred·1and:•forty;three, .•ali de, sixteen 
·hi:i,ridred~ra:tiiJbtweifty;fou~-~olnil~ ·Revi~ed ~fitatutes as ;amerid:ed~c!'Se'c:.!7;J Titled, . 
·a'cttJtt'Jiel15,t~191.7?-'r40'tSt.Cf:t;·.219.)':'j:·50 ;f;;; S,•·O;.I38. '~c•:r; J·:·J .llo,h:.:d. -;o ,!lt U;;~:P:JJ. l. 
a·•;h::. J·lfri~dictiO~'-ot ;i!ou:rtsl of. :aan:av •zone ·and: Philippine·'! slana.s(o'f.ioffensf!s:. ort · 
·1i'igh1'seas.~The' •severalt'couhs 6f·. fi~st'·.inst':ince' in> the).Philippine Jlsla.nds':·and · 
'-tlle .;distriC'tJ ~buh>!Ofithe ·€ana~' :-Zon'e. shalli :ha ve·•jurisdiCtio~. ·:of~~'ffenses;;und~r 
tt:f{i~<Wcf<'comriiifted''·Witliiii~'tlleir;res'pective 'districts;·.and~ci:n1curr~~t·.durisdi'c" 
ttrJ:0:Hwfth 'th({> district ·:com'tsb()f\:the-1 United'' States; 'of> offerises'~u~der~thiSl~"Act 
1-(!bfulrtitfea • l:i~bn °tiTe :hfgn F@;S;' ::i~d Jof r'conspiraCieSI tQ · COcl~ftr SU~h COff~nSe~, 
:as. d'eiined 'by~section··uimy-setenl of··ther;:Nct entitled ~'Ah rAct.•tovcodify:;) r~~ise, 
\and. :amenas-tiie-: peri~I .. 'iaw·s l:"of-the• Uhited _, States>! .. ;appr~tedH!i'v+archr fourth, 
ni~eteen hundred and nine, and the provisions~cif_• said~s€ctiqni fo;·;the ·ptuP?~e 

;of::'tliis'-Act;0are',lf(!febyJfextendei:IJ;f<Jt-,theciPhilipplne (:Islaric(s~~and: to~:theJCanai 
'zone; 1 •·-in ·sucli'Jcas·esf:th'e1 disti'ict attorneys< of:!lthe'.•Ph_ilippinedislan(!.s:;and •of 
(the'''Canar Zoner~li'all'~ilatef th'e powers' a:nd':perforni (thl'l·autfes'nirov'idedc in r~this 
~Act for·;ull'itecrrstates.tattorneys::·1'Sec::·2I::.'Fitle:'XN 1; ~~~-t!-:J~n:e 15;\ !191.7', ( 4o stat. 

'1.. ' . • . • ,. : • ... •• ' • • ' • • - ~.- •••• l- • . -

'23.1}1r:so)~urvs~! (}~~ 39~' :·.-.n"!.c>.x ·ru I:·~\i't!;·,_.~.) :~::t··r·1 ~1;J"";·trra .~.:1) r.:s-:-·r!r·T) ~·t.,f:i7·:;~ny 

·I•70'} The 1tif1t Corpf:flr~ctf.=*J;·)~fv;* "''no'?[lieris employedllbf,;::a.-tcontractor•.for 
·fur'iiisli'ihg.'Oricoh'srri:{cl:ingr'aitcraf:t,tor- ilircraft.<.paitsr·or.aeronautic;l accessories 
~lor ;i;h~ £United·.' State's sliall ,;be >per.mitted···to!;have-:·acc~SSlito'Nhe:··plans ;or :speci
fications or.· the work under construction o.r to partfcipafe ·ih.the"contract .trials 

· witliouPth~ wrftteh ~bnsl:\nFbeforeband:':oi~th~;_£S~cretaryr of 'jthe.:departinent 
:tcoilce'rhece'~;.s~c7'10-.r'(•H:.'~iic~::-.rtaP~2;.;1926"{44"Stat:Y.780); rio· u., K-·0.'),310: U)l; 
·M:'£:'t9'i!J;:·seo£1 2(J]/1.'·'~').~~ c>.rli. -r.f! rl•'1.2';:~ri';i:r;jlp. ··coi)P:,<,:''~[ f•,r:; ,,::t."iv ·;·'; ~p' .-. 
h• 71(:. Prot'ectionlof,\aiplo:riiati'ci'cod'esr' :That1who'ever,:~by :Virtue; of• his e:plpioy· 
r merit~lby tM· :Uni ted·!states;tlsh~ll ~'OOth:in··from\•~riother·;or .. shall ::have i.ctistody; of 
'6r~raccess ft<>flc¥Hlian~ hfr'Ve ;had -icw~tody;~ o:f-;-or': a'ccess,:to,. any: offici a~~· diploma: tic 
·co'de'-'oi''any:matJ~r prepiiJ_:ea:~:iii~any su'ch'=code; or- whiCh•·purports:lto .• haveobeep. 
fprepared!!lill~ anylisiicb'r.code;J 'andli'sha:iiJ willfully;;7~withou6·atitl.!Qrization~!Or 
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\
~co~p.et_.~.; n_· t;~~~tho~ity.;t.Jp~biisQ-.~_:o~ ;f~r-~l~hc-_J:_.oJ !t~o-.t.P,er1 ~~Y: ._.s· u.· ~h .. ·3N~.--e ... •or, :m.~tte.r, 
.or ·any!ma,t,t~r,;,whi,_cq.,w:rs: OQtaii!eQ:rw.,hile in ,t_h.~.,proc~_s§ of-, tra,JlS.~is~?iOIJ,· ·bet )Veep 
any~foreig)l;:;gov:.~rnjne·!l t, ::all d)·~ ts;i.diplq.ril_a t!e' I;liissi<:>il (:ilr uw United· ~~ate.~.~-. shal,l 
:be;.finedJ(not[-1llore~~t)la,n~ .. $iO,ODO.l·:o~ <:;impr~sqQeq <not; mor~ t);la,rF; te~· :'Y~ars,..> or 
;l]oth:rJ.r.Ac~~June(.10,:19~3.,.(4§ s.~at.:J_&2h':12_2;f!~_f;,,j0,;,.J35: .. , :,(. r'·'·". r:; .,,\ ., ... : '1:o 
,;Ii 72:,·;W;re•:?r nradio_ com~n;imi._c_~t!()~;:~.·,~Jl1J,a1!tl],or,i~ett. PJt.blica_tion- Oli.~ u_se:t()/ 
·li,()'J1tmunicati.qns.,~o~persol!::,reeeiy;~~~r:Qr'l).Ssi~?ting in~rec~ivJng,_;o~ .transmjttip.g, 

.. or.~assistiiJgfin tr:gts,mitt~ng;l:apY..!i,nt_ei;:~tat~,-.or, ~on~igQ. · c.om.m~wtcation ·by yYi!-'_e 
:C?i' t:}dfor shaollr<.divulge: or. publ~~hnt]!~ ;;E;J:Jst.erice;::cont~J;!ti?,: substl!JJce •. pm:P.orj;, 
.,effec~:\:o,r 'meaning ,_tl~ereof,,_ except\tl,tJO.lf:gl;! ,U.\lth.o.riz~Q.p~_l,tan:uelf!_• of::tr:~nsmi'lsio~ 
or rer:eption, to any person other tJ:lt!-IJ..<.J!J~~.s,d~J.'~SS~!)]" !J.is· ag~Q.t,•:·o.r:i attQr.~e.y, 
•or! to~ a~·person( ~hiploy~d,lOi.' '7authori?"edtto,ofo_r~ar,di spch',cqmmunicat!on ., to~ its 
-dest~nation;•:.. or::t.o:uproperrr~acco:unping;;,or&.<listril;mtirigr-.offi<;el'S, of:;tl;J.e;{-:yariQns 
,comri:mnicatingJ•cerwors·: o;v!':tiFjWhirrrr.t_he ., ~om:q1unica t~gn: I!l&Y.!·be·· passed;r: _01' ·ito, 
!the .master tof,ca7sh'ip ·under.·whom •he~ isrserving;: .or .in· response ··.to~·a·· subpena 
-issued.r by;~fa; · cour:t~_ofe{c~mpet~titt ij~ri~d.i6ti~n';i·:or:;l~g ~.dem?:n~~:~{~ • .oj:he~ . .l~Ft~l 
;authoi.'ity ;i.arid.:ih()::.person ,n()t:cpE;ing authorci_zed by th_e: se11Q.er.:shal}_ :i:t;ttercept 
aJ?.Y communication. and divulge or. pti.blisl~ ~~~<e~iste?-ce; \. c.ol1t~]].ts,:-.:s:ubstaJ?.C~, 

: puJ;port; <:effect,-.;or;:meani ng, of; sue.~?-;·!!! tercevt~d: ~commtw!ca tion, ~t.o-- any., .pert5on ; 
fand:no pe'rsciil noti.being·entitledJthe.t:eto; sl;l!lll•·r~cetve"qr. asst.st'il1· :r.ec()iying~:!l-P.Y 
tintersta te:•or• •forefgn~<;Om~unfcationr by~.w:ir~~OJ.:;; lfa.«;li~haJ?,d ·;US~ ,th~rSf!l1J.~.-Or,.any 
linfo;imition .thereill~ confained. fOrt•hcls •.OWU!jb:en~:fit·:ol:t·fo_r •tt\~ l;len.~fitr qfr i_l:l}9t_he,r 
.hot~! entitled ,•·;ther'efo:;9•and· · 1 no·~ person J·having -recetyed·;~su<;!l:··:i;t;t!ei,<;ep~e.(l ·, ,cqig
munication: or h~~i.ng become :acqttainted f)witl,t::'t):).~:;cpnt,!)p.,ts;'\.Sl;!b.s.t~nce;~,pur,

. 'port;c effect; cor. 'meaning:,()~ l thel samcr;o:y :.a!lY : parl!c tMreoj', 1 ~!l9,W~ng,. tl;t,at 13ucb 
.:information cwli§r!S6u6btained(. shall',;di~~Jlge~ O.J:\ pn_bl~~hiJher.e~ist_~nce,r,;,csrp.t.e!lJ~, 
·:substance;~.purport;, effect;;·or;_meaning :of tQe.~sa:wer.or ,a:gy,·,pa_rl;-; the,:repf;3:o:r; ips,e 
-tJ:i'e. same} onany~dnformatioli-rtherein;·.contain~dqf()r rlJi>! i O,wp.,]leJ1.efit. .. :or :~9r-l t:P..e 
. ibE\n~fif~of. iin.ot.her :~ott entitled··< there_tor:JPt_opid.§~dJ')mt ·•tl;li§c_s~ect~~n :·sl'!all:,n,qt 
apply,~to rthei receiYing,co·divulgiU:g ;1 !publ_ishli!g, ,·<;r1-''1J!tiU~~n,g .ot_l:\e rc<:rpteAt'! t ()Jir>~.:QY 

•. :r;a:'dio· coiiiinunication cbtoadca:st;r·or,'l.transmJtte_d_).ii:~p.lat.eu_r,f! -9!!'. o.!P~~~rJ?r) tJ:!.e 
,tise·ro'f the:.fgeneral: pyblic;•,or! rel,[ttlng. r.t9 s_hips~tn ··,d!~?,tr~~tl::· :rfQQ ltf'f!!).:,{9, 1f!,3fi 
•)(:1,81Stat.:'1103) ;rl/fl U:·S:\Q; IJ.05:·::;, l' .(f"T'l!i(: ui:l' h.r<•} ,sri.\1.I hfi!\ h;;·~f•f''l': '"~ )J'I•lit! 

r c: •:b:)Gen'eral pmwl.tJJ:: .•. Aily@m;s_ollJ.VI'ho·;wi!lJi!HY~ia.J:!d.,k~9:\Yiingly.i q.o~~~?r~f!_a,us~!'l 
1or I suffers: ~to:;: beH i:l_o)i~; "any;' ac.t{, .m~tt.e_r;]·,o;r -itlJ-J..p.g,') it;t:I ;tltis~ ;4ctbprpl:\ibit~_4rd!l 
"declai'ed;;to;be·runliiwfulrLorllWliODWillfully,.~and, lq1pwiAg}yi(QW!t~1 ,o.w ~~\1s.~to.1,dp 
·.'any a~t, \matte~." •.or~'thi~g :inUhis;•.A:ct:.:r.equir~d,,·tQ r(!W;:d9n~.t{.o~ .. "o/.Ulfu!~Y an9-
knowingly causes or, suffers SUCh omission' or failure, >!l;tl:).ll,,i) lfP.OP,J C9IfV!~ti.9J.1 

~ th.ere<ifp·b'e.,punisqeq.r:~o.r,Js)lch o.ffen~~r. fo~ ~whic?': nO.iJ??P"\J~Y.:o (other tpap. ~:for
.t.·feitur~)'J is I prO:v:ided rher~i!'H<)by,(lal fine; l}_f> ll'?t, .IlJ.\lr_e;, th!l1J1 $.:iO.QO({; o.r.r !iY1:i¥J.PJ.i.~<?Jl_
cineQ.t for• arf~rm"lb£)not;•more~ than'JtWOY:Y,e!l;t:fl,QOI:tib<?~~:: Apt. J~un.e_:l.~.: 1!]3,4 -$-~§ 
<·S,t(r,t; 1100,):;1'1/'b.tU. rB. •O:•t§O•h~ f:ti o:,t .·:·o J>oiJ 1 uTI:j«C • ·:·:hnr <l''(''7 'lt:~ ·;•; ,,.-.• ;!'.,;•( 
. i:..!'.7::l.l : ::La:Ws ··an do; r~gul~t~ons;J goYcerp.l~g·)JI1Jern,f!,j;Jo.!lal Jtl,'Jt:!Ac;::. iK. arm,J~: "' /!-· 
~Special~ prov'isioii.s~-in ·.rWJar:a: UHni,i[i,tar;y~·/!.epref/1•.:;. tJ·r~d~r:, i!,he\ pt:ovi('lio.ns.. ()f1~~~r,t 
V o~ the Laws and Regulations Ad,mi:qis~~red.b:f the Depa,r:,t_~!'l!1t _qf,:~t~t~,-.G<{V:· 

··erhing. Infei·national 'J'i:!lfficdni:A.rl]l_s;]AmmuJ;titipn,:f!!L<!rJmp~~n;!,e_n,t§,qf .~ar:·and 
:•otller~·M u,nitioiis-!ofic :Wa:r;'.-l93S; JJthe.i S\'!creJ!t~Y rP:!'i St,:;tt.tJ ~wil~"go~ r~s~u_E; l!;rtliJ;.~J;ts,e 
•ab.th~ritirig;:tlie"expo~tat.ion::>_ofu ~ny ~ arrjls;.~;gnmug! t!QI),lf O.J1...,i!llP]l}nj.~pt'i'}!f. r .W/1.]: 
1 considE;red >by 1the~~Se~retary of, yv ar~or, J;ly, tJ-it)J ~~cretll:~:f·> Q~ · t:tJ,,E; JN !!-~¥1 .. as, -~nstr,g
. ·;ments.or;laPJ;5liances(~ri.Cludeqrari:wng th~ artic1~s ~;oy.~J;edjgy,th<?.S\l, te:JCm.~-J!S·l.p,sep. 
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r~J;l. this3 1!ck ifJtinLtJ!ei~ 1 QpiniQn,11they,~ 11nv(),l~e)milit_apy •_secr.ets r,oft·interest tolitl.).!) 
national defense. The articles which .IJ;l.!:tY<-'b~J so,, cQn.S.i.der.eduareHhoseJfalling 
wit~,in one of t£e followin~, categories::, * * 
-r•:;:P.:h .. <;1); ._Articl~s. th~ ·t.WhQle,)9r:.)ai)y:,·fea_tl:l~esi of w)lich)have·.l:]een ·:or--areJbeing 
"Iorf;Jrl'l'l ,-:JtLd~velop.!'_d_;or .. awar;,tufacture_d;by~, orJ;forJjthe,,;w;ar. Depa:rj:ll)._ent <;Jl'i!tthe 
JTOfffJ ';•xtilrrmN ~ v:v:::rP.ep_;:txt.m,eJJ,t o~1 ; 1w:ith1 Jh.el!ptw_tjci pa tlon) of·J·eithernof·g.those 
-ri'I11t .3 ,,_i~i·• 1,:Pepartm.~;t;tts_;; ,!li!dc•Lt nl<':iw ""r•;riwsr·h '!(· "' 'IC. d-gi1I !;r1t ·~e·m lO 

.,,: 11J::tl,(2~)~4r.t~cl.eJJ.crtJJer,wll.Q~~-:.oll I!!!Y .;f.eat~J_resJof, w,Aic4' ha:v,e;:b.eenr.used~COl'Nil:e 
being used by the War Department or the;.Nav;y•J·Depar.tment•o.t 
which either Department ha_s;tcQl).tmct(Oq to::.•prqcure_:, ... ,!mn"\. '!:.J"\ 

b. Included among articles developed by or for the'GWar1:Departmeritl or the 

Navy Department are those which hav?a~~gn •. rgo§l~~~~,~~1£o~H~;v .. ~i~f,!f~10d~~-llrt
ment or which ha:ve been developed in accordance wrth Army or Navy specifica
tions' dJ~·JJu'tinlittMH·o either department for evaluation for procurement. 

·~~J:if.J~p~Bti';~ exporters of arms, ammunition, and implements .of (war 
• ' Ji. ItH·o:.:•I .i' 

should before applying for a license to authorize the expor;tation, of, any; article 
' .b,11LP,.ttr •. ~ .~o.·.s 

falling within the above categories which may possibly involve m1lltary secrets 
.. ,~..v\':""~m.h' p~O\~'\.h 

of interest to the national defense, communicate_ ;witli. the Secretary of State 
' • • ,'.\"l'\:')~'\...., '·) .lF~rHr~ \)t ... ~"·\\·t·. • . 

in advance of the proposed shipment m order that he may be m a pos1tlon to 
ascertain for the prospective exporter whether or not military secrets are, in 
fact, involved therein. 

74. Photographs, etc., of military and naval defenses.-That, whenever, in 
the interests of national defense, the President shall define certain vital mili
tary and naval installations or equipment as requiring protection against the 
general dissemination of information relative thereto, it shall be unlawful to 
make any photograph, sketch, picture, drawing, map, or graphical representa
tion of such vital military and naval installations or equipment without first 
obtaining permission of the commanding officer of the military or naval post, 
camp, or station concerned, or higher authority, and promptly submitting the 
product obtained to such commanding officer ·or higher authority for censorship 

·or such other action as he may deem necessary. Any person found guilty of a 
violation of this section shall upon conviction be punished by a fine of not more 
than $1,000 or by imprisonment for not more than one year, or by both such fine 
and imprisonment. 

SEIC. 2.-Any person who uses or permits or procures the use of an aircraft 
for the purpose of making a photograph, sketch, picture, drawing, map, or 
graphical representation of vital military or naval installations or equipment, 
in violation of the preceding section, shall be liable to the penalty therein 
provided. 

SEO. 3.-0n and after thirty days from the date upon which the President 
defines any vital military or naval installation or equipment as being within 
the category contemplated under the first section of this Act, it shall be unlaw
ful for any person to reproduce, publish, sell, or give away any photograph, 
sketch, picture, drawing, map, or graphical representation of the vital military 
or naval installations or equipment1 so defined, without first obtaining permis
sion of the commanding officer of the military or naval post, camp, or station 
concerned, or higher authority, unless::such photograph, sketch, picture, draw
ing, map, or graphical representation has clearly indicated thereon that it has 
been censored by the proper military or naval authority. Any person found 

. ' 

fire' ::.~~·;to .. :t.,Jfjfl" l~l31\rltl-l3:':.:l.:- ~:: ·" 

I 
'I 

I 

! 



I. 
,, 

REF ID:A4127207 
c:A:RX380~5 .. 

~~--74'\.> 
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SOOT""I0N·~r~s~·Gen:era:I!.:-:.::.~-:.t!~Jrr~J~~~rJz~;_,_~t~-_::.~-~~J.l~i·~·~IE-n~-~~~~=~.:_~_;_~~~Qt~1~16 
twits;.:.:· .::ri~ ·n·ocum·en{s!_.t·:! .. ~~Jl-~~~:J~:4i_~~-'tQ __ !:;tt:~~~-...;_:_I;!J'.t~; __ ~;_i_? __ .t.f~-~···:t1l22 
~< . .t?:ci<.:: .ur.,:·.Registefed.')'d0cuille:ii'ts..:~;;~t:::.~.:.:!..~2'-';;~·::.~,.:=)_c.~:i.t'::.":S~'f!_.E.l_•:..J!_~.:l.{Q~t2~.::..2g 
r_s.:I~ss.-:r;rv;:>crypt(igraphicirsecuru:yJ:.L3~-'--'Jft:.f::=:.-.,~Q-:::;:..._:_:s._.::~_;;;:,:,'__:,_~~,~:}_' 3o.'ii4· 
; ·;:J<.;~tarrciv:!!·~Mafe·riei -~!.-~~~-~~-;-~.~~-:::~:..~~-~~:l~~:r~_ilf!.~1.s~l'~f~_:~!_::~~~Q~~J~·~~~ '45l-5~s 

. ·.:.v:r. Visitors _________ ~_.::...~ ___ :_ ____ ~---~~-~·.:O:?!.:!.~:_:__::_:-'-!~.g~~-=~~1~-~!~57~60 · 
-'l~i:J· <NIJiYTAirspaciF•reservii't'H.>ns;'.~r'eser'V~ciJiirea'~i it\d-::- rest.ridted·;areh~0,~'i.61~2. 
c :~ :., -: .=:_vJI11I. c~Tro~op- :llioVeniellfS',.iiiil · ~'iil-?::.:.:;;.:.·:1~~:! ..;!?~I~'£~£_~~-~~-(:1~~~<2.~'-l:~':_-_ ,rfi3i6t. 

: rx. Extrifets'l:froin'r:Perfineili~fa{Vs''aiid1 reiliiauor1s:=_'::::-~JL':'..r~Y.:.:::.;;::_~L6&::75 
-r,v: . ..-1'.: -"~tr.J .ti').~.:L·f:·r:.: ~~:Jcrc.=nu:r:;·j:--';:.; :.:._,..~L .. ".rn:~~ L~-·-t c:.:.~~-r.!::1!:\:.-~·.r:-~0\~ :\~:~\\.t~ .. :. 
~}HD[.~:S3t:i ::•) '/.;~~):. ~.:!_.; !·:·:_.:~:-.• :1 .. ~11;~ j~ fr . .:J. ~.!.:~·.:J:rl"i') r-C~ .tJr;._:tr~·-.o~·.u:vn 'lO f·s~11I 

- :. • :</:.~!~'$!! 2' .:;:;~SIOOTioN:.IJ .a,fJ 1?.'::\7 !G!•;r 1fi!!1>C :~ i>L£~! J · 

-c .: ~:!~; lJ, :..:!':;..;~I.:rr6, 1 E:..:-r~· ,C!.:1:i"JE:.::: ~~~~t·rr~~ :rf· J! :t! _, i..:··;;!'L_ .. n .. ..::~.:;·~ z_rQ:..-:.,...;~·)~ -.::, :~ ·· .. ~..::._ .!· · 
·i~··•Cf'~'c .. ,:r):"j "·' n~ ·1· ,., .. , ·':!' G~,~Jll~ftlt ., . ·c) llo ll-') ·-!J[f"'('t.-': l''~'·•jU"'Lt' 
~-efi-hi:~~~~~·.;l~·~~-~!-~":-~-:_-~~-:~~:;~ti!:~~;;~;~~~_;__·~t~~~~-~=:~:~·::~;_:~~~z~_~;~~-:;:~~(~'~~~~~:;.~-!~~~j:~~~-~ 
RespoD.sibilitYJ:J-_'...!:..4. __ -.3-~:.:_-:r:..~~±:£_:..:'!6~.rJ:...~L~-r_.~.~·.:.._J..~':_j_.fJ!.IJ:_-=-~~"tfr..iz.G_.!.~~:_-_..!:::..!·!..:~!tc ~ 1 2 
Right to' possess classified military informatlon _______ •c--~-~---~:t:;=!';""~-~;--~'!c·f:,::I:~ 
Dissemination of classified military< information_~------~·'-------~-----"~-~-:-~--~"-· •. 4. 

~~r~~!~t~:~tt~~~~~~~~~~~~~?~£l}gf~[i~t~l~~~~i~fr;f~;~~~~J~~~~-~{~~~f:~k~~:!. 
~~~J;'~~.· ~~tt~l7 .. ~.-~.;:-,7-.--:-:7-.-7 ... -t-:...:-~i.:7 .. -__...-.-~~~::.~-:-~~-~~.;:::;gs:~l~0~?{J---~ .. ~~:;.-;:-_..;.·~;7!.-7;.:~.:-~.-.·:i 8 

i~:t~~~~~~~ar:t~~~e~:==;~=~=:0~~2~~~~~~===·:=~~~~~~-~~:~=~~~~~-~~~~=:~~~~:~~"~-~~~~;= :: ib · 
clfisSifiCatiOn ~f-::.iD.fOr{n~tfon· :troni::otiie~.:governmentai ~JgellCies~:::.:..:.:.~-~~::::~s~E·2~~~~~i- ·' 11 
Testimony befOre Corigre"§S.::..r_!:·~.:!:t:·.:...:~·l·~~=~C.::.J~!._i~(~-~~1. __ .. !....~..:.~;_!~_)S_.!.ll..:::..,~~~J....:~t._:-_~.::."~~:,~~ 12 

U!~~~i~~~l~~if~!P{~¥~ot~~;~:;,i~~~~:~~~~!~!·=~~::-:~~===~=-=·=~~~~~=~~~~~==~~~-==;~~!· 
ii'eih~O~d\.fctfoll[Jofuci~ssified .Jmatt~~-=~:·~~~-~~!:::1~~\!_:::~~.:=-::~~~i~'~J.-~:::~-':..~~:J--:_~_:-'~~~.!~~ l~ 

· ~;n~~-~~i~: ~r ·c~a~~Je' ,~~ ·~~~~s!~a-h~f~~~~~~:\~;~.;~~~~~i~~~~1!?~;l,~~~:;~~;\\I~{~·.··, l6 
· 1: :Qe.fin_itionj;: ~1 To ,fa'cilitate ·a}l., n\].gerstf!p.ding. _()f .t!Jese.regnlat~ons,c.th(:) .. fol; 
"!r ... ';.t.).•" o•·~•):·<·~ 1 )fir J .··~ ~ .... :....uJ -., .. J ,:..,)_,_ ... • _;..J ~l'l~..t:t...D· J;,...l ·'-L.~J ...... JJbJ ,_!.!....·~.,... .t .... ,,.Ju 

l()wn;tg, terms ar~ de ned .. , _, , , .. · .. 1 . · .••. " · ·-. -,. ~- •• , . • .,. ·~ • .,. 
i.J).t:J.il,t.:'l'I -;~ftLJ'T···l:i'1 ' .• :rt . .-_. --:::~_;·, -~ ··•· rtf''t;,\vi ,);1 ,;.d" .;:.n;hJl.I'-''1 •\·-·h'1't'~") <• !•(:: ·"d"· >f~ • ·'' ; .. · . a •. n.u;.cra ~-, e.- erm· , a1.~qra, . . nc 11. e,s .. a, 1 .we1g. ~cur!~~!lg. ev~C!)S , or 
~h~~t:J~es rdJsiliii~"to: ~g_ sui1il9i·f~{fohfe ·air ;:~~th~{by. tuJiy:ii/1~~-or ~y' CiY.iia~ic 
S.~tiO~:V".- , .. _~· .. 10.1.. ,e:...L7l~ .. ~ :..I ..... ~J-~ L-a~vJ J_ · •• ?;JJi.,_, ..... : ~---:-'~;. (. ... J. .... w~ ..... ~ ~-- .:. ;.- ....... L, ....... _. 

a~ iJ~--Ai~~1)(fc\i·~~s~fvatibn~c :Xn''aits~ate' f~~~;!$£i1on'~is '';;~~. ai'rsp~~~ .Ioc<iit!ea'~1~6ove 
a~1 a~ea ·oii''the' s~tfdc~·ot·i!{e ia:hc:i'"or~ita_t-ei:; d~~lgn~t~d.'':ind'~~t Vipaft'. bY.:.~;~~~ 
utive order of the President or by a State .. Commonwealth, or. Territory, -over. 
~iii& iii·~)fl1ght7of.·.ttfrC~afi.i~~ Pr~ohilii~'~li4 o1Y.ig~tri"cfkd:;,f~~llth;·p\ir~o;e o-l natiODal 
defehse·ot/fo't J{H~t'tgo~Jrb.iitell'rai;::Purp·6·s'e{" ..:·:·~' .• ;'l~n:-.' ;: ·'·'-~· ~ · , ~ .~·"."':. 

· ~: J. dz'd1Jsi'fi~ae%;i1it'a~'y •iiiMrni-~h&~.~Ci~§suMi'_J~ilit~ry: 'inf~ik~tioii.'.i~ci~d~s. 
• . • • . :~{\;' '·.:::·-~, .\~·-.~~- ~ .. \.\. .; • ·. •,~ ....... \ •'~ \•l...i 1 ': .. ) ...... -~, ..... • all inforll!ation concermng docupJ.ents,. cryptograplitc .dev1ees, development. proj-

~~ts;!l·a;ri'cf'h'i'ah~riel'!da~~itled~·a_:~ ~~&kt;~~'oiifid.e'iiiiaZ; ~or r~stt;ict'eii, ~s · weh :as ·.i:i:te 
it:eins "·ilie'~s~i~e~';-':aAir :.h'the~.;·~iihhiiir:V: ·;ihi:~f'Matioh; ~·:aocii;neritk ':'tie~eiopril:ent 
projects, and materiel are r~g~~~~o:~~- ·ulJ.~iW~~~d. : ','.··.~ .. :~CJ.s .. :ux ,0,~};c .· .: ~ ·;· :--~··' 

.· .. . .. .:....-/1~.-.. .::v-.;. .. ) -:to .. :.'~-----.d_L~ -~.~~~..., -~·)t: ........ _ .... ,\.-:· ::·.~ 
' *Tlii's.Jii'anlphiei1SuPefS~de,1·-!AR SSO:..s~~Ju;~~ 10;.i.l'939',~'irtciUd.i'n~~1si~tioJ l;t ;Cii~uiar .. N'o~ 6, sec- ~· 

tion III, Circular No. SO, section II, Circular No. 108, Circular No. 121, and section IV, Circular 
No. 188, War Department, 1940, and section !;')Circular No. 78, War Department, 1941. 
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REF ID:A4127207 
SAFEGUARDING M:ILITARY INFORMATION 

a. O,r.yptorJr.a.pliio.'EnTat-@r.ua . ...:..Cryptographic materialJ iinciUdesJallX<focuriients 
andtdev;~cesJremployedv;in·p_changing plain-language me~sages iiitoE';itnili.telligible 
form by means of codes and ciphers. 
· e. Oryptgd,tqp_hjg:;'_~~GUtity.~QtY.Pt9g"f@liiG:i§e~ritY2J~:;tpl}'Gl>I.a:-~sJ:l3of signal 

communication which deals with the provision of technically sound cryptographic 
.~.Y.~~~lP:~!,.fheir proper use, and theircarefiiCsafeguarding. 
(:; tf·I DQQ~?1!.e.1!t.::-:-X.l:t_~_ t~~l!l-~'!J-o_cuJ1l~PJ"_ !!.lStl!<!~I?.-P.!:ll!.t..~g._m_imeqgrJ!P~~d,:<.ty,P.e.c!~ 
pf1ot9St.f!t~._ aJ:l<} _FJ;itt~n __ :tp._l!_tter _ _9f __ a]l_ ~Jnd§i_; _ ~~P§, __ P}:J.R~Q.lP:!!cPSil l;l:l!d aerial 
pgo,tQg!'!!:P!l:S _a_l!.<'!. .. !llosai<;§; drawJpg_s, ~Jse!cl!g§,l~I10.t~~·~·apdbl;Jl1JIPP.~J;tts,_IQX photo
~tat~<; _copies tl!_~t:,e!JJ_;_ J.):ttotog":!!:P!fs_ -~r}d __ Pl!~t<?g!,'l;LP.J:li~lf:J;~.~g_~tiy~~ ;) ~I!gineering 
p~ta1; <;o!'r~SP()Il§.e!l~~-~PA pl_ap;'l_ !~lati_l!.g Jo !'~§~~!::~ll-!!!!§_sle,v,~l()P!!!~nt~~projects; 
!J..nd:·,Jlll <.?!~~!:-~i..l!:!!J..!t_r .ll?-.R~!~£· b-.'S:' ~ ~--~<flifnt~ .:R~. 
~.:vu:;;Jll?J:[!}'{l;(Jf!f;i'fl;~l!ll'lr:fu, 'Ji'l:).~: t~Rm-1I;e~gi_n,e.~r;ipg3tJ->!l:t!i!r~QJ:!1Pl'.i§?:~1e.<!J;IJ.~!ngs, blue
P.J;irJJ~,_ phot9st:~J~,_pp_()tog_!'~PJ~S..._!!!_!!-t}!f2JE-.!1Ji£~J <;!llC.E\l;Lt}.Q!l~•1fhOl:!pul.t!_S,, P.J,;o~esses, 

~P.4'l~ll s!_!I!~l~_!"-~t_.e~~- t_l;lf\t.S!Htr:!??c rsHHS~~L,totJi9£~~l'lf~\l;.P'i'l:f.9.!'.!ll·ctx;[ .ZI 
h. Foreign government.-The term "foreign government" includes any recog

nized or nonrecognized governmentaridany faction or body of insurgents 
within a country with which the Uhited:TStates is at peace. 

i. 111ate1'iel.-The term "materiel" comP.rises military arms, armament, equip-
·'''PJ7.'"' ment, and supplies of all classes, botlf"co·niplete and in process of development 

rfonorgn'H;•[ 
r-na construction, ~odels that show ft;att!r~s__i~ _wpo_l~ _QL!I} __ P.i!!:t.-.n<f£~tK[I§; 
mock:ups, jigs, fixtures,. and dies, and .all.other _components _or ... accessories>-of 
military equipment.-·-- - -----•tubl ili'10'tu! ·~111Hllrn !Jqfti86Jlb ~B"P.auq ot jtf;,;liJ 

:_ j. -M ock-up:=-A -mock'up-is -a -modei;"\\'sually1 fiiW1~i~e bai1~"1(;10'nFtrlrc'le'dirgf'":i~~! 
1~ _ ·~ . -·· . -- _ -. -- __ --·------- -------------fl0fj•Htff0J 1P "l'ffll!UIH '101 ~.~t:.·...;L1 }1J.,[ 
§Xpe_n_si_ye_ ma!~~~~l,. m!!~e_fo~ _ tll~ purpos_~ _of_~t.llQY.i,.~gJ)!fi_ c.<f.rtst!:1J£tic;m.a.!!!'l J1!>.? 
of an .. article of .materieL or_ mechanical. device. _____ -----------·- noft.c~tlla ,~.~h!·~·ro 

f) k.-Paraphrasing.---PIH>t!fJl't'rftsffig-is-the-changing'''Of--'tlie--woFd:::Order;'or words 

~-H~le:r~~~?f ~- mess_::~':-':'~~~~~t~~~?-~~~~-"1:~e'"_~_e_a_~i.?.:~::~JPn:~~K~ 
tJ: ~· !:l.!:f!.tO!}'I:ap.~~- photgw~P,)~ r!l:irmP.t:9d.w;.t~q!!it9~l;l!l .I!.IPE!!!l·xill9~~Lc,l,C.9!11P.()f:>Hf; 
or single .V,ertical_used _in place.oLor_ to_supplement-a.map:·r-gJtoCl~9ct~a..%· 
::rm.- -Registered- aocument.-A-registere'dl~doc'umenf is~tw&wconfi!leii'tiai 
~lbcument or cryptographic device which--is assign'ean'il' tegl'st'e~ .[1:8~\rt~~~afifr ~U~~ 
'• [ ~---- _ .• _ ----- ___ . •. -- •. _ --- --. --- -------- ---- "l._•J:tf :.1 •kJ!l!f--.-l1b .\0 iJUl r')UlH)'ll{':Ot 

~.ti ac~ou~-t~J!g_tf!_t~~-~~c-~ oJ_re~orcl ~tP~!'iO\J~.<;,i!!l1:~!-':Y~!~·1o A,;nr.•b 10 noiJr.Jq~)flJO 
p,. Reserv~a area.-A re!'ler>ed area is an area. on the. surface of. the land or 

wf(ll" 'j'l !.Jf.'"ahl'·'ifr::)·~·r I ~-=!rP ~n ··-.r.tf'"'Gtr:t•.)•fL;LlUI'. (Jj) 9J'>llh·}r-'( 'f•'.t'-.C.f.£'1.")f.j'JIT.'1~\...l • • I 
water destgnated and set apart By Executive order of the. President for pur-

• • .' • : .U3JJUYJ I t..··u~ ;'IIU'o~.')J '!:Ht..-...t/Ol. 

~;:s~~, ~f-,p,~ t~~n~!r~~~R~!!c,,~dlfl~(ti}.~0Cfr !t19,,w:(l~~fi-,~~t ,e~.~h~E-,IWoi[;\?J~e~, 91-;\ t;~~_tt"i~ted. 
o. Short tttle."'-a short title 1s a destgnatwn apDlled to. a registered document 

'fif-f' ri{ilr~o~ks'(bf;ill~ui'itVfin"&">1Ht~vitP. ~··±t1:~~~1~i~'1~f'dfi~'liilk i~ft~i~ \~~~<is~.:~~~ 
·combinations thereof, and -an. abbreviated designation of the office of:~~~~d~ 
Witt{?JJ::<gi\71'ni')J[~ytrin:¥bi:~atilltir,· ie1_1_i_1v"e~1 t~f ··~ra~~ific~tioJil:rrif~ ~orit~iit"\lf 'tbe 
(f';·~·~. "'}(\,1'!HIJB JS...: JJ.tU;_JJ~:~.u~~-t·~"J/~~~.br·,rfA ,"'::'!'. ·.i~:.:.u :t~uJ:· .. ut! :.u1 .!:u .t...~-1n .\.!.J.-., 

·rg~~m~~ ..... ti"1"•11"\'"X: "ro .ri1t1<!'.-J·lrf1f.ii!.~ r ";•I •t\J 1nl)i:l:'.~.n~ 9£~:! ~~\ -~B:iJ'!o·evi:trr 
• p •. Um(ea States.~T)ie term •:umted States", as used m this Act includes .the 
r.~l"'fr.: ~.fi,. rn !);o;··Trr:T :rh •;o·1 f""'!91i)f',.l:'-0', "10 u·;!i~·(!C'Jrr .{1 J~W1'Y11n LO Jll~~Ju 3lt.J ~Inv-r 
Canal Zone and all terntory and waters, contrnental or msular, subject to the 
jurisdiction of the United. States., .. :;sgg.~·1:; iiWflxfli' 1~1tt'1'1~~e~15 "19]:('!}~ 
·~Hhr~[· ... ~ (1'11'• LU•'"if}··:·u, .•. r:-; .. Irrrr L:'ltt'~;.p.j..._.•..,-- .. i\tH\l:l~r;,~\\.),~0' ,,.\\J~H\-~\\ ~YJ)\?l·'·'tHJl\J .~ 'J
Stat. ·231) ; '50 U. S. 0.::1;0; M. L. 1939, sec. 2187. . r . · .1 " · rr 
~\fl'ln "*~f.t;.-,l.,...,~~~ J''..-t)(J .:.;·-;. "II".:~7.1J ')trlt-:J.'":"" ...... G!11 ''1') ,:·.Jil'JllHJ.'l(J!J ';~i.Hf!19~tf1,'1~ .r:.:OI .C~lil'"•.LOI .. _,_J; 

-.' Gq. :,~ t1f~~!'· ''t1A~,:>l}·~~~"~~- ~l:ie~~~·W~,~~~~~~~~')~.,XJ.slt,~rr: ~li!Ji~.~~~,Pf.];S9IJ-,~~jWt~e~ t!~ 
a overnmen Qr commercial :manufacturmg .establlshment .engaged in classified 
+rr' r+k~ .. )!•.r<r1-.i ! •. ~t· .,lf·"nillt"n';~~""w .frr__~Dr·,!;'~.\"·ft·.t.U~ \~~gu!Hfil ·: .;f.dU .ll.tl. .o._.. r 1'.;:'-'~o..J . ...:t.:.t :•w:JJi 
wor ·or proJec or B ar , ~par,,~e~t ~;x:cept-;--;;,,. . , ,..·, '·j. "'T" .. ,, .... 

(1) A person employed oii\li¥\v6~~ ~r"'Pr'i>j~Jt;·O'i ~II. L!I" JJro u . .... 'l'~-t.fo~q 

-c~;; p,~:·A_,p,~~~S~,: ~~r!':fF!Ygr,l},ljlft~,ct~~i~.~l~.tSO.A<:er.,l}.~~- ~JP:.b!Y~o~'?.r!f r-9-f"'PJ;Qj.~,c..t. 
'ln!Ut•'!t~ ,v:; r,.,f".l'f'su Inr,t: ,~": .n:;: 'i~':m:.'L! -:f'O! .oT·Z~·:-:tur,. :;,:, ,·!~"! r;~~'!"c.~r ~oa ,<.'!'l ~aiu~-x~C ;".r:x 11~i:t' 

.. Y!::'\ ~:.-.r=-~ rzr· ... r::\ln:.C ~r::,":7._T ~6'? .!'T:~ ·t ·tr.,~~·tU)2'i aoi!'~OD b.r:tJJ ~Ot>9.t t;t'IJ:Otrrj"'i.' q~!I 1.>:~-iJ" .~G! .'l;if. 

1--.t!.-....-:-Oij~Hr:ss 
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SAFEGBARDINGY:MIM~A:RY;;JINF.ORMATION 2-5 i d 
, .£;2;cr Responsibilicy.-.'-a. :The ;safeguarding oft1la.ssified~milita:i1Y cinformation ·iil ~ 
the r.esponsibil~tY of .an::·militftr.Y,rpersonriel;_@civilianf{eJ?1ployeest:ofdhe; ~V:ar 
r.Qepar:tdme.nt,: a

1 
nd\_.r:fiolldthe :mk·anagem:jn t>tcanfd:.: emt·hploiY,W,¢'es) o~ :!all,rt· ~ommt·erc01ial') fiiifi-mds ~ ~ ~l 

.e_ng!J.ge. :!m.:;c !J.SSJ 'l ;·\~or :,_or)~pro ec SJ Ofl.!. e ·. ar !'vepa men 'J:.' as~- e " 
miUtar~:,,informat}on -will:ibeJ.discussed·t·.gn.ly!rwith:ll!lilitaryt 6r:!civilianrlll!3rsonnel 2 
having a legitimate inter~st therein. . ., . .:cr'f\'1 rn ;;: f!{)l~ f;> 
·, · •b. ;_Comman:clingro~~ei'S;;;admin:istrativf. officers;•:and -procur.~ment ·agencies :are ~ ::J 
r!);:;popsjb1eJt·Qf\hlllilit_ary.l!person!Iel;;civilian- emplojj'e~jwof.;:the).War•Depa·rtlp.ent; '"'j ...J 

_!!Pd;Jth.~·.·lllanagement•and: erp.ployeesro{.; comme~::cia) :fibnstiengagedHm~classifieu n~ 
projects or,. developmen~s for the ;WarnDepartment:.·are!',familiar•{.witli'<.the,·.per-
.ti!le,ll_t _ _a)_r,O~cisilJ!J.SJ qfltl:lese!r.egnla:tions: .: Ai-:·,:·,ll~:J.·IIC.''I:: ·. ')'-' "'·;;t;_. •::... ~;: . .,~~·<; .r: 
,!>J?•. ~Jgtt1,t.9 .ppssess .cla;ssified military.;,inforll!-atio;n;;~ at :·Nortper.son in9the _\' 
m!Uta_r.y >J!)r'l;'!cew.rl:remployecLby itris.>imtitled J.to·. classifiedcrililitar.yidnformation p 1 
~QJ.ll.lY! byr1<YJr.t:ue ,ofj :l!is <_;ommissionwrt,officia·htposition:tigSuchJlinfotmatioin~will ~d 

. <~. Y~Kep.ti:Tist~.d-·JPJ1lY ~ toJ::JhQ~e_,-,wJ}O[,need• it; ·inPthet perfqpman<;enofrE.their.l official . ~ 
:C. duties and to. -insure teamwork andnefficient::·insfruction};.of,rpersopnel',c;•ptopef 
~ planning, or proper maintenance of :equipment., ,r,:.~\'1•\•: co<;:"'~ \.' r .. >lt:h.·~ .',\ .>) '\ ~ 

b. Photographs of· classified:·features of military equipmenbb!' ·of'.'otner. classi- d ~ 
(,., J.i,!)<;l;:i.t~lP:.i;\7FJlMJ~@-~_d,e;by.lm .. embe •. r~~-'Of·Jthe!.mi·li.t!lryl~ser .. vieer·or,;byfc!_~ilian em-Jf!... .SV ploy~e~:>P~ tJleri\Yl!:Yi·f2ep_~rt'!l~ntJ •O!llYl w:l;l~n·r-necess!!_ryiJin· :the• .. eond]JCt · o_f their ';) 
i- . _ojfi~ja1 .<!Yti~s,._a,nq;iftrp.a_de:~:w:m, not, be1develop_ed -or.1pr~~tedcjn: ~oni~erc_i'al estab:- ~ 
J, lishments or retained in their personal possession. · .<··~.it'!UI.'' ,.,.,, . ]._ 

. J ~l: Dis~emf inaht·~n ~f·d~lassi~e,<J.t;:;d:militd~ry't"l'in~orm~tioli!~;;fa:t'h'Wheh (.Cla1sst~fied 

I
I J ll}Uta~~·YI1~'!1 .. or_zmuc;m IS. _1ss_ennna_ e '··~m er.: Ie;;prov,Isions o' _ e~e regu a wns 

,tQrp}~fSC!I} .. fl ;nQJ; s.u_Qjgc~~toJ:tniJtt.m:y .la,w;,t:hey· wi~lvbe~·irifornied that -it a,ffects. the 
national defense of the.'U,!,lite.<l ~t!l.t~s,.,,within,,tlierme!lning~oll the ,Espionage Act 

I 
~ ~IJ.d !Ptl~~~d~!?, tr't,tl1-.flll!iS.i;\iOl)._;r,!.O-.a~uthorized pe:r:son:is•.prohiBited.} ~ ~- 11 ~ 
r'V rrr,b. ;/lY.bJ(qll;_l~QP, .O.f,JJI .. rti<(lgsfJ~i_{ofL!'ri.Pet'li01T'n-el."-:--The (inclusion of classified 
~ - milit~r~:;JJ:.IJ9tpt!lqgg_;_ip apy,_£arJi~l~'Jpubllsheq by·.a memb~r·of the Army of the 

l 
~ ~9. ~fl~te~}}~irPI9!11!/!t..~l·1JglE),SI:l:::sP.fl<:!Hically;authqrizeg~:by the War Depart

.m~nt;1rrffO£,,a_g!lit,iQpl_ll_ in~Qrll!-a!~<m· rel!J.tiveJ tQ t:publicat!on·.;of.: articles see AR 
l-' 8W::rlq_,&%JQ,_r,al:\l!LGQQ::'£QQ.l~ ·1w.t: ol r";i'.r lli!m')i :'"n:;tfm. . 
1 1r9:cQ!Z'!~4.di_s_!}uJ_Bf:.Q...nl!~9f·,f!]11;B~ifie.a._,_·?Jti.litq,ry;:infgrm_ ati.on.-,-Either P.Jlblic or private ~ + 

discussion of, classified· milit_?,ry, tinfQl'Ip.at_i_on· ,by,•nnembers.;of/ the military ser-~ . .. ~J·Fi.~!I ~gr• lnu!he.t·Jl~~~rt<;~ :_qf:Jm.al;lth()I:~zed ,pe.rso;nnel>iSJ<strictly,Hor~iUden . 
5. Requests f<?J::.~!1~!1Hary)!1f9rma:t!C!~y--;:a::•n.equ~sts· from ':Private indivi~luals 

.or,tfiFll}~ ;!C?[. <;.J&.~sifi~-' ·~pj!HJlrY1 iW.Q.PQ~!Mon ;wilhl:le :·~ef~rrf!d· .;th~oiigh~ :channels 
to the corps area command~r>iO.J;i.<;h!e~:.Qf:,tl;ltJ a:-r~ 1orjser.viceoconcerned, who, if 
WH!:,bl~JA9Jt!TI~lj:ej;!gP}y~;9~r Jt: R;l)..Q.the~;- llg~]lcy ,'i~·;.ipteref,lj;_ed,.~.will n'eftl~·;the: matter 
,t,?, 'F!Wh~-g~utp;l!.bQ!!.I.!.erAb:f.Q.r 'J!PPronr:~ate> a~_qon:'io~·!. ~''t ;t:> ':,ti-r:>rf1rr;: -;d To ·:-t 
'fu9aR_.tq-gcrr:J~ ~~O.J:·ml!F.!!il::Y.u ir!fqr_rn!ltiQn · py:-;foreign 'nati!)nal§;.rincluaing r.repre, 
~.en.:S~t.tlY.!:S<)J9f .j'J.r;~~gl).1,g9;~rn!J1epts;J§J1Gl;l ;as militar.y}'and•:air·;at_t!iches;i'J'willt be 
r£.r~rr~,<l,r._tj:l,:, t~.~ :&J:ili~!-'Y,. I~J:..E)!Hgilll~e~ Di:visiop.;'kWar Bepartm~nt;rGenet'Il~ i:Staffl 
fo~:P~~~~~.~~Y f'.~.._c...t!Q~·1Ei .. :s~.r~ 1.·~ !S1£-r::r .. -: . ~~~- 1n ;~ba:;.JYr.rr:--5> r;rlt i G:p-!·· ~jp, ·: •:") ·<:;r !'? 

c. Applications for . .information or records compiled. and furnished· at; ;the 
r,~g._ue"l'lJr,Of:1tlJ~:;}YJtr~;Depa;r:t_rp.eJIJ4_o_r ,_itf?.'-Uf:le~!n1,the,rassur:rnce~o~·'·adequate. pro
~Jsi?p..,. f?.r ~t~~..:. mobil.iz;a ttqn f',Qf .-;P.!l:l~€rt~tr.and_d!J.dustriah orgaliiza tions t esseri tial 
Sg;:m~r~~~e.He~(}S.s'Y!.l} P~:,r.EJf~re(i_to t_Ae_r '{Jnderr;Secretary:lofJWilr: for necessary 

. ~\£.~!PJ1· · .c2';h~c~seu_ic~.rLQfJ:,~nyit P!'P~e~s'l Q!:< ;s:ttbpena ::for.r>t;he ~·.production oft·. any 
~~£,1J~.f~c~~~-- ww ·}m. r,~P.?J'J§.q:A!llgteq!~l.~el-yc.;J:Iy, thec;p¢rsou,~o_!iowhoni it is ~served 
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;to ;tlie.;•Unrted ;States·;.:attorbey;;· for; the:: district :"in: ;which-.tlieiiservice: is<; made· 
an'd; anhe•sam~ tifue;:Urreetiit<i the>Uftder'Secr_eta·rY,:or War. :fJ :1;;:11 · '" ~::_:_;·n :..t.'J · 
?n6,t: O:UeJ :classification. only:.· ~.A-1 docume'nt,cor-):Jarticle:·cif fuaferiel. ;,.vm·.lnot:'ltie 
assigned: mo're':tlian" olie of (the :three:: .classific~ tion:s ~ ~ ~secn!t;:'confidentl a-li 1'or:re' 
8trfcted;<;.but ~·should• this niappen: ·thr_ougli' error·1the;;niore restric'tive;[classiflca" 
tion will apply. · .. : .rrify,,;·i! .la>:•c:.ul ~~nrr.!lthi3l n ~1£li7£rt 
9'; 7 .. Overclassification:·-:: Docunients or-·:m.a:teri·er:rrequiring~·classificatrob<hnder 
the:1provi_sions. Of. ttese:..regulations. wiUI :beJassigned"the:.Ieas'tcresti-ictive reiassi~ 
ficationfco:tisistept ,with;Jli'e ;p:toper,.•safeguarding:·ofLtne·:information!'or mater-i!H 
~oncerried;:: ;. 0veielassification:·.wiUllbefiavoided:it· ;:;'t dr. ;o;~r:•J!')'I'~'-, -:. .·:·v{u.ll; 

8·. Secret matter.-a ... When. classified secrlit:.::.Documeiitsil crypto·graphi~:; d'e'
,:v:ices• l· dev.elopnient.::;,projeets;rror~r artjcles!tof fmaterhiD wilP'be ·crassi.fie(f a'D.cl, 
if. ':Pr,acticable;:;:rii3)rked'.-'secre'tl when:' (lisclosi.ll'e ·of ;th'e'::informa tion -or feafiires 
contained:;~tMreini:>niightro endanger rnationa:l>''security, ·. 'dnise .:serious•: injlh'Y 
toi tlie..interest1·ol~p~estige ·of: theJnatioii .or.:any• governnHmtul ·activity;< of:lwoulii 
be:of:rgreat~:advaptage:<to'•a!foreigil;riationt.<~ ~·~:l'.7~Ct.:.l1 ..-;~·' .t ,,: fwn ~';;'lc'· 

b. Examples of items. class·ified';as:sl3cr.et. ·~··. 'C':I:p;tr.:tFli~.r. ', ::n·.; • .[ ·w ·' ::irwnf:·: • 
-;· .. : ', (l'):~iWar ·plahs:·,:.t:i :1_,": v, <;·H!ir:• > ~:···,.,r1w/i:.f:".flr;:-,;:f) ln 13Jlllmnotou"l .G 
-m'· ~:"(2)·f.·Do.cilments,<relatingJ:forrthei:aesign·~a'nd:'development'1 oli!JieW.:.fiiaterihl 
·; ·: ·. ·,·> -;t~uiand• ;containing<-~ informationT of 'ithe'rtypi!".:descril5ed'Tin'·H above:•t;C ~q 
-(1~,)- .. ) (3!);·:0odes~ .ciphersl1t!ndl cry,ptographic~ 'deV.ices.(used"- 'to:l'fransmit fse'c'ri:it 

. . .info:rmation. . .rr·tf.:: :;· .. r(•z ~f ·.--·.:·.~;A£ ·.J·;:r~ ~;! r.:·'!J;3:t .. : t: ·,-,.., ; .. ; .. c.-_:._:r·_~~dr 
(>rt.fl;:·:;(!4) r(')ertain,·militaryr:maps!·and:pno'toma;pS;:~r:.d':l 'lc IiCi.::;:a:r::;:F ·.)-:C .:• 

PDI'\':~;r.•;;r-, ~(a); In' :the'?icontin:eiital P Unitect::~:states,:'l tho..;;ei'l!flliisha'tillg1l
1
aifd 

•::>: ·.':. C';; J" ' ,!'' 'n'dentified•:·withla;•:whr'iplUn}i'iJic'IlldiJig:')]dc'Wli ch~fehse'·'plans', 
J: .r, •;: J·-''~ ':_-~;:··: ::.J ;. i:lefense project's,' or 'an~r phase tMi-eof.'~L!i J.o r.:~r;·,·~'Jl; I !~ClOi!f:t< 

· (.bF 'lii;.•ov_ersea::: possessions' r;anu; foreign ,.:territ'<n'Y: l occupi'ed. · oy 
L:ilir:c:"!) :>c :,,,., --~tlie ··forces.· of· tlie ·•TJni.fe·d-. ·slate's,'~tl:)o'se ·nh1sti·atirig·''an 
'JrH 1:o ·: :l. ~::i '>·approved war' plailrtindtiding'·Uical fdeferlsei<plali.~, ~ctef~'llse 
-:::~;(~_!;: :·w·-... - :;, ·.ph:ijects~·!or·rany·;phase: tliereof·; itlicise!'sliowhig" 1tl:i:e iayloitt 
}T,.~ SS'!l ,,_.;Ji~ u; }~·of•:·peniianent:il defetise'I. works'• and' f1aval> ;;bases<>' and'::tJ:{e 

. adjacent terrain vital to their de:fe'iise';"·and ·tb'oS'i/tiiaf>'SerVe 
"'t r;·: i •• • ., • · ~ •• , · :·: ·H6 :.·fix---.definitely, the'- I<'lcation • 'dt:iairyVerement'' o'i'1'periil.'a:rlent 
--'1.,.. • -(.~~T~:~;c: ... r: 1 ·:-defenSerworks .. andi.nava:tcbases.t.~nr~ f)')\;!····.'JiJ .10 4-l'"'!.·'")~:~r=Ji,fL 

. ; ,;(5): .rliformation-~concernHig ·iteins'1oFmat'erieFr:<t1'id'riletlioa~ ~of 'dssemoiY 
trw·~: .. ·;~."> ~-Ciassified(USo 8ecret{by."\a-chief'of<ra::rffi:'or':1;\sefvice?:': .-'';: ~·J,.'fl·'!;i .iJ ·· .. 
11:q,:.'::. (6)cf'Phot6g;aphs;'' photosfats,rdiltg:ta:iii's1lor'-'hlodeis'1"Ji a'D.y ·~;e'cret · d.'t~\f!. 
i . • ~•:· .. .J;'·ctment:or.·essentia:l part Of.'secrefJmaferiei~ 1'·-''~·:·J ·''.' •· ··· 1 · :i'lll'' .:·C· 

0~ 
-; .. c~ uAuthority":.:to !classify: as~ secret. -~·Matters:rmay -b~,.:~lassified~:£ts isecret'(~iiiy 
by o~ by autho~ity of .the Secretar.yl of:war.:;fitlie 'Undef':':Se'crefafy"of ·war';' _ah 
Assistant/SecretarY,; o:tl:• .War ;.£,the·• Ghief of ; Stiifffloi: tiJ:l.I!.Af~~istant Cbi'ef)ofl: Staff 
of the· :w ar.:Departmeri ti General: Staff ; ·a · chiei rof'armf"'servi~e,1 ot :the··· N li.H6D.!H 

-~)-. ~u. a. rd.riB11reau ;•::a :,gene~al ·officer.; · :uiel·:commaniinigY office~;?! ~a: :_!i~~i~rp?~~; . 
camp, e-r"stati~· the comma_nd.ant of a g. eneral.·or.special_:~ervice. ··sc~o.ol'.~o. r.a. 

ilitary0att3:Che:~ ·:~r.; .. il?f~r_~~: v...- :~~)~cn:r~ ~1c qci:i'lHfi'.lO:tnl ·it}.( c.· oU: .. JI!~.~~ .»-'2 . • J '1 

-c :d: ,Disseminatio'n: of.-;, secret· :matter.=The ''diss~i:iiiniitioii ~'of I :sefr~t"~ii.ttkr· '~il 
be~held·: to. ~J,ie:·.~~~o.lutelJt?~nirimin~ •,_~nfof-mati~n ":-~~l0~'6}:~~~i -~o~~~~tk. ·~!Xw~~~~~ 
a bouts ·of ·secret. matter. r.w1H' be··a1sC1osed ·only to' 'those ·persons ··whose 

1
du.bes 

~:equire such:.knowledge.'~'!It fis~eiCiusively::for"!tlie.,.:offi.Ciaf'9\lse<of '-tlie Pf!(~€~ 
to·:whoni it isrdivulged"or·'issued, "wno'"'wili-~·bfnesP'Ob:siOle,~p~ ~s~re·;custo'd.Y 

' 

•; 

' 

• 
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a_n.~ i!se~~ri ty.'(,·iiJ: h! r·inviolabiiity; <~is~·thel 'duty~ and;.~responsjb~lity. \ :o:t <,ail·,\ persons 
ha:vin:gc~n~wledge?,thereofr:.no·:matterJhow,~<ibtained.HN fJc f'~uc>;:liJ. si• 'L'.lll:lt•Jn: Jih 7 

··:J90C~nfl.ll:ehtiltl:;tinatter,~',.a: ,WhenJclassifiecL1aso•donfiriential .. ,.D.ocumehts, 
~ryptogr~~;i.>h,~c! d~vices,'-Ydeve.lopnient:nprojeGts;:.:and;JartiCies!)ofJin:ui.t~rieirrwilll be 
'classified:land;dif·. praCticable;'J ·marked' .confilleniial~ .wben;:disclo.sure/ of rthe!: infor~ 
in~tio~~cco:d tai~~d•hth~rein; >r'aithougho . .Jnot .i:ep.dangering :!;the ;na tionalrt security; 
mightl~be .Prejf!dicial'Jto~th~ .~n~erest orJprestige: of-d;lle •United• States~t:ai·gov.ern~ 
·mel}tal:J~ctivity; or-an(in!lividual; or .. be~of~advtiiitage-to(i, fo~eignjn~tioD::t .• or. 
·~·:•b:• ·1JJxamples?1f1i~erri~!classifietJ; •dsicoitfldeyttiiil·:i:r J:I'''•Y•?:)b -<~ f/lJ7::'f1 !)f1im·. -n·:· 
·i.tl•J . ~~;( l')r Regula,ti'onslg~verning: joint: ·action.,.of. the•_IArmy~ a:nch;the' ,N aVJy : •. ;r;. :i) 

~:r~.~du.~2:):!.•Documents; :t;elatingllfo ,tlie"J:design· and'-develoj:lment> of, neWoJ materiel 
' . · . , · ·al!d. :o.nt:iining ·informntion.!_ofi,,tl!EMype.,described--im~ ·{ibove:1 6:/:'i 

. , ~ 3) (~ode~. cip!J-ers, and cryptogbiphic1. deviees:>used·,to ·. t~;ansinjkconfiden~ 
. , . ·, ., ·. Siai. iJ?.fof·tnati,on~ i) .. ir; w•lrr r:oit;,:,ifr:i0{£1 ·~v. ~:hcq utts}rs~J (J): _. 

bi:~;;J•!~~-)N.9,~?itaim>militar-y·,fuap~;:1an!l','·Ph(Jt(Jinaps.;:;tfii i•l'l r :.-:tn9t ... oJ~nU: (~;) 
. :.:9 :(a )J: I~ !Ith~,;:c·ontinenta:~~ ':United!1Statesr)1tho.~e 1ishow:ipg lay-out of 

' . ,·' ' the _per:pmnent,d~f~,nse. works :;.!id,mi·yaltbases:and<;the:Udjacent 
~91::b.?~;,; .JiN~nJJV terrain'( v~.t~tl'!it~ ::.tlieir\tdef~._n~e,{;,aiHi,;thoiSei 'that ·i$erv:~ til' fix 

definitely 'the location of' any _element>;ofuperman'ent 'defense 
'.. '• ' . - •.• . . • ~ l , ' . . • . . . :. 

' ·' ' works andma:valj:bases;l!except;,thl!tiwhen :the·,complete map' 
i' .. . .. , . . . : .?f a d~f~nse ~~~a consists of,lmore··th~n·•ope ;~beet;. <m1y those 

·t~~ .ll!Jl~<9v };'uu. fo9fH:;heets· showmg•.:pdefen:se;;:·.ele:ments<tiileed "be·-· classified as 
r)·t~; 1'if.U;'I' ;r;nl!Of.Il~con~den.~idl::l')G~;fr ~o htHIJ91ll ,r1 :;l'llr.~::67ro ,:~',: :J . . . 

; , . . .;(!b~~~~~rro.v.~rsea•~posse~f?~ons·. an<;l:l·foreign-/territor.yJ•occupied ,by the 
. : ' . ., '''' fprces.: <?f' 't)J.'ejr.Biiited:; States,,:•thosernot;·(dit:ssified RSI secret 

~.u. :t!-fc:_V:,"-.1 ~·~lw?~~s1\PWing.~~ayt6-u:t !Jo~ir~ilit;t-ry:,rand•nnl_lv.al_;raqio) statio;;~;· ai~ 
;I';. :"'l:no:l/I rh ,J.'·>.~rbao:~s:. airdr?~.e_~ll;ak _depots, l supp~y.:~ bas~s, arse~a~s, proving 
1;"1'!' ~!, ,.,. ~)J ,i~"l_?JJi_ g~punds;tor ,any,~a~ea,vital. t~:f' qeferise;;~.':fJ . ' 
·J""'lib .(~}vl~~-~h?ic~~~.~~gr~l.l tion,: · ~uch~~ssresearch; ofiprocesses of ~anufacture 

, ... i- . ,~l.u>y:luc;~:·~ay;b·e:•.~_i~ist_i.~~tr.~i~Hary; assetiand·;nottta matfer of gen~ral 
Ol!;. -~? :J<Jrq~/.kl,lon;:ledg;e;:9and~J~therf:technical~ iteDls 1of,'!the ty;W, :described in. a 
--~·:o~:r..ru:JJt o:<aboveirl·:~.'Y!j~:!·1; If!l 1•:fl:ll\:li1·,r;·9:i1ri~7 ~::-, :·o '~'Y<,';': . . , · · . ·w: ,r,•Icl6 )rr Photogra p~S;Ji,photostats;:i·~iagranis,tooroJmode]s~_of .. any 'confidential 

. . . _.document or .essential part of confidential· materiel.. . 
-u~of> J(•Ji) · H~erta i~1; :repo l'ts,F orders, .ortin~ttucti ons>pert!!:il).hi{to · indi v.i duals, ·.such 

. . .. as those relating..t?Iinvestigationl?;!;special"ass~gnments:· and others. 
; (8) Inforrp~ti?.n and r.~co~ds ,compiled·.;~tt,the. i-equestio~·•tliet:W.a:r.:Depar.t

-.rhs1 •!1?'?' r >7:!11ent~rf\lr~~itsf.n~se;;in;,theJassurailce.nof" ad.¢quate> pro:vfsioil\•for ·the 
Il'i.~O!,?~i Ol(!!O~:m obiliz~ tion \·.Of )·J;lla ~-eri eh~ilild Jill dustr._ial, cfrg~hiza ti(jn~:' esseft tiai:i .to 

. :._ .. ,. :.wartime· nee~s. .see. sec .. _5a, added to' aqt Jtme 3, 1916, by .sec!fi5; 
[)'t)"ITb'fi. rrf ,.act;if.urte14;;rJ9'20 · (41-r'Stat~-"164)< ';t'10 fU!.!S.:i0:-'1~93;•'M.· •L.; i9.39 ·sea. 

• J lfi IJ995 . .. ' ' '' (.'o~ .. J_o:- ·.· 1.1 : ·-·~ !.~ft! fy_;j•,:•~·';;•l') .. ; \_,· ~'!1}t?.tl~"f"']-1\'f''f~·" rf~f1r;9? . .-') .grf+ f•.flf: ·-·~;~~)'"jH~:_:{}~} 

no~;,q (lt)..rJID,~Qrmati..mJ.1,W]licP, cw:ill,•~lJ.dtca!e' the ·st,ren·gth_s :oft garrisonsidn•·ov.e~
fJ'!i'jJJO!lpl;r :t•:S<:?ll;''. dep~rt~1~11~s an~1;:PC!i;li?e~.sio.ns,,, an?':' tbe' · :A1I~'ilpic 1oas!fs,~br; info~~ 

. . .. : < _ . . ,n;z~ tl;o.n oinqicatmg~·thE:!; compo~itio~o?11. iuni t~:i?r '~lje• total• qum~ti,t:y· ;of .. 
·IIT·:-·:-;'-•0,'1'':l"gi;lPe~)f!c"•ite~s;~q!_ •,e_qtjlP~ent::perta~mng>~t~~r.etq;oiexc;ept;;:.tilllt. mail 
i:'~r,-:>-gc I/.tu'!apctress~s·Jwill-.i~cludenorgilnizattonal designations:,,;rtG. 1 • ~;:o'i! :m.:'; 
·;;t:c;)r-4;u~h.ontyj f;._Q~~().ra,;sif1J•<.as:.:cwkfi.~~nti?:~- ~ ... Doeumen:t,s;- ~de:vclopment ~;projects; 
m~t~neJ,. o.~. techmcal mfo:J;llatwn. IL!lY· be classified as co~fide~t:ia]~b~naD.y,.:com~ 
m1sswned officer . 
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9:...1~ . •.· . SA.FEGUARDIN~ "tMIJ~IT·A~Y; 'INFORM:A TIOY 
d.J.d. ID~s.senunatt~n' !IOfuwQJt~denttal "'i:matter.;---.ConJidential nmjlitary. ~information 
Wlll neither ·be disc.~ssed Wlth cnor+disCiosed;,to;unauthorized rpe_r:sons;-;r,Thetcon~ 
,tentsl'or;,whereatiouts\of.cconfidential.documents; cryptogra,6hicidevlces'•or~mate
·rielltwill f·b'e'•;disclo"sed·: obly:,to;thcise, petsotts, iric<tl;le ·~ce·'·whose 
duties i require.othatJ:tiieyi·.-have ,silch,.knowledge na~d.t.to;isuchj otii_el." .Per~tm~.-of 
especial•, trust• who miist ;be·• informed . .icThose:;to:~whom' ~confidential! information 
·in··:entr~stedi:ot. disclosed-/are) res'pons!ble· forJ:its.i sa:feocustody,(and security: 
. 10. Res.tricte~; matter,.,-'a;i.When, classified. ¢:s:we8tr.icted.~:A ~9CU~enf,';c~yp
tographic device, 'development project, .of; article 'of:IhaterieLwill·be:classified and 
if practicabletmarked,r.eiltriitedJwhen)infotliiatioh:cont_!lined~Jhe:r,-ein. istfor offi~ 
cial •. ilse·· only, or; when .its·,disclosureisholild. be liinited .. for reasons· of {administra-
tive privacy OrJdenied·the gene),'allpublic.: ·:~'; l .:,~·j;,.":u; '<l£iili.J:)r;•J:} f~r., · 
·I•b~r-J?maniples 1 oflitems•classified~'as.i'es_tricted:;"I".J f>r;; •• •.:r·~tr:,:'J ,:<·~m() 1~Ji 1··. 

(1) Certain parts of' mobilization plans and regulations.' [r~li 

(2) ·Documents relating.'to·: the'cde;>igu:mndadevelopmentiofi·Iiew; .•materiel 
. ., .i•••r'iL~ -;::·ci:mtaining.Jihforniation; of itlie fy.pe described :in 1d!. above. · 
;,1 · . •;t,Ii(3)·: Procuremeht-"plaris~·:" , ...... ,,., :; ;•l!;'bl; tfJ-)~i'tL: h• 1 :HiJ . 

YJi ot (.4) ~codes; ciphers;:and·cryj;Jiograpliic<dev'ices· usea··to- transmit restricted 
er.:fl!:.i.!:Ju Ju_r.information;.ii·-'~~" ·w~ :..:.~ i'd'rDo! tJ•rt ,,fL·;i·'l. > 
ilf:Jii 'Ji(5)•~Certain .tr.ainirig.and·:technic~{,;eg'ula~;oiis;·: :.::.·,;::, 
r,-., ,!Jr '1.(6)> (i)ertain<A:rmy:extensii:m courses; J,·J·· a "'<f<<l'o!L ,; ; , 

1-w L·ll(·7:) ::Certain idocument;;;,;regardin·g ·>engineering principles and design de-
tails, composition, method of processiii.g .. or.\assGembling, which are 

·.::; l ·~,a fHi:J Lvital,·to ;theJfunctioning .or. use :of' an· article ·.of; materhil. 
·'.1"•·m (~) ~flitary~,riJ.aps~a~photoriiap~-;~-~ ~~~~rP~ ~. 
·w; ,::EPur:;. (ra)::In lthe .. continentaliiUnitecl. States, ~~tliose;·showing lay-out of 
~~·rhn:<(i ,;::;::ri;, .. ,.n .~military.::wd,.na:val• r-adio .stations; air.· .bases, airdromes, air 

depots, •. supply; bases,. arsenals, ·and ~the .adjacent terrain vital 
'·mb!ll:rrrtnm :in ;;·,,.:to>-their .. defense, .including. pho"tographs' riot! otherwise classi
L~Tlu'>'l 'l:,) 'I,;ttnrr: ;·.fied1whichrare notlsliitable :for•public·,release ·l•and 
.u ni l)·,ciin,:!l('b )J~j[ri:' oversea qiosses·sions::·arid ·.:fol•eigin.territory, ·~ccupied by the 

forces of the United States, all topographic·,maps and photo
IJJiiJtL,; ,r.:, 10::1 7 m: :\(graplis "not ~otherwise: ~classified nwhicl11 i are ~-not:· sui t&ble for 

.hipubliC release,:"!",·)~.; j•iL'c ".d .. :,., 'I 'iO j•,~rr, .::r.,. 
•f:J'TM .~:~9)f;•Photographs;;';photostats,.·diagrams, ,or. inodels'·of :any' restricte'd docu· 
.~<··>rio f)[ill ,fment.or.7essential.pal'.t:oflrestrictea•matei:iel:n •'J'· u.:: ·.·; 
. ...; '''C'>C(lO)i!AHJinforination relative' . .tol:war~·reser:ves .. L .a .1.J:: .... <.1 >'lL.: , _,, 
:·rio. ~·Authdr.ityJ to. classify} as:r.est1'icted: .:Docb.ments;J development. projects tech
~nicaE;data;• and:i 'nuiterieh may: be) classified>:asl restr'ictea: by. ariy., commis~ioned 

·.officer. ,~0,~(1\~~, ·li~ ~l~~\l, ;~.}::. :...1:~· ~·'i;),j~~ ·.-·~ ·.t->,;,·. ·)·~·c~ /.·~ .·)··· ·,·:.:~':~~1'"' 
· :•r d. Dissemina~ioJi ·o~ires.tiictea 'ina~ter~The Iriformation' contained in restricted 
documents . and tlie essential characteristics of restricted maMI-iel ·will riot be 
:co:n~m-~ic~t~dj;t~: the_ :~u?li~:?r •tot tp'~:·press;<:but .iuaytbe :given./to: anyJ person 
. known .. to:·be. m the•ser.vrceJ o'fl"the<•Umted .•States and>tto;persons•"'of ·undoubted 
loyalty and :discretion ·.wh'o'are 'coopei:ating>inlGoverniri.ent;work.;: •a,r 
!iFJ:l. I Cl.assificat_ion i of,Jihfor:inationi fr~m"Irother ·g.overlimehta1-,agencies . ....:. In-

. formation obtained •·from•' the Navy:tDepartment ~·other 'governmental· agency 
:wm:~be.place .. d i~>ithe .. :same :relative:cla"ssifi,cafion ~s thatd~ which iCfs :carrie3?· b~ 'f> . 
the coJ}trolhD.-gJ•agency,Jo :fl; b;;lti· 1.·!'> · .il \.-:r .. i .:..tJH,,;;.~_c.!Lc.·. I•.'J;:,rL .. J • .. ~ J:.;l·,· ·::w· . 

. . . '. . .. 6. ,;,.~ !('1"' 
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fl0:l2.-r;Testimoiiy )..befo~e ·.Congre'ss.,....,.a .. :..Whem:a~ persoilNin:\ t:P,e c-military) ser.v.ice 
appearsLbefore a[ co mini ttee.~of.:rCongress f.all.d~ is:ccaUed• Jupo"1ir:tor·give r.testimpny 
whichl"her•knows ,)to! b'e· l~6nfi{!.e1,1t!al~ ·or ~restricted\nhe! ~wil.J. ·respectfully r·request 
·.that liis;;statements::tb'eitakennim execu:tive·Jsessionn)nly_-,and fnof. :appeari ··in"!the 
record of hearings, the Congressional Reedrd, or· otlier doctimentlopen'.tospublic 
inspectioil:i:t'miiiru 'lo rwl-1• ~i!wib •;:[4 ~; ::·ri:in[•::t :~rwi.t JiJ'i<u•: Irsm,JHJJi•" ·ro':l ,\\ 

b. When; called· upon 'to givE{;testiniohy 1'whicli•Jh(!!:knows to':,ber.secret,. unless 
•he~ has'<previorislyi been authorize'd1by~:tife· Secr"etary.f"ofJiW ar to)?ghlee>such .festi. 
·mony; .. •he will respectfully !State that he ·ss •not authorized· to: ufsclose th'e• ihforma~ 
;tior!- desired;;:.a'nd:will: iiiform':the'IappropHate-inetnbei.!tof iCon'gress- th'f:d:' a~ written 
·reguesFfor1 the specific information<•snould· he transmitted . .to:~uie''Secrefiuy :of 
~Wavt· Testimony 'of a secret.nature, when authorized.,by ·the .secretar.y, of:War, 
will be given only in executive~sessio'nt.un·dei:Hcthe':conditions:cited'·in' a;:above. 
't!:C! With•Jregard)to;ipolicies!ahd:' facts';which.:the 'public.1ihteresf'doe'sJ not. req tiire 
:to bei•kept secret;.:copji.dentiat;·.or: restricted,'Jsee·AR'600-lO;: -:.'·"!';·;r:~ .,,. C · · :. : 

13. Legislation pertaining to· the- War ·Department . ....,a. Recommendations 
to the War Department for legislation' willr'be clas~ified as secret, confidential, 
or restricted until released·by the Secretary of ·war, Prior to such release, no 
information as to any· leglslativi'fe~6'rilill'ena~hon ·will be -revealed to any indi- · 
'\~~auaf•;'Or association not ·under. War· Department. control· except. as may· be 
~~q~~!~~-~~~~~~~=·"•."" ~ __ -~ ~-~-- ·- .-.- ~. ~~·--~--~~:..~.·-~;~~~·!;:·~·-~l.:~·~~:~:J~If:.~~~·;~J;~L\>~l~JI~!.J' ~::~· <::.:;\i_: 
,, ; b,_ The nature :and, content. of rep9rts; of , ther Ward)epartmen bron,.bHls; referred 
tto it by committees-of Congress will·not be disclosed·to\individuals'"or·'a"enCie-s 
'outside the War-Department. . _ .. '' .r:rr•" r.:.n.>·::lu .. ~ ,b"fl-~'''''"· k~.-,,,·,:: 
~:.: g; Los!for subjection-to conipromise.-:.:.:.:.A.ny J~'t:.'~~~i~Jt~1~J'fitd~;rs~~~r~e"~1 
in its employ wJ:lo 'may bave I kn'o~'ledger;of £tli:e"lo§s %r't~uJ:lj~cti'(nf. 'fi)~lco;J;prdriiise 
'O'f:-a'rseci·eaor7coiifiiie·ntial aocumeilt or''~r'tieiitt'f inateriid Wii1i':Prb~p'ti:V report 
'tiiafJfact-to1the"cust()aiafi! of'th'e;.'docurileiittd'r trn.at~'ti~l. -:rrTJ:i'e''Pr®er commanding 
.officer ~wm:::theit'i imike>.!PthOto'ugli" 'iiivestiga'tiot:1C"6f''tlie"-' ci~curn.stances, fix the 
responsibility, and send to The Adjutant Geilerai{fiJ:ifo\igli: 1fuilfta~y channels, 3 • 

rrepor.f.twith::'his !;recommendation~ 'lilt the',...c'ase:'-') P:;N.i:nm '! • ,.,.,~, ;,~.; i~"!:n (!t' J 
Iu;15. < <.Reproduction'ofJclassmeci.rmatter.:.:Gt:~A'ge'i:ici~s···eD:trilsfea'with the print
·irlg.::or ·reproduction;'stoHige, f arid' issu'eJof' ciassifie'd abcumelltil wili. be informed 
'ofttlie appiicable ·provisions rbf,"theserregi:il:.i tions;''') ~. ~J -; ~ j n n~H :;',it 
9d:b.aThe commandants: of· the l gei:telialTan'd~·speclliF service ;~ctibo1s:Wre responsible 
that the printing or reproductior(piants~ofttli'eii'frespective':cln.;i'iiiaiids.release no 
classified: information to persm1iiel or'' agencies'fs' ii'of"entitf~d}'ii.iei~ef6. i :·) 
f;ri c:r:chiel'stof;:ar.nisiand Jsetvices :are" 'tespoiisible'l.tli'at·'s~h'ice fniagazines .'or jour~: 
mals published·: under:','theii•:~supervisionr coiiiply ·-wi tlio tile>l.J.)J:ovfsions . of these 
~I'eg1i.lationS relative to:Osectfrity 'of .classifiea 'militifry'1'iri:foriif!.i:'fi\fn:·>•7 

d. Information· contained in classifiedJ'doc\.linents·.ma:y-:·be'LrefeFi'ed to in other 
·docuinenfs ;which:1aremnclassifiea1 or' marked~'With; a: i(hver: CI3:S"sificatioh"'(mly by, 
tori~by,fa uth'ority~ of,:. ari Sofficer ,qualifiedHd'Classify~ as·(secret:w~see'. paragraph Sc. 

e. Whenever. corresponden~e, documents, drawings; ~prib.ts,!:tpliotographs, or 
·models-)pertainiifg •to-.secrE!t;:corifidential;' or.LrestriCted: materlei.:d.isciose Thforma-. 
tion regarding engineering principles, design details, composition; methods of 

-processi!ig, ·or..:.;of· ;;a.sseniblyrl.which ;·are . vi taD I' to' the~ ·n~an'u:(acture:;{·:full:ctionfng, 
·.orluse· of,~thernia teriel;1 they• iwillr·be>appropria tely· Classified!, ~i !li :-;). '!'·.' . tar; n:-u~1-·I· 
, Iii f: 0leti<'aJrandt;teclinidtlr.!work: on.;secretLan~: confiqei:itmi''matter:lwillt'J.\e' per'
formed only by trustworthy personnel. 
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rJ:Jlg:r Prepara:tion: of; p~ess· r~Leases-~basea on-coae~:mes\aues.:..LOffl.c~rs: atithofizcd 
\<?<prep~te;infgrmation:to)!l5~·pmde~p~biic,;w.~n.consta.nfi;V,·bear. in miiid~that•su~l,l 
:'n?.at§riel;o,llUty: b~··of great~.ta~ue',·to·.:th~ •enel.nY,,~~ignak, inte~l~gence I servicer an~ 
formatiom-received or.,sent:inicryptographed·:;messages ::will)be!,paraphrased prioi: 
;to.t:releasect~ :the;:public:) ·:·)fHu •.i.tJ .f"W~i~l. <ru!,.,,,,~·r .. )) ·cr.; t -;~!' t ~~:'1<i _}rl})'·. ·· ·. 

·. ·h .. For' additional instructions relative to· the discussion of milit:irY.;'•Ii.olitical, 
;~.iplomatic, .and<classffied .. subjec,ts,.iseer~R<6.00{700:·.~ <'.i r 1':•.:, ;. ·•f;•"• W"f,'f · .•• 
.. ~ :;16. ~9~ncelatiop, 9r'. ~h,ang~;;of, ·classiftcatiol:j. . ...:...,.a .. , The· authority;·.maki.ng< the 
orig~n,al:,.classific.atio_n;• ·ordligl\et)·: ~utll.Qrity;J ll!RY; cancel. or:: chap.ge the classific!!-~ 
Jt~_On;·.Qf a·. d\)cument•by.' :Writing .or,:stampil}glO~~r::the:-mark' at'·the .. top' .of: the first 
page;,i~~~ti~n~led"i'o~~Ch\!Jlged;.::.t:~dJ.~..:~_,_-.i=c.;''I or.'.>.''Classifi-r ,cation:reapceled ·.or • ehaJ;~ged· ·W.)J"ic;p.,-!.:!0.::2-'-.-'-'.:!!!.J.:.'..:.<_.:.-",.Jby !a uthqrity,; Of,'~: adding 

~9- .the_ dateJallil:::thenrutia.ls:of<the.omcer;making·.the. change. t:J • .t·) ... <:·.<~,: ~;::· IC :: 
~,.)'C-:n tb..:;U'he~a utho.rij:y·. •making _.the ·.original; classification:· or .. h,ighe·r· ·authority/ may 
rJ". cancel C!r change the. <classification .,.of;, materiel ,:by•;fappropriate, 'lettersi ·of 

r!Pstr.lJ.~tiPn:<.:HV"' .';; .• n--.:t .. ~":->G.~;-J·i'.~(.".:i..'·: ·;.r:r.·r:r eli-;· oJ :·r.-~!.d-::,J·:r;~~ j--~~;_-; "r:·l ·~tt-·. ~~f 
,\\t 1.'<f)~J'f\•tr::~ /;·y:_~~J1'. ·.'=!;"~ J~Dfli~~i ... b .t}(SECTIONl)iii!t-d~:~·~ ·,~.p: }1:-;frr!··~u:_~:~~~:. •tijv:<l ~ .. h~t ot 
('!." ~·'J..:'li~)~r tl':';ll \Jj ''"'·)i·,c •ip,{ .. ·-:--. ~'*'I.r:··,.,•J··-·· .. '"ri-~ V'i :·"'~'' ~ .... ''-'J ii :-~ ·r ·.- ',· ""Y\ •:•· 
· · ,.;,~ ~~,r·: ,>.;·t -~·~,~. ,, 7~.:~· ;r~-- 1r~~r ,t·rr· '" 1D.O,CU~~ENTs_~ .l-:-~- .;·"J~ ~ \~. ~:j~, .. : .. ' -_ ... -·. :_, ... : .. ,·- ~-( 

• I ..• , lu l ·"1,..._.-J !,t ._ ' J. .. .t.l. -~- ... , .•r .. ,_. .... •!, J 1. .._. • I •• • ,.., "" oo ~t - -•~ 

-~~~~!~s;i~:1~~si~~~sf~f:~~:~~~~~;~~~~~~~~~!~~~~=;~==·~~==~~==~=~~:j5~~=ci.;;~;r:.{i 
~~:.~~~:.;:,~t~~:.~~~~.~~Q~g~~:,~~!:~::~:~--~:~:~~t:~~~:.~·~:~~~~~~~-==~=~==~-~1~

1

:::~==~=~=· .. , .~~ 
Return of secret and· confidential documents----------.-,.--;,-:·,Ti'"'iil>·-=-:----.. -:~·-;...- 7_"'it--:----;-;-;· ~~~f 
Destruction of classified documents _________________________ _: ___ _:~------------- .. 22 
~~,J •·t~·,-.-..--~~.-,..--~nHL•H.i t':,J.( .r.;i )j:•:•·,t.'""~ 'l•l..1.-~· .:-..~> ... _.;.cr +._• r;;.' ..... ry .•'J.._"lt~·r, • <''} ~--",'::'0;...~ ... ~-; 
,,>.tP:::;tYI:.~l,kj;~g,qt;,p}t!:fis~fie}i;_~g~m.;iel}ts.-:a.; Man:ner .9.f. rf,l;fl:r.kir~g. ~· ;;u:~: .,~i nl 
j·•e>"'YI ~l)(iiqM~i_H~~ b.o.o~~ ;!J!." ppm;nphlet;::,. t!1e pageJ:! o~. ,w9.~«;h-are .P~r:m~u~!l1JY 
~. r• !;·.'I '1 ,,, r•;~:; ~~.l:h:.~ecp;r..!_)ly :f.H:~~~E-.e!:I·;tp~"'~¥e~ ,, ;w,ill r pe., p1ainly and COJlSP}~-gq~lY 
~.H :•1!: ,r·.~!>nR'l-J.tli~~ll~qr.~!'!~arpped, ,,s,er,:.et,_, cgnJ~~!f11.~ia,l, or, r~;s.trict!fa .on J:P.e f!.<w.eJ:, 
~; /:;l':·uillf\~9 v~Jt.l/~!:P .. H·g£,J!JP.P.:ft~~·~·!Pf!g~ .. : ··~:· '"'"'~"" ~.r~· ai! ·· ·. ·~ ;. , t ·~··i~t~i&;.~.u~.r~·./· 

( 2) Classified communicatio!f~~ _:;t_nd,:9tl).~r..:,:m.at~:ri1JJ. not .. permanently., ,::md 
-:! nl~ ,1 91r t r:H f?.eml::~lYitf.a.s!gJC!~c'b)qg~ther.,· .. excep~ 3af! . .!l!dic11-Jed: ·il.J. , ( 3) ;:.-:(4) , >,and 
bm·w2.1ci· ~d "~9)1 tl~!6W!•Jm!!.l _l;lt·~afl~.eg.>o:r ,stampe_d,with·;the appropri!l-te classi

fication at the top. !lJ~<Fb.ottom, .ofc.~a~;h .:page: . crrhe~ ma,rki_n.g at ·;the 
!~ (t: j.,.~""· .,~L r!'t9P11W,!U··Pe..;§9, placeq.Jh,a.t :i~!:Wc~ll cnot ;b.~ ·:p.idden,fr.om:wiew; when ithe 
ot• ,; •r.·;i;;-:r ,;,P.a.g~J:!. ap~, ~l~pp~(};·.or_;s~ap}ed toge!her; :·.JcJc;·; ,.., r ·~,, t' .:!•. '· ·<•. • .. ~ ;; , ·''; 

(3) .• QI!isswe~dypJ:!Qtogr~pgic,.:~egat~yes, dr.!l"Wi!lgs\ or ,tracings wilhcarry:'a 
-'I! Hit :,(, ~iHi .. !~%'§H!'l·,ofcrili.~ PF!lP~r~ :cl!lss}fieati9.:t;1,i,n 1 such .position 1thatdt will: be 
{;'lou" ~n ~}!l<.I~P.rc;>Q.pee.Q.; og:~a:~l ~OJ:!i~s.m;'idl') ther~from .. ~~Photographs,mad~ from 
. ,- . nega.J;ix;~.§;'!l~t.<.f;lq·.tll~?C.ri.Qe.<J.swill )J~ l]larked.at ·the top and on the b.~ck 

•1s:J 'o · 0 ; .. ,; li'.\'Jt:P.~,_tp.~ ,-propg_r;.cla!'\sl!J~!ltiol!.:;U •''J :r:, :1' l· .,. '·: l:!O:t 1: · ,. ,,,,,.;n'i.L>>. .\) 
,';:.1 ;ocJ4),,PJc;>I;I.tra,c.~s_, for, 1 tl).e,.ljl,a_n)l{!lctu:re~ Of> Classified• .mater-iel :Will ,.be "plainly 
. ·.: ,~~J"n;i,·t,;:·. !liJ.d:~cOJ?.tlP~cuot}~Y:~a~:ked,)!n?t ':type9-, ·;with,the properi .classifiC!l.tion 
:L,'• ;;J(J!~··~niYil.Qnit~e .. :f!~~~ pagg:.i'nf)_ ( ~~1~.~_l~r~··-~u~> /l':..ll~!-)·.~.~·~·F,t:.-- ..• ··, -:-.·,:;..;~ ~··1 .~:,· 
-Jii;'~:~:tl~);::9l.a§s~fi,~d 'lllaps; and·1photomaps· iwi~E:lbe:>appr.opriately ·marked; ~under 
:;..·l>Pt~f~l11-,,,·u JUeJs~al~!f~J : lll>J';~) i:t;h-.'·,h ~;..,-J-·:·~:~!·i.·.: : "~:t ;:•: .. ;i ·· ~·:bf>!.:~.:·.: 1:·1;; 

.~.,b; ,:Afl:fk~H.o'!Wh'f(ta,fjcirJ.o"of ,czassi'[iea. aocw.merit.~, issue!].·;to authorizea civilians:'7' 
Documents containing~:·.classifiedJ. milit_ary,: jnforriia tio:t;J.·; :£urnished • persons:: other · 
.t;~an:· j;,hQ.I!~ro~ JtM:•ll!}li_taryJ,and. ·n:a:v;aJ::-sen\ices• ahd'.'thi:dri.ci:vilian . employees will, 

. .. . . ' . . ~i'.,,U!!Ot:f!9~~ 1lHJ ;c J.l.•!·' ;\~ '',t · · '{ i ;({; ; ;· ... '''10l 

'8.<\:F~GUARDING IMILITA:RYD INiFORMXTION 

~K''38Q,;5 
:r-7...::18 

~hi.~<additioll' •to•.being markedr secnet;~conttaentialr,orJ restr,:ictea;Ibe!fr. the following 
·n6tatio'ni:,,•J;·.:.;g•.;; bl..t<1c·r :1 .. ,,.~ 16 rl',;H.'''J'Ji''l r.uqr~·n {fi no-:~:nq .. 

n::T'ilis ~<igbJirikll~ c~nf~iils '·inio~~1~troii .lfi~ti~~~hlig hatiO"nal defense ~f the 
:ifirltedr·stafes'wtt:b'in tlie'riiieaiiihg · df~tlie1Esp16na'ge1rAct\ ;50'>U. S. C., 31 and 32, 
asmniEin'ded':! ~ •. itsst'ransmis~ion or;Jhe ;:t;e'v:elatimi! of>iJsreoiitent~ in any manner to 
an unauthorized persoii'is proh~g~t;.~<i,J;IYrJlaF:·.'1 trib9 ut u<o:,;: ::.nr( · 

7.•I cFrst/ecifU cmark'Ert'i/ of• sec;'~t .. aocttin'eii't;:=i'Ail'' secretl do~\ml:gnts '~'Win (show tlie 
Ullt00~ity:fot'the'clissific'afidd'and 1th'e'lda'fe'!affixed; '1"!'fc!f; !''flO~·.'! '!l \. , 
H9tl'S. •:.Tfai:ismission"of• ciassi'fie'd; ·d~cU:iii.enisJ.c:...a: ::searet'1izo·cu1iie'hts. . , 
:."J3 rlt!l'(-t)"JBetween ... coffi,6ers .~iJi':me·'·'iiam'e :heaaqtiartersi1or 9s't"ati~~,.~At b.e11d
" '1'1';'.\_,. ; T•;;liq'~arlers;:comriiaii'ded' by-.'an:.~atitiiorifyl,lqtia'lifi:ed::to ::ffiak~ the secret 
T·"'''" :r.r; :.u >cla~sific!'ttion: -hie!:comiiiafiding'ioflfcer::-wm 'Iir.oVme;'fJ'r the security 
u' i·,t i'ir'j')''.tJ.cjflinte:foffic~ trarisihissi\)n 'of.rsecretJhoci:lmeiitsr:l 1•~·;{:h; . 
. ' dl)~B.etween 1p~8t~,<: camps!'·or·stati0n8 . .::.:.."Withii0tlie'l•Unit'ed States a:t;J.d 

· . ·: · : . its possessions secret documents will b'itttaii'shiitt'e<i. '; b'y~;·an''officei-
. . . - . . messenger or ·coii:i'i~r''"'h'en ·p'facticabl¢~<>otli~rwise: b'y'· United. .'states 

JJ t -;; '-:1 U9W rj')rr'egistered • ·mail:'11 ·'tV·hehjJani officer~~o'i.hi¢r J(is.:JJ1iot i :available, .such 
:: ·. ·,,q;- .') .t':i· ' 1fdocuinents• .inayL be''·traiisport~d r:to'' !irrdU.'frJ'fii .f<fr.eign countries and 
fi·IJ> : ~j, ::8 ~tl:J'ef1Phiiippi.i:ie:l Coii:n:i:loiiwealth'''by:JStat~t.:Department rotary lock 
il•Jkt·:~( l:l ri~:·pouch~"1f.If 'ii'eitlierT.officer~~ourier ·i1or'I<dip10hlati~ pouch is available, 
~.YtJ:J'~ . ''··1ict fhe'lr~sponsibie '\ifficef may !eritrtist)<secret ~·oocuments to reliable 

. . . .. . ,'.'citizens. or' the United st'ates,· such'' a's' offi~efsWor. officials of other 
;:?~'; ~.Hh'!-,t gove'rnmenfal "'dl'lp~ttfu:eut§.lijr''masf~d ''of·'-vessels' ·of' :united States 
fi\,;f'lf(? ~n;;: re!P~try;' ~Ihf.rtno;i£~pil.ue UelayjwilJ.:f'~~suit! coriih!anding 'officers of 
~a ·:u.u:~·7 '::~ potts' ··of~eriibafkatfbii. :wiii\1 eiitrust1•secretHdoetlments to . the COillr 

. m·~nding officer oi'troops ~n:,:i:Ii'.ArmY. tr'Unsvort'for delivery. if none 
.: '"' ~:f] . ~; (' 'of"the •foregoi'liilmeans\of·:triuisportatiQii"aret,ava:ilablt)i corps area 
1~1'J.rJ1ih ,!J t3)~om~a:n·derstand< cominandiiig .officerst!or:rexefupted>'~st.ations are au
lUI.!',~ .• ·;;•.m ICJthori~ed:to .trarlsmit'secret tfocume'ilt!'(byrregi'ster~·d.;mail in a United 
., ':Jh:c..rr:~ r "<C•St~·tMlse·a~<post: office, :::Provided.:th:ey :dq•liotlpa~iinthrough ·any foreign 

postal. system or that>oMlie:P~i;tippine'ConH;rionwealth!\ · . .. · · 
f<·r ;r A\.31)' :P.t:epara,tion'!fo>r.'.'traoli8m·i88ion.LE'ic¢pt'\wlfen :per;sona'lly·'lielivered by 
.(;:u.; ·~:..: fnl'lauthoriz~d personrier,t;:secret:Jdo~i.lmeiitsttr'an:smittect'fr6m one person 
~:t.i r,,. 'o . ;::11 ,to an6ther:1willi bet inclosed· inl:arr inner 1and•~anl outer.tcover. .Type-

. •· wiitten·.:m~fte~'-in~:the:;docuinent· will''!be<p;ote~teddbY,J,B: 'co~er sheet, 
·r.ni; .~If !':·'· ~!ot:•byia method: oflfolding;r.ftom 'direc"f,eon'tactrwith. tne inber ;cover. 
" ( :i rdq; , r.; u The! ihiler. cover. wip.r:•be! it sealed'1w·raPJ:ie'r ~or' envelqpe,addresse'd' in 
•: Jl:·::e:r<' 2;the us~~lfwayr;but:oplainly marked· s'e6ret~>s61 1that:,th~o;.notatiori will 

.·r.'Itt-<1;··>· be: seen\ *h~·n· :the~~u ter'.i.cover Jis Ji:e~oved I and .wilL •cor[ tai~ia: re'ceipt 
' ,)i{';~l:''•J::;,,n"•form:i which- .w.m·-idefltify ,.<:t:qe: .fiddressqi·,r:;th~>·adqres~ee;.::;and) 'the 
.J~t,·: Jr,:;o:C · 'r:~; 'document:, . Tlie 'outer :.cover·, wil11 beTrsealedP and raddressed•iiri 1the 
· ;i I;'!'~ <it '':! !·,ordiniJ.ry.mann~rcWith' no :notatiOn tO indica te!its~secret classifica tiOll . 
1c:)1£Ji!'i (4), :Action!itpon .receipt: of.. secret:matter.u :;Hit j~td:> ":to ·ut!r:wn sii· -.:·: 

(a) Prior to opening a sealed package or envelope ;.<'!ontaining 
'i\J;; ·,;o~ lu!;~(llJ ll '~".i secret,,doc.umerits;•·the::lsealsU"arid rwrappers 'lwillo::.be';.carefully 

inspected to determine whet,her there has been an~ntairiper" 
,t:~n9rr,JJ';o~> !J,l'I:;t, ',Jng!:. ;If any·. ev-idence:~of> t:lriiperiiigr..is; .noted;r~tlie :facts will 
l'li tmH r.r.:uu'l c. n! £be: reported'~immediatelyntol;the.iissuirig authority, who. will 

initiate an investigation.:.without::delay:;r ;t.j Jc:t>·~ 

': ~n~!Ltt~ c (I:)H!': t"li _; ··~!!tr~_::Ji fJ·:i. ~ ""· /i:.l~~~ J.:;i .iJi~,.·t· tl.H1J1fifl·'Ol, t·;.;:'Jt"f}.:,~l (~~) 
::·~{ !!t'.'.' ·._ ·10 S': .. :~, 1f) ·;itJ P.P'Cf~i:.T: 11, ,.YHJ3Ui (J~ i<'i. 

320925'-41--2 ',9. 
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REF ID:A4127207 
~SAFEGB"ARDL"II.TG'~l'.'f!I.:!TARY •INFORMATION 

i'l•i>rolful -:r! t (~b);.~Thef·iiuierl co:ve'n\inarked·c,secret' will!·. bet opened:lonlyJibY,Bthe 
person to whom· addressed or by personnel specifica:llyudesigc 

. · .. . hated by;. him .. The receipt form. will be dated and ,signed 
!;,!(f ):u f)nj'Jt~~H JlJP.Uul,l} :...;rAJ e\U.i:J,iJ.lJ JJ.Ol~'ul.!.l:.)J\Ii. #"ltt\'o.!l•,,'~f IU~'Hll.fiJU,d· "''HJ,..l. 

,l.; i!,•.• . .ts .. •·: y .:;apd ~Jllme~4~.~t~ly1.J;~tl1r.~e~ht9.;Jh~..;s~nd~r. rraB!!rsnJ:!.EJt:.C:9V.~!'r.mHl. 
o, .-· 1 :.!'If'~'' ,rc ;1 ! :; ~ ;be>destroyed• by, bui·ning if,.the subject; rna ttei:J of thelinclosure 

. . . . . . has been in contaetP.fliefeWi't:liJc(':1CJ: ·-:! flO ·t~rr;er fnNl"todil~.ncrrr on 
wr! m ,.(:5 )u7:raJ1§1.ni§.~ign;J· ~Y l!Jj~·cr.at.t ..... ;~()c;J;~t ,ld?c .. l!~.e}lt~,~ eJ~;~.ElP.t ,MW§~J:~,~()~·)by 

Air ·Corps person,ne};gl,ir!lfitJ:f!igJ:lt,u:wHhil,leJ'tr!l!!§PQr,t~~ol2YI.la~r,~ra,.~t 
.. 9J;" 3\)y,.r,egis,ter~-d,a~:rcmg.HL9Ph:·:.l!J;lU~.r;g~:-~eP.t}qn..ak~!r.Qu,mstgn..G.es·,yvp.en · 

_ ,£.:.i.~ :,t.~- ,:ip..tge opini9I\·\O.f,p.ne,9f t):}~,.~utb,gri~i~sA~~!~at.~<J,,ip.<>pfi.r1lg,raph Sc 
j:'r .• _. ,.,. olil . 1 ,,t:t\~ el}leJ;"g~nl';Y,z1dl(.WQ.~(i.fl 1 J.t. it:W:~ei1•J:JA!l§.ffittteQ:11;!y1 g~Alitary aircra~t 

· '? ,1-:,;,: :t: ,,11 tJ?.ey,~ill P..~ S!l<;)lr~!Yr)1Vr~ppgq 1!!nf!·.p!a<;gg ~~' tl.t.e.:s.u§t~dy of an offi_cer' 
other tl;uip:~!I.W:;P}JoJ:./t:JWh.!lP. ,.th~ ,fijgh,t~.Q~ 1Jl~JlJl.iJH~ry,faircraft is to 

r"''. L n: .~ ; b.~".m!J.d~!<;>V~I,'(\Y~ter .. {J:lcf~ ~O(!Um,en.t ,.~n.ri a_ts.o.ol;l,e .•/v.!'l~gl1t,e_d-: ~ l, 
-'1!1b,;;QuJ_tfi.d!Jrptiai> i!fJ.C'lf111!}nt.I!J. n; ll <JjihllilJ'JIJh J':l!',\ ,,· !'•:oici:'.~ .j(T c. '1 . 

,l•,.l~; ld .(,1); <ftf'tl!i.f~Jt.tf!fnC(j!S,~pfJ.~ts, '.QCfn:':P,~' ;orn~tati.Q"M:i') "i•l 'i .;;, :J·: snt 
ftCill·~ · ,,>' :; 1 ,~ •,J .(q.) j]l;'[C!lpt 1!!~b:!~gi~g._t.~Q_, i~ •:(lJ..):.;,bE;!JOW,'!~9.Jtfig~J;ltial..;Q.9CUIDentS Will 

r)u!l , ;l·Itrwo'l Il):c;·:t.!~ JJ;~.I);?JJ;lt~teq,1by,.~a.~.:.~l1thpli~gd-;.I\W.s~~nge~,;,dp.!lured express, 
j; 1.,t ·r-r,1 ; 0 ., !s:<'Jt•r r·19.r1 .,r_?gi)'l,t~:r~dv_l11!1Jlr~q.;,f!P:Ycdmi1ft~!_n111tP:~u.:rJnit_e.d States and 
,'}fdnli~n. P;. r~-9rr;.Li !tl?nP.9!l..S¥-~..sio!J.1?, ·.m-g;yWe<l.t~!lY·;dQJnt;>t •passritl!rough a foreign 
c:rirJJn ot ;- b,.,.,..,:.P.ostal·r·Sy§t~l1J,1 ·ta_!Id \!lJ:e: ca:~;~~ed. in: .§J!i:p,s .. ,of)Jl}nited States· 
'11'\dlt' :to !;L.L/:i) ·:t~r~g~~t:fY.• .~J"* .t£·;.~.ra ,~~~t~~t~-! ~s lir(J ! .. .i.it 1.~11 ('E:::;.l r~·) 
: ... 1 j:,; iJ·: i ;u7 / b•). (Jo .. nfig~ntial:•,qQ~JlJ}l~!').tS j 1 J!\)!t~J..~i_qg l J tQ. · ·:qltlitary; . ill telligence . 
1•· ,.,'J9 ii!o T'~>i;1 , 0:,1)n,ay l,lerrtr.~ni?Jll.i.tte!'ftbY gpgjpJtryrrmaH :o/,he.Qdi;l the opinion 
.. "'" 1 • • , ·I!. pt 111 rr::,. ·Qt .. the. ·:fi;n:wa;r.di_ng,t.ofij.~er :n.o::ls.erJpuS!•SQP.seg1len_ces would be 
or~<lH U ' .v.·I:wf!-.r, H~nj:ailed:.bY, thetr, lQSS•n . .;un·t ~ ~., ·t i'l:;:" ·.it 'J:, •.<c: 
Jl"'' ll ,., ~::;.), · f,.r,l}p_a.r.aJio'(}: flor"~~CHt§'J'11;{SsiQ?~-·+-A·ccinfidenti~L·.document will be pre
-rm !l'lc; .;u~iJP_ai·e~lojJ'.or·;tJ:al)smis;;ion_, iJ;l."the:same, manner .. !as"a\isecret document 
!J·~lt.:~J n ,'JJ' nexcept:that·:th~<.JJ'!ner,lcov.ir .will CQI1tain,a• rec.eiptrfQrm only when 
xr; \: )"t ,·.: ·n: r: (tl)._e:s_en(ler:~eems.Jt•!1ec~ssary,,an .. d,mayJ be ,opened, by,1a:ny responsible 

, perspn.,authori~ediil:lY,the'Jaddressee .. t ·•o ·:t":i::-f: l"'Nlr~ · 
7,rl .o::1cWh: Trg;~z,smisslo,nJ}w,-aincratt.;.confidential· docup.Ients;:exf!ep't t):ros~, used 
nn,;•j·'q s:rr; rubYl:Air.~,Cor.pS';personnelcduringdlight,r:w.ill! be:\tralisported by mili
-)•F.T .-r•no!lta:rY,r.~ircraftnorJJbyj registered ,air~ mail :onl:vc•Lwhen dn the opinion 
;; --1• :d ·ry;o~ ;of~,the:·respon.sib~e: :ofiicer->!the~temergency·,demands lit.r . 
. , c" R~stricted·· · do:cwnents,.,Restiictedr7doclimeilts:nnay;· be transmitted by any 
:authorized. ,messenger, ·:ohby;rtordin·ary. mail;;(express,' or >freight 1 to any point in 
[the UniteduStates,.anddts.-,possessio'ns; ·provided:• they ,do;,not -pass through a 
.foreign: postaL.system rand lar~),carrhidl •.on>'shipsi:of nB nited l? tates•· registry. 
(.Hf 19; '· Ro,u tine: correspon.ci.ence;N'eceip'ts, ~and< repor,ts.~Routine"correspondence, 
·receipts;·.·or•11eturusr and·· reports· o:f;:posseiisionp transfer, or.~destruction need not 
.bel classified1 if, ,reference:; tlier!iin• to tclassified•, e·r,negistered~-~ documents is made 
by file llUIDOer Or Short' title. Only',..;With·•nO indication \Of· ·theJ;SUbjed I matter 
·prr.classificat~_ob:.-·lLl J:~, •);.~,.~~·,l:n ;-,;p~)::! .-t ;::'U'·'·;~Io 0.1 ·,~•·'J(I (;)i 

•; ..;20;·! Storag·e,·of :claJ?§i:fied ,documents;:.~.~ a:·.'Stor.agei of classified documents not 
, ' 'I •' 

~registCre4~n na-'-Ht -;._,J.:_; .. L !0 -.~:-;rq:~f~\1 ~;ah-r.t~J,:.,f, '"' i"l!' .: .. L-::~.1 

Hh, .~;-(·11) :Secrebjand;.confiden.tialt documents;wther than-:-registered documents, 
Jf!'ll ilrl',r ;r.:',willt.ibe storedlinJjthej~ost:iseclirediles~availabi'e in a room that is 

.. kept locked;i'when~mot·;ina'ise:;:rj~Jvrl ll :: ·.·' ::i.:i -;.' . 
. (2) Restricted' doc~ments will be stored and handled in such a manner 

as to insure a reasonable degree of security. 

"' ... ,. 
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REF ID:A4127207 
SA:F·EG:UA:RDING ~MILIT:AR.Y ;INF.ORMA:TIO?H 

SECTION £llte!~t't{,c'\'} ~··l\')\~·.\\',"t) \' r-'\J '.J·.~.Y·.)\~~~ .(i 

-lb7n t;Jnqr r:w:>!.~ .;1.0[,( ">;~t tri us·J:oj·<:- sti H;.;;, ;.~r9£.t~l·'(,!) ·,·•l:>:l:.J):\9~~ In. 
.::lli ,; u·PJ.u:a,Eo:l-~IjJQ;D~;rEJJt!',Jl:trJ.')R,yJ!¥,£1!,N;s§c·i;,};;;·_;ci ,,9frli 

J..;t~iib~iiy '{fJL~kTilnii~.:~~~"~~i~l!~~~-~~~:·:}~--~~~~j5~-·i~~r_:~i~~,!~~~~~~:~~'!~~~r;[~:ra~~ 
A~diiiob'ii .)n~rking~g·-.~~_tt!~_:?;;.::~~l~~~~-!~¥l~~~::_.i_}~~{) ___ 1!~£f~-k~~!~_:_r.?. ______ . __ , 24 
Revfsea~~editiOn ~!I!_.:tj~'~·..::~~:)_b_.i.l':l'~..!.~~_!~.9.:r_}!..".:..:::-:~i9.!~.h~..t.r.r_f~.~) __ cuL!:..~i:it_~~5.;.~'1!~--------- 25 
Notification of change of ~Iassificati0~-=-·-;~---~-~~;~:;-:;.·~;.;-.f7-;7-:;~;::£--~.:;-.=-.s:~A--~-------- 26 

~~j)~~J?r!rr~:rfd:- t~e~~~t. ~~f~· ?~~sr_~sjJlntTfjj"fw:I~.:ifJ...:i;E~FJJZt~,-;-.:- i~ ;-~T1-~I;Jl:11~ ~::, 1Li1- -{"-.:; ..--- :, 
27 

~~f.~r~\bt~!~~i~~~~~]~·l~::~~i=i~f!i=·=~y~~~,!I=·~·=t~:liG~I~~I~·f=~~C=l~~(l=i01~{===~=-==~. ;~ 
.1•f'ft~:;:7(f.;;7v·) ·~~t: !·.J:·"t_,,. ;·:e:i~.r: .. _dor: ·.d.tr..t. .. J;i~')· t • .J:..:l;:~~- h ·v ·.··•!·: l'.:'l~~~f[f~~ • · 

23. Authonty to designate . ...,-Officers authonzed to ongwate and 1ssue secret 
<ir ''~'oWii'Ci~n'fr:l1' 'd.1o~·Jiiilf~ts~ '#iii'' ag~u~n.h t:~· 'tis 'ieu i~tere'd. . 'such., sk~ret'·\ 'ahd Y:orifi
dJ~!imTa~~u~~iiik :i~sJeiJi"b:V'~~dfii ·aJ''i:h~Y.~'<lk~ill' ff-~essffrf0iA' "tli'e · · int~~~~t~Jgp 

•.:i·r~-.· ·7:-,,. J.l:l:·J· ~., l\J t"":,.'"l ·3f\ ,·.~·l 

national defense. Only documents of exccption(J.l impor:tance :1vill be-register;ed. 
i !~24. ?A"d::diti'oriai'ni~~kf~:;;_.~cf.·~I~i'addi~1ori. to 'th~~ ·m~t;I{in'~n·~gG~t· · ~i~ ~c3~ctJn~ 
--•t:\·: . .,,,.! -, )j'''~· 'l-) '•f''1l ~·?;: ··:.i• n; ··~ ..... fJl;.lfi:J. J..•.,' ··q•) r, 'J ~·,ot:-:•'1•, -.,~·~lt·!', ,ff·~/t y,•'(\ 
tial, the title 'j;Jage or i'riside front cover of a registered· doc·ument wm· ordinarily 
shoWYii{~f1r~·g·ist·ei;~rihmb~r~, ~ ~ho~ft ~~i:tid,i \iffiCtf1Ht· :r~~6'id·jto~~hiCll 'f~tfr~ll)s ·'~iiflbtf 
:.[,_ 1 , J'Hf ~·.; _, . .1, 1'!• ~-: '"l;~ J~ ,oJ,I' ~ •• , 'J.LUi.t~·~·.'f!'''1 .!':-'.~ 1 1 .' 1': jtt-.':.~i -. ~"1\i < V 'p~·i;;l'):·\'(\ /' 

~~-~~~ --~~F W~~~v,~t~8~~J :n'i~~1~%::~?-~.J~FPEP~A?r ;:~ t~ ~·~c~p)Jll~}.~~.-~~!flLtSF :i~~r:~W
lf!~5r; ~}~P.o~.~~=-,~}~ ·~!us)~,)~~~ ~l~:?{~~all:.~· ~~~ • .y~qlf~~~~:~a~.~;.?~?fJ:NNSfflP~,~~· w~~ 
registered document on a _separate sheet. . : . . ,;; 11 ,,>:~:.. ·~ril (riHt """:.;: ":d ,j;,,._. 
, b. A~l. ~e~.~re_n,c.~s. to~ reg1~tt~1:e.d. 9_os,mp_e,I\ts .. m s~piannlJ~l n2; t.ransf.E;).r~ .~epor,.~s. 

ord.lhad' rep~ts of 'destnictigll;'"or' iincrassified'' do'c1Ii'?t~ktg ~rc"or1~s~6ndence'\viil 
b.~·;b:y lsifO~'t tit1e~ ·~h1~i, ~hdr sU~ii ~i=p~itS ·~~ .. c6~:r~~~b~Jci~1Ac~~\ie~a~;~tJ b~ 'c"iii1~§uled.' 
.. !]If'.") 'JL"!.. ~~·. :,:.,:::., :1.~ ~··r 1. 1nr:~·~ ),:~. 7,t'tS<••)7;!' !-L.:::~..,..,., ;"~-J(i'lO 'o~.:.J ,t!T;J· ,·£ ·. i~:Jll'.\'1 ,PHrt t 

Any correspondence or_ paper .Y~lc~\ ~~f~~fl~ tg ~._;l~~~f11r~'~:~.'AoS.l7~~P.L!l.~ 1;}}~1~ 
other than the short t1tle must liave the same classificatiOn as the. registered 
doC~tiin~nt~·,·, ~· \:(-. _, 3. ~.1~ ~~·,' )·· _.,--,a:..t.!.9J..UJ1.;~) i: . .:.:.·=..- ~.:.; ~~ .c'J.r ... .J'J .. :/::..st..... .... J 

25. Revised .edition.-A new or revised edition of.un old re istered doc·u.;J;.·~nf 
-r·1, ;· •to ··~>'·:··.r· •.. · .t.r._;.:..~U"IT-:. . .:'\l} '·.c-t.· 1 :.~/HH '~H'.!tJ.ti.Jr!;-s ·t•·•;Jt r, .... ~'l'Jg' .. ~·LVJ c,.;.,J 

~n,ou~~ P,.~;-r~~.~~~n~~.a ~e';;9~~?~~~ ~~tle .. : ., 'N.rit. ,;;H:::;.:-:-' _ .!). l<.kr,::'>j_( 
_f ~!!·. ~-?tiJ)ca,!~~l;\,f!L~~fiB.a~?E(., ~~: ?~a~~if!-c~\~~R}}j:-';V£e~.~Pte, _cla~.~}fication of a 
registered document· ·is clianged, the office of record will notify all offices to 
·V~.".lL,j .'-}J} t ,,J'4'•'-;;J.:.l;.""l I)' .,i ~ • .l.lJ••lu )0U ~!l.J ·..t... .L~.; .•.•.• G); i ...... J'l '"'.) 

'Y,l,i,~ph r1~•:P.~~t~~Efn.?.~su"e~:l:::f./ilt, ·I·J")J~<' · !.rf: ~:j !:•L · ~:.:· i i·. ~ ~;·~ :~~ 
; 27. 'Inventory and report. of possession;-a. Custodians will keep a complete 
1' _.,.. .... !" t .. j !Jl'J 1·.' ~""J'lf'"'lJoLi\ H·JU~-,~J ~'' ·-··J:U.\.J _:.)L•i l1J >~I _;·"..l .. ~ILU.!.lltd 
inventory of' alr:registered documents except those liste~1 ,!J?-:£.?,-}?,elow and will 
make or have made .on June 30 and December 31. of, each ·year, .an accurate 
/J~·)·.·~~ ~r;.!~·:!r· J! "1.18 .:]!l·.Ji~~JJ'-:; .c::·;jw(•· t.'I-~··,·,,Fl L'OO.!...b'J t(_:,:.'·'.!L; '.,;J.•;:.t: ... !!J':,.:'i""" (;,f 
:i;tum F~~l:'ef.?1:~.Jtq1 :HWrP.E?,I3~r 'I~~~e .. ~:!; f.rS?·1~:,-r.m aLr~,··' · , · .n h;." 
\ , ?·. J~)~.~~i~~1 -;'!J,Wr~!f~~~~l-ft~pgrt, ot~S~~e~~i_on.Jh~Jog,o)'!':~~!/3. ~~tans wm be 
~~~~rv~?-i· 1 ,.l'J'J. >.:·uf·, ··n .~;~J!:1 _r·fi{f.'"-'(tlr?: ·il.:.,·i.~·-~ s'1fh~·~.-)rfJ ·-.·~/>: 
~.:1:;~i .,,V-~.!~~~f J.tr!J.li. ;,~~!h -,?e1 J]h.~~igl~~1 .}ff.f1l.e£t,J~:; a,_l~l-1-', }\~. · r(gister number 
· . checked agams~ the inventory . . ll••;(; ;, n(l r,_,)•r:-;o• .. r 

-L 1:1 ._. r[,7\;·f_t·f~,~~~ya;.}ef~w ~~YiR~·i· t;:_:,o_~, _g:r,:_..~~~e-~,omwt.sstB~e~~; ~:tl!F.rf.~ .~he 
. • - . custodian and one ot~Y-5$·~A~ap~~E~s~~3;•.?~~-W: -'!"~!t.~~~~e, ~!;~ ,il,l; 

ventory. and both will sign the report. If the headquarters has 
only :one commissioned officer, the report will so state. 

·c, No. serniannu_al report of possession will be made of-
(1) .Training editions of code books, cipher alph::_tbets, or keys, or of 

nonregistered cipher devi_ces accounted for as ordinary property. 
(2) Registered documents which have been placed in custody or stor

age for historical purposes.· . 
d. Whenever a registered document is found which is not charged to the 

finder, a reasonable_ effort will ·be made to determine the office to which it per-
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t!lins.r 'U. this: isr;npj:._fou~d; _;j;h~1;doq1Ylent ,;willtl?~ for:w:ar<;leq -through milita_ry_ 
cha11nels to the issuing authority for.!.di§PC:Sit.ion; ct llCJt:.·,,~ ~L:f:!;~·;~o:~ ;·;·) _ ·'i' 'l:C 
r:~B:;-;-R~p·ort: pf r:tmnyfe?-'~.;;,-a., }Vhen, .a r regi~ter~g· document~ i!!;·transferr_ed'· from 
one.;pei(SOnrtq::another;ta<certi:ljcate qfctransfer,:in·ctriplicate wilkbe;made,::.-The 
c~rt~~cllter:containing; !_ln:acknowledgmE2nt•.of re~eipt ;by "the r~ceiV.ing'officer; ·Will 
?~ dated~a~d·:sigiled ,by ~:the···trqns~er.r]ng, officer.- ·:;,-:(:f'':0:0 ;:t --;ii· :·'.~ t.::) i'·w·; 

1 -~· Immedtately;(Jupon ·cqmp~etHm-:of ·the. transfer;·~th~r~l'igimH -.of.the !transfe;, 
~.ert.ifica te will b~- fon.varded direct. to tl;e ojli~e. of orig!n., · ~& copy<.-of 1 the1 c~r
tlfic'ate:of;transferJ}Vilb~be: retained•;by each-..:Of the·· officers·;coricerned. r i, 
.,,_c, f.W.henever-~a' t~gist~r~d; docitment ;is(rem6vedr fr:om; its:.proper :pia de. ·of cus: 
tod;Y·Jand! i!!_sued,,to< anot.het. pe·rsonpJhe- cusfodian:· wilL require i'ir ~:w,ritten receipt. 

29. Pr~scribed ; forms.-a. Wan.OepartmentY·Form · No:.P32::~( Record· Card
:negistered,!Doc,u~ents· • or. Devices~· ;_::will':: be ••used" ·for : r!;)cor\lin'g·{ alL .tfinporary 
transactions; im:ply.ip~ an: ilitlividual;.registered ·doctimenb ,.l:;:.::· ;rp: !}_ '· 

').<.ib. 'rWar-.~•Departni.ent:··Rorm_. No' .• 33J (RecordJ'Card-+Registered7.;Documents or 
Dev,~ce~---:Station) will be used by each officer makingla~cqnsolidated. record of 
au,. ;tr~n~ctions ,rconeerning··· regi,;tered. r:docuni.ents;l.t'.:·dt;\ser.ves;: :is:; a . 'check .. to 
p_re:Venj:;->th~/;uri,~olis.covere!;l ·Iosirrof:lthe.:·in'di,'idua;l• c;:ml; •W ai~7Depattrhent ··For:rii 
No. 32.. · · , .... :l·ro~ '::\;(I+ ~n '"·-r-;.n-rrtn'"·I-•'·' ..-.rf~:: !"~(r-.r."" .,. ·· "'f r-n···f'. · t··;i · .. ~.·, 

''if'ii.i t:\V. ar . DeJ?artm~I! tT! Fo~m: r No. , :{41 (:se~~i~rin~al~;O';:;ri_.~ansf·~·~ ~Re~~H·-~~;; Rg~i~~ · · 
t:e~e~:· .J?ocunien ts .. or;>Deyices )Ywilllbe·:used': in trarisferring:•registered do cum en ts 
andHinurepoi·.ting tlier semiannuabinventor.y. ·.tliereof .. •:;:n:• !!~ .:·~:Jt~:., : -;·: ;. i·~

·;:~:r?.";:t.;·~:it ~:~"t~;~·e;)ut:_!In .~?):t Ji!IJj .1·~~v~:~;t-.~,,: ·vru·.~<i~. !~;:~i~.~~·~~~ -~~d~~f~:r,1~J\ ~ ... J .~: 
•• 4 • • ._ • • ... ~l<~CTI~~ IV· ... 7)i~J.[l";;.J~~~i!10f~,'17.:!~ 'J/t) ~ .. 1 

•• l~ ··! 
c·~~b;:!"'r~e:x;I Ghl ::,-, ""ii!-)~~.,r p:tut.?;{t '?~>19!1.r_.·:r ".t:''J[",., ~.-):'ll!::Yi~. ~~lq,'~Y.!-~~!ti l:.l~\ t ~t ~;:: .·~ 
~rih;'t"V:.li·li'.t'3U 'J!~I! (l:c.JJ.I;l..1£?";rq(}~APR_I.<iJ!S~CJJ.~~\l'~:t rw ~"1:!:".i'c. ~~:!r:' ·.,. 
h.~i! . ~rt.hl •. ~,~~ >:.~t.:t ~tT~'i.'t~~~ ,...,~ errci t;)~m~'I .stit 1i:J·· ··:::£;~;:>_;·!·~tr ~-· r~ ~.:. ··, · ~~~~-~t~.r~R~~ 
Authorization of cryptographic systems.:~. ;·:. . - •. - • ·. . : ..... 30 
Per~Qtiaiuu~e~ of·,fttllthoriZ~d·. c:Ode~s -f0~t:idd~ri=,~~==·=~-;-...,--::-·-:-T-.-A~-~=5.i:::--;.lj-~·:---:-;;-t; .... -J~·; 3i 

ill~~f~]~f§~~~t~~~~l~~~~t~~b~y~~~iJ~~;,~l;;~~;t~!! 
Selectwn{of·cryptographic systein-~~=1:~~-:r~'!-!:::2:: __ <!!:~_·.:.:-_!:_~~r~-:.:-~'!"-<1-:_'_aOJ•" '·'· l "37 

~1~~;;-m~~xr;fr;~~~~t£~;;~~::~;~~;!;!~.~~1;r;~~~~i;~:~~~~~~f~~~~~~I;~~~:~;~~~,~i 
l\fethod of bandHng ou.tgoing and incoming :;~?P/lPY-l{tjqJ lf.~W~?-Jf<~S--~:-.. ,.~-;-·_~-~;-~.-;~:;.~. ~4,~ 
Method of. handling restricted messages __ :_~_::'~~~-~-~t_I_~~~-~~':-~~~~~~=L '"' ", • , .1 · · '42 
8onfifma tion~ci'itiie's ~.or!cr'Yi>togi-aplieat<'mess'a'iesr i>i'ohilifted_c;.:t. .:.L;:: :.<.fll~_Es:~~~ :;~·C:t f. 43 
Pisl.losition o'r1 destruct.io'n ofpregister~d cpiptograp_liic.}na teri~,tl:-"~'-. "'~~"-'"r";:.:._'i.-:>._ d~~:c: 11 .44 

. · · -'· · ' · --t~i~,.,.-oUor· 'f.f:! -r-rrt~·: .. · · .') 
.30 .. Authorization of cry;ptographic .systems.-All 'codes ciphers anc'fcipher 

t:'f,i~J· ,(,J ~·I._Uf;.)'!~~·. lPJ.J1P' '.._ltt~·'j.IJ .\i )l• ,.·IJ' ,J.C) f '),'.i'J'"- '.J~ ,• :'r• 'I' ·)) ' 

. \)) devices intended .f?r/tise in me_ military. service ·wn!' be a~!~<?f~~e~,;?t~,I.~:-~~!---t~e 
~o, JJ\J~Q,·;¥Pre:g_gf{Hn~:···<'ff..or,J~r9e~ .. 1_1;1 .!.~~~ .. n~~.9AI,I.W~~; 9!:-:1':!lr:I..,tN~:a,l!~lfo5it~ 'Till 

be delegated to· the commandmg gen~r~\·~ (}J;IQ.,,.::tnq 1,J;llay· be .. delegated I to 
• • , ,, , o 1. , l} 1~\ \>.1 f' ,, ~ ) \J\1.)) ~I \ I l , _.· ' ' 1 , . .1 

t~~~~W .~l~;nm:rnPe1f ,,,a~:~ ~orr1p,v.~~~~~' .. d.~pat;~m~nt .<;~P.jlm\l;J,Id!JK~:~~or. ,8Pe.c~11l .. use 
With1n·the1r departments. . 

err~ 1--i!8e~~8~3-~ -1t~~·,<!~ ~itP.?-~i~~~. -~?,4.e,s ,f2r,J,i.1~ep.~~~ -'r.~~:H~ of'~'u;,~·~~!~.o~\~eJ 
code; cipher ·syste~; or cipher device for cryptographing personal .m~ss~g~s- ._~s , 
forbidden · · · " · · · ·' · .. · ·· · · · -~ .... ··. · "' · ' I 
-!)'32.\lP~~~di;'£~1' ~\li:h:~:Ji~~d.- t~l ·~~r~~iih r~nrr: /~.''i~\'if d':iti't'n~:'" 1 

· '!'''' 
1 -l 

ii~d:'~Hv1:"~~·i:'avli{b· ~~~t~riii ~iH'·b'el?~ilii)los~a·~!?"al~'b~is~~ ';v~J· i~ .n'ot 1~o:l~i%Jlf / j' 
.~;t·.t·:;.nc~rJ..n!St.f ..!l.J .. nl,;l,'"' V 
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~l*"E ID :A4127207 .. 
slt'FEGTJARDING 1M!LFI'ARY ·INFORMATION' 

familiar. with:tlie provisions of; tliese ·regulationsJ·andl:aJll'·instrucHoh:s' pertahifng 
to the cryptographic system to be•employed:rc~· •r,l!'Ic.JJ!l;; ;;uiu::t?.i ·~·:! n: :.;!'Hi•r.ah 
rr<•b!'t searetl}mes'sages(':· :The:.cryptographing r:and. · decry.pfc>graphing~·of- '-~essages 
elassifiei.l ::as as'ecFet :Will>\:be'lpedorfued.' only ·undeH:the.rdirectosupeh·ision• ~of~.a 
commissioned·· officer: ::·For, • :tiJ.e'~specific! qualifications/ of.J personheli•whOJ iiiay 'Jbe 

! permitted actually to perform secret> cryi>tographic>:Work', 'reference:sliquld> be 
·; made;to:letter~instrtictions .oh -this:subjectUssuedlliy fhel\War•Departinen t!iiiU~ .• il .. 

·'!·c: Gdn{idential· 11'1essage8:o J:v tl:>fl!:•· •j F ot )·!•:·,::-. ha~n;:-:.·.t·"' •3li !!'·:.r 9"l!:~~·J:d·.·;·J 
· · (1) .Atr~U·Jheadquafters•Mi limeJ.of peacerancl•·at>-lieadquaf.ters·rofidivisidris 

.•1.r1·) · 5.o 0 :)Jl r rt~ndilarger t unitsi ih9 timel~of~ l"iar,'LtheJ~cryptograpllingl andJ:Clecfypto-

I :~ 
li 
j, 

II '' 

J 
rl 
I'' I, 

I 

I 
l 

I 

!' 
! ' 
I 
I 
l 

! 
i 
I 
11 
it. 

\ . Jq;-;y:; (. !61 Jig~aphi~g·r_of~:coiifidential~~mess::iges ~Winr beuperfoi:medl: byl personnel 
··-irsd .1 .-... Hu:tas j)rescrilied .fim"secret:m:essages. ·1 1.";-; · .• l--.P.i;1:ro:, · bs<G>.)' : ;::!: .c:.:.: 

l'jlJ::r.,. ~2)l A~: :l!Jlheadquarters::,of.mnits(!snial~:r:ttha_ii ~~ diVi~:~nr;inCtirhe· .of :War': 
( messages · classified• ·,as.rc6n{identtalJLWilb be; cryptographedlrorude. 
·16 ain9 urrr";vcryptographect.:..byi,rpersonn'el\ oJL 'the. cr.y.ptographic. r s_ection;' of . the 
·~~~' J-1·.1o•tt):l !J!:{DJesSageJ.c€ri.f:~r:L!~~~-a ··t·~~!-·in '.1{')1/./ ~~~ t r /·, ·,fj : ;.J J 1; . ., .{ l"iC'J J.'~ :-~ ~ _,__· -.: .... ;-, ~ iH' .. i 

• ,1 ld::Restricted1 messages.::. At;aH1 J:ieadquarters,;inrtiiQe :of·peace, <messages·:classi~ 
fied as~restr:icted~ will: be ,cryptographed\<:ir.Jdecryptogra:phed'{by:l .personnell.w hose 

~uties .normally- req~ire tlle ·p:rformance o~ ti1is wm:k. · · __ · ' · .. __ . -::: ·?': 
· · ., '33:l. Cr:yptograph1c 1 securlty.~:officer . .,.;-a; At .eachJ.•.headquarters:· .mamtamm,., 

ai ,~essage center;~there.1 '"ill~ -be:· a cryptographic .security. 'Officer; j,who j ordinariJ.y 
will be the officer in charge'! ofltlie·,!IJessage;icenter.;:1He, will l;!ei.thei:custbdian 
of cryptographic ·m'aterial and will be responsible for all measures necessary 
to insure cryptographic security: "I ~'u1i1~C! · 

b. If the cryptographic security officer believes that, in view of his knowledge 
of other messages on t!le:rs£1illi{.'orjliketsiibject?'a :m~ssage has been incorrectly 
~fa~1§ifled or if he believes "that the regulations governing the drafting and 
cla;sif"i~g of the· message have ·been -violated'; ·li~ ·wni•IrequesFfh~) o'rigfiiat!Jr'~~ 
r:· _ -~ -· ·~--· ____ ... --·· .. ___ -·· . . .I"Jl'i'\lhfll ~;·-~j.,'',. ~"'~ .. ,.•!o•J.Hr" 1"'."-.IJ U~H .:1,11'1 \. 

make· the necessary change m ,_t~H .. l)t~~~~~~~h.,\1~., ~p., A~1 <titt~~l.-!i~.~tH?I/-·r·,,~~ .•.. tJte 
~;iginator~dqes nof-'co.~P,ly ~·wftb :the_ ren.ui~t. of.the_cryptographic •Securi_ty,,offi.cei': 
the matter- -will- be- referred- to the comma:iidingJ officer~:of~ithe oheadqu·ar.ters9corir 
;·. . . • • ,_:, ·-- ·.. . . --·---.:9~C:."'.')F1 ·''~· H ... i~-~~-~~:~z !··· .. J~ •;...-.~ ~tiP'ih~:~'.tp~·/1 
~erned· for ·final- deCISIOn. Ro·: w, 1 , ·-·<Jr·<1 ,.,,J 
~::c. ·cryptographic "duties ·at:· ariy-station. wliei·e.· ;t}~~~~~; -~~~:~R~E~g~,I~IlY,~,£<?!?-~tb 
.t~ ted. -:message~ cei5Jii.~ :\YHL~e. cP'er(or~:ejf Jii3ii~-. origlna'tor _ol:)'!t!lE:!>:message. or,-, by 
perso~nel::~specially ·designafed .. by .the :commanding officet~·c:t!WheJitfcr.yptographi~ 
'work is thu~·performect the fires of-litera1~i;iiain texf'messqges aiiaiB:f'ci!rlJto'il'~~s 
f ~, "' _____ ••. _ • ____ ...,'}·'}' .•-u-~9cf! fulir .. ,.f::-itJrn~~ -~!If!liO,iJ f)U'> :.;fHJ~J!fO 6Hli.Ucr.HLI .H) tlt).d l'SI d: 
ll}.USt lie k~ptln_~r:f!'~~~~t }oc_k_e'!~c_o~~a_In_~:_"..:~-8~-, r.·<B<>m r,~t:>i1j:.~~ -:;>rtilbnn.rf 1o 1ic.M,9Ul 
~ !· 34'.=-~Qu~·~es~ p( JlaiJ.gey_ j;g_ .!<rYiPt.Qgfa,P,ltt~~s_~q].gi~Y.·w.J?y; .;far tth~J:mQst:,proh~c 
sources. of- danger- to. cryptographic1-SCCUI'ity arise-/from> Y-iola ti ons> of principles 
governir)g the following: · · · '· .,_ ·t . 't·l:· "'' 
·.~ ~~k/ 'Th'f} r. pliy"Sic~'i • ''8Jl!hi·U§~ oi~'te'cb.n'icJtf<!iJilr£pli(:~Ilalfa n:pePt'atD'ing:_ · t? .. ;_the 
( .. rft ,..,.t) '"lrtrt" ·''~·)·~: '{Pqn. ~J, 1h",f ~~-;~"('ci"-: .. 1 r~~i;;jlh:n: flU} rrr 3 '!!. \ul lY,; ~~'!~ .. ~~H ~) '· '~):.l 
c9ptog~ai)h1<;_ ~~s·[~· ... - •·. , .. 't t \·i-:1 <n'l ,; ···"·'i"'' ·,o'•' t.~ .. •11:<· ,(; -•r·· .. ::•·• 
H! lf 't:hW'di-'~fting of1'rd'di~rarris, %abl~granis, 1and ·telegrams and their classrfi; 
f'. hll-+·:t£"~~-·~r~·""'!',...... Cu·r:t·.~,~·rl;-) .tr'!_.•c-t'""d:' :·~1l!)f!t~~.T£•l:x>·Ud1 ot .fJ~tu~~Jfqh Sl{ 
cation as secret con{iden .w.;· or res rtc e . - . , . . . ·' 
£)"'f f"''""(T '•1")"~ '·~·..:Jh•!l' .. r~r'lf ·) .lrrc>:;l!fi' ~--~n .. ,h ctr.:t::~;~,q~r; .. h:n /lf"'\r"t ::.-1:-)bf!J:d"'"!fftt'h"'') "1~a'·cf't'"u·ra!l. ' c The -·seleeti'on ·of ·'the spec1 c ·cryp ograp 1c sys em an . ~ . ,

11 • · ' . . -. . , ~jG';fUJ'!J .. tj0l.> ·T.•.). •.J !Lfh 'd 
cryptographing._ ·<T · .. "' .• _,. ... , -:~-· 70,-r~ -~ ,_ __ ,,. f•.r"' ~CCI' J.P. 
i".:~;z,'l'Thgjhaficili.D.k;~~cP fiJinlWf· fi{e}'ai, r.::Bariirhrf(se, :'aild'. crytJt?gr~phic;v,~ersL~~ns 
~i: gq:-lr: :"1!-)f'ff I •::•tO&'!Sq ~ · i~~. ,_:;:·Q:~:j\!·:-r~ '.'').L 9:)!\'':jJ 'I~b(JlJ .t.O (1: ~-.. ... ~:1 1~fJ.<:• .. :l '. JJ -~'l 
of messages. .a:J(' ~.l · · •l 1 

·· c The ·inclusimi· of· the literal·plain text· of cryptographed messages .Ill <toc-
~Jili~&(~ "'iio.tliaif'.fJi'fi~a 11ti&:iibic11~~iii~Jt/.1fi£6t'niiiti3b.;,;~5~'i;~!~aArfP"i~s~: Fe}~a~\s rHl·•IItl!')~[l HHI ·,f ~~,;;,r .uo ;;~'11 '£ilil 1ft tJ9'~thl~flf9 9<11JiVI UI!JJ?.'(,ct :J!t1lJ:.s·loll1q~·u L'3H 
w1tliout paraphrasmg. 

14 

\ 

\ 

.. I 

I' 

SA:EEGUARDING iMlLFI'ARY. INFORlVIATION; 

AR 380-,::5 . 
34.-37, 

r: :lf.JThe :selection:ofm! in:ean1'mof,tr1J,nsmission andc.:the .methods used·,in•,sending 
a message. . .';· .• t .. ,: . .-u 
,w,The;•.foregoing 1 soi1rces· ,of,;.danger aire.;cov.ered'i:in1-det:Ul :inr~other' paragraphs 
of•itlfe-se regulatfo~s.J~ ... : o:t Jn~:.~ I.,ru; s.•trJiJ ju.ti .t:H.i'-!L·~:},:,Or,;_...) c~:; ·)~·.:.it;Ii~.t"J ... ~ f:! ,. l: 
·,.-l'35~11Responsibility,;for.!classi:ficatioll'i6f niess_ages:~a.- Within:ithedimit{lti-Ons 
prescribed·fin~paragraph;,4J:bf;the_ ••.originator,c.ofi· a· .message. :is ·responsible;, that I 
the1:dassifica~ionJfgiven ·1to it.- conforms,1to ;~llieJ~de:fini tionJ:giv;.en:lin J ;paragraphs C/7 

8, 9, ii.itd.' ·w:. H~ is alSo ·responsible for the proper marking Qfri.th~;l'IneS!lage t 
beforet'fo~whrdi~iihit;fon.cryptographingoand\-tran§.illission.1''·.0H'rt1q<>::,g .b'i: {; 

b. A mesSage wilUinva·riablY. be :Classified .andiJm3:rked ,;secr-etwcon{idential,I!Ol'' <"?' 
r.estr.~()fe·d~; ::i.:-Jill __ ,:/.~~10 ,;};J~rtk1,~'Jd{1 T.·f ~-i!~Ji~~·frhT~ J~~!·;--~· jj cr·ti;~~}•tift~~.:·~.~::f 1r1 • .J fY? 
,:;·;~''jOl1(l),riWheriuif~cotitainsi hifoi·rna_tiolllL\Vhich:.is· secr~t,,or,::confidential ,except 
"111 (\f !l'j~.,;when markedLSIDN]} IN: C:PE-t\:RiaS.tindicated.:in ;pa:ragraph 41b(2). l 

(2) When it contains matter the transmission of which in plain la~guage } 
'is prohibited by,:A:Rt.105c-25.r0 ·,,, ·'·'"·liP'.'' .,,r, .1.11,) ... .:.1 J :J., J 

36. l:frafting·•-messages.~a.-<Rotltine· -reports ··and-:messages,,wliich(.ri:mst b~ 
given!:laXwide ·distribution;.or,:'whose' contents have·,be_en;:or may.,everitu:any be 
furnished the ·press, or whici1 contain extracts or quot~tiohs;.from:a newspaper,: Q 
magazine, or au'y .. ;other."document'·available to cthe~public;.';will'cbe;"prepared so .1' 
as to per)ll,it their.;:tninsmission::.in. plain•,,Janguage .:or..iwillhbe;:Jdassified as · 
restricted. lf~•lr.i Hu~J!>Snuu".) t:.-!. oJ J~·n·. ·M ... (. t:d J-:.u:u !; ti .-.!;· ... :~~: ~~ i~ ;: .u·_ r~';r .~ 

''" b£ilStariC!ardiza tioriio:flltnercon tent ;and.:forin :ofJsuch ,;Ciocuin(m tS• as •field ~oraers J 
aliCr'·''or)eration .. ' f"insti'uct. iohsi'jist>~ecesSa. r.y. , :rt~ut'~"«'I:i,eri'(,~x.ed;:expiession. sl~a:r_e _~re: ~. 
peated in a message the results are exceedmgly.Jdangerous)tot.cryptographrc se-"' &
c~rity, LiHe_rice1\stel'eOtytied•!~hraseologyqf~d:~s·et ,form'-' of) e'xpfe~si_o~\.">~s~e'cia~ly ~ ..,J 
at the beginning or end of a message, w1ll not be used. Examples'tofllstereo: {;JIJ> 

, /.· typea:q)egfniiing-''are-<as-·follows::"··~'Referen·ce 'your;?! ·~R'eul'ad~''':''!Refer'eiice .fuy," ' 
\// ef~. n:Necessary :fefereiices_.(-wH;l,:•be-~placed iii·lthe ·body' of:.-th:e.'-inessirge;.T!l'l(,'i•: _j 

•"''c:!·Wofds1'nof'-'il:rlporta'tit ~-:to~'!tM'' sense will' be'' omitted.'\c•()orijiinctions:-::and "b 
li_ repb'§itfo~~~~ w'in~be- reduce'd: tci';thejmiriimtimf' aildievel'y.-eff~~~ ~~~i~~~;b~::~~~e ~~~ \"' 
avoid repetition· of .words. , ~ ·''- ~- · • ~ ~ · / · >A ·it: ~ 
~-~~:; T~~(o;:-ig~,n~to~·-of_ ap :l~s~~fied me.~sa~;:.:·~il!.·Pa:,ap~~a~e/su~hi:P~rj:i~~~:~s .~ 
:are'quoted from..!.!.~1dl.· ,oJ,_. ~fJ~·- ·:, J,.7r ..• L-.<'L~'' :l.JJJ•C».vr: 'L•t ~·· .... l;,,,j,.:) . ') 
srfl ,,; (i~)n'LC'tt{e~~itg'Jr in f.>"p'iaili' ilm~g\iAg.~e::~ · .. J : ... ~, ,.,, ··• ,,r,~- rn; "'' ;!··.: ::r:•)·!· ~ 

. : . . • ··:.~r:il .. v::<.:.:.i.r;/ it.lJr Gl .. 't'.10 ·. 
· (2) A message in the same or another cryptographic system. · . 

::.-J H_;,,( :h••A : ne'iv~viiver;•.: inaiazii:ie,t:•orTd6c~nieiif-ava.~la~l~~~~-o· ::n? :·p~olic:. iff. < ' 

e. Punctuation words, such as stop, perwd, and -comma, .. wrll, ·be av01dea 
wlieri~v~r· tli~ 'nieanirig· is·::clear · withinl:rr·:thelfu) .·Piinctifation -•marks'f1shohld 
oe spelfea' oi:if'when'J:it ls' esse'iitial>;thift 'tJ:iey:~be'·transmitfea•tiriJltlieJ b'ody.!:;of 
t:hE~{~mesSri.i~e.-'1 ~i .. ..!:-J" }.;} • ·Jt~q ';.~.,;or·) !-·,cv ,.•ii.ci!r Ih!J.iJ'J:;S f~'Ji·.ri9r~ P.':i-ti 1 i•_-.; S;An;;r.!!Jru 

sus7Psele~'tioii ofi:C:fY.Ptographic'·systerri:~:_:a,;·:suliject·J to''niodiibition· -as~out" 
I• {Gii{(iHfii'·parrigruph 33b;- tlie· classiftcii:tfo'n':Jsecrct;(ciYnfident~alr o.r 'restricteiJ, given 

a:qifes'sagiP!:iy' its cirigfd~or :gdvefusr.we ci{vpfograpliicr:systemr:to''l5e 'used' ;in 
Ct!yp'{bgraPlii'ng~the·D:l~ssag~;.i4'it.:1 tt~·r~·1~ i;i. ~.::~ ;, : .. _.·;}~.-=-~ :::.~i:'~':~; rr' .~ .. :.:·--r~rri··: 

b. In order to prevent the cryptographing of'identical."~ubject matter•byfmeans 
o'i liii'fer'eni' cbil/:{8' \i'ria:ii~i:Ph'ers? orice) t'm'!:'iliessaie ·h'dsr·been::cryptograi5Md.,<":au 
~tibs'eQ.J~n:fl !Iies~~gesJ'&i'tli~e:siJ.Ihe ·sui:ljec't ~wnF 'D.orrl:Hiny: J:ie·· ·sinil.iii{y. Jcrjpto~ 

. iHH-i.Plied. ~:onTY-''a higliet-··head.'\.iuart7,rs'l cbficeri?'w·:;is::au:tli<'lrizea t<:r~cn:afig{Vtlie 
cfyi;ltogt?ii)Ific ':.system employ~d!"~ tfi 'a''i du1nge:-is~ 'iiiithdrlzed)'!·fe{efenc(j' to 
previous rness.ages -''b:Y ·tii&iF• 1fet'iH·e1i!c"e11!.~n!~beri .:iJm ~oe;)lvdiiil:a;''' !:: <f.ti<l'J •:tn 
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37...39 SAFEGUARDING ';MIDITARY, !NiF.ORMATION 

·) , c:'>.Theuinieret ac~riowledgmerit; oJH,~a·!~ryptographed,·i message!1:need c :not .\be 
Classified. . • .G'f'O.?...-!.-:.r .-~ 
~:1;4.·;When( the' ·same IC1ear-textt;mess~·ge:·ii's ;trans~itted ,._fo:i·several··1addressees 

f~ it wiil ordinarily be cry,tognlphed but once and .sent to. all.'address~es: ~ Ifdthi§ 
·is Jm:possibMlbecatise· Ih---~dd_ressees:1do-'·~ot~~liave~·identicanrco'de~~(~n;~,cipli'ers, 
the' texf,·ofoeach ·.Iia!ssage·;.which · ~must;.bhcryptographediJin·. ~<.Idifferentr:systell! 
will.;· be;: ;carefully r. :and; ,,differently:: iparaphrased .•. for it£ each t; tsystem'" ,,before 
cryptograpliin'g.·_ -,·u! A·r::•n. ·r·~rr·)1Cf s.cl:i' ~•o~. ::Jfffiil.af;:_.-;-;, r·.r '\ -:i :)j;i .{'l h~.n r. ,J 

38. Paraphrasingnnessages~',.j:...a~r,To>paraphrase· a· message.:Js •.t~ ~rewtite,u;so 
thatlffs>nieaning';is .the saine'JbUtJits ;pliJ:'aseoiogy is'rdiffererit.r!::r S''i}f;·-r~:;:;~ •. :i 

b.· In paraphrasing, it i~ .. ri~t :;;uificiimt ·.to paraphrase' only the beglnningwr 
e~ding :of :·.the ;:message ;o·;tlie re'ntirefi:nessag~wwiilli be;:subjected~;.to':ithq !.:process. 
. ( :c:: (\.Paraphrasing ,:consists;: •in·"' apt:ilyi:ilg]; iHl ,ure~~follo:Wing ,processe's to the 
ll!ess~ge·: Hi!:ir.t rri 'ii~.;; ., ::u ~•uL1Hl.lrti~J·J1~J'· r-;;h ";'::·i!t~,:q: ~~!1.l:.:i~rJ.::t ·:~.r1~-.,~J',•'l. (:~·~ 

(1) Changing the .sequence 'oi.the~;prir'agraphs:fl r:· ... H·~: . .tr.-"': ,.,; · 
G:l :l•m.(2)rf.Clhanging: the LSequ~ncewhthe :senfi:mce~-.in;,:. each::.p~ragraph:' ... •; 
f::j ··~t.: (3·)ro.Shifting ·the,·positions of .the • subject,~;.pr~dicate,·c:and cmodiflers.tin 
,· .... :fflAl 1~'t7·jr: .reachL.Sentence .. ;_,_: _. .. , '• 1'::; ... ~ .. ·~.:. ~J;~.t: :~ · J:_;_:r::rr '10 t~ .. ~S-'1'-:.( ~;·ii: .i:--.. ::r.{:·r~rii·J~ 
'Jtl)I!"'L(t);;.<ilhangii:ig from,active .to passive-voice.· or:vi_ce.~.;versa."f.."'!l ·::1 , ... ,: .. ;;D~<I 
?. '' J.ai:.(5k Substituting .. SYJtqny,ms.·ilrcequivalentr;expressions. ·,;'"I"' ·;i;t;;·~ ~·v • , . '· 

d. When paraphrasing must be resorted to ·in ·connection wit~ ,\messages 
having !identical~ or,,nearly!;··identic:ll:plainj .text,: ,_effort•·:~i.ll :·be . ma.de ·toj, ~hangc 
the lengths. of the;paJ:aplirased' version .s.o. ,that.tl;!-CtQryptograms, 'Yil!··ll9hr~seml;l.le 
eachi.o~her:,eyen ;in.lthat·.r:e~pect::.~ :J •;· ',,, .. ; ' . .' .• '· j f!'•", i ·;·1) .;~·1;.-: ,. ,. • ' ! ·~·)!!·' ;~ 
'~ l e, !:,1\.;par~pP,rase. ~o.f. a• ·mes~age_ ~will·:b.e · aceord~_q, :.tp.e·. s:;tn~, cl.a,~sific~jion !l.s i·tJI!! / 
oyig~:p.(ll~:me;;~ag~!~~--::-· -~~ ~--~i '.~: .~2!.!. .~:~ .;',, · · .. t'f r1 :~o .;£IJ. ;o; ~liJ·l~·---·.! :..~J: ,j') 

',·3~. !~e.t.4o.4".o~·~andlil!g ·o,l!-tgoing,is.~cre_t,:·m.es~ag_e.~--;:-ff·o:TI,J.e·g;:igillatoJ,:,·~ilJ 
p~epa~;:;~!ldc.number.N_all copi~s.; of; seGr.et(1m.e:;;sl!g~s, esend,J.he, origipJ!Jl:to .tJw 
gi!]SS~ge,;~~u~er; rf!.nd,,:r.etain i o~e C9PY fOJ: tempqra,ry )ile .. , .. , Ot:l;ter .... car:qon>'!;OPi.es, 
aJl ;.\l.U:q:\bere<:} an(!: ;bearing ')i_h~ ,foll~~~ng; uqtati_on,' IDf!Y< 'be se.p.t~ toT l~.c~~~ pf_fic~r~ 
directly concerned_: · · · · .. '.·_,-, .. . ,., .' ''(J ..;, • ·~·~ .. ," •• :.,~!· 

• .., +,:. 1 ~ J-.1-J;,...,.., .'.~4•JV l 

~-·The :makirigWof:·'an•<r.exact Jcopy·'o~·::this ~message• isj forbiddetv~·· Only·· such 
extr,11ets as are absolutely necessary will be ma(le and marked-- "secret.'~. This 
copy will be safeguarded with the gr.ea.~~.!!t.,.care. 1ap.d \vig be, ~eturned~ t6 trw 
originator without delay. ·-? ,,.,,,, J.J< ·'-~. r. "<" • "·' · · -~~· • 

·, . , 11 .. ('::..,:.·~ •)'_:t~··.-... ·.~c-·· ·.;-""·~?) ·:~rpr,a.~ '!f)::. -__ 'il f.(! 1:1: :.·':{,:-',"";')'":~ ,\ c~·· 

A~l su·ch:;~opies '":ill: ·:b~: .~itr~fJl]ly, a.G~~~n!t_e'c\!:f.O.:t::.;p,Y..; jh~~·,<;J;.i&'~l).!lt_qr J!ln,ct ,will be 
'destroy~d:~w':tleP.:•returpe_d. r .. ,., r, ,; i"I '"'0).:; ,.Jl ···h' .,· .. ·· ·. · ;· · , .. '·r .,, - " 

; I li'li.The•;.O)Cigina_l'J,Pl.aiJ;L; t~xt. c9vi::§en_t,iQ 'th,e. ·!ll~~~ge ~e~nte~.~ RY f}J~ ·~~:igl~a tor 
·~-il~·.Jbe.r cpyptggr~P,h~cJ::.at;1t!le':;,~rzytggr:J!PAiC::..~~~.t~9A of t.he.,IJ1.f!!JS~g~, c_~yt~r~.· I11 
m·essage centers serving tactical units one copy only of the cryptogra.phed 
!f!e'ssage: wil~~ ]Je.·,Il}Jld9i i.~C!ti!r <WllL bg ,~~ll.t,c.toJ~t.l\~.-. t~a"nsp~!t}i~g fl:_ge?_c.JJ'~BJil.l; ih~ 
g;gng· ?f ;the_, ·In;te.rJo,r')t4~;!.WUP.b~r.:·!)f1~CQP,it)~<::t.o.:;,g_e JIIJade,.c 9t Jtl!e, ,c~:y)?tog~ap~ed 
meflS!lge ;wm.· be,.detenp.i!f.e4,cbY ,;_tp~. ~!i~m~P.,qi:r;t5 -.Q.ffi~e~-;~J t~e .,Jte~ii~u_art.er.~ 
~oncer~ed. All work sheets :rsef;l. in. ~r'yptog~apl"!~g. tJ:!.~ .,,n~e~~lt!!~~·1'1[.il.l_. g~ 
~!!l!ll~9-I~tely_ de§..t:t;QJ;~!l;ib:v,·)l;m~P..lJ,lg~ f) ;>;~!;li·cj."C ;no1cpf.'I•> c.:..· ·1! ·,:, 1,_: o, 'i:i!:·w r . .!) 

.fJt.C.,~E.xf;eptin·:t!l~t~cakup.i~~ !~~rqrigi,:r;t.f!l: COPY,; ~f., t»:~.:l.it~r~~ plai~ \El~J .. 'rill ~ 
ma.rlfe!i -~ljl-~;I'1 ;(,dfi:te) <)!~lli·r~tur;:t;~e,d:;t~i.UW. ~~~flfaj:g~ }Ythq. ;will Jill&c~,1 ~tr }p. _h~~ 
§€Crt)t.1 ill.~ .,fQ.:t: QL!tg<?JP.gr1 :r;n~_~s~_~:g.~,t~"~E!h ~e.s..t.rRY.'If-1&~ ,retaip.ell sop~r)?Y ,J;I,~rn~~g: 
J;~ tactiG::J.l;·units-.Sh!!.,P~~~~-te,xt;C9P.Y;::WW b .. ~ fi~~C!t.llF;the ¥l~f:!~age ·~!l~t.~~~< 0~1~ 
?ue C?PY, of th!'lllAteJ.9-l. t§;t ~'Yi,ll ~~:~~~.<_1. ~~tom~. ~Jf?~n~ F?~:s e9iC_!.!; ~ •), ;; ~HI;: ~;I_,;:; ;.1 < 
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HL·a. The 'transmitting:>agericyfwHi-'~rld. tlie1cryp'tograph~d :iliessa.'ge, retaining at 
·i~asFone c'opfint-its1fiie'of ohtgoing1fuess~ge·ii for'fina1 dispositiiin in accordance 
!\'\h.tl{.I0Ca1;.~egdiati0llS;:-:::L,~;_~ ~J!!~·lll!l: ~~·~·· :r;r·.-, ~·~~: !;:-:~ .~:-.._ ;_, 1/~\71 r:'"'.r,~ 

e. Iii"t!ictiicafoperatio'ns'wheri ftlriie' permits,'tsecret~niessages:wfn normally be 
·carriecl oy ·iF-'staff1officer' 'or·'speci'aP-'ri:tessenger-:Operati&g "as lf' dii'ect~·agenf of 
the' ti'!1nsinittiiii(office.·' LMessagesl so' h'aiidled wilt:noriiuilly :not be :cr:yptographe'ct 
·Se<rret mess~ages ''may'"oe 'tra'nsii.iifte(lt/bf''eiectrical' -or~ . other. :me:iils 'available 
,f(jl' th'e'' IDeSSageVceii:ter! Whefi;· tile· :£ifue ':{)f· tfallSIDi'SsiOn:fCilll; b(f ireduced \thereby, 
. bf40: 'avrethoa ~ o:fi.J!i"aiii:lliiig~·in'c'oming' secret: messages-:,::.:-a, <'Ali' 'incoming secret 
lhiessa·ge wilFJSe -c6pi'edl:jfi :'duplicateLbyi tlie·ireceivirig''Operator ;!!the'~original f will 
go to the cryptographic Section' '~ol;tfthe n'i.essage'} cente'r! 'and'.'the•' carb'on•"'COpy 

·tO :the' fil;~S 'O.,f, the':fre(;eivifig- ~tiO:il;Tor.: ineSSllge · Center;'!-Where it"w'.ill' be' d}spi:Jsed 
,(Jf,i'Jf·accbi'd:i.nce~:With;local regulatiohs,·.lJ t.J ... :: :<L" 1 

{:1 1i7 ':1 ,.,, .• _' ·:,>7"1!');J';'' 

'Io~b!~ .A:.•tcryptographer.Lwill9'decryptogdph · tlie··.message; mali.ing ·only:rone"copy 
•of;the ~decryptographedAitetat•.plui'n lteif; wliicli: :~ill lie ·marked·· SECRET' a: rid 
delivered to the ·addressee. The ;cryptographed· versiohLwill· ber,retained:;in":.tHe 
·file~{: of the .message· center;.wheret W•Wi.ll-be·;.disposed•rof.,iu .. accordance- with 
Jlocal" regulations. <!!'fAll~. work~ SheetS' ;used•!iUfcdecry;ptographing ·.will <be fdestroyed 
rby,btirning;.' }The '·Cr.yPtographici;section! .will not retain·'anyc·copy ;of.;-the;<plairi 
text in its files. The pla:ciil.'g.cou·;the"Jmessage'':tilan~:.of•:any·~m!!rks· orrmo'tations 

1eyeu i'€rrio'tely':·:connected•·.w~th ·,tlie• cryptographic· syste:tn:: qr·;step~·:m·:decry.pto
graphing r;thednessage; •siicli !'aS sunderUning,~key"· wordS,"' .i.Ildicati!lg.r groupings 
corresponding to lengths of ,columns of key, etc., is forbidden. . 

c. The addressee may make andVcifciila£€ a ·limited number·of literal ~opies 
for the information of other offiGrm :.!l\~)~~t!;r conc~rned. · These carbon copies 
will all be numbered and bear the following notation: . 
rlq.::.t~ 1 O'i . 

il-~- Tlie making of an.exa:ct copy.of.this-message'-is-forbidden.- ~·Only such extracts 
;a_sare absolutely- necessary, will beJ;llade and:.inarked SECRETI~~-This·copy will be 
safeguarded with- the greatest -Cal'e':and Will-•be •returneu~to "...'::.c..:..:.:__:_:_<_:,cc[".:..:. __ :.,:_ 
~ithoilt-delay.-:- .,~ .:.· -· -·· -·· -. ·-tct· r·: ·iHi:) · •l•. ·;_• '> !1!~,n1 u('·;;;.:_t·.-.- ~.· i!. ;~r. -:.: .• · ' .• 
C:i:. • __ ..__:_ __ .::.:_ ...• :____ _ .. - -· __ .<h;j!r.L .. .'!; .1'!< l ... ..,._ii:.:.~-~:;; ~- ~·tt .. -::?:· · )v ;,;~ 1 · ::;._ : · 

•All such. information .copies. will_be car.efully _accounted for;, by j:he ad.dressee;:and 
-\!i~l-be ~estroyed when returned.- Only-cone'·COpy -of·the"literaHexf of·tte:message 
\vnl~be·kept·in the· addressee's office." ·•1>~ni ·;o '_...., ,. ),,.,.~·,rp·, ·,m'f!. l" v;r:.;;<..wt·. ··.-: 

~:~ 41~-lViethod or liandling outgoing~ana·'fn~6iiiin.'g ~gii:fi'a~ll'ti~i~~-e~Jfg1·~.~J. 
u.t t adniinistrative ~ i~eadqttarters .hfiv~l.{i" fim.erf 1rie8iaue.~c~~ters.~ w·b';-;ever _prac
fticable, .. tlie procedure to be followed· ·in- the'·handling 'of.'-niessagesi'irilrconfiilential · 
.c;p!l~s OJ!, ~Iph.~r~ {wJ!Ir_l?e!sjll;lst~ntig.l!Y..:Jh.> ~i.ll!!l.'!J,S.tl!i.t .. Pr_e§£~f!:Je~);Q!JJ;p_o§lg tmns
rm~tteC!: i:t;~, ls~r~tr~Qd~i9r..: ~iph.e.J1. ';) r~ey,~i)Jr ;hq~ev;~r.1Q..\t'mar!'._gd~!!!J,(}, ~f~gua:rdw 
.i.A ·; ,\J:cqgx!Ja~~~,) 1~th it ·PI<lY,i§JQn~~ Q~ ,t!J..e.1.1e. 'lr~.e@ll!.tiQJ;Is:: gQYC'l.l:n:!Jlgr!!iQQP.!i!i~¥t!!J,l 
.QQ~:tJl:P. ... ~llt§.;r;..} ~f!it;j r : 1;'.{ "~~JL-t·~:)!:j7• }0 :~tf_f(-!qb ~{£lfl ·~{' ~!'!lJ;jj:_Y~JllfHfl," ~.-. 1 ~~;'11i) !-;t ·._1·1 

-ll:~; .Itt- tact_icqJ. ozier,qtigr_~.s, si_1fli'!-laf;§d,!.Q.fi·JJ;Q.~1ta..~''wf:l"a 9 ,1, · :·:t j.i:;:r':'u.'ir·!! ':'I!r·.,:'} . 
. {1) All messages not classified as swiret wpl be reg:n:4id~a§l,cp_nfi!Zent~t 

ro ,J:s;;l:; S!!J ·Jlutf:l!~e.d·.nQt.:be;:§QirnaX!>:!)Q..-zQ'J2).l_El,;!P.!:9.f.(l<JJ!!'~.lJ:9 .Qel::(QJ!.o.wed: is::;.pre" 
,;t:<•J:l ,:i•i"t ·.:t!;"~~~i.Qe"h.iJ;L)!',M;.~t§, ,p.i!!l,·jn othex p~rH!!ellt-)r~gu!f!;ti.qqs a.l!d!:..il!.~tllur;
:tndf, 'n~~v:·r:· >.tio!ll:?;•!~sued:'bYs pro~r; ~~lliority!:r<:~H:;,p~.di9:-we~sl!ges~g~:~ept·.!tp.ose 
-.C:s:Jiim .•r, :·~91~.1 ·ln J2h b_e,lowr.will:.]J_eArJil!§rnUJ~dii~;•cryptpg:t:aPh~Gl·f9.1:1Jl;: or~~. 
11£. uL.:11(~)l'.~i!~ :.th.~::t!}s.!Jcf!.l_sit;_,ua.tio.ntis su~h ,lt]la_t:c.Ume .G,all!}Qt::l:le;.;§paze<L:fQr 

. . cryptographing, and when the informatto_ndo.:!~eJitr@§IJ:!l.!tted,iJ1f · 
ro ~I<JiJi:.J .&-iJ?.i~XGt;m,t~d~by 1i_l_l..ft:epe)lly, ,<;ai111Qt.b,f)U.Cted(UPOJ!·.'ii1Jt~J!le(t,O)i.I1~Ue.nce 
-(jd~;.,!J oun t!!~ cll!tw~t\@I.iil} ~que§Ji.!W, t:f!•J:C_grgmaJ!qi.P.ggo:f!icer,,._QX-;hls !iUt.hqrJzgd 
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,l r; :~., c!'r:lj·;.r ,:t;epx_r:~~Eta.ti.~~ l}l{t:fq e!9eJ.i1tlt~rJ"!'~W;I}li,~~i,o,~ 1 io£;;\l)~m~§\~\W~ ,j_Il,_-p~ain 
s>:· ~· ;,-· .. ym JTJ!l:~@!lK~I;QYi ll);!'_ll;djg~ Sj;l}£i£IJsS£i;~l,lg,;ll!.§ :!lf~!).ql!llft,~rst&J" <!2!l}~~R<;\' 

Such written _messages will be marked SENI?J1~N;,Q}':!)JA~.~qverr~~ 
':l;; ')<£:rc•:- .:; fligpat)l~e,:of,-1tl}_(;! :~9!ll,m!l.ILde\l Q~ ,l:J,ifl; ~."\lF}H~!J&e.<!,1~epr~sE:,nt.!lJ}v,eo: " . 
:' ,0 4_2,-,. ~e:th~g~> o_f ;h~~d!~J;Ig¥. r~s.t~:~ct,ed-Jt!ll~f?!li.lg~Jl·T<Tll~·,"!PJ.'O}~~ji_ur~, -t~ :IJ~-~M· 
Jow:e~; ~1,1.; t!J.~ i'_!.la11dltng_, of-r ~essage~ ;in!: r~s.tri_c_te!l,~~o!l~i:?. ~an.d. · ,c!ph_,E;r~:'lFHb l)_~ ~ SJ!b,· 
. stant!al!y Jl!e 13ame1as tpatr P.l:~scribed-(for:,qlol1~:-,t!.l;~conJid.~_~t!ak.-;p,ge_q~J; c~p'!J-e:.;, 
_(·;Kcept[th,a t Jl1e. !:1-llii).b~er·;.o:I;,;!:QPies .n.~ed. qqt·l:!~ ;Frq.!t~dl:~9!-:r n.~!!<l~(h~JJ1Q~··Pl!mP.ere_d. 
Jo:·-43;: f,ol).fvmaiJ9n .. cop1eJ>,;;Qf;g!Y.P.tograp_!1El4L:r:q_es_sag~s lp,!:'g]l.ij:ljt~.<k'-'-~'h,e ,l:?,epd
ing• by-.m1y•meaJ1S;wh.a~sOj!V~';.Ofc.conft,tJilattq,n:c9pie~;pt ;tP,e ,p)~~tl t~,x:ti_o_f. m~§~!!g~~ 
-t,r~·:;;tsmittedyin, cod.e:o~· c_i:pl_l.e:t:. is .~tl~ictly. pr.gh!_bit~d.;·t· •"" ~~~~~ ·~ 
~' .3 {4r;ii'Ji;:;po_s.i tio:g; ·pr-t cl!lq_i;I:l;l9tiOJ:;t~lof,._,registeJ;~!'LJ ,cr;YP.togr_~pb,~c :rna t~riaL .--:~· 
Whenever. a person wl;lo has been ,issued" regi_'?t~j:.e.<I se~r~t:'ornc()pfidential ~odes, 

. <;~P!lers;,ci:Qher (l.e.vi~es; qr;;do(,!urpellts pe~tf!!!JiJ?_g_-th_ere.to;~h!}srnp~·'fJ.l_rtp.er;need:for 
them?;,M::..wm revort1that fact ,.t<:\ <t}le ,QJ.def!'S.igmi'l- Qffice_:r;,.,,o!:rirt~th.Et:·.~as_e ,_of; t)l~ 
-fiel<tfor~edn;time:;of ,w:ar1t0. the signa!Jof_!icm;:;~Gf~Q;·,: .!"~'l~4ll:hH ')tC -'t ',-. :,,· '!sh 
f1 t:b.- WheiL it;lms,-becorrie.~hi,g1Jly~}pr6bablef. that '·cryptograph_ic:·material 'will- be 
.sut;.jecbto :loss'ior coniJ!ro~isf:l;~·allfldocu'i:nents::Jand·: translations .:of 1messages; ·will 
·b·e .. (l,estroy"ed ·l:)y .. burniug,i,and the Gi'pher,nnachines~or;.~dev~ces!.Will b~t.destroy~d 
;}Jey.ond·useror·repair;·and!if..possible; .. beyond•;:t'ecogni~ion:i'; •H'"!:' .>e<~ ,,!i ·~' !:c:t 
-o: q,v.·Wlien•.cryp_tographic· doGumeii. ts·o_r :df:lv:ices)Jiil v.e11fecomemnser.vi(!eable through 
.J_ong~.use;: r~qilestirfot t~1ei_r:replacerq.eiltiwill'lbe ;made;to. tJ:te-;;issuingt'aut}uirity. 'j 

.O.~~~f~if;"!~~J .':'J .. ~J9 (~.:9:'J )o i:~H!l1l:Jl0~:) :.~~> ""~LlJ~Jji!'J! r(~ ;?f1~t,~~'Jf~· •·. 'iJJ') 

~ ··~~.-:c!l: fr~i.,o:"\,;··r.~·~.) .... _LA~rr;rr~~ l:n·tJr:1:r r; ~~1:~'!~l·;vbt!JJ !.YJf,~ra t~nro 9J:-'-{~·_,1~tt.c o~;? .~) 
~-~rl.OJ :;1)~:·1-r:) ..-.·.·~·~.";.-r.. ... • ~iYJt!.#''>')tft'·} '11-t·t•'."r:il :;,~r•;o;r:';') •r:-~!Lo :t:o ;:r.:-~~:;.·,J"p~·a! •. <; ·.n·~·.i 

·:.cru!-JH~~I~~~~~~i ~}ta ·;~:~'d jHJl~ h:;:~:xfu:.uu u•.: _r_~. Hiv.~ 
· Paragl"aph 

~~!f!~~~{~;;~i:~;~~l~~:~~z~~:1~1~~!i~1~~~~;t~~~~f~~t-;~i~~~t~i.=~~-~~~~;~;1~tLi~ 
Classification of information from commercial firms ... -;----~-------.-------;:~;sLc-~.:-·~Li1~ 
Dissemination of classified technical information _____________ · __ ·_________________ 49 
ariV·it'a"ti.OnsJ.'for. bidS aiid~C0lltracfS~:!~!::-Y!JJ:0.5!:.Urt..::~ri_J[i~q_:.:..~'i!Sl~!.l!.f;_rj~·.r::::~:!~i.-~~r-~ ft5o 
~~~p.;gsuH~ ttons:: ~vl tl_l_.tJ~§P9_n.sl b~~: ~Jl.Jl uf!lctu_r.e:r.s~1 ::.._.!;.--; !!::..~-=-~;.. ~:!.-:;..·~ .;~;-~ ~ .:~_~;c~-~7 ~--;~~~- f H 5_1 ' 
Rc¥ponsibilitY. of Arn1y -_repre~ntatives or . .ins~ec.to_.~~:;;-:-.=-.::-:-~:=;-{;!-;;:-..J.:.-i:;-u~-::~~:!S.;_sd-~1.:.~~ 
~esp~ES:i~g,~!{t':'"!o~. q_o~~~ ... ~;npent. ~?~!r~~!~F~-r-:-~..:--:r--:-~----:,-F."'"~-::;:.r--~.-- 1 ::-:--_::-:-~1---1 .· ... u3 

.·TeSts ·of~ Classifie'd-·illa teriel£.0_0_..:.!--l...:::.-~:.~~-~-=-·~£1"~-~o... .:::.~~~!r~-:_5.!.-..::£~~ ... _::~; _ _:£~~~ .:.~~~~--~- :~ 54 

;~~~~!~~1~~;r;;~~~~~i:;!:a~~:~~~~t;~~~:~~~~~-~~~t~~-~~~~~=;~~~~~~~~~=~=~~~~~~~~~;;~~; 
.,..,·45! !Autiiority .. "toi·criu3sil:y!.:tJwfienever·tmetcii'iefl<>:f-:·arr•'iir'ili.<or~seiv'i<£'resp'on'
rsible "forla< research• project· :'(i:f'·fofl\l:fei'(lesign";' deveiopnientj:'!tesf/'6f'2prodU:ci:ion 
l{;j;·l:pr%til"emeri£~ o'fJ"all\ atticle1IO"f~~ina ter:iei, of a'irco'rrfponen t t"' thereoffishall! ·:aetei
mine that. the maintenance of' any' degree- of secrecy regarding them· 'i§'!csuffi
ciently important to the nationa:l~'defense;:l'.lie'':wril> classify :jp a'S i8'ecre,t;\cor~fi
~dent{ai~>or-'re8ti:icted74>:? w l!iw ~5·1:Y-)~ e1rr f''>!ir>:i<nh J,H,. "'•rr;<.,.Jm eA · {.::; 
-.ii4.6.l :NotifiC'ation· of 'ClaS'sifi:cati'bn.ror--recrassi:fica:tfon.''' Wliimever the chief ·of 
-ani:ai,!miJ()i.•1 ser~viCe:•inY!cJlargei'J(}f, "~9ffesea'rchi1prbject,l[d~sign'}'ldevelopment, test, 
:-.or {production -·of.~ a: •i:ini tl:o'f r ni:aterielt!or I' com pon.'eYi t' tlier'eof';s hall o{ietermine that 
the maMneir'slioilTd0fe·inaihf:ciassifled1affelH:issueJorJ tliat raJ- ch[nge or cancela
·;ubn)'of><Classific~.tioli . isi..desited, r1ne"'wfnanotif.ylcTlJ.e·)~djufant 1 <ieileralTiwho in 
'iturh>wilPitiformJall<conce¥ned!oiJii ,,i;:; · :.:JJ "' JJa;;- .~u"!l'l ".r;jm!J "'.') 
-i;•;r471.tliRespdiisibiiityA,iorJ0safeg.hardiiig· ,'technicaii iriformationr:!La. Chiefs of 
iariuitand sef-vicesxengagedlirP:tl'ie'·Preparation~rof .:pians,l:!:fE!SearcJ:l;t and develop-
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~mept;;w:o.rk,) ~r;inew;;:design;·,·test;1 produ~tion;: procurement; :storage,'1.:or ~iise'- of 
'daSSifie(jc nlalJeriel r·are~l"eSp0llSible fijf>'tfie':Proiiiulgatioh 'Of fstich:-1 a'd(litioii'!il I illc 

. ~tructio'lls •' ~J~i D:ui'i!j b1? ~eql:ii{·e'(fl':fdr sflie· > ~a'iti'{(Jf:l:r'diiirl '1of;£i'ilf{£iJl!al:i'tioi:P :irill tiie 
·Jn' f1!Hi•j. "J.f}J • .1•i LU1.-1'1.:)1~1lii~JJ ~.-[J .J:ll(lff ,~;:_. ~•·1 C..t U'l.li'rihgU:-:""-:,.·:J l'.t J:•.J r! ·,,~.~ ;'}<.: :: 1iL 

fJ1RS!}§~ ~e~!.alj~}~RW.~P ~.s, 11:1 P.?.fJ toc.~e~~ ~P,.gp~.; ox &J,"!AY 'i. PR~.ts , l},ljl<!~t:. 1tl,J..~~r, Jy.r~~distif!H· 
._.,. b.t~.A}_lc;se~I:et;:· confid~;.nti(llr;1_9r,rrestricted.cmo'delsi <exttibits;ridies,r) :niachinesj' and 

.. otb'eli'~simil.'ar'::ftemsrrwh'icli~iare('to ·be .1oai:ieii.\ 'leh'sea, lfor~iverr,'?tb'!lilT~mlilil~idal 
organizationtwilJ be properl:v marked to indicate classificatioif1~IYeht::Piliretic!iiJie' . 
,,.rHt.~l'tiJH ~c:.t·.,JJ ,J:.i.."!.'oiv .. f'J ._;• ... : ·l ~,1 .•\ ~~·· ;, .t. fU (Jt f"")':;·T!.!.~ lt'..JU: t"""J:l'l.idtJ •.JL ..... ~J1 •"-' 

_lt 1~u~Ji ~~]Jq:!]~,Is:~W.IJ,ta,t;!t~.-;11~lf,1 .th~ ~CQW.I)1~~q\~~•?rga,n]~.atJ9~ :),V,Hl J?.tl,,S,P~~it\t;ttl.lY 
noti~_E;d i]l· _,wr:iting,"qf-:>the "Classificapon.,_·ofinsucli~itemsr;and-fJofr:,the ;pertinent 
p'rovisionsiof~the!-Espionage•iA:ct?. . (") !)J;Ji I b}. ~:ri~I{:'•!_l! u:•!•~u:'l ;_·!"A. !n~:;ar)f!r.'·~ 
10 48;•~_crftissffic~£ilHr 1 <l:f~ irtl'ofufa ti<irt": ~~Jri!: c?ilinJ.~.r(;ii~ trruis.: uJ r~!fo~AlJtiQ~ 1:6~-
t
-. .c • • . •,•r I}J .1.ll.~ ,r1 ... :-;., .~,r ... • Httl '.!. \ .;l..i.l. ~-C..- UJl~ .. u 

·"a!!-1;-~.;~r~.~~ · p.v~l~~~~,_;r~e,n.u~a,c~u,r~r:s .J~f?_l:\c~r.m\1_~! l p1~qpri,~!~RYi uP1:9s~s.s_es, r1W,ll;~ be 
p~assjfi~d ·u:s cqnfidc?~tial,unless·otlier.wise ~uth'Orized by".th'e firm.r.concerhed. ,•:"'"Ii! 

49. Dissemination of classified -technica:Ii:iifform."atioii!~ eJllissifie'c'!"infohnit"
tion concernii\g' "tedUni'&l•<:' £roj~~t~r·,6f1 d.W~1o~~eh'ts 1 J1ai~Be1rfln~~r't~d1 ' ~fri~ to 
~1J {.~!· .. -.·.:_,!'"'}•' ..• '""~·.:._..: .... :-:nouq ~ t J .J~i:it •. r,·l v.n·J .1i\' T;JJH 1 • .:n . ..-4'.J:,::.ud !...'HJ .l.\. t·•, 
R.~~'SW)S ~~n~t!l~:mllit:tr-Y; ~n>4rPav.al_.seJ::yi~e'! ot th~.l U)?-.it~d ;§ta~s,Jnc,l-g<;!ipg,s;iyilil!.I! 
~_.Q}P~oyees:, :who. have .a:rlegi_timate• inte!'e!St:;the'rein,.:tand' :to; Americamcitizens: oj: 
known. loyalty and discretion wlio•'tf ine'ces~feyjm.usrroe \ftiformed'Joecau~e''of 
tJle~r-~~bOpe:tdti6n 1iii!-tH~ wortkrt"¥0 -~~t)ior4 crJvero~·liihn~t:;; l'f!J'~· i :·~r_r~ : 31 ~1!)El!I Dtr\: .:J 
r.t.:5o:1 'rri ~it~ti~ni' f ;;~ £ici~;:;~!a' ~~n:·iri~t's; /l{ h5 P~io~·:t'f: fri~ni~~·i~r-:t~ur'tgs ·' ~m~ J~'---'~""•.U•-'' ·,~ J .. •H ,_.,, ~:o.•o;.-.1 --''{>J J. ·~'·"•':14~-< •-•~ .. ,~,"'~'' __,{•_,~ .... ,~·~-.>...> ~,.-g_, ___ J? ... ,,~ ....- .... 
bidller or epntr.ac.tor ,with :draw!ngs, Jspecifications, :~n·: other·. pertinent informatioii 
concerning any project or projects of a secret, confidential or restricted nature !JJ[drl tf/Cv.JJ11-~·I Jtfhr ' ..l.df'tfiiJ~.l .Jft•1-u.l.;~~~..t~

1 t: V.:>~·~·JBP JJ.i'' • -. ~ !.JIJ 'it> J.l01ll..,Jtr:•J ':.)H J A\ ' 
an annua y erea er so ong as such documents etc: are in his ·custody -unn Jk:. ["l'l~Bl·l~) -~~ ;; :r:..r "./'lfJ nf.:~IJ :- .J I .~ ,-j -:IOl'j ~; D.Ul fli"l· .,-,.1~).) ·, r;' -!liT!! ~1 t:rl UJ "/Jl)HI Y.JLJt 
a, genera · secrecY. agreement readmg substantially as .-follows will be sigried 
1W'tn{iiidiYfdllai·3P'tij~lr:~y-r;<Msit1~ "offi~~i-'}5£ Hi~ 'ii'rih ~r'. c!Jif _j o¥Atib'i:~~giiJI~rri·J-d'~ 

• fL.:.,~·p.. 1!0Jlfj"i0i.._f.Lt:.! '..tO ~t·'I'l'!X tt·~!JiJl71Ulll 1t~~-~ o ... :...·f'l·i.~.Y31J ~~'·--' ~ll'l01"1:JJ1 ,JIJ..:.tJ~UO~l 
· '~uln ,coq_§i.d~r.atj()n· ofJit~iur<,lceipt, of;'dr.awingsf);spedfications,;·aiid, accompanying 

i¥S\?,sv..~~s, ~,I,llo~e~s" •. ~r ty.~ te1:i~1., ,1,1!1-d. }l1for,wati_o.I) .. ,qJ_ss_lo~gd .r~rr_ally,3:,cq~c~.rJ\iJ~~ 
proJects of a. secret; confldentml,. or resttlcted nature, delivered to the. undei
fligiN!d1 priob.' 'to 1 or 1 coin'cidenf'With tlie1"da'd!" of •'tl.lis~'-n'gt'eeiheli('!iD:d :uS'teCiL"'oH 
:ExJiibiti"A::Il which is1attached'·heretol':uidrmadela part ;lfer·eofj~ or:rtoitbe'Ji'ssued 
to the undersigned subsequent to the datej 1oftJhjs-,;agre.ement;t.the)follo.wing~terms 
are agreed to on behalf of the undersigned individual, firm, or corporation, and 
anY, a'nd:iall,represeilta:tives, .. agents,- employees, -or':csubbiadetS' 'orlsubco'nfractors 
-thereof·;:'J..J1'J~P --:,u 1t • . ,..,, !-r.<rrq &ill ahlti'lt ~mo::> Ju·.t; .'d!•a?.J;u 9'1Jl stnb t:,:s,J1 
· 1. The undersigned .. will ... neither .. supplyt nor disclose -any.-information::.regaidi'ng 
tpe dra;wings,. specifigations; a,nd. accompanying inclosures, or .models or mate
·rial, ·:o'J:I illformiition~'disclosed"?irailyf 'refef·red'tO''herein; to1 anY' 1\.nautiloffzed 1per
son\ftQr.~inc6rpor&te''in16tlier.•projects9speciaf:feat-mesl•of·•ae~ign <or J'COiistruction 
P.e.c_gli~~' t9,such,_d_ra wing~.:specVJc~ti_ons,·ai!d ·f!£comp~!Jy~ngtinc~_osur.es;, or models 
RI ~'!1\!~~r,~el, ·~t;;iM2,r,m;.tt~o.I},,giscJo~!'!,~. q_r~ll~··oJk ~>:•I: .. ·'w'-f,,q7 , 1 . ",,;; i"h:r ,~:,;, )~ 

2. The unclerstgned Wlll not permtt any ahen employed ·or to oe eniployea ·jjY' 
tileP.ufi'del:sign'ed oP by7'anyJS'ubbidd~r or"!siiocdntriicfo~:::to 1iavef.l:iccess1 6Y;Jthe 
drawings, .specifications, Fand-~a'Gcompanying; inclo~ures;1 (orHmodels'l'or''materiel 
l.'~J.j)!'l:e!'l:nt.()~. h.eJ-·ei!l'>..: p~~ J9 e eJJgige!!J tng~ prig!"!Pte~, "CO!IJP.O§tti~n;' ~ubasseJU blies;:::, or 
assemblies which are, ,v.ifaL to,.tlle .functioning ,or 'use of the- artide" withcn:it the 
wititfen' cobs'eii'i:'b~:i'Cirehari(( 6f file 's'eci'eti:iry''of'War~; ·''J "''"~'Jo·'l"''-' 1 'J'' , ... : ""-'"';"' 
9'tsiwrnel undersigned·wm·not mak~''<5r p~rfuitrrfo ·be<rffiade~~P'fo'db.cuo~ls''of·'--ttie 
<1rawin'gs~especifications~t andtcac~ompariyingwin.closu'r"es nor 1 ofgltliei;models ~6t 
materi~l, except as specifi<;~lJY,::Jll,uth~crrJz}td J>Yntl.!,t),;,C.9J2tra.Gt~~g,~q.J!icer1 ox; Q.iJU!I!l~ 
~,llt!)or,wed." r~p~~~-~,U~!\tive; "'~~111 rrprpd:t;tR\}q.n .... o~ ·1-}PY.o 9,w,~mg§,';',5speG~(ic)lti•;ms, v.nd· accompanymg papers;·or· of models or'·matenel,""is ·authdrizea· th'e'under-
S:igned~'Will proilij;itly' submif.1lhe~prodiicFobf!iin'ed 1 to~the1'coilfracfi~lFifficeiN'lr 

.:: l;tist _duly,:; a utliorize_jl'. tep;resenta tive; foi.U·censorsl).ipj :ornsuch•iother ,ractiqiniase(Jie 

. may deem necessary. · _ -· ' .. . . 
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suggestion or request of the company tending.; to·,preser,ve • se·crecy.n :~If. al any 
•time ·conditions·: at· any;lpl~nt,·~.Or?•any;,action ·,of·• a .:company·>or 'its. employees, 
j ~~pa~cii~e;;tP.~ · s~curi ty) of ~.classified· 'mR;tter,ipertaining to· th,e :,War Department 
.o~(1~vjolgtl:l: tP..~·._pro;v_isipns ,,of·rthe·•Espionage,.Act;:, the:7Army,J representative or 
inspector will request the;'Contractor<:to take-.prompt remedial action. If ade
,qul!-te'i',P!'e~a~vtio_r,t_arY.<;::;m~asures·· arer• not_· taken;. immediately,·: he;'~\vim report 
.prQmPtlY J!).1tl).~·.·ch~~f .ohth.e arm:·onserv}ce: concerned·. and; if·•the situation 
tr.eqy!r~~. r.t.<r til~ comma_n_d_ing:;,:gen~ra};o~ the ·.corps ·a_rea ,in • w~ich.' the item is in 
IH-~9..G.~~~j Q~11:IAa~~lJ-f~g.tut;~;(:·:l::'.'~f \·-~··: .. q ... -~ ~~~ ·-·~·,~ r .... f:i .j''• ~- ·:; -r n .~t.'k> 

c. When Army and Navy inspectors are on duty-at the_.same plapt, the Army 
inspector will ~oordi~1Ut~ all security measures with_ thE; Navy inspect;n: in order 
to avoid conflicting demands upon contractors. . . , 

53. Responsibility of Governine11t"'~ontract~rs.__:a, f>. private indivi~nal, 
•'fi'rm;1'()f'corporation which enters into a contract to engage in technicaL-work 
)~· • -~-··· . ~· .•• - ·-·. -,, ••• - •• • ••• •• -·• ~·-··--.-·.,, •- .,_,. • I-~ • 1: -~ 
:f-91' _tp_e.JV ~r _D_epartment b_eco]lles _ resp_onsible in_ rna tters. ,within;; his ;or\ rts. con~ 
.troLfor. the safeguarding .. of ·an •secreti'confidential; cor'restricte(l :niatters·•that 
%~y---be disclosed or that.-may··be developed iii· 'connectio:H''.'tliereWitii:iJ::_A:'·clause 
~o:rtN~ -:~f(ec_t~wm: .be- ·included· in- .such.· ·a. ·cont_r•act;··· but -its:: omiss~om, wm· 'i:wt 
release the contractor from· his responsibility under !the Espionage•:AcL :;:: 1\.i 

~1-u;b,;.~;Qo,~t~act9!'S;·:;u:e ':t:esponsible·•that all ,classified >projec_ts~allotted t'o::subcon
.tract9r:s or agents are fully. protected by a ,similar:· agreeniei;tK'~') ::-•; 
•}~·:P· · :Wh.EE:n~yer,•-:fo.r;;any: re_ason· :~;fcontractr •agreemen~f..or:'isubconti·a'ct ~has been 
made which doef3:.:not!;·in~lude .. a,{secw:ityl·.cla1Jse•; but"later. ·is; found t_o involve 
~~~ret, ,~9.nfidenti_al,~~9r ;restricted• ;matter.-~ the. supply: arm'· or· .service<:·c·oncerned 
.will. take the. necessary steps to insure that the project or work is .properly 
,f!,l~s.§!~~·d~and,.th_a.J;:Jh~ •. ~O):Itra<_;tor; ,-ageriti ~r:, subcontractorc' is· informed. of. the 
S~M~~gc{lti9n ~!l.Qd:·:()f·'~J.s· J;eSP\)nsibility in :the matter: Hi'.'! ~Jl•:c· ot ~::rl1n!~~·J Bn:::; 

54. Te.sts -'?f. classified materiel.-Tests of classified:-inateriel wjlhl:ie. ade
·J1Jl~t~!Y,, sal_~gt!a:r,de!l)tPY. '?ll respopsi,ble. offic~rs.· ) i · :··- ,: . ··:, ::· '·";";d ( i.) 
_ ,,-.~~~·;[~~R~ic ·display. -9f? .cl{lssAfied ma teriel.:-;:;:a.J,Commanding'l officers are re
·iiP9IW!9!~A.hl!~_,a)!-':~Ja~sV!~~ par.ts,;compqnen~s; rori :feattp;es,_of .materiel are prop
·,qrJY..; ,fi~~,eg_lla~q~d ~Ipring: ~ :;~wneuver§l;r: drilis, ;parades,~·, <;erem9nies,r assemblages, 
.demo_nstrations,,or exhibitipns open_~.to:·th~ g~neral p1lblic., :·, .,, .. ,, .r . 
~~~:~,,;{)j~. £~oto~.~~i:PP.s_: ;~! :e_quipm~~ t ;~\Y hi(e ·in~pl:ocess·; of :dev;el9pmen t or those 
: revealing processes of manufacture are prohibited-:unless authorized 

... . by .the. chief of supply arm or service, concerned/ After an article of 
c:·. ' · ·. eq~ipment i1as been issueq t9;Coll1Q~tru~fts;~.rele'ase:.of .. photographs is 
2.)-r:Z::.:Il· ,.,. -P~~,rqi~§H?!e ,pnless 1!'Pecifica_lly_..proh_ibi_ted~ byr•th~. ij:l~tructiong,. issued 
,~_i•::'ii>··)~·j :)'. _:-/J;l_.~!~~it_b•.~f!'f.'. f • .;, ·•._' J·, ·• 1! •, ··~· ~·:•,'! ,~ ~ t .'~•'!0: 1}i! a 

, : (2) Requests .for permission to take~,photqgrapl~~::of: cla~sified materiel, 
, ,,, ._ , . .-~·- -•. l!.f.l?jl:lft§~~o-),-prQ_ces~es o~ rgan_l,lfa~tgrE.l)W.ill-: be referred,to'th~~iWar De
Lur~l ·,,,. :: !.P.l}rgtt~PJ .~)!r<;>ttg~1· t~~-;;prop~r:..c.higf:·;of supply.,:arm · or service. If 

; :·:··:J·~S -~;_ ·, ~?!~qr.!tY·}!'!·:,gr~p.t~d,;.it ·wil!_,b~J."'ith} theaurJder,stan,ding that the l'e
~n.; ... ;::c:,:.:-;s--;:· s~~tjp_g ,p_ppt_9gr\!phs .. ''=ill A~JsubrgjtJed.,tp ~.the:iWar;_pepartment for 

.revi.~'Y r-P,~ip_:t:\• t~~.r~!e~.~·) ~-:~\D · 7 J ri(:.J:~ a!";: -~-~ .... ~,!;·: ·f~ _.;;:; ~ }: ; ·r: 
, 1 R!?:.. ~E'.l.~,l}!l~tH.i:· !nfofll.llil tion, o~ .• s.ale: ~f · ~a_ t_~;ri~J;"C:q.;: ·Domesti_c; sale,.-, divUlging 
,~~forP1:itfo!,l-,1 ~£ .. ~()nqe~tiql)., L'\':i t~; p._egoV!!tt9P!l.: fgJ; ;fp;re!gn: i!lllole, -~foreign [sal en a1,1d 
.~g_t,e,igR,I~Iil~1!f~.c.~~r~-r of·ite:qlS;_9!';-Ann.v. ~I!dT.~flVY:I!llll:Mri~Um.<l,:~quipll1ent are. noj; 
rP.~H~I-,iF_~eq0 ug!~~§ . ~.l!e.:. W ~r; _!l:!)drt]i a yy,:_ DeP.~r:tm.~n ts ,,are_ · ag).'eed>r.tha t: military 
secrecy is nQt compromised thereby. : anuliii)tlo~ -:;,rriwuf!o! eill ·w7JII!J 
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•·y .I b .. International tra:f/ic~.in· :arn~S!O. f ~J~~ ),1 'r .. ' ':: ~ .. ~ .. ·)·: S!f1 '.i.o· ;t;.;q: r~)!-1'{ "\ll ff!)iJ;:fj: ~:~JI' d 

,: ' _,. ·: · '•(l·); The State !Departm~nt-: adininisters :international fraffic.Jin >·arrils~•and r
. ,j ':. ::~ ~-- '1: militarY, materief coming within tlieJscope•of!the)tReglilations::'GoV:
.. ,,., '· '.·r. ' ··. erning;,thlf•Internatii:malliTrafficJiw·.Arins, :~rrimunitions,i ~ndftiffipl'e'-
. : ·<:'lJ-. :t 1

. :f·.• ·!mentstof.I:War.and~·other·:Muilitions of.•War!i jtl'!ff!l:;'! Jlin :mj:tt;n·-.r;i 

t·. _ · : (2)' ~he State •Department!. will Jnot release•'for''foreign '"ffale:l.'any::>item 
'.' : . . ··:coming . .within .. the. scope-,of. these ·reglilritions'•untill;th'e Warllafid 

,11..( .'·
1 ·.<.·>:; · ! • Navy,· Department!i>:have .lstated:Lthatn-'there· "is J nO.' objectioiit>~to 

. the release on grounds of secrecy, affecting:rtMlnationaP· defe'iise: 
:~~:,!. .... ·,_. ~J~.; ::-.;.'"·.~rt ~ .. £.iRE.·~.::t ~ • ~~.--.~L: ! .. , .. ~··u .. ·:~ro1~ .... : 1 ~j ( ~,~·.rn~ buu ~r.~n·ct.;. n ;rr.71t :l 

.\fr .i ··uJ·~ :.:1.:.~~~ (.' ~~:,_(?~/ ~j~~.,r ·~.§~OTJp_~.·\iJ;·l':J:.' 1!1· ')Jl.·lf._,·:o· ..... : J!~·:; 'thi:!':.J:·.fd 

. .. . :·.~·.: ~·""''dtl·i·l U''Y.J ~l>lU~I.l!"'-11~ ';_~f:f!•)f!..!!llf'J !Jlo·:-;~ (.l1 

~i.,·: 1 <·, · :r~ .. ,....;, · ·t'~ •• · -.~'o:.r·~to.=·· .. ':.!v8:rr~rt~~(rf'.ts tc;..: ~') ---,:tJJhl'i· 'J.~:oc:.<.:e}I .8G 

-~~:~~!~~~t~~:;ddid~i~&~~~=~~~;~~~~~1~i'J~Ii~~~~i~~~~:i~~E~S~_~i~~~~{i~~;~irr~;~~ 
.Re~pon~!b-~l~t:y: qf_cgmmandi1}g ~J.fice_r,;~-:lnny>r~presentati.ve; .. or,•.ii:1spectorii..!!:~-'-'~"-:!'-''t-f,y5() 
Responsibility, ,of,.Government contractors_· · ·. . . ·. . · . 

•. ·': .v o .. : .-· • • • J. r_..v~ • . •·.Jq· • M" • .!,.) ... ;; .. ;!/•\·...,.=--::\r-.• : .. l.:-r-:r:•:,~i·-T-,--;:-'";:;~.;:.;{:L,--::7~--;:J; ... ® 
,57.' · .. classification~:....oa:· 'F'oreign·dtatioil als. ::Fd'r :ithe•;purp~se ·:ori these <regula

tions foreign~·natiqrifils~.·incluO.€+-~riF~;:~.dt,;J.:.·r:.: ... ~.~ i ..... r,•iJ ·io1'1JYL:•ru-J ~1tl.! u.:t.:.:9I9~ 
.,,u~: :.J (1)' Representath;es,:officials;•for :emp!o.vees'rof- a :foreignigov·erlimEtnt~liav'ing 

· an o:fficiaLstatus.,,;;::c'. tt ~:·; .~u;:_·:~~·:·,;:r ·::1•:· '>si: ~trr~,:fl "") :·.'Ii::t1:>!l7'J 
'~':' '; · .(2) All other.doreign nationals} an'd''citizens "of.' the• Uii:ifed',Statesf-tepre

r r .: ~ Setiting a· for'eign governmeil't~ .. fir-ill,.!Qr.Cofpoi?a:tio·n. -;.., {l 1t~)i t{'i'? ';f>!HU 
b. united: States citizens:··;AU citizens: of"tJl.e: IUiiW~d States; n·o't; includei:P'in 

q,. above. · i :; -•• -.. ~ ~~, . ~-~:r tr::_:t --~·t hf;t :.·.~ ~::~ t~ ·: i:•: ;:<:::.~ .H o~Ii 1•;1:-tt. Hiir 

:.'58. Authority· for admissioii;,....:a~ Gener.al::..c:.::cori·esponderic-e:arid 1 commfiriicit
ttons -relating to visits will be·routed'dire'ct b'etween:thi'iv:h'ious"offices'ciihcerue'd·. 
,;~b; FOri;'i[Jn 'iuitionals.i·'~::= ··'·f r •• •.• I' • ~ :· •• • :-·· .. ':! .. '~i .. 0ft.~f'l .... ":'"!.J i-0 ;;-··~ ,_·: .. : ~ =--.~ 

(1) Foreign nationals (see· par.• 57ci) .. will: be ladmift&rtro'lGovei:hm'ent:ror 
· ~· '1 ·, ., :. >:r ;·JJ:~oJ?lmercial:·matmfactiidrig'. ·establishments 1and:re'xl;!el'imehfaii IaBo"ra _ 
.,,,u·. • · .J ,, . : .' ;-Jtories eng:rged ,. on·· clas'sified·.rwotieor ·.proje6ts t·on(yllonAvrii:t~nl!~fif
·.· ·· · '· ': · :-· -.. ~ thoi-ity;;·of;'>th!9r?Assistan'£ i·.riJhief1' of•' Staff;Jt'(lrr2/ Wil~ H<Departrii~iit 

General .sfaff.r ITheir ... applidttioiis ; wtii•·ii:Je;,·riiader"throtign)lltl:[e 
.; :;,c. ·~·~ !'appi-opi:iate• diplomatic(representative':and ·wnriiicluae·tile :fo'Iiowin" 
L~··~···J•,t ·~d • ..:"" ;jllfor.r:UatiCin':·n~ :":.~ ~.!'.tfl.l"t.td:.n~Ll;J 1 • ., ·:~!--:::·I· ·,.p ;·1·l.il...:.kr¥·.yl 

0 

. co •.!···'·" • :: 'l.~(.a) Naine ·in;; fulli ,' ''"' 'lv m·ir . ..,-; r;p, 1u i''il;-l ,1;[-i 7,1i 

· d ~~t.J: .<viu.f'I (·b );~0fficiah~title.1o:ri1positiori:::::r· "i ~>c··;d '·.JJ :r.~I•\:1irr•J 1 
~.- J:;, 

1
. :.:~t·, ;,,,,, (c;); Name~ oflc~Iiuifi•or.:~plaqts-•to ~·liich ''hdmissiOh is desired. 

. · . . . (d) Date qf visit or dates· between ·which'' visits1'iare desired 
ri ;l·;to-~ :;·~ i:4__ui:t(~.)> PurpOs~/rof·;Visit/;J.ut ! .... _: fj._f·-. j{f..i(·i~ ... ! ·to1 ~;~ .. 9,J:.t ,~~: U~) . 

.c r:: _<·2)·'::Prioi-. to·n1uthoi;i~ing;·,a:- visitr:to' a:) warl·.nepart:riu:~llt-'or- commercial 
--'· ~·- t · ;:(' manufacturing esta,biish:riJ.eiJ.t'.i·engaged ,:;iiiJ.'!cliuisified'I\vork or proj
. -'' "· ~ i: ... u' :ects,rrth~t:t<ssistant'·Chh:;f,J of !·staff,·' Q!!2,ilWai- 'iJ)'epatthient General 
_, •. :'ir·;li.t .Li.:_:Stu~fl\fi,JVIsecure·- tlier·recon1mehdati6ns'·~o'fctfie ~Nh~y.· Department 

. and (he chief of the supply arm of':service'coh~ei-neqd:L·Y• 
'a c. i United. States· ·ciiizens.=Su'!)'ject;:·'to~'tl~-{ a'd:Provai!-'o'f· thE{'coniri:iaiidi'n"'g' 0ffi"~ 

th • . o , . , • . • cer 
or 0.: e: ~ontra:tor ,.!..United1 :iSta tes:lc!tizens,irexcepfJ ltlio'sei:rep'resenting' I a: Jlj'c)~'ei'\~ 
gov~r~ment;:'firm~ o"tlco'rporation-;vmliy'Joe aaii:titfea<:to'lWli'r 'Depa'iti:lleiif! 0~ico&~ 
mercialt manufacturing=:.establishmeilts·~' ei1ga·gediloii classiti1icl wMii:u of t~Vojecff
under the following conditions: ."?,cb·i~rl:t i:c::.!cu• ;·,frmo:~ ·)ou ;d '{'J~J!:>'•·< 
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-mr:rr u(1l).·).Casualnvisitors,may ·be admitted ·.provid~d. nchse_cret, ·confidential, or 
::·H:!nwd~r 1restric;_ted work·or•project is!shown orrdiscusse'd. L·:r;•,: · 
,ftt.flrro-:k2)l:Representatives _of,,o~her. United· States. Governn1eilt agencies, ·manu-
1r~ ,,, )['W'd ifac~ur.er.s,~_or,thei_r.representatiyes,;erigineers; and: inventors cooperat-

.l,drning. ;iniJWar~ Department:.lw.ork:::and Lhav.ing a rl~giti.mate interest 
·;~j,}G ~lL'f):)f, thereinrcmay.·b:eilS~!)wn:·.\llJCh),mcOrkS<Or :projeCt§ 1as-:rare considered 
:!'JOVI 9L!t 1n neceSS!l·ryrand:~desil;able:.by-rthe:;r,esponsible 'chief .. of.l supply arm or 
noHearrorur .ser}'iG!'l·urAuthority~foriadmission will·pe in 'Y'rit~ng.~ ·w 
Jilv ~:~:t(3-b:Accr.edited ... repgrt!!rS;•· photographers;\ and:·i.othen·:•representatives of 

publicity agencies ;may,, beJudm~tted,ftor manufactur-ing establish
ments engaged on .• work·. for :the: war':Departme+lt'p~;ovided .classified 
matters; projects, or processes of manufacture ·are not shown or 

. discussed with them. News jtems,•ph<?!<rg:raphs,. a!ld motion pictures 
1an1e:i.:?./. 'HI res1Jlting )~rom: ·the :visit.. must. be•:.§UJ?mi!ted ;_toi ;the Assistant Chief 
~IU •l;n;o·At · 9foJ Staff;, .G-:-2, :War.; D!Jpartment .Gelle:ral ;;Staff,:. for · r~lease prior 

to publication;~.-::..::: ~:f, t=l~~-~ -"f.Ir:··~!:J::l ~.t.t:. :r ~·· ~--~n:·:ll~,·:!':~:~_~,, 

59. Responsibility of. commanding officer, Army representative, or inspec
tor.-a.' The commanding officer of.·aumilitary manufacturing establishment or 
the Army representative or inspector at a commercial manufacturing establish-
m~h"'fJis1 \:tilihgai f~p~ese'Atati;e oltb.eLWa~' Departri{~iit 'in-'itn; m~t.tets· reiatili~g 
the admission of visitors; . If, in hfs·'opiliion, the situation at the time makes the 
f~~~i~¥{~~ of _ll:_~tsit~r _il1a<:~vi~B:~~e,_?.e:.~s_~e!?po_w~~e~ Jo I!?~tpolf,~,:!~~--vi¥it .~~d re-
<_quest instructions fro~,the.office whi<;h authorized.it ... ___ .. - ___ '--'"''!' b·:i··t•; t .l. 

b. The commanding officer or Army representative will make a report to the 
·A_I~si~t'aht? 'ch'i~f" ~r~st~;tf~! G22;~·war:"n~p~~tni~11c d~~e~ai·- stafi( thr~ugliL t.~he 

.·~.),J\\1 ')::.),_,},~··);)\..,.\:1, \':' \' :q,, . ·~·-:o; · H\.', ,), • , •·:·':.~\ \.•' . ,t~J 

,WP,l~mPfi~~~-~~~i~Lof •:rt~Pply, f'c~W or~s~~l!8e; r~~y~~~ ,_th~}oll<?~il}g infg~m,a}}on con
'cerning. foreiggers, who visit establishments engaged m. classified _proJects: 
~l.!lJm...,< 1t'N~~e ~ffic'i'a{ ''i:siti~t. '~2<1'1aH3italitY.-- 11

"
1J·· · :! '. ·~' ... :Ju "".1 

!JuL. /1'• 11-1 ,._·~~o·~~ .. ".}."t .. ;rP., ........ t 'J:.~IJ~·L .t.:; H.uon·t'Jq nne ,'~l!{J.d~.·r .. J ..... 

·r9 b~:llf:t),v~_ut~~r~}!,,.f?~;~h.e_;vjsi~i;;_ ; ,~.~J· nl l.\r;---<.n:l ;,;!~ ,.,: . .r- ;'"' l 
< 3J3~:¥pt,tJr-~ .L~r:i~~1}i~N~~ .I~s: t?Y.M.fkq}"d-,z5t ~~l~r-~1 t~~};JPA~~,est. 

·.. ·- (4) General .nature of questwns as e . ... . , ~ . . ., 
-rf:>~.,z:1.[ V.( tl' .. ·J~..J•{_.-_v_; C.' ,i.I-'lJ'.It .. : .... ··o~ .;t _,., ..... !..If'. :..t.:.r .... ..{'-\.1 1v ~;._..u~·~.: .... ·~ '!'J ·~ ·i 
.. ,~ . (~)_ Expr~ssed.,ol!j~t of.th,e ':1\llt, ., 1 . ~"£"' · .•·. ~~·-· .,,,;, , 

'J;lftl ,:,r..._,f1~+• Sill ri.,.O ~ .. : .... .L•.:.t·~· t,,J ,t • ..Jf·~·..~-n· -· ,Jr 1·'~·/b."'.. .t,.,u f' tb·/ .. ;-......t;.,J .... . 
:;0'11 L}f!l ~!n~Pu1£.~9~l~'~wtv~?-a,t~.~ .,c,, el.~!'\,3 ~:1~--- 1:! . t• e. ;,W\: r•:::: ·l<f •. .' .. 

: , . : (7)' General estimate. ol:c:~.?f!~.Y.·.(i,it~~m_~e~~.~· ·JW~ut~~~WS~J~knowledge of 
· , the visitor and his proficiency m the Engllsli language. 

- .v''•,:.:.;'J"1h ~J,• r "J.. fL.,.f(}~ t!!.:.Jt'l-:-\:·5.-. 'T~!l.ai'JJ.-n/.~ 

(8) .A b~ie~ :i~t~f _f.l?-~t. ~~~.~I;,o~;I,\.~n,U:~~p!,~m~f1 , ,~r;;,::-. 
-60 .. Respons1b1hty of Government contractors.:;-:;a. Contractors or. subcon-

.· · .H!l.ll~'ltv _.1 1 t~·;: r....._.·,J·~~;-. ,t ~ .~·i !::tJ.'i:~!.)Ji.".ll· .... Hitu~,t·.~.LJ'·I. o o 

.tractors engaged iu. work for. the War· Department. must. place ,such. restnctlons 
.\rJD!ttl-Y.:.. \rJ.fJ ,._,,Jl.' ~-·.1 ,··Jl .t .... · .fJl •. ~iJ'J'J u,,_;;.~··: ,.f ·•• I 

. on . the,<l~:v~~~~!~1 ,gf 1.P,~r~~e~: ~ .... l!JP1?r,e~ ?r,: ~~,t,e5I~~L !}?-~;: tc~J~n,ts o~ o~ces ~s 
will give .adequate security to secret, confidential; or restncted_,matters m .their 

'' :•t:·~.r...::JU ·.If';).;:.·.(.~--~..,. ·r,.•,(".f .>.•·)O!h~~·~·· .. ~ .... ··! 

· possessi?-¥:JI', J]):_~e,r..1,~fr:W~<<f~~~.., d_J.q;~r,~~~~~.,.ft~'' ~~ll!r~~1}\R,<Jn;1,%r~ngement, and 
phy!'lical_make;up, of, 1+1dividlilfl· plants, no spe~~.C .rules _are practiCabl~. . There-
, IOJb~li~j ,,;.UH·•r::.• h·ot,.,;_. •· *.1!,1 ~ ..l.~t J.,)IJ .. ,,] l•_t~ "• ·u .iL •L' t· ,>jti :o. • 

fore, local conditions at the plant and.the class1ficat10n of the. project will deter-
. mine the security. m~as~res. to. be a'dopted.. . . · ·'~:J. '"i ·~ ._"(;:kL . 
• ~~·iJ~, Th~:.ig1i'~~i~: gen~J!ki '];);O'JeJ~WeJfn i!~g~r(i'~guY}~~~.?,r~: ,~,t'~~~tablishments or· 
plants engaged in classified projects for_the W,ar Department is prescribed: 

, .ucn. 'I.I'"'J. ''y· ·J u,,,ln•:ir. ~ dd,JJ1!1:! . .H•t' . : .•• ~d'· d. JH;..- '1.f.1t''l'I• ··'t'"t''·v .. tiGth' I t b th . - - (1) Isitors ·W U be accompame urmgr leir s ay, a . e pan y e 
• •• ,Ll., ... _.,~''i'hVm¥toJ~··'§i·:~.'rmy-re'PrmMJt'i.;:e, a..li~ehfi:iel.l·oi' 'his office, or some 

" .: • .J;··cfJ•J r;·.'r:•t._ ... ,.~.Lt..J • ..l~fl.~~ .... ,111.' ''·' .... r:tn!d' .u.~.tJ i£;',.~ · ·-
• . responsible person who, Is spec1fically. mformed as to the necessary 

.:~ 11hiuit:iti~n%jorv~~Jt~icfig~s, 'tii~f~op~·&fltl'l~;,?i~it; 'alid_.the information 
·Tl:'3. :~r~hi·~}i'"iuaY ilfi/lf~'fni~li~a. f:~~q·J{;. .!' ~•tJ'I~uJLlr.~.t. .. -•. J ... '~;,·. 
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Naval Ammunition Depot;JSt7;Juliens Creek, Virginia. · ... 
. Naval Ammunition Depot, Hawtho~ne; Nev.ada. · 

' Naval Ammunition :neJ,iOK· Ma~e· Island, ·.california. 

-·eq r:•):iil't:1 ~ ~\\Yfl£AmJ~~ni!~<?.I1·D~~o!~- ~~~e~r~~1~~~d·l~!a,.sn}nf,~?~l':':~: "; ·1. 
.Naval Min~? Depot,, Yorktown; V~rgrm~. . . i· 

. . · Navai T~~~~(i~ stat\~~;·Newp?rt,. Jtl!t;>d~ !~i_a~d.". . , ·,. ·r. .-:;. ,. 
. . . , N~val Torpedo Station, Keyport, .. ~!ls)?.\:t;~gton,· \ ... . 

,, . , .... Naval :Prd~anc\) Plant, Baldwin;,·Long IslandnNew .York: ;-l. .. ~ 
,m"!m ':l"\n:-t .. ,-~avat!'Euel·::pepotr~San Diego,;'Galifornia~.rr:;ll';c~ 'l: • ."fJ. ( l) 

0 
t ~ "Jt,:rrn~ ';<·. 1Tb.at;pa~t ·of . .the:,Aleutian· Islands;r:Ahiska·, witliJtheir territorial 

;;Jfj ~~t ~::t.bli" i 'waters;r.Iying·>west ... of.;the ·167thciii.eridian, we~t !longitude. 
:~n ·;n.(3~c··ExeclitiV:e:· 0rderJNi:m825l,;·Septeni.ber 12,·:1939, ,declares .. the airspace 
R1i;?:,dH~~r' ;I' abovel.theJ.0anaJ.r:Zone;; including~the:.territorialpvater's' within. the 
bn,·.~ .;:::r .. , ; , . \ 3'niile·.·marinel'bouridal'Y''at; eachaend· ;of ;,the; .Canalr:is a military 
.~·w:t:JI; .~['l:! airspilf~i:resei'y~tion;~to; b~~·kriown•"as: :the. \'.Canal~:.Zo-q!:) ·Military 
-1'>1110 .:!:).:<>Reservation;!' an:d~sets:fo~th tli.et:jegjllatio!ls!goyei'ning}the operation 
oi ~n!s) ":'IllOf·'Jprlva~e:?a~rcraf~ fthereii:l·.~. :"·~1. Ui'!'· ·•:;h···~f-.- <:~£!·;· ".':· · . 
~t.I; :..o (:4'}ltBy .:Exe,ctltiv~e Brderr No:~:5281; Febr'uary':!17, ~1930,:·thei'airspace over 
:ln~uit:.;::; .Ji~.>~.each r.ot:~the rfollowing• ·harbors,:·declared 1 closed: ,potts '_by Executive 

· · Order :No. 1613, September12S;.!l912, .,.;vas~·reserved:.arid,set aside for 
'l.:"rni:;Jrrt o:i ~go:Yer.ni:nental .. p~poses.Ii~.s1ra··.prohibit~d.:?.area Gwithin.' !whi~h civil 
9tH :t() •tbot<uairGrU::R\fare ·not··~·utlioriied~ to navigat€ e~ct;pt;·bi ·.special authority 
n:·;r '!:l'lifh :of(rthecUnited~rStates·~Navy!•.;i:>epq,rt~erit :~on !I;;;'.I:•.J.f:n1 

:\·)l·;j'<i;• P"'int~ Tortugas;>,oFlorida!l <r~ !'.c;1i'lw Pt [~·ft.';T:;:'i v:tfj!'H''i·; 
-I•:~ {lllll •<<+lli uGreat ~Hii:rbbr;iCulebi:a::;.'l I!~. :to J·sof;'l, !'· · :,:su:oi ii: 

. .Gu~nt~n'aino Naval.St~ti~n, .Guba·.~l.l·.v orl1 ~o :.; ,ty~i{ 
'. ,' .. • ~ ... jf ' - • . • • • . •• . . • '. 

il'!1JI .. Brt'If'!'" !l'<HP.earJ!eHarlior;;;HawaiL<:r.rr-'.•<q '3.tnr:t ·~:i 1!:'~(1 ~~~v;:n l.,H:~. 
~u~·Qn~rr.<'~ nib.Guaznl.~,·':lt:~.; -:·'~ ( • :i::~·n'-.:i f.l':'J.l·).rb::.'l 1'•.:J'.J.i'!JilCC,o;J;r;) . 
~~~,,·;;i;t•:;gq ·rl'\ :toSubi.r;>.Bay;~F.hilippiiie!Isrands.t:,J n si:ml:)[l! lti·a .IHin .. 

. Kiska, Aleutian Islands. , .. ;;~;ror'~;).l~ .rr~,;;L• 
b. Te·l:~ito1·y ot Hawaii:·~section s; Air .Col{lme~ce Regulati?~~ of the T~rrl.· 

tory .of :Hawaii, prohibits privater\i:Ii'd ~co1n~~rciai aircraft: ,from flying over or 
cros~ing a~y part . of .D~amo,l!d ~efd anq ~11(}or~i#c;atfons of Fort Kame-
hameha,and Fort 'Veaver.'' ,. · '·' .... · ·.' { '1 '

1 
,,J."".,.J .' .. ,., 

ll< l'J."• ' ,-, . • . ,. . l~) c.;J?Ji.ilippine_ Oo11!tno~~alth:,-::·:·E:.ly}p.g_ by any_ airc~~fif,t-:o_tl1e.~.·,t__~~!l- ~h~~~1qt,the 
!United ... States .. and Philippine .. Go;v.ernments _within 1 a .. dis.tan,<;e .ofv6.• lll.iles, froll1 
<the perimete.r-· of---Gorregidor ·.Island, Fraile ·Island, Carabao- Island·, 'arid>>(Ca
~i:i~n~-rs~atid~.·M:a~na· Bay; ·and. Subic Bay;-Island-.of·Luzon;-·aild" 'witliin 11 2':Iijiie~ 
\)f 'tlie· periiuefer ot ca. vite -Peninsula~ ·Manna ·Bay.- is-:Prohihi feu -by" ·secti'ci11. so, 
Air'! Bomfuerce Rkgrtlatrolis7J\tlie1'croverilinenerori<tlie ''PnillPpine··;ISl!iiid~ d.ated 
:0ct'6i:ieii15;"1935.'7.'J:',Jlf!:u J(• ur>i',>, ·:,:)~.io '.><.' l!hl nJn;n Ilh7 !.i/'!11 bFL "."ir'•ifj:) \; 

Jwd! 'Reirv'<msibilitii;a'f: conim&)nrlingl offibers:.u.r.tile 'Coinn1li'n.ainif' om e'er "6£ ·a ·rom~ 
"ta'ry :i'eservation';r po'fit;' cirri 'Pi· statiOn'?' orl 'insbiiration'IoveF~hich~lrrrlairspace ;:res
erva tion bas been ·established is responsitile"forrltliiPstirveillance""'ofq;ue'· desig':. 
:natedC'ai'rspacerandt for~·prom'~f-report:lf3:.Tli((l'Adjlitan irGeneral', tlir6iigli military 
'chanli'els;"of··any illegaP:fiiiflit:<ther"ein> -~;t:9'F1 :ll ,:;;~j',~9VO '.i(' rmdni :,': · ~ :-:.:" ::. 

62. .J.test"fictear are'as~~.!l..a!ijDetlignati<in!"'The t: com:Inandittgrroffice!· ro:f.' ai·;pbst, 
,.-camp, ls'tafionP ofl<:fust'amltion :lis <:respon'siUfe!:f(ir:'tJ:le :ctesignatiori'::iihd r proper 
'safegufiri:ling!lof~rest:rictea arefis. 91Xff locar:lcoifditions ldicflite!lhe1~wm mark all 
ordinary entrances or approaches to1tsucb?ai'eas witliHFsign·:ireadini?;Jas follows: 

·25 
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SAFEGUARDING ,JYIII<l'l'ARY; INFORMATION 

.. ':!j_-;. ,:':/) .:n·>.fl·.rtWl.<q~N'lNG noW-'T!lt;ctJ·'t· l ,,_.,;.1 
.' . .-:~.;:,..v:~~;_ . .,r;,J'iO~f·;·: ... ~::~r .:IL·;~~~:i f~0f1!f.r!Jt·r~~;:- ft;;·;~~~:T._ •. , 

... :~ .i' ;; :I"'\ ,!'WtV'"' [ll.E,.S"TRIC,'!:~: A~EA;rH!u:'!l.ff.f'l·~ ! ":'7 -:;Ttl 

It is unla·w:l·f'u'_l .. 'tf'o; -'e·n--t'er1;wul:t'h--~l·n~0t.'h\s·!. ,if";_o"':·,_!nt·:.'T;w·.-,J.: 1't"t .. h.:'l' t 
1 ' ------------------ W OU written per-

. { .;,:_;i·.l'frt: ~.: ,ffi~u(ir?a:; bu'fid'ili~. etch:;, ;p·:r"l" . 
mission of· ------=~:-:.'2J~;~Q_f_:Q~t~=;.~.\·;;1t,:, ,·q·~~- .~, f~ ~r··:}.A •:t~·-·~1f/1~ {r,·'"fr;/,1: ~. ,. 

(Autl16'rif;Y~)·::~(;: -~~·aF:"'~f~~.-~~f•~:'1-;J~U f,~·~:rfi0'1. Js~YH~~ . 
b. Proced.ure"ih:ciise-of>,vj.olationh-rfl.f!l;·f:.,:tr, <~:'f. -a~·~rBdYlO fg-:·P.Z: 

(1) The commaridingifo'ffi.cer,;'of !a::~militafy ireser~ation, post, camp, 
r · .;·:; ··,: 1 •• , ) ~ -::~sfa tion;: or;: ,install a tion:i will'; ·catnie1r ·any :l pe1,:sonr:'i:hot subject to 

.' ,f;·r•t •.military ,1aw.'·:whor' entersr ~a" :restricted·:rar~a·jior building to be 
0:>'>(~ :·';• r.([j detafned, ,:warned' of<this·:~rights,l.:.iandifinter-iogate'd···by'-'proper au
~·';i 'lii;l( .- f'thority::.iU'it·ts acfirst;offe:rise·'and·tli"efelis:-no3evidence of deliberate 
·.;,~q:1ii:,:~ .!·· _intent;'~the:Offender:·•may·be; war~ed•;again~?tuepetition: and released 
\-:·.; 'lr !i';:: 1 . upon· the surrender ··of;:a:p.yi unla wfulephotograph;;:·sketcl:!, picture, 
!!01bT•;qo ., :• drawing;:map;i ()l{(graphic representation 'in<<liis··.possession. Other-

wise the offender will be delivereo,without:•.umi.ecessary delay to 
-r• '·" '1":•· ·~::·the·. nearest ,Unit_edrStates, i:nai:shaTwith•.·a wr-ittenYstatefuenf of the 
,·.i ;~;· ,-.~: · .. :'facts,'ltlie.:names:arid addresseslof:•the·witnesses;· arid:.such pertinent 
".IV' • .. 'u~'. l. cexhibits-as·'·in'ay;,be,tivailafile;:•.rrtn ._.-.-. ,' ~;·; ,<1h •t<Of?IO 
ii·:i•J ((2) .7Wl1eiii an investigation, -reveals ·.that; ar personc notosubje_ct to military 
· '•''l'''l '.' ,:,:•law. has:ientered lSL!ch a restricted\ are::n.or 'building;.icustody of the 

individual not :having•· ~beeno. effected;~!the)~c6uiinariding officer will 
promptly forward in writing to the'Jhel'ti'estc.Bnited· States district 
attorney a report of (lll the '·facts;)including ~the: names and ad
dresses of the wit)lesses, ,,;,.•', .':: , n ;:\:--: ( :-•:;r;rtiJJJ;uP 

(3) A report will be made throug:b..;milititry.·:chanii'els ;to !the corps area 
com:nander of each case brought to the attention·~of civil authority 
and will include a brief· ·of': all .the· facts and· copi'es·,of all pertinent 
communications. , _. "'Jt. i,-; JJL.i.jli':H>. ,,:-J n: 

.. f".i'"l.:-''t.!} ~,;~ "'~ :-.":"; 1.•~Ic.7 ··.'·~!. ~~}~f)rn.~-J ;, ,' t ·ri ,~,\ .t~ ~~~:ri:..~3:-::._:_;l· "/\:·u 1.1 ··~·' ,\_·~~ ,·.·\\~r -~ .~1 
~~.., ~.:.s~/o ~i .. 7 ·:i, .• tro-;::i ·r~t/'iJ'J.~:: i~~~-l§~¢J'!9~ ,.YJII):•:;·'i ·~ .. ~i(Ht,.~~·:ttt Jj-•;·u;;:'~ ·u) -- ... ld· 

• 
0 

.•, , l ,, . '.'. 'I,· , > , ,• ~· • ,.. ?"..,.. . , ._ '· ' . -. t. ~ ,.,.t 
·L... Jl,J 1t ,(t t;:''LH._h~-:;~lh·:rn ~'11 ~frt,"! .. 1:·), .. , !na:,;p~t·H l iq l'!G.~t ?:£1''1 ~JrJ .. !~v~'J 

· · 'IROOP MO'\ EMENTS IN WAR . ·, ·: -" -.·b. . ' .__ . 1 _ • .-.:, .n <~~o~ !jiQt!_ !':o...· r•j '}tllf\1 

~=~f~~i~~~;;~~~~;it~-dE~~~-~~j~2:~i~~1~~~j~~~~~~~~;i~iq~~~i~~;r=~~~~~;.~~~ 
~:0~~if1~k~i~;~~i;~~~;;;;~~:;:,i~i~,:;i~~,;~;~~~~;i~E;t;:i~~~;;~~;~,~ 
;- ,~;3_, ~~p~ra1.-;;;::f.!.:cjl;~hg,<P.rg~i,siRI1SJgf~!hJ~.:S~.c.ti~I:! ,a!)i;>!YLPJll:t;.in tiJlle f!f :F~r.,u, 

b. Officers and men will avoid talk or discussion of military matte1•s while,,in 
anY .p_ub!~~ ·PJ\1£~. ap<t'Ym lvl.~;~ :w!th.'s.~~?PiCi'gn '~.ny! pers.I?.I:\• a~:jripg: q;~~ti~n;:;~q;t 
:Q!ilit.:u;y· ~uqj~gtr;;:,(\~ r,disc;u~sing; 13.i!:G!!:.F<?P.ic~..> ~p~r~rtlf~~§,i;>. ey,~rV.'ml£~~ •. pgssibt~l~Y 
.~llat_th~j_n:tqr~p.ati_in:J,.-,trl!i·Y1 r§!l_;Gh·1th.e~~m0\m.~,F9'I Ri lt~r''trdl•l<'l rr.c<ttf 13J:r< fi(Ji1rv·:.<J 
-.;;·, g;;_l\.1), pe):'S,Oill:1 c.i:mnect~d. ;xFgg,.!~~)!niJ!tar-Y:,s~l}yic;e, ,!fl10.'! r\!.G\!}V:~ r0i~for,l.l)ct;ti.9.U. 
of proposed inl~nd or oversea movement::r~,}~f f9rg3;n.i~atipns; ~etM.h:rp.en.t:3,:\:9J" 
,ind~viguals -are -f_orNddeJ:!·.tQr•!lfak§:iP:Ul?A~G. ;tl}.~.id~t\li!~ o~,;~~<;A W9x.eme~t§ . . 28 
-- · d.

1 
(l))·The··ri~~p.~s~, of ·organ~zations,-cd>p.rts ;'of n~J;llba~~a.~ion,, o,r1d~!lilt§! ,t911 l;l~ 

l; · ;;: ·n~ur i ,used: t1 iJ?,)1 troop ~-:q:wv~!llent~;_cor ·1tJ:ie ·'~ate .gf~. departureN.ap;ivai;,} pr 
: r,;.;l\"t "';;eplb!tr~f!tlq!l.w:ilt~q-t be,,Q.isq!o!Je<l~j . in·,,;.··. '! ... .., t ,~., ~-,·;1.1~ .,:~!~~111~<; 

:AR:~380-5 
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,;::Ketch, ·ph<;~tograph; :photographic· negative, .blue. prip.t: ;plan,' map,,,niodel, ·ibstru
' ruent; appliance/or note· relating to: the.national defe,nse;·willfully,;.communi_cates 

oi tiansmifs'::or·,'attempts ito:· communic(!.te• .or, transmit.:the:·.same;-:to:~any,.person 
· Dot' entitled ,to. receive2it;~·or •wilfully. retains ·.the:~'same;,and fa~ls· tq .'deliver. it 

on1.demand. to 'tlle,officer or:•·employee::of. the United. States> entitled\ to. receive 
it';\ or (e). :Whoever;\cbeing intrusted willi, orl hlwing la wf\11\possessioU: .or\ control 
of any ·document, writing, code book, signal book, sketch, ;p!1otograph, ~.plwto~. 
graphic negat:ive;~blue.~print;'plan;··map;,:inodel',tnote; or:.infsrr¢ation,\ll',l;lating. to 
the l national';(leferise;,.tlirough,, gross·· ·negligence . permit's :thei•Same~to .. be• ,removed 
from·:its· proper .place··of:custoily· or:delivered::to· ·anyoi:le>in·;_violatioiL' of: his trust; 
·or' to'•be:Iost('rstolen;::abstracted;. or destroyed, shall .. be :punished-:b'y•_imprisom 
ti1ehh'for'. not rmore'.,than·:ten.·.years and· may; in~the.:discretion'.of ;the'court;; .be 
finedlfn:ot•more·ttian '$10;ooo. ·~-·sea .. -t;~Titze •. J,;'aat· Juner15/d917 ('40 :stat. 21:1.>:; 
50i·.u. 

0
S.! o:•:31 ;,::!JL L~;i:1939, ,sea:· '2181; .sec. 1;.·;acr··March:!28;: 19'fi.O _(Rublw;rWor 

443; 76.th.Oon(J.}.: .i. .. \. .. -'·''"· ,-:·.~·\-. , .. "t ·'·'--·,\X .' i :::.. :.3 IJi'. ·, (~\~·. 
~ • .:-:l)t Un!i14VfulvY-''ais'Clos·in(Jll'infor.riuit ioh•~aft.ectin4 iuz.tiorwr defense:- ('a )·.':Wlw

.. ever;~ with -intent:.:ijr'~ reason: to 'believe: that :.it is.:to. be nused··to ; tlie:~injury.;_ oll 
thee bnited sStites~~~ordo ·, the.•. advantage: of''Ji-:foreign1 natiorii communicates; 
delivers.' orr transmi ts;i lOrl .a tteinpts ·:to, !or ;;a iUs I .or:;..induces.•;ar16tlier .• to, ·.com; 
rimnicafe, ·deliver, !·or: transmit,~ .. to·: any; foreign •gov'erJ:i.ment;;:or to any' faction 

. or ipaity.:orimilltary··or· naval: forcel·within: a;;foreigm colintry,'Y:whetber ;r.ecognizedi 
or. unrecognized by the United States, or. <to· :any ·repi'ese)itative; 'coffiper, 

7

ag()P,t; 
employee,!: subject; ,·or citizen ,•thereof, 'either~'directly,.':or,:, ii1direct1Y:,~any. docu
inent;>:writing,• code :b'ook;;'signal 'ibook,\.sketch;:~.photograph, ,pliotographic mega; 
tive,i blue: print, iplan,.,map:l•model',• .note~ instrument;,:appliance; otaiinfo:r.mation 
1·elatihg :to! tbe·.nat~oniil ~defense;,~sh:ill: be-rpuntshed.~bY,l imprisonment for.:··mit 
more· than .twenty;.j:ears :~ .Pr.ovidew, ·;Tliat 'wlioeyer shall .:V:iqlate1tlie c proV'isions 
.of .subsection· (a) of this section iii.' timei of, ~!lr ... ,suan:_be' punis'hed!.by.•death 
·or. bylinipris,onn'ient·.for. · no_t_lmore ·than •thirty: y,ear!i.; and~( bh w:1lo.e.v~r; Jn. ~ime 
·. oLwar,swith 'int~~t :.tliab the:; same ·:shall 'be1 communicat~d .to.:.tl!e·;en~ll,lY;. sh~11 
.collect,o:rec()f.d·, _publish;.t.:or .. co_rn.mul1icatJ'),•, or·.· attempt: to;:~licit •.l!-JlY iJ?.fQ!W?t!<;>.I~ 
withl·r($pect~,to.-!.tl:,le mo:v.em,ent, :nu~bers, . (\escrlpti.on, fCO!l<;litiop;: or,·dispo§!iJioJ! :9.f 
. any of!;thecarmed· :forces, ships; ;aircraft, ·or ·w.ar :Dlat~r.ialSJ Of the TJgJt'id · ~ta.f§15• 
9r ,with; respect',lt(), Jhe p}ans ::or.'. :cj)Il.duck or : l?U1JP.QSed_ ;I~la}l~: :o), _CQ_!ld1}ct .o't: .f!.P.-Y 
. ~avah:o:r~:mil~tary·;operatj.ons;~ or,lwit)1Lr~pect to.J a_gy; :-;yprks :~o_r, D1ea,~u~eSlJJ~!ler,.: 
· .. taken>:.tor ;·or·~~connect~q ·.with, .or; igwnd!ld "~.9r ){he .';~Q~ti~((lt~on·<19r :.,g,~~~"<e.J'of 
anY:~Pl~c~.:.1 or,t:~Y..' pther,!-ir;tf()rma:.tipn·,·r~JatiJlg~·Jo ,tM..:t P:!1Plic,:;Q..~it:l!§ie, -Wh..~c;h 
might ,be., useful: ~o :the enell1Y;:~s]laH'.'~ nnl!tsl;l.~lh,by,:,:.dea,_$ 'lo~: by ~,j.~p~!sonll1e])t 
for,not more.tharntl!ir.tY years: ~~Se{).:J.'2,:T.ifJe:I•,:ac.t·.<Luf!.e;'15;<)_9,1~7 ~(:¥J .. Sf.g,t. ?18.):; 
5Q.(J}:;;S.tG.~):$2·;rf!I;·L;;)9,99.;\8fiC,·21,8~. :;:··, . ". ;,q ;),;, ... ,.,_ JC f~ ;Ca ,Il,·l::.~ ;:c:. ·-~ ,,, :: 
: :o.~,06JI:8piraW,~to ~V,iolate: preceding ·sectiQns.~.If· !:W.<)(:or"mqr.e·;p~!'§i\Jl!.SJCQn_sv.iJ.Il. 
to violate the provisions of·sections two or three ()f t~is titieran!l9J?.Ef.9r\:Wqr,e o~ 
such, persons :·dq.es~:ariy_, act11t0. effect;, tl;le. object of .. tM ·col).~ptracy;; :.ef\c]r_,· of' the 

. parties~ to~;suclUconspiracy, ~hall :-be:; pun,is,hed as.· in sgi~ :·se~tio,l_ls .v.xoyiQed :i~: t!lt.! 
case·lofothe,_doingt o:f: theya~t: the a_ceompl!s)1rgent ·q~;~whicl:J, Js rt)}e__,_;qbje£t·: ()~ 

'·sucht.conspiracy:.C: Ex:cepti~as! ·~aqo,y;e . nr()yidf?.d;"}!)lUSp~ra~tes,yt() ,c()lll,Ill;.it. ,Q!'fl?!!se.s 
: u~der: thfs·. title <shallr.ber:Punish~d}as: ,pr.oyidedctbY.t ·§~Gt.i,on'11J!ir.ty~S!!R~D,;ioft:HW 
»-¢t' to l:~odify.?;.rev:ise', :p~d•·a!lle~d t)-1~· p~l_lll.l ,I.aw:s :.o.f \ti)..e, V.IJit~(l ,State~t ;:tppr()y~q. 
March fourth, '!linetee~ hundred. an.d. nine.' Sec. 4, TiaeJ,l·· a_()t.:..lUf!-~0:.1.~. :19.1.'1. 

(4Q Stat. 219.) ;:5.0:U. S.'C. 81,; M. L., 1989, sec. 21~5. 
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•'Jdi ·tH ai:bor:ing,; or..;;conce_al.ing ; .violators-: of .;·law;:: :"\y.hoMer·, ~h:;ttl;lor~J or !,c;o,nceais: 
any: I)erson:·~wh9fJhei,knows,·•iot. has!lreasoriable ;grounds" tor believe •.Or!f.!'lUf?Pect; 
has ;·committed;; or·· 'iS ·about.;·. to. icom~i t;:~iu:i:;rofferise'u under~' .this ;;title; tShallt b.e. 
punislied··,byj· imptisonment'•forl;iiot:more t!iari\lten·!yea:tssand··;may,, :-in::lthel diS:; · 
cretion· of· the .court, ;be' fined·'no:t more·(than.:$1.0;000:.> Bec:'.5,:;Title, I;liacbhme 
15; ti1911:.(40;'Stab 2_19.)0;::50 ,U.·.",S:r O:l 35i,"<:sec:·.l2, .. _act ;Mar:ch .. 28;o1940: J(•Pu_bl,ic{ 
No: .. :ft43, ·76th· Gong(). •f":·,_.;·~ .·:u:Jt~ \.:::, :t" -'Ioou :J;'"'' .,_;n, ;;'1'.; .·iii -lll'!f: "·; ··E~fJ, ·;;o 
• ~-;·c; 1D'esignation. op.rprohibited)>pldces<:bv,rpr.oc~arna;,tion:. ·;The ·President inrlt~m~ 
·Of· ;war.~ or. ··:in·; case·. of: Iia ti6nal::o:emergeiicy . .cma-y. by: proclama tion·;designa te; an~j 
·place oHier' than. :those! set.)~orth iiil I subsection.~;( a•)<,·,of'l:•sectioJ;J. ·,o11e·" ~er.eof:tin 
'which t ariyt_hing . •fo"r 1 ,the: use, of· the .· Army• or1 ~ ayy,.·is ·' beip.g;J.pr_epar"ed .,or c(!Oih 
st:rueted · or.:stored ·as a;·prohibited' pl:;tce. for :the ,pu_rposes· of ,this ,title:, £r.Qvid~?!h 
i•haC he i sh:i)l' determiner: that·)>inforinath,m :~with .:·re~p~t,, thereto ·ow,o,uld~~·bct 
preju'diciall tottpe nationaL ilefens~: .Sec. ;6,'>,T.,itle;I, ,act, IJ'(lne',15,~ 1917,) (40 .S}a,t; 
1!19); 50 U.S. C. 36; M. L., 1939, sec: 2186. ·, · .{.I!'''''J :~'l:f\· ,\:~.;. 
·f f.','Places-subje(}t: t'oJ, provisio"m!';•,ot. 1·~this\ \title.:;T:The;.~pr.oyision!>ll.<\f, ·this_ tltle 
shall·lexfend . to :all ,'Territories;· possessions;} a·nd:; places .r subject,:J -to :ther juris; 
dietion:~of.:the· United; StJites ·:wheth~l\'.Qr, not: .contiguous ,thereto,jand1;offimses 
. under ·,this·'title·. when•JCOiurnitted! ;upon ;the · ·h~ghiJSeas·ror,~;elsew.here ·1;withi-nrJh.e 
adiri.iralty. ·and :maritime::jurisdictioivof: the •.United· :States and .outside the~.terr-i;: 
toriat~limits •:tliereof, ·:shall•· bei p'tmishable. here:under .r. ·:Sec:: .8,:.-Titl'e! · I;·r:agtul1ine 
15;•1-917;•(Ji0 Stat.' 219)i;£50_ .U:rS .. C: :37: ,f!~.L ·J~·. i..•sll ·• i ,.;t \;; f, :>.lit; t.->';'o,,-; .,,1 

:.•g.':JJu~isd.iction '.ofl court8.martial· a1id .inilitO:r.y ::coinimissimis.-;-,.;.Not:QingiJl~on; 
tained :lin· .. this ~title . shall' be r.fdeeri:u~d::to ,:limit lthe l ~urisdictiom qf .the lge_neral 
cotii:ts"martiial: 'military• .commissions; 01; ·mavabcour_ts,martia}, midgrcJ•se'ctions 
thirteen ·hunclred-J and.ifortY:two:-;thirteen ihundred . .'arid ,forty-three~; and ·;sixteen 
hmidi·ed·:·anditwenty-foli'r of the:Revised•Sta:tutes· as. amend~d. ;TSec. :7;~;.TitleJf; 
act:ifuneU5~r1917 (40-'Etat.t!219).,· 50· U .. S. a.:3&•L"J'!. e.L-~ .:., (r;) ,,,:l;y, <u ... 'lo 

'<'liJ Jurisaiction· o'f"coitrts "o'ftOwnal Zorwand PhiUpp·ine•Islandsr.otiofte1ise,s· on 
1iiglb seas~Tlie '~several' icourts '·of,first: instanceAn--the :Philippine ,ISlands varid 
t,h'e;:distrlct coilrt~of: 1 thetCaha:L·Zone• shall!!have·,;jurisdicfion:Jof offenses;.under 
this ·:Act•.rcommittedl: withinl'thert:~'respective:-districts;! and. concurrent· pjurisdic" 
tiofi:.;wifh:lth-~ clis'trict''courts:tofi.tlie 'lUnited:)'States: of .offenses~under .• :this :Act 
c6:fumitted;riipon ''the•Jhl'gh!.'seas~·~andOof 1COrlSpira'ciess;to 'COiullllt SUCh'i offenses; 
:H(defined bj section.:thirty,·seven' ofqthe.:Acf:tentitle'd• '\.Aif'-•Act·.to, codify,0revise; 
l'ind::?aroei:i'd ·;the· p(mai.iJiaws' ·or :tile N!Jriiti\di States;~·" appl·ove'd:~March:1foulth\ 
-fiin~teen' ·huiidreM aim: nin'e, aii.dttl:ie'·i;irovisio'nsuofisaid 'sectioni i.for.J thei purjJose 
of· this .'Act, atel·fiereby-~extehdeu: -fo"the·spHnippiiie!'Islands,';an'd"lto!'lthe Carial 
Zone;' . 'I:n.-:•su'ch leases-· the'•\tlist:ric£. a't'toi·neys lof th~e.:!'hilippine•. Islands- and sof 
the Canal Zone shall have the powers and'-perfor'tif,tliel~ilutfes'.;'provide'd.Hn',tliis 
:Actffor>Uiiit'e'i:I:'Stateso:a:ttoriieysJ~sec; · ·2;:Title ':...YIII, ·act ;Tuite •15;.'1911_,(40)Stat. 
231·) ;·:DoY•u~~!'S~ :o!~39:;~i. ; .. :k$1 'f"") 't)'I.rL ~ .. ~')·(~~,..-j a.!J....t:L'l'~--~ ~., t:L.o:;.:.::',u1i! <;,J1 L..;!:~t·-•t'l '-'f 
.1.70,' '.T:ffe"':Air--·Col1is'l'1\.ct!l....:'~" ·* :.;'*:J .no l aliens• e!hployedrtby:•,a::contractpr.ifor 
furriish'irig'or"coiistructing.' iiircraft; or• S:irctaftip:i'i:ts;: or· aeronautical accessories 
'for ~tl:ieiUnit'ecl' States-'shaU be .pebiiittedi'.to havet~acces"s to• the''plans tor .... speci~ 
fiCations (i:r. tlie-work?·under'constr:uctfon'Ior toc.:Pa:rticipate•iitT the::coritractl tr'ial& 
wi thour · tlie~ ·wriffEmcrc'Oil.sent{befor'eli:ind: ::offltlielrSecretary _.of >the . :deparnieiit 
~oncerned: ~1Sec. 11o':.w.), dct'-'t7ul1J''2: :1926! (,441 Stat.<;rtsO)I; 10 :urrs:(e.,rSJO·' (J)i;. 
kf.:,·L.t7i939;~!8f3c.\~942. ;;~lr~r~-. '.. .: 1 '- J: .~:t:!~'" I :_:;J .!'..~o.::r.~:.lHIJ< h'rt:t~~--~r!tt ,.tL·.t1' ~:.t L,·.;~;~i 

.t.~:\' .. · '· ,.~,..~,. ,.,\ .u~ -.~r .. ~\ :~ .-J ii\. ~ i\!\:, .\\'):: vu 
(I'!' . 
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:;:.n,: .:Profectfon: of classified:plan"s' and ·specifications;"'-'-'(ay No'a:Uens.employed 
by a contractor in the performance; of• secret; .confid'e'ntial? or\ :restricted . GoV.ex:n~, 
merit' "contracts slian: ~ber permitted·. to· ha v:e; access! to tJ:te'.·plaris ,,ovspecific:i tioiJ.s, 
or~ the' work:fi:dlder such contracts, or: to-participate in the confract ~rials;:unless. 
the -written conseht<of"the1 head~ of the·'GO'vernmeht deparfment.<cop.cer.Jied :has> 
first. beei:Jlobtained,"and any <per'sorr who willfully viol;ttes: qr through .negligence. 
p.:..ermi'ts::the •violation of the: provisions 'of' this :subsection .shall be. fined .not 'more' 
than $10,000 o'f'iinprisoned·not<more.than•five years, Or. both:(:,,,:. It:;!!. '. 1' ,10:i'j to: 
-fi(J:):.):QAny~alien' wholobtains· employment :ori secret,• confidential;.. ·or i<i'estricted· 
Gover:iiment\contracts~-by.lwillful misrepresentation ··of' his·: alien- status,. or ~who 
makes i such· willful' misrepresentation while seeking 1· siicli' employfueJ;tt;\'sh'all' be·, 
firi'ed -not· more1than' $10;ooo·or 'iinprisoried •riot ·more than.·five:.years, or ·_both. ;, 1' 

~:: r ( c)l,.Fdr:tliikpur-pose)of tliis:•section, the· term • "person" .shall f!ie·.·constrned' .to 
iflclude Ain ifndfvidtial\ '-partnership, assO'ciatiOil\'' Corpor'ation, 'or~oth'erl•buSi!J.j:!SS 
enterrn'ise:.OSec:: 11(ac't"Jurw•.·2Si: 1940;: (Bull:' No:·•15;'J.W;·•Dr/.1940) !: (·;':i' !r ,•,: -: · ': 
!'1:'72:' · Protection~ of~·diplomaticico'des. ~That ,whoever; .. oy: virtUe' 'of· hi~· employ.; 
riiei:J.t!l)f.thel.Bnited' States, 'shall·obtai'n .from anothercor, shalll:!ave~custody.of or. 
accessa();::or~sh'a!Nhave··.'liad•.custody:of Or access~to; any officia:l·diplomatic·code 
orJahyimatter. prepare'd;.in. any,csuch:code,· _orj~which· purports;to ·have ·been·pr~ 
pared .bi:: aiiy::such . code, • .and., shall '·Willfully, '•;wi thOl!·t' authorization o,r.! competent 
authOrity, •.publish cor ;fuf.ilish ·to· ·another; any. such,_code;or,· matter;\ obaily 1matter. 
which was obtained while in the process of transmission between .any:'for~ign 
·government. and' its diplomatic· mission;·in t_he. United, States,,tsliaU·.be 1fined not_ 
morei-tham $10,0QO:Or;impris'oned~n6t :qJ.iire :than- ten· ,years; . or both. ,.J Act. June 10 I 
1938':i(.!f8•Stat,t122):,· 22:U::B_i·O: 13§ .. :L.· ~; :-:: ·.·'• -~! •• :·£ '·~: .. · :m~·~ 
' 73,-: Wire· or radio communication.-a. UnatUhori?ed.. publ.icp,tion or use of 
'communications:~ No:,person~receivingtor';assistingcin ·receiving,) for, transrpitting, 
or- assfsting,Iiit tr:ansmitting;> any ,interstatew·r. foreigii; commupiCations by wir~. 
or ·radio·: shiill'rdivulge: or';publish• the existence, contents,: sub'stance, purport, 
eff~ct;i or1 meaning.;the:i-"eof;• 'except·. thr.ciugh .authorized :chanp.els ·.of: tralisn:iission 
o'ri;r~ceptioii,.·toT.:iny -:person .. other 1thail. :the .. addb~ssee, .ilis .agent,.:or>att.orfiey, :or 
toc.ii.i•person employed'ior tiilithorizedttwfor.ward.sucll.comifiunicfttioili to .it'! desc 
tination,:'JOro to. prope1n: accounting /of_: distrii:Juting· officers Of.ithe't\various com': 
municating': centers· iover ..• which: 'the :communication may;1 b_/.,passed·, :pr:·to .the 
nia'ster ·of; a· ship!under whoin he .is ser.virig, :or. iii responseno!a,rsubpena .issued 
by,;•a·~co]!rL6f:competent.,jtitisd~ction, o'r.;on~ dema~d:.of .other 'lawful: authority; 

. arid>(no;cperson,not~beiilg ;authorized;bydhe sender. shallctihtercept ariy communi; 
· catiotiland_· div.ulge: or,; publish ;the, existence; .conjeilts},sub.stapce;·'ptirport, ~effect; 
-~f · rpeariing!Ofesu,chiiiltercepted; commuilica tibn .to .. any· .per_!3on ;: and no·:.persow-not 
beirig entitied thereto shall receive or assist in receiving .anyl:intersta:tetbr;for,eign 
communication1:b:v.l·Wire:o,or.~radiovand Luse ··theJ·siime:or. any ,infgr~Jl.tiOJi '.therein 
~·ontaii:Jed; :fi>rrhis :owri :beriefit;or ,for the benefit. of· •another ,not i.mtitlecl-thereto,; ·and 
noi perSOJ!£lia'\:-iiJ.giJrec,ei;yedf [SUCh in fercept¢d. communica tibri .. or !having :becqme 
·acquairitedr..with :tile.cont~nts,,.silbsta:nce;wurport, effect; or"nieaning, of the same 
or; any~pftrt thereq6:gnowi.I!g;th~:tt such· informati.on• ,was·:so,_obtained;l ~?haJl divulge 

: OrL!mbiish-,the],existen.ce, ·contents;Isubstance;;,purport;-!efl'ect; or: meaning_ OfLthe 
same··ortanY.·tpart, thereof; or·.usedne.1s[tme. or.. any,.information~tliereiJ:! contained 
.for. ilis!~owil:Iben~fitj,or/·f_9i"t..the ~b.eneflt;_of all6ther~notr.entitled -thereto:. Provjded., 
·mh-attthis1section :shall :not,apply· .. to the:reGeiving;o.di v:ulging;- publishing;, or ·utiliz.r 
:·i~goti!eLCO,!ltents,;of;anY,.Fa~lio co~unicati~n:cbrO!ldcast; or transmitted. by ama. 
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feurs··or·'others:for~ the; use·: of :th~ :geneJ~h.pubHc;ro.r',relUting, to; ships in,_djstress . 
.tictJuiie 1.9; 1931,: (48.{fta,t1•11.03'); i/'!;:U.;.f?. G-:_605, ;":·'-~·:-' ·:'>!: c;J:! :..: sn;:·. ;-r • .:cs: :: '{d 

,r·:~'Jl.Gen&l:a-~ •• pena,Uy:~Any person:~,w~or,.1"illfully,: and ·~no~il}gly d{Je_s; or, caus~l?r 
or ~sllifer~::to.1 be•1done• any !a:ct,t;m.a.tter;Gor' thing;)in~;this:IAc.t •pr_opib.lted· or; .de~. 
elated,- to~··be~mpla wfui;:sor. :whq;·'Yilf~tillY:'an:d) knqwingly:tl~mitilr.O.r> fails.':to ::..C!.O, 
anT :j'ct;·;maJt~r;r'or. :thiriglrii:ir tp:is'l:!A'ct, ·requir~d: Jp -;:be doge;uor' •JYJilfullY.I. a.)l_dl 
knowingly'•catises .:orr:suffers~stich <.o:tnissionr:or.<fai]ure; .shalH,gtpon ~;t,:_onyJ_<;gQ)l· 
ther!"of, be punished for,. such ,·offen_se;· for·:which"cnP:•Pena;lty: : (othe_r; \):hap; a fQJ:-) 

. feitu're)-;:is·pro.v:ided:h'erein,,' J;lyx-a: fi~e ~of.m~t·fl_!lore:tlian'!$19;000 :~r!. by .:J.mpz:i~9n-
m€mt ·for .a·'.term·· of ·~ot ·more; .thanutwo.1years; ori·both~r>;;:A;qt· . .f~~:lV;:.~!!$4 _ (48; 

. St'at.!r1100,)·;: 47~·U\J:ff:l0Jr5:01;:·I;,· ·. ·:. sf[•{:;t i.-)i lcL<J.;_n~o:'r•:l;;J. !r;};t!~t t! ;,;., • .. ;1.;ur 
. . 7 4 .. •La 'Ys• and-;regula tions gov:erning• in ter!J:a tiorutJ!tr.af§.cJ ~n 'iRcrm§ .. --;.,g,. :SP.9.i 
. r;iarp_rovisions;ijt)';eoard~~o-.mi~itary $ecrets,0Unde~"th~ provisigi!s ,of1Pat:t> V of.the 
. L:;nvs;arid'!Regulati()_ns;:A9-m~~is~ered' bY.:.t~e •P!;)part)llent o_f F3.trute;:.Gpxern~pg.Jnt~J:i 
national Traffic: ~inl:.<\rlr)s;>;'ArpiJl uriition,; :aildqinp~emen tsl of·, W ilr qnd~ Otl;ler;tMP..J;t):; 
t:iori~. of Y1 ar; ··193~;!the,~ Secr:etar:yw~ JSf;lte·.w.ill-:n<Wissue~a:'licensecauthorizi~g~the 
exportation. :of•:any arms,··amniuni tion;•·.<:!r rimplern:ents . oft :war[;consjder~d-:b:B!the 
S¢cret!1ry: of;.,_yvar·Ol'·by the Secretary of theLNavy•:asrinstrumefits.:.or0 appliancefl 
included ·among the article'! covered<.by ,those•terms,as use·d.in·:this Act;·if,in)their 
opiilionV:they _involvi:rtniilitary.:secrets.fof' -iiiterestft6 the ·national •defense. r ,The 
articles ~hich: .Q.layt be so.>con.sidered are those falli:hg'.within ·one ·of;the,{oll;wing 
catego:i-ie$:~~.;/..,rJq·:,.,:' rc;;.:::~r.;fi.'1'i~ -.;., :J 1 <.::J~~if ·~·-'~or~ •. ~!!1\t .r;-.'·L~::do ~-.:':t.t f:·.)if!w· 
• <: ''! >I'J(•l~) ·:Ar,ticles,.·the \vh'oJe:Jof. any featuresi:of:;\Vhich::Q_'ave 'beencor"arer;being 

\\\ ''l<~•i., h~· developed pr ~manufacttired:.by, orJfornth€<War,.Depaf.t.qJ.ent-lor .. the 
Navy Department or with the cp:irtleipatioii· o:f::~either~Of .. ;those 

~\i.)··~-·~ -;·{' ~:'"'Depf\;"i!:t:m~nfs.;·.·1ano.:·.~\~-,:~ .. :·i--; .. ~!~~:-~:r~~ · ::•:·) ...... ~.ri ~-:.J ·:~~:~-: ..... :}~ . 
. :;:· ;! t.'.·>.;(2o):tA'rticles; · tliec.whole· ... or• any ;feat)!.res: of ·which: !_ia:V.e-beem:,u.sed; or; ·are 
,. ;<--;- ":'. .:"7r;;being·.used;by._!the~ War<;Department:~r . .cther;Nav:yi Benar.trrient o1; 
·,··,o:-7· .. \J ;··.·which: either:;:Departnient; has, co:O:trac.ted1 tq:.iprocure;_;!,, 0.i~Jn·r ·;1, 

, .r bmlncluded.:among· artiCles !'developed: bycor'forzthe:··:Wav :D~par.tment, obtlie 
. ~avy:·:Depil·rtmen:t;;a·re :those: which ::have ,been ·.cqiitracted·· for .. by'-'.ei.ther::depart, 

meht;; \)r 'Which\ h:iv:e .beemdeveloped ·:inulccortlarice t.with Arfuy,; or ·Na vy.•.spe~ifica: 
tionlii and'! submitted tc;> ::eithe:r; r:Departmentc for;.' evaluation·Jfo:r; procurt;!ment:r!t 
U· -c. •Prospective .. ,-~exporters .~;of l::arms;·r: ·ammunitioil,'7, and':rvimplement§.:;~of~fLw:ar 
Should, .<befgfe "applyingcfgr~a license~Jci-:authorize Jtheiexpoi·.tatio_:ir'ofLaDy •article 

.. fallipg: \vithincthe ab6:V:e ·categories) which· may'l:possibly~.invol:vecmilitarycsecrets 
· of~.'interest·to: t_he.ona:tiorial• 'defense~ cofum.Uriica'te;>:\vith :.tlie· fSecrewry.;(ofi.St:ate 
. ih:~auvahce: of:the;pr'op'Osed< shipment-:inX'order.Jtliati..-liermay• be:An''a• P-ositiori~to 
. ascertain:: for· the' prospec_th;e ·:expor.ter:-whether~ or~:n·ov· milita':;:y,:,:secr,ets;•are,. in 
f~V~t;:tO.v:olve'd~ lhe.i'ei'n:~(c: ·~~~t.~ . . ~:.:~;..:-::. £,: ·: :~··! =: ., ., • ~~ ':"f ~;s·~~ .:tcrt?. :··:3·~s~H ~~ ... 1· !~c ~1 ~::!~:;~~ 
.. ' 1 .75~•I·Photographs, ·etc.,"of~milital:Y .andin:a:val;:defenses!:~ a.r>T·hat,C!whenever; 
fm.the· 'interestsf of:nationaltidefense;; the~PresideiitJsh'alhdefine ·~certainlVital:lhilh 
tary;·a~d}iriavat·installations:.;or .. equipment\~as· requir.ingi~protection.Jaga-insti the 
general'!:cli'ssemination. of:' inrorniation· • .. mla tive{~thereto;1iWshan·.oe7.uiil:iw'ful·\.to 

• make' :any! 1photographp:sketch\l•.picture~- dra wing;.r.ID.ap;.•:orr: graphica1 represen ta, 
tt{ig'_ofi such'· vital ·military mndrnava1 rinstallationsiwr ,equi{HnenLWithoiiL·first 
obtaining. permfS:Sion' .:of~ tne·~commailding:~oflicer.2of'l'the;)inilitary.Gor\,na vai' !post; 
camp','~·oJ:" station' condfrned;>< Or}higher. autllor.ffy>and•.ipromptly. :submitting the 

.pioauctr.obtaineo1:to. such~conimandingJ!ofl:ice'r tor ?higher-·atithor•ityJ'for::cens'orship 
or.>such1 othernactiou as Jier,niayJ"d"eemLi:lecessary:)') Anytpersoii, fouiidliguilty, tofca 
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,_violation Ofi;this section rsh~.ll upon~_conv:ictio!1'tbeJ,pun,ished:· li;~ni.• fii:le":of.; riot•more 
than $1,000 or by imprisonment for not mor.eithan one:,year;;or by-156th·rsuchl fine 
,&~g.-:_i!llp1-:i_~,Q,~~P:t~-o·:rq ,f.naa: . .:r.c ,~·>Jq tflt~!·'i/l.l':tr.."_, ~;J ... r~-- J_fl ~t_·{:H:llt< v,~;...:_,. ('-; j 

SEJo. 2. Any person who. r;uses1or .:.permits. orLpl'ocures-~t)lenus_eJof·)a.nr aJrcr:i:ft 
tm"Jr.t!\e p.urpQS_eJ~()fiilllakingtra, r·photogra:ph,;~sketch;'1 !picture;r idra wing;r•.ina:'p;} or 
!IT~PliJ.<;!!l :-;J;'.E'Pf£!SEZ.nt:;~;ti()l:!,·Of i.VJtal(military ort naval installation!'!t or. •e'quiprrient; 
in violati{JH:f.lo~J~1J1PJ'IP!e.c.ed~ng .rse~J;ip:n,:' shall>! ber.:liab!et to ,the!l:pefialty•· there!Ii 
.m;c;>;y!d~.<:l;n il9rl:'!idJr1fl9 't9JLTJa!l '.iU •tro1oh t<.: tl uoli un•;·:'ri mr.q ·1i r: ··~· .\ 1") 
,U\~Ei'J.'!?~ 9!1) !.ln4I a_fter,Jthit:tyj,~ays· ·frmn,;tl:le) date i.upon\owpich.ithe ·Presid~nt 
defines any vital military or naval installation or equipment /as •otdhgCw:ithi.ri 
the category contemplated under,._the· first,-section'yof,!this :A:ct;[ it•sha:ll~be.uill~rw
ful for any person to reproduce, p~lblisJ;l;r~s.eUe20r·J give:;U:W.flYL any· .. pl;lotograph, 
~~t~fl., -p~ct_u!~; ,qrfl.)Ving,, .wap,,torjg~aph ical, r_epresentatioh)of :the:cvitaJ. inilHary 
QJ! Rl!.f.l!l: ipst~n~tions •.OI:t;equip!p.entj SOJ.d.ef\ned;nw.ithout '!first1 ooHtinillg per:tnis~ 
sion of the commanding officer of t]Je.:iriilitaty.ror pavaH post;rcamp; ·.of· station 
~<!9-S~J!l~<:ol;:!Q~ ,lJig~~rr,a pthCir~t~, ;,UI)J~ss·:s_uch; photograph;7 ,sketch;·• picture,• ,(:lraw
~l!g•~<mlj._p,.sor,cgr,a.pJ:ti~l.l:~ r,~:~P.n~se\1ta.tio.nJhas ~;learlydndicateq~ ther:eon,;that •it. has 
!?§!'!!l:.LCeJl§PI:~d·r,bY,·~ th_f!• prop~r, mi\it(lry> qr,j.navalt: authority:: r Any;Jperspn,._fciu!Jd 
g-gil~Y.:rl21 •.Jl'l}viQJgtio,ny;Qf.~_thj:!'! \le<!tlQn};.Sh_ll.ll ppon;r "convictigll)i berr.putiishl'!d' as 
P!:Pt':J.<J~.<;l;:in11l;e·:fi.t.!'!t1 se.c~ion .. 9f 1;1;lis *.Ct!mr:;:·."D ,LJB;I{,;t:b ·.wr; ~~e .J ,;,:' ,•p:;~-'1 
~·.« V.t~.nT'i !)cfj· 1o *rjf'J~fl'J 1\~ ·7.:it ~l~l ~'If/{ *J.v .,.{.'n;>:~I:J:~t{ e.dt in fl~=?~t·y·.p~i;) '"JCU =t:tt: r,' 
"ICJS¥; • .u.Pi'i?;'![,e I?~9~~~t'4n~;.:?~~ ~l?~ .. s A·.g!: s?.~J}Jl~~~~pd ,tp ·~H.; r~.r~itoy!es,",P9~§!"~
~}..g~f bl}n.~·:',J?l:t~~~ .~J!l{l~0t· ,, S?; tg.~:.i~lf.f,~:;dh<;tiWJ ·}lf;'f !;Et;>:IIIJ.ite.fl <~!il:t~s, ;z~lt.~t]:J.~r 
contiguous thereto, or not an~; t?t:te,I.J;~~~: EMeb ~hJ~ .. ~~.t-, wh~IJnC().,lll.H.J~tte .. ~. y~on 
or over the high seas or- elsewhere within .1the.,admiralty. and maritime , .. jur:is-
""t.t1Pll 81'H)If1:»-'! .P~l. •.'t•]'J IJ.) ."'.l"'o~,..W.ll .. l,H~(I ...... ,ltlj J...l.•?.N' I•} ~~- ........ .._ J.J.,...l .. l.;"~' ).,.J.__ ... .. 

~~5Hf~~s.f .1We :~~1i~~,<I,.~t~tt~f:~,~~~09!;\ts!~·!htl~~ 1t~r~.~tor .. \?.~ ~iw~~up.erf.o~ p~,a}l.:~e-
pumshable hereunder. . _ 7 ;··-c"''",.. ... ' .... ·,l1 , r, .. •· , .. ·- · ·1 '~'' ~ J' •• ,, ·· , .. : '· ~;:)UJ. YO tt:u.~·,•·t'1"ttt ···1..~ ~·'.B -~~~ L1. .llll..l ... -JuJ _..).~~- 1J • .., •. .-..lJ -"'- .t•t.~ . .. f• .~-~, , .• J~ ~-

J!o_t. J.1a-11-, ,12,_ 19_.~8 .• (a2,Stu,t.)J.) ~' ... ·,- ~u·l 't'(• ·~ ··t'1··~ .;.> .•· · · .. ,., ., - ,, .• 1··, ,.., .••. , " " 'l')' 11• 1r, •"''~',,f1f!. ,'JJ'' .. :;, ,...._-~ ,_ .. , .. :< ... , _~._, '-J,,4 ....... ..... J.~ . ••• 1 ...... . 

<'~b.,~~IJW:J!lA§ '\1Rl:~pf1:,q~pw, ~c,h?,fJf,al,}J:Jaf~:1~, !1,9~8!,_~2 ~tflt; .. ~.:prqv,~<f~.s,:. , . " 
~ s'~P~~:~ wse~.rv~~;' .ir-rN~~i Ig,~er~~t~. ~~,}~l:l.~tor.w} ,def~~~!;);, ,t~l.:. ~·e.~~d~ljlF .,sJ;lall d(.J-

fine certain vital military and naval installations or equipment as, requiring ,Pro;-
tection against the general dissemination of informaW~l1:relatjv,e·.t)!~r~Jq,~~t sh~h 
be unlawful to make any photograph, sketc~,.,P,i~t~r~~1,prawi~g,_,J!!!lP'(,01;.1[plp!},ical 
representation of such vital military and riavar installations or equipmen't Without 
first obt;ih'izi'f'Jkfrh'iss'ibn\)f the commanding officer of the milit>i~y or naval post, 
carrlp';'~~ri'SJlfi8~' concerned, or higher authority; and pronr6tly sub~!ttfP.K the 
product obtained _t? such commanding officer or higher auth~)jtt;:(!~rje.eysO'rship 
or such other actwn as he may deem necessary. Any g.~r~oA,:fQ,UJl~. gu1Ity of a 
violation of this section shall upon convicti~~.,!?~-I?JI~!sf-,l.d\llf~;-~:~JJne of not more 
than $1,000 or by imprisonment for not more'thaii ~on~ ·ye:h,' ·or by both such fine 
and imprisonment." 

NOW, THEREFORE, by virtue of the authority vested in me by the fore
going statutory provisions, and in effectuation of the purposes of the said act 
of January 12, 1!J38, I hereby define the following as vital military and naval 
installations or equipment requiring protection against the general dissemina-
tion of information relative thereto: 1 

1. All military or naval installations ~P.d equipment which are now classified, 
designated, and marked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret," "confidential," or "restricted," 
and all military or naval·instaHations·.·and:·equipment which may hereafter 

i 

i 
I 
i 
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<!: 

I. 

be so 'classifieQ.; designlttMrrand,tinarked·with··the 'approval'· or· a't::uie mrectio1i 
of.:,the.:President; •and •located within•:; ... .i ~ .... ~, .. • l ,·,:· .. • Jd'i" "' :o;d ·;o f.:D,r~ r.fl!i} 

(a) Any: military or naval rElservation, post, arsenal, proving··:gtound;rrr·aage', 
mine:field,?.camp~ fort;•yard; station, district;'or'lll't~a: rh: ·:·I ·. ·:: ··.t•A. -~ .<}J![~, . 

..• '· (b)" Any:;ldefenSi\;e'tSea'!area''heretofore~or.1Jhereaftet established •and existii]g 
rinder(authorityi;ofl section 44 ·of' the UnifEld ··states briminar 'Code·, 'as 'amended 
by.thei a<:Hof,~l\):arch 4:.19~ 7;139::Stat.'J1194rr(m':S. :c.ii-titlel'!lS::fseci•·oo):' ':ui:v <ti 

, . · (c) Any airspace reservation her,etofore·. or hereafter established andf·•exise. 
· ing!imder arithority,:-of•sectiorr·4 of,,the:-4:.il: Coillm:erce!act1'of'1926· ('44' Stat::·570, 

U.;S:C;,:title49/sec.';l7.4•);: .,. ·oH"f~f11.P•J.i r,: .. JH7 • .,, .V.'t.'E:n:: J•:~t-r '{;'C ''J•.t)llfl 
.. ·~ (·il:)·:A:ny:inaval' hilrbor',c\o'sed'' toi forelgrit ves'sels:;r!rr ;;, 'I ,r{:rw1HW ";'IO'::,f'JJ;!) od:t 
,(; .. (:e.),rAny ar:ea< required;_for:·fleef•pur.poses:; :'.T,·'L~r;·• t'' n J<.'7':-r <)Ul 1c't, !rr'l: 
:;1.( fJ: 1Ariy~ rcomfnetclal' 'establishment. Jengagedr::in f'Ni'e ':C1evelopnfentb{lr I'ri:aiiu: 
factur~ ·oV.military:· or :~navat·•.arm:!:!;hhunitiOrts,:c~equipn:iertW,.'deSigi:is;i: s'hijfs} or 
yessels for-.the-United: States-:A:rmy:·or'Nayy; :;·• 1'1~_:r1,J :11"'·': :~•·~:a:> ~<P ~-,-, P'.lil:l 

• .-·2:-"AIHmilitary; or· iiava1taircl'aft;,w'eapons;'amm:ttnitr6n::·velliclM, ships)' :Vessels; 
instruments::· engines:""inailufacfuririg 'machirierY'i "to"oJs;~_ devices~rof''aiiy llother 
equipmen.t-w[latsdever,: 1n'~the·•possession 9f..< th'e' :Ariny;· or' Na'vy;'.'orrin·rme•:coul'Efe 
of exp'eriinentation;''diwelopmen~'.: 'manufacture~ or'~deliveri ifor''•the 'Al·mY:i'(ir 
Navy, which are now: classified, designated; a'nd :marked "undeJ:· .. {iie"~'a'utliorfty 
or at'' the direction of the Secretary . of' War or the Secretary' of the Navy as 
"secret,'~·. ''corifil:lenh:ii:" <'d~ i•<restrict'eci!'' alid 'ail' ~u'ch ; .. a~t:!He~; rt't'titeliais18 or 
eq'\iiphlenf 'wlii~h rin~y 'iHir~after Si{ s~ 1~clas~i:tied.; <Msikn~t~'d. ana·' lh~t~~d .:~nli 
tii'e appro~aF'O't'af:tiie dii-~cti6h1 of'tiie Pi:esid~nt:'oil ., " .,,, ,rot;·,;;,,, Rf·•)'o~:.t~J(?'} 

- ;3:'iA.n:.:iJfi1.'ci'af &mt~ro/'dr-ri3'vai'-~bo~-ks!''i>ai1i:\lii'ei:s,: do~umei!ts,,'·if~iii:Wts:'q~a:?~ 
chafts;i?pfa'iis;.lftlesfgns,' tn'O'dels,'rdrawirii]S;~:'pii'otogtap!is;' cd"ntracts;'LiJr 1~p~J'ffig[t'! 
tions, which are now marked under the authority or .at: 'the 'd.iJ!~~tf(}i:lE~:f 1rtli~ 

. q. • .... .;?: \ ' \ v I) l ' i . 1 •• l \•' '\. 

Secretary of ·war or the Secretary of the Navy as· "secret,'' '"confidential," .or 
"restricted,;;r' arid; :iiJ'I 'such :~':irftbles'. oF I ·~qi:iip'm'eil{:·~hi~lil(iriii'f li~r~ajfte~ "be' I} so 
.,.,., ' t:•,,.· .. ~r-.'"'1"•-J"I-<.'•" "':'·t ~ '•r'f •10:f• {,, 1{)'4>• "(f ·~:\ ·.;r·,.-,. ... fcrt r>-f;t .!·i· .·~ -~'"ffl""iL)j~'"f.t "f"nrf:,U\ 
marked~ Wlth' the·appro~al or ·at th~ d1rectwn of·the Pres1gep.t ... Fl. O .. No .. 83Sl, 
... ·1·· q,2··.,1-9-·i 0·,,: · ·:::_.l"lf(lf:; ':f:c •,p.";nifr.tBnl h<7J"r 11:1r: .,,so•lv~, Jr· fl'f um:h~') <;ll'i 
.Jxt arc t -..~ , . .,... . . . • . • . . . , . ~ . 
jf · • • ·:[<MlG:1~1:2 _ 1f7:(5:!fC!4i y_:1, 1\b'ill\Ht 'Jo noil;orrims-:~¥~ 1' ·:'"'''·; ~ .,, , ~ .i.J• rtr(~·:, •.Hi.<:bs ~ 

~<(r'""'1:" ... 1') .( ... ltlf~ :prl?-;···. · .r'3·~·.,f-r. :I)jruf.:-:: tL~ftH'!l~o·tGr1~~ ·lH·~· ·Jilf,l~'- OJ .fr"!Y..f'Jirur !30 
BY ORDER OF THE 'SECREJrARY OF' . WAR ; : · . · . : . · ·. , " • •. 
'i.•·h.:;.-: ':j~'•;"·":;or. ~; .. ,u,r-:tn'l!.rT .. ~q~r l!;7n.•r ~Jrtn ~£ir:h 1 .'Lt ·~··1i~r 1!~~r1 Jo norJt:.JJt9~~·1q~.'I 

· 1··• 1 ·· .,;. · · · .•. G., C. MARSHALL .1' . · "' 
f~·.-:.·:·r h ... -~-:·.--.. ,-,·.:;J 1·;·~, r t 'U' 'J~'J)10 ~t!.l·H~rurrtJ~ '9ll.J t.l i._lll• . .J.tU.lJ.":l • .:.iulll:L.l; ?t 0 .'8:'Jn 

. · · 1· - . · · .,. • • • 1 • ·, ~·~~ Ohter-1·ot Staff..~ '::; > ·.~·;J .·;jrtr'{f_,rr "'!; +-:-- rrf')1.,.1 .)f.Ir, .. ".{.t\'1(!-~( Tr.H "'1Sl:·.;~I!1 ~nJ , ;.;ltl'l'JL"fo··J JlVl..; •. :... ..J. "ll,; r\..-,.!f.£,.,·) 

~;.9.~~,9~~~ ::_0~ ro--tJ-·rna.I·h ,-. 't9Ihttd ·;·-. ·,.i~·1~i~:o'·'.u:,lT)11~:m .. (CJ.~ ::LF18 (,~ i ;j•;t~l~ndn jbr;bo·Iq 
.:··' 'E S 'ADAMS . . .. · , .. · . · . · . · · 
;. ~I) ,--,r~h; ~ ··"-:'~''1 t;~·~·;t..;·7 -ra,::l ........ ~, -~.'S~Y>ft !.1.1:~::) 7,!;£.•) ~~ H!l !HH:t~:1 '19ff:1~ Ji'1 !J'~, 10 

· ' Major General, '. ' . . . . .. · · · ·• 1 'J " · !. • ':'.' ";'·\ .. 1u '. 1 :· •• ·(· .-: .,..,,\ .)s .. :l·r.:~·r: ,,~~ nor-J:n·r,,, , ~li~U!J ~~ .. n3 (t'..'!tJ:Y-}~ ~ f.1 .i:O Uf1!1!1 t.H7 
The AdJutant General; · , ~ . · .· • . ~ 1,r, 1·· It 

'~~tf:t ~~·.':J'1 J!:t·•'.· ', ~(.1) ,"".ii.'. ~ t ... ·C~) fJ.J:Ii: ':J.lf'':!' :,;:t''! 'l( l .,.[t·}~f1f!L·..:'flt!IJ..t.:. "'?"t '.Lf) \J Nt {(; tlH£ 

":i;J'Jff< te,,hf:'ro1 om: 
. ' 

_ ....... (.:; ·0 . .-r;· ~~~ :'::Y: !~7· r:'3'ir.:.::'IT "T'Jf·:C'l~JJn3 ··:J,ri'-~ ~0 ~ut·{[·~ ·~r; ,C"R~·-~:;::-1.F~·::l.'"f ;':'i~.o'J/J. 

m>n __ r·.f:·.\1 ~-!J ~~) .:~~: ,',.:Ji'l:I !~Jt :to rt0Hrri:i~9'):9 {t~ ~L~!~ ~-t._;r•:-·!t<\'.if.1 ~-t:•Jo:i!J:tll'i~·,_~rtfh:l 
::r"" : .. - "'~r.:-· · .. ,~['t·:ur~,1 . !"··~·, .. ~!;: ~ ... r;i·.··of!O~· !:ldJ ·~~atit~~t-; ?t:·~.~r--,!~ I f~~~~.t /';! 'C~~~.r;n.Ht; ~o 
- ··":;:·m~.?Pif"' ·,.'1~~!'. r~t!l' ·~ ..••. i,\:; 1 • t:f·h•.,•Y•t-,lq ~~:~b.fJJr~J'i ;•t•!f.0~!ittpt) '10 H''Jf:~~·.~IC.GJdf!} 

' . ; UJ;)"i~J~ S- •H'•• ./!. iiO(i.H.G""'~tn.ll1i ~;~ rf\.)11 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} ""' WAR DEPARTMENT, 
~ No."1 _ '\_. · WASHINGTON, November 5, 1942. 

AR 380-5, September 28, 1942, is changed as follows : 
19. Transmissi6n of classified documents.-a. Secret documents. 

• ( ) T * . ~ b * . tt S* d • . . .• h • b 5 1·ansmtssw~ y au·cra .- ecret ocuments1 except· t ose used y 
Army Air Forces personnel during flight, will be transported by 
ai1·craft or by\registered air mail only under exceptional circum
stances when i~~he opinion of one of the auth~rities .designated 
in paragraph 3c th\ emergency demands it. · When transmitted by 
military aircraft they will be secm·ely wrapped and -placed in the 
custody of an officer 'o~er than the pilot. When the flight of the 
military aircraft is to J:)'\. made over. water the document will also 
be weighted. · '\ ; _ 

• * *. . *\. • • . • 
BY::~;· :;~~~E (~:~~:y(~~,1::~:5, 1942\.) . ,· 

OFFICIAL: 

J. A. ULIO, 
Major General, 

The .Adjutant .General. 

DISTRIBUTION : 
A; E. 

493310°-42 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERNMENT PRINTING OFFICE: 19.U 
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AR 380--'5 
c ~ 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 2 WAsHINGTON, December 14, 1942. 

AR 380-5, September 28, 1942, is changed as follows: 
5. Restricted matter. 

* * • * • 
b. Ercamples of items classified as restricted: 

* * * * * * * 
(8) Certain military maps; certain photomaps and all aerial photographs. 

(a) In the continental United States, those showing lay-out of 
militai·y and naval radio stations, air bases, airdromes, air 
depots, supply bases, arsenals, and the 11,djacent terrain 
vital to their defense,_ including photographs not other
wise classified which are not suitable for public release; 
and 

(bj In oversea possessions and foreign territory occupied by the 
forces of the United States, all topographic· maps and 
photographs not otherwise classified which are not suitable 
for public release. 

(c) All aerial photographs not classified secret or confidential. 

* * * • •· 
[A. 0:.312.11 (12-1-42) .] (C 2, Dec. 14, i942.) 

19. Transmission of classified documents . 

* *' .. 
* * * * 

c. Restricted docun'tents.-Restricted documents may be transmitted by any 
authorized messenger, or by ordinary mail, expi.-ess, or freight" to any point il! 
the United States and its possessions, provided they are carried on vessels or 
aircraft of United States registry, allied registry, or such vessels or aircraft, 
although not of United· States or allied registry, which are controlled and 
operated by the United States and. do not pass through a foreign postal system. 
Restricted. documents will be transmitted to and from foreign countries either 
in vessels or aircraft of United States registry, allied registry, or such vessels 
or aircraft, although not of United States ·or. allied registry,. which are con
trolled and operated by the United States. 

[A. G. 312.11 (12-1-42) .] (C 2, Dec. 14, 1942.) 

BY ORDER OF THE SECRETARY OF WAR : 

OFFICIAL: 

J, A. ULIO, 
Major General, 

The Adjutant General. 

DISTRIBUTION : 
A;.E. 

500869°-42 

G. C. MARSHALL,, 
Chief of Staff. 

U.S. GOVERNMENT PRINTING OFFICE: 194% 
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A..R 380-l> 

C3 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
N9. 3 WASHINGTON, December 22, 1942. 

AB. sso-5, September 28, 1942, is changed as follows : 
10. Cancelation or change of classification. -a. The authority making. the 

original classification, or higher authority, may cancel or change the classifica
·tion of a docur~ent by writing or stamping over the mark at the· top of the first 

. page, "Classification canceled or changed to ____ , by authority of. (officer author-
i,zed to change) , by ( namte and gm.de of officer making the change and the date 
thereof)." This paragraph will in no way be construed as a limitation upon 
paragraph 38. 

* * * * * 
[A. G. 312.11 (11-13~42).] (C 3, Dec. 22, lll42.) 

37. Drafting· messages. 

* '* * * • 
b. Standardization of the eo{Itent aiHl form of such documents as field orders 

and operation instructions is necessary, but when fixed expressions ·are repeated 
in a message the results n're exceedingly dangerous to cryptographic security. 
Hence stereotyped phraseology and set fonn of expression, especially at the be
ginning or end of a message, will not be used. Examples of stereotyped begin
ning are as follows: "Reference your," "Reurad," "Reference my," etc. Neces
sary references will be placed in the body of the message. · The use of words 
and 'phrases as "padding" at the, beginning and/or end of messages tends 
to produce stereotyped phraseology and is p;ohibited except as specifically 
prescribed by instruction for the use of certain cryptographic systems. 

* * * * * * * 
[A. G. 312.11 (11-Vl-42).] (C !l, Dec. 22, Hl42.) 

BY ORI)]~R OF THE: SECR~~TARY OF 'V AR : 

Q~"l<'IClAL: 

;r. A. ULIO, 
Major General, 

The Adjutant General . 

.DISTRIBUTION : 
A; E. 

502528'-42 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERNMENT PRJHTir-!(; OFFICE: !942 
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· AR 380-5. 

C4 

SAFEGUARDING MILITARY INFORMATION· 

CHANGES}. ·WAR DEPARTMENT, 
No.4 . WASHINGTON,_January 1, 1943. 

AR 380-5, September 28, 1942, is changed as follows: 
59 .. Authority for admission. 

* * * * $ • * c. UnitefL States aitizens.-SubjeJt to the approval of the commanding officer 
or the contractor, United States citizens, except those representing a foreign 
government, firm, or corpoi:ation, may be admitted to War-Department or com
mercial mamifacturing establishments engaged" on classified work or projects 
under the following conditions : 

* * * * 
.(3). Accredited reporters, photographers, and other representative,s of 

publicity agencies may be admitted to manufacturing establish
ments engaged on work for the War Department, provided classified 
matter, projects, or processes of manufacture are not shown or 
discussed with them. News items, photographs, and motion pictures 
resulting from the visit must be submitted to the War Department 
Bureau of Public Relations for review prior to -publication.· 

[A. G. 312.11 (12-,-17--42).] (C 4,_Jan.1, 1943.) 

BY ORDER OF THE SECRETARY OF WAR: 
G. C. MARSHALL, 

· Chief of Staff. 
OFFicrAL: 

J. A. ULIO, 
. Major General, 

The Adjutant General. 

DISTRIBUTION : 
A; E. 

' 

504400°-43 
D. S. GOVERNMENT PRINTING OFFICE: 1942 
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AR 380-5 
c 5 

SAFEGUARDING· MILITARY INFORMATION 
-, ":· 

CHANGES} .. WAR DEEART:M:ENT, 
. No.5 . . w:~SHINGTON, January 23, )943, 

AR 380-5,-Seiitember 28, 1942, is·ch'anged as follows: 
57%. Protecti01i of shipments via commercial carriers within the United 

States or its possessions. -a. Selection of shipp.ing method.-Disclosure ·of in
formation pertaining to classified m:ateriel·will be prevented during trans
portation by one of the following methods of shipment, to. be determined 
by a co=issioned officer. of the service, force, or organiz~tio:O. authorizing 
its movement'qualified to make such classification,. by: a·_higher authority so 
qualified, or by a•military attache. . •: 

b. Protection. as -.for .. documents.-:!£ size and quaJ!tity permtt, classifi_ed 
materiel may be handled in the same manner as .Provided for similarly 
classified documents in paragraph )9. In· cases where_ materiel is of such 
size or quantity. as· to create suspicion of its character and entail additional 
risk wh!'ln. _transported ·in the same manner :i.s documents,· another in~thod 
will be.used. " . 

·c. Railway e.xpress service protected by carrier's guards.-Secret or confi
dential shipments may be shipped via Railway Express Age~cy; lnc.or
porated, afte1; advance arrangements have been mad~ fo; carrier to guard 
materiel from the time it leaves the hands of consi'gnor until delivered to 
consignee. Notwithstanding the gener~l prohibiti~n .of iri~urance on Gov
ernment shipments, any classified shipments may be shipped at their actual 
value and notation of such value made on the bills of lading.· .(See AR 
30-905, 30-950, and 55-155). The. officer deter~ining the method of ship
ment will certify to the officer issuing the bill of lading the valuation to be 
used. · 

d. Ordinary railway express service protected· by military guards.-This 
method of shipment may be chosen for secret or confidential materiel as pro
vided in .a above. In such case the prindples of regulations governing 
guarding of freight shipments (see par. 8, .AR 55-155) will be followed so 
far as appropriate for express service, with the definite exception that guards 
with express shipments will be furnished with transportation requests. The 
number of guards detailed to protect the shipment will be a minimum con-
sistent with security requirements. · 

e. Air express via commercial air lines protected by military guards.~The 
provisions of d above will govern generally. 

f. Rail freight service protected by military guards.-See paragraph 8, AR 
55-155 .. 

g. Ordinary motor truck freight protected. by military guards.-The prin
ciples of paragraph 8, AR 55-155, will gov•3rn. Only one g·uard will·be used 
for short runs unless more are necessary. 

h. Water freight service protected by military guards.-The principles of 
paragraph 8, AR 55-155, will govern. w·hen vessels are used which have 

fi08311 ~,_;~:;! 
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arrangements for carrying passengers, transportatioJ requests will be issued. 
When vessels are used which do not have arrangemknts for carrying public 

. 'I 

passengers, carriage free or' at a reasonable charge, with appropriate arrange-
ments for meals·, will be negotiated. · li 

i. Straight or mixed troop trains.-Classified materiel accompanying troops 
J 

will be adequately gua_r~~d by or_ganization_personne~. 
j. Guards.-Guards sufficiently armed will. be·· pro~ded in accordance with 

paragraph 8, AR 55-155. Neither carrier's nor military guards will be used 
for the' sole purpose. of preventing disclosure of i~formation of restricted 
mat~riel. Guarded· service may be used on any shi~ment when necessary to 
prevent physical sabotage. ·when Pf:!Ssible; _where II concealment of the ·~rm 
is not· necessary, suhmachine guns, ··automatic· rifles, -or _rifles sho.uld be 
provided in·-preference to pistols. , ~ . , · 

[A. Q, 312.11. (1-19-43) .] • '(C 5;.Jan. 23, 1943.) 1_

1 58. Classification. I · I . 
c. banadian-n:tionals wi~l be consi;ered as an: Lc~~·ded :~e ·same p;ivi

leges as citizens of the United States with· respect to the matter of .visits to 
Government or commercial manufactliring establishments and ·experimental 
laboratories engi.ged on classified work or projects. /· ·. . ; . 

":' ' 

'[A. G.312.11 (1-19-43).] (C 5, Jan, 23,l943.) i'l· .. 

BY ORDER OF THE SECR~A.RY OF w A.R :' 

OF~'ICIAL: 

J. A. ULIO, 
. Major Gen~i·al, 

The Adjutant Genera~. 

DISTRISUTION : 

A; E. 

I'G ·c. MARSHALL, 
:! . Ohiet ~f Staff. 
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li . . ;, 

il· 
·-·11 

li ,, 

II r 
1: 
I~ 

I 
U, S. GOVERNMENT PRINTING OFFICE: 1943 ' 



"' . .. 
REF ID:A4127207 

All 380-5 
08 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} 
No.8 . ~ 

WAR DEPARTMENT, 
WASHINGTON, February 24, 1948. 

AR 380-{i, September 28, 1942, is changed as follows : 
14. Bequests for military information.----6. All requests from private indi

viduals, firms, or corporations and Federal or State agencies or departments 
for classi!o.ed military information (except those requests·deflned under band c 
below) are governed by the provisions of A.B. 410-5. 

* ·* * * 
[A. 0. 312.11 (1-21--43).] (C 8, Feb. 24,1943.) 

BY OBDEB OF THE SECBETABY OF W AB: 

ORIOlA~ 
J. A. ULIO, 

Major General, · 
The Adjutant General. 

DIB'l'BIBUTION : 

A; E. 

21l-3 7691 ABCD 

* • 0 

G. C. MARSHALL, 
011.ief of Staff. 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 9 WASIDNGTON, March 16, 1943. 

AR 380-5, September 28, 1942, is changed as follows: 

12. Reproduction of classified matter. 
0 • • • • 

c. The Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, and the Commanding General ot the Army 
Service Forces are responsible that service magazines or. journals published 
under their supervision comply with the provisions of these regulations relative 
to security of classified military information, and will submit all material for 
such publications to the Bureau of Public Relations for review. and action 
before release. 

• • • • 
[A. G. 812.11 (2-17-48).) (C 9, Mar.16, 1948.} 

BY ORDEB Ol!' THE SECRETARY 01' WAll: 

Ol!'FICIAL : 

J. A. ULIO, 
Major General, 

The Adjutant General. 
DI8TJ!IBUTION : 

A; E. 

H-3 7681ABCD 

• • • 

G. a MARSHALL, 
OMef of Broff • .... 
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SAJi'EGU ARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTi\fENT, 
No: 10 W-ASHINGTON, April20, 1943. 

AR 38~5. September 28, 1942, is changed as follows: 
66. Embarkation. 

• * * • • • • 
b. Movement of troops.--'-At p~rts of embarkation troop movements will be 

made. so far as practicable without attracting undue attention.· Authority to 
use bands during embarkation. of troops is left to the discretion of port com
manders where, in their opinion, the playing of a band will not jeopardize 
the security of the movement. 

[A. G. 312.11 (3-13'-43).] (C 10, Apr. 20,1943.) 

OFFICIAL: 

J. A. ULIO, 
Major General, _ 

The Adjutant General. 

DISTRIBUTION :. 
A; E. 

523314°-43 

G. C. MARSHALL, 
Chief of Staff. 

U.S. GOVERNMtNT PRINTING Of'FlCE: 1941 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 11 WASHINGTON, 11 June 1943. · 

AR 880-5, 28 September 1942, Is changed as follows : 
11. Loss or subjection to compromise.-Any person In the military service 

or In Its employ who may have knowledge of the loss or subjection to compromise 
of a secret or confidential document or article of materiel will promptly report 
that fact to the custodian of the document or materiel. The proper commanding 
officer wiil notify the office responsible for its issue, by the fastest means 
available, of the loss or subjection to compromise of a secret or registered 
item, or confidential operational plans, codes, ciphers, and weapons or equip
ment of vital importance to current or future operations, and will then in the 
case of a secret or confidential item make a thorough investigation of the clr- . 
cumstances, fix the responsibility, and send to The Adjutant General, through 
military channels, a report with his recommendation in the case. 

[A. G. 312.11 (21 Apr, 43).] (C 11, 11 June 43.) 

BY ORDJ!:R OF THE SECRETARY OF tV AR: 

O~'FJCUL: 

J. A. ULIO, 
Major General, 

The Adjutant Genera,. 

DIBTRI!lUTION : 

A; ID. 

~33970°--43 

G. C. MARSHALL, 
Ohief of Staff. 

U. S. IOVIRHJUNT PRINTING OFFICE: IUJ 
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SAFEGUARDING MILITARY. INFORMATION 

CHANGES} ~ WAH DEPARTMENT, 
No: 12 · WASHINGTON 25, D. C., 26 .June 1943 

AR ·380--5, 28 Se ember 1942, is changed as follows: 

61~ Responsibili of Government contractors. 

* * * * * * 
e. Rescinded. 

[A. G. 312.11 (11 Jun ).] (C 12, 2() Jun 43.) 

BY ORDER OF THE SECRETARY 0 

OFFiCIAL: ' 

.J. A. ULIO, 
Major General., 

The .Adju.t.arit General. ' 
DISTRIBUTION : 

A; E . 

53708.2.-43 

G. C. MARSHA-LL, 
Chief of Sta.ff. 

U.S. 50V£RNMENT PRINTING OFFICE: 1143 
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... ":..~t: .8J,:Ji"--J:~ii;. , :. Jf"·;r;~•-:·J ~~.~;-,Ji~) ~!l<]•, . .:.· ·<1i'1'' 11·] • •. ~1~·~ ,-.,rt: \':':'.:·;\"~:~··i.. .\~ 
.;: •. ·;;::·'iCf ,P..'"JLJt!!'.•0~- tBVdl;/,r':ttJL;:l _r.Q_~.~~Il~~.! .. J,.~,!i·.t(. 't,.-·.t ~ .~J ... :r\1 lf:.·: ~~.;.;l, 

e!~;i:~~~:~i~~~~~~Ri~,~t~1S~~~~~20~ti~~~~i;~{iV~6i~~:~:;~:l 
Confidential nla tter ---~;..::::.."_.:h:'_.:_~ _ _:_~.:..,_ _ _::::::.:..:.!1 ... L...:!.4J_!.l::J.:.-'.:....::_J~t __ .?...:.7--!.!.:..::t::!..J.:._.:.~.::n :14 
Res.~r~ct.~d .:ll!att!)r-,----:;,---~:-f • .::'=~-.;.;----~·~:7;.:,---•:._;:.-!.o,.;;.'",f"--~.'-:-'-,.:--'.~~'---d:o~·~'-~-,:~-.\ 5 
Cla~S~_i,fi~ati~p. 9.~ i~-t?riD;_~~i?~ frR~ ~?~~1eFP"..e9Ye/:ljltp~D:\a,l. ~~ep~~~.S~,--:_-~ 711;:-·?.-fii::--,11 .. ~_-: ._6 

g~:~c~~~~~~~{~~~:~ ~-~~~:;Ii~~z~~J~:::-_7~-;;{f~~-:_-:;~~~~T:T~l_-_-~-~~~~~~~~~~lEiil~~~_?}~~·: ·~ 
·Respollsibility.·--~.:.:_.:J.) __ ~!.·--~~~-:.!_,.[L.:_~: ___ i..:.:J£'_~:..:...:~..:.-~.Jl:...--::.::J.:..L!~-_;~. _ _;::-2.!..t._-~,~._;_:_:_'~: ilft9 

Cancelation or change of classification------------------------;'._:..;~;c';''-'-'-~~-"::"~~'~Jl .J,O 

.. ~os13 or s~bje~tion) ~~ .. c~:n~propt.is1e-71-,;~"7Gii-~L-:-:-:r.-,rc- 7_.--~~-v-r;:-.:-~·-~::=:-:~·-;.:-;:--.-·---.'t 11 
ReproductiOn of classified matter _______________________ _: ________________ ~----- 12 

·:!~~~~:~ ~~~8~~~~f::;i~~~~~!!:~~~-~~f~f~~~r~:~~~~~;57:;~E~~~j~i==·1=f=~==i=~c=:i:· ·::~! 
·~!~~~=~~~tiG:fo:~~~~si:=!~~~~~~~~~i~~~~.:~~-~~~~;~~.=~~~;:,~~-~~~~==;~~~~~~~=~~.=:~~~A .. ~~ 
Legislation pertaining to War Department_ _________ ::.:. __________________________ . 17 
!.;''.t.~:r,, . ..-,,, t ~j.~:J,•:_,. ,i_,.' 11_. t) ·.;-:). ,,.1'~].:··: ~"\. oi,;! ' .. ·:1~/lJ<:£;,_' .~.--.. ,• .. 1 .• "\: .• ~d('<,•:., .~ 

1. Purpose.-Military, iii~prma tion .. is ·. o;E, y~ryil}.g; d~gr~es ; of; rvaluE;!; ~,tq,., fpr . 
.t~ig_~ ,goverp.pe~ts ·.ill!~ .ther~fpre.:.J:,~guires ,th()[~;~rc;_is~ .of ~arying .degr~es,;p~ pre· 
.~a,~tioJ.l for ~~s. sa~ety,_ ·For tP.~.pHrpose_of p;roviCHIJ.g Jhe pece.s~aJ!y yar~!lti(!ns)n 
safeguarding the .several-types of ·critical information, ,the .classifications ·outline_d 

1!i'~a[agr~ph~;3;~ 4, ·~;d;~5 ha"ve:~~~P-;~~t!li!l!~~.~~- .A.ii.,~iHtary Lnf~niJ.ati~n~ do~u
.!_D,ept.s1 :djW~lqpwe._n~,PF?j~c~s,. and,J;ll~teri()l !?ther t_hap.:th~t. cla§~s_ifi.~d !l.s l!P.Qv_e ~r;e 
reg::!r!leq. as ;unc1a~sifi.~~- · ._ ·· · r, : : •:,' ri r .. r ~- :.r·~;: r, i. · .. -. _ , . u : ':. _,j·, f. I '.'. ··~,- · 

-1: .2,,, ~.~f!,n}t_~~s.,-!l; 4i_rcrqf.t.-;-:-:;Th,e~~.~q:p. -':'aircraft" rincludes. aW:w~ightocarry· 
ing ,q~v;i~.ei§·,Q~ ~truc~ur~l:? ~~!Jigm~,d"to 1:)~:;>11PP91!te!'l ~Y· the air, eitP.e~;;bY ·b_uoy_aD,ce 
o_r 1~y q~n~~jc~~-ct~9}1·~{i(: ··._: ~!:"! -... ·n 't ... fi>:r~:.G iJ'H . . ·<:~·t;· . .. · -f:t· .• :;i~~r·)~l ·~-"i 
.," lf· .. A,ir-.'ppaqf_, r.eserpqtf.0..1!·T~-d!.i;r.~spa~~:r~s~r-Y.~~i~D,- .if!>.th~ ·.air space,rl.ocated 
above an area on the surface of the land or water, .de.::?.ignated :and,.set,·aP.lJ.r:t 

. b_y.-E:JI&~pyv~":q!-',ge:r;iof;;th~ Pr:esidl!~h!r J;>y;:l!. ~§tate;"Com_~_onwealth; or·: Tei:rit!;lry, 
•. ·, j •,~, ''. ·:; ., ·~·. ' ... ...., :".,jl' ·•., ~j·;~>\ :; J.·~ 1 ~ '·l.l'··,·,-.. j ;•;; ... · _.;,:1 :..~:;,:"Jji•·,_.:{ 
~. *this pamphlet ~S./IJH'lrsedes •• ~R 380~~., Jmie 18, ,1041, ii.Jcl:U~ing: .s.e~,tio?).I, 9/F~ul.~r !!fo .. 281; 
·section -V, Circular' No.' 242; ·and section ·n, Circular No'. 252,· War Department, 1941; ·section 
lv,· Circular No. ss;: 'and .section i, \Circular.-No. 'ioo7.•War:Depal·trnent, 1942: .,~.} ·;· '.\'' ,; ·1· 

480687"-42--1 
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SAFEGUARDING MILITARY INFORMATION 

over ~~~ch_: ·P.Jlt:,~~~~ ot!!Jrcraft is prohibited or restr~ct_M.r~<?r J.t!J.\:)_y;p.H_r{)<?!l.~r_o.f 
n~t!<n:u~l.::.d\)!~ps~JlPF:-f,orpn~~_r~,_g?:v;ernmental purposes. { T.-<XlH .n:~ 

c. Olassified military informat-ion.-Classified military information includes 
all information' concerning·. documents,' cryptographic· dev:icesndevelopment proj-
ects, and' in"£;M~fei ~lasSifie~ ~s 'se~-i:"~( c~D.fiilenhai,·.;.~t·restiict~'d. "'-~~-~en as the 

~ items themselves. All other military-informatien, documents, development proj-
~~~ '"l';d~ "1' . 

. --·~ct;s, ·arid materiel are regarded as unclassified. • . ~· 
4
') •. __ ..... ::> 

; . ¢. Orii"P.to{;raphic-n'tateriiil.=cryptographic material· iii~\}id,~~·:kll <iocJMeilts 
:aria .. devices employed in--changing --plaiii:Iarigu~ge niessiig~s > iPtc) ~i:iniJ,l't~IJigible 
~form by means or codes-and -Ciphers: - -- -· -- ··. · ' '11

') ·~ · · ""q· ~ -~l-' 
~ ~~~: · 01'fipt"o{Jrophic security~=Cryptographic se~uri'ty' is tb:a:fb,l:a;~~.7of si~ilai com
·fu~nication ·wliicli-deals witli "the 'provision of technically sqfti\d~cryptographic 
\·ystenfs~ tlieir-· rop·er use, and· their--careful safeguardin -: · -~ .. c.~ Jilt 

1 
·: .' •. 

(Ji; ~·j •· ,., •. ·.P;•.·n,•Jj~0t ''!'l.,'~r;·~J: '\•::.·.q·••t~J .~!. ,-·•t');:.~·r,p-..f~o"';ij~ ,• ~ ,. ... t: Dooument . ..::::.The term "document" includes pri'Iited, -n'iimeograplied,· typed, 
plio~tated;·-·and·-written ·matter· ·or·au kin-ds; ·::rri/{p;J;··~'h%'ttJI~jj~;- ai:td ·aerial 

.:pb.otograplls-and·-mosai~~·;· dra'wingi{, 'sk~tc:htis: ·jii>i:es; iiri'ci-'lii\I'e-l5riilts;· or photo
static copies thereof; photographs_and .. photographic negatives; engineering 
data; correspondence and plans relating to research and development projects; 
and all oth('r similar matter. I VJOFJ.:G 

g. Engineering data.-The term ~·~~\~~V~er~ng data" comprises drawings, blue
prints, photostats, photographs, mathematical calculations, formulas, processes, 

,:an"d· alf.similar items that can be reduced to documentary form. '· 
! h: Foreign· government;.;.:_ The term "foreign .. government"""indudes .. any"'. 'Jl~cci!l-
;; niz~~~--~r__ r_lOn-recogn~z_e:<!~ gov~riiiiJ:iff~~jid-~ ~ilY: --~~cfL~Ii~Jir~ J~9~Y:-~otj-i~s~~g~J}i:s 
, within. a country _with which the United. States. is.aLpeace .. - ~-; ·cr·! • : h r,., ... ·, 
<' i.- -M ateriel.-The term "materiel'-'- comprises -military--arms; arm:fment," equip'
.ment, and -supplies of ·a:il''classes:··botiil'comi>lete 'and iil'li'roces~ 6:f &eVel~~ili'~nt 
'.and" coi:tstruction,--illo"dels-tliiiC show feattires-fii-""wfiOii/b~' i~::· I ai:Cd.esi"n's ;, ----- . ----· ----. ----------------------------------- ---------- ~.P,, . , ___ "g ·' 
r.mock-ups,: jigs, .fixtures, _and dies, and .. all other components _or _accessories,• of 
Ginilitary-equipment.- ----- .. -··-· ---- ----!.<ullc:···i~·J:;h .o r:·r,,,~, 10 .;;·,·<r'o',D':' 

·• i. .i: ~M.ock•up:~A- mock-up· is --a model;-· usually-r{tiiY 'size'. ad<f'bonstruc'ted.'·''oTf 
~[n.~x:Pensive-material, ma-de foYthe ·Iimpose of-,stiidyi~'g' th~~ i;'~li~t:Aictio~ ~n.d: .. U:se 
·:of a~ articie of_mat~rfe(or iiiechanic~Ld.evi~~:· ~-·!~~: .. :,.;: .. ·. _ _.;· ;.; ·: , . ,. ·,:,.')): 
;: ;· lc. Paraphrasing.-To paraphrase a niessage is to· rewrite• it so· that its meiming 
~'I_s the same but its phraseology-is· different.-·- . · · · -.: ,.,_' '! ,,., '.'il · '. ''"· ·. · ,_. 

I' l. PhOtomap . .:;_:_A- photorrfap is" a: 'reproduCtion'' g·t"'a~. ae~itai'. ~6~a'ic; ~om;~~it~. 
·'orr single ·vertical £used -in pface1o":f or; to'-sui:ipliifueiihi map:j:i:---,<:-c . ·-· -· .r 
"' m; 'Regis'tered 'document . .::..!.K iegiistered7dO'ctimerit- is· :in ;im:Pottaiit ·secret, Ifbfr
. fidentiaJ: . or restriCtea (dociirrient'·"oli 'cryptographic 'device' which: is'· assigb~d.1'a 
'reg{ster number for-userih ·accounting• to 'tliei office 'of ·record~'at p'eriodic:ihtei'vals. 
· : ·n. Reserved -area:=A · 'reser-vedl'a:rea is 'an area· 'on ~t:tle· su'rfidce ·of· lM·'Iafid 
'of water desigilated:~aiid set:apait~by cExecutive''order'iif the·Pre-sident\'!f(;f1pur
poses of national defense, admittance to which is either ·prohibited'or':restricted. 

-·:: o-: Short title:...::.:A 'shoi·t"tfm~·J'is ·'a 1aesfgnation· applied· to-a·~registered: dbcu
·ment'--foi: purposes of· security ana brevity.' cttfcohsists of figt"iies; letters, w'ofd~. 
or combinations thereof, and usually contains an abbreviated '·desighiltion 'Jf)f 

ith'e. office •of oiigin without'-givilig -anyf·illf6l;Jiuftion··reiatiVe. to· classificaiio& or 
'content of:the-docu:tn"ent; :.~ ·,:,, ': ·f 'J,:,- ~·.1 <.,·:·!',-< :.:1i·:· .. •. :.M'" ~..·. :•vch 

·~· p .. United States.!.:....The · tel'mL''Bnifed '-States'' as i:is'ed"iil·these · ~egulation's 
-~~elude~ p1e <;J~na.I z,?Ile ~n!l "ap .ti:)Fie.t9~Y an~ 1 ~at~r§i, -,!!9ntinentaf.-?J;."ins¥lar, 
'subject fo. 'the jur'isdiction ·:of the. Ui:titi~d Sta'fe~C Sec.: 1, Title XIII- act :Jund 
·• • ··•. ••· • ·• .. !'' ' ., t. .• .J", ~.n'. • !•••· ~,·~~·· ;•~"" I .... ~ f', ·'-•- ' • ·''"·•-·• 
15, 1917 (.~0 Stqt .. 231;.5Q;U.,S.70.~"40.;;M.:L,,d939, sec .. -2181) .• : .e:~ .,_,.! . .. ;o ;~·.( 
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r;•, 'q.' Vi~it6r:...:.:.;iS;'i.1se'd, in' tbese"Yegtilli tioiis 3." 'vi sffo1"" ;is· :any :person:· admitted·: to 
rfi dbverl:iment or commerCial' ma:nu'fa'durrni'establisl'mieiit:eng:iged in'·da:ssified 
~wbrk' or' project fori the'Wai:· Depaftm~nt;except:....;··: ";•,; :·:··-~ .>~,·;· . - :_;""'.\t' .... .
.':r·· .• ' 'm<-A' p'ei's~n· employed "o'ri i:lie'·'·woril'or projec('ol• ".if· :::· ' ' ,; .: . v) . ' 

(2) A person directly and officially concerned witli the' ~cirk''orYproject: 
. ts:-sec:Mt niatter>\' a:·•wlien 'czil;ssifiea se&ei.....:Docii:rrlei:its,· ;cr§ptbgrapilic 'de
'vices; 'dJv~Ioi:iilierit.' prcfj~ds; or ·articrJS'' of inatei'iel ·will· b~. classified· ana;. ;if · 
pi:aetic~ble; marked· :secret' -~heri: dis~l~sure~'of1 the ji:J.fo"fillatiori :01': f~at!ures' coli
: rained ' the'refn" "illiglit'• endanger '. n'a tionlir §ec\.'lri ty, C~ use \ 'sefiolis • irijhryT;"to -uie 
iiiter~sf 1-J~ 'prestigefof -the~ nation' tr .'iany~ gove~i\:riientill activity,"b'r 'would ·be' of 
great advantage to a foreigh'natio'll'~·i•'~' :. · · --,: '·' ·· J:• .. , .-. ,:_ · .. ·. f· ' .• ; ' 

b. Examples of items classified:·a&:.seC.Pet·.; · · -. · · · ·;· · -.~r :;r, · · _, i .! 
(f.) '\var·!ian.'s.'l'•'''"· :c., ···•r::r; ··.;.:; :. ·::i _,,, ..... ·~!:! ::, ~- i' 

.. , ·. :. ,, .. (·2)" Do~unients' refa'ting to' tli~ design, ahd~d~:VeHipi:n'eneof' new' materiel 
· •"'Ul~nl:J 'contalning'inform!hloil r of the-typk,'des~rihed' in 'a above. 

~~tJ '- :o~s )"JGiJdes.' civiie'rsF·'Jirid. :·crYfitograpnic: •de~ices 'used. to: ~traiisrhH secret 
information.·· ., .. ..1_.,· ;) 

(4) Certain military maps'aiid.photomaps: · ·'":" < '::•: • ;r>;;·'-'') \••, 

'Jr!t ~" ",fJ-",:":f(a)l.iJi:\.~fthe~'con'tinetitai! United.' States; tlioselilhistrating and identi
):·~·>:·~·J·: <!1·' ,,_ •• ,.fied''witli.-''a War p'tar(·iiicHiding''loca:r~defense plans, defense 
• ' ·.~+ '-. -~' ... ,, proj~cts;· or.'aiiy:p·ha'se'·i:hereof.1 ·:-.- ... ,_r,; 

·' :ro:l, .) . H hL (b)''in OVerSea l:possessioris·ia:fi.d 'fod~ign ''territory OCCUpied by the 
r,f'.J i . :·~r~ .r;.-·; ··• forces o:f' the United' StateS, those illustrating an approved 
. < i - ··- :> ,L· :r: .• :. waf'pl:fri, including''local 'defense pians; defense projects, or 

· · ·:·.• c..· . ..;;;r.J~:;;J.J' ' ' ~ny-pJ:lase:tlierecif ;·tliose1'showing-the 'lay~out of permanent de-
fense works and naval bases and''til.e 'adjacent terrain vital 

·:··~· .-.:~- ,-,,;, '':t&;··tli\~ir•iietelise'; ari'd'·th'ose~·that,·serve to fixJdefinitely the 
"".. ·,. ';-"'~nt;~:)lo'Cationl'Of any' elefuett :'of''iiermanent.':defense works and 
·.i:; · ;;.-_~; ~· r. 0 ;~,~·-r riavarb9.'Ses.; ~cHrt ... ~~- t· .• , ·:~·'" '; .-; r:f· ··1: 

'·;··i·;•l .:·(5)'•Iii16rmationi c({iicefiting if~ms' oCi:nateriel anCl methods of assembly 
classified as"secrei· by a ~~hief "of ·a· supply se'rvice. 

t''' ·: . . " ( 6); Photilgl:.-aph's;r, pllotbst'ats;·. diagrams; · or~ . m'odels of 'any . secret docu
.r.- .,,.,," .: 1';iileiit'or"esse'ntiar'part'o:f secrettih'ateriei . .-•' . ·X. 
.• .lG!: '(7); Trh'op"'rriovements.':c.!.see se~Wni vuvr 1 • 1 .~' • · .. _;: ;_:;.,, v -: 
!r.ljv!Jir.'(s)' 'Inform"ation<?•Wliicli "will"'iri.dicate -tli'e;·s'trength.·o:f.:-garrisons in over-

sea deparfmehts:'and:'foreign-fferfftory ··occupied .by ':the forces of 
ti·l;J '. ,<1·:: ~:~·ifli~ •tiri'it-.\i1Jrstiifes ·or;· illforihaHon· :indicating1>the ''C'oiriposition of 
... , •. _::) .. w: .·'U_nitsr'of theifotaFquantity-61' specific iteins:'Of eqiiipment pertaining 
-:!'iJ.-:; ;(! 'I.:·Ti tliC'refo; except· th'af:n:iaJiinraddresses ·will· iiicluae .-organizational 
']!{t ·1·. ;•;:)t0!(h~Siglliifi0ri.'S:'~.J 1u - ~ .. .-:rtr·,. ~···l· _1'[ ~ ~ .... -L 

c; c>A1.t"tliifritfjtio ciassify as.· iecVet:L-:M:atted; i.iiay be· classified: iisJsecret only by 
·or J)y'authorftyof·tlie Secretar'y'Of'War;lthe'Under Secretary 'of War, an Assistant 
Secretary ·of War:·\th•e .'chief·' of-''sta':ff,' the\~Comlnanaing Ge'nera:r of the Army 
Ground Forces, tlie Comma!1ding General of the Army Air Forces:- the Commanding 
Geiierai:onhe'Sei""vicMo! .. supply;:a:n .Assisti'irit en'ief of staff of•the war·Depart
fnent ·aeneral-'Sfaff~ the;cliiefs"of .. thi! 'suppiy-and'!adrilinistratiV·e services, a general 
:()mcei-,. the' ~oirimandi'iig; o:fiicer'·ofJ:a·'depot1 1post; camp,-~st'iition, ~o'r independent 
command:~·tiie'lcomiiuindanf·ora·Jgeiieral' or~special<;serfice-:s'chooli-'the chief of a 
military mission, a military:·attacli~,t,orra:-ilinftafy 'oliserver. j•,: 'm~r,-::: 

d. Di8semffiationJ oPsecfe't%atter::.:.:_Tlie •dissemination! of--secret matter-' will be 
held to the absolute minimum. Information as to the contents or whereabouts of 
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§~CJ:~t ;~a tter-<wt:!l·; bE!, .~iE)elos~t:I-.onlY. tQ •. tl;tQ~e_ .P~r~9~§l 'Yl1qse <lqq~s .rj:!gu,ir~ f?Ueh 
],>:nowl£;!(1g~. ' :It io; ,e~el_usiy~ly for. ~t~e: 9if}<;i;t.\• 1~1s~,. of: tl).e: p_er:~on. to:. ~ho.m,.}tl i~ 
divulged or issued, who will be .r~,SI)C!!!'lil;>le_j'_o,lj_i~S@.afe. ,qust9,dy ~n<tse<;uqty,: ~rH_s 
inviolability is the duty an<tJ;espQJ?.Si_bili~J:-?f-~ll per~ons.havi,ngcJrnow~dg~ thereof, 
rm 1patter-_how obt~inE:!d;, .. ,,., 1.,",.-.,.-,. ,;I;Hi·.:-:, • .;. :. • .; --,;·, 11. --·- :; ;-_ ;.: • ·. 

, ff.l .. : ,9~n,fi;d~n,~iaJ .J:P-atter.:c:-:a--.'o/,1~~-n, :C]Cf:~sified _. a~~· cgnfi4~~tiq!-~J?~c:upiepts, 
crY,ptqgr,aphi~. -gev~eesitigeveJopRJ-~P:t 1Pr<;>j!!~!l?•. aJ:?.d .artie~~::; of;rm.~t~;rj~l,hw,i!l_pe 
.cl~ssifie_<Jo,.~!f!l,, if P:t:l!.<;t.~e;tbl~, JAI,t!-'k.e,d PR!l.fi.~e.n~ial ~hen.,disei~~vr~J.I!~ ~he.inform;t
·.t~on -~o:qta,~pep. t:p.er_~iJ:?., ,ag!lqugb,;ngt~en~~pg~r,i~Jgjl_le natioJ?.,:;tl·securi.~;r._.mig}lt bf 
prejudi.ei,a) ~o ,tp~._iP.~~r~~.t _o;r, P!;'e_stige, o~ t);wJJnit~q:S,t~ttes; a :gove;rn~~!lt!lJ a(,!ti"Vj!ty:, 
or an individual, or be of advantage to a for~ign,nJltiop ... 1 •: . t . _.- •. _, 1·rr1:: '!.I , -, 

b. Examples of items classified as cqnfi.d:,e.rl/liJ.l:J. , .' •;;-:. ._ ,,,,: ·.: ..... '"ol.;!\ :, · 
(1) Regulations governing joint action of the Army and·. the Navy.-. 

)r rt;; •. ·; (2), Doqy,Il).en.ts .p!'la,tiJ1gt;t9" t~~,A~sign, and,,,Q.~velqp~~~-t',q~.~~e~,-~ateriel 
S-'tlrl~ ;tnq ~~:mta!niJ?:g.~,n~qrm-!!ti,o,n ,Qj:,tJ:!,e t:I'Ptlid,~~<;nbed. ~1,1 !f1ftpove. 

''>':rv. ( ~)- ()qdes,;£ip):l~r.s, :!!n\l;~!'YPtog~aJ?}l;!~c ~~yi<;~;,U~!Jd t.<;> ~rap.~m.~9eop.fidential 
information. . ·.a: . .. ;:• . •. j'i~J 

(4) Certain military m~p~ al).d.P,J;l?tRm!lps,.,r·; ·>;-•:iiLrl HL; ·~·. ;~) 
-i·iw•hi >·, . ~.Cabin t_l).e.~eoJ?.tipent.~l! V.n.!t~d. ~~~-t~~.; ~Q§le>;§IP9rvi~g 1lay-out of the 
c<.:;;.,}c•·, .; .. ·; v.r_pe_rma,l).E!~t.d~f§nJW ~!v;ks 11n9- navaLbll;sgs and the adjacent 

- terrain vit;;tl tcht.P.e}r,.:£l~feJ?-Se,.,and,-oth:()S~ that serve to fix 
··If• , 1. :-:···· .:; - .• ,d!':finite~y.the;;locat.ioi!-·9.f any.,eleiJlent of;:Permanent defense 
1·~-.o,-.~•. ~-,; ~- 1, ·• 'I;V!Jrl!:Jl ·~tnd,nJlV_!)l,~b.a~e_s;:except that whe)1 the complete map 
·,.) ·" .·. tc·,,_: . "·; · .of,.il "d_efgns~ a;rea .. e()p~ists o_f Jn~re tp.a,n, c;me sheet, only those 
.,.1 ,, _ 11ro; ,:, •. ·, ,, sh~~t~.;shOJV~ng;,!'l.efense .el_~IJ1ents _ n~.e~_-l{e classified as con-

i:,J:,- ,, .. ~'I"i 'ii.S.~":J:;f!fke1J:.~i,a~.-u·. ~-. ~ :d t~";·,:!~l: ~ .. j.t / .... ,~- :;~· .:.~;\ 
~·;y -~: ·~''· ~l(b.), II]. ov!}r!Jea;.P()SS£;!SSi()I)S;:;;t~qAo}-'e.ign,,t,epri~.Qry occupied by the 
~- 1 1 ;• .:·,r, J ,_ :<s·.t~ ·,fo_rce_s_-.of,_1the,c:Un.it!'!<!·. J~tate~, JJ:los.~-i IJ.Qt,;classified as secret, 

shoyving lay-out of militar:Y-.".an_d,: ~~v:;tl. radio stations, air 
r,,. , t t , , -., ,_[••_-bas.c~s.:: airdr:9m~s;, airaflo~pots,• _!l_upply-, J?ases,._-a.r}l~nals, ·proving 

-,.grotmd,s; ,oJ;1a:qy _are.!!: vi.ta~ t\)· 4efe!1!le .. ,, ') .. · .. ,. :, 
• , , 1 ·HD Tec;.h.nic!ll inforwation,,~St!~ll. :as r£;!searc:h._-q~ pro~ef?~es-;Qf;·:p:J.f!nufacture 

which may b!'·-~ A\s,ttnct -military.~a~sEtL!;lnd_,,~,ot(a;:watter of general 
knowledge, and othext!'chniel!l item!:J.:.OfJJ:leJypeAessrib~d i,~ a above. 

_y · ··( 6) ,,P,Mtogr~phs, -photost;;t.t,s,,,,qi!l,gra,m,~ • .,.o:t:hffi.<?!'le,l,E),i ,qf-,1-?,nY.i -e~P,~dential 
-~ .-•. < ,,;,·.doeument:.o.r esse;ntta,bnaJ:t of ,eqn:gdep~!al-:mate,r~!;!I. ·'· . 
, . . . ( 7). ·Q_etta\n rrf.lports, ·orge:.:~ •. i9r inst.r:uct!qns P~J;taini_:qg:. tp iJtqividuals, such 
h,· .~., j·,as ,tl:~ose; rel,ating t9rirprest.igat~\-W_S,, I?I>e,qial-as.sign~£;!pj;s, and others. 

i:,, ,_; ·· (8) .·I-nfoJ?w~tion !!l.:Qd :r;ecords.so_g~pi,led,1atl'the ,requ_es~ q~ t~e War Depart-
. ment for its use in the assurance of aqe,qup.te. _pro~ision for the 

·.;:1 ''.'. 1 ,. JllObiliz~tiOJ;l'-,Of·:II!at.~rie!:!ln.ct il).!'),q~tri~ll c;>,rganizJlti!)J:?£!.1·e.~sential1 to 
,,,,, i'J''·-·"· wahime -ne;e_ds.-·:· S~!'Jr.S~?C, 5~, 1a,dded~fo ~act Jy.ne. 3, {~16,:;;_by .seq. _,5, 
-4anl_ :~:fi ,.,apt.June .q,,j9.20,. (41. Stg;t;:t1,6.4Jt;~O;,TJ: -~-.. 0 .. 1~9~·~;.11:{- ~ .. :f-~§.9, ,ses. 
':~. •ii":l' ~~U; l .... :r,p') 1925} • ..)·· f ";" ~L 'f:;.d .' "t:.. r,r:: iv .._;)·.~.1, 1 £'7:1 .. l;~'. ~; .. I.,-;:::/) ...... J. t .~ f/J ··l. ,_ ,J;. 'i;, l'J. r, 
. , :: 'T,. (9 ): · Shipments, . .of wachine -prepared_ !l!1q-~maAl1ally · p~epareq .moptj:lly_..p~.I.:~ 
r:. - ,.,._, •: :-~;sonneH·Q~?te;rs.a:(l~,W;;,·D.,.:4-;·G.-Q.,for;III.NQ .. 35J3; (),'t_ep?rt o~.C!!aJ;Jge2 

,,._- ,,,:· .~; ; ::r -fpr . .orgagiz~tiQP,S ~nd iJ?.~i~!~u~ls~ put;;!~!), t,hei,s=ontip._eJltal, li~it~;,pf 
, . . ', c ,._:.) "· tb,e. Pili ted- ,States.;;:;R,ost~rs \!l:IJ-4-.;-reP,orts~ pf ~,eha,_nge ,Jncl,l}~~d -.ill.t~U¥ 

shipment.l).ee.d,J:lOt·;):!!) :il).di_y!_dua\}yi.cla!S~ifi!;)d. fi ( ·? J·" .. -··· -' .• ·.: 
s·- . ; : (101)., All info_rmati01;u rel!J.tjv_eJt.o s!JPfdfj.e quaJ;!ti_ties · of. w:~r, J;~Sepyes, • .. , 
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.;•rcD·AuthoYity :to.<classifyr:rast'Jconfidential:" :Documents,- de'veliipment ·projects, 
rna terie~\!•bi: .. technical'. information<. may :be classified--as. confidential by; anY: com" 
miSsiolled-6fficer11!'-·~·~c.s·r ~·~!.:!...: s:Ji ...-i,.~'::i -~~~ .. : ::"! p:r~-·:::.··-~ ""lLl 5'2 ~::" ~ ."· •1 1 ~·· ~ 

it .. Dissemination of confidential matter.-Confidential military infornl.ation wUl 
neither be :discuss'ed·,:with:-nor 'Clisclosed ·.to :unauthorized ~pei·'smis:i32The contents 
or. whereaboutscof~confidential!documerits;: cryptographic devices~' ·or:ma teriel will 
be idiselosed rorilynto:-~'thosei persons Linuthe,.Military · Establishment ·wllose~ unties 
t,eqtiire;.;that·;they. . have "stich>'kriowledge :and to·: sucli · other 'persons .. of ·:espeCial 
trust :who:;:-musLoe ~ipf6rmeu.: .'Those· to whom. eonfiden 'tial~ info'rmation tis:' en: 
trusted or disclosed are responsible··.for.dts safe,•custody·-and ~security;:._-,_..ud•;·t, 1 

t:; 5. • ltestricted:matter.~.': When class'ified :as' restricted.-'::A.' dO'curhefit;'! crypto
graphic i de:Vice,. development' :projeCt,' or· article ·of ;ina tei·H~l wilEb'e i Ciassifii:io- andl, 
ifr·pr'l.cticable,-:-·marked restricted'--'when ~information co'ritainea"thetc~iii·:'is'.for 
official tiSe:wrily, or. wh(m. its-'i:lisdosuie slii:mid "be liriiite(l·for:.:r~liso:iis l<){. admiiiis; 
trative:privac·y:·or denied tlieigeneral public,;·'~:·.:;;)'j':l --_; H.'..-; noh:nr.iol··' T.L.i 

b. Examples of items classified as 1·estricted.: ·:·Ji1 _:. ···.•_,+:~·. 9t· .i'i-:t~·:[ !: "'\·. • 

Yu; : -·'(1:) ·_Certain parts.·of .mobilization pians>and. •r'egulatioll's: ;;": ~::-' '''~~.v-1 .-\ 

-r:'.'. :: (2)' Doeuments-'relating 'to-,the 'design 1aiid· developiri~iif." of new'ririateriel 
:•· ,:·- confairiirig information· of·tlie type·descrioeann·raf'"aboye. '·' : :tr ~c 

;.:;·;:-. --('3)~cProcurerhent:'plans-:' ·•r'Ff.:'''· '!(·-:: CTI".,,,_._,_,~:;·._·. · .. ~ :~;,n'i\1 _ "'-'· 

:L· ~-. (4')'•Codes, ciphers,<·and cr:y.ptographie 'devices'used:to 'fransmit·restl'ieted 
:;.:. IlhT .~'"tldriforination;o-r:~t ·"l<.t · .. ·; ,; .. ~~Jt · !.~ .: .. :~·.'r\':~·:c:r·~.:.:_:~} ?:·a.;::_".'~;~_.·: ... \ 

(5) Certain.trainingraird technieill' tegul!itfons: ·: ·.J: ·:. ·_.:- ·) ;,:) .h'i;·n .. > -' 
·:::; ~"(6)-:,Certain'·.Armyrextension:courses/·' ::a '···::-" ,,r-:: ·:·, :::.:, c~ .. ·;:C' .~t
u••i:t: _-,;( 7): I.Certain;a documerits:l;regarding· .. i:m'gib:eeriitg' 'prineiples1''arid-' o'esigii "de~· 
' :·· ' !~·:_- ··,\tails,qcomp6sition,·:.method~of ;processing ot'asserhlillng,'·'Wliich are· 
-·.-.' ,. ·., ·,y·: ,~v~tal•to"the~:funetioning·:or-use cif~-an'article of;'nuitei:Hil/ .,;;_ ·"' '.~:' 
_ . , , (8)'- All ·~ilitary-'inaps;' .. photomaps·, ••a:ndraerial' ph'otO'graphs! in ··-th!P posses~ 

sion of the War Department or to be hereafter drafted, ·develoj;iedi 
·_,:c.. ;,.'_.- ,;!lr:or reproduced;;foi:~the·' War I Department::::iri-'-<'the contin~ntal 'Uhited 
.--'}~ ;•,•r~"wi 'States·-:or: iri .'o.vei;1;ea ·,p"ossession:s~'and ··foreign~'terii'tory·;occtipfed 'by 
'·:·ir·:;_.--' '~" ··.-.the·f9rces·.of--:the:.;Unit~d ... States· riot 'classified-as s'ecret'•or: ·con{iden
.[1.:, ·;i··~~'":J:rtial.\._::: .. :·: .t ;~;; ·-·a,f .. it.JJ ··.~·t ~ .. ~·;-; ·: ' . .i .~d J·t·. ·~'i3 tl!Jij:i~Ji~;~·..: :; t< 
~">!·1 ·~,(9).. :Photographs, photostats, diagrams; .or models of..- any:z-restricted doeu
, ,0; :.:•;;t·; :.·~ menttor essential.part of restriCted materiel.'., •/ o~· t.Oi.;r: L:' ,_;._ -, · 

J:': [;(1q)H.Strength.retlirns for<alLstationslwithin th'e continenfallUilited1Stales7· 
: c.t!A.._uthor;ity _tg, classify as ·r.estricted.~Documents, :·developinertt·:projeds-;:tecli~ 
J!i_gal __ da~a; and: materiel: may, be.· classified.' as: restricted ·by-< any .. commissioned: 
~:(fi~_,?_l~._::_.;(il!·., ·~--."···~·~'L: _·,~·. --~ ;·; "'. ~ ,.-;-· '~·~· : . .!Jn ••!: -~ ··;·, tT\.~i,W~~·:;~ ..... ,:~·~ 

·d. Dissemination ot restricted matter:;---,The:ihforn'la'tion·contained"in~'restficted: 
<loGurri~.pts and: the _essential ,characteristics of-.-restriCted:matedel:_iJ:iay··oe gfven 
to; ap.y_pe!'_S.Q!l.J~n_own ito··be in the service~of ·thegUnited, States.an:d;·.to ~perso:iis'~f: 
u_ndoubt_ed 10y~lty,,_and .dis~retion .. ;ivhO- :are coopera_tingin' Governmeii:t•'wotli;~~but' 
w.m., not lJe .. comm)lp~c>tte.d to, the: public( pr, to~the .press· except iby.'authorized- 'm:ni!l 
t,:gy,,pu'!Jli,G,_rel_a_tiQP_1>~!lgen~jes.,_, ·;_,,,•, :-;· '.Ht , .• ·.,, ' . ·_., ..... ~:_. ..: r-;·· ·'I ·~i•i'·-·;,.,_,,-:. <;f' 

c-ctl· ;<nas_~i:Ac.!l-t~oJ:J. .O~ki~fq_rlll_.a~ion, from .otlierf. g6vern:il:i:elital. agencies}:' 'In~ 
formation obtained from the Navy Depattm~nt,{otheri:governriieritabagency~ ·or 
fxisp,91Y,.forejg'!l·go;ygrl)._m.(mt-;willobe,pJaced· in. the-sarife'.rellitive' elassification··as 
t_J;t~t-~~,_w)lj.eh Jt:i.S:~~trr!ed}py::the controlling·age_ncy:_~;;~,, .. , .. :.'-' ··: · ;_.'ILirrt~f.i·_,.r'J. : .-,~ ~ 

.t..Ji_,:r~:·} :,:;ftL:~) :.ull ..;~-'i'.-..'i;j~;-. ::;1 i..:<f.tt03~r:..:..J t_~.,~ 'u;- 1 ~ .... l'JJ:!.:i .J_,f1~r_:-;.-;~~:.J 
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SAFEGUARDING ';MILITARY -;tNF0RMATION' 

,:..J7. · O~e .class~fication, only:.-::.A' document{onarticle;§f materiel '\.Vilkriot •be;as
f!igneC\_··JllOr,e 'than·.'.m;:te of the. three• classifications;.:..secret,c:c'onfidentia~;')'or. ··.re" 
st;icted, but if this happens through error the . ma.re re~trictive;~_classification 
~~~_l,apply._ ... r .r:~-::.i. . .!'J: t·,·· '•~f.~;.'-1 ~", n f~ .•. --•• ~·-'r:.H.:' .. ;·'.$1 ~-~1-,j!"\ \,.· -:c .r ;·~.·, ~: ·~-~- ~ .. 

F. 8. i.O:v:erclassification.-;-Documents .or ,materiel ·requiringi:classification. ~under 
_the provisipns ·,of.· (b.ese, regqla tiogs, wip lbe :assigned'~the; least' restrictive ··classi, 
f!c.at\Qn ... co~siste~t-.~. wit]].!the proper· safeguar.dingcof.~j:he iliforma,tion '.or-materiel 
~9I!Ce_rne(i.; Qverclassificatipn .wpl be av:Q}ded;since.iiLcauses unnecessary ·delay 
in· t'!J.e . t:ra~_Ip.issiQni ·of. ·mes~ages· and depreciates. ;~he·dmportalice •.of• classified 
information in the minds,.of .·_ha'!ldling.;personnel:._--.:- -~ ?· :-1·: • ::"'· .. ;r, "'f . · • · , "r:, 

., {):· :Re,!_!p~~sibil.ity.""7a .. /J'he .. safeguarding :of. classified.military~· iil.formationl is 
the .. r.e.spom;ibility::~()f .alLmilit_ary[~personnel; -~ivWan.~employees·. ·of• ·the ::war 
·:P~?part!lle.nt,. and pf. ·th~ 1Il!I,:Q.agement .and :employees oLall:·commercial. fiJ.:mS 
~IIgMed-.ip.:cl~§ls.ified-.wo:rk or:JprQjects for .the W:ar'D.epartment. Classified mili~. 
tary information· will be discussed,•;only.J with military. or .civilian :personnel 
having a legitimate interest . therein.: · .. >.:~, . ,, \•<:\ · · .• • : · · • - · .-1 

b. Commanding Q.:\fi~~J;..S, ,~Q.mini~tr.f!.tiye .. offl.cers,. a:nd.procurement agencies are 
resiJ.ons}ble -tP,at_ mil~t!J.ry:.peJ;!lOI!n!'.l, &!vilian employees .of .the Military Establish
~ent, and ·.~h!Jr,.J7H!n!lgeinegt a:q.c:h_ ~l]lPLoy~es .. _of 1cqmmercial 'firms engaged in 
classified projects or developments for the War Depa:rtment-are.fa'miliar with 
th~ _-pertin~n_t .• P~9Y~~JOPf>;:r .. of r;;.t!J.eEJ(;J ~r~guli).tiO.!_lS .. Clerical :and ·technical work 
on SECRET and CONFIDENTI;'\.L matter, to the extent· practiCable, will be 
performed only by duly inye_stigateq-~and~approved personneL:· . , -~· l r r)l 

10. Cancelation or change of cJ4§lsi:qpatign::7'a.rThe authority :making the 
O!igil1a~ ~las::;J.~sattq~;,,Qr higher:aut);tprity;~may cancel or change the classification 
\l~.a !].oc'\:qpe,J.J.tRY.· y.:;rit!ng .. or. stamping o;ver ,the· ma.rk·at·the. top .of the first page, 
"Classificatig!l: C!lncele!l or,chapged:.to ).!.·..::.._·~--~.:.-,.by-authority. of. (officer author
ize!J to ch,(l-nge ),, , by, . ( rwrne. and<gra_de ,of officer .mqJcing' the ·change aind the date 
flt§r~Qf-)•'!) t·~:::i"'-,. ~ ';:'1 .. ·~.~~·tt: '.-~ ff~ ·"·.; jf·~~:~r~! '!~-_;~ ·n .: - '· 
: . . 1.1:·r·The a)lt]].o_rity, mak;ing:·the, original· .. classification: •or ·higher. authority may 
ClJ:llC!JJ'or cJlang~ _tl:\e. claSsification of rna teriel by appropriate letters• of instruction. 

C 
·. ·Q •. :In cth~. case .of mess11ges~ which .haye been. · •. previously' cryptogra phed no .change 
in classification should be made unless the text has been carefully'paraphrased. 

.. ~ 1. :i;.9_ss·1or ,'subjection . to; compromise:.J;-Aliy; perso!l ,in' the military, service 
or in its employ who may ha:v.e:knowh!dge·oLthe·lQss·or·subjectiim to compromise 
of:l!l' s~'cret(or. co!lfide11tial 'document.·or. a·rticle .of·,IiJ.ateriel will ·promptly· report 
t:tu~t f\tct.:.-t()1the,custodian~of Jhe,document or materieL The proper 'commanding 
officer, wm:,t:ttim. ma¥:e a ··.thorough investigation of· the circumstances; fix''tl:ie 
responsibility, and send to The Adjutant General, through military channels;'-a 
repqri;-;:;vvi_th·:his,.recommeridation.in·the-case. ... · , · · · · F'"'•·''i -~ 
;i 1.2~ Rep,rg.Q,uction,,,of J classified·, matter;-,-(!). ,Agencies entrusted' 'with ·the' 

pxjn_tjng::..()F G reproduction,> storage,' . and. issue' of (classified docuin:ents :·will'·oe 
tll:(()t;.l!l~_d7 Qf, ·the. ·applicab~e! .provisions., of . these regulations. The authority· 
diFJ'!~~~ng ;tl:le:,pr_eparation;, print\ng; lor· reprOduction of classified documents will 
be responsible for the disposal of the notes, manuscripts, type;: plates, stencils,;· 
negatives; and, wastage·rincident :thereto) in· a manner· which wiil- ·safeguard the 
secr~;y:"of theinformatiQ_n:·being,.'reproduced. 'n:~ .:· rr· ·.. · ... · • i·,fi •.•. ,. 

·b.·.The;'.C():tnmandants:of the ·general and' special serviCe schools are respOnsibiec 
that the printing or reproduction .plants.'ofJtheirc respecU.ve commailds 'J:elease~·no1 

classified information to personnel or agencies not entitled thereto. 

•. : 
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:::tc:>:'.The~ Commaridi~g-.General. of the.- Xriilyi Ground ···Forces, .the' ·Gomil:i:i.nding 
General of>.therArmy;Air Forces; and the Cop:lmanding General·oftthe:Services.: 
of .SuppiY::'are;r~sp6nsible·that service magazines·9r journals published .un<;ler..:th~.ir. 
super:V:isiqn~comply· ~ithl'the ·provisions: of these -regtilations .. relative-.to .secu:lty_: 
of; classified military information, and-. will ;submit ,aU•;materw:l for .such. publlcac 
tions: to· the. war Department> ·ManuscripUBoard. for re"~;iew~-~nd ·action, before. 
releas~. , ,:~·-).~ :...·(- .. ::~;_-. ~~· ,·-;:;.~ .. : 3 1 :.• ,ntir'.,'· 'j{ ·.t 

.·ra. :1Wherie:Ver ~cor·resporidence,- documents,· drawings;.~prints; · pho!2graphs, ·or 
roo'dels perUtini)lgrto ·secret,·:confidential; or:restricted materiel' dis.c~osecinforllla· 
tiori oreo-ardii:.J'o- ··engineering' prinCiples, i aesign detai~s; -composition;: methods of 
process~iig.ior" of· assembly :which are·.:vital··to· the>"manufacture;_, functioning,· or, 
use of the materiel, .theyiwill be"apptopriately;_classifiedi.ll·•: ':•• _,.: · · ;; · '"'' ·:l • 

!:"e.'.r'lnfonmitron. contained, iii' classified·· documents·.may, be ·.referred :to_'.in' other 
documents .wliich'.ate~·.unclassified ;pi· marked(.with· a-: lOwer! classification··only ·by; 
oi by -autlio'rity of,.a!ifofficer 'qualified t_o:classify:·as ·secret:>: c.,;' ,,; .. , :. r: ' 1 :·:'.::r·; f 

f. Preparation of pTess releases .based 01i coded messages.-Officers author1zed:) 
to:!prepare ·rnformation Jto-·be made<j;iublic wilt· constantly;,;bel!r in miiill. that 
such ~irtateriai'._may ·be. of" great .;value: to: :tlle'· enemy· signal ·intelligence service.: 
I~fo~mati(iin.recejve~. or~.sent iil~crypto~raphidm:ssages w!ll never.:b~· re;.ea~~d' 
vei·bafim:but will: be· carefully paraphrased beforell'elease• to the., public .. , ' 1 • l, 

.. ; g:, F.or. ;addltional--instbuctionS';relil.tive· to !the; discussion of ,military~ P?litical,_ 
diplomatic;-and classified subjects, see AR .60Q-700. ii'.:_ · ·:' 

· ?13mRight.to.·possess .. cHtssified' t'military1 infornia.tio_n;·:: a: No:·person in .the 
military·· servic'~. or employed:by •it iS: entitl.eulto 'classifiedJmilitary· information' 
solelY: by(· virtue•'6f ;his, commission.· or · offiCial< position!'<· Such· information · w:m 
be :entrusted•coilly'.,to:; those. :who; need• .it in"+ the performance< of • thei:r offictal 
duties· arid, toLirisi:me"teamwork• a'nd. efficient· insfruct!on-"of·J.personnel; .proper 
planning( or•proP'er maintenance of equipment;· . :: .. , •, {I()".[ .. .'· ::· ' . ' ' ': ... - _: .. i 

t b. iPhotogr~phs· of.t:classified ,features'• of· military equipment :or of other classio 
fied items will be made by members of the military service or by civilian: .eni· 
ployees of "the ··War .Departme!J.tdinly-~ when· necessary in· the' conduct 'of. their 
offici~l duties and if made~wm·,not .. be .developed or prihted;in,commercial:estab-
lishmerits.'or· retained in their: personal:poss·ession.... J,. • •. , '·,> :o.::.·,..-- :.·~. 
·r;J1f.b.<Req'qests ,::for :military:. informatiorr,~a. Requests~ from• ·private'. indF 
v-i duals. 01'1 firms for ,classified", military •infor'mation·,:w'ill.·_be·.referred through 
~liaiinels· to; the:· Commanding .General .of.-,the Army , Ground, Forces, 'the ·Com-: 
mandi~g 1General·:of. the ·Army Air. Forces,:the~·Commandiilg,:.General. of.• the 
Services of Supply, the. Commanding General of the army or the:.~service com-~ 
mand::concerlied; who,- if· Jln:ible to· make·reply,_or· if another, agency;is;interested, 
will .refer·, the' matter.:to _The-Adjutant: General: for :appropriate· action;;•, ' · tt (1t 

b. R~quests for military information by foreign.:nationals;. including ~repre
sentatives of foreign ·governments, such a,s. military and air .attaches, will be 
referred to the Military Intelligence Division, War Depar~ment General. Staff, 
for necessary action. · .... _...._ . . ~~- ·.. . . 
.• .. Q.,-~pplications for informatiol1 or records compiled and ~urn~sh~d at the, 
r~quest of the. War Department for its .use i~ the ·a::~u~ance :?f·~~d~;~ate ·p~o:~ 
v~~ion· for -the mobilization of materie~-;~?.~·,·t,nd~strl~~. ~rg~m~~tl~~~; .. e,s~~~~~}~!{ 
t\:l wartime ·needs 'V.i.ll be referred to the. Under Se~ret,:;t~Y .of <'far;. f,?,r.. ~~.C!!~S,f!;p: 
~ction ... The-servic"e of' any proces~. or ~suiii:leA"i,;fo~. t~ei:prO.dl!Ct~.<m of, a~Y-rS!I.C.lli 
~~cord .wiil.·b~. r~p~;ted i~~ediately by the:person on··wh?ril'it is:served to, the\ 
United States attorney for the district in whic~ the service is made and,_ at. the 
same time direct to the Under Secretary of War. , 7' 
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';' '15. 'IDisseihina tion .of classified roili tary. iriforinatioh.-:7a:: ·Except: as,regar~s 
information •tO be'Teleased: fonthe;,press 'by.~ authorized niilitm>y_'public. relations; 
a)~encies';· <wl1en, classi_fied•, militaryc inform a tion;:is·ldisseininated • under ;.the.' ~ro:vi-' 
sions·.of tJ:iese;regulatioi:is:fto .. persoriS not~ subject· to:.fuilitary Ja.W, they Wllhcbe• 
infohne·d,;that it affects .. the:.nat-iob.alldefe'rise of ·the •United· States lwithin·:the• 
meanihg•of.the Espionage·A:ct ·aridttliat.its :transmission·to a!} unauthorized· person! 
is pt·ohibi ted. See also paragraph 18b. · ·' · ' 
·.·:·b.:Pu_bUcatio1v. of :aitigles·ori•·books . .-·:The ·inclusion:of·classified military. in~or
ma tiOJHn, any: article tor· book'vilblished by :a nieinber, of. the <Army' of . the T!J m ted 
States :or: by a·civma~·-employee •of the~:Military,Esta)::llishinent Is prohibited,unless' 
specifically·authorize'd•;l)y. the:i\Var Department: ·For? additional. information· -r~la~ 
tive to publication of articli':s,Csee~R·~10;40t6QO,.J0;1 arid;600--790. ·: ·J •• ,,; ··:}~,- n 

·-ro: Ordl discussions of class·ified•mil-itdry:information.~Either- public or pr1vate 
di_scussion•<of crassified·.mi'litaryl information ·by'meinbers of the··Militar.y Estab~, 
li~h~ent with or in the presence or; hearing. of·:unauthorizedi.personnel.is .stri_ctly 
forbidd'eti.--. P.',:JA"!1f•- .:·· ·\.":t'i%u •'-\:" ·,.· :·.~~' h'C ~ .. ,...,,.~:\ ... ~· · ,·.·n ·. •· ,· ·· •·. · ~ '( 

1·•1'6. !Testimony ·before;~Congress,-,-a;;wheflr a• pei·son in· the military seryice 
appears beforer:a·· comm~ttee, of' Congr.essi and.,is ·:called .. upon· to give testimo_ny• 
which';ile•·knows J•to,;:be ·confidentialr.:or;:pestpicted; he:· .will. 'respectfully request 
that hiS': statements ·be: ta·ken · in,.ie:Xecutive· session· ;only and<nobappear ·indhe 
reco"t·ul of hearings, 'the·Congressiortal,Record;;or;-otlier· document.· opeh· __ to:.public 
in~pecti~n~. .G· ?--~:"•'l ,r;:r~ 0~.~ ~.·~·{.·. ;,' ~.~ ··.: ;;111 ~-;~"~' 1 ~~. t_\~t.J 
• .. tb. ·When :calle"d upon •to :give. testimony,·;which~he: knows· to._be ::secret; •.unless 
he.'has .previ~usly':beeilc:auth6rizediby'the· Secretary: of War. to give·•such· testhr 
mony; :-he will; respectfully.jstite. that·•he,is .not authorized :to disclose; the il;lfor-:J 
mation desired,• and·· will 1inform· the appropriate. memtier· of •Gongress: that ·a· 
written tequest..for'ithe:specific :ihforniation•shouldr·be:transmitted ·to •the Secre"' 
tar~ of War. Testimony of a secret. nature; when authorized -:by, the·•Secre~ary. 
of·•War;··wi:ll be given· only.- in executive .session tinder.lthe·. conditions·:cited'm a 
above .. ~nr"·, ~n; '!O lh_;. ··:~ ~ .-·r1L:r ·ic :\:~ r:· .... ;.,; .• ~ s:, ; ·.~ : :1:'·! 

•: i~: •• W:ith:reg~·rd tolpolicies·and< facts·.which•.the public interesf does ,not require[ 
to :be kept secret,lconfidential, or res.tricted, see::AR 60()-10 .. :-- .. "·· : ·:11. · J 

17. Legislation pertaini:ng.rt.o.- War· Departmeri.t;-a,. Recommendations ,;to: 
tlfe ,:war·:Department:·forllleg'islation'·Will!.be. Classified 'aw·secret, confidential, ··or 
restricted_i,until :released ·tby :the Secretary:t()fr:War: · Prior. to such. release, ·no 
informatfon:.as-·to: anyr•legislative recommendation ~will! be revealed to- any ·indi
vidua.l. or: :assoCiationn nob under·, War -Department: 'control" except· ·as ·may..: •be 
required: by·'laW.t ~~..._., ~~ ' .. , ''.L.t Jf.t ·. ~-.Md'f!..,.l '!!r:~f.·; · .·.~:·) Ul ~ • •· .. · ·-· :1\ .... ·-~71~ !·~ 

_,, b:·The riature, and· con'tent;o"f reports ·of'lhe W a:r· Department on. bills -referred 
t~ it by committees·«)£, Congress::wm-:notlbe''disdosed··to <individualS' or agenc~es 
outside·the·'\Vai Department:·-• ...... '' ,,.· .. v.· :'1.v; · •~•:il!h· ··· ,.,__ .. , 

.-,. : ~ .. 
·':_·, ·.· 

11 •• •.) ~ 

td'J :..b t!•,.:!) 1~·.;m .... i t~:)_i-::·r~· .. : u .. :; rhi ;.,/ ui ;·'Jr· ,..:;) r ·_: ._ '·· ·-·· 
• j \ . .- j ••· .• I ~I ' •• 
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:i·.;l:S .. Marking of_ cla.ssinedl docu:tnents.!:..<!.!a. Ma-nner .ofimarkiiiiJ; 

:·:)[".-, (1!.:: CI"a_ss~fied>book~' 'Or pamphlets, .the>:pages ·or which•: are _permanently 
--' · -'" l. and secur(!ly fa~t:ned·· -togetlier, ~will': be·. plainly )and<•conspic:uously 

m,arked or stamped:'Be&ret;.con{idential;!'dr. restricted ion . the cover 
~-- '''

1
'• •r;; title· page· a:n·d··first ·pag· ·e· · · .. , ...... 1 ' • ,,,._ .. ' 1 · -~ r·" ' 

' ,. • • •' • > I' I .. \ , .. \ •)o \1 " ~ \.~, ' \ 1. , l •I J 
:.'l:r '(2) T@assified-· eomri:mnications ahd;·other~·material ~not•lpermanently and 

:··: .. ~-" .:·· ;,.;:'',_ secur~ly 'f~s~~ne~ -together,'!'excepf:a:s ·.irldicated-lin···(-3)' ( 4)' a~d 
.:~ ·' ·. r, ·: t(5) ·below;· Will'b!l''niarke(l. oi.ist:impe(l'. with•tne· appropriate classi
'Ht: IL·~.' . ;rficatioh"af tlie·top .. an'd-'bottom.of.+each page.~·.:The1marking at the 
··q····.v·_,~ "'' '-'top will ·be so~pla'cedithafit--wmuno't.be:hiddemfromr.view when the 
•<!!' ·,.~tr ~ ·.:• ~p:fges are·clippe(l .. or-· stapled 'together: :v!t iti ~n;J'C~)·r~.r;., _-

~'7, r: }3.>; :;?li!~s!fied' _vho_t?gr~~h~;. ne~a tiv'es, ;drawings, :"Or t~acings. ~ill carry a 
'·· ·' ,, •'' l;g.:~_d· of·.tlie proper'classification>:'in:rs·uch•posi~ioilf•that it will be: 

,_J,·t: fyJfr~_ ... , c-.reprod c d · .. II ··· 1 ~ 
; . u e on a •'cop1el'! m'ade-·therefrom. ·~Photographs made from 

::···.!it·! t :. f.Jiegatives:tfotsii·inscrib'ed: will'be•marked at the:<top':and o~ the back 
with the proper classification.. .!Jr:··~~: !'l ;;~>- ]!;'··~;o;- :1!1 

n;:. ;,;<_~). ·??n;r:cts "?r the man~~ctrire'of c:assified.~matfriel~'will be~plainly 
• .Hl:: •'·'-'-. · · ang. consprcuously ·marked;·mot typed;J.:·witli the'·proper classification 
\r~r(JJt'l'~.n.._,-:_c·fi OD.7·th-e·'fir~f.t.page·:·1 o .. ;.,~~. t/'J ~· ,··;sfi:r·~urJ ·1~~-r·;.~.:) . · ·· 

:·;:(n; :_(51'' Qlassified :maps' 'and;,~hoto~aps<:will be Tap'propriately marked under 
ifn:.-~ ~~J·.~.;i -~~Jftbe _sC'ale::·;. -~~~· rf~~-r~ .. ~·t ·..-;; ,'·' ,,~l ~· (.:- '? .• :~ ~~- .• ·lr~ 
J"•b. 'A'dditioiwlcinarkin{J•ofl classi{ied·.'dooiimenti issited;to a1ithori.zed oivilian

8
.

Documents containing· dassifiea 'military:'inforination: :fuhiished persons other 
·than'<those of.~the'military ahd haval ser.vices ·and:• their Civiliiuile~ployees win 
fin~ a.ddition'7.t?'being marked':8ecret, ·confidential; 01'. 1:est~icted, bear the foiiowin~ 
~~~t,~t.ron;:·;· .. :if'~:·:.··-;~:· '.' ~i!: y f .. •l. -. ~,:·.· ., . i'!' r!'i' : ·~rf . . 

:·~-~*;·. aoi{~_~nr~4tE1\I_l.s.:1~!?i~~~o~~~~-cti~g th'(tiiritf9nal defense of the 
Umted States w1thm the. ~eam?_g of ·t_he' ·Espi(.mage• A:et;~50iU. s. c., 31 and 32, 
as amended. Its tramsmisswn.;or.the revelation·of'its contents in any manner to 

·l_in un.autl_lqri_zedm~rson,i~_m:ohibit.ed,by:·!aw.\\:>·. ,. :: ·~1'\. ''·>\ .. · · n.k ,~ 
1
! ~ 

-1fa. ~special·•mark'in{/ of rsedreti.docunufnt8.": All 'Secret,doci'!inents :~ill show the 
<authorityl'fcir the 'Clas~ifica:tionrand• th'e 'date; affixedi : 1 .... ~ .,. ]';! ···) . 

r;..--19; <:TransinissioD: 'of classified ~doctiments:.c,...;a~ :secret:ao&ument8. 
;r ~~-i (1'F Bet.ween'offices· of same'headql;tarters·or station.'--'-:At ·headquarters com

r:_:1 ';:; ,\';h',\iYJ~ma'ride(f by an 'authority. qualified~to •Iriak'e;t)Je;,secret>classificati~n, 
• '.'>'<lW:; 'r:.r,~:the 'c6in1fianding' officer' willipi-'Q:Vide .for;.ithe rsecurit'y) of interoffice 

· ·:;)·;,l•transmissio:ri • 1of .·secret documents., :c ·:o <.u .. <.rl ':J ·~; . 

(2) Between posts, camps, or stations~-W~thin 'the ··Uiiited·,'States and 
its-.pos,sessions.seciet documents .wmc·be~.transmitted~,by r~n.. offic<>r

tii. ! ~ ;"~, ;-" . 'messenger 'ol'· cour-ier' wli~ncj>racticable; :oth'e~wise !iy,]United Sta t~s 
,Br.s_w:-;·· '-'·. · regis~ere.d'-mait -··:When•nan · officer~courier<•is.<not available, such 
nr_~}.;:~~-.. ;··v,• fdocuinents<ihay be'transpor.tedfto !md,f~Qlll' foreign countries and 
[1::-'u.: • .' ·•.• .";:.~lie :.Philippine Gommoiiweartb>rby; State:: DepJ:!rtment rotary · lock 
-,,, ··:. 'r,r·.- ~ !::~pouch.· !If neither o:fficer-cour.ier nor.idiplomatiC pouch is available, 
,,., il', ·.~·.:.~w;"'the. responsible:;office'r ::may~ e-?trust·'<secret..Ldo'cuments to reliable 
. "f••ut; :· )., !Iicitizens;of.t!re United~ States,> such··as:wfficers-:or officials of oth~r 

governmental departments or masters:.of<vi)ssels of United States 
.. :·~~ r- "~c:::~~:,. .reg~strY.iF:Iff.fio 1lindu'e:"•deiay~·wili ;!re"~tilt~·; COmniaQd~ng officers of 

<:\."::: '' · ''r;po:ds·of enibarkation•·wm·entrust~·secretrdoc-ii.me~ts to the com
:r~i<··•r.~· .. , .manding ·officer .of troops on ·an~'Army;'transport for delive~y. If 

none of the foregoing means of·, tfarisportaition. are available 
commanding generals of service com~ands au'd commandin~ 

480687"-42--2 
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officers· \Of .. exempted .stations are· ·authorizedJ to; transmit secret 
•. . ,. .. . .. documents·. by ;regi~tered .mail· in_ a United-. States sea, post office, 
:;·: _" ;. ;_ ; --~· :;-u ... provid(!d ;they, do .. not , passAhrough • any ·foreign, postal system or 
. ·· .- " · - , .. that of the· Philippine. Commonw:ealth:,;,-; -: .· . ·. ~ • _, ' . 
· '~ · ' (3) Preparation tor trans1nission.-,-~,.:cept when pe_l:~o_nally; del~vered by 
; '~!.! j-

1
-c, d.-authorized·; personnel,-· secret: dQcuments •transm~tted<·fromy:~ne per

~:,'\ , . , , ·~son··_to _another .will ,bednclosed,:in an-inner ~I).d.an: outer cover. 
.;:.c..;., . tnt: .• r.Typewritten·mll:,tterain. the _do_cument:wm b~ .• pro~ect\)d by ~ cover 

,,.
1
r--,.: sheet;• or byi a ·metl}od"!o:f;folding,,:from· d1rect _contact w1th the ·:· > _, ·_ : ·, v7 -,;inner:cov:.e~.;:.:The _inner· cover will be -a;sealed _wrapper or envelope 

· addressed in the usual,way but,plaii!J.Y:I_!lar~ed.~eqret so that t~e 
,. , .... ,-" . 1-, notation wilL be:-seen ,when,~the -_outer co'l'er:is-: remov:ed· and Wlll 
~:i: ":v-;

1
• ;: · i rcbntain: a receipt, form ,which-,;wilL identi_fy; the~_a_d\iressor, the ad-

. ·-, . , -dressee,.- and.:the' document.r, (]]he_,_ outer, coyerr, w:rlL:b_e sealed and 
\~_;:· ~:,?; -.. 

1
, ~addr~ssed- in ·the ·ordinary; mannerrr;witb.,no· notation to indicate 

its secret classification .. , .. ;,~--,.~, .. - · ·L ~"···: :1 ~ '~H.l 
' tt • -.. ' {',' _,.;; ·. ( 4) Actioniuponireceipt .ot secret-rna. C1i•w ., ... : ·, .:. . •. - .. ,. , •• 

,_, r•-:. ··> 
1 

._, (a)• ·Prior, to:·oP,ening _a.,,s~aled: .. package -·or.•envel?pe contammg 
secret documents, the seals and wrappers; ;WIH· be carefully 

•"•::r'<'ll •i )•i'nspec~ed 1to determine-,whether;the_re has,been· an;v:',tamp~r
ing. If any evidence of tampering is ~noted,· it~e facts w~ll 

._. "·. ·" ,, .· .,. -·be reported immediately; •to ·:the. i~suing. authorrty,.~ wh_o .will 
,.._ ', "f' ~ } I I • ) ' ).J ~ 1 • >... ~ • • f""j 

•;•; fl) -~:!"'"' 1!1 '.-/ initiate an ·investig;:ttio'rr.:without>delay.;: .,. ~:·•·: .. ,. :, f[' )ff'it:ll'< ' 

,It•i '''·"·,, ·-~·:(b):.The:inner, co;ver -marked secret .will-be opene~ 'only -by t~e-pe_r
.. r.r;l)f _l'': ••• :, .1.,. . . ,son.to' whom :;tddresse_d or .by personnel spe_c1fica~ly ;des_Igna~~d 
· by him. The receipt form will be dated and srgned,a,n_d·-IJ1l· 

'> ~!Dediately :ret:qrJ?-td; t,o,.th~ .~!:!.QQ.!l:: .-,-·~~~ ~n9;er ~-9~-~~ F.U~. be 
·~:.' 

3 
,_ t:· .. : ·.:destroyed;-by~,burp.ing,,if _ _,theJ~ubJ~t_;!llatter:-Rf !\}e m~los;ur,e 

;_i·:·•n·:··: .. ·h~~·be~n:-.ih.contact·therewith.,,·;,;;F,.!,, .:;-.H;·: _:.,-,_ ,_n: <::. 
( 5) Tr:n~ission by aircraff,::L..Sech{t' .(Iiicumerit's,'~ except· -those' used ·~y 

,, -'i .. ,.._:; !F Ariny ·A:ir .. Forces personnel ·during, fiight;--wiU be;_transp_orted •bY .air
craft or by registered·. ai:r mail only .under exceptwnal Circumstances 

_. 'when in',the opinion-of one of:the.authorit-ies designated.in:~aragra~h 
.· :-n ,,.: - ·>sc the· emergenc~hdemands :it. ~.When trans~itted·· by .. m1ht~ry arr
,,.Jg. _·: ·. ·~craft:theyjwill.be .securely. wrapped·:and plac,ed'in th~_:._~ustod~ of an 

".~>officer;other:than the 1pilqt: When the2fiight of the m~l1tary arrcraf.l; 
- is to be made over water;the:document :will,also be .weighted. 

' !b. :aonfiaentiar:aoooments:·~:·---':&;":,~,,,,_- · ' , __ ,,. .. , ·"···~···· · · · ; ·; · 
-·-~ ' - I (1) ·Betweent offices; _posts, ,_camps,> or ·stat_ions.•i;: o.---~·:'~ ;;;· ' . 

, _ ... _.,.nqa): Except.as ,ilidicatedl-i_nu(li):be~ow;•confidenba~!documents wrll 
,•;.; ;-:· , , - .it· be 'tran·smitted· byJ an• authonzed!imessenger;rmsured expre~s, 

: .. 
1 

:- ,; >r,,;, ., rr.:L·-of. registered mail· to~f!ny;,point ip.::the~U~ited::~tates and_ Its 
~! •. 

1
! -. -: ·cJ. JGJ•'::··po_ssessions; pr·ovided·~.they_.:are carri!)d': ni sh~ps of Umted 

_, ~- •:.<'. ..-:-;·-~· States registcy arid do-·not.pass through a·fore1gn postal sys-
. ;,_,·.'.-·t ,. -. :--·:t~m.:•--·When·coil.fidential documents are?to:be transported to 
• ,_ ,, .~·v and -from: foreign countries the·means;described in a(2) above 

.. 1 .. '>~: · (- r.will·be,·:used~~.:_H· :;:o ~·~.: ~~r·:-·· _'~:') ~-- !·' .r:·.·.~~:7'" 
.-

1
• 'fi" :. (b) Confidential:ddcuments•pertaining to·:mili~ary· i_ntel~i~ence may 

• , . , .. it 
0

, :-t:i -~t be, transmitted·;by:ordinary. mail ,when m the ,QpJmon of _the 
':I _1-rD-:1~}H .,,•:;: :·•fQrwarding·_officer no s~rious :consequen~es'.would be entailed 
_,,r(iJ •t--7; '<'If' r··f"by'their;loss.~ " < ·f<,;,:-. ,_,-,. · :_; ·:.~ 7 ·-c: 
~ni"· t·i~~~..:.:>J U'·L' ;-~ .':·,. ... :J""~::.' ::)1•.;-:r~: '.!) '"~it·.:,.:··.; ;.:~:·~~r.'i~~· ..... : >) 
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r- : --;,;, (2) 'Pt:eparatioh- tor. 'transmissian:-'-A.confid{mtial 'document ·wm·.be-~pre
:..· •, ,;J. .• ·. . <::l'-' •pared .for:ltraiismissioh: in: thet·same maiiner.: as ,a-:.secretl dOC11ment 
!:.:~, ... ,._;..1 : !'except. that'.·the1iimer .cover .yviU ·contitih .a: receipt form ~only-~wh"en 

· ·the sender deems it necessary:and may;be:opened:by·aiiy responsible 
-:; :P", 7 • ":·-·:~·j;lersori authorized by -tlie ·addressee;:":X:.,.·~·:J:::; .' ·. .:.;<:•·r~~av::: , c 

(3) Transmission ·by aircraft.-Confidential documents, except those:used 
-' • ~. n :?:., ·,:· by 'Army.JAir.JFcirces; persorinek:duriiig~flight; :}vill: be: transported by 
. .-· t ~~ :, r::If~ . !!si:iiilitar-y.-1airc_raft: or 'bY· registered: air;·mail•only when1:in the opinion 
fl ·JJ:H! '-;-, 'j·:l·of lhe!i.'esponsible. officer:the emergency aemarids:i_t."<!':--
':J:'o:; Re'stricted::'documents.-'--Resti:icted} documerits_-·niayr~oe tr'ansmitted by any 
-autliorized~messehger; or. by ~ordinary' ~man;:express.~ or •freiglit· .toJa:ri'y" point in the 
!Uhited'States and its poss_essioris,, provided· 'they ·are,:carried oh••ships of United 
.state~s:;registry ai:idl do not~pass:;through-:a, foieigncpostau:system. Restricted 
'documents' will be': transmitted to and·, from foreign countries: in, the! sanie manner 

.as:secret documerits. ~J·.L;;rr_:.-!1;;·-~c: .€;rf~ ~~ ,tt'fY: · r:r;~::: ,.:;;1::,· :-;:~.: 7l~:· ni 
'( P-20,. :Routine: 'cqrrespond'erice,, receipt's,.·and reports: ·._.Routiile1correspondimce, 
receipts, or returns, and .reports•·Qf'Possession,'·.traitsfe'r, :or, destruction need not 
be{classifiedc~f •refer.eiice,therei:il :tg classifiedi or'registered':documents~ is 'ilia de by 
-fire muinber.ror;Jsho'rt:·fitie···only, >with ~oidndicatioh:''cif the--subject matter or 
classificatioil.r.:t· ... .' ·:;;;;:--,.~~ ..... <· .. ;1~ ~H,:;- '1;~-~;~·:1}·_:·· ... ··• · .1;· :~'!..:! ,;_ 
~:::121. ·Storage; of cl:fssified documents~..,..:.a:J'Storage' of classi.fied~ documents not 
re{Jis'terea~ ~; ?.t,;' :.-~· i;fJ... 1 ~t ...... ~.; o.Jl!J r.'l .. · .. ~.... I·~ j:.,!~.~~ .--:::·~.-::.: tl,~: f~l 

(1) Secret and confidential documents, .. othe·r rthan :registered documents, 
; ., ;will' be :storea: in; the ·mosf. secure; files ·available ciil a: rcioin: thaf is 

·kept locked when not in use:··,. ·•::i >":· -,., . ·:_~I.·:;:· ;, ';·-; 1: ;_ 

(2) Restricted documents will be stored and handled iri such a manner as 
' to insure a reasonable':degree-·of~security. 

b. Storage ot registered_ a.~C.?f:f]:f'Yf.~~-- 1 m ;- ~-; I - '-

dw:rc c (1) Registered documeii:ts'will be· stoil~d'in the' most secure space available, 
.-.. preferably the equivalent of a three-combination, safe. , If .a·. three-
<'-~ combi:;.l!ttio~ saf-e is''irot·a:;ailable, th~n.the d~-cilme~ts~ ~o~ld "be" kept 

- r·~- constantly-under armed gnard.- . _r-oi1~··~'"""~ ;:. r "''' •::• 

I'~. · ·(2) O~ly~ commi~~ioned. officer~~ wa~riu:li,· .• ~~:c~~s, ~~n~::,~l_)'~c~~l~ 1 :,fr~~t~~ 
1 :· .. _____ .~!!-ll_st~~ .menand civilian ~p1ploye~~, 'YiJ!. becp.~n:llli.t~e<). t<:> ,!Ia;v:e. _a«,<;~S~ 

to. the. containers .of. registered .documents .or .. the. combinations :or 

. ~. ,' ~ •• ~.·J. .~e:rs Fl?-.~r_e~9-, -. ,.,:.,fl;t;_~. · d:: ... ..,l ....... !--. -j • ·~ _J '"'; -.: :-1 ci ..,.~f ~r:··~-'\. .'\ 
(3) .• Safes~containing registered .documents will habitually be kept locked ,,\. 

t'"' •.> •-. ' ' '". •' 1 • 't \.;'-' • 1 1 •-~,; • .,.::_,•.; '. ,' d .. ,, •I • ' I.".,.. ·!:.Je'. ,Ji, 'TI 1 • ~ ... •o'l. 1 r ; \ . 

,,: ·i,• .a~:.~::; • :Wit_ll_, ~:::!~~~ -~qmpur,:tt~ql?;,-~~e~t'I;!W.- ,~~~Y.~ !l~~yl1()tj 1JR~e,~: tb,~ •. ?,i~!-:£1: \;' 
m::.; , 1,i'\~ .r~~P~~:v~sw,~ :oJ,a1 p!lfs~_n,,q9:/-s\ap;v;,~l1t~u~.~t;~ ~I~l;l.,~,?r_,f,o~bW~}I?,J~,: ~-;j j 

c. Oryptographw documents.-So far as practicable, cipher tables,,.a,lP,l;l{l.bet.s, · 

.~~l'l.ke~~.,~p~,;ti,C!~-b~e ,f_~pt1tr- ,t£,e1~am .. ~ ,?P·'·R~Jlii~e,r·,· ta~!.~l!~·,~.q?e b.;?.ok,s •. d?Su~i.~ t~,e~nd 
,q,exis~~--8?1,,~~i?~-.J,~~!/:PP.ly;,) .No)~EI?,~,E~IdS?~PU:'tf!.t,~pl •?,~ t~~en_~f8,r~a~!f ~+ 1 ' 

.~~~~~~i!>f!~)~~J:?ID~Jtd ... p~s~~.J ~-.·:}:v ,!-·~·:j .l .. ,'),:~ 5~·:'", -"J:1. >;·;.-.!"~r~ ::~· . .,.'.;.-.· dL·· .. ;~-;-~.-; 
·', ;11,, Da:_ilt!; ~~~~B~Et!.?.?l':~~t'-,Jl~!l··lJ.~agql!a~fe!-'~, ?P Jl'l~p.e,st}?Rrr'!m; J:ie_)¥.i::ld~-~:r.ch \ .. 
P~Y:. ~!ll,lll~?ift~W~·· be;fore, ~~~- :>ql~s~.: of :?,!~~}~~'~'~, t?.~t.n~JH'c€! ,th>ft, a!_l,s~~r-~~- ~J,ld . ,c?n- y · ,l 
fidential d~cuments and cryptographic,d,~J.~~e~;b,ll:X~-< b,e~.~ .J?t_qJ?e,:r_~Y-l~~t-~~~lt:Y· ,.r. ..}' 
. -;:;~; 1 . Spm!,t:}tv,1 ,_\~ Ml~·;:-.f8,;tiJ:~$.i1a.l ,8P~f.:;t}i?;J;l_hi~~t)l~! _ ?r,. ,siffi~ll:l.~~d,1 i t\1.§ c~m- ~ 
JH?.U~hlfg-i~ffiE:~:f:;p.t.t~~J ~~l~-.~~PfJJ'~~d, i~.!~~spo:r~Jb.~~o!!I~"t~Jl-11 dW?HP~~,S't a.,r.E~ii':ep. . 
~rll~, ;~~.fl~lf~o ~e£,YH ~Y'l_P,!)S~,\b!jl_,fpnggr .th~.,;,<;r_r<;~un~.t~~S.~~- .. -~?, ~t<:~et.i MSUJPe':\} · · 
will be taken into the front .lines. • - . . ·: . · · . · · · ' ·· • ·-
'·r IX! •~ \.,'.\ ;.:.·'-;·~'1..:·: :Ou .x::;l.'')k ··•.:;·1 ,;j C': -~'r' :~·: :'·•[.J./1• ~l$.'"\•Jf '((} S~!.t' !·; :::r ".-:''11"';) 7;1·A 

f. Security aboard ship.-Where a ship's strong ·room -is availabie,- classified 
documents in t).'ansit will be stored therein. 

li 
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·"•l?2~:R"eturli.crof:.secret•~andf:confidemtiaU documents."~ U.pon:change of~ station 
:or~separation~from the ·military'service;i arr officer, will·.return to·J1~he source from 
JWliich ~received; or:,~otherwise!:propedy · account··, for;'~ alV secreband confidential 
tdocum~nts w.hicl!.~hll:ve·.b_een·iissuedlto him~-·· .--;;, ;r :·n·-;·•iJ , ·,:.-:,; t-,;-( 

. 23. Destruction of classified·edocu:inents~.,-a . . _Secret.i ana,rconfi_dential docu
:ments.?.,l:'!7 :~t~···1.-~; f_."!f_.,_,~~;r-::-,b IJJf.;;:;rl.£!.t{}·.'--.t"··1 ... ,~-;", ,~ti ,:-o.l--~· •·~i ... ·"~':.~ ·('='· 

~·~ b9Nl:.):,,Whenrcoinpetei\tc1aJ,1thority ·directs1th·e;d~stru~tio~.'_'of·:;~cret' ~r confi
c•ir• iqo •.;t!.t n:dentiai ·documents;l,they;.~will ·be-ptuned ,by;-ithe~1custodian thereof in 

the. presence,of a·,dis~nter_ested ·.offic·er;·J,Theccertificatecof dest~ction 
• ;<>:'! i~d "mi.tJ.willrbe sign~d!:by"both·.the custodian•_:and .the:iwit·nessi:i:tg :officer: be
;;.~; ui Jf1f('\' ~;_fore,sub:giission: to Jh~ :officer,,di:r;ecting• the· destructio~:r:,·•I:IHlie· docu
f;'iti: ;\T r.~ ,,, :ments arbregistered;~)tlie{certiP,cate;Lsigned by· the: custoaianHni.d 
f:c; l:.>i·;.t;.:::i: _the·,, withessiJ?gn·officer, ~~wi!J·rbeft sent.< to, ·the·: officer ·.dir~cting. ~:tile 
'.!~"" !"-"..:.: 9ft..':~ destru·ction;: .who • wiU· for.ward' it: to the', ioffice.'10f-"record. ·indicated 

in the registered document. If the headquarters has only- one com7 _ 

"dc"··L ·, ~: ~ ;::3-r missiohed' Iofficer;.:the 'repo;rt'nvill:·soc:state.-.,:J•Exceptions·:hereto fmay 
"'·' f:-wr ,,_ol:bemuthprizedsonly..by, the .War•·:Pepartment. DL:il .r:Jiw l')-r ·::J ,-_i-.-fs:1-;·. 

"':" •; S·l:· r,{2 )ii P.reliminatyo,drafts;~carbon, sheets; plates,<,stencilS," stenograpliiCl•riotes, 
"11 -:;;j·,rMt :JJandc,work sheets• containing secret;pbconfideritial-,data ':Will :·be -de:-

stroyed by the person responsible for their productionrhilinediately 
~n;: t'.:''"'":•: ~'':after,; they, have, •served••theirrrpurp<?.se :Or:; wilFbe: :given:dlie same 

classification and safeguarded in .th_e same manner as the material 
,?.h'' . " J'/ •:produced from ·them .. •.: '· .. · :. : ·71 i<:! :.-<.;: •:.-:~: ''lv· ·. · :1::~; '~· · 
~:;( b .. Restricted documen.ts . .....,.Re·stricted documents .will be' destroyed in' any con
venient way which will render (hem useless:~, .. ·• >: : , .• -- -~"•:' :••' .--.~; 
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otherttlian!t!i'e sho:rt;<title m\ist;jhave ·the) s!liheoClassification :·a's ;thei'registered 
d'OCU:tiient> •::J!~~·ifc··~~·~·' r· ··~·":- ::··;;. ::-)~-- :.-; 1f·~~~'J· :~: ~:~-~r ~~,f .. t.\., (rL;~.t·~:e--· .)1•. ~{! 

l26:<':Revisiont:or-'reproduction·:-"""U.>:A) new. or' revised··edition of.'aii >old•regis·
tered''documene may be''assfghed ·a- newlshort title; butJ where :this•is. undesirable,' 
the old short title followed by a symbol which will differentiate the new edition.: 
ffom,tlie:·ol'd."edition is permissible . .' ~,:,m·· :-. "~" ':-: ..-::' .·•;q:{ .. , • .,-~,, ,. ·.;1 .n 
J:!b.i,ReptoductfOif, of :anegistered' 'docllillent; is forbidden· e~cept' by ·authority .of:·. 

the office of origin. , : -;r::·-:-':Hr~· .,.•.::·:~"' . . {~ f ~:-;~· .. :~l~~ .. ·~ '!~~ ._... i~::·:~.~~ 

· <·;27.~·:Notification iof·· change <:of:· clal?sification:-;'Wheti tlie·classificatioil"of;a 
registered document is chailged!<the office ·of- record wilf notify all. offices• to which i 
it has been issued. . 

28. Inventory and report of pos's"Jssion:~• a. Custodians will keep a complete 
inventory of all registered P,9CU~!'-1fb~ ~~c~pt tho,~~ Iistecpn o below and will make, 
or have made,. on June 30 ai1W December :h .of 'dach ·year, 'an accurate return 

... 1.f 1''•.; l .. ). -~ ' ' 

tpgref9!'_tQ t]l~_p_ropt)r office ot record._ ... ·---"- ' ' o!.':'\:.··:;,l;;.\:7;) : .-.;t,·;: ' ' ;, 
;;:b. In. making_ a semiannual. report of. possession·· the;following·:details .:will be 1 

oDServed·:··--- _. ---'"' .. ·-:,-•:J~·'~·-=·: . .~ .. ::;~··~ ~:·.··::-..~:'((·.:..- : .. :-1' ·~.:_.:~~~~-~ ... :·~~:~ -;.J 

·;~t ( l) E_a~h _i!~ll1 ~ill-be ph3'sically ins~~~te.~ .. !lnd i t~:t_~gist,eF ~nu._mP.~r cp~cf,1,~3 '\._! f 
1)G against.the inventory. · ,_,. "'' ·; .. ·, . . ,.: J'!:r'<-::-_ .•.. - ;•_ ,.{t 
• .., . ( 2 ). At h~adq;;_~r£ers ·.having,. two or. more_ commissioned. offi~ers-. the .cus--:r j"'-
:~ · --- ·-todian and.-one other -disinterested officer: will -~~k~~. n;e~:i~;:e~t.~~~:,, '{[\~,; 
i;~ ~- _ · ·. --all:?_ both·_:vi~l-~ign ~~he_ ~eport_. .Jf.}he,)J.eaq~uarter,s 11fi,~~~:oi11Y)C;~~~" 9 ,Y 
1:, · .. _ . COII!mis~iQn~<Loff!c~~._therep()_rt will S!J }?.tat!.).-.,.,.,.,, -.. ,~''.t~·~d :•o ut'r't• •. : ~ .j 
~~.'c. No semiannuaLreport·of·possession.wiJLbe,made of-r . o :·-;;: ·.J:.' 'io r. • •-:~~ ·, 
~~: . :(1-) ·Training editions gf~~?q~.;~o?l~_s;_~ipher .. ~lpli~J;let~, :,?;·· k~~s; p_~, ~f'il?ny 

-~ · ---- r:et?is~:r_e~-e~~rr~~.'~~vJ~~~ ~1;1-;cp?P:n~e.d ~~r as'otd:in~J;Y:Pr8:P~~:ty._~··;. · .. :.-l· 
... , (2) Register.ed docUments which haVe been placed in custody or storage 
·.'J':'l''-~ .. : . ., •forli:istoricliiJ:Purposes.'·.:<-~~:-, ·-·: '·<::····-~·;· ., -- ·_.·_; ·.:~ ;._ ... _.... :'S 
r-ra! Wheilevei· a>registered docrimeiif1is found which· is not charged to 'the firi<ie(3 

a· teasoiu.ible(effort ·Mn ·be inade'to' 'determine the' office· to which 'it 'pertain~. 'i 1If 
this is.; n';:;t• found; tlie "d()cuin(mt. will 'be' 'forwarded throiigli milH:ary ch:in:i:tels. 'to 
the _issuing authority for disposition>•!' ·. · · · · ,,. ' 11 ,J' ' "· 

1
' ••· 

~29.- Iie:P'orts ·-'of· transfer an!;]: ·at:'stru'ction:~~-~When a·'r'egistered: ;document 
isttrarisferredlfrorrCone·persO'n'to another, or'' if-tlie- custodian r'einairis the'salll.e · 
but. the organization's designation changes, a certificate of transfer in triplicafe·
will'lie~ ma'de.' c'Tlie certificate, 7contitinini( an iicknowledgineilt of"·recefpt''by the 
receivin"g' officer; will b'e 'dafed' and;slgiH~d' by the friuisferi'irig'(ifficer: ., ' ' i ' J ;, 

·;·b_. _;Irinnediateif upon corripletion:;of: tlie::transfer;' tM otigi'nal of the 'tfansfel:: 
certlfic'ate willr'b'e1forwar'dedt direct' to the· office of origi'n~ ':A''copy•'ofthe' certifiL'.! 
c!ite'Tof"transfer ·wm be retaiiieii' bY eaci{of' tfie 'officers ·coii·cerne'd:'; i';7 .m~''""'' or,~ ·' 

c. Whenever h'reglst~red 'doci.imenf is 1'e'inoved ':from'its propei: place~ of cu!ito'dy? 
a:il.d.;'fssri.e\1 to'3:t1otlieriJerson:; tlie:custodiaii(-\viif'requir·e~irW:ritferi 1recefpf:'~ n 
·nt ~·.Regii!tei:ea. C!bcumefits · w=nrr.n.oCbe~'accou'n'ted ·-£6¥-~as·pres'cril:\~a 'for···oFoihai;yr 1 1 

r!roP'i.i'rtY. -in_:-Aii.:ts5-i652o.l Tli'itforrri~·d.escril:led 1 ih\iai·'agr~lJh''3o'·#ni1i:Je useii uf: 
lieu of Shipping tickets, memorandutiJ:Cte1!eirifs,"fitock"re'cord 1c~rdS, :'efc!"~Cl ::_6! ~~~ 
. "'e! 'Tnecrissuingi ~iitiiority': noi;miiHY. d.esi~ii'ates' rwhen~~e'gnitere<f'doc1uneiit~ -win 
oiP ae~Htiied, iui'a upon·· sucil''hotilli!a fiofi• redE~tered. ''doculn1~iit's '"WiiFbi?''d~stl-~:Yed'> 
aHnUic'atedr;ih paragfa))li 2s•anil''fepo"rt of'd~sfr1iJti6n fdr\varileii?. ·ro· .. i ,JI(:}')i:to 
'-'36:! Presci:ribe·d·r £Jrm.5; ''·a:r,wa.r ·Departfueht:~:Forill ;:No:,;-32 '7CReC'orcf ·a arab..~ 

Registered -Documentd'~or ·~:oevi~~s') \~ni'' be 'h§~d·~J:(n: J]'~'col'd!Hg', ali 'te'ilil>Oti:ryl 
transactions involving an ind_ividual registered document. •. 
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;;b ... W.ar :Department >FormJ,~o .. 33·. (Recorq . ,C~rd-;-J;tf:lg!stRJ:e<!; J)ocumeiJ.tS · :.Or.j 
Devices-Station) will ·be used by each officer· making a consolidated recgrd,of:: 
all'~tra:iu§actions concerning registered., documents!' It ~se_rv.es:ras;: a c)leck;_:to 
prevent .the undiscovere.d. lpss' of. the.-in(lividual car«;l;.c:War -pepartment,iFQ!:mJ 
No~ .. 32. .. ::~ · .. ; ~/'~;·~:·:.; .i) ..... :~ ... ~ ~:~:~-.~- . -~· *' -.~_:._\: ·-:~~- .. "'""~'' .J 

c. War Department Form No. 34 (Semiannual or.-Transfer Report'of.Registeredr 
Documents. or :pevi_ces)~ will- be: .used' ini transferring• reg).stered: documents :and in 
reporting the semiannual inventory thereof. . . _., oi'- ;y i .. , . C: 
.~a. ,Other· forms: :authorized\ by separate::branches :for ·speCial.purposes .. such. as 

report; of destruction:wm M·employed .. where app~icable. :,· ... -r ' 

. :.-r 
, l·.r,· :. , ~ r,.: -· :"; :· •,· .SJ!X'.l'I9N,~.IY::.·. >~: ./ .. -~----. 
• · · · :; , -i<.~.. "cRYPTo.ali1~B:1c .. sicu:RrTY ·,_ -.· · -· ·I 

,;_. -· J.":'j "'• i~. :: '. ~ ~ ·f..,•; .'f'. .. ··~··· \' ~.'-~ ,_:. •• . .... ,,,· ·l ~ . f!~-;: f 

. . . . Para,grapl! 
Authorization of cryptographic systems _______ _J.i~·~.:.-'=-·~-~.:.~--~~~o_::__._:_{_;.:_:_:_:_~::L 31 
Restrictions on' use::,of a:uthcidzed codes:<::!.!·~--'-::_--~~~:::._·~-~-· _ _;:J~~:'~..?!._.:_c.~.:.·..::~·.:::._!.!_ . 32 
Personnel authorized to perform cryptographic dutie"--------------------------~-., 33, · 
C[;y!'t~~:ap~i? .-~~cp.r;ity __ offi~er __ ·-.-;:-:--~-:~---~~-.;-l.-~\:---~--:-F[~;:--!!l.,--JUO:~:-~~-:~.::.-~-~~~. 34 
Sources of danger to cryptographic secunty ____ _: _____________________ ~ ______ _:____ 35 
Responsibility for classification of messages _______ ·~-~~·-:.~_:~~;~_}']_:}~~.-~"~--------- 36 
Drafting:· messages~J:._.:::::~:...:.::.!L!-~:.:.·l_!~:·_~_...:.i.t.!..._r.}_'!.:.:_;_;_.:..:__·_~l_~..:.-t~.!..t...:~"'·:~·.:.._::_ __ ~--;~-·-- 37 
S~_l!)ction. ;'!f ,~ryptogr_aphic .. sY~te.~:~--..::~,.~~;-.--;,._,~,:~-~:.;c.~----o.-..:,,.o_~-o.,~~---'-------- 38 

i:ftifo~r.l~i~~~%~~i~~;:t~Ji~~;~~l:~j:';:;fe-s~;~~~~~~!~~~~~~:;~~:L~:::~~~~~~~:0~~~~~~~~ !~ 
Method of handling incoming: secret n;e'ssage8__l__:~I1_:.:;~-~-~-=-~--·.':·L~~~·-~:..·:_________ 41 

-)\fethod of handling outgoing and incomin'g: confidential'I!lessnges.!':. __ ,__._..:_•.: __ ..:•.:.: __ _:: .42 
M!).~hod• 1of_ha,l)dling. ~e~trisJe1 P'~ssages:-;----'-~='-~.;,--,.;-.-:-:c-.~~:..,-~--~:.,,.,.,...:.c .. -;--'-- 43 
Confirmation copie,s .of, ~rypt?graP,J/-ed. P.l\l~~ll;ge~ .. prpmbit~d-:--.-:-:.,.--,--~~------------- 44 
Disposition or ·Mstruction' of Mgistered ·cryptograPhiC' hui.terial.:..:__-_.:_ __ ·_~:..:~-------- 45 

~- _c.)•:r·~ ·:.' 'f ... ,~.- ~·J ~- • .::::1 .. '"f .. ~ : 1 • • .:·:·(, ! 1r. .·· •;:,1 •. . •· · .· 

. 31. Authorization of cryptographic system~·;-:;-:.A!l,<;Qd~s, cipp_e_rs, and cipher 
devices intended. for use, in·.the;military; service-will be .. authorized only, by the 
W~r .Depart-;n~n(:.; !for. t~~~e~·.:i~. t.h~~f!~~4.):g~tin}~~q~ ~~)',. tlJ.is ~uthority·: uiay_ be, 
delegated. to. theate_l;', co~mapqers 1 :.Jond,,!o •. ov:er'lear depilrtment co~_anders. for· 
special use within their theaters or departments.· ., 1 : · ..••. t •. , • .· • : •. 

.32. Restrictions on, use ofr authorized.cod~s.:.,..~-- The ~se of:aity, au.tiwrized' 
. c-~de, clphe; !JYStem, :_or ,~iP,~~:r·: deyi<;~ for;·.~~Pt9gf~phing :personai · m.es.sag~s tis· 

forbidden .. ';, ~1-J.~..:: tt r !" ..... c~,._- .... ·: ~J "'). ~~·'-.·~r .. l·l:' tJ' :,.,.,_;· .· .i 

( 

,. b. 1\(Iessages~ for :.Other ~ d~partJ:J?.ep.ts, qt. ith~ i ,()_oy\')rnment, and.· ~or. com.111ercial 
firms 'engage!'! tn,produci~g __ wap mate1:iei.~up.9-er.:~ov~:t;nment contract may,,wh~~
n~cessary,. be qyptqgraphe.<J. ip. ;war- DepartP.J.~n.t ,systeiJ?.S provided the. t~xt.o!ls 
supplied .. by .the. other GovernmeniJ,department or· firm-,is .paraphrased before-
trans_ mi.;sion -~ith,?.,-gt .. r~fe~~Jtgejq~tqij <?-_:~ig}~ll:t~. ~~a~ !I: ii.]~q. after. ,traU:smissi~~: if: 
d!;lliy:~r~ i'! 1 IJ?.~de. to,,a]J,,I;l~~ncy, ,oth~:t;- thai;~. a, ~ilit\lJY 1f!s.tab!ishment-· ·~· ·". . :, 

33. P~rso!lnel •. ~ut,ho:riz~<!; ~o ,per~o';-IJ?.:c.r~pt~gi;ap~i~ };luties~7q. .. ~.o: authpr·. 
ized cryptozrp~~i<; ,~y-ste~ ~i}kM.:..~m;v!9Y'~d b.Y!~P.Y P!')r:;>on who J.'! nqt:.tho:~ugA~Y 
familiar With the, Pl'OViSiOnS. Of I these, regulatiOnS ,and call instructiOnS ,pertaining . 
t~ the ~r:~;pt9~i8:~~~c s]:~,tepi~r~o.j~e.:~~P,~o-~;,'~~~:~ .~:.:.,<.~ . , ·.:-)~: .': .. ,· , • ; ;1; ~ ·• 0 ""~i; 
, .. b.: Secret .messages.-,'.rhe, cryptographing and..,decryptographing· of -messages 
c!.~~t~~~~-:a~--~~qr~t-::~il~)i~J-Il~~~~r:~i~:A;;~ir1 .!~~:~u~er~ision. _of :~ ~o~IIJ.J~o;ioli~.~-
officer. ·For the ,;§li>~~ifj.~ 9-~al~fi}'p.tions, o~,.,p~r~qnp.~l who .. ,rpay "be, .:pe:r_1pi~!e.d.· 
actpa~ly to,;p_e!fo,rrr: fse~rJ;.t 9ry;~ograph~c 1w_o,r:k, r~fere11ce ~hould be .Il!ade: ~o lett'!r 
i~stf._t;tStiq~s ,0~. ~~~~i~u!J~~ct. ~~s11ed, py, th~: Waf ~e:r;>a._!'tll!ent •.. 
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33::::35:· 

-1C-~;(J~nfideritial.rrj.C88f1;UC~,..~_-v· ... :,:r: ._.; .. r., D'"·l , ,., "" ·•·, ~;r· · ,~ 1 r;rr ... •':.' 
(1) .At .albhe!ldq~!lrt~rs:;of~diy,~s!oA.s;:~nd larger. units_.the,c:ryptographing~: 

.• ,· 1.: . : . ;•; ~ndY,d(!~ryptogJ;aphingr:Of~ co_nfi.dential ;messages :·will· b~. performed 
'oHr; --, 'i"· by personnel•:as· p~·escribed: for .secret1messages., •.:! ·:: ··." ·•:c 
· , ;_ (2) ,At; all-headquartEirs of u~its ·sm1,11ler :th~n:- a.-.diV:ision, mes_sages c~assi- . 

·" .. ,,, • t·;f!ed ~,as ;,confi.dential . .Lw.ill. be! cry.tographed1.,qr .. decryptographed .by. 
• ·/i. ;r, · ~! p~rsonnel of. the.ccryptogJ;aphic. section ,of· the. message ,center: -u~·· 
,f!,. R~s~;ff!{e.d ·'.1Jvessap"es.~.At;~u. ~~adqu~rters, :qJ.~ss.~ges <;lassified!;as restricted, 

wlll be cryptographed or decryptographed .. ,by ·perso,nnei whose_. duties normally; 
req!Jire the:·perfo_rllla~ce .. of .. thts·~w()r],r .. •·: i:r:d:·.---o:j:: " .. •· • ·""~:.~~~ • 

t;3.4 •. Cryp_tqgraphi9 .. secu,rity•tgfficer.;:'-q;._ ,At; ~fl:C~ ;tteadquar!ers ;pJaintaining a. 
nt~s.sage '!¢en t~r ,the.r!) · will -be. ; a:: crypjog;r!lPhfcr/§~curJtY-·.Jo!ficer; •.wll.Q or:(jipa_r~ly·t 
will~ be ):he otp.ce_r. in_. cha,rg!l· of:· the me_~~ag~ ,<cel)._te~ , . He: .will ,9e: ·the :.custQdian . 
of cryptographic material and w;iiL._I::!e:: respon§!ib_le,,forTlal.~c1ll~asuref> n.ec_essary .· 
tO;,iJ:!SUr~.:cryptographi.c Se~.Urity. ''.'t ,-:'ll1t .. <•; ,d ;;' .,,;l'>ili[ ;~:, ... ~l' ~--·4 ·•l .' 

b. If the cryptographic security officer believes that, in view of his .knowledge. 
o_f 9.J:.J:l~r,-wgss_!lg~s:Pl! tl;).e,:;;a1ll<;!, or,l~k!! subjgct;,,;:tJ1llessage ·hfls qeen·· in~orrectly 
cJi§~i_fi_ei:J., 01:1;if .. he ,believe§!:: tliat . the .~:t;egula tio~s, ··gqv_~r:q!I;~g1 tht:U· drafting and 
c}.~§!>j.fY..ingr,Q~ ::the: m~I3S:;t,g\'),1h?-Y.~:J~_e~~· :V·i9l~ted, h~:;\fill1requ_~st _the: o,.r;igiu_ator to 
make the necessary change in the message.-.or·_in-it_s ·c\a.ssifiGation. ·:llf the origi
f!.qJo;r: CJ..Q.CSr!!9t ·.~om ply ,\Y.!t.h :th~ reque.st; of: th~ c~yptogr!lP_hic_ se~u:rity,. offic~r,·_tl}.e 
nta tte:r 1 wjlJ -~_e, _refer:t;ed. to ,~h~ c()mmanding 1o!fi<;_er .. of -tP,(! headquarter.s .co.n~erJ:!ec}
f?.,~!t.fiP..::~-l;,f;lects!QJl.<.:t""'·. · ;c~·'.·.-. 'r'- -,.~.··.)::··· ~ '~-(:. ~ -~ ~· ,, , .• ":~>: .. :··: · · 
,. q. 1JCryptographic~!fut!E;!§ 11t .. l!ny stati.QJL yvhe:t;e1 tP,e~,:~ is rno :r:.~gula;rly:, con~ti-; 

tu!e<!·lll;;,_s_age centE;!rJ,wig Qe pe~t,ormed;bY tlle origtl)_atqr· 9f the •message or, by. 
personnel especially .designated by the commanding officer. When cryptograpl!tc, 
~qrk--is tl:).ys perf()p)!~g,, th.e;Jile~ ()f Ii!er~l pl~in- text,1lleS'lages a.nd of~ryptogra,rp.s 
ll!l}§l.t.1be;·k~pt:in,d!ffergnt)ocked :cont.aine_p~. ·.; ·.,;·· _ · .·. _ , . _ L ~ -; .. 

:-~~·· ~~mr.~es,_o.( da,n~~r~;t,o ,cr.yp~og_r!lphic_;~e.c:ur~ty.c-;-In orp~r ,j;Q inS}lJ,"e c_rypto,., 
g;raphi<; SE)GU~_ity:tP,e)~QUow;i!lg)pri,n«;ip~es must be oJ?.s.erv!!d:,,_: , : .. :;: . · .. :; ··' 
))_q.,,~~·yptogr!_lphi<;r!llat_!!:rial.will,be gi:ven t,he ~o-~t,-secul:e storage, available and 

wjll rie.v~r: b_e,,le~t ,unattende!l ~xcept_yvl!en.o.depo_siteQ.· ii;~ a.lthr~e-combination sa~e 
·or its eq~ivalent. · ~ee a,.lsp,paragr_ap]:).,2lg1in ;this.~op.nectiop,. ~ _ .. 

• b. Care ,must be exercised in ·the· drafting of- messages destined to be crypto
g;aphed .. :,l'h\'l ·~rigip.ato~ a't any, .<;lasst~~d :mes~age-is· r~~O!}Sible. fqr strict com
pliance with the provisions of paragraph 37. ,, · •'.c. :. Br-:;'.,. .. ·;; • ·.o"i'; 

- c. , The. classification ·of.- messages must -.receive . careful-consideratipn-- ,by the 
~rfginat~r si~~e · ~ver~i~~~ification · ~nd u~d~~~lassiftc~tio-;;- ar~. eg!la!ly ~ tq. Pt:l, 
avoided. · When a message has been classit:i,~g}tn<;lt?Elnt,. all SJli:.JSequent ~essages 
referring thezetQ ·ItJ-JISt., b~Jl.J: _.ttw. s:;up.~J clas\>ift~ca.ti9n· !f_;!lnY ref~reJ!\.!e..is; -~a de to 
the prig~n .. al•Lmess:.tge, QY(SJlbjeGt ot: ~erial P,UJ].lbg:r, ~~cept ·Fher_e. ~h~ .()riginator 
up.g~rcl!}§~ifif.)<!; th~: <>Ji~?inal .. a..{!OIT,J.n:~un.ic,1l~i.?~·· ,i:n ,wh~~hp<;~!l~v th~:·.PJOpet: ,j:lig)ler 
c~ascsJfi~atioll ·~.ill be_useq.. 1~.S~e-parl].g~·apps;6 ,to q.t,,inclusiv~. '·' ·;:_ , ._,,. ,. ; ., , 

~-: -,Th~;.~~l!,!ction oJ : tJle .. p;roper., cl_'yptogr.aphic ~S':;rem; ;~s: a· :rJ!!'p.()psibilitY:·. o~ . t;h!?, 
c~:u:)tog_rapptc .. l?~cu'rity,:offi£\)r: ;~;>r t:p.e. ~ustpdian;.,Qf :cqpi;_og~aph_ic paterial,:, ~gere 
fl1er~ .. is ,no, ,,qyptpg~al)htc..o:secyrity1 office:rd >He' should.r.\9~ :g!?.v)'rne<'I_-.12Y: 

1 
tJ;l.e prq_-r. 

visioiis .. of,paragraph-38.-.h·:. ., .t.c-, .. , .. 'J ·.;: · .:. ··· .... .,;. ·-.. :,i -,,r .,._,, .-", ·: . 
. -~. ''ri ti~e ~~d-~vallability ~·t~e~s~~n~l pe;~it,'th~:~,ypto~;!lvheJ!~ t.e~t.~~f m'l.~-

sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Par
ticular care must be 'taken to assure that no plain text appears in the body of 
the message. 

i't§ 
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· f. The handling and filing of both plain and cryptograplied ·text.:should·-con
forikitol the ·procedure, described iJi'•:pa'ragi:ii.f)b.s ~40~toA'4;·;inclusi·ve. j.:,_ (~. i · 
· f;g;,:Paraphrasing:is .resorted:to.as .a:.protection:to·~the ·cryptographic: system and 
will not be us~d in such<a-manrierc'as to~pen.iiWloose·handling'of classified mes
sages.<·' Paraphrasingcis·iemployed 'only".wl1en:;the: content ·of. tne: classified mes
sage .!is-:i:eleasedUo'.fhe · public'Jorc_given a'<wide 'distribution within the Army, or 
when it 'is' necessary to re'pea t 'in: a: different ;cr~ptographic systeiif of in a differ
eiltjkey. of the:•saine system·, illl"or ·po'rtions .. of. a>:p1;eviousW cryptOgraphed ·mes-
sage;ror'-message;sent.'in plainL:la'nguage;:teL · .• ..: .. ;.:, .,.i.J .;:, fl~.;,.;:: ''l'l. • !:;·,~ 

36. Responsibility for classification of • messages.~.- 'Within·· 'the -limita'-J 
tionspresciibea -ih~pa:ragi·aph 42b'!th\{originatoJ.·-·6f a: message· is.tesponsibfe that 
the'' classification given· to: it" conforms to".the 'defii1it-ion :given 'in paragraphs' 2,·-3;' 
and· '4. )i::He -is' also resporisiblet for::the<pr;oper marking of -the D:l!'!ssage before! for-· 
wa:rding:it for'Jctyptographing~!and'-transmissio'n. ',; .. ' '·:·; ·,r._ ._.,, J ,._ .• ···"·· ·' 

b. A message will invariably be classified and riiilf·ked s~&r.et,- coiifidential;<ori 
resfriCtea--l.;-il,, t,,. -:ry~T· ... _Jri (:: .. :..r~;f ~!Y.''it.·;, -xn·!. ·-.'~'L'LV.:~ ·Jt,•\_.!'!_:/_r, :.;) ·-/· ~~·:· · 

-~ ··1 .ql.) 'When it· contains: information wi:lich' fs secret •or•·confidential except• 
".n •. ; ·.;::.~~--·-wlienl markeu:SEJND:i:N~CLEAR·as''in'dicated•in piuagr'aph 42o(2) .. 

·,.; · .. ;:(2LWhen 'if.c6iltains.!.matter ·the' trarismission•iof-which; in:plitin'languageJ 
·: _;._,J .lo ·; ::iis prohibfted'by ·AR·-i05.!..25; . ··"-'"' :>;i·; • • i ;;.;o :·.i, -'. · ..... ;: ... ~; ::· ·-.:~ · '· 

· 37:'DniftiD.g··mess'ageS.~a:.Routine •repo·l•ts· and ·messages·'which··musUbe1 

glven:a:rwide' <Ustributio'n;::or -the,contents.'.of which •lia.Ve been··or·inay eventuallyi 
be furnished the pr_ess, or which contain extracts or quotations from•it'news'paper,'; 
:niagazine~l or'· any other document-ravailable'~-to'rtlie imblfc,- \vni ·be •prepared ·so 
a:s:' t6> permit. •their; transmfssiori '·in '>'piain' langU.li.ge: or·: will' be classified·. as; 
re8itiCfed!fl.'t~·-··J !~''j{tf• .~L~~~i",, :·a:··· ::·,;;1)1··~ p-·~· ~,; i:·.~ :(r'.r· ·:_, -~~-·-,·;_.: .. J ~: ·,i''' ~t··~~ 

/ 8.llf.''Standardizatiori·'~f th~!'coli.tent•and:-fo~m.l 6E such':do~um~~~s a~ .field brders' 
I and operation instructions 1s necessary, but when ·fixed ·expressiOns• are -repeated .. 

I . . ' . . .. - . . - . , . 

!' iri•-a ··message· the •results _·are ~~:i~ee'dingly: ~angerous 'to_:~~ypto~~ap~ic secl.l~ity .. 
· Hence stereotyped phraseology-•and· set form• of :expressiOn,· especially at the 

beginn'ing , or'- en a -of ·a' ··mesr;age, ., wiil I not. be-' used. i ·Examples --of·. stereotyped 
beginnin'g~ are' :as follows:;i "Refe'fence' ·your;"· "Rertrad;"; "Reference· illy;" etc:' 
Necessary references wHI-be 1placed!ib.'the·body of.the message.: t .. . .. · · ~ ·--: 

·: c:'·Words · Ii.otdmportanf"to 'the' sense.-rwm be! omitted.:· Conjunctions) and 
(" prepositions 'will· -b~·'reduced to'-.the''iliinilnili:n:ir·and every·"effoi-t will' be made to· 
\...... avoid repetition of words. :r;, ·· :rc·,;_,1.' 1· ·. ·· ._, :.· .. • · '' · .d'•. 

.,, (l; The'' origiria tof'l'Of I alP'~l_assi.fied_ inessages ··w!ll' i?~raphrlise . such portions .'as 

I 
arequoted'·ftom...!!:.-• i.T.~:-;··,.?t•1···· .. "·····"'· ~:;;:· ,; ... ; · .. :_:fl .. ~ ··-~-- .... ;. 

"""· .. ('l)J.A''mess'ig-e in·plain iangtiage:"' ,., "- '· • ! "'; -'' ... . .i: :-.· •: 
( (" .;;.,;(2)" ix·m.essage iri'-the~ sarhe· or ·another cryptographic systein. '•· ~- r':: ·~ • 

\ .. · ~~uw.,•-f3)- ~:i~ewspape~; fuag;:~ne(or _dd~iimerit~ava~l_ab~~ !? th~ l)u~.u~>: '_.'·~:-
'/C ~-e. · PunetuatwnHword~,: ~uc~ :a~ ,st~~( p~nod; ·~n~ •co;'llm~·~ Wlll_ be a v01~ed · ":lie_n-• 
f-.__, ever the meaning is clea(without them> Punctuation ·m~r~s- sh?ul~ be· S1Jel~ed-' 
~out' wheil''lt is essential that·tliey be' transmitted-in 'the' body of 'the message .. 

''"3ft 'S.el'e'ctioii of;1ci:ypt<igraphic''system:....:..!.a! Subjed~·to modi:fi.c:ition-·:as lout-' 
Hried iJf3par!agta'piF34b; the 1Clasidfication·'~eci·et; confidential/ or ·restrictea: g~veil 
a message by its originator governs i:he cryptographic 'systerii~to' 1 be- useq··in>' 
ci'yptog1.-~1plib:lg:tlii:Pfuessage:J'I~ .-n··;·r<::i J';l";·',,.,.,c 1r, ,_._ · :· ,·.; -· :,.:[, -- '.· .. -~ 
·_.·.~.:.~t "':.: ~.·J_,_ 1 • ~~H) ;:,l•JOfL{ --~-_~.- .• _:~. ~{i-~' .1._..;~.-:<ir.t:_, l!..i.d (J_t ._._.;-•. •: ': .•• - _ _'·~ !;·..1 :~- ···~ ~~ .... _· 

i ., . ):.'! 

. ) 
;. 
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"J;:b; •Iri•.o'rder .tii'.j;irevent .the cryptographing. of identical"subjec_t :matter by .means 
of·.~differ:mt'cQdes ·and:•Ciphers~ :once, the. message has .obeen:-;cryptographed,;·all! 
subsequent' messages··on the· sam·e subject· ;will normally· ·be: similarly. c~yp_t_o~ 
graphed. Only a higher ·headquarters concerned is· authorized ·to change the' 
cryptographic•system el:nplQyed.J·I_f;a change is authorized, reference~to_ P~~vi_ous 
messages•by. their'feference·.numbers-1.f?ill·be·avoided.· .·; · ·: ,. ·: ··:' 0,- ·· ~ ., .. ' 

c. The mere acknowledgment of a cryptographed message need:not becclassified. 

( 

~;-d;,:Wheu. the£same .clear"text message -is ·~ransmitted.to· severa!.,'addi:esse~s;,it 
wi.U.ordipari.~y.'be·:e-r·.yptogr.aphed_,but once an.· d sent: to all address:es.· ·If, th,is. is 
impossible-be~aiise all•addressees·do not have identical codes or ciph_ers, .th~ text 
of·:each ·message ·which must. be:-cryptographed in a· differ.ent .system W:Ill.·.be 
carefully·.; and:,diffe~ently paraphtased. fo.r . each' system before ·-.c~yptograplJ.ing:, 

~ This paraphrasing is .the responsfbil. ity. of the cryptog. raphic·.se.~unt~ .o:ffic.e~:-wh~ 
should furnish the originafor:copies of :each of the paraphrased •verswns.· -·--.-r . · 

• . :)39 •. Paraphrasing· .messages; .=;a .. In paraphrasing,. it•is not sufficient- to:_para-

/ 

phrase oiilY the be'gin~ing or' ·ending of the message ; . the· entire .m~ssage will- be 
s~bj~cted to the process .. ·r :,-,,. ' · .... · ... , · · . ~ o '· .. • ~- ... · . ·. 
····b.· Paraphrasiilg,eonsists in. app!y. ing all' the following _proceS§es to the message: 
· "; • ) :(•!)<:Changing the sequence ofithe paragraphs.· • - . ·.· ' . 'I 

I .; · -' ·. : (2) 'Changing the sequence -of the sentences .in each paragraph.'. . · . · : 
.• · ::,(3) Shifting the positions of. the: subject, ·predicate,- and·.mo!lifiers ~·each 

~ ·.-...· - ·. . "' '· .. •sentence.:· · · -.· ·:·_ , . ·. 
1 · .. • ~ ( 4) Chan,ging, frpm active :to ,passive voice or •Vice.versa. · ··~. ~ •_,,. 
\ . (5) Substituting synonyms or •. equiva:lent expressions. · · ·. • .. 

\ 

,.: 0;,When paraphrasing must, be resorted to in connection with messages 'havmg 
identical.or nearly identical.plain te?rt; effort·w.ill-be-ma~e to change;the lengths of 

· ::;;;;,:~~;;::.~ -~rsi:~ sqthat:t~~:cr~pto7g:a~s w~ll·n~t r~~~~bl~.~a~h :other~~en 

\

.:. 7 ~·. ~ .paraphra_~(_:l: I!~: __ a :q~.e.ssa~~ _'-~Yilt;~(_:!: accor~eq the same, ';cila' ssifi_c~:I~n/~.' ~hj 
ongmaLmessage. " n . · _ .• -'··.. i . ,, . . ) .. - . . . . . 
· 40. Method of handling outgoing secret messages.-a. The procedure 

· hereinafter described will;qe,followedat all-headquart.ers, except the War Departc 
·ment in which the. pJCocedure will be as determined -by: ·the Chief of Staff. ' 

b. The originator will prepare and number all.copies of .secret mes~ages, send 
:the o;iginal to·the:message:~enter, and -retain one copy ·for temporary.: file .. Other 

· carbon,'Copies, all numpered and b,earing the··following· nptation, may. be- sent to 
local officer~ .directly concerned: . ·: ' • . · · 

. The-ID:aking of ·an 'exact' ~opy of t~is)message is forbidden. Onl~ such ext_racJ~ 
as are:·aiisolutely' necessar.y will be made and marked secret. T~1~ copy ~Ill ·be 
.safeguarded with the greatest care and will be returned to the. ongmator Without 
del~y. 'L'i··: - . _ . . · -.-•. 
All- such copies will be carefully accounted .for by the or.iginator _ and will .. be 
destroyedwhenreturned. •u··· '·:'-" ,., 
,\c. The; original plain"text copy sent to, the;n:iessage center _by the originator will 

-be· cryptographed at :the cryptographic sectipn .. of the message. center.. In message 
centers ser;ving tactical. units one cppy "only of the cryptographed message w~ll be 

-made and it will b.e sent to the.transmitting agenc:f.·c:In the.:zone of the interior 
the number of-.~opies to- b_e _made of .the. cryptogra phed message will be determined 

•,by the commanding officer o_f the. headquarters, concerned.. All work· sheets used 
Jn·.cryptographing the message .will be. immediately .destrpy~d •by 'burning. 
~ ,· -~ti """~·; i ., :...:.r:!t:: -~-~-r .- .. __ ·j·r~.;, ~(. ·, ~J~_;:)"!·'?!;, 
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·d.-::The-original copy of 1the liti'mil-plain<text.rwilltbe marked-~ENT (date) and 
returned to the--originator who.will:place- it in:his ·secret fih_;··for outgoing mes_sages 
and. destroy 'the· retained: copy by ~burning .. •Only ·one copy of ·the·Iiterabtext 
'will be filed in lthe originator's office:r.J · ,. J'1c ~-~·' ·: :. ·" i :, ·.') ,;<qii'•-.-· 
··· ·e: The transmitting agency· -will send the :_ci'Y!lhigraphed message, :retaining· at 
least one copy in its file of outgoing•messil:ges.for:finai- disposition in accordance 
with lo'cal->regulations .. :. : '•"' · •''" ~;-.-r~ --; · •. ·j,-'0!•~- -.. ·. •. . ·• . , 2::.... . . 

. -41; lVIethod 'of handling incoming!secret messages.-.-a. -.The.procedure,liere
inafter described- will be-followed at- all he.adquahers, except the:War Department 
in ·.which -the procedure will be ·as deterniined·.oy·.-the Chief -of. Staff.:'Y~.; ·. ;-. · . '' _ 
r::bJ An .inconiing,;secret 'message :Will:1·be.-copied in-•duplicate -by the receiving 
operator;' the~·originar·wm go. to thelcrypt6graphic ·section: ·of. the:,niessag~Lcenter. 
and< the'carbon •copy .to the. files· of the receiving.station or. message.:center; _where 
it will be< disposed •of in accordancecwith local.jegulations::: .. -... .J ~ · '· ; · .. r :1.•: 
-. ·a.- ·A cryptograplier will dec'ryptograph the . .-message, · maki!lg· only' one.-•copy.'·of 
tlie · decryptographed literal- plain ·•text,! which:.: will:, be -1markeu- SECRET•, and 
delivered to the addressee.· The cryptographed version wilb .be retained Jn . the 
files :of• .the message center;--where-it-•wiiLbe: disposed 'of .in accordance._1with'local· 
regulations .. All work sheets used :in, decryptographing:will be. destrqyed by 
burning. The cryptographic! Section •Will not 'retain any. copy of the plaiii)text in 
fts··files.' ·The: placing on the message bl:ihk-·of' any marks: .. or•:notati<ins even 
remotely connected with the cryptographic system or steps in··decryptographing 
the message, such- as· underlining key .. words, -indicating, groupings· corresponding 
to lengths of columns of·key;'etc.;·is:forbidden;-: c.~·,·--.;: ;•,_- :~· ,, ' ,.--:- - -

'•'d. The.addressee may· make and circulate·:a •lhnited number. of.-ltteral.copies 
'for the information of ·other. officers• directly'J concerned .. >These,:carbon.- copies 
.will- all be numbered and''bear the' following' notation:·' :•;le:,)~: ·· ··• i :-.11. - ·<r': 

,The making of an exact copy_of thi~ m~ssage is forbidden._ Only ~ucb: extfadts 
1as. are aosolutely-:necessary wilFbe 'i:liad'e11and'·1n'arked'SECRET. ·This copy ~ill 
be safegilarded with the greatest care and will be returned to,_:..: ___ !_..:.:.:.c_ 
•:W!t.~out :delay. _ •,--- -~- _ .L.~ ::s· ·:. , ·;· ::: ,, ,;~ . . ·:1. ~ . . · 

All· such: inform·a tion. copies .will: M'·ci:u'efully ·accounted-for by· the, addressee-· and 
will be destroyed wiien returned! ... Only .. one-copy'of'the:literal text of the message 
.will'bekept.in~the addressee's.office.··''~'': .. .-.·._.J·,, !'. ··_, .• - .... , ... ~,.·~r· .. 
-,.' '42. Meth9d of:· handling.· outgoing' and-Jincoming · confid:en tial ,. messages.-
• a: At administrative/ headquai·ters- having :c.jiwed :: 1hes.-dge,ccenters:.:..._Whenever 
practicable, the procedure to be followed in the· handling ofJ messages in. confi~ 
"q~ntial code~.or ~iph,e~s,wil]-.J;l~ SJbS~a:qti\1-,IlY•.-.jh~ s~tme as .that .pres<:~_tbed for 
.tgos~ tran~!llitt~g_ i:p, secret_.code-or:'c~ph_er;_,e;x:cept,,w:ithin 'th~ War Departm~n,t;ip 
which the.;procedure. will be as·- determined by the Chief rof~ Staff. "They ;Will, 

however, be marked and safeiuarded. in accordance with provisions of· these 
·regulations governing confidential-documents. , .·~- . :: . .-.. . .. :·" ,!:. 

b. In tactical operatiom, _simulated or actual; t. . -

- { 1} .- All messages not Classified as· secret will• be regarded as confidential 
. · . .but •need not be. so 'marked .. The .procedure, to-: be• followed· is pre-

~·-- H .scribed in FM ,24-5,- and .fri· other- pertinent regulations'and instruc-
'"'1~":::- -tions.issued ·by. proper authority. ·All radio--messages except .those ' 
• :. I · .. <J. : n-Oted ·in (-2) belO\V. ·Will be transmitted in cryptographic fOrln. ~i 

.. -·:: _: t(2)- When .tlie tactical ·situation -is' such- that· timii-:canriot;be •spared for 
.;:<. ·• ·.-; cryptographing, ··.andi:wheni the i.information· .to: be ·transmitted, •:if 

intercepted by the enemy, cannot be acted upon ~I\ time to influence 
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,:• ,_,. ·- the:tsituatioh ln' question; a commanding-" officer .or -his- auth~rized 
; .- , _ - representa_tive may. order the tran_smisslon :·of ·a -mess_age in . plain 
~-" ~ - : . _ :; language by a radio. station serving_ his- headqua}'ters _or-com.mand. 
, . . Such· written messages. will be marked SEND 'IN• OLE~ <?.ver. ·the 
, . ·, · .-._;;:: 'signature of. thercommander or his authorize_d representative.-, 

43. · Method of handling restricted messages;--;-The .proGed,Ure -_t9. b~ followed 
in·-th~ ·handling ,of IDE!ssages.-in. restricted ·codes and· <;iphers will_ be .s!lb..stantially 
the·-same~as·that prescribed for those in confidential code or cipher,~except.Jhat 
the:nliiJJ,ber of copi~s:need:_not be limited nor need they.be-numb~red< 1!-''_: '·· _. 
· ... 44. ·confirmation•:copies .of ·cryptographed messages pr9hibited.-,-,-:rhe-sendD_ 
i~g-by au"y means ;w.hatsoever _of_confirmation copies_ oJ·t)le plain. text of mf!ssages 
transmitted in code or cipher is strictly prohibited. ~- · :-•· ... · •f :- • . · 

:':45. Disposition. or:..'destruction of :registered~-.cryptogr~p4ic:-mat~rial.'--':-a. 
Whenever ·a; persgn-;wliorhas,-be~n .issued registered's()cret or confideiJti.!ll codes, 
ciphers; cipher devices; or, documents:pertaining.ther~t!), .has no. ~urther need :(qr 
them, he will -report that fact to the· Chief. Signal Officer or in·lthe ca~e of .the field 
~orcesdn: time- _of. war to·the signa~·officer of the_ 'headquarters~c~arged;with· the 
issue•of such documents.:-~·_· ... ~ ·. "-·"- __ ,-, ·,.,-' ; ·;;·, ·· .·,: -~ .,._,,_ 
> b-::·When it has. become highly probable; ·that ··cryptographic \mat~rialJwill; -b~ 
subject to loss. or compromise, all documents and. translations· of -mes~ages_ :W,m 
be destroyed by burning, and the cipher machines-:or·-.d~vices -w_ill __ be _d~_stroyed 
;beyonc:J:,use or· ~epairr and· if- possible, beyond -recognition; ·' · .- ·- : ."'::. : , . ,-_ 
t. ··c::.-When· ·cryptographiedocuments·or devices·have become-unserviceable through 
-long use,: iequest for ,theircreplacement will be ina de to·.the issuing au~hority. _ . 
·- ~~_;;•f·tn·.~; ;;,r;~· -. ..~-~~. t' ;..._ ·'~-·'1 ··.. ._ ..... •. r .• .,.~ . -!"-.. f:_· .. .-; -· .. ~-.'·:]. tl • 

::..i·· VJ~ ~-(_~~/ :·~ .·• , ~··);.·:;- . ,..:_·-~ECTI~N~··Y .... · .. l·· , ; • ·;··· ... ·~-~ --·1 ~·---~~-~:.-r-"" 
~:~ ''rL'Y.·.l\')r;~i:!-:-. -~:~: ··:. MArERIEL;--_ ' .,.., - '!i'. -. ·; j· ':'. 

;"'r~l-"'.: ........ ~ .~./. ...~., ,Ji-~· . ~ t, •· ..- ·pr:·· ,-·- h 

- i\i~!i;;'tY:.'''to· ::~l~~~tfy~:.~=~~-~:_.__~---~~~~~-~--~:-----~--~-~~~---:..:,,..;:..:.~:.----~~~f~:r_'!~!l 
-N~tifl~ati'oii -of' ciassiftcatioJ:i .·or 'reclassification ___ " __ __:_:.:,. __ · __ ~ __ :_~_:_:_~:.,:__ ___ ..:,·_:._.:~, 4'J 
Respo.nsi~ility: fof'·s~feguarding technical~ ipfofnia,tion_-.:.·----.,..:.-------:..:...-. ..:;-_,..::.~.--c.-:- .48 

~~~!:::~~i:;<>U,~i~:r~:~~~t~f;~:c~~J:r~~~~~i~:~;~=~==:==~~=-=====~-=;~~==~====~~:.· ;~ 
Invitations for bids and contracts-------------7 -.:;;----------------..--------.,-------- 51 
Consiiitatioris' iiith .: re.sponsibl~: manufacturers~_·_:·_:: _ __:~~::~ ____ __: ____ :...:.:. _____ ·_:,..,.:: . .,.;:..: 52 
Respoi:isibilit;:· of,.A~m:y repr~sentatives or inspe~tRfs ___ .:.:.:.,. __ __: ____ -:f--...,..:~.:...,,;.o:. __ ·• 53 

i~~~;~~~;?;?P.~l~~i~~~~i~~~~j;~;~;~~~~~~ii~~;~~:~~~ ·. il 
- .. ' ........ ' . ~ • .l " • j.. l~ . ~ .J #. 

\ 46 •. 4U:tliptity to 'classi:fy.-WhenBver- the chief of•a·supply;service responsi
ble-for a resellrch project 'or'for the 'design, development, t'est;' 1or pi'9ducfion or 
!t··r;r·l t;r •r, ,_ , • · (:.r._ .. • , •, ~,,, 1o;"' • .'·!-:' 
p~pg]lfe_m,gti!,:,of. a.ri ar;ticl_e of mat:~r~e!_:(:>r a .COJl1pdnent tllereot"~h,al,I, det~rJll;ine 
thabthe.:maintenance. of any degree·_ of. secrecy rega,rding :·1;he_m .ig;_ si.lllj.~~!l~ly 
;ifuportanf to the'national defense, he will classify it as:seeret, confidential, ·or 
restric~f!.rJ.;· .· .. · , ... · . , . :' _ .. · · ;:'- . . :~_ -; -~-; . , .~. · 
'",~ 47:· N,otification" bf cli.'.lsiftcation cir. reclassifi_cation.:..:.:~vlie11ey~r _t):u:!. chief o! 
:a:~hppi; set~ice in ~charg~ o~f·•a re;earch project, _desigU,' develOpn;tent, test, qr 
production o'qi urii(of'materiel or component thereof' shall determine' that th~ 
i:natedef s:hould'''reilli\:in; Classified irfter''issue dr tliat a change or cancelation' Of 
'~i~s~i'fic;\tio~ :is: de~ir~d, .he win_. :n'otify The Adjht~t' General; .wh.e:. ~A- turn :WiJi 

~"\j,•""-. '··-···'---"'' \. '·• ~· -- . . .•• \.. .. ¥ • '~f.·) .•• 

inform all concerned. 
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·. 48.-·<Responsibility• for. safeguarding ,technical~information . ..:.-a. Chiefs of 
supply services engagedlin·the preparation-of plans, resea·rch, a1;1d development 
work,'•or:new ·design,. test,. production,· procurement, storage, or, use of classified 
materiel are· respgi:isible for the promulgation -of such additional-instructions as 
may be~requJ.red for-the safeguarding .of information in the offices establishments 
iaboratories;shOps, or·Arniy·posts under their-jurisdiction; .· . '. . :;; · -~ · .:·; ' 
. b._ .A:n:·secret, . confidential; ore restricted models,. exhibitS; .dies,' machines,: and 
·other~·siniilar- items- which are -to· be·Ioaned, leased, or given to a commercial 
organization ~wi~l:?e properly· marked to indicate 'classification ·when practicable; 
If such'·marking·is inipracticable,-the.commercial organization will be.specifically 
notified in writing-Of the .classification< of such items and of .the pertinent·.provisions 
of the Espionage Act. ;:,c 'i._,· • • .•. .. . ._, . . , . . , ; ; 

49. -Classification of-'inforniation· from commercial' firms.--'-Informat!on .ob
tained from civilian manufacturers· concerrihig proprietary:. processes·· will ·be 
classified as coofidentiaZ unless· -otherwise authorized by· the firm c~ncerned. . 
· 50. Dissemination of 'classified teChnical information.---'Classified informa:. 
tioii concerning .. ·technical r project's or 'developments may 'be': hnparted •only to 
persons in the mili~ry and naval services of the United States, including civilian 
employees, who have- a -legitimate:interest therein, and to American citizens, of 
~nown·loyalty imd discretion-who of necessity must be informed because of:tlieir 
cooperation in thework;'proje'ct,·or:developmeiit ..... :: .... '· -. -~ ··:f' 

51. Invitations for bids and contr~cts.-a.;. Prior to:furnishing a prospective 
bidder or contractor•_ with •drawings, specifications, or•other. pertinent-information 
concerning any project. o:r;: projects: of a·· secret, confidential, or restricted ;nature 
and a:t_mrially thereafter so lmig as _such do~uments, etc., are in his custody, a 
general secrecy agreement reading substantially as follows will be signed by the 
individual or by a responsible office~ on behalf of the firm or corporation concerned: 

.. ·In, ~pnsideration of the ·rec~ipt of drawings, specifications, and accompanying 
UlCl?sures, models~ . ~r mate.nel, and i?formation disc.losed_ orally, .con(!erning 
pr?Jects of_ a ~~c_r~t, ~o~?eJ?-_tial~ _or restnct.~!l nature, d_eli':'ered,tp the 'undersigned 
JJri?r _t? ox: comcident WI_th t~e .. ~!lte;!?~:-tl,us. _agree_men~ralid ·u~ted on EXhibit A 
'!hi~li IS attach:ed here~O and_ made. t1; ~art·hereof, 0! to be·issued to'the under~ 
s1~ed subsequent to t11:e date ?f thi~ ,a~~ment, the fqlloW'ing terms are agreed 

_to by_or on b~h~lf o~ th_e un?ersi~ed mdi!Idua!, firm, _{)r !!Orporation, and any and 
all representatives, agents, employees, or subb1dders or subcontractors thereof· 

1. ~he~:~ndersi~ed ~ill neithe:~supply. no_r di;Scios~· any information. regarding 
the. drawm~s,_ s~cifi_cations, andaccompanymg mc~osures; or models or materiel, 
?.r mformati?n disclosed ?rally, ref~rred to·herein' to ~ny unauthqrized persop.,_ or 
J.!lCOrporate_ m_ o~er pro_Jec!s. sl!ecml features of: d.~~~~ or construction peculiar 
~o s_u~h dra~mg,,_ s:pecifi~ations, and accomp~nyrng. mclp:;;ures, or' .models or 
matenel, or mformation disclosed· orally. ·• · · · .. ~ ··) - . . : 
· 2 .. The ~Iidersigned wi_ll.not. permit ~ny alien. e~ployed· or to be ·employed-by 
~he l!nder~Igne_d or by any ~ubbidde_r_or.suqcontractor to. have access· to the (lraw
mgs, .s~ecificati~ms, !ind ~ccomi_>l!n;vmg ~cl()~Ur~~· or _models or mate:riel referred 
to ~e.rem, 0~. to en~meermg pnnciples, compositiOn, subassemblies,-. oi ... asseinolies 
whlCharevital to the f~nctioning or use of the article or-· to the work under'ariy 
·contract for the productwn-,thereof, or to the (!Ontra(!t _tri_als, without the -:written 
consent beforehand of the Secretary of War. · --. · · 
, 3. 'F~e. unde~sign~d will not make ox: permit. to_be m11-de reproducti!)ns'ot 't:li'E\ 
,drawmgs, spec!fi~ations, and _accompanymg mclosures or of the models or·niateriel,
except as specifically authonzed by the ·contracting- officer or his duly authorized 
representativ.e .. If reproduction of any dr~wil;lgS, ·Specifications, and accoinpany
_ing p~pers, or of. models ~t: D!ateriel, is autJ:~or~ed, the undersi~P?-ed will pro)Jlptly . 
submit the_ product obtarz::e_<1,.to_ the contra<;tmg. of!icer or his duly authorized 
representative for censoPJhip or·such other action as he may deem neces»iuy; · '" 

. ,. ,. .. . - ,, ' _,t 
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14. ;Jf:a·bid is not subniittea· on· a pr,oject.pfca secret; confid~nti~l,·or r.estricted-; 
naturecJaS .to :wl1ich; dr~w!ngs, specific~tions, -}l.J?.d accoll}pan;vi~g ;!P~~gsur<;!~._,.qnd 1 
models or materiel-have ~een issue~ to the iu~qersigned, .o_r, If ,a ~ld: IS ~aqf and 
no't 'accep~eQ.,''or'iri' case award is' made, up'on' the co~pletiop o~. tl:Ie_ co~tr_act the. 
ull'dersigned· will' pi·omptly ·i'etU:i:n by hand,_ by -regiS!~red- mail; Or by-•msured, 
express, such :drawings, .specifications; -and accompanymg·.pape~·~· or;·mod~l~ •or. 
materiel, together with all copies thereof, to the office from whi~_h,JP.~::.2P!H?al, 
copies. were r?~~iv_ed. :. . :· ; . ,. . . .. : .,., ,, , .. -. : . .- . .-1. T ... '. • <: · ·· "-- • .r ... ·. I ·" 
,; !'\~ .. (a) :'J:'J;Ie. '!1-J:}dersign~d agrees tobnJ?~. or ~a use ~o I:J~ br ougptto !:t;e a~~~~ti_o~, 

of'allJpersoris·engaged· m· the1 preparatwn 'of •the· bid, 1 whethe~ ~ubn_ntted· or· not,· 
including sub bidders and their employees,-the.following· proviS,Ions• of :law:::.-;-:. : •J 
,,Espion·age Act: Subparagraphs· (-d)tand,(~)·".se_c:,l, _act June i:J.5,_1!l17 .(4Q §t~t. 

2i7) .;.s_ec. 1 •. :J.~t ¥\l~.£h 2s, +~4.-0;(5~ s.~~-. 79; 5o P·-:~.-.. P: ~1~; ,Mi.~:· ~?~~·-l'~J?~·J~:: 
s_ll~~~?~~~~t Jali~~ry 12; i93s·· (52·stat.'3; 50 u. s~ c. :45·; M. L.'i,1939,'s~c.-·2is7a) ;; 
and E: 0. 838l,'March 22, 1940; 5··F. R. 1147·; 50 U::·S.,CA5; M.,L:, 19)39,.-Supp.•I,-.: 
se'c,.·2187a··1 .. . ·..... ' : . . . ,. . ' ~ .. ,~.... . '~ri / .,- J •lt~ .. ' · ... J '··i.~" 

S~cond 'w~r- Powers Act; i942;: ~ections 1400,)4()3,. act' Miircp.. 27~· ~94?.; (Pilpli!!: 

£a~ ~9Ji:;~ltf ~c~:1sf~l-liid~~r · (J'r{;a~y' proj·~~~;- t~~: un~ersig~ed r~g~~es~bls:o '~cv 
bring or cause to be brought to the attention of all persons engaged m the .pe~-
formance of 'the,contract, including. p~rs.ons employed Olf su,bco!ltracts, th~ proyl
sions of the law.enumerated.in .(,a) -abov,e .. ; .. ·., .. · .· . . . .·. -.. c·. •., ,,.l 

6 .The undersigned' further agrees that no informatwn m·coni_tectwn·wlth, any 
s'e~~et ~cdnftdeiit:iai 'or resti·icted project 'will Jbe' giv'en': to <any person. notlin the 
coritrricto"r·'s· or subcontnictoi''s employ except. upo~ the: written co~sent\ befor.e-, 
:hand -.of .tlie<•contracting offic~i' ()r ·his .duly diuthor.Ized ·J~presentat~Y~·- . .,.; .:i.>l:J'.·" 

I· o:- The' execution·:Of':the :general Secrecy agreement .required· in a~ above· with; 
anyJihdividual, firm; or corrioratfon: .prior to the deli:very_.of any. classified) mi~i_:-! 
tary information, and the annual secrecy ·agreements ·e:;ecuted·.thereafter,:'lW.:lll~ 
cohstifute <authority :for. delivery :to such. individual, firni," .or;~corporatiori from 
time to time of other or additional classified information pertaining.to~any·secretil 
confidential,- 'or' restricted project, withOut the· necessity,· of::executing' a ·specific 
secrecy ·agreement in •-each! case. ·,·A< .rec.eipt, substaiitiallyJ:ast;follows _ wiU,,be, 
obfair'I~d -wlien ti:ie·•additional--classified data are ·.submitted rto rthose•,who,;hll,Vel 
enteredinto.suchagreement. t.:·. •;·-~·• -·-:·· ·,_;· •· •• ·'.'--''-' 1 -J.c'""~··:.l! 
·-':Receipt is' acknowledged of ..:.:._L_.;L ____ :.,.._ __ ·..:_..::::,. ··and .it Js,lecognized; th,at _ 
fliese • i:l'ata: are •Classified and cofne\wi thin· the purview: .of the . secrecy agreement 
signed by •--~~-:_:__;_~..:_..:_..: ___ :._· on··:..:..:.::l_·.:...:_·_.._._:_·.::.,;: ·. ''-· :: ! · :.i 
:;.52: _Consultations with responsiOle· -mahlifacturers . ..:_The· co:mmanding offi
cers of; ars'enals~and :depots ·and .other, officers· engaged. in: .work .. on Government 
contracts are authorized to consult with all interested manufacturers or their 
representatives;· inv.entors,. and ·otherc!persons. concern_ing;~technic_al ·m!ltters in 
which'.:they :have -a legitimate interest.· ·They will,-·howe'\Cer, 'inform all such 
persons of-the clai;sification of-the projects;.works, and developments: . 
·:.'~'SS.U•Responsibility. of Army ·representatives oi:. inspectors;;:,-a:._t Army repre
sentatives ·or'inspectors of the:supply service:are .theciocaL_rem:esentatives of the 
War Department and will take the necessary measures to·,insure:·.t]le safeguard
iril'of classified·'iriforfnation or projects in' .the:-hands::of.:.the'; contractors orcin 
process1of' :inanufa'cture:in-tl:ieir. plants.·.- ::i · ·• .. . : : '- · il , .. ,;;-!.'~ L: •J>JieJ ."l'J-'-:-'
_;:. ·,l)j,;.; Army.'· 'representa tives• ·or· · inspecfors .. :will:: advise •~;contractors) ras:c.to. 'l:th_e_II,'_ 
regponsibilities 'aiid: the practical measures,to be ·t,aken~'to: safeguard·.-~ecret,.-;cQn" 
fidential, and restricted matters and will act favorably, ifcpracticable;non· arm 
suggestion or request of the company tending·to; preser;v_e.-.secrecy .. _, -I~,, at ~ny 
tiil:i'e ''conditions at: ahy plant, or any·'action of; a. company_ or its:' employees, 
jeopardiz.etthe"security. of,: classified matter pertaining ·to: the;. War Department 

21). 
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or-·violate the 'provisions of·the Espionage· Act;. the Army ·1repr.esentatiye .or 
inspector ·will}e,quest the. contra~toi to. take prompf:J'e:ri'iedinV action. .'If 'ade-'"• 
qliate p;ecarltio~ary roe~srtres -af{rioft'akenh:p.mediateli, he ~ii{re:rioi:t prorlilftiy< 

• J . , ~ · <1 ; • • ,\ '·._I I . I ' ' ... ~, :· ',•b! ! ·. ) f.! 1t • J '·j'·q''• ·'} · , !j_f 

to the chief ·of t!J.e supply·.!?er-:ic,e,. cpn~erned: am~ •. if t~~. s~tp.~t~~H, t;e:].'t.fr·~~;.},?1; 
the commanding general o£.the service. command in wbicli the. item ~s il). p):'qe,e~s:. 
of~·mallUfactui~;-· ., j' • ·<·c ::~ i _, .. :2(. · · . - . ~,. r:·.· 'T' '1f-1; /~-t: ;' ~·:,rr 

,.o •.. ·When Army and' Navy:inspectors.are on duty at thesa~e;plant, 'tbe' AriliY'J 
, •• \ ; .• · ·,: • . . • 11.•.. ' 'I _;. ' I j. ........ !: ... _, ; ...... -. .., ' .. -: ''•. t''' 'I. ·, ... 

insp~ctor :Will com;dinat~ all s!!cur.#)~efl~v,res with the ;f:l'av.~~·t!}~P,e!!~?r)p..ro.~def, 
to ·avoid.conflicting:demands upon·contractors .. ,. ., .. ·;,,,:U !. , ... , . , ,,_·.. ..1:1'. ·;;·,rri 
· 54.; R~sponsibili~y of .. Gcfver;U~ent '1 coD;tractors;.:...,.a; A' private individual, 

firrni'or 'corporation Whicb'·erifel;S into a coiitract;to'erigag"e in' tecl:inica:i wo\_k 'for' 
the ·war ,;Qepartm~.nt b,eco;mf!S; ~~spo)lsiN\') il} :p:u;ttters:.w~tl~iq 1his .. o~ it~ ·c~~~~!'oi ~ 
for the safeguarding of alL secret, confidential, or, restr,i~ted,p1atters tl;l~t mayrJ?~· 
disclosed or that may be developed in connection therewith. A clause to':this~ 
effe<£ ~iii' be i~cluded:·in 1sb.ch; a c~ntract, but it~ ·o~issfon 'wilf-not• %leasidhe 
contractor f:t;o!ll his respol).sibi~ity .un<!er th~ E.'liJiq~~g~ ,A.~f~bd~~t:h~f1perti.~'i:fptt 
JaWS •. It ;,_ t__.· ._':·' ~ ) ·;·< : ··\rJ '-·II • J. .'tf; (_i f_:, .• ,,_· .• t .. ! ,_,.I J -!-;":~.~-·:·? ,, ··L, .fi' 
·•ii. Contractors are ·responsible' .that all classified projects; all'otted.·.to subcon'-~ 

tractors or.agents are fully.protected by a similar·agreenient. .. :.r;~: ;• i .•. ·. '; • ~-·,,[.>, 
. , • . , . , ~ ·. · . ,I ~ . ·•.·. ; t · ,I <:,i ~·'!: •.._.• •fq•' • ,t! J f,.,ti""'f•"i··'}'ft"t ~' •'l' ·~ 

3· ;wh~never .for 1!!-.J:lY 1re.asof1, a.-lcont,ra~t ~:l:gree:iJ;ient, ~r !?~b~~n.t:r~ct~:P,!j-8 .'be~¥~ 
niade Which'•dOeS• not include ·aLsec;urity claus.e but ,la.ter.,-iSirfound to. iJI\Y,Q~;v!!, 
secret, confidential,· 'or· .:testricte'd':matter, 'the ·supply' 'service, concerned: will take\ 
the necessary• steps to insure.that.-the project or ,work Js·prqp~rly, clJlS§i~gd· a.Q.d 

. tliat• the- contractor, agent,: 'oi· subcontractpr· is informe.d, gf2 ;th(). s!:}.ssifi.c:l:tiB¥.. 
and·of:•his ·responsibility in the ma~ter.· ... ·, .. i,•r .• ;... :j .• : '. ,, '!~' 1 

··-55. Tests of: classified· ¢atedel.-:-'-T.ests .of .classifi~d .mat~rte.L ~~11. ,be. :3:4~·, 
qhately-safeguarded by am responsible officers., .. .. i, · · ;,·. ~ ., ;,., ~· , , '~r; • 

. :.i56. ·Public ·displayoof.;:classi:fied .. materie}.-=a,; C.ommal!.d~~g- ~ffic,~ri? .~re~.r~7, 
sponsible ·that all· classified: ·p·arts, components, qr· ·f~at.ure.s gf m.!lterJel, .are, ·PFPP'-. 
etiy. 'safeguarded ·during· maneuvers;,. drills, parades,·, ce1;emonies,~ .assemb.la_g~s,. 
demonstrations, or. exhibitions open to the general public .• :: •;,;. ,·')·.· ,, .-·. ·. ;, ,:,r" 
.: :b;! (I..) :'Photographs of, equipment. while .. in process · ~f developm.ent .OJ; . those 
'·' ·; ·.-: , '" revea'ling. processes of manufactu.re. a:re prohibited· unle:;;~ authorized; 

by the chief of supply. service concerned ... After .an artiGle of eq~ip-1 
! ment ·ha·s been:·issrted...to:.conib'atuuJ!its; release• of ;photog:raph.sjs 

: ~ •"-- . perrriissible"tinless: specifically! pt.ohibited. by the, instru~tipnJl ~ssu!!!l· 
'···:-:··therewith. ·~.- ... -·T' •·· ,·,. ,·~.,: ... ,, • [IJ:.·,•(,··o~·,,. ,. ,, ;,.,,, .. ,) 

., '(2)-Requests:for. permission. to t~ke photographs.:of cJ.assified :m!!-t~~iN,, 
>.·.. ·projects,.'orcprocesses·of' manufacture_; will. be;refe:rred: to. the,-:W::lF.· 

Department. through ·.the prope~·.chief ·of. supply .. s.er.vi!l!!'l· :.,~.f a:utJ~Q!itY• 
·: • ''.·. 1/' is· granted;rJC will·Fbe •with: the· understanding,•.that .the. res~lt!,ng' 
'.:::, ~~ · .. ,"'photographs, ~ill .be·:submitted to .th~~War J)ep~rtlll!!nt .fo~··r~yigw. 
-.. , ·c~i'l"- '':'.1 .. 1 .o~:[.i-iorJto :release.·,_: ll ··,:· .~ ·~ ~ • n· :;: · ~'.re ~-·-· -~··r ,. · :·:· · .1-··:; 
"'57; Release: of• information ·or sale of,. mat;eriel._,:_a., po~estiG~ ~aie, ;~i_~ul~ll!g 
information in connection 'with negotiations for foreigiJ.;.s~le,:a!ld .. ~oreig:n,mariu-1 
facft1re of> items. of<Army .and. Navy materiel-and, equipm!'lnt .are. not,p~rm.itt,ed 
unless ~the~War·;and.·Navy.·Departments are _agreed: that miJit!lrY ~s~cr~cy. is ~.qt 

•. c'OiiJ.promised.thereby:· '~'·"' --. s ·''' ': ,_ : ,:r. ! •.-[. ·:.: •• ·r;, .':;;:.';-:•J.f• 

-"Lbl InternationaT;·traf{io in (Lrms .. :': ;-:. •c:·· .. ,. ".:, · ·,. ,· , .d· ,"~::n:" 
~ ... ~.·. (1,) 'The State: Department administers ·inte_rnatio~~l. tr,~ffic: il!;;arJ?:!S ,.~R-.4 

1 ;;<j;r•;·, :; . ·;,i military). materiel::coming ·within the •SC\)p~; O~'}therJlce@l.ati9.~~ .,00'V; 

-'--, 
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erning the International Traffic in Arm·s Amm "t" . t • , um Ions ·and Impl 
r-,..,. .mensof;War:and,Othe:r.Munitions·ofWar:,. 1 .~·: (,q ' e-
_..,:~ .• (2).,'Ihe StateJL>epartment -will t l f ·f . 
,?;:.." ; ;:;·.,, ., , comin _ . , . no ,re eases or orergn ·.sale- any item 
...• : : . . ·N gD.witnm .the·.scope, of-.these regulations"until:the War and , ,., l·'·-··· a.vy.. epartments have t t d l ,,· . . , 

1 
· - · . . . s a e .t 1at ·there ;is .'nolobjection to the 

, ·; J• '· re ease on. grounds of ff · 
. "'· ·c:: f.:il •..• :.~ • . • a·,:;..;.:.,'~ ... ~e~·~:~c~~·a·,.ec.tmgJhe·national defense. 

1 - ... '~ t·~ !.I~· I '· };.~,_•_·) 
,:·. "' • ·~:. ·:1/, •• ,. ·u:i :;d;;.l <. 1 ·, . , SECTION VI ·- ··)•, _ ..• , 

~;;£1I±~~~~~ii~J,1i;\tf~jij/i,"~-·:;;<iJ: :p,~~'":: 
Responstbi!ity of Government - t r, _.rm.v., representative,-or:·inspector.::~_,~> _ _,_,_:.:_,~- .;60 

...... ._ .. J-·•. ·• ... •-. J.~...:,:..;;:..~-.1 _,., ·~·'vc_o:p. ~!l;C_.t9..~~---~--;-.-,-----!--! _ _.:._:.___ ~- -~ -
··58, :Classification·-""'· ·F. · , .' .. 'J '""·' •• :-·:c--~~----.- 7.-..~~·-:o••• 6)J 

• . w. ' oretgn nat·tonals - -Fo "th . . •. 
tions.:foreign ;Ji.ationals :incl d. . ... . , . .~ } :· e· ·purp?se 'of 1these [.regula:: 

(1) Repre~'entahves :~a;~·' .•. ,_, ' ' "'·• •. ·.· .. , ~·: ·-!,,,.._. .. ,_.w··~F! l,,,.,,._ .... 
.,.: ,,., .. ~·· :!Ji:.aw official: t f· ". •. ' or emp~oyee~ of· a· foreign goverill:nent'thavlngr 

sa us.~~~ rl)'1\, a. ·;:_.r_,.·\., ·:··, ·.;, ..~. J: .. ;- .. t. -· u-. tr·~ 
(2) All other foreign·tnatio 1 il · . · · · · ·' · ' 

-til> •:.i! • •.i~nsentii:J."' .3/Jforeii. . na R an :Citizens of ·thei''United'"States repni-
.: b:~;United;cState's~~ "t. . ~.:~?ve:~n;tent;·.·firm,. ·~or .corpOl:ation; ... • .~; '·:-. ·, 

. m tzens.=n.u •Citizens of- the U ·t· d S , , . a<above; ,.~J.:r,:i~l"s· .• , .. ,:,.., ·. , .. · . me". tatesr.not mcluded in 
. " . J. c. I 1. -~-l. L. '- . •".: • • !I'' r • . '1 ~..._ t . r . , ' • . 

b~59.:•fAuthority: foriadmission;~:·General~:· ·· · '· '-' ,. 
1 

tions·,relating•to visits' WI"ll'b'' · - t d . . · ·. orrespondence and communica-. -· - · • · ' e;rou e direct bet th · b. Foreign nationals .... , ··r -, .·.. . ,. ween- e .. varwus offices concerned. 
• 0 ~ IJ, ·• '.1! '--' ~~_.\_/ ' I',.. .-~!J .).o. ,- 11' f ' • • . 
i:> ·:y;( 1)' Foreign nationals r (see par, 58a) ·wil. ""' • . ,. ·~ "." . . ' , ' 
_,,-,.· ·<:..::u;q ::-.commercial manufactur· . t . 1 be admitted•to Government or 
In ti:.:-,"•' t-. torie:;; engaged, on.classi~:gd es ab~~shmen~s ·a~d experimentallabora
." .,., ...... ;;:: t•camps and airfields onl wo:k or prOJects,· and to'military posts, 
·. ';)':·J; '! ·pr:of,Staff G-.-2• WarD Y•ton wnt~en•authority.of,the A:ssistant Chief 

. .. " · ''- .epar ment General·Staff·- .. ·- ,.,~. , 
l0·L.)(2),iApplication,fO:rJ·such visits will'b·• . · •. I 

o,> :,.: :: ·,~..:diplomatiC' .representatives ·exce. t~· m;:e ·thro':g~ 'th~: appro~riate 
, . employed by citizens of the Unit;d ~~~tee case' of ~oreign naho~als 

·~~.·. _ _.,·, :~' .•owned "or controlled by ·t· . s or by firms·or.corporations 
· · · · CIIzens ·of-th ·u ·t ··- •· " 

.,,, ' I'l-...-: .!::applications will be· submitted ·b . th .. e. m. ed••States,:~·for' whom 
.- .. ._; .. >; r'Icommanding officer Y•· eir. emplo~ers,1approved by-the,. 
"·, . "' . ~-and .., d d . or management of .the establishment to be v·I·si"ted 1 
•· · .... ''- 1.orwar e with' th · · • 

.. t. ; , ,... . . - · e.recommendation of'the'chief .. of the sh T-
.• ! • • SeiviCe or appropriate com a d" · . PP Y' 
··~·" ::- t;rconcerned· t ·th A . m n .mg ~eneral·o~·the"service comlnana• 

~ o. e ssistant~Chief.of Staff,lG-2·'~War D ·' .. t ,;,, .. 
. General Staff.,: .,,t' .• :.' . ,1 ·:~i . .· ,, ~ ... '. ··. -. ' .. ~· .. ·" e~~r ment~ 

,,, f•;(3)·:4:pplications:submitted through eithe. f t~ .. : ·~ ' ..... ,_,.rJ ·~'-'- :lw•nr-·.:'i 
0t't r:~ .:;,;Ijwill: iilchide ,'the following i f r ~ .. e .c a.~ni~.~s·de.s~ribe"dlabo\re 
:~tr"arr:-,· , .... · ( ) N .. · ... , , -norma Ion·: •''· -·. J. ,,,, •• J JLq;;:!· .·J: 
·:, ... , .. ~~·H~'.:~~-t.a ~ a~_e·'ln....,fu~l:.·~·dt:\ .. J·._,'I.;_~-~··,"'-.. -_. ~. _~: r; }J :.Ji.~; .. \;J·.~Cd{, • 
·•- ......... u.,t ... ,(b) .Officiat·title'':or:p ·t· .;, r... ,· ·, .. ·. · .. • ·' ... · · _OSI lOll. , - "'.t.. ·.!_ } :-~~ J.'t ·D.d•. o .-_.1-1 • ~ '· 'f r·. 

(c) Name of 1 · . · · ·~ --• ,.,. · · 
. . . d . . P a~\?r ~lants, posts,: camps;tTo'f airfields·;t6 whichll 

a misSion ·IS•desired~ "'·" ... J .. , ,.,,.,1 ki ;; ,11 o.· ; v \ ·1 
(d) Date of visit or dates betweehZwlii'h' ,. 't"· " ,- ,.~ . 

,•:.·. (e)·ip . , , . .. . .. •. . c ·VIS• s· are·'desired. .. . F · . ~rpose. O"''VISit. Q~ -<otic:.'<' ~If$ .c. ,;c:~ 1 rn. _, .-,1t.•·:'i .· 1;:.; _ 

or foreign nationals einployed·•by·, citizen~~~-~f·Itlie.:u "t 'd 'st . 
or by firms or corporations own .d "''- 'i . ~- .•. - ' - m e.' ates 

- United St... ' . . . . . . . . e~. _or controlled--by ·citizens of the 
ates the followmg ·additionai'iriforn::lat"'"''···-···ll'b' .. '"'' . wn-wi · e reqmred: 

. 2~; . 
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.. !~.~.r.t~ 11t!"f} ~~~rtt(:P)']Natiobality .. ':.. _,.,.,~ :-:1~·:·.'~:' f;.nc·~·-···, -~~.:~. !;..U:i -r:-:~0·~:.:; 
(g) Length· of' service\~witli•.'.preseritremployer:o ·a':;-.;:. 

. :.." :1 ·( 4). Bi:ior •tci•)authorizing ·· i( .visit to ~a .War' Department orl· commercial 
f,_ •f; ·-~!:'•., !"ma'ni:tfacturiug·establishm:ent· engaged in classified.,work or projects, 

· ··' • · the-•Assistant< Chief Of :staff,. G-'-2,' War; Department: General Staff, 
-~·will .secur.e 'the:.recorilmEmdations: of- the Navy' Department and the 

chief of the supply service concerned. Members of the armed forces 
of Canada and Mexico' ~a."y;-however, be admitted to Army posts, 
camps, and airfields nea,r the b01;ders of those countries for occasional 
visits on the authoritY' of ''the" commanding general of the army, 

1 r' 1':·L c,:-t defense conimand, or service command having jurisdiCtion _over such ... 
t ·' --- -- • • ---- - - .• - • •. • .. -- .. . - . -. ·' •• '· 1•l.i 

e;, _ p()sts, _camps, or ~irfields, _without reference to_higheq!l-uth()rity,_ "•·r/. 

t.:c. United States· citizens.c-Subject. to the"approval of- the:.commandiiig,officerl 
or• the contractor,· United· 'states citizens, excepf· those 'representing 'a :fori:iign' 
goverrime-.;tt,>:fi~m, or ,co_rpo~atfQn,'>'may. be,.admitted,·to War-Department or com
mercial manufacturing establishments engaged on-.. classified. work or• projectst 
unqer,tlt!l:·follo.w~ng ~pditioqs,:, ~' '<V>I•:·'1'i ... ,d·;. __ ,.c; ... ;·. :•·" : .J-r•: t,. 

(1) Casual visitors may be admitted provided· no_ secret, confidential, or 
-'Y.'LC'A r:c: 1; __ :·-restJ;i_cted-wQrk.ortproject'is shown•or discussed. ·r_ ,- ._ 1 • (:-; 

(2) llepresEmtatiyes of ~other 'United ;,Stat~s ·Government: agencies, manu
-:: '::-::.': :~,.-.: fac_turer_S,-.()r·their. representatives,;eifgineers,.atid inventors· cooperat

ing in War Departm~nt work and having a legitimate interest, 
-. -, iur;r,''l' ,,., t]!erein:- rnay.-.bei sl1owu: ·.such ·works_. or• projects -as_ .are :'considered 
_r-,.,,,·.:;·:. -: -necessary,and.,desirable .by .. the responsible<chief. of •supply· service" 

Authority for admission will be in writing:. -.,_ '- .'.'>:. • ~· ,.,.,·-\ .J 
· -ro ~:" (3); _Accre~lited;_:re.porters,. pho_tographers, .:and~ other; representatives of 

-:..,.":·<1,.;,. r :"publicity !agencies"mayrbe> adtnittedr;to. manufacturing establish
Y"2-<'. ;,-; ,-::.l_llents:eng().ged':on,_1VIwrk for the;,War.Depart_ment provided classified 
.. ,. -rr·--: s:~'- :·. t:matt~rs;-;.projects;;Jor. ?processes of. niamifacture _are :not shown or 

discussed w)th!t.hem:; .. •News•items, photographs, .and::motion pictures 
:'"''l'f' ··:u . n result_ing.;from,,the- -visit:must be· submitted': to •.the :Assistant Chief 

-, t .• ,\,,1 1 •;.. r .of~ Staff, G-2; ·W:ar1rDepartment· .General • !Staff,:; for release prior to 
;~· ,···~~~.;.·;{: -;publ!~~.tio,!J.: ·;~ ~.-:r !~? )·."r'r•~" :"'."~· r. -;;. ••• : 

.u60"-Respo!l_sil;>ility_- 9_f_-5!0n;J,manding.·o:fficer; Army representati:ve, or inspec
to_J;:~a. ,':l'he·-copnp_anding. officer;cof;.a: military :manufacturing ~establishment or 
tJ:le:J~:pny,>repr~~~_ntatiy_ej or inspector_ .a(,a, commerciaL manufacturing establish
m~~!·JS the local-rep1:eser1taUy_e of., the :War: Department in,:allmatters regarding 
t)?-.~1 !!;d.mission .-of .vi_sitor,s. • .1!f;, in his ·opinion; -the 1 si tua t~on at the 'time makes the 
a_gp1_i§!si9~ of :;t_, visitor ;iJ?.advisable; ;he-_:is;•empowered. to postponecthe visit and 
request instructions from the office wliich authorized it. · ,_-, L<:•-n ·;T.i _ 

·y.b;u'J'h~.,cwrn:J;Iandii]g 19fficer, or, .Army, r~p_r~sentative· will make· a_, r_eport ·to the 
Assistant Chief of Staff, :<t-:2. War Department ,,General. Staff,;, through the 
appropriate chief of supply service or commanding._general; o;e~;,vice command, 
giving the following information concerning: foreighen;r w1:16 Cvisit. establishments 
~l_lga,g~d_,in,cl~ssified0pr()jgct:;;: -·-1:·. • ,; ,; ;,, , _, ; .,., ·c~-i:' ':o ,.. :.;;/ ( ·~ 1 

(1) Name, official position, and nationality. , :: .. .1~·· •:J 
Je)··A.-:vth.<>.rity;_.'f;or.t!le·-vi~ik ;r.-i ·;,;·.::. ·< ·, .' ;·, :;n, ,.,r;_ , ,_ 
(3) Matters in which the visitors shoV~:ed' the.greatesUiiterest. 

"';-: 1 :~d1o)y;qener:~}nat~lr~·o:(·ques_tioqs as~ed .. ••;,r:: ..;r; ,_._.;,y, .. i ··,/~: 

91
r; :,,.,([)}_c:I,i)xprest>e,d;()bject,of-.the·visit: ,.,.~,;}•·; -~:··c: ·.:J • .. _- .:·, -,c! ·w 

: ln:;lu~·.t:l1· ~~Rs:Pec;tQ.r)!i:~.§!iwa.:.te .Qf!the'real.objecf:of the. visit.t~: ;; , .. ,, . •.: .. 

n u 

.. 
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"l:l'•' »-i(7,)'1'General::)estimate o:f- ability; iilfelligence,.cand: technical.'know•ledge' of 
.,r;:r cl 1h'1.:r:the,'visitori:'md his' proficiency inthe English·Iangui:ige! •jr, 1 ·t,·r<:J:·;~ .. 
l:rtn'lc ~8)'1:N~briefulis6of what-was shown-and explained: J·)·_, ,. ";: • rc;:, ·:v .: .-. i: -i·:· 
,:-'<:61',;:' R'e·spiinsiliilitY, ':oN-Government contractors;~. ~Confractors, or subcon
tr:,:tctors engaged in work for the War Department :mustrplacetsuch:restrictions 
·on·~tlie<fuovemerits- of:•persons Jemployed' or-. entering their;· ·:Plants:---or:·offices-1 as 
~will give: adequate- security 'to secret;.confidential; ·or•:'restricteillimatters~in their 
-possession:•! In• view·~ofJth'e· wide-·differeirces ·iii organization, rarriirigenient; ·and 
physical make-up of individual plants, no specific rules are practicable.:;,Th~re
~foreNo·caJ-' icolldil:ions ·at the-plant .and the. classifica tiorr of :the• •project will·'deter
~mine-:;tlie'se'curfl:ymeasures:to be adopted~::(!('"--' i J'_djiJ- ;;:" : .. -~:;_; .: ;j)!L::7 

z., 'lbfhThe:;follo:Wirig .generah procedure :in' :regard~ to ·. visitors:~aLestablishments ·or 
~pliu:lts eng,agedrih'C1assified'projects for.the War Department is .. prescribea:.1.~: ; 
·" ::<. .-r(l:)':Visiforsi-wnr be: accompani~df during. their stay: at- the'l planti•by!·the 
,: .. i . _.,_:,_.i~0 Linspector or: Ariny_ representative, a .metnber-·o'f ,his-~office,-:or·:som~ 

responsible person who is specifically informed as to the necessary 
'·• '.1Jf; · · - '.·· limfta tions ·or restrictions, the scope .(Jf, the., visit,> arid '.tlie in~ormation 
;,;;n,. 'i ,,··.:which"limy-'be furnished.· ... ·'.:';-- ... ,:·: c _;,.,,_.·_ .• _;:>c~r .r:(l<tJ:...-,_.:•n 

'"i': · · , (2).' Unless specifically· authoi'ized ·oy'the .authoJJities· 'mentio~ed in-·para
,·Jw. -,::_- v;.; -graph .:59,-, visitors ··-wm- not' 'lie' allowed:.in .any· .shop, <'laboratory, 

drafting room, or section of a plant . where, secr"et,. ·corifidentiaJ, 
, hoc .fl ~·' For.i.restricted" materiel'-is located ·or. where •classified'l.wofk ·.is) in 
•!:l~;: ~--~·+·:::·; 'progress;- nor will-they. be• permitted. to· take•photographs.'• : .-. ;::t;e; 

~:t!c;ti'(.1•) lW'a'r tDepartmenfi contractors wilFsuoniit to thei:conimanding :ge~eral 
:<of <'the· ser-vice:-comm'and; · chief. of' supply ; service;"!)!'·~ Commandi~ 

General, Materiel Cm:~.~~J1 ... dl.J.?:my Air Forces, whichever is appro
priate, to whom th~ir P.}<}nt_s)~~:~- a~signed for continuing protection, 
~t th~ end of each month, an!]. upon the completion of the work-

·'J'Jet t_...'-l_.diJ",,-\~ · ft!o"f"•' • • -~, · · · or project;..-~a' report ~of ·an visitors' ·wi:io 'liave. gaiue·d. iriforxhafion 
[ ') .r- •.•• ~' ! 1 _.- ,• • 

concerning ·tlle- classified ·work or.· projects. These reports. will 
include 'the following information:' ---.---~·~r::·:·. ·:·,- · : · '"~ '"" 
· (a) Name; official position, apd~.nat~oJl~llty. , .. . ,_ :1 ·" 

r!lniJt-.!''7 ·,f1liiH.:i ~Jb;).t~ddress .. · ·, ·:L~~~7 ,.• ·· .. --:..;; .• ,-:-~t:1 d.: ·-1 4;_t 
<tci"__ :;.:li. 'i:'"t!~Fl(c)I,4.Jlt.hority_:for visit_.;_, .,, ·-··~ '.!h;·-',r.:;-,.,-., ''-l , •• 

< !rf• 1.1 C;:nt~,;~;· ,( d)!r;wJwther auth()ri~ation for .visit was.writteu or oral. 
s<·Lt;;:Ju J~';i'i: ,; :-((l)'J.Whe,ther-author~~atio~: ;f~J_.~;i~i~!th~a:;;;~e.~_~i~e(! prior to or 
~:~'·v>;; _; ~--~;,,_. ':;,, "'' ,simultaneous';wi_th_;,thjl,yisit.,, :. ·, · i ,I;-1:; - ,,:, 

\f'£' :., :•.A···'-"• ,(f)·.Num~er · of. _!l-utho;~;iza,tiol]s ~t-.e_ceiv~Q,: .~O!i •,whA<;h the corre
-: ~'r-.1 r i •:'w,·.-,;: -" · .f ; . r.; , spondiQg ,-vi~?its;.w~re, 1;10~ 1 :q:tade, :~~th.:r}'!~Ja~l_!il'l information 
·7i1·/1 !}()- ::; : ·._.:J-<t· ·:-_oiu-_eacp .. ,case::~, ·.c._;::·· . .,c,~ ;,; ; ;;;ill ,rj•rlt" :-._,,-1 

lmfq•:;~u(2), :The ;commanding· gener~I;_()_f ~t~~ se_ryice .con;una11.d>. eh,ief of supply 
I.:J "''::::·.OJ'<k'> · service,-. or '.Eloll!maJl_ding :General,'- Ml}tert~J~,OO_!ll.rl!l:l~d, Army Air 

. ;L' :1'; .. ,Force§, .. whichev.er .is> appropriate, · tQ .- w,l;lqm ~(t]le!-r::.·Plants are as
'fHlJiHnt P:i Higned~for_ (!Ont!mJ.iqgC:pro.tection,.: -wm S)lbmjt, 7t;h~.,r;epor,t~1 to the 
'tft •:_,. ,~;·, :·: f•Assistaht· ;Chief. _of 'Staff; 2#-2, :J W,[tr .. Dep~rtni~nt.- generaL Staff, 
Hi71 '• ·'!!':,i :. - l'through-, the appropriate chi_ef of _s_upp~y s~~vicJl.; :r • < i.n i 

;~:~~~~;~r.~" :~ :·;;:.·,; ;,· :~-~~-: ·;;:, ~ .. ~~ , ~FJ?~o~·,~-yn · ·~ _ >;_:~ -.- ~ '. ~:·: ·.~:· :;~': 
AIR SPACE RESERVATIONS, RESERVED AREAS, AND "RESTRICTED 

~iK~~i~1i.k~t·i~~~i]~:~!l~~i~:N~:~~i,~~;t~fiii~;~:~~;::~·:; 
' . ' ... ,. 't. ~ . f- C" • • r i t _.., ;r ' ' 
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-.,, 62i::Air. space 'reserv·ations;-a. :Establishmen.t • ..--Air •Space· reser_vations over 
military install~_tions ·-orf reservations ·.over .wh.ij?h <.the, fiight-<~f£aircr;ft· is pro
hibited or restricted for the purpose;of·national·_defense or)forcother:governmental 
-pur:rioses:are established by Executive order of the-Presidentrof _the :Un{t~d: S.ta.tes, 
•or-by,.a:State,•Gommonwealth, orcTerr~tory. ·: ···•.·,·,.;, ~·~ .'.n •.•. ,,. . .,,..~~, ; .. ,1;}L ·; 

:. r· b. Ter.ritory. of·H awaii:-Section 3,·Air Coll1merc~ r•Regu.Iations· of. -th~ ·Territory 
·of· Hawait; .prohibits private an·d,:com:mer.cial··aircrafJ from _flying.over· or crossing 
'any part of Diamond-·Head·::tnd the; fortifica tions,·of Fort-.Kameha-meha· ~nd,F~rt 
Wea:ver .. 1 '.' •••. • .... ~--r;t ~~ ·n: -~~-~- -:.·~:- ·'!'f~ j:·: _:~_· ... /!_:-- r .. l · ... H}~.-~ ·:: ({ -. :··, f· 'f ;~~.; 
-r;c; "Philippine: Oomnwnwealth.-7-Fl"y~ngi ~y. any:!ai~-craft. other: than:lh~s_eJ.af:.the 
United States and Philippine Governments within a·idistance of 6·-miles;from-the . . . . . . ~ "'- .. ~ . ' '- . . -- '- -· 

penmeter ··.of: Corr,egidor, i Island, r F~aile. ,Island, , Carabao~-Island·~ • and . Caballo 
Island,. Mll;nHa :Bay;cand: Subic .J.~a:y, Island of Luzon,' and.withln;2;.mile~'-of. the 
_perimeter,[Of 0avite ?,enip.sula,.Manila;Bay; is,prohibited·by:~ection• 8o( Air Com
·!llerce· Regulations, 'Jhe -Government .of•the· Philippine. Islands; ·dated October 15, 
1935.•.'>''! :·t :;'i .• •• ···.t;·< .. . ,, .-. ' r:· . ' 1 ..... - ' 

· .uk Respohsibility;of ccnrniianding ,officers,-:-;-The co.mmandi~g;~ffi~er of a military 
reservation, post, camp, station, or installation ·oyer:which· an air· space reserva
tion:has been .established .is· responsib_l5) for theJSurveillance of the !}esignated air 
space .and !for ,prompt -report· to The ·Adjutant .General,· through ·military channels, 
,of·any; •illegal flight- therein. r·i•:·- .. ~ .,,: ;.,..... . . . . , , .. 1 

,:.63. Restricted •ai:eas:.,-a; D.esignation . .,:.-The·.commanding<~officer of a post, 
camp, station,ror:inst!;lllationds responsible• fqr<therdesignation and proper safe
guarding. of._re>ltr.icted!areas. H local conditions dictate, he will mark;allq~~i~ary 
:entrancesror; approaches to_·spch;::treas -with a1signoreading !J.S :(QllOWI>: · 

:::; :~:'.:::;:.::·;:::,!';,~;;:,:,; !:: ·;~r~:. ~< :~,~:1;:: ·:.:::•:.:: . 
·<• It.Jf·J!nla1"fl}l .to <~r:.w· ;,'}Vith~~__,tRi~· ~-'-:-:.:~--;--.-:~:,-;--;;-::~'r~teol!t written per-
n~.-" :~··_-':( ~···~-, .):~_)_i·e·r· .. ~r .. T: (Area,;b~i1~ing, etc,') · 

mlSSlOn of _ _: _ _:~(·~~~h~;~;~-.:·~--=·; 1,: ;;t·,~ ,., ~-- -·:· ~:~":.;, ; ,i,~:· :~; '~r:.:~~~-·; . 
b. Procedure in case ofl'vib'za:tianr·· ,i:ol·,j;_;<' j : • .• ;;. ,':u!;'~T (n i 

(1) The commanding officer of a military reservatiorl; pos't, camp, station, 
or installation will c~use any.: person· not'subjecf• to :military law who 

.. ' enters .:f restricted: area of building .to. bet de"taided•, warned of his 
1 0 ·~·1 ~.:-c-- riglits,:ilanu·interrogated b;{proper·•authority:i':If)t:'is a first offense 

and there is no evi'deiice;of~delib"eratE\'-iiiterit, the offender may be 
-~ ' :- •• 1 wafiied 'agaibst'!'t(\jJetitioiJ.":'<ana:lteleased 't'ipol!l the" surrender of any 
r·,hrd·;. 't·." ·'uniaw:fur::Photoghi:ph;-"sketch';:picfure, .. dl;awing, map, or graphic rep-

resentation in his possession. Other-wise·the'offender will be deliv
'1-·'-< rr- '· 1·-'ered~withmWuiifiece'Eisary deray:to>the:n:earest·l:Jnited Sfates marshal 
:r-\:' f;with ·a· mitteii''statement .Of the' facts,'' the rui.mes'·and addresses of 
";. ·. ·: .·,., :.the~witnesses·, iuid such'pertinenn~xhibits··as·tna:y:be·available. 

~ ': .. ' · (2}·:w~eii ,..an nn.vestigation' ·reveaJW'thiW 1a~person . noti"subject to military 
. '~ ·;·:. .l f'' ; law. has>:entered1 i:nich a ·'rest'ricted 'area.' or-. building,; custody of "tb.e 

individua.ri·not having 'beeriu·effected, •the commanding officer will 
promptly forward in writiJ;Ig to_.the nearest United States district 

CL~ • \r.f, l'?l:f~f~othr?ey _.at r~l3~;t 9f _?;il, ~~!,~~t~, · il~Sl}l~i~f, ;he ~?;n:(~ -~nd ~d~e~ses - · ~o e WI nesses. , ... · ... ~ )_. ·' J.:· : .7 .... : ___ .... _. ~ 1.1. --1..'.· ~ u~._.:- :..·· ~ : ) .._\ 

.·~" .... (i~) A report will be made ili~ough.:'military channels to the commanding 
l•-.:.u·· .J.J 1 :;;

0 
· .. general of the service command of each case brought to the attention ·:•, -- -·· ~= .Q:f c~v{l-a1}tho:riti:a~dw-ni _in~11l~e_f!.:9!i~f !>tan _t~jtJ~i!~·,;~~'h>Jji~s 

of all pertinent communications. 
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64-66 

; ., !t; : .. : . ' 
~~t-' ~ ~ ..... ,t ·,.:_ r{(/J.n .. !~~,;.J -:rt[J •'1 ·· f. :.~~~·~; ·....:~<' -4 

}'.u'll. ""': ;.J ·; :r•};, •'I: r:·Jj;; ·.~.:TRQ_QP ).\1:_0.Y_PJJ~r,IE~~-~ 
, . . . .. . . , , . :: , ;•: Paragraph 

~!i~~~~b~icii~i~~~~Jl~~~~~=z~~:::~~~~~~~~~~~~~~~~~-:-.~~-:-.~~~-:-.~~!~-:-.~~-:-.~~~ls~~~~~~-::.,_;d =~ 
Embarkiltioil--:.~~:::_.i.r·_-~Jt..C.:..:.:....:q_:.:...-_·:;.:..:_ __ . ..}. ___ ..::.:.:..~:.:.-~:..----·:...J:.~!...-:_::._.:...!---.:.:...i __ :.:_f_rr:s6 

WJ~~~~~~~o!~~~~~-~l~~~~~;;;~~~;~-~~·=.~~=~~=~~-=~;~.;:~=~~==;~;=.~~~~~~;=t~~;:~;-:::~~:.·~1 
64. General:;=a.: Mov.ement.~of .troops-or individuals;·:·or •any, grouii.or, class ·of 

such movgments:mayc.be clas·sified .. as secret,, confidentiaf;1.or restricted. by; or· by 
·~Jnthority:,of, :any;I,officer:.authoriz?dLto •·mak~·,or authorize· secret .classifications 
.underl,paragraph 3c.:.,:All information •relating to-movemen:ts thus classified:: will be 
·treated as in the';same :catggory.;as .the moyements to ·which )t':relates and· •all 
mo:;:ementsiso classifiee!;:will•be:governed'by:all the provisions.of this section:.. -:
m:b. ):,.0fficersqmd·:tnen ·Will avoid:.talk or ,discussion of. military::matters while in 
!J;ny, 

1
public;place a..n.d;.will, .view; ,w:ith ~suspicion any .person 'asldng questions: ali out 

~ili.tar:·Y,I subjects r6r• discussing ,such' topics. where •tliere~.is.:ev.en:. remote· possibtli ty; 
tl}a:t-JtheJ•info).'mationtmay :reach 1the·.enemy.,; J 1 , _ _.,,_ .• _, · :sr.-.t ··-, · •. ) ·.,~·-;,-. .:J'>l ~~-' "~ 

9\[c: I!A:ll[·persogs; connected•.;wi th: tl1e; :mmt~ry. ,seryice 'wh'o,Jreceive ,inforniation. O'f 
proposed inlandc·o'I!(OV:ersea,·:moveinents~ ;classified -in accordance, Wi'th: a(above,i Of 
organizations, detachments, or individuals are foTbidden to make public the details 
of such movements. :.::.1 ;·()t:-J . ' 

d. (1) The names of organizations, ports of embarkation, or ships to be used 
Fu~· -~--i~'t:~1bB¥ri'bv~We~ts; 'o~ th~ dat/o·i1depart~r\i;y~·rrf~~i,1 6Fe~b~rkation 

dg." >-;>,• :•1'! will not be disclosed. 
~~ - ·-(2) . Wh€m'it is necessary to· advise rela1iv~s·"b~ 'othet~ivifia'~s '6{ £ppr:;~~~~; 
H -- ·- -~-)-~g ·_deii~r,t\lrii~,.i;J-~isoi:u3 cp-rinected: with ~the-~mi.iitary· .service ;W:ii1:;~~t· 

· !:'i' --convey any-information-in regard to rail routing,-probalile tiliie··and 
!~ ·date of- departure from -or·arrival at· anf staWon.; -~-a~es ~of. -~hip~: 

.;;r k-. --- ~-port~ of e~fi.at~fft~.?~~~~§).;·t-tpe,,~dll~ti~li,~iC?~ pf,· o}gg~i..,z,atio~,_;:·,'.,t>~ . ·.,·.·, 
&>·e. JJolll~a~ding_officers of .troops or, individualsraffected .by. the provisions of this 

~~~H.~~~ >:~r;f4 .,ret~_p,yp~}bl!f,rWat \ ~11S.hc.··H:R:qP~,. ~r, ,~p,_<;l~v~d¥a~~ ,~r,e _iy"st~.u~~~d in . such 
~~q,v~g~~~s,0rM,l~e? •. 11?,f,,tltti}~./l;PP}If?':biltF~·. ~rd1C)'Yl,lF,)1~~· :9~ :!h,e ;~ang~r, ~nv,ol,v~ ~~ 
~~a~~§J~ 8~rftYf-2,~~-~~~~¥ J~?p_,_c-;~f~ii;J.g ~tf9~B ~~y:IP)pt~~. ~ ;;~, _;. f :·,!r.nl · -- •_t:. '" ~--~-- r ::·:! 
_.,, ~?·,}~;~JL:ll,-19-0~ffi~Jl;.t~.-:r~8~rP!il~'!f.il!9,;9f 8lu;s~, ?~. ~~¥9agt;;< to; }_l,l.dic~te, :ip o;y~r~~~ 
~~~H&~FJ~?: t~~~ ~:tit:. pfl ~er~n'\Wi·, or ,~h~) Iipme. o~ th~,~h.ip .. ~sJoyl?,~c;I~~IL- ';E?~I?~age_ 
fi:?r :l~~e:r,~~~.rNNP.~eH;t~Jl,~,,?~ It!f1,qJG~seq._,t?,: t~~' cp,m~}J,I}.qi~~J\offic;er,,pf_ i·!P.e ])9t\ 
. ?~1, 'f.~fl~: r;}: l??l/i,P~(~~~\:Pi~~t~?~- o~,,d~\r,ll_:J;}{ftt,\~n.!p.~~- -!W(!p.,l(.st,aqFI?hed,, ,to cltlt~ ·J.l?Et 
: ~n?e~ftgp, ?~9e~;ui ::.~i;:: ~:~ fi.:f :-·. 1' ,d 1 [::J 10!·!.- :1ft~:·.~- -... r;Ji·_;:, ;·l:rL··n;:l" s~·, ... ;: .. ;~t ~:· .. !:!": 
. , ,.6fl,,Einb5trkation,:-a ... Adl1~issiQn. tp(pier.,s. ~. "'' -. 1 f' 11 \ '· .. .. .... . • . , 

,)..\. t\•V \'),It~. •.t_,) \h,\.1 •,2_, !~J, .: IV.•. l-l.t\•.1 •• ~.'!""l '-' .. U · •' \ •. ,I ,•:' • ·C 
· (1) :All persons not on official bu~in\)ss ,wil! be excluded from the piers at 
, . , • all times.. . - ,, '.l"· ·: ,,.~' ,··:· .~ ... · '' .:_ . .... ' 
.O~-SUSJ.H!'1 f-t~· i,ll '·~ldJ~l~.,"'\"'?)'1..~ 't•1 t·,.·'".~·,·.~.~ ... )~1~\'i~\\t~ .:.)···-.:,.:.·.:. :g~ rc"· _ ... · .. ._ /)'r 
~ 0 ec..Jq<?,}q ~IJ,l,Y .19!ffi~!.~~J>~?·So~:.ar~e:t:~J:\Vll~.s.!),',llt.n!P~!~1,.to ,tf1)>;~ Cf!!'D-_era~·:'\YH~il!
d ~10llv"~; 111 t~~-Jitp-ll[~l~tt~h P.l~S orrl?.iiJ~~~~~f!·; :-.;!i.1"·:;. •. · r ;;_, · ·,·"o:iw ; .. -'~;int•; > 

.. ,11 ; ,, <y.)rrfrcF~P.?e~lf~Pt~!~}H ~,lj ~a<jl~,t~ h11ye fa.r,ev:~}ls, <;pmp~ete"'q~t>ef,()fy arr_i_yaJ 
<;Oii'. .~l'~li~ ;'HP:~~-}?W.~it: N?, If.l;~IIJ-J;ler~. of f~~~~Les, r,e~:,t_ti':,_e;S •. ?r. ~r.i~,B~~~?f .th?S~ 
~ .. ,· ~::ww · :~:U •. ~rH!P¥0'J .. W b~e.Nl?w~d1 ~J,t)':,e,pi~r.s, o.r tl~E(r~!l?.oH~~ .9_11~.'.~-li~id\lY·. !Jf. s:;tH• 

...... :.- • ..r 4 .. ,:._ln,g, .. , .. ,It 3JlY,:S1JC,h perSO.J:1S;are foqn!f_.there, tpe_y .will be.9rdered_.awaY. 
.1,;-'-•..!.~.B\i :>,~-'~.1. r-•_,...;>,.\. • t"S- ~ · J. ~· • ..... •·-~ ~' _t, 1 ........... · ·• • .. ,(_, ,_..._.~, t ~~-·- t ..... ~ ·-·::>.1 

'·. '· . ' :. ·j'- ·•. . ' •. s~w.:q.n .!lr.H:V.: by Jhe guf!rd and_,J;ep,!J;rt ,w:m be, man. e .of' t.h.e. officer ... or 
~llJ_ ~J.~--9 .) • ... r_..l.._, ~J.l•.t ... i. •\. l~t ,J-, • ~ •• t. •---~ ....... u.4 ••~ ·' ~.._ J.) • ''.IJ.JA •; .. \•.' 1 

., .. ~:. : . ;. · \ er;lif?t~d,Ip!).n ~i.~h whom,th~Y; were seen o;r .. wj.th:whom they·attemp'ted 
l.o~...-J"""J .. tJ1~tj S!J•d-I .. J t t(, , . · ... . n .. .. f ·•• L; .,. ... t• .•• l • .J''- t~~ , o·:.-·· .. •.i• J .;..11· ~J.l-;:s. •: _,, 

u;;~~~udt11b~ ~~ ~.?!P.~~Rfc,~lte. t''"' ~/;-,"· r: .. · .. ~t·.- ."~;:1:: ... ·~~' fq_,,(,;;_.~J: ~-~ 171·-~"r 
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by,;th.e·:United ·States, or. unf}er .. the control· of the United· States,•:or of:any·of; its 
officers_, or ·agents, .or:; :withindhe . exclusive, juris9t.ctign of ; the. _pn,i ted ·state~;: ·or. 
any~ pl::u~e ·in> which any··yessel, a~J:craft; arms, ._munitions;,. or. Qther: rna terials , or 
i!ls.tr.uments. for. use in time .. of w:ar· are ·teing made; p_repared·, -repaired,. or;·stored;" 
under·.any contractzor .. agre~ment ·with -,the United ·States, ~or.-with. any .person, on. 
behalf ofrthe, United: States, .or, otherwis.e qn•behalf~of_the :United States;: or any 
v.rohibited· pla,ce .within .the meaning of section• six. o1Uhis2title·;. or:- (b) whoever, 
for the· purpo~e aforesaid, and- with .Iike ·in tent or :reason . to believe, ""copies;"takes; 
makes, or obtains, or attempts, or induces or. aids·another.• to copy;; ~ake; rnake,:or 
obtain, ·.any •·Sketcp; ·.photograph,. photographic negat!ve, bl}Ie print,- !p~an,"';ma,p, 
model,. Jnstru,ment, appliance,: document,. writing, or. note.•of';anything, co:gnected 
with ·the:n_l).ti,Qnal qefense;!:or (c) whoever, for•--the purpose aforesaid,:::r.eceives 
or .ob,tains· or agrees·-·or.:atternpts-or induces or ;aids· another :to_,teceive ,or .obtain 
from any, -person;: or ,"from: any ;source whatever, :anY. :document,, writing,·_ code .book, 
signal book,:'.sketch; rphotograph,- photographic, negativ.e, blue print, pJ~n,• map; 
l):lodel;. il)strumen~,-"appli_ance,~ or note; of anythi~g, con-nected with! tlw. national 
d,efense, :jmowing :or having :reason, to :believe, at· the time .he .receives· or~ob,tains; 
or>'a·grees or'attempts or \indpces!or a,ids another· to, receive or • obtain. it, thatr-it 
has been or will be obtained, taken, made:or.-disposed of.by.any persc,m,contrary 
to: :the· proV'tsions of:·this title; :or-. ( d)·:whoeV'er; :lawfully,. or .. unlawfully. having 
possession. of;,_!lccess, to;- control over;•or• beingintr.usted· wJth,any document, .writ
ing, 'code ·book,·.sigl;lal; boo~; sketch, photpgraph,.photograpliic-negative,< bluejprint, 
plan; map,: mod(!l; in§trm_ll~p,t,appliance,-_ qr ,note. reJatiq.g.,to the ·11ational' defeiJse; 
willfully1 commJ,micates or,-~ransmits or attempts to communicate .or· trans!llit•the 
same ,to any person ~ot,entit~ed· to receive· !t; o?willfuJly .. retains the same and 
~ails toz deliver.·it on··.demand to the. o:tpcer or· employee' of~th~"United States .en
t~tled•to receiV'e -it,; ·or:,( e) >Whoever,_ being Sn,trusted. with_()r hav)ng lawful posses
sio!\ or control :of· any· document; writing, :code: book;. sign~!·· bo()k, • .sketch;. pho.to:: 
graph, _phot()graphic·negative;:blue print, plan, !Hap; model; note; or -info_rmati()n, 
relating· to the·:national·defense;. throp~h gross .negligence pe~Cmits,t~e<sarne· to. be 
r:em:()v.ed from·its:pJ:oper place of custqdy or delivered to anyol_le'in.violation.of·his 
tr;ust, .or to ~e Iost;~stolen, abstracted, .or. destroyed, 'shall· be punished· by--imprison~ 
ment for not more than ten years and may, in the d,iscre_ttonof.th.e.(;ourt,·.be, 
fined not more than $10,000._ Sec. 1, ··T.itle·J, act·J1tne:15, 1.f!1'7.·,(40Stat, 217); 
sec.·.1; .act :Ma;rch' 28,.1940." (•54 Stat. 79.;: 50··U. S. 0. 31; M. L.;_;1939,· Supp;,d, 
sec~.2181h·'~-~c.s! .. ···. ~~. · t.r-. .-.:.. :-.~.:-: ~. :• ·: -:'_ -~~ -~~ ·~-i·-,: ·:

1
tcr.· .:.:.."· 

:·l/:. Unlawf.ully aisclosing into:rmation_aff.ecting. national defense.-:-( a·)FWhoever; 
with.Intent•or reason.to belie>ee·that;itois to•be used·to the•injury·of th·e lJnited 
States•or to'tJ;!e··advantage·o:l' a;foreign"nation, .. communicates,. delivers; pr trans
mits, or attempts to, or aids or induces another to, communicate, .deliver; or. 
transmit, ~to any foreign' gov~rmp.~I}t;· or. to any· faction· orr.pa)i;y or •inilitary or 
naval:.for.ce •Within· a ~OrE)ign· country, whether ~recognized• or !.unrecognized· by.. the 
United, .. ~States;r:or· to· a!Jy •.representativ.e,.;officer, ·agent; ~mployee, subject, or 
citizeJ;!• t:J:tereof, r.either: d!rectly or .indirectly;r any_ document,: . .wi'iting,- ·c()de book; 
signa~·.bo.dk,' sketqh, phQtograph, ,photographic negative;:: bluei print; plan, map,: 
model, note, instrument, appliance, or information relating to, the national defense·, 
shall·· be :P,Un~shed by~ imprispnm(!nt for. not. more:'tl:\an twenty• years:: Provided, 
That .whoever! shall iVi()la te 'the~provisions•,of .subsection·r( a f ~of: this ·section in time 
of .war, shall be .punished··.by~ death or· by imprisonmeiit'for•'notrmore .than· thiFty 
Y.ears.;·_an.d •(b) .whoever, in:time,of .war, .with•iritent that .. the saine shall be com" 
lllunicated·.to. the enemy; shall':collect, record,' publish, or communicate, .or• attempt 
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. to~.elicitaa:iiy1 informafi'on.:witli :respect:• to 'the move~enti''numo~rs:·:des~ription,! 
condition,• or'"-dis'\:Josition of' 'an'y·;onthe' armed force's: ;iships, ,aircraft;·:orl~;var: 
ri::tatEirials of• thei.United\States: ·or with r·espectrto•tlie. 'plans or· condlict;>o'r' sup: 
posed plans'·or conduct. of:any, na vall-or: mili.tary:opera tions;' ·or withe ·respect· to •imY: 
~Ol•ks ore measures undertaken -'for- oi· co:i:mected iwith/ or; 'intended'•for- the:>fortifi:: 
cationr' or defenSe: of 'lmy }Iilace; orL'any :other -illfonnation"irelating• to' tl:ie 1mb lie 
defense;• which· might; be:\isefur.to• tlie.-enemy,• •shall be·punished 'bY· ·death'ror :by1 
imprisonment for nof niore· than .thirtynyears ... ·Sec:~ 2,; Title.'!; act 'Jun'fY15; "1917 
(40 Stat: 218;: 50 U': s:· 0: '32~·JM:·L!,\ 1939/'~Sec:2182~;f ["Jf.i • '·'' ,• ,··rc~do HI ,· ,: 

• 'I! C:' Conspiracy •.to .viola-te; prec'eding -~sections.~ If;, two: or I 'more; persons' conspire 
to. violate' the: provisions Of .. sectio·ns two or/three -Of .this"tit1e;: and' Olie or •IDOre ,-of 
such persons- d()es: any Tact to' ieffecb the::lobjeCt • of.· .. the ~congpiracy-,i·ieach ·'of'~t:iJ.e· 
parties to such conspiracy.~shalli.tbetpunished ils-'iil sa:id'isectionsr.prov'ided '-in·.the 
case-~of;the .. doing.-of: the' actLthe.:accomplishment '·of'l.whicJ:i··,is 'the• ·object.: of- sucli 
conspiracy' .• :Except 'as ,above.' pro'iiaed r:conspiracies~: t()J commit' offenses under
this · ifi tle ;sliali be -rm'nish'ed ~ as provided: by· section>·. thirty ,seven· r of: 'the i A'ct:• to· 
codify,· revise, and·:amend''the.lpenal':laws ·of• the United' .states ·approved.:.Mai:ch• 
fourth; nineteen,hundn;d'aild nine. IiSee.' 4, Title 1;;aat'June•'15,'i1911· (40'Stat.' 
219-;·-50· U;··s:,m 34:;;M:.L~; 1939,:_sec::1?185)c r ,_•;.,;' .,I' ,11':;.-i::n: .• :<J lHv: ·p1 n:; •rf ~t.:r.f 

-,.d. '1I arbor:ing ~im.con·cedling violators or ldiv:......,Whoever· harbors 'or:>conceals. an:~ 
person~ who he :knows;: JOr has·,re·asonable~ grounds fo·'oelieve ~or 'suspect, "has< com= 
ni.i tted,; 'or; is about 'tO:' commit, 'ail,'·offenserunder 1 this -titlei shall be" punished .'by· 
iinprlS011Illenf .for fn6tL in: Ore' 'than· ten '1years· and;Jmay,':·iii"'tliei diSCretiOhj<'()f.C.ftle 
court: be fined not more·lthan $10,000. •/Sec: ·5, Titlelr,r·act• June)15,~·191m (;_qo·.·stO.t! 
219); sec. 2; iwt·Mdrchl'i38,:•1940::.('54 'Stat;·"/9; 50 U~·~!!0:•35>)~ •Jf·~·;-;IJ '{H!: oi "'"•·'· 
··,e. -Designation· :of/prohibited :places 'by£ proclamation:=Tbe•.-Presidehb int time' 
of'war or 'in case·:of 'national emer'gency: niay' by proClamation 2designatebany: 
place .:other than.those :set'forth <in :subse'ctio'n ~(a) · of•section•'one'•hereof •in'-'which' 
anything'• for the :use of fth'e Army ,or' Na'vy:ris beli1g:·prepwred'rort constructedYOI'i 
stored' as .a:.:proh1bited place :for--the' purposes· i:Jfc;;this -title:: •P-rovided; •Tnatr,Jie· 
shall·Jdete'rmine- thatt· infornia tiorf j with •respect-' thereto would'-: tie t prejlidiciwl'nto 
the natio'nal deferise;· .. SM.~ 6,':Title:tJ; act~ Jun'e~15:;.'191·"1- ('40''Stat\c219 -;. 50 'U .. S;r:O) 
3fjj,M. •L., 1939; sec: i2186); r·<i t:l .-;,,;.·! ~t':" , i ,•,rt : -J u..::r!:l '>~f)f,r JO:! ·:r:1 ~·:'Wl 

·. ~/.'P-laces. 8itb,iect''to provisionir.of .tliisl'title._,:._The provi'sions:of this•: title shaH 
extend to all'.Terdtories, ~possessions;: anil' places! inibject· to' thei 1tirisdictibn- 'of 
the United States whether or not contiguous thereto, and offenses under\this~title 
when committed- upon the high 1seas or· elsewhere~within. the 'admirii:lty1arid\fuaH
time juri~diction of•the 'Uriifed'rStates and• outside· tlie 'territorial li11lits;tlierebf 
shall' be punishable, hereunder .. Sec. 8, 'Title':I;oact 'June '15,"19111' UO' Stat;.:219} 
50 U.~8.'.:J0. :3f): ' .. >....~ •• ~-:,;, •• 'f~.,...._:.': •·•"",J;··~rz( .... 0 ,-.. ~!;.; 11: ,JJ • >t.."TuJ"·;_u. 'F.<, t •. ·1j([J 

, g. Jurisdiction of courts-niartial·.andt militm:y<commission.S."'-,-Nothing. contained: 
ini this' title' shall be:deemed 'toJimit .the' jurisdiction~ofr.th'e~ g(meral courts'martiaJr,r 
military- commissions, or. naval-'courts-martial· under sections· thirte'erF-hun&ea' 
and. ·forty:tw:o,: ·thirteen':hundredi and.:;forty:three;1J andc sixteen !hm:fdred'·;·arii:l1 

twenty-four of:the Revised ·statutes ·as:amended. ,rSec:r-"'pTitle I/achhine•15fJ19Pt 
(40 Stat.' 219~·:150 U .. S.r O:i38);c ···: :. •_::_,._" · ,,:~:),· ;1:-Jl_t.: ,-:, !·r;;.,_;1, ,;,,: J• < ••••• 

: .h: Jurisdiction of: courts:of..Oanal: Zone. and: PhiUppine 'Islcinds of..offenses on' 
high seas~-=:-The,i;everal~ courtsi of firsfinsta:nce'•in .the--Philippine· •Islands and tlie' 
district court·Of· the:Canal~Zone.shall have jurisdiction~of.;offimses ubller,.this· Act 
committed· :within their; .respectiv.e 'districts,: and ''concurrent ··jurisdiction: •with 
the.tdistrict courts. of. .the: United·. StateS" Of. 'offimses, under:this•-A:ct:: corinnittedC 
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upoilc,the··high. seas,, an_d; of·.consp_iracies to commit _such··offenses;. ·as ·.defined' ·by 
section· thirty.-sevep. _of.~the •Act· entitled:''AJ1lAct,to codify; rev!_se,; an'd,ame_J;tdC.ther 
penal :Iawsr,Oft.th~'cUnited· States,''·.· approved March'_ fourth;: nineteen )mndre.d. 
and( nine; and"the .prov_isions· of·,sa_id section, .for, the,~purpose"·of ·Jhis .Act;::are 
hereby •.extended-lto:..it;he ·Philippine' I>!lands;. ;and .:.to_, the ,·Ganal[Zon,e;_., In 1suchj 
cases the; district·a~torneys .· of• the Philippine Islands :and _of the ,Canal ,Zone .shall; 
have .the ·powers-.and' perform the duties provided in this ·Act•:f<ir. United.- States• 
attorneys. ,,,sec., 2, Title:XLfi,:_act June.J5, 1917,.- U,O.Stat. '231-;. 50. Ui K.O.- 39)., 
;. 7L Photographing· and_• sketching ~of militiJ.ry ,or.·.na:val -rese.t;yatiorrs pro-· 

hibited.-That whoever, except in performance of duty. or,· employinentc~n con" 
n.ection with- the;ria tior_:tal :~efen·se,- shall knowingly .and willfully. ·ma:ke any_ sketch,
p!J.otograph; photographic-negative,· blueprint;•:plan, map, model,. :copy,y or·_, other, 
repres~ritatioiir·of any_ ·navy•yard.-.naval··station, .or. of· any, military,post; . .-fort,, 
camp;• st.ation;-arsena~, ·airfield, or other,' military or ,_na-val- reservation; or;-place• 
usea:for'.natioilal"defense-purposes by the.·War ·or Nav.y:Departments, or:o~jany, 
ves>iel;: aircraft; installation, equipment" or.· other property· wha tsoever;t.:located· 
within·imy such post, fort, camp, ·arsenal; airfield;<yard, station.-,reservation or; 
place, or· in ,the ·water:s>adjacent·thereto, 'or in any defensive sea. area ·_established, 
in;:accordance·:with 'l~w-;: or wlloev·er.-·except- in· performance -of duty or employ;:· 
Ii:J.ent i'n:comiection:with th~,national.gefense, shall knowingly, ang:willfully,make, 
any:sketch', ph"otograph; .. photographic negative, 'blueprint, .plan, map,· model,. cop~,
Or':Other",represen,tatjon: of; anywessel, :aircraft, installation, -.equipment; :Or;·Other 
property,o;r~lating.-todhe·national defense being manufactured or_ under: construe-; 
tion ,or'-repair; for·.or•awaiti~g•delivery,.to the: ·War or Navy_. Departme]lts·•or.-·the: 
go:Verninent..Of·any•coul,ltry whose'defense·the President rdeems .vital to the, defense, 
of- the:Unifed·Sta:tes under any· contract or;agreement-.with ·the United States-or· 
such country :orcot!lerwise.on behalf of the United States·-or .such· country, ·located, 
at>the .factory; plant; .yard; storehouse, or othei: place: of business of .any con tractor;. 
subcontraCtor, or.other person,, or in_ the waters adjacent..to:any such·pla~e; sh_all, 
be :punished as provided.' herein: •·;s'ec.- 1,•act. June 25; 1942 .(sec II, BuU .. 31;· 1942).:-; 
srNotwithstanding; the C::provisions· of section ;1; .the, Secretary of· War.: or the. 
Secretary of' the Navy: is- authortzed;. under such regulations: as:· he may _prescrib_e,, 
to permit photographs; .sketches;· or<:other representiltioris-.to l)'e m~de.,when, in 
hiSL~ opinion, ;the' inter_ests' ·of i'ma tiona!' defense w~lk not. lie; adver>!ely i' a~ected I 
tliereby:.' Seo.' 2, aot;June,25, 1942 (sec: tiJ;' Bull: 31; 1942) .' _. -. · J;. .-, " ·: ;_; • 

.<'>Any ;:Person found griilty. of:a-:Violation ·of. this:Act shall, upon conviction,• b_e 
. punished by a fine of not more tliari'$1-;ooo or by imprisonment·for·.not more than. 

one· year~ or'by both·. such'-·fin~· anil 'imprisonment._; ·Sec.· 3, act J_une-25,: !1942 
(sec:.JI,:Bull:-31,•.:1942). · :. ·::. · ; .. J·"· ,;· .Jt1'-' ·";.:,. , .. , ·.; ;tf L' • :)' '• a· 

· • The provisions:of;this.Acf shall apply iii;the' Philippine Islands·_as well ·as ,in, all 
other··plilces •Within the'teditory: or' jurisdiction of tlie ~United: States:G;;SE:!c .. 4, act
Jun(f25,1942 (sec:II,-·Bull.•Si,-1.942) .• ;·--:._,, _::: .. -,. :;· ·:,,; ·_:, -- .•. :•,;

4
') :;' ... : _,.," 

•. , This ·.kct; shall • lie ·effective: only for the duration. of the1':ptesentrwar :as :deter
mined· by:prochtmrifiori 'of-the President. Sec. 5,:act J.une 25,;~1942 (sec: II; Bull.: 
31,:-1942)'. ,:, ,._.." .-· c,.:: i.J, · ... ~c.··: __ ,;·_,J,_.•.Jc> _. _ _,_,_ 

72. Air Corps Act.-* --* * no aliens employed by;a~cohtractor for·furnish-, 
iiig· or• constructing-ai::craft,':'or aircr'aft ·parts, ·or, aeroniuftiG,al; access~ries.:for~ the 
TJnitedr States •shall be ·permitted· to have access to;tlie~p~ansior :specifications;,or 
the: woi'k;.ilrider 'construction or to participate in·:the.coiltract··trials, withouttth~ 
-wrftteriJcorisent 'oefor~harid of ithe Secretary of the <depiutment concerned .. :JJ,ec. 
10~(1); 'a.ct'Juty 2, U926 (44 Stat. "181;.10 U:B! 0.··310J.(j),; .• M; I}d939, seo.,1942) ._ 

~l I 
~ : ,, 
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v;•73;a\Phitectio:il 'offdiplomatfc~codes~~liat •wh~ever,• l'i;!..virtue of~his,efuploy"' 
menf;bytthe'United Stutesi'shall.obtain,fr'om.another or •shall have:ctistody;of; or1 
access rto, or. shalF ]la ve-~had• custody.:of•or access :to;: aii.y ·official· diplomatic 'code1 

or:JanyJ.ma£ter prepare·d•.in:any. such:'code, or which'puiports to.have been< pre-· 
pared in any s'ficii:.code, ·:iiid.::'Siianr.wilifuiiy; witho.ut .authorizatioll':.or·competent• 
authority;:p'ublish ·oh furnish to -anothel;:,any• such code or. matter,~ 'or:.any.lmatter.' 
whichhvas: obtained·.wbile' in' the•:process .. 'of ,transmission• between •:any·•foreign' 

g6Vernmeilt1.'";i<f"its" dipioiliati~n .the uil'ited.~t";te;3," shall be"filieif'""not. 
'iilore than $To,ooo~oF.rrilll:)riso;e~moi:e'~years7~ooth:. :Act.June.1o, 
1933 (.:J,SiStat:r122'; 22'U. S:.o.; 135).3;<+'::·•.-. · : · · " .. ,;" o,,· · · · .,_ -.;J ... ,•·':J! 

I ,t.74i<<Wire or. radio• co'mmunicatiom~_;:·unauthoriied .pubUcation:.in:· use>:'ofl 
communications.-'-No person receiving or;.assisting in :receiving,. ·or--transmitting,! 
or·· assisting •jn. :transmitting,' :.any' interstate or. foreign. communications 'iby· :wi:re· 
or .. :radio shall:•divulge-:ornpublish thei existence,,-contents; substance,t.-.purp_ort,J 
effect~' or meaning·.thereof;. except· through ·authorized.chanilels.of .. transmissiom 
or- reception,'- tot any person other than• the addressee;' his agent, or attorney;:o~
to' a;-p'erson. employedt.or 'authorized' .toiforward •Such commun~cation to -its~des".' 
tination,-: onto·' proper(accounting or ·-distributing· officers. of :the various .coni~~ 
mmiicating ·centers over. which. tliet:communication may. be passed;r.or .to .. the: 
master1.of ·a· ship .. under .. whom lie-is serving, Ior ·in, response7·to::a subpena:.fssued1 
by-:a ;court .of.:competei:JJ, jurisdiction,i.or, on cdemand: of- ,oth~r·.lawfuf authority;: 
~erson not being' inithorized; by.the ,sender'§lha~~p_t -a,!.!~'.COmiil.uni-,1. 
~!~~~jl~ist!t!::S.g_,:O.,~@_g_:q_t§LJ?.lll?.§t:JJl~~ • .;.!JlJEi;J.2Jl•:J~!,{~.£!~~ 
or. ine~_g.,:_?.~:'s:t;'_S;tl:in~er£~p_tt;.dL<;,<?~!p-b._!;l.i..C!'S!9mt.orl!JlY~ p~~n·;r and· no,P.erson no.tl 
beiiiifentitled!thereto. shall.receive or .assist in -receiving,_any; int~rstate.or!foreign_; 
commuriiCatioi:JJ tby. wire:. or :;radio:, and use· the :same !.or ·any infotiiuition tthei·eim 

l ''
: contained~ for his: owmbenefit 61"·. for. the benefit ·of. another .not rentitlf!d .theretoc;•, 

and no 'person having r'eceiv:ed .sucl~ ·intercepted communication: or.p;:ty.ing,becom:e, 
acquainted .with -the· contentS,<iSUbstance, purport,, effect,. Qr meaning ofJthe_,same: 

I or.ariy p'art~thereo'f,. knowing that such'· information was so. obtained, .shall·div:u}gei 
or< jmblish: -the existence,o contents, substance, purport, ·effect, or meaning~of, the 

j I sa,me:·or<any .. part.thereof; or•use the.sariie.or anydnformation'therei'n cgntainett 
' · , for ,his·.·own~ benefit •or .for· the, benefit· of :another ·not entitled ;thereto,: Providedt 

' i 
'I 

, I 

~~~-r-~~T· hat.this'section;shall not apply to~the,re.ceiving, divulging;;publlshii!g"or: p.tlliz:; 
/A. w ing the contents of any. railio coi:niimnication brqadcast,: or transmitted bY,. ama':l 
~ ~~ \ te.· u~s •or ~thers •for ;thii<use_of.t~~ 'gen~ral-~tibl!c·:.o'r.·(l'e!~ting to,ships ~- ~is.:~es~ 
¥\~ ActJune.19,.1934.(48Stat.1103, 41' U. S .. 0.,_60u)., .. J~,oJ .. ;•J:... • ', _._ ,, r....: ,., .••.• rd.•t1 

'-:.:b.:GeneraZ,;pen:a:tty:-Any person who_,willfully( andc·knowingly·_does ()r.:ca.usesJ 
or suffers to be done any act, matter, or thing, in this. (.A.~t P.t.ohibite_d .or.:;de~ 
ciareil~ tot! be unlawful,~ or r,who :'Willfully agg. knowingly :omits .. or, fails. to.ldo 
any ,act;;rmattei:;J.or:.thing ciil. this:·Acf· requi-red:,to.:be ,done;<or willfully·.;:~l,l_Q 

knowingly causes or suffers such omission :qr.'if!lilure, ;,shall,' upon: ,COJ,l~ic_tion, 
thei·e'of.; .be· ~punished ·for'such ·offense, for which.,noJ penalty" (other. tb,al). ,a:·for
feitiire)~ is oprovided.•hereinj by ,a:.fine of not·. more: than -$10,000.:.or:lbY. d1pprison:;; 
ment for a term of not more than two years, or both. Act June 19, 1,9~4.\(4_8~ 

stat: 1100; 47 ·u.·s..,o. 5ot·L: :1::-·c ·::..: . p.(. · -., ... ·" ~ ·-····· .: ~- .:·· ,· 

•" '75, "La:ws ·· and . :regulations.; gov;erni11g . international-.·. tr~lfic,.A~. · arzp.::;, ·,}E 
Special'provisi()ns ·in' r.egG~T:d'to•m:iUtary secrets.-;:-Under- tp.e prov:isions,of, ~artL.'W 
of the Laws·aJid~·RegulationsoXdministered by the D.epartment.of Sjat~,J}oy~rnip.g, 
the. International Traffic .i:q :Arms, Ammunition, and Implements .of Wa_r ~f!.nd!Qtl!er! 
:Munitions of. War,. 193!:1,-.·the. Secretary_ of·. &tate .will. not issue ,a ~~ce]lse· a~tBoJ;.;_ 
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!~ing Jl}-e etcpprt(ltio~,of;ap.y,,arms, ammunition, or implemimts ofwar~coiisidered 
by, ,t]le;1~ecret.~IY. of· .War; or· by the •Secretary, of the: Navy as. instruments' or· aJ)' 
pUa.~q.::sAJ;J.g!qd~_d · !1-wpng) the . articles ,covered :by those. terms as· used. . in. tliis . act 
iJ, · iD;,t:tl_eiJ.;.~QpiJlioJ;J., ,they ;involve .milita_ry.·secrets of· interest to -.the-natimia('d~: 
fep§~•'e.::7'!!~sarticl_es; Wh_ich. IJ;lay :be. so rconside:ted are thO:se falling":withlil one·:'of 
tl).~,_f_oll_owing·:categories:s:(),,!,,· ·" . _.,_ ;; :-'~';.· .. ~-;.:, .:.. -. .- _,_;; __ .,! ·. _;.::::: ;w/ 'i.'l-

J,:• tl ;J1(1}.(Articles,, ~he: .whole. :or: any features of. which' nave lieen. or·are'beiiig 
: .~7 ~- ,() .'<'.', ."tde_vel?ped. or. manufactljred~ .by :or .. for: tlie. War -Department 'or:•the 

Navy Department or with the participation 'Of· 'either•:of'th'ose.~D&-
._, ' par.tments ; and · .. , ' ' 

l);.·: ,:(~) .. .A._rticle~. theiwhole1or any features of which liave been'·used or~are 
e!lf•;·;·,:; .:. , ·_bE~ing US~d by_ the· iWarr.Department· or ''the Navy• Depitrtment'!•Jr 
,,.d':t 1·: ·;:., H; W-h!c~LeUher,Department :has:.contracted:.to .procure) • '·J • '" :~·' 
.. ,;q; ~,I_ncll1!!~SEi'lall1ong-rarticles developed by or·for the:War. •Department' or 'the 
~!!YYi ,I?ep~rtwe11t (lre,,those. whicli 'have. been contracted ·for :by; either'-o{:tho~e 
~~Pl!~tm~ntfl1 :·.or. w.hi_ch"have been developed~ in accordance-with :Army><\'f'Na:vy 
spec~fications and submitted to either Department for evaluation for procilreri:J.e\it: 

c.:· :fr.osp~c.tive exporters 'Of .arm_s;'oammunition, and: iinplementsi-of: war should, 
91l.fQJe :applying for· a. ·license to· a u:thorize the ·exportation.· of any· -article' 'faliing 
~ithipoJhe;,:;above categor_ies ':which. may possibly involve military secrets of 
iJ?,teres_t · to ·the national. defense, .cornrimnicate·' 'with the. Secretary of'· State 'fn' 
agvfl:,nce o~:the.proposed s~ipment.in order·that he maybe in a-position to· ascer~ 
tl,lin ;fo:r:·the:;prospective .exporter whether' or not ·military secrets· are; 'iti fact'; 
inyolY.~d .the.J;~in),,The, articles ,upon which· a .determination is· requested· shOuld 
b.e. (J~si~ated: cJearly,,and spe~ifically, the type and niodel' designations befng in
cluded;·. }Vl).!)re.,applicable, :Army or· Navy drawing 'numbers· ·should be given; or 
getaVed plan~ and specifications submitted.· (See 4 F. R. 4518.) · · · · 
;~cfl,6 • . Ph,otographs, etc.,lof military aii.d naval defenses:-a. That, whenever, 
i1f:tge ~nte~ests·.of national defense,·the President shall- define certain vital' rom: 
tary and. naval installations or equipment as requiring· protection a·gainst the 
ge!:te.raJ. diss~mination .of information relative thereto, it shaii be: uniawful to 
make· any,;php,tograph, sketch; picture; drawing; map, 'or graphical represehta
t!9A··Of_. s~ch, vital .military and .naya1 installations or equipment Without first 
obt~ip.ing ·.p~rmiss~on of .the c_ommanding officer . of the military ·.·or naval pos't,: 
camp, or station concerned, or higher authority, and· p1'omptly submitting 'the 
p,!;Od:qct gbtained, to :such commanding officer or higher' authority for censorship 
q_r,,:;;v,ch pttJ,~l' (lCt!o_n.as he:may deem necessary . .A.riypersori'found guiity·of a 
VfQlf.!:tion.oj:• thiS'SeCtion .shall ·upon ·conviction be punished by a fine: of"%)t more 
t,J;m:g:.$1,()00 or. by .imprisonment for not more· than one year, ·or b;f both 'such fine 
~nJ~ ..itnP!'i§!9l;lm~At;~ 8_eq.,1; .act Januarfl.'.12, '1938: (52 Stat. '3; '50· U. 8: · 0;. '45, 
M. L., 1939, sec. 218'ia). ' ' . · .: · ~· · •. ,. ; ... 

,9:4-ny;_ pers.on·-who ·.uses ,or permits' or. •.procures:the · u:se of itn, aircraft-. .:! or ihe 
purpose of making a photograph,. sketch, picture, ··drawing~ niap, or .graphical' 
r~pre.§!.!)l}t!lJ!Pn'·Of vital military or:navallinstallations .or ·equipment,. iii-violation 
Q,:~Al!-~.cP!~~d~!lg: section, sliall be 'liable: to the 'penalty tlierein~provideC!ln'SeG: 2;· 
act January 1~,j938 (p2 Stat. 3; 50 .u: s:o .. 45a'}"-M:' L.; '.J.939/sec::218'l'ar: · v·"! 
- :QJ?. ,aJ;J.d aft~:rc~thirty_,days from. the date upon~ which· the·:presidei:J.t :defines: ·ahy 
y:it~;l.:rnil~t~:r~ Q~.J:!ar.at .installation or :equipment as· being •witliin' 'the ·categorY 
contemplated under the first section of this .A.ct, it shali' be ''uniawfult for ·\iny' 
person to reproduce, publish, sell, :or ·give ·away any'· photograph,' ssetcli," piCture, 

~ ~. ::r: ·. '! ·: ~.:::; .r~.;d'.! ;:.,_.~• 1 - ... ., .:.._ .''1 ~ 

33. 
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dra_wipg, ,map, .or. graphical':representation ·of the.:vital.military or Yiaval ~hist.alla~ 
tions- or equipment so ·defined,! without .first obtaihing''permission .. of. the 'coiri~ 
~anding rofi!ge.r. of; the·· military ·.pr :navaL post, :camp, or-· station ·concerned,: '~~ 
~}g,her .. authorify, "unless:,such ._photograpn,:_::·sketch; pic~ure, .drawin~.,-..,ma~, o~ 
graphical representation ·has·.clearly~indicated there9n.that it ·has been"censored 
by 't:h~ p~oper ~ilitary or naval authority; Any person- found ~uilty of R"Viol~: 
tion~of. this section ,shall.;irpon.:convictioii be .punished as• ':provide'd in\ the first 
~~~ii~; of this Ac.t. :f)ec. ,3;: act~Janua'r1f1'12; .1938•(52 Btat. 3j. 50 •U. S. · 0. 45b; 
·M,-~L,,-1.9$9, .~f1c._'._21_87a).,·.., ,:'· .' ;· ~ • .~ .:_:;~ L:... · ' )· ·"· ·._.,. .. • ·:: :··· / · 

* * * * * ';: .., L < J *' •:~ * 
::.. Th§~ p;rovis~Ol!l? ~f. this .. 1\:ct 'shan·iextei:J.d;to all s_Territories;. 'possessions, and 
plac,es.-Sl)bject __ to.: ;th_e j1Jrisdiction·fof; th'e · United. States, • whether contiguous 
thereto, or not_.a_w)., offens~s. under .this:-Act when: commit'tedl·uilon ~r ove: the 
high seas or elsew.h~re within the. admiralty and maritime jurisdiction· of ·the 
United'. State.s. and . outside~ the: ·territoriaLlifnifs; thereof -shall '4ie -~punishable 
he~euride~:-: Sec. ·5;.act January.•12; 1938. :('52·'Stat:•4;•50 U. ·s. o. 45d·J.-M.'lL!, '1939, 
s~c •. 2187a);. · .. · ... ..: 1•• <; ... ',, •• :•.c._. : ;.: ·:·L:.. · ,' · ;__ · •· ·;::;./:J.:,J.i:,c,_~, 
· "li. WEIEREAS ~~ct~on 1 of the_ act of-Janua.ry;12, 1938;c52 Stat. 3(pro'Villes :-' 
· ·:'Th~t;: whenever;l\:il!: the interests: or nationaV defense, G the> President shall 
defi~e. c~rtain -~j~~ mil_itary a~d, naval. installations' or ;_equipment ·as requiring 
p.t;otl:)ctiq~- agat)lst ;the gf)p.er:al ;dissemination--of .inforina1ion,.relative thereto, if 
shall.. be; unlawful. to m11ke.· · any• photograph; 'sketch,-· pic'ture, <drawing; nillP, or 
g~ap~~c~l~r_epr(!s_~ntl!tion..~of~ such .vital.,military and .p.aval installations· or equip
men t without. first-.obtaining. permission ,iJf:the commimding. officer· of the military 
or' naval ppst, C!l.~Pil -O~·.station: con~erried;;.or liigher .·author-ity;; and ··promptly 
siii)lli·i-tti~g -the;p1:9duct •obtained,to suc,h ·commanding .officer'·or' higher authOrity 
for 'ce;;s~rship or·s~<;hrother a;tion··a!S he:niay:deem:necessary .. Any,person fo~nd 
gu_il!Y:. J•~-.a,-yiQlllt~on ot_thi!Lsection. shalhupon' .'conviction. be 'punished ·by- a -fine 
of not more ·than·. $1,QOO. or ·bY imprisoilineiit -for:-not inore~than one year, or- by 
both-s~~h-fine-a~d·_impri~onment." -~··:··.c.:_;.· _. .:.• ,·: - ·. ' :; · ·_-,.·; 

NOW,: THJ<tR~FOREt l!y;·.:.v.irtile of the authority.· vested' in me. by the fore-i 
goiiJg,:-§!tatutgry':Proyis~on~.::and: in; effectuation .of·.the· purposes- Of the said acf 
of .. ffanua.ry-,12; -19;;8, ~1 _he_reby:•;defirie.lihe-following .as. vital ·military· and nav111 
inst;llation.s .or· equipment_!requiririg:)protection· .against the general dissemina
tion -of· info~~tion rel~-ti~~ .thereto: :~J.r: · .. , :' : •.:. . · ·.• · ._, · . · ·: ·: : ·-
~- 1.:. 4n''miiu:a~·y 'or;nayal ~nst~liations and equipment· which: are· now'' classified; 
designated,. and inar]f~d .. under. the_ authority; ·or'·at·-the direction· of the "Secretary 
of Wa; .~r•c.the SecretaryJ~of the Navy as~l~secret," :"confidential~"-. or·; ·~restrictEidi'1 

and: ali milit~ry or nav;a1 installations and; equipment; which-~niay. hereafter 'be 
so classui.~d, designated: :a~d marked with the approval or at the direction' of the 
President, ~nd iocated within: - · .. ;. ·~· · : ... : 

. (a) .. Any. m!lita.ry ·or naval._'reservation;1post; arsenal,. proving· grotiiid, range, 
inine,field, camp; fort; yard,:station;.qistrict; or. area. · __; : ., . .!:; · ;;,; ' ; • _. 
· ' (b)·-. A~y,.;defellst'l'e. sea area ·heretofore ·or. ;hereafter. established' arid· ·existing 
und~rz_authorJt:v.. o( ~~cti.o)l 44 of._ the United States' Criminal Code,' as amended; 
by the act·of March(4, 1!}17, 39 Stat;.1194;(U. :s; c., tit!Ed8, sec. 9'6). I'... ;'~ \~') 
. ( c} .A.'ni .airs:P.ac~; ·r:ese_rvatiou'; her~tofore .or~ hereafter; established and; exist
i~g-~~d(;r authority of section 4 of·the·-Air;Conimerce·Act.of 19~6 (.44 ·Stat. 570; 
U,,. s'. c"_. -tl;tle. 49·_· s .. ec 174): .. ·· . • . :-t·\~. . .>l ~ _,· .•• ..:. : • .. : .i· ,\::: -;tr; .. . . . ' ' ' - . .• ~ -....... " . ... . . . 

~·(a) ·AnY..~a~al-:tJ..~rbor:clysed to foreign· vessels:··-'. · · • · ·· .;u··: ,.. · · :.-•<-,; 
· ' ( r]) Any area. required for fleet purposes. r 1 i 
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(f) Any commercial establishment engaged in the development or manufacturl 
of military or naval arms, munitions, ~quipments, designs, ships, or vessels forth~: 
United States Army or Navy. j 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessel' 
instruments, engines, manufacturing machinery, tools, devices, ~r any oth~\ 
equipment whatsoever, in the possession of the Army or Navy, or m the coursl 
of experimentation, development, manufacture, or delivery for the A~my or Nav~-l 
which are now classified, designated, and marked under -the authonty or at t~ 
direction of the Secretary of War or the Secretary of the Navy as "secret,; 
"confidential," or "restricted," and all such articles, materials, or equipmenli 
which may hereafter be so classified, designated, and marked with the approv~ 1~ 
or at the direction of- the President. ·I 

3. All official military or naval books, pamphlets, documents, reports, maps 
charts, plans, designs, models, drawings, photographs, contracts, or specific~ 1 
tions, which are now marked under the authority or at the direction of th I 
Secretary of War or the Secretary of the Navy as "secret," "confidential," o 
"restricted," and all such articles or equipment which may hereafter be s 
marked with the approval or at the direction of the President, E. 0. No. 8381: 
March 22, 191;0; 5 F. R. 111;7; 50 U. S. a. 45; M. L., 1939, Supp. I, sec. 2187a. II 

c. Chapter 1 of title 2, Canal Zone Code, approved June 19, 1934 ( 48 Stat. 11221 
48 U. S.C. ch. 6, note) has been amended by the act of December 1~, 1941 (55 Sta~ 
798). This amendment confers upon the Governor of the Panama Canal thl1 

following powers: . . . 11 

"* * * the Governor is hereby authonzed to make, and from hme to timj: 
alter and amend, regulations prohibiting or restricting: , · 

"(a) The making of any photograph, sketch, drawing, map, or graphical repr 
sentation of, within, or upon any such part or feature of the Panama Canal, o 
any such area, object, installation, or structure within the Canal Zone ; and . 

"_(b) The possession of any camera within any area or areas in the Canal Zon 
which the Governor may designate: Provided, however, That no regulation mad 
pursuant to authority contained in this section shall apply to activities of th: kinJ 
covered by this section which are conducted or perfor~ed b_y pers_ons m thj 
service or employ of the United States in the course of thetr offictal duttes. * *. *j 
and makes punishable by fine, imprisonment, or both, violation of regulatwn · 
established thereunder. Pursuant to the foregoing law, the Governor of th 
Panama Canal has issued regulations prohibiting the photographing of certait 
·areas, objects or structures, establishing areas within which photographing i 
prohibited, and establishing certain areas within which the possession of camera 
is prohibited. See Part 28, Chapter I, Oanal Zone Regulations; 7 F. R. 2135. 

[A. G. 312.11 (8-15-42).] 
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ARMY REGULATIONS} 
No. 38Q-10 

. c 

1 

WAR DEP.t\RTMENT, 
WASHINGTON 25; D. C., 20 September 1943. 

LAWS, EXECUTIVE ORDERS, ETC., PERTAINING TO 
SAFEGUARDING MILITARY INFORMATION 

#f, J . . 
- ...;'-.:..> ___ _ 

' Paragraphs Page 

SECTION I. Espionage ___ - -- e- c- .. .::.---------------------- ~--- .. - 1:,..9 
II. Photographing, sket6'hing, . mapping, etc., defensive ·. 

ii:u3ta.llat1ons ______ --------"--- ·-------------~--- 10,...20 
. Ill.· Radio and wire communication __ . ______ " _______ ~ ___ 21-'-'~5 

IV. Offenses against postal service _______ .. ______________ 2th-28 
V. Trading with the Enemy Act of 1917-~-------------- 29 

VI. First War PowerS Act 1941. ~----------------------- 30' 
VII. Coordination of Federal reporting serv\ces ______ ~ __ : __ c 31 

VIII. Offenses against operations of Government_ _ _ _ _ _ _ _ _ _ _ 32-43 
. I :X:. Foreign agents ana propaganda _________________ ~ ___ 44 
.;·~~,X:~:-'.Offenses against existence of Government __________ ,._ 45-47 

>">XL WiJ)ful destruction, etc., of war or national-defenlle 
.. ·materiaL_~_~ _________ ~ _____ .. __ .. ______________ ~ 48-49 

XII. Interlerence with "homing pigeons owned by United 
S!~tes _________________________________________ so-52 

XIII .. ;War offenses ___ L:~ __________________________ . ______ 53-54 
XIV." Military areas, etc _________________________________ ss--:56 

> XV.· l\Hsce_llarieous acts _________________________________ 57-:-58 

XVI. Laws· and regulations governing international traffic 
in arms __ ------~-- _____ c ______________________ 59 

SECTION I 

ESPIONAGE 
Para-

1 

4 
8 

12 
13 
14 
14 
15 
18 
18 

20 

20 
21 
21. 
23 

23 

graph · P!\1!8 
Unlawfully obtaining or permitting to be obtained Information atlectlng national defense ..... · 1 1 
Unlawfully disclosbJg InformatiOn affecting national defense .................... : ....... -'-~--- 2 2 • 
Seditious or disloyal acts or words in time of war .... ----------~---:-----~--·------------'-~--- 3 3 
Conspiracy to violate precedlng·sections .......................................................... 4 3 
Harboring or concealing violators of law ........... ~------------------------------------------- .6 3 
Designation of prohibited places by proclamation .. --------"------------------------.---------- 6 3 
Places subject to provisions of chapter .... '----------------·----------------------------------- 7 3 
1urlsdiction of courts-martial and military commissions _______________ . ____ : ______ , ___ .__________ 8 4 
·1urisdiction of courts of Canal Zone and Philippine Islan~s of otlenses onlhigh seas............ 9 4 

1. Unlawfully obtaining or permitting to be obtained information a:tfect
ing national defense.-That (a). Whoever, for the purpose of obtaining In
formation respecting the national defens~ with intent or rea~on to believe that 
the information to be obtain.ed is to be used to the injury of the United States, or 
to the advantage of any fo~eign nati~n, goes upon, enters, flies over, or 'otherwise 
obtains information concerning a!lY vessel, aircraft, work of defense, navy yard, 

· naval station, submarine base, coaling station, fort, battery, torpedo station, 
· dockyard, canal, railroad,· arsenal, camp, factory, mine, telegraph, telephone, 
wireless; or. signal station, building, office, or other place connected with the 
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natio!'1~l de~nse, ow1ied or constructed, or in progress of construction~by the 
United States or m)der the control of the United States, or qf any of its officers . 
or agents, or within the exd;JSiYe jurisdiction of the Upited States, or any place in 
which\ any v~ssel, aircraft; arms, muhit~l)ns, or other materials o1· instruments for 
use in time of war are beinlf'Jllfide, prepared'-- repaired, or stored, under any con
tract or agreement with 'the Un.ited States,or with any person on behalf of the 

~"'' ' '- .. United States, or othe1'wtse on behalf of the United States, ()r any prohibited 
place wi.thin the meaning of section 6 of this pue ;'or (b) whoever fo1· the purpose 
aforesaid, a~d with like intent or reason to believe, copi~s. takes, makes, or obtains, 
or attempts, or induces or aids another to.copy, take, m'ake, or ol;Jtain, any.sketch, 
photograph, photographic negath·e, blueprint, plan, map, moue!, instrument, ap
pliance, document. writing, or note of anything ·connected with the national 
defense; or.(c) whoever, for the purpose aforesaid, receh·es or obtains or agrees 
or attempts or induces or aids another to receive or obtain from any P.erson, or 
from any·source whatfver, any document, writing, code book,.sigrial book, sketch, 
photograph, photogrnphic negative, bluep1;int, plan, map, model, instrument, 
appliance, or note, of anything connectpd with the natioilal defense, knowing or . 
having reason to believe, at the time he recei-l•es or ~btains, or agrees or att~mpts 
or induces or aids another to receive or obtain it, that It. has been or will be 
obtained, taken, made or disposed of by any persor. contrary t() the provisions of 
this title; or (d) whoever, la.wfully or unlawfully having possession of, access to, . 
control over, or being intrusted with any document, writing, code book, signal 
book, sketch, photograph, photogmphic negative, blueprint, plan, m'ap, · model, 
Instrument, appliance, or note relating to the nationaJ. defense, willfully communi
cates or tl·ansmits or attempts to communicate or transmit the same to any 
person not entitled to receive it, or willfully retains the same and fails to 

.deliver it on demand to the officer or employee of the United States entitled to 
'receive it; or (e) whoever, being intrusted with or having lawf~l possession or 
control of any document, writing, code book, signal book, sketch,' photograph, 
photographic negative, blueprint, plan, map, model, note, or information, relat
ing to the national defense, through gross negligence permits the same to be re
moved· from its-proper plac~ of custody or delh·ered to anyone in violation of his 
trust, or to be lost, stolen, abstr;tcted, or destroyed, shall be punished by' ilm.
prisonment for no.t mO'lii'! than ten years and may, In the discretion of the court, 

. be fined not more 'than $10,000. Sec . .1, Title I, act .15 June .1917 (40 Stat. 217), as 
amended by sec . .1, act 28 March .1940 (54 Stat. 79; 50 U.S. C. 3.1). 

2. Unlawfully disclosing information affectingnational defense.-(a) Who
ever, with intent or reason to believe that it is to b~ used to the injury of. the 
United States or to the advantage of a foreign nation, communicates, delivers, 

. or transmits, or attempt~ to, or aids or induces another to, communicate, de
live!', or transmit, to any foreign government, or to ~ny faction or party or 
military or naval force within a foreign country, ~hether recognized or unrecog
nized by the United States, or ·to any representative, officer, agent, employee, 
subject, or citizen thereof, either directly or indirectly, any document, writing, 
code book, signal book, sketc,h, photograph, photographic negative, blue print, 
plan, map, model, riote, instrument, applianc~, or information relating to the 
national defense, shall be punished by imprisonment for not more than twenty 
years: Provided, That whoever shall vi.olate the provisions of subsectiop (a) 
of 'this section in time of war shall be punished by death or by imprisonment 
for not more than thirty years; and (b) whoever, in time of war, with intent 
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that the same shall be communicated to the enemy, shall collect, reeord, }luhlish, 
01· communieate, or attempt to elicit 'any information with 1'es]:i!>1·t to the move
ment,' numbers, descripticm, condition, or disposition of any·.of the armed for•ces, 
ships, aircraft, or war mate1·ials of the United States; or with r.espect to the 
plans oi' conduct, or supposed plans or conduct of any naval m· military opPI'a
tions, or with respect to any wm·ks or measm·es umlel·taken for 01' connected 
with or intended for the f01·tification or defeuse of auy place, or any other 
info:mation relating to the public defense, whkh might he usef~l jo the enemy, 
shall be punished by death or by imprisonment for IIOt more thall'thiJ•ty years. 
Sec. 2, act 15 June 1917 (40 Stat. 218; 50 U.S. 0. 32) .. ' 

3. Seditious or disloyal acts or words in time of war.-:-Whoever, when the 
United States is at. war, shall willfully ml_lke or. convey f~;~lse repm'ts or false. 
statements with intent to interfe1:e with the operation or success of the mili
tary· or naval forces of the· United States or to. in·omote the -success of its 
enemies and whoever, when the United States is at war, shall willfully cause or 
attempt to cause insubordination, disloyalty, mJitiny, or refusaJ of duty, in the 
military or naval forces of the. United States, or shall willfully obstruct the. 
recruiting or enlistme1it service of the Uniteo:l States, to the injury of the service 
or of the United ·states, shaH be punished by a fine of not' more than· $10,000 
or imprisonment for not m1ire than twenty years, or both. Sec. 3, act 15 June 
.1917 (40 Stat. 2.19), revived and re.9tored b11 act 3 March .1921 (4.1 Stat. 1.'l5.9; 
50 u.s. c. 33). . 

4: Conspiracy to violate preceding sections.-If two or more persons con-. 
spire to violate the provisions of sections 2 or 3 of thi_s title, and one or more 
af su'ch persons does any act to effect the ohject of the conspiracy, each of the 
parties to ·such conspiracy shall be punished as in said s~dions provided in. 
the ease of the doing ~f the act the accomplishment of whieh is the object 
of such conspiracy. . Except as above provided conspiracies .'to conunit offenses 
·under this title shaH be punished as pi'Ovided by sectiori. 37 of the Act to 
codify, revise, and amend the penal laws of the United States approved 4 March 
1909. Sec. 4, Title I, act .15 June 1917 (40 Stat. 219; 50 U.S. C. 34). 

5. Harboring or concealing violators of law.-Whoever :harbors or conceals 
any person who he. knows, or has reasonable groulllls to believ~ o1· suspect, has 
committed, or is about to commit, an offense under this tit;e-,..sh~ll be punished 
by, imprisonment for not mo1·e than ten years and may, iJrthe fliscretion of the 
court, be fined not more than $10,000. Sec. 5, Title I, act .1.5 June 1917 (40 Stat. 
219), as amended by sec. 2,.act 28 Mar·ch 1940 (.'i4 Stat. 79; 5,0 U.S. C . • 'f.5). 

6. Designation of prohibited places by proclamation.-:-The President in time 
of war or. 'in case of national emergency may by proclamation designate any . 
place other than those set forth in subsection (a) of sPction 1· hereof in which 
anything .for the use of the Army· or Navy is being prepan~d or constl'Uctell or 
stored as a prohibited place for the purposes of this title: Propided, That he shall 
determine that information with respect thereto would be prejudicial to the na
tional o:letense. Sec. 6, Title I, ·act .1.5 June 191"1 (40 Stat. 219 j 50 U.S. C . • '16). 

7. Places subject to provisions of chapter;-:-The provisions of this title shall 
- extend to all Territories, possessions, anp places subject to the jurisdiction of 

the Unitefl States whether or not contiguous thereto, and offenses under this title 
when committed upon the high seas or elsewhere within the admiralty and mari
time jmisdiction of the United States and outside the territorial limits thereof 
shall be pu.nishable hereunder. Sec. ·8, Title I, act 15 June .19J7 (40 Stat .. 2.19; 
50 u: s. c. 37). . . 
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.8. Ju:i'isdiction of cou,rts~martial· and military commissions.-Nothing con
tained in this ,title shall be deemed to limit the jurisdiction of the general courts
martial, military commissions, or naval courts-martial under sections 1342, 't848, 
arid 1624 of the Revised Statutes as amended. Sec. 7, Title I, act· 15 June 1917 
(1,0 Stat.· 219/50 U. s. C. 38). · . . . : 

9. Jurisdiction of courts of Canal Z~ne and Pb,ilippine Isl~ds of o1f~nses 
on high seas.-The several courts of first instance in the Philippine Islands and 
the district court of the Canal _Zone shall have jurisdiction of offenses under this 
Act committed within their resPective dis'i:riCts, and concurrent jurisdiction, with 
the district courts of the United States of ·offenses under this Act committed 
upon the high . seas, and of conspiracies to commit such offe~ses, as defined by 
section 87 ·Of .fhe Act entitled "An ACt to codify, revi~e,- and amend the penal 

. laws of the United States," approved 8 March 1909, and the provisions of said 
·section, for the purpose of this Act, are hereby extended to the Philippine Islands, 
and to the Canal ~ne. In .such cases the district attorneys of the Philippine 
Islands and of the Canal Zone shall have the. powers and perform the. duties 
provided in this Act for United States attorneys. Sec. 2, Titk XIII, aCt 15 June 
1917 (1,0 Stat. 231; 50 U.S. C. 39). 

. . 

SECTION II 

PHOTOGRAPHING, SKETCHING, MAPPING, ETC., DEFENSIVE 
, INSTALLATIONS 

, Par&-. 
· . · , . . ., graph ·Page 

Photographing, etc., defensive. lri.qtaliBtlons regulated; penalties_ ... __ .. _ ..... , ............... : • 10 4 
Photographing, etc., from alrcraft .. ·.c .............................................. :........... 1i 6 
Reproducing, publishing, selling, etc:, uncensored copies .... ·.................................. 12 6 
''Aircraft," "posts," "camp,'' and "station," defined_·_·~----------------------------·----------- 13 .6 
Oeographloolappllcation of law .. _____________________ .. ____________________________________ :,_ 14 6 
Photographing, sketching, mapping, etc.,, military or naval reservations, properties, equipment, 

etc., as unlawfuL.:......................................................................... 15 6 
Permission to photograph, sketch, map, etc ........... :·--------------------------------·'·----' 16 -7 
Penalt!es for violations ........................................ :............................... 17 7 
Application to Philippine Islands.: ....................... ,.~-----·-------------------------'-· 18. . 7 
Etrectlve date of sections 781-785.~--'------------··-----------------------------'--------------- 19 1 
Regulations under Public Law 627 ........... ------"·:--·---------~------ ... : ................ c. 20 7 

10. Photographing, etc., defensive iristallatioris regulated; penalties.-'
That, whenever,'. in· the interests of national defense, the President shall define 
certain vital military 'and 'naval installations or ·equipment as requiring protec
tion against the general dissemination of information relative thereto ·it shall 
be unlawful to make any photograph, sketch, picture, drawing, map, or ~raphical 
r_epresentation of such vital military and naval installations or equipment with
o:ut first obtaining permission of the commanding offiCer of the military or naval 
pOSt, ca,mp, Or St~t!on concerned,. or higher authority, i!nd promptly SUbmitting 

"the product obtained to such commanding' ·officer or higher authority for censor
. ship or such other action as he may deem necessary. Any person· found guilty· 
of a violation ofthis section shall upon conviction be punished by a fine of not 
more· than $1,000 or: by imprisonment for not more than one year, or by both 
Sl,lch fine and imprisonment. Sec. 1, act. 12 January 1938 (52 Stat. 3; 50 
u. 8. 0~ 1,5). 

4 
AGO 98 

1 
I 

I!· 
I 

I 

l 

.,); . 

SM'FJGIUARD MILiTARY/INFORMATIOl\1 

AR 380-10 
10 

a. De(tning certain vital military a11d 11aval installations fJnd equipment.
Execut~ve Order S381, 22 March 1940 (5 F, R, 1147), D. I. Whereas section 1 of-
the act 12 January 1938 (52 Stat.-3; 50 U.S. C. 45), provides: '· 

NOW, THEREFORE, by ·virtue· of the authority vested In me by' the foregoing 
statutory provisions, and fn e1fectuation of the purposes of the ~aid act of 12 
January 1938, I hereby define the following as vital military and naval lnstalla
tio:as or equipment requiring protection against the general dissemination of in-
formation relative thereto: , 

1. All military or naval Installations and equipment which are now classified, 
designated~ and ~arked under the authority or at the direction of the Secretary 
of War or the Secretary of the Navy as "secret", "confidential", or ·•restricted", 
and all military or naval. Installations arid equipment which may hereafter be so 
classified, designated; and marked with the approval or at the direction of the 
President, and located within: · · · 

(a) Any military or n~val reservation, post, arsenal, proving ground, range, 
mine field, camp, fort, yard, station, district, or area. · 

.(b) Any defensive sea area heretofore or hereafter established and existing 
under authority of section 44 of the United States Criminal Code, as amended 
bytheactof4March 1917 (39 Stat.l194; 18 U.s; C. 96). . ·· . 
. (c) Any airspace reservation ~eretofore or hereafter established and exlsthig 

under authority of section 4 of· the Air Commerce Act of 1926 ( 44 Stat. 570; 
49 u. s. c. 174). 
· (d) Any naval harbor closed to foreign vessels. 

.(e) Any area required for -fieet purposes. 
. (f) Any commercial establishment engaged in the development or manufacture 

of· military or nav111 arms, munitions, equipment, designs, ·ships, or vessels for. 
the United States Army or Navy. - · 

2. All military or naval aircraft, weapons, ammunition, vehicles, ships, vessels 
instruments, engines, manufacturing machinery, tools, devices, or any othe; 
equipment whatsoever, in the possession pf the Army or Navy, or in the course 
of experimentation, development, manufacture, or delivery for the Army or 
Navy, which are no~ classified, designated, and marked under the authority or 
at the direction of the Secretary of War or the Secretary of the Navy as 
"secret~·. "confidlfntial", or "restricted", and .all such articles, materials, or 
equipment which may hereafter be so classified, designated, and marked with the 
approval or· at the direction of the President. 

3. All otncial military or naval books, pamphlets, documents, reports maps 
charts, plans, designs, models, drawings, photographs,. contracts, or SPecifica: 
tions, which are now marked under the authority or at the direction of the 
~ecretary ~f War or the Secretary of the. Navy as "secret'', ,~confidential", or 

· restricted , and all such articles or equipment which may hereafter be so 
marked with the approval or at the direction of the President: . 

·' b., Chapter lof title 2, Canal Zone Code, approved 19 Jun~ l934 (48 Stat..1122; 
. 48 U. S. C. Ch. 6,- Note) has been amended by the act of, 1 December 1941 (55 
Stat. 798). This amendment conferS upon the Governor of the Panama Canal 
the following powers : · · · · 

· • • , • the Governor is hereby authorized to make, and from time to time 
alter and amend, regulations prohibiting or, restricting: • · 

-(a) The making of any photograph, sketch, drawing, map, or graphical repre; 
sentation of, within, or upon any· such part or feature of .the. Panama Canal 
or any such area, object, installation, or structure within the Canal Zone ·. and ' 

(b) The possession of any camera within any area or areas in the Ca~al Zone 
which the Governot: may designate: PrQVided,. however, That no regulation .made 
pursuant to authority contained in this section shall apply to activities of the 
kind covered by this section which are conducted or performed by persons 1n 
the service or employ of· the :United States in the- course of. their otnclal 
duties. • • • and makes punishable by fine, imprisonment, or both, violation 
~f regulations established thereunder. Pursuant to the foregoing law, the 
Governor of the Panama Canal has issued regulations prohibiting the photo
graphing of certain' areas, objects or stntctures, establishing areas within which 
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Ph,otographing is prohibited, an~ establishing certain areas within which the 
possession of cameras Is prohibited. See Part 28, Clulpter I Carnr.Z zone Regula-
tions (7 F. R. 2135). . . · ' 

11. Photographing etc., from aircraft.-Any person who uses or per~lts.or 
procures the use of an aircraft for the purpose of. making a photograph, sketch, 
picture, drawing, map, or graphlcal representation of vital m\1\.tary or naval 
installations or equipment, In violation of Section 1 of tbls Act, shall be liable 
to the penalty therein provided. ·Sec. 2, act 12 Januarg 1938 (52 Stat. 3; 50 
U. S. C. 45a). . · · · 

12 .. Reproducing, publishing, ~lling, etc., uncensored copies . ....:.On and after 
. thirty days from the date upon which the President defines any v,ltal mllltary or 
naval installation l)r equlpmt;nt as being within the cat!lgory contemplated under 
the first section of. this Act, It shall be unlawful for any person to· reproduce, 
publlsb, sell, or give away any photograph, sketch, picture~ drawing, map, or 
graphical representation of 'the vital military· or naval Installations· or equip
ment so d~ned, without first obtaining permission of the coinmandlng .· omcer 
of the military or naval· po~t, camp, ·ot· station concerned, or. higher authority, 
unless such photograph, sketch, picture, drawing, map, or graphical representa
tion has Cltlarly Indicated thereon .·that .It bas been censored by the proi_,er 
mllltary or naval authority .. Any j:lerson found ,g1Jllty of .a violation of this 
section sb~ll upon conviction be punished as provided In the.• first section of this· 
Act. Sec. 3, acJ 12 Januarg 1938 (52 Stat. 3; 50 U.S. c. ,45b). · 

13. "Aircraft," "post," "camp," and "station" de:ftned.-The term "aircraft" 
as used ln this ·Act means any·contrlvance known or hereafter lnventild, used, or 

. design-;? for navigation or 1llgbt·ln the air. The expression., ''post, camp, or. 
station . as ~ ln this Act shall be interpr~ted to Include naval vessels, mllltary 
and naval aircraft, ~nd any separate mllltary or naval command. Sec. 4, act 12 
Januat·g1938 (52 Stat. 4; 50 U.S. C. 45c). . · · · · 

14. · GeCJirraphlcal application of law.-The IJrovislons of this Act, shall ex
tend to all Territories, possessions, and placeS subject to the jurlsdlctlon Of. the 
Unl!ed States, whether contiguous thereto, or not and offenses under tbls Act 
when .committed upon or over the· high seas. or elsewhere within the ~dmlralty 
and maritime jurisdiction of the United States and outside the terrltprtal llmlts 
thereof shall be punishable hereunder. Bee: 5, act 12 Januarg 1938 ·(52 Stat. 4; 
50 U.S. C. 4Sd). . . 

· l5: Photographing, ~ketchlng, mapping, etc., military or naval reserva..: 
· . tions, properties, equipment, etc., as unlawf'lil.-Whoever, except In perform~ 

· ance of duty or employment ln connection with the national defense,· shall 
knowingly and wlllfully inake any sketch, photograph, photographic negative, · 
bluep)'lnt, plan, map, ~odel, copy, or other representation of any liB;VY yard, 
naval station, o~ of any mllltary post, fort, camp, station, arsenal, airfield, or 
other mllltary or naval reserviltio~, or place u~d for national-defense purpOses 

. by the·War or Navy Departments, orof-any vessel, aircraft, Installation, equip
ment, or other property whatsoever, located within any· such post, fort, camp, 
arsenal, airfield, yard, station, reservation or place, or In the· waters adjaeent 
thereto, or In any defe~slve sea area established In accordance with law; or 
whoever, except In performance 9f duty or employment In connection with the 
natlooal defense, shall know!ngly and . wlllfully make any sketch, photograph, 
photographic negative, I blueprint; plan, map, model, copy, or other representa
tion of any vessel, alrc~ft, Installation, equipment, or other p)'operty relating 
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to the national defense being manufacturlid or under ·construction or r~palr 
· for or awaiting delivery to the War or Navy.Departments or the government of 
- any. country whose defense tl;le President deems vital to the defense of the 

United States under. any contract or agreement with the United States or such 
· country· ·or otherwise on behalf of, the United States or such country, located 
.at the factory, .plant, yard, storehouse, or other place of business of any con
tractor, subcontractor, or other person, or In the waters adjacent to any such 
place, shall be punished as provided ln this Act. ·Sec. 1, act 25 June 1942 ·(56 
Stat. 890; 50 U. S. 0. App. Sup, 781). . " 

16. Permission to photograph, sketch, map, etc.-Notwltbstalidlng the pro
visions of section 1 of this Act, the Secretary of War or the-secretary of the Navy 
Is authorized, under such regulations as he may· prescribe, to permit photo
graphs, sketches, 'or other~ representations to be made when, In his opinion, the 
Interests of !latlonal defense will not be adversely aft'ected thereby. Sea. 2, act U 
June 1942 (56 Stat. 191; 50 U.S. C. App. 'sup. 782). . , 
. 17. Penalties for violations:-Any person found gullty of a violation of thl!i! 
Act shall, upon conviction, be.puntshed- by a fine of not more. than $1,000 or by 
Imprisonment for not more than one year, or by both such fine and 'imprisonment. 
Bee. 3, act 25 June 1942 (56 Stat. 391; 50 d. S. C. App. Sup. 783). 

18. Application to Phllippi.Jie Islands.-The provisions of this Act shall apply 
In the PhUipplne Islands as well as in all other places within the territory ~r 
jurisdiction of the United States .. Sec. 4, act is June 1942 (56 Stat: 391,, 50 
U. B. C. App. Sup. 784). 

· 19. Etl'ective date of sections 781-785.-Tbls Act shall be effective only for 
the duration. of the pr~ent war as determined by proclamation .of the President. · 
Sec. 5, act 25 June 1942 (56 Stat. 391; 50 U.S. 0. App. Sup. 785). · .~ 

20. Regulations ~nder Public, Law 62'r.-The following regulations, promul~ 
gated by the Secretary of War and the Secretary of the Navy pursuant to Sec
tion 2 of PubUc Law. 627, which appeared tn 7 Federal Register 7307, iue 'pu~ 
llsbed for the information and guidance of all concerned: · 

Q 

MAKING OF PHOTOGRAPHS, SKETCHES, ETC., OF MILITARY OR NAVAL 
SUBJECTS 

Pursuant to the authority conferred upon the Secretary of Waf and the Seci.-e
tary of the Navy by the Act of Congress approved 25 June 1942 (Publlc Law Number 
627-77th Congress), "to prevent the making of photographs and sketches of 
military or naval reservations, naval vessels, and other naval and military· prop
ertieS, and for other purposes," the following regulations are hereby pre-
scribed: . 

, (a·) Sketches, photographs, photographic negatives, blueprints, plans, maps, 
.. ·models, copies or other representations, may be made of any area, place, property, 

or thing, described in the Act of Congress approved 25 June 1942, (Public Law 
Number 627-;-77th Congress), only upon the expresSed permission of the Sec~ 
tary or his authorized' repre.sentatlve having jurisdiction of the subject matter . 
Sueh permission will be granted only if the hiterests of n!\,tlonal defense will 
not be adversely affected thereby. · 

(b) The authorized representatives who may grant the necessary permission 
are· 

War Department. Any Commanding General of a Def~nse Command, Theater 
of Operations, Department or Service Command, Director' of War Department 
Bureau of Public ~lations,. or any Commander of a post, camp, or station. . . 

NOIOf/Department. Fleet Commanders or Commanders of any major subdivision 
thereof,. Commanders of Sea Frontiers, District COmmandants, the Director of 
the omce.of Publlc Relations, Commanding omcers of Ships, Aircraft Squadrons, 
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or Stations, or,. an oftlcer of the U. S. M;arine Corps having a command equivalent 
'to any of the foregoing. · · 

SECTION III 

RADIO AND WIRE COMMUNICATION 
Para-
graph Page 

Unauthorized publication or use of communications-----:------------------- 21 8 
General penaltY-----------------------------------------:---------------- 22 - 8 
VIolation of rules, regulations, 'etC--.--------,---,-----~--------------------- 23 : 
Powers and duties of commission----------------------------------------- 24 • 
War powers of PresldenL-------------------:_~.,--------~-------,--------- 25 10 

I 

21. Unauthorized publication or use of communications.-No person -receiv
Ing or assisting In receiving, or transmitting, or usslstlng in transmitting, any 
interstate or foreign communication by wire or radio shall •divulge or pt'lblish 
the existence, contents, su~stance, purport, effect, or meaning thereof, except 
through authorized channels of transmission or reception, to any person other 
than the addressee, his agent, or attorney, or to a person employed or authorized 
to forward such communication to, Its destination, or to proper uccountlng or 
distributing officers of the various communicating centers over which the com
munication may. be passed; or to the master of a ship under whom he Is ·serving, · / 
t~r in response to ll subpena Issued by n eourt of competent jurisdictio-n, or on 
nemand of other lawful ttuthority; and no person not being authorized by the 
sender shall Intercept .uny communication and divulge or publish the existence, 
contents, substanee, purport, effect; or meaning of sueh-lntercepted communleatlo.n 
to any perSon; and no perso~ not being entitled thereto shall receive or assist 
in receiving uny interstate or foreign communication by wire or rudlo and use 
the same or any inform~tlon. therein contained for his own benefit . or for the . 
benefit of another not entitled thereto; and no person having received such inter
cepted communication or having beeome acquainted with the contents, sub
ptance, purport, effect, or meaning of the same or any part thereof, knowing 
that sueh Information wns so ribtained, shall divulge or publish the existence, 
contents, substance, purport, effect, or meunlng of· the same or any part thereof, 
or ~se the same 'or any Information therein contained for his own benefit or 
for the benefit of another not entitled thereto: Provided, That this section sliall 
not apply to the receiving, divulging, publishing, or utilizing the contents of any 
radio communleation broudeast, or transmitted by amateurs or others for the · 
use of the generai public, or relating to ships In distress. Bee.· 605, act _19 June 
1934 (48 Stat. 1103; 41 u. s. a. 605). -

22. General penalty.-Any pet·son who willfully and knowingly does or 
causes or suffers to be done any aet, matter, or thing, in this Act prohibited or 
declared to be unlawful, or who willfully and knowingly omits or falls to do 
any act, matter, or thing in this Act required to be done, or willfully and knowingly 
causes or suffers such omission or failure, shall, upon eonvictlon thereof, be 
punished for such offense, .for whleh no penalty (other than a forfeiture) is 
provided herein, by a fine of not more than $10,000 or by imprisonment for a 
term of not mo•·e than two years, or both. Sec. 501, act 19 June 193-f (48 Stat. 
11oo; 41 u.s. a. 501). 

23. Violation of ;rules, regulations, etc.7 Any person w,ho willfully and 
knowingly violates any rule, regulation, restriction, or eondition made or Imposed 
by the Com~lssion under authority of this Aet, or any rule, regulation, restriction, 
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or condition made or imposed by any international radio or wire communications 
treaty or convent19n, or regulations aimexed thereto, to which the United States 

- is or may hereafter become a party, shall, in addition to imy other penalties pr~ 
vided by law, be punished, upon conviction thereof, by a fine of not more than $500 
for- eaeh and every day during which snell offense. occur~. Sec. 502, act 19 June 
1934 (48 Stat. 1100; 41 u.s. a: 502). · 

24. Powers and duties of commission.-Except as otherwise provided in this 
Act, the· (Federal Communications) ·Comm-ission from time to tim~.- as public 
convenience, interest, or necessity requires, shall- • • . • . 

(m). (1) Have authority to suspend the license of any operator (radio) upon 
proof sufficient to !latlsfy the Commission that the licensee- • • ' • 

(C) has willfully damaged or permitteti radio apparatus or installations to be 
damaged ; ·or , _ 

(D) has transmitted superfluous radio communications or signals ·• • • 
. or has knowingly transmitted-

(!) false or deceptive signals or communications, or 
(2), ·a ·call signal or letter which has not been asslgned'by proper authority to 

the station be is operating; or 
(E) has willfully or· maliciously interfered with any other radio communica

tions or signals; • • •. ·sec. 308, act 19 June 1934 (48 Stat. 1082), as amended 
by.sec. 5 and 6 (a and b) act 20 Mai/1937 (30 Stat.190, 191; 41 U.S. a. 303). 

NOTE.-The Rules:and Regulations of the Federal Communications Commission also pro
hibit the acts mentioned In the above section. · 

a. On 14 June 1940, the Federal Communieations Commission issued a formal 
n<itic~ to all classes of commercial radio operators reading as foll~ws: 

On 10 June 1940, the Commission issued a warning specifically ·addressed to 
ship radio operators and ship station licensees against the transmission of super
fluous, unnecessary or unidentified eommunicatlons. The purpose. of this notice. i 

. is to emphasize the importance of strict compliance with the previous notice and 
at the same time to call attention specifically that the provisions of statute and 
treaty .prohibiting the transmission of supet•fiuous, unnecessary or unidentified 
communications apply to all commercial operators as well as those communicating 
from ship stations. . · · · . . . . · 

The General Ra,dio Regulations (Cairo Revision,, 1938) annexeci to the Inter
national Telecommunications Convention (Madrid, 1932,) to which this Govern
ment Is a party, and the Communleations Act of 1934, specjfically prohibit the . 
transmission of superfiuous, unnecessary or unidentified communleations. The 
Commission Intends to uphold vigorously these provisions of law and treaty and 
will hold all commercial radio operators and station licensees strictly accountable 

·for any violation. ,, · · 

b. On 21 August .. 1941, the Defense Communieations Board issued a formal notice 
to all persons engaged· in. the wire or radiocominunications industry, including 
manufacturing, reading as follows : ' . 

WHERltJAS on account of the importance to national defense: of the plants and 
facilities of the communications industry it ap~ary; desirable to restrict free 
access thereto ; . . . 

BE IT THEREFORE RESOLVED that persons engnged in the wire or radio
communications Industry, ineludlng munufuctoring, be requested to take all meas
ures necessary to ensure that access to'pt·emises contuining eommunicutlons equip
mentor faclllties tother than the premises necessarily open to the general public) 
be restricted to .employees, federal, state or loea!' government' ilffieers ucting in 
their official capaeity, and other persons considered necessary by the management 
In the conduct of its business. . 
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Bl<1 IT FURTHER RESOLVED. that all persons engaged in the wire or radio. 
'communications industry, Including manufacturing, be requested to exclude rep-

.._ resentatives of any foreign government, persons, associations or corporations, 
from access to the premises containing communications equipment or facilities 
(other than premises necessarily ·open to the general public) except only upon 
express permission granted at the direction of the I;>efense Communications 
Board. · · 

o. On .. 25 March 1942, the Defense Communication Board Issued Order Number 
3, authorizing the Secretary. of War and the· Secretary of the Navy to take ap
propriate measures to safeg{Jard the. security of mll.ltary and naval· messages 
handled by means 9f radio communication· and wire communication, as defined 
In the Communications Act of 1934, under the jurisdiction· of the United States, 
reading as follows; 

WHEREAS, the Defe11se Communications Board has, by E.O. 8964, 10 December · 
1941, and E.p. 9089, 6 March 1942, been authorized, if the national security and 
defense and the successful conduct of the war so demand, to prescribe classes 
and types of radio stations and stations for wire communications and facilities 
or portions thereof which shall be subject to the use, control, supervision, inspec
tion, or closure in accordance with such prescription, by 'the Department of War, 
Department of .Navy, or other agency of the U,nited States Government, desig
nated by the Board ; 

AND WHEREAS, it is necessary in the Interest of the national security and 
defense, and for the successful prosecution of the war that the Government 
of the United St~tes safeguard the security of all military and naval messages 
handled by means of radio communication and wire communication, as defined 
in the Communications Act of 1934, under the jurisdiction of the United States; 

·<. AND WHEREAS, The Defense Communications Board has determined that the 
national security and defense and the successful conduct of the war so demand; 

NOW, THEREFORE, By virtue of authority vested In the Board under E.O. 
8964, 10 December 1941, and E.O. 9089, 6 March 1942, the Board hereby authorizes. 
the Secretary .of War and the Secretary of the Navy, acting jointly or severally, 
to take such steps, Institute such measures, and Issue such regulations and orders 
as shall be necessary to safeguard all mllitacy and naval messages handled by 
means of radio communication and wire communication under the jurisdiction of 
the United States In order to ensure that all such communications be trans
mitted rapidly, securely, and inviolate and further to ensure that no communi
cation of spurious origin, purporting to be a military or naval communication, 
be transmitted by means of radio or wire ·communication. 

25.' War po~rs of President.-(a) During the continuance of ~ war In 
which the United States Is engaged, the President Is authorized; if he finds it nec
essary for the national defense and security; to direct that such communications 
as In his judgment may be essential to the national defense and security shall 
have preference or priority with' any carrier subject to this Act. He may give 
these directions at and for such times as he may determine, and may modify, 

· change, suspend, or annul them and for any such purpose he Is hereby authorized 
to Issue orders directly, or through such person or persons· as he designates for 
the purpose, or through the Commission. · Ariy carrier complying with any such 
order or direction for preference or priority herein authorized shall be exempt 
from any and all provisions ln.exlsting law lm];JOslng civil or crlinlnal penalties, 
obligations, or liabilities upon carriers by reason of giving preference or priority 

.In compliance with such order or direction. 
(b)'It shall be urilawful'for ~ny person during any war In which the United 

States is engaged to knowingly or wlllfully, by physical force or intimidation by 
threats of physical force,. obstruct or retard or aid in obstructing or retarding In
terstate or foreign communication by radio or wire . .' The President is hereby au
thorized, whenever in his judgment the public interest requires, to ·employ the 
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armed forces of: the United States to prevent any such obstruction ~r retardatiori 
of communications.: Provided, That nothing In .this section shall be construed 
to repeal, modify, or affect either section 6 .or ·section 20 of an Act entitled 
"An Act to supplement existing laws against unlawful restraints and monop-
olies, an!! for other purposes," approved 15 October 1914. · 

(c) Upon proclamation by the President that there· exists war or a threat 
of war or a state of public perU or disaster or other national emergency, or in 
order to 'preserve the neutrality of the United States, the President may susJknd 
or amend, for such time as he may see fit, the rules and regulations applicable 
to any or all sta.tions within the jurisdiction of the United States as prescribed 
by the Commission, and may cause the closing of any station for radio ~ni- i 
munication and the removal therefrom of its apparatus· and equipment, or he. 
may authorize the use or control of any such station and/or Ita apparatus and 
equipment by any department of the Government under such regulations as he 
may prescribe, upon just compensation to the owners. 

(d) Upon proclamation by the President that there exists a state or \hreat 
of war involving the United States, the Presld~nt, If he deems It necessary In 
the Interest of the .national security and d~fense, may, during a period ending 
not later than six months after the termination of such state or threat of war· 
and not ~ater than such earner date as the congress by concurrent re~:~olution 
may designate, (l) suspend or amend the rules and regulations applicable to 
any or all facilitieS or stations for wire communication within the jurisdiction 
of the United States· as prescribed by the Commission, (2) cause the closing 
of any facility or station for wire communication and the nJmoval therefrom 
of Its apparat'Js' and equipment, or (3) authorize the use or control of any 
such facliity or station and Its apparatus and equipment by any department 
of the Government under such regulations as he may prescribe, upon just 
compensation to the oWners. · · . 

(e). Tile President shall ascertain the just compensation for such use or con
trol and certify the amount ascertained to Congress for appropriation and pay~ 
ment to the person entitled thereto. If the amount so certified is unsatisfactory 
to the person entitled thereto, such person shall be paid only 75 per centum ot 
the amotJnt and shall be entitled to sue the United States to recover such further 
sum as added to such payment of 75 per centum will make such amount as wlU 
be just compensation for the use and control. Such suit shall·be brought in 
the manner provided by paragraph 20 of section 24, or by 1se'ction 145, of the· 
Judicial Code, as amendeu. / 

(f) Nothing in subsection (c) or (d) shall be .construed to amend, repeal, im
pair, or affect exlstlng'laws or powers of the States in relation to taxation or 
the lawful police regulations Qf the several States, except wherein such laws, 
J,owers, ·or regulations may affect the transmission of Government communica
tions, or the issue of stocks and bonds by any communication system or systems. 

(g) ~othing In subsection (c) or (d) shall be construed to authorize the 
President to make any amendment to the rules and regulations of the Commission 
which the COmmission would not be authorized by law to make; and nothing · 
In subsection (d) shall be construed to authorize the President to take any action 
the'force and effect of which shall continue Iieyohd the date after. which taking 
of such action wolJ,ld not have .been authorized. Sec. 606, aot 19 June 1934' (48 
Stat. 1104), as amended by sec. 1 and 2, act 26 January 1942 (56. Stat. 18; ,J1 
u. 8. o. 006). 
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SECTION IV 

·OFFENSES AGAINST POSTAL SERVICE 
Para· 

. , . . graph Page 
Stealing, secreting, or embezzling mall matter, or attempting to do 80.------------------------- 26 12 
Certain-letters or writings nonmailable; opening letters.·----~-------------------------"------· 'n . 12 
Ushig or attempting to use mal~·for transmlsslori of matter declared nonmailable by title; jur-
. lsdlctlori of offense ____________ : _____ _-_ _-__ ~-----------,--------·----··--;·---------'------------ 28 12 

26. Stea&g, secreting, or embezzling mail matter, or -attempting to do 
so.-Whoever. shall steal, take, or abstract, or by ·fraud or deception obtain; ~r 
attempt so to ~btain, from or out of any mail, post office, or station thereof, or 
other authorized depository for mall matter, or. from a letter or mail carrier, any 
letter, postal card, pli~kage, bag, or mall,_ or shall abstrac·t. or remove from any 
such letter, package, bag, or mall, any article or thing contained therein, or shall 
secrete, ,embezzle, or destroy :any such letter, postal card,. package, bag, or mail, 
or any article or thing contained therein ; or whoever shall steal, take, or abstract, 
or by fraud or d~ptlon obtain any letter; postal card, package, bag, or mall, 
which has been left for collection upon or adjacent to a collection box or other 
nuthorized depository of mall matter; or whoever shall buy, receive, or coQceal, 
or aid in buying, receiving, or concealing, or shall. unlawfully have In his posses
sion, any letter, postal card, package, bag, or mall, or any article or thing 

· ·contal.ned :therein, which has been so stolen, taken, embezzled, or abstracted, as 
herein described, knowing the same to have been stolen, taken, embezzled, or 

.·abstracted; or whoever shall take any letter, postal card, or package out of any 
·post office or station thereof, or out of. any authorized depository for mall matter 
or from any letter or mall cai·rler, o~ which has. been In, any post office or station 
thereof, or other authorized depository, or In the custody of any letter or mall 
carrier, before it l}as been delivered to the person to whom It was directed, with 
u design to obstruct. the correspondence, or to pry into the business or secrets 
of another, or shalf_open, secrete, embezzle, or destroy the same, .shall be fined 
'not•more tlian $2,000 or imprisoned not more than five yeal'S, or both. Sec. 194, 
act 4 March 1909 (35 Stat. We5), as amended, by act ~5 February 19~5 (43 Stat. 
977), as amended by act ~6 August 1935 (49 Stat. 867), as amended by act 7 
August 1939. (53 Stat.1~56; 18'u. B. C. 317). · 

27. Certain letters or writings nonmailable;'openin:g letters.-Every letter, 
writing, circular, postal card, picture, print, engraving, photograph, newspaper, 
pamphlet, book,. or .other publication, matter,. or thing, of any kind, in violation 
of any of the provisions. of this Act Is hereby declared to be nonmailable matter 

. and sball not be conveyed in the mails or delivered from any post office or by 
any letter carrier: Provided, That nothing in this Act shall be so ·constrUed as 
to authorize any person other fhail an employee of the Dead Letter Office, duly 
authorized thereto, or other _person upon a search warrant authorized. by law, 
to open any letter not addressed to himself. Sec. 1, act 15 June 1917 (40 Stat. 
~30; 18 u.s. c. 343). . . . 
. 28. Using or attempting to use mails for,transmission of matter declared 

. nonmailable by title; jurisdiction.of o:trense.-Whoever shall use or attempt to 
use the malls or Postal Service of the United States for the transmission of any 
matter declared by Title XII of this Act to be nonmailable, sliall be punished 
by Imprisonment for not more than ten years and may, in the discretion of the 
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court, be fined not more than $5,000. Any person violating any provision of 
this title may be tl'ied and punished either In the district In which the .unlawful 
matter or publication was mailed, or to which it was carried by mall for delivery 
according to the direction thereon, or in which It was caused to be delivered 
by mail to tile· person to whom It was addressed. Sec. 3, act 15 June 1917 (40 · 
8tBI. 230) as amended by Bee. 9, act 28 March 1940 (54 Stat. 80 ,· 18 U. S. C. 345). 

SECTlON·V 

TR~DING WITH THE ENEMY ACT OF ·1917 
Para-· 
graph Page 

Acts prohibited~-------:..-------'-~:.------~---·--------------------------- 29 13 · 

29. Acts prohibited . ....:... it shall be unlawful-
( a) For~ any !)tlrson In t,he United States, except with the license of the Presi

dent, granted to such·person, or to the enemy, or ally. of enemy, as provided in 
this Act, to trade, or attempt to trade, either directly or indirectly, with, to, or 

1 from, or for, or on account of, or on behalf of; or for the benefit of, any other 
.person, with knowledge or reasonable cause to believe .that such other person 
is an enemy or any· of enemy, or Is conducthlg or taking part In such trade,. 
directly or indirectly, for, or on acc<iunt .of, or on behalf Jf, or for the benefit of, · 
ari enemy or ally of enemy, 

(b) For any person; except with the' license of the I:resident, to transp<irt 
or attempt to·transport Into or from the United States, or for any owner, master, · 

· or other person in charge of a vessel of American registry to transport or at· 
tempt to transport from any place to.any other place, any subject or citizen of 
nn enemy or ally of enemy nation, with knowledge or reasonable cause to believe. 
that the person transwrted or attempted to be transported is such subject or . 
citizen. · 

(c) For any person (other than ~ person in the service of the United 
States Government or of the Government of any nation;except tll.at of an enemy 
or ally of enemy nation, and other than such persons or 'classes of persons as may 
be exempted hereunder by the President or by such person as he may direct), to 
send, or take out of, or bring Into, or attempt to send, or take out of, or bring into 
the United States, any letter or·other writing or tanglbl~ form·<if communication, 
except in the regular course of the mall ; and it shall be unlfi'wful for any person 
to send, take, or transmit, or attempt to send, take, or tran·~mit out of the United 
States, any letter or other writing, book, map, plan, or other paper, picture, or 
imy telegram, cablegram, or wireless message, or other form of communication 
intended for or to be deilvered, directly or Indirectly, to an enemy or ally of 
enemy; Provided, lwwever, That' any person may send, take, or transmit out of 
the United States anything hereii:I forbidden If he shall11rst submit the same to the 
President, or to such officer as the President may direct, ~~d shall obtain the 
ll~nse or consent of .the President, under such rules· and regulations, and with 
such exemptions, as shall, be prescribed by the President. ' 

(d) Whenever, during the present war, the President shall deem that the pub~ 
uri safety demands)t, he may cause to be censored under such 1.1lles and. regula.
tions as be may (rom time to time esti.tbllsb, communications by mail, cable, rad.lo, 
or other means of transmission passing between the. United States and any foreign 
country he may froni time to time specify, or which may be carried by any vessel 
or other means of transportation. touching at any port, place,. or territory of the 
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· United States acd _hvuud to "" f~:uw auy ioreign country. Any, person who will. 
fully evades or -attempts to evade the submission of ·any such eommunicatlon'to 
such cenll;Orshlp or willfully uses or attemp,ts to use any· code or other device for 
the purpose of concealing from such cellBorshlp the Intended meaning of such 
communication shall be punished as provld_ed In section sixteen of this Act. Sec. 
3, act 6 October 1917_ (40 Stat. 41!; 50-U.S. 0. App. 3). . ', 

SixmoN VI 

FIRST WAR POWERS ACT 1941 

Para~ 
• r · . . graph Page 

Censorship of communications; pemdt!es and forfelt!!~eB-------------------- 30 14 

30, _Censorship of communications; penalties and forfeitures.-Wbenever, 
during _the present war, the President shall deem that the public safety demands 
It, he may cause to be censored unde.r. such rtlles and regulatidns as he may 
from time to time establish, communications by mall, cable, radio, or other 
means of transmission passing between the United States and any foreign 
country he may from' time to time specify, or 'which may be carried :by any 
vessel or other means of transportation touching at any port, place, or Terri~ 
tory of the United States and bound to or from any_ foreign country. Any 
person who willfully evades or attempts, to evade_ the submission of any such 
communication to such censorship or willfully uses· or attempts to use any 
code or other device _for the purpose of concealing from such censorship the 
Intended meaning of such communication shall, upon conviction,· be fined not 
more than $10,000, or, If a natural person, Imprisoned for not more than· ten 
years,- or botb ; and the officer, director, or agent of any corporation who 
knowingly participates in such violation shall be punished by a like fine, Im
prisonment, or both, and any property, funds, securities, papers, or other 
articles· or documents, or .any vessel, together with her tackle, apparel, furni
ture, and equipment, concerned· In such violation shall be forfeited to the United 
States. Sec. 303, act·18Dece"';ber 1941 (55 Stat. 840; 50 U.S. C. App. Sup. 618). 

SECTION VII 

CO()RDINATION OF FEDERAL REPORTING SERVICES 

Para-
. · ·graph page· 

Unlawful 'disclosure· of !nformat!C?n; penalties ; release of Information to other · 
. agencies -----------·-----------------------"-------------~-------- ____ 31 14 

31. Unlawful disclosure of information; _penalties; release of information 
to other agencies.-(a) In the event that any information obtalnecJ In confi
dence by a Federal agency Is ~eleased by that agency to another F~eral agency, 
ull the provisions of law (Including penalties) which relate to the unlawful 
disclosure of any such Information shall apply to the officers and employees of 
the agency to· which such Information Is released to· the same ~xtent and In· 
the same m~nner llS such provisions apply to the officers and employees of the 
agency , which originally obtained sUch information; and the officers and em
ployees· of the agency to which the information Is. released shall in addition be 
subjected to the same provisions of law (Including penalties) relating to the 
unlawful disclosure of such information as If the information had been collected 
directly by such agency. 
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. (b) Information obtained by a· Federal agency from any person or persons. 
may, pursuant to this Act, be released to any other Fedet•al agency only if (1) 
the Information shall be released In the form of statistical totals or summaries.; 
or (2) the lnforniatlon as supplied by persons to a Ft>det·al agency shall not, at 
the tlnie of collection, ha\·e been declared· ,by that agency nr by any superiot· 
authority to be confidential; or {3' the persons 'supplying the lnfot·mation shall 
consent to the release of It to a second agency by the agency to which .the in-. 

·formation was originally supplied; or ( 4) the Federal agency to which anothet· 
·Federal agency shall release-the Information has authority to collect the lnforma· 
tion Itself and such authority Is supported by legal provision for criminal 
penaltle8 against persons falling to supply such information. Se~. 4, act 2t 
December 1942 (56 Sta-t. 1079; 5 U. S. Q. Suv. 13911.) 

SECTION VIII 

OFFENSES AGAINST OPERATIONS OF GOVERNMENT , 
Para
grsph Page 

FalSely pretending to be United States officer .. , ........ _______________________________ _.:·--·-- 32 15 
Purlo!n!ng; stealing; or lnJUI'Ing property of United States or property manufacture<l•under 

contract for War or Navy Departments .. ·----------------------------------·-------·------ 33 
Embezzling ·Brms and stores_ .. -----------------------------,--------------------------------- 34 
Injuries to fortlftcatlons or harbor defenses; jurisdiction of otlenses committed within Canal 

Zone or defensive sea areas.----------·------------------------------------------------------ 35 
I Un!awfn!ly entering mllltaryreservatlon, fort, or arsenal ___________________________ c, _________ · 36 

Unlawfn!ly entering, remalnlng;\e8ving, or committing acts In mllltary areas or zones________ 37 · 
PossesSion or control or propetty. or papers In aid or foreign government designed or Intended 

for violating penal statutes treaty rights, or obligations of United States; or rights under. law 
of nations .. ____ . ___ . _____ ----.--.--. __ -----.--.------.-,.---,---~-----------------.--------- 38 

Robbery of personal property or United States~------------------------------------.-----·----- 39 
Embezzling public moneys or other.propert:Y------------------------------------------------- 411 
Receiving stolen public propertY-----------------------·-------------------------------------- 41 
Injuries to telegraph llnes·---'---------.---------------------·---------------------------------

1
- 42 : 

Falsely making or forging naval,
1 
mllltary, or oftlc!al pass.·------------------·----------------- 43 

15 . 

l6 

16 
16 
17 

17 
17 
17 
17 
18 
18 

32. Falsely pretending to be United· States ofilcer.-Whoever, with hitent 
to defraud either the United States or any person, shall falsely assume or pre
tend to ~ an officer or employee acting under the authority of the· United States, 
~r any department, or"any officer of the Government thereof, or under the 
authority of any corporation owned or controlled by the United States~ and 
shall take upon himself to_ act as such, or shall in such pre!~nded charact~r 
demand or obtain from any person or from the' United StateS, or any depart
ment, or any officer of the Government thereof, or any corporation owned-or con
trolled by the United· States, any money, paper, document, or other valu~ble 
thing, shall be fined. not more than $1,000 or imprisoned not more than three 
years, or both. Sec. 3~, act 4 March 1_909 (35 Stat. 1095) as a~ended by .act 
!8 Febrtta;_ry1938 (52 Stat. 82; 18 U. B. 0. 76). 

1 
33. Purloining, stealing, or injuring property of United States or property 

manufactured under contract for War or Navy Departments.-(C) Whoever 
shall take and c,any away or take for his use, or for the use of anot~er, !with 
Intent to steal or purloin, or shall willfully Injure or commit any depredation 
against any property of the United States, or any brlmch or department thereof, 
or any' corporation in which the United States/of America Is a stockholder, 
or any propert;r which has been or Is being made, ·manufactured, or constructed 
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under contract for the War or Navy Departm'ents of the United States, shall 
be punished as follows: If the value of St~ch property exceeds the sum of .$50, by.a 
fine of nor'inore than $10,000 'or imprisonment for not more than ten years, 
or both ; if. the value Of such property . does not exceed the sum of $50, by a 
fine of not more .than $1,000 or' by imprisonment in a jail for not more _than one 
year, or both. Value, as used in this section, shall mean market 'value or cost 
price,:either whoiesale or retail, whichever shall be the greater. Sec.· 35, act ·4 

·March 1909. (."15 fitat.1095)· as amentled by act 23 October 1918 (40 Sta·t. 1015) as 
amernded'by act 18.June 1934 (48 Stat. 996) as ame1ided by act .fApril1938' (52 
Stat.198; 18 U.S. c. 82). . 

34. Embezzling arms and stores~-Whoever shall steal, embezzle, or know:. 
ingly apply to his· own use, or unlawfully sell, convey, or dispose of, any ordnance, 
arms, ammimitloil, clothing, subsistence; stores, money, or. other property of the 
United States, furnished or 'to be used for the military or naval service, shall be 
punished as prescribed in section ?5 of this Act. Sec."36, act 4 March 1909 (35 Stat. 
1096; 18 u. s. C;·87) .. 

35. Injuries to fortifications or harbor defenses: jurisdiction of· o:lfenses 
committed'.withih Canal Zone or defensive sea areas.-Whoever shall willfully 
trespasS upon, Injure, or destroy any of the works ·or property or material of any 
submarine mine or· torpedo or fortification o1· ha1·bor-defense system owned or 
constructed or in process of constriiction by the United States, or shall willfully 
fnte1·fere with the operation or u~e of any such submarine mine, to1·pedo, forUfi-' 
cation, or· harbm·-defense system,. or shall kno:whigly, willfully •. · or wantonly 
violate any duly authot·ized and prqmulgated order o1· reiulntion of the President 
goveming Jie1·sons or vessels within the limits of. 'defensive sea areas, which de
fensive _sea areas are hereby authm:ized to be established by order of the President 

• from time to time as may be necessary In his discretion for pm~poses of national 
defense, shall be 'punished on conviction thereof In a od.Istt·ict or circuit comt of 
ap~ls of the Un,lited States for. the. district or (.'ircuit in which the offense ;is 
committed, or into which the·offender is first brought, by a fine of not more than 
$5.000, or by imprisonmeitt for a term not excee<llng five years, or by both, in 
the discretion of the com·t. .Provided, offenses hereunder committed "'ithin the 
Canal Zone or..wlthin any defens.ive sen areas which the Pt·esident is authoriztld 
to establish bY·iJtis section, shall be cognizable in the District Court of the Canal 
Zone, and jurisdiction is hereby co~tferred upon said coui·t to hear' and determine 
all such cases arising uil<let· this section and .to impose the :Penalties herein. pro
vided fo.r the violation of ans. of its provisions. · Sec. 1, act 7 July 1898 (30 Stat. 
717), as amende(l by sec. #,.act 4 March 1909 (35 Stat. 1097), as amended by 
act 4 March 1917' (39 Stat.Ji94), as amended by sec. 19, act 22 May 1917 (,W 
Sta,t. 89; 18 U. s,.,C. 96). , 

36. ·unlawfully entering military reservation, fort, or arsenal.---:-Whoever, 
within the terrltot·y or jurisdiction of the United States, including. the Canal 
Zone, Puerto Rico, and the Phllippine Isiands, shall go upon any military reser
vation, Army post; foi·t, m· ·arsenal, for any purpose pr~Jhibited by law or mili
tat·y regulation made in pursitnnce of law, ot· whoeYer· shall t·eenter or be found · 
within any suchreserYatioh, post, fort, or at·senal, after haying been removed 
therefrom. ~r ordered not to reente1· by any officer· or pet·son in command or 
chat·ge thereof, shaiJ be fined not more than $500, or impt·isoned not mm·e than 
F.tix months, or bo,th. Sec. 45, ad 4 Jlan·h 1909 (;35 Stat. 1097), as a•mended by 
act 28 March1940f(54 Stat. 80; 18 U.S. C. 97), 
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37. Unlawfully entering, remaining, leaving, or committing acts in mili
tary areas or zones.-Whoeyer shan·enter, remilin in, leave, or commit any act 
!n any mllltary area or military zone prescribed, under the authority of an 

. Executive,order of the President, by the Secretary of War, or by any military 
com~ander designated by the Secretary of War, contrary to the restrictions 
npplicable to any such area or zone or contrary to the order of the ·secretary of 
War or any such military 'commander, shall, if it appears that he knew or should 
have know!l of the existence and extent of the restrictions or ordtlr and that his 
act 'faS in violatio!l thereof, be guilty of a misdemeanor and upon conviction 
shall be liable to a fine of not to,exceed $5,000 or to imprisonment' for not more 
than one ~ear, or both, for each offense. Act 21 March 1942 (56 Stat. 173; 18 
U.S. C. Sup. 97a). 

38. Possession or control of property or papers in aid of foreign govern
ment designed or intended for violating penal statutes, treaty rights, or 
obligations of United States; or rights under law of nations.-Whoever, in· aid 
of any foreign Government, shall knowingly and willfully have possession of or 
control over any property or papers designed or intended for use or which is 
used as the means of violating any penal statute, or any of the rights or obli
gations of the United States- under any treaty or the law of nations, shall be 
punished by imprisomilent for not more than ten years and may, in the dis
cretion· of the court, be fined not more than $1,000. The words "foreign govern- . 
ment", as used In this Act and in sections 156, 157, 161, 170, 171, 172, 173, and 
220 of the Act of 4 March 1909, entitled "An Act to codify, revise, and amend the 
~nal laws of the United States," shall be· deemed to include any Government, 
faction, or body of insurgents within a country with which the United States 
is at peace, which Government, faction, or. body of insurgents may or may not 
have been recognized by the United States as a Government. Sec. 4, act 15 June 
1917. (40 Stat. 226); sec. 22, act 15 Jwne 1917 (40 tBat. 230), as amended. ·by 
sec. 8, act 28 March 1940 (54 Stat. 80; 18 U.S. C. 98). 

39. Bobbery of personal· property of Uniter. States.-Whoever shall rob 
anotb,er of any kind or description of personal proiierty belonging to the United 
States, or shall feloniously take and carry away the same, shall be fined not 
more than $5,000, or imprisoned not more than ten years, or both. Sec. 46, act 4 
Maroh 1909 (35 Stat. 1097; 18 U.S. c. 99.) / 

40. Embezzling public moneys or other property.:-~hoeyer shall embezzle, 
steal, or purloin any money, property, record, voucher, _or valuable thing what
~ver, of the moneys, goods, chattels, records, or property of the United States, 
shall be fined not more than $5,000, or imprisoned not more than five years, or· 
both. Sec. 1;. act 3 Mat·ch 187o (18 Stat. 479), as amended 'by sec. 41, act 4 
March 1909 (-35 Stat. 1097; 18 U. B. C; 100). 

41.' Receiving stolen public property.-Whoever shall receive, conceal, or 
aid In concealing, or .shall have or retain in his possession with intent to convert 
to his own use or. gain, any money, property, record, voucher, or valuable thing. 
\Vhatever, of the moneys, goods, chattels, records, or property of the United 
St.ates, which has theretofore been embezzled, stolen, or purloined bY any other 
person, knowing the same to have beeQ so embezzled, stolen, or purloined, shall 
be fined not more than $5,oo0, or imprisoned not ·more than fiye years, or both;' 
and such :wrson may be tried either before or after the conviction of ·the 
llrincipal offender. Sec. 2, act 3 March 1875 (18 Stat. 419), as amended. by·sec. 
48, act 4 March 1909 (35 Stat. 1098; 18 U.S. C. 101). 
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. 42. Injuries to telegraph liRes.-Whoever shall wlllfully or maliciously In· 
jure or destroy. any ·of the works, property, or material of any telegraph, tele
phone, or cable line, or system, operated or controlled by the United States, 
whether constructed or ln. proce~ of construction, or shall wlllfully or mali
ciously Interfere In any way with t~e working .or use of any Btlch line, or 
system, or shall willfully or maliciously obstruct, hinder, or delay the trans
mission of any communication over any such line, "or system, shall be fined not 
more than· $1,000~ or imprisoned not more than three years, or both. Act ZJ 
1-urw 18!4 (1B Stat. 250),'as ~by sec. 60, act 4 Ma.rchl1009 (85 Sta;t. 
1099;· 1s u. s. a. 116). · · 

43. Falsely making or forging naval, milita~, or o:ID.cial pa~s.-Whoever 
shall falsely make, forge,, counterfeit, alter, or tamper with any naval, mtlltitry, 
or with wrongful or fraudulent intent, shall use or have in his pos8ession any 
such pass or permit, or shall personate or falsely represent himself to be or not 
to be a person to whom such pass or permit has 1been duly Issued, or shall wlll
fully allow any other person to have ?r use any such pass or permit, Issued for 
his use alone, Shall be fined not more than $2,000 or imprisoned JlOt more thilll 
five years, or bOth. Sec. 3, act of 15 June 1917 (40 Sta,t, Z28; 18 U~ S. a. 1SZ.) 

SECTION IX 

FOREIGN AGENTS AND PROPAGANDA 
Para-

~ graph Page 
· Acting as fore~ governmental agent without notice to Secretary of State----- . 44 18 

44. Acting as foreign governmental agent Without notice to Secretary of 
State.-Whoever; other than a diplomatic' or consular officer or attache, shall act 

~ In the United' States as an agent of.a foreign government without prior notification 
to the Secretary of State .shall be punished by imprisonment for not more than 
ten years and may, In the discretion of the court, be fined not:'more than $5,000. 
Sec. 3, act 15 June 1917 (40 Sta.t. 226), as a,mended by sec. 6, actz8 Jla,rch 1940. 
<54 Stat. 80; 22 u.s.a. 601 >. 

SIIX1l'IONX 

OFFENSES AGAINST EXISTENCE OF GOVERNMENT 

Para
graph Page 

Criminal correspondence with foreign goveruments ; redress of private injuries 
excepted------~-----------------------------------------~-------~--- 46 18 

Organizations carrying on subversive poll tical and civlllan mllltary activities ; 
definitions. ___ _: _____________ ..:_______________________________________ 46 19 

Same; penalties----------------------------------------~------~---~--- 47 19 

45. Criminal correspondence with foreign governments; redress af private 
injuries ex:cepted,..,.,-Every citizen of the United States, whether actually resident 
or abiding' within the same, or In any place subjeet'to the jurlsdicti9n thereOf, or 
In ariy foreign country, who, without the permission or authority of the Govern
ment, directly or indirectly, commen~ or carries on any verbal or written cor
respondence/ or intercourse with any foreign government or any offtcer cir &gent 
thereof, with an intent to lnfiuence the measures or conduct of any foreign 'gov-

18 ., I 

AGO 98 

-[ .. 

1_··-~W-n 
I . I' 

' '-J ·. l b. ' 
'-' 

SA:FEIG'UARD MILITARY INFORMATI-ON 
AR aBo-to 

45-47 

ernment or of any offtcer or agent thereof, in" relation to any disputes or ·con
troversies with t~e United States, or to defeat the measures of the. Government 
of the United States; and every person, being a citizen of or resident within the 
United. States or 'In' tmY place subject to the juriSdiction thereof, and not duly 

· authorized, l!ho counsels, advises, or aSBlsts In any such correspondence with such · 
hitent, sh.all be fined not more than ~.000 and .Imprisoned not more than three 
;sears; but nothing in this section shall be construed to abridge the right of a 
citizen to apply, himself or his agent, to any foreign government or the agents 
thereof for redress of any Injury which he may have sustained from such govern
ment or any oJ: Its agents·or subjects. Sec. 5, act 4 March 1909 (35 Stat. 1088), 
as a,men4ed by act Z2 April1932 (47 8tat.132; 18 U.S.a. 5).. , , 

46. Organizations carrying on subversive political and civilian military. 
activities; deftnitions.-For the purposes of this Act- . · 

(a) The term "Attorney General" means the Attorney General of the United 
~~; . . ' 

(b) The term "organization" means any group, club, ·league, society, com
mittee, . aBSOClatlpn, political party, or combination of individuals, whether 'in·, 
corpo~ated Qr otherwiSe, but such term shall not Include any corporation, 
aBSOCiation, · .community chest, fund or foundation, organized and operated 
exclusively for religious, chilritable, scientific, literary, or educational purposes; 
' (c) The tenn "poll tical activity" means. any activity the purpose or aim of 
which, or one of the purposet~. or alms of which, is the control by-'force or over
throw of the Government of the United States or a political subdivision thereof, 
or any State or political· subdivision thereof; 

(d) An organization shall be. deemed to be engaged in "civlllan mllltary 
activity" if (1) It gives Instruction to, or prescribes Instruction for, Its members 
in th~ use of firearms Qr other· weapons or any substitute therefor, or military 

·or naval science, or (2) It receives from any other organization or from any 
individual instruction In mllltary or naval science, or (3) it engages In any 
mllltary or naval maneuvers or activities, or, (4) It engagee, either with or 
without arms, in drllls or parades of a mUltary or naval character, or (5) it 
engages in any other form of organized activity which In the opinion of the 
Attorney General constitutes preparation fqr military action; alid · 

(e) An .organization shall be deemed '"subj~t to foreign/oontrol" if (1) it 
solicits or accepts financial contributions, loans, or support bf any kind, directly 
Qr indirectly, from, or Is afftliated directly or Indirectly with, a foreign .govern
ment or a political subdivision· thereof, or an agent, agency, or instrumentality. 
of a. foreign government or pollti.cal subdivision thereof, or a political party in 
·a foreign country, or an International political organization, or (2) Its policies, 
or any of them, are determined by· or at the suggestion of, or In collaboration 

. with, a foreign government or political subdivision. thereof, or agent, agency, 
or instrumentality of a foreign government or· a political subdivision thereof, 
or a political party in a foreign country, or an international political organlza· 
tion. Sec. 1, act 17 Octo'*r 1940 (54 Swt. 1201; 18. u.s. 0; 1Jl). · 

47. Same; penaltles.----:Any violation of any of ·the provisions of 'this Act shall· 
bf' punishable by a fine of not more than $10,000 or by imprisonment for not more 
than five years, or both. • • •. Bee. 4, act 17 October 1940 (54 Stat •. 1:!04; 18 
zr. s. a. 17). 
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SEC1'JON XI 

WILLFUL DESTRUCTION, ETC., OF WAR OR NATIONAL-DEFENSE. 
MATERIAL . 

Para- · 
graph Page 

Destroying or injuring national-defense materials, etC---~---------~------~- 48 20 
Making or causing.national-4efense material to be made, in defective manner ___ . 49 20 

4s. Destroying or injuring national-defense materials; etc.-Whoever, 'with 
Intent to injure; interfere ~lth, or obs!ruct the natlorial defense of· the United 
States, shall willfully injure or destroy; or sJ;lall attempt to so injure or destroy, 
any ~attonal-defense material, ,national-defense· premises, or. national-defense 
utlllties, as herein defined, shall, uP<in conviction thereof, be fined not more than 

· 
1 
$10,000 or 'mprisoned not more than ten years~ or both. Act 20 April _1918 (40 
Stat. 533) as added by sec. 5, act 30 November 1940 (54 Stat. 1221; 50 U. fl. C. 
'105). 

49. Making or causing national~detense material. to be made in defective 
manner.-Whoever, with Intent to injure, interfere with, or obstruct tlie national 
defense of the United States, shall willfuily make or cause to be made in a de
feCtive manner, or attempt to make or cause to be made)n a defective_ mlu'tiier, 
any national-defense material, as h~rein defined, or any tool, implement, machine, 
utensil, ·or receptacle used or employed In making, producing, manu~acturlng, or 
repairing any such national-defense material, as herein defined, sh~ll. upqn 
conviction thereof, be fined not more than $10,000 . or Imprisoned not more than 
ten years, or both. Act 20 April 1918. (40 Stat. 533) as aided by sec. 6, acf 30 
November 1940 (54 Stat. 1221; 50 U. B. C.106). - . · 

SECTION XII . 

INTERFERENCE. WITH HOMING PIGE<iNs OWNED BY ~ITED STATES 

Para-· 
graph Page 

Prohibited acts------------------------------------'"-:..-----------~---~..;. · 50. · 20 
Possession of pigeons as evidence of violation of_ law--------------~--------._: Iii 20 
Punishment---------------------------.---'-----'----·-------------------- 52 · 20 

50. Prohibited acts.-It is hereby declared· to be unlawful to knowinglyen
trap; capture, shoot, kill, possess, or in any way .detail~ an Antwerp; or homing 
pigeon, commonly called carrier plgeon, which ·is owned by th~ Uriittld States 
or bears a band owned and· issued by ·the United States having thereOn the 
letters "U: S. A." or "U. S. N." and a 8erlal number .. Sec. i, ac{ 19 April 1f}18 
(40 Stat. 533 ;'50 U. S. C. 111). · · · · . . · . . · · 

!St. Possession of pigeons as evidence· of" violation of law.~The possession 
or detention. of any pigeon described in section 1 'of this Act by any person .or 
persons in any loft, house, cage, building, or structure· in the ownership or 
under the oontrol.of such person or persons without ·giving iinmediate notice by. 
registered mail to the nearest military or n.a:val authorities, shall be prima tacie 
evidence of a violation of this Act. Bee. 2, act 19. April 1918 (40 Stai>533; ~0 
u; s. o. 112). · . · · · 

52. Punishment.-Any, person violating the provisions of this Act shail, ullon 
conviction, be punished by a fine of not more tha~ $100, or by imprisonment 
for not more tha~ six months, or by both such fine and Imprisonment. · Bee. 3, 
act 19 April19.1B <:~O Stat. 533; 50 U. S. C. 113). 1,.11 
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S~TION XIII? 

WAR OFFENSES 
Para-~~. 

;. 

'· 

. . . . . 1." graph Page 
Rellevlng, corresponding with, or aiding the enemy~~:.::_ 7 ___________ __,,_ ______ . 53· 21 · .. _ , .. 
Spies __ .;. ______ ., _____ : ________ .:._; ____ :_ ________ ,.::.:.-----..---------:..1,:':,,,.--..::... 54 21 · · 

·. . 53. Relieving, corr~sponding ~ith, or aiding the enemy.;, Whosoever re
lieves or attempts to relieve the enemy with arms, ammunition, supplies;· money, .;: . 
or other things, or knowingly harbors or protects or holds correspondence with .... 
or ·giveS lDteiUgence to the enemy, either directiY or indirectly, shall suffer. death · · :! 
or s1,1ch other punishment as a: court-martial. or military commission niay direct. · · · · \; . 
Aot 4 June1920, A W81 (41 Stat. 804~· 10 U.S. C.~1553). . 

54. Spies.~Any person who in time of wa~ shall be found lurking or acting :·: .l ~· 
as. a spy in or about any of the .tortlfications;' pqsts, quarters, or imcampments of 
any of the armies of the United States, or elsewhere, shall be t'ried by a general 

. court-martial or liy a .military commission, and shall, on conviction thereof, sutfer 
death. Act 4 June 1920, AW82 01 stat. 804; 10 u. s. c. 1554) .;~ · 

. . . . ,' . . .. 
. SECTioN XIV. 

l-nLITARY AREAS, ETC. 
.i 

, ' Para-· 

· .. ,.r 

· .. . . · . · graph Page 
Executive· Order (No. 9066) ·Secretary o~ War Author!zed to. prescribe ·II!mtary 

areas--~---------'----------~-----_:----~------'----~----.:.-------'"----- 55 21 
· Executive Order (No. 8972) protection of certain national-defense material, 

premises, and utlllties from injury or destruction_:::·-"-~_: ____________ .!_____ 56 22 

. .. ~.·. 

l · • . . · · .:P . · ... · ·. . ; ·. ~ .. 
55. Executive order-:-Becretary of War· authorized to prescribe military · 

ar~as.-The following Executive Order (No. 9006) is published· for the informa
tion and guidance of all concerned : ' · ., · · ' · 

AUTHORJZING, THE SECRETARY OF WAR TO PRESCRIBE. MILITARY 
)·. AREAS. ,; 

WHE~~AS the successful.-.prosecutlon of the War ,requir~ every possible 
protection again'st espionage and against sabotage to ·n~tionahd_efense material, 
national defense premises, and national-defense utilities as .·'defined in sec, ··4 
act 20 April1918, ('40 Stat. 533), as amended by act 30 Novenioor 1940, (54 Stlit. 
1220), and act 21 August 1941, (55 Stat. 655 ~50 u. s. c. 104): :: 

NOW, THEHEFORE, by virtue of the autho"i"lty vested in me· as President Of 
the United States, and Commander in Chief 'Of· the Army and •Navy, I hereby 
authorize and direct the Secretary of War, and·:the Military Commanders whom 
he.may from time to tlme·designate, whenever be or any designated Commander· 
deems . !!UCh action neCessary or desirable, to prescribe military: areas in SUCh 
places and of 'such extent as 'he .or the, appropriate Military· Commander inay 
determine, from which any or all persons may be exCluded, and with respect 
to which, the right ·of any person· to enter; remain in, or leave shall be subject 
to whatever restrictions the Secretary of Wilr'or the appropriate Military' Com
mander may impose in his discretion. The Secretary or War is hereby autho·r~ 
!zed to provide for . residents of any such area who ilre excluded therefrom, 
such transportittion, food, shelter, and other a:ccolnmodiltions as may be· neces
sary •. in the,j~dgment of ~l!e Secretary of War-,or the said Milit~ry Commander,' 
and until other arrangements are made, to accomplish the purpOse of this. order. 
The designation. of military areas in a:ily region or locality;:: shall supersede 
deSignations of prohibited and restricted areas: .. by the Attorn~y General, under 
the Proclamations of 7 and 8 December.1941,_,and shall super~de the responsi
bility and authority of the Attorney General under the said ·Proclamations in 
r~spect of sue~ prohibited ~~d restricted· areas; : · · 
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I hereby f~rther r~nthorize an<l direct-the Secretar~: of 'Var nn<l'the said l\lili
tary Commanders to take such other steps :iR he or the appropriate l\lilitnry 
Commander may deem advisable to enforce compliance with the restrictions 
applicable to each l\lilitnr~- area hereinabove authorized to he~ <lesignated, in· 
eluding the use of .Federal troops ami other Federal Agencies, with authority 
to accept assistance of state and local ageneies. ' 

I hereby further aufhm·ize a1Hl direet all Executive Departments, independent 
establishments and· other Federal Agencies, to assist the Reeretary of 'Var or 
the said Military C<immandt>rs in cm:r~·ing ont this J<Jxeenti\·e Order, including 
the furnishing of medical aid, hospitalization, food, c.lothing, t1·ansportation, use 
of .land, shelter, am] other supplies, equipment, utilities, facilities, alHl sen·ices. 

This order shall not he constrne<l as -modifying or .limiting in any way 'the 
authority heretofore granted ni1der l<"J. 0. 8!l72, 12 December 1!)41, nvr shall it 
be construed as liniiting or mo<lifying tl1e duty an< I responsibi.lity of the: l!'ederal 
Bureau of 'Investigation, with re~peeqt to the im·estigation of allei{Pd nets of 
sabotage or .the duty and responsihilit.v of the A tt<ll'ney General and the Depart
ment of Justice nuder the Proclamations of 7 -and 8 December 1941, prescribing 
regulations for the cmuluct and controf of aliPn enPmies, except as sneh duty 
and responsibility is superseded by the designation of military·areas hereunder. 
7 F. R. 140''1. ' . 

56~ Executive Order (No. 8972) authorizing the Secretary of War and the 
Secretary of the Navy to establish and maintain military guard and patrols, 
and to take 'other appropriate measures, to proteCt certain national-defense 
material, premises, and utilities from injury or destruction. 

WHEREAS the United States is.now at war; and 
WHEREAS there exists a serious and imme<liate potential danger of sabotage 

to national-defense material, national-defense premises, an<l national-defense 
utilities which mav menaee our maximum produdive pffort; and 

WHEREAS th~ Congress of the Uriited States has in recent enactments 
recognized this danger by enjoining efforts to injure, interfere with, or obstruct 
the national defense, and providing severe pemllties therefor; and . 

WHEREAS it is considered ileeessary in the interests of national defense 
that in particular situations whe1·e ha:~~ard01ts, <langerons, \n· other unfann·able 
conditions mav from time to time exi~t. speeial precautionary measure!'; be taken 
by establishing and mailrta'ining_military guards. and patrols or other appropri
ate means to protect from injui·y or destruetion national-defense material, na-
tional-defense premises, and national-defense utilities; · 

NOW, THEREFORE, by virtue of the authorit.i• wsted in me as President of 
the United States, and Commander-in-Chief of the Army and Navy of the United 
States, I hereby· authorize and <lireet the Secretary of "'ar, whenever he deems 
such action to be necesHarY or desirable and the Heeretary of the Na,·y, whenever 

~ he deems such aeti(m to' be ·ueeessar); or <lesirable, ·to establish and maintain 
military guards· and path>ls,· and to take othPr appropriate measures, to protpet· 
from injury or destrnction natimutl-defem:e matPrial, national-defpnse premises, 
and national-defense utilities, as dl'fined in act of 20 April HJ18 ( 40 .Stat. 5H3), 
as,amended by act of 30 November 1H40 (fi4 Stat. 1220), am! act of 21 August 
1941 (55 Stat. fi55). · 

This order shall not be construed as limiting or modifying the duty and 
responsibility of the Federal Bmeau of Imestigation, ,Department of .Justice, 
with respect to the Investigation of alleged acts of sabotage. (6 F. R 6420.) 
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J,llgibJhty for award of contract r{'strlcted to citizens· employment t>f" aliens-- 57 23 
Protection of diplomatic codps ___________ :_ ________ ~--------------------- o8' 23 

5_7._ Eligi.bility for award of contract restricted to citizens; e~ployment of 
aliens.-Only citizens of the United States,- and corpo1·atioirs of which not less 
than three-folll'ths of the capital. stock Is <}W_ned by citizens of the United States, 
and of' whieh tbe mPmbers of the bom·<ls of directoi'S are citizens of the United 
States, and. having manufaeturing plantH located within the continental limits 
of the United States shall be Pligible to be awarded any contract under this 
~;:ectlon to furnish or constritct aircraft, aircraft pa1·ts or aeronautical acces
sories for the United States 9ohrnment, except _that a domestic 1cm·poration 
whose stock shall be liHted on a stock exehange shall not be barred by the 
provisions of this section unless and until foreign o\\;nershlp or control of a 
'm11jority of its stock shall be kno~n to the Secretary of War or the Secretary 
of the· Navy, as the case may be, and no aliens employed by a, contractor for 
furnishing or constructing airc1·aft, or aircraft parts, or aerqriautical acces
sories for the United States shall be permitted to have access t~ the pl~ns or 
specifications or the work under construction or to participate In the contract 
trials without the written consent beforehand of the Secretary of ·the department 
concerned. ,Sec. lO (}), aot 2 July 1926 (44 Stat. 787; 10 U.S. 0. 310 (j) ). 

58. Protection o! diplomatic codes.-Whoever, by virtl}e· of his employment 
by the United States, shall obtain from another OJ' shall have custody of or 
access to, or shall have had custody of or access to, any official diplomatic code or 
any matter prepared in any such code, or which purpm'ts to have been prepared 
In any such code, and shall willfully, without authorization or competent authority, 
publish or furnish to another any such code or matter or anv matter which 
was obtained while in the process of transmi~sion bPtw~en any. foreign govern
ment and its diplomatic mission in the United States, shall be fined not more than 
$10,000 or imprisoned not more than ten years, o1· both. Act 10 June 1933 (48 
$tat. 122; 22 u.s. _o. 135). / 

SECTION XVI r 

LAWS AND REGULATIONS GQVERNING INTERNATIONAL TRAFFIC IN 
ARMS 

Para-

"P. eclal . graph Page 
" provisions In regard to military secrets--------------------------- 59 .23 

. 59. Special provisions in regard to military secrets.-a. Under provisions · 
of Part V of the Laws and Regulations Administered by the Department of State 
Governing the International Traffic 'in Arms, Ammunition, and Implements of 
War and Other :Munition"<; of War, 1939, the Secretary, of State will not Issue a· 
license authorizing the exportation of any arms, aiumunition, or i~plements of 
war considered by the Secretary of War· or by the Secretary of the Navy as 
instruments or appliances included among· the articles covered by tho~e terms 
as used in· this act if, in their opinion, they im··olve -military secrets of interest 
to the national defense. The articles which may be so considered are th·ose 
falling within one of the following categories. 

23 
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59 . SAFEGUARD MILITARY I~rFORMATION 

(1) 

(2) 

Articles, the whole. or any features· of which have been or are· being 
develo~d or manufactured by or for ,the War Department, or the 
Navy Department or with the participation of either of the De

, partments; and 
Articles, the whole or any features of which have been used or are 

being used by the War Department or the Navy Department or which 
either Departme~t .has contracted· to procure. 

b. Included among articles developed by or for the: War Department or the 
Navy Department are those which have been contracted for hy either of those 
Departments, or which have been developed In ae...'Ordarice with Army or Navy 
specifications and 'submitted to either Department for evaluation for procurement. 

c. Prospective exporters of 'arms, ammunition, and implements· of war should, 
before applying for a license to· authofize the exportation of any article falling 
within the· above categories which may possibly involve military secrets of in
terest to the national.defense; communicate with the Secretary of State in advance . 
of the proposed ~hipinerit in ~rder that he may be in a position to ascertairr for 
the prospective exporter whether or not military secrets are, In fact,' involved 
therein. The articles upon which a determination is requested shouid be desig
nated clearly and specifically, . the type a1_1d model desigpations being included. 
Where applicable, Army or Navy drawirig numbers should be given,' or detailed · 
plans and specifications submitted. See 4 F. R. 4518. 

[A. G. 380.01 (23 Jul43).l 

:SY ORDER OF THE SECBErARY OF w AB. 

OFFIOIAL: 
J. A. U:LIO, 

Major General, 
The Adjutant General; 

DISTRIBUTION : 

A; E. 
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Chief of Staff. 
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'CIRCULAR} 
No. 343 

WAR DEPARTMENT, 
. WASHINGTON 25, D. 0., 21 August 1944. 

. . / Section 
ARMY POSTAL UNIT-Rescission of letters pertaining to equipmenL----~-'------ I 
FUNDS-AR 35-78'o amended _______ .:_ ______________ :_ ____ . ________ . __________ ~-· ~ . II. 

M-Ir.ITARY INFORMATION-Policy governing requests from Federal, State, and· 
other agencies,--------.-.------------~---------'----:---~-------------------- III 

PROPERTY ACCOUNTING-Elimination of W. D., A. G. 0. Form No. 735-Circular 
No. 39, War Department, 1944, ·amended----------~--------------~---------- IV 

RESCISSION-Letters pertainiJ•g to soldi·ers 'of J'apan·ese ancestrY--~--------.---- V 

/ __ ARMY 'POSTAL_UNIT.-War Department letter: (AG '475- (10 Aug 42) 
AP.-,PS-M), 10 August 1942, and Services of·Supply letter (AG 475 .(10 Aug 42) 
AP-PS-M), 10 August 1942, both on the subject, "Equipping Army postal units,': 
are rescinded. · \ 

[A. G. 475 (18 Aug 44).] 

/l __ FUNDS.-Pending.the printing of changes in AR 35-780, paragraph 2d 
(5%), pertaining to the .use of W. D., F. D. Form No. 10 for deposits received 
from interned enemy aliens and- prisoners ~f war, is rescinded. 

[A. G.131 (17 Aug44).] 

IIL_Mf_LITARY INFORMATJON.-1. Reference is made·to 'paragraphs 11 
- 'and 19, AR 380-5, 15 March 1944, and to paragraph 5o, AR 410-5, 5 April 1944. 

. 2. This circular is ·issued under tlie authority- of above-cited subparagraph- of 
AR 410-5 and will govern the handling of reqt\ests from private individuals, 
firms, or corporations and· from Federal or State departments or agencies 'for 
classified information. · · 

3. This circular has no application to,-
·a. Transmission of classified inform~tion to military or naval agencies of the _ . 

United States Government. •· 
b. Matters referred to in subparagraphs b and o of paragraph 19, AR 380-5. 

(Se~ MemOl:andum No. "\V380-44, to Commanding Generals, Army Ground 
I 

Forces, Army Air Forces, Army Service Forces, 25 February 1944, as amended 
_by memorandum of 24 July 1944, subject,. Exchange of Technical· Inforniation 

. with Foreign Nationl,lls.) Except where the Assistant Chief of Staff, G-2, War 
Departme-gt General Staff, speci~cally directs otherwise, exchange of classified 
and unclassified military information w~th foreign nationals is a responsibility 
of the Chlef, Military Intelligence Service, under policy prescribed by tl::ie 
Assistant Chief of Staff, G-2, War Department General Staff .. 

-o. Existing arra~gements and praCtices concerni!lg_ tran'smission' of 'informa-' 
tion among intelligence agencies. ' ' 

d. Requests by- the Congress of 'the United States, its Committees or Members. · 
(These should be referred to Legislative and Liaison-Division, War Department 
General Staff.) 
· e. Reque(!ts for information for use'in,connection with pending or prospective 
litigation. (See paragraph 5, AR 41G-5, 8 February 1043.) 
· f. Requests .for information for publication in news or publicity media. (See 

Cir.111, WD, 1944.) 
g._Requests for classified aerial photographs of areas within the continental 

United States. (f\ee Memorandum No. W380-44, 14_-January 1944, as amended 
by mem01'andum of '22 February 1944, subject, Aerjal Photographs.) : 

4. Private individuals, firms, corporations, and Federal and State departments 
and agencies may receive classified informaJion from the War Depar~_ment and 
from War Department contractors subjec·t to the a\·ailability of the information 
AGO 403B 598702°-44 
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and provided War Department facilities will not ·be overtaxed .and national 
security or the welfare of the Military Establishment will .not :be· adversely · 
affected. · · 

5~ 'Tlie following are designated as the responsible officers. for the release of 
c~assified information under the provision oCthis circular: The Commanding 
Generals, Army Ground I<'orces, Army Air Forces, Army• Service Forces, and 
defen-se commands, for informat.ion of primary interest to .each; and th~ Chief, 
Military Intelligence Service, War Department, for information of. primary 
interest to the War D~partment General and Special Staffs· and oversea com
mands. Information normally will be considered of primary interest to that 
command -in which, or by the efforts. of which, it originated; for example, in
formation concerning' an article of .materiel is of priinary interest to the com
ni'arid responsible for its deveiopment, production, or pr~curement. Each of the 
above is authorized to trar:smit classified information, in his discretion, to private ' 
individuals, firms, or corporations or to Federal or State agencies, provided- . 

a. Possession of the informa~ion by the requester i~ necessary for its, or }lis, 
performance of a governmental .function. ('Production of war materiel is con- . 
sidered, for this purpose, to be· governmental function.) 

b. Releas; of the information to. the requester will not restrict, hamper, 
jeopardize, or embarrass· any military activity, or othenvise ~mbarrass the War 
Department. 

c. The information was originated within the Military-Establishment or by. 
a War Department contr_actor. ~ (.See paragraph 7 of th_is circular.) 

d. Adequate assurances are received from the requester (other than an agency 
of the Federal Government) that the material will' be available only to key 
personnel and will be safeguarded in ·a. manner similar to that provided in. AU 

. 380-5. 
e. Release of the· information .to the requester will not prejudice the interest 

of the source of such' .inforniiition. In no case will technical, industrial; or trade 
information not wholly Government-owned, ol.·· concerning which release autl)or
ity has not already been· obtained, be ·releasee} wi_thout ~onsent of the o'v~er. · 

f. Helease of the informa~ion to the requester will not violate any commitment 
made in obtaining it. . 

g. No restriction .on the rele~se of the information has been imposed by the 
commanding general of ~ny geographical area in which the subject of the 
informu tionlies. 

6. Care will be exercised to comply with all provisions of AR 380--5 relating 
to the -transmission and· dissemination of classified information and the marking 
of classifiedclocuments. (See paragraphs 2,0, 25, 27, ahd 28, AR 380-5.) 

7. If the information requested was qriginated by an agency outside the j~ris
diction of the War Department, except a War Department contractor, the request 
will b2 referred to the originating agency for action, or its permission obtained. 
before release of the information to the requester. 

8. If thf information ·in any way concerns ~aval installations, activities, 
equipment, Qr- other interests, consent. of the appropriate Bureau of the Navy 
Department will be obtained before its release. 

9. ·whenever it is determined, under the principles stated in this circular, that 
information deriv.ed fmm intelligence investigations should be released, such 
information will be transmitted only in such form as not .to disclose sources or 
met1wds by which it was obtained. 

AGO 403B. 
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10. Care :will be exercised to avoid release of any information indicating ani
mosity or . pr~judices, :~itterse critlcism ·.of individuals, firms, or. agencies, or 
personal appraisal of the competence or incompetence of any i'ndividual. · 

·-n. Section .VI, Circuiar No: 34, War Department, 1943, and se~ti_on I, Circular 
No. 129, War Department, 1943, pertaining to the foregoing subject,.are rescinded., 

[A. G. 312.1-(17 Aug 44),] 

iV~_pRQPERTY ACCOUNTING.-1. Paragraph 11, Circular No. 39, War 
Department, 1944; is rescinded. and the follo;;'ing substituted the~efor: 

11. ·General.-The instructions contained herein regarding the preparation 
and processing of requisitions_ an"d distribution of supplies and equipment are 
intended to-follow ~s closely as possible the procedure required in field opera
tions and should be so "interprete-d. Requisitions submitted to station supply· 
officer;s will be prepared on W. D., A. G. 0: Form No. 446, 6 August 1943, prepared 
and pr~cessed as indicated in figures _2 and 3, paragraph 17. Reports <?f survey 
and statements of charges will not be used as documents for thereisst1e of listed 
articles. Such articles will be issued onthe presentation of a properly executed 
proiJerty issue slip. Separate units and-organizations. will not present requisi
tions to station ~upply ofii~ers unless. the listed articles will be accepted when 
ready for issue. The preparation of the individual clothing slips ·w. D., A. G. 0. 
Forms Nos. 35 and 735 to SLrt)port requisitions for clothing :will not be required. 

2. Paragraph 1n, ·section· IV, Cfrcular No. 240, "\Var Department, 1943, is 
rescinded. 

[A. G. 315 (12 Aug 44) .] 

V _ .RESCISSION.-The following WaJ: Department letters are rescinded: 
1. AG 220.71 (16 Apr 43) PE-A-OPD, 19 April 1943, subject, "Circu~ation of 

soldiers ·of Japanese ancestry in Western Defense Command." 
2. AG-220.71 (16 Apr~ 43) PE-A-OPD, 20 April1943, subject, "Revision of War 

Department instructions governing grunting furloug~s to soldiers of Japanese 
ancestry." 

3. AG 220.71 (16 Apr 43) PE_:A-OPD, 29 April 1943, subject, "Pass or 'fur
lough for ind(l~te~s o~ Japanes~ ancestry." 

[A. G. 220.71 (5 Aug44).] 

BY ORDER OF THE SECRETARY OF "\VAR: 

OFFICIAL: 

J:-A. ULIO, 
Major General, 

The-Adjutant General. 

AGO 403B 

G. Q.,MARSHALL, 
Chief of Staff. 
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CIRCULAR} 
·No. 259 

WAR DEPARTMENT, 
WASHINGTON 25, D. C., 26 June 1944. 

REGRADING OF CLASSIFIED INFORMATION 

I. The purpose of·this circular is to clarify certain provisions of paragraph 15, 
AR 3So-5 and particularly; to define appropriate authority for regrading of classi
fied information. 

2. The instructfons contained in paragraph 15, AR 3SQ-5 to keep classified 
matter constantly under .review and to downgraue it as soon as co·nditions pe1·mit 
will be implemented immediately by all agencies and echelons. - . 

3. ·Docume~ts which affect only one element will be regraded by that el~111ent 
and ordinarily at the echelon where they originated or are presently held, whiell
ever is the higher, Higher authol'ity ordinarily need not and should not he 
consulted. 

4. \Yhen the interests of two or more elements are involved in the regrading 
of a document, the element desiring to regrade will consult the others and eacl! 
will attempt to reach an agreement. 

5. \Vhe_i1 the interests of twoo~ more elements are inYolved In the i·egmding 
of a document and no agreement can be reached, the matter will be refenetl fur 
·decision, through channels, to. the lowest superior common to the both. A full 
statement of the views of. the differing elements will aceompany the request for 
decision. 

6. The Assistant Chief of Staff, G-2, \.Yar Depar.tment General Staff, is the 
authorized agency to deciue differences described in paragraph 5, provided there 
isno common superior to the differing elements lower than the Chief of Staff. 

7. An agency of the War Department receiving _a' document ft·om the Navy 
Department, which is not of a joint or combined nature and which appears to be 
over or under classified, is auth'orized to present the matter directly to the proper 
authority within the Navy Department and request regrading. · 

8. Joint Security 'Control has been authorized by.' the' Joint Chiefs uf Staff to 
decide all differences between Army and Navy agen\!ies in matters o~ regratling. 

9. In Gases of Combined United States-British documents, proper ageudes or 
the War Department will he authorized, on request; by Joint Security. Control t;J 
consult directly with their opposite agencies of the British Joint Staff Mission iu 
matters affecting only the two agencies. In the event no agreement I,; readH~d, 
the matter will be referred to Joint Security Control. 

10. In cases of under classification which eridanger security, emergeney stqJs 
may be taken to effect temporary upgmding before resorting to the pro<:ednn~~ 
eontalued in this circular. · 

[A. G. 380.01 (19 Jmi44).] 

BY ORDER OF THE SECRJCTARY OF vV:o~.R: 

OFFICIAL: 

J. A. ULIO, 
Major General, 

'!'he Adj-utant· General. 

AGO 407B 

G. C. MARSHALL, 
Chief of Staff. 

U. S."GOVE~NMENT PRINTING OFFICE: 194-4 
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WAR DEP'ARTMENT,'. 
WAsrnNGTON_25, D. o:, 29 February 1944; · 

. . . . . . . ' . 

. . . SE;CuRITY CLASSIFICATIONS 

1. The Combined Chiefs of 'stalf have approved an il:gteement made be
tween the American and British services on the .definition; classific~tion, 
and handllngtof· matters :to be safeguarded, Procedures, riames, definitions, 

·and handling hereinafter set forth are to be put·in elfect by· all War Depal't
ment offices'and. United States Army headquarters on zero zero zero' one Z, 
15 March 19#. ,- · · · 
, 2;. Instructions to- the same elfe'ct are being issued for the ·same effective 
date to the·United States Navy and to the British Armed Forces. 

3. It is contemplated that a complete revision of AR 380-5 embodying the 
details of the new llgreement will be printed and distributed to the War 
Department on or about 1 April .i944. . 

4. From 15 M;rch"l944 to date of receipt of the revision of .AR.380-5, the 
policy hereinafter outlined ·will be followed by all concerned. No change in 
the.classificatio_n of existing documents is necessitated by. this, agreement. 

5: -Combined: Security Classifications Agreement. 
NEJED FOR :cLASSIFICATION . 

1. To safeguard officia:J maher, it must •be. examined and graded into 
categories so· that it•may be recognized and accoi·ded proper handling. To 
grade matter accurately and uniformly, the following general policy and 

· definiti'ons ·hav.e •been agreed upon by the Combined Chiefs of. Staff to be
come. effective 15 111 atch ·1944 •. · The_detailed instructions based thereon win 
be issued tiy ·the'· se·veral_.servides concerned not :later than J April"1914. • 

DE,FIN{T_IO!i'S ,, . , . . . .. r.. . .• . . . . 
· 2. For 'th~ purpose of this ag'reeme~t, the following definitions. apply: 

a. Documents: Any form of recorded information .. 
b. 1\j:l:t~rie! :: . .An§ a_rticl~. suti~tance, or'apparai:us. _ 
c. Handling: Care in. transmission and custody. . . . . , 
d. Distrib.ution: Extent of actual or authorized issue of spec.lfl.e:rnatter. 
e. Cryptographic system: Code and/or cipher and instructions therefor. 
t: Reg:stered matter (documeJ?.t): Any classified document or device' regis-

_·.- , ·tere.d usually by numbe·r ·and p'erioclically accounted for. · _ ' · ' · · 
. g. Ordef· of Battle:· Important dispositions of our forces. with the' ident!

. ties of the milts and foi·mations composing those forces in or aib~cent 
to. operational theaters. 

h. Munitions of war: Any item used for war ... 

CATEGORIES 
3. Official matte;· requiring .classification sh::tU be examined and graded 

under one ·of the following categories: . . 
. TOP SECI::ci' (signal abbreviation, TOPSEC) 

~EGRET . . 

CONFIDENTIAL .: ' ' :. 
RESTRICTED . L.::::;: 'l 

4. The'u!:iited Sta'tes regards TOP SECRET'as·a· subdivision of.SE(JRET. -~? 
On)_the <ither hani:l, 'the British regard .TOP SEORJ\lT .as a distiilc't category. 
Al-though· this difference of view is recognized it is immaterial to this agree- AL:\ 
ment under, which complete working uniformity is. qbt~ined by the' adoption ~ 
of .agreed definitions, examples and rules of treatment, for the handling of ~~ -·I 
all Classified 'matter. ' . ~- I 
' 5. ~roviding the· following defini!ions and. rule§J for handling are mutually 3 -:st · 
accepted--and rigorously, implemented, the difficulties can be overcome. .>,, ,;? 

. 570801 '-44-AGO 234. . , . Ct# 4r,'< 
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TOP SECRET 
6. certain secret do'cl1ments, information, and materiel, the security:aspect 

of _which is pa-ramount, and whose unauthorized disclosure 'ivould __ ·c~tlse 
exceptionally grave damage to the nation shi!Ir he classified TOP SECRET. 
- 7.. The following are some exantples of 'matter which normally will be 
graded TOP 'sECRET: -~". · · - ··· ·-

a. Plans or Iiarticulars of future major or;speCial operations. . 
b. Particulars of iipportant 'diSpOSitions ·or impending moves 'of• our forces 

or convoys in connection with:a above. · · . · 
c. Very important political documents dealing. with such matters as nego-

tiations for alliances and the like. · '. · · ·:•' · · · · 
· a: Informati~n of the methods_ used_or success obtained by our· Intelligence 

.Services and Counter-Intelligence Services or ~hich:.would imperil secret 
· agents; -· · · · ·· · _ · 
. _ e.-·Critical-ii1formation_.of-new and important munitions of·war;-Including 

•. approved scientific and technical developments. · 
f. Important particulars of cryptography and cryptanalysis .. 

' . ' 
SECRET· -· ·. _ 

·s. Documents, information, or ntateriel, the unauthorized· -disclosure of 
which would endanger national security; cause serious-injuri'to·the interests 
or.prestige of the nation, or any gover~me~til activity:thereof, ot-,vould iie· 
of great advaritage to· a foreign nation shall be classified SECRET: 
.. 9: The>i:oiiowing are some_ examples of matter which normally will- be 
graded SECRET : - . . -' --· · · 

· ·a. Pa-rticulars of operations in progress. . _ , _-
b. Plaris or particulars of operations not included'under''r'OP SECREl'r: 
c. Instructions regarding the einploymeii( of importai-lt ne\v· munitions of 

' '. . : . . 
~~ - . . - . 

d.' Order of Battle information and locations and moves affeding ·the 
Order of Battle. - · · · - · · · · · _,,. · · 

e. Knowledge of enem~· materiel· and procedure,'_ the value of' which de
- pends upon the enemy 'not knowing that we possess it. 

· f. Vital military infor~ation on important: defenses.-
g. Cer-tain. reports of operations' containing 'inf<:Jrmation of· vital inter~st 

to th~ enemy. ' 
h. Adverse reports on general morale affecting major operations> 
.i. Important improvements to existing munitions .of war- until accepted 

-for .serv~ce use. · 
j. Photogr-aphs of vulnerable poj_nts or_ vital, instailations . under our 

·control. · · 
k. Certain· development projects . 

. l._ Important cryptographic devices unless assigned t~ a lower category~ I 

CONF IIJENTIAL 
10. Documents, infor~ation, or mater!~'!, the ilnauthorized disclosure' of 

which, while not endangering the· national. security, >-vould be _prej~clicial 
to th~ interests 'or prestige of the nation, any governmental activitrl: an 
individual, or would_ cause administrative embarrassment, or difficulty, or 
be of advantage, to ac for~ign' nation shall be classified CONFIDENTiAL. 

. ''· - -11. ''rhe following are' some example'! of matter which' normally' will 'be 
graded CONFIDENTIAL: . . . · ' · · -

a. Matters·, investigations; arid documents· 6f il: personal and discipliilary 
natu_ie; the kn-owledge of which it is desirable to safeguaPfl for adminisii_;a-' 
tive reaSonS. - ' , . ' · ·- ' - . ' - ' ' I : ' ,". ,:· '( -.- - . . . 

b. Routine operational and battle ~eports which do not' contain inforina-
-tion·of vital-iriterestt'o the enemy.'-'· -,,:;, ,~ . ·· , .;.;. · ·- "'' ' · 

o. Routine intelligence reports>· . : - ,.. - ·, ' - -
- AG0,-234 
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cl. General military radio .frequency allocations. . _,_ 
. e. Militat:Y, ·c;lll signs, unless so c,olleeted tog~ther : t~at they ieveal. th~-

j)r¢er. of,:Battl();~.~.:f,,_ ;; ,:.,~- . •• . ·.::' ' . . ' 
._f.: Meteorologica].information. of designated areas.. ·'' :·:~.:·: ·· .. r/ tfiiit ~wo,vem~ts::()f,.rio}.;ope-ratlon~Lsign.ificance iri 'areas :within, or ad-

jacent to operational the~ters.- . " . . . ~ . .. . . . . . 
ii. Certiiin .,tf!chn~c~i documents and manuals used. for training,mainte-

narice:and inspectloii'of impo'rtant 'neW mUnitiOnS Of war... I •,. • 

. . i. G.eneral tacticaf-1es~~ns learned a's a res~lt- of overations. . 
j.: ~gr_ial photographs of territories under' o'ur control in. ~r adjac~nt to 

operation.ai theaters. ' · · . 
. ' 

RE/)TRIGTE,D: · ·:.·: .:, · ·'· 
· 12. Documents, information, or materiel (other· than TOP SECRET.,,SE" 

CRET, or CONFIDENTIAL) which ~hould not be published or communicated 
to· anyone' except-Jor of!icial pur:Po:ses shall be classified;RESTRICTED. 

13. The, following are some examples .of matter which 'normally will 
be graded.RESTiUCTE_D:. . . . 

a. Information of moves of nonoperational signifcance in areas remote 
. fro'm theaters of war. · · 
~. b, Training'and technical documents for officiai use only or not intended 

· for -release to the· public.·.· . · · . · 
· . c. certain' routine documents relating to supply and pr'ocurement. .. 
. d .. Aeria].ph9togr.~Pli~ o( t~rritories under our _contt:ol remote .f~oni opera-. 
tiona! thea'ters. · · , :· · ··.::, . 

·e. Photographs;of enemy, enemy.o_~CJlpied_or·dominated, ar~as except those 
Which. ~e.v~al ~eqe~ SOU,rC!'!S· . . , . . . . , 
. t: Strength returns of .units remote. from operational theaters. 

- -. -- -· ", ~ , .. · ~-r . , . . . . , . ~- ;.. ·. . ~ . w :· • • - • • 

GENERAL PRINCIPLES 
.GRADING.· ,.· 

14. The designation of persons respo~sible for grading· and regrading will 
:be· a:.fu~ction•·of the appropriate authoritie·s. ·'·"' · ' ' · 

'15. Each document ·should be graded-according to·its own·content and not 
necessarily ·accorcling to its· relationship ·to another document. '.rhis also 
applies to extracts-from graded documents . 
. : 16. The:grading. of a .file or group of physically ,connected. documents shall 

·be that.of the highest- graded doc"Ument therein .. · ;,· 

·REGRADING . 
17. IT IS THE ,OBLIGATION OF ALL L<\.UTHORITIES TO. 'KEEP 

. 'CLASSIFIEI)"MATTER CONSTANTLY. UNDER REViEW 'AND TO' 
DOWNGRADE IT AS SOON fA:S CONDITIO.~S. PERMrr. . .. 

T_RANSMISSJON BY'ELEG'l'R.[GA" MijJApS, •. . .. .: .; , .. 
18. Messages which have been trans.initttid or' ar·e 'to be trimsmitted in a 

high-grade cryptographic system of one nation will not be relayed' or tr~ns
mitted by 'the ·other' nation J:ietw;cim 'point :of'.origiri an'd destination· by 'elec
' trical 'means· iii clear language or unapproved "scrambler" systeni, or·low-
grQ:cle ·cryptographic syst'em.· '· · · " · · · ' 

' ' •• .; ) J 

'\ 

, .. · . . .. · . . HANDLING (TREATMENT) . ·. . . . - 0 . 
.. ':i~~: N~ ~~;son 'is e~tftl~d· solely by vi~tu~-~~ hi's.ra~k· o; ,position .to/Ymowl- /\,~· 
edge or possession .of classified matter. Such. matter:is. entrusted Qnly to 
those individuals wl1ose :official duties require such, knowiedge or .possession. ' { 
SEf!RET,. . __ .. , .. . , . . .- _ . ~ 

20. SECRET matter will be handled in· accordance with the following· 
rules : . . · . . 

. a. The highest grade· c~yptographic systems available. will. be used· for 
the transmrssi6n of SECRET messages. 
AGO 234. 
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b.· SECRET documents will be ·transmitted only by officially :desiiuated 
, courier''in dcn'ibie 'sehled "env~lopes, the inner one being marked_SECRElT, 
and' will be opened only by the'addtessee' or his authorized repres'entative. 
Where officially desig~at'ed courier s-ervice is nilt avallabh~, SECRET· docu
~ents illllY be- transmitted by re-giste~ed mail service or mail service superio-r 
to registered inail service, if the service is completei{~ithin· national control. 

,, .. o. ·Transmission ·and ~ustody of these .documents and materi~l'·will nor-
.- • mally be covered by 'a receipt systeni and 'registered,docuriients- o~ ·mat~J,"ieL 

perfodically accounted' for. It is 'mandatory that regist'ered documents, be 
cov(m~d by ·a receipt system. . ' . ' . . . . ' . . ' - ' . 
• d. SECRET messages ~ill not be--transmitted by electricai means in .. the 
clear, except over approved circuits and providing t~e rule iri.-paragi'aph 18 
is. n9t violated.·' · ... _.- - • . 

. NOTES: (1) Ari. 'approved circuit is ( 
'A circuit· approved by. ·the -~heater commander .. T)le -British 
Services "Defence Teleprinter Network"_ in tile United Kingdom. 

(2) This' Item wlll not .appear ·in U. S. ·RegUlations ·on cryptQgraphic 
security. It will be released immediately ·to~ responsible com: 
manders in special letters of instructions. . . . -'· 

·e. It is the responsibility-of the commissioned otflcer.or equivail~nt civilian
holding custody of SECRET ·documents t(dnsure that.all-se~rity•precau-
tions are taken to guard such documents at all times. _ , , . 

' . 
TOP SECRET- ,,._ 
-. 21: TOP -SECRET matter- win· be. handled in accordance with the above 
rules, with additional. safeguards as follows: · . _ . . . . _ 
· a. ·under -no· circumstances wilf such matter ·be· .trahs!Ilitted by registered 
inail. . · ·. . . s,.:· ~; ._ . ,.~ . 

b.·. Under no circumstances wlll messages so graded. be tran~itted: by elec
trical means in 'the clear.' 

c: It is mand~tqry that transmission and custody o_f ~uch nuitter-be 'cov-
. ered :by a receipt system. · -. . · . - . · · ·: -' _ ·· . . . 

. d. T-OP SECRET- docunie~ts will be han;lled· O}!ly,by persons ~pecifi~ally 
desigitated and may not be disclosed to. any person solely by ~lrtu'e' of hi~ 
rank o_~ office: . . . .- . . . . ' . 

CONFIDENTIAL . · , . - . . . .. _ , 
.. 22. CONFIDENTIAL- matter will be: handled in accordance with the.'foi-
lowing rules : I . · · _ · 

a .. CONI<'IDENTIAL documents, except registered, will be transmitted by 
appr()ved official .~eans. R'egisteied CONFIDENTIAL (jocuments. will be 
pandied in the same manner as registered.SECRE':l' d(,cll;m~nts: ... . _. ; 

b. It is the·responsibilify of the cop1missioned officer or equivalent. official 
holding __ custody of CONFIDENTIAL- docum€nits t'o J~sure · that appropriate 
security precautions ar:e, taken at ap ti~es. · · 
RESTRICTED . . _· ' i 

23. RESTRICTED matte~ will be .\la!J-dled in a<cc'?rdance with the' foll,a'wt~g 
rules : · · • · . . - · .. ,· ' 

a. RESTRICTED documents will be- transmitted by. s'uch approved chan-
nels as will provide a reasonable degree of security. · ~ _· · · · _ . · 

b. Registered RESTRICTED documents will be transmitted-to a~d ft·om. 
foreign countries in the siurie manner as registered. SECRET documa'nt~ . 
. ' .. · [A. G: 380.01• (29 Feb.4'4);] · · · '· · · -· ·._-, 

BY 'oii~E:R OF TH~ SECRET~RY OF w~: ' . ·-
OFFici~: 

_J. A. ULIO, 
-M ajar General; _. 

'!'he Adjutant General. 

G. 0 .. MARSHALL, 
. . ciiieCot Staff. 
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1-2 SAFEGuARDING MILITAllY INFORMATION . . , >~ ~ .. "-<. /,- ~ .. r .. "" 

1. Need for classification.-Mll!tary information is of varying d.eirees :~f 
value to the United States and to the enemy and therefore requires the exercis~ 
of varying degrees of precaution for its safety. To safeguard official matter, it 
must be examined and graded into categories so that it may be recognized and 
accorded proper handling. For the purpose of providing the necessary variations 
in safeguarding the several types of critical information, and to grade matter 
accura,t_elY.El!.IJI9J.!I:I:.Itf<:!fP'lJ:V:t tpe classifications and the appl!cablelprotectiveTirieas-
ur.~H9 l{fJ~gp_er:~Ji t.Qta.I:.~ l}.exei_ll_a_:l;.ten_o_utlined. · ' t . c-0&: .cl!i 

2. Definitions.-a. Aircratt.-The term "aircraft" includes all weight-carrying 
devices or~mllcJ1Jriz~I~<!.e.§ig_M:<r tQ.'"~J[eJ.Jl11ii®I.1:~11lliY!Ith~ mi.i:; t~(urgr;r oy2_buoyance 
or by dynamic action. 

f b. Air 0 8pace reservation.~An ~lir space reservation is the ai·r space located p.r q.n'l~Jn.n.. · · · 
~p_9[e an :~_r_:~~--o_~-~t:~-~~~::_f_a_c~ __ o_f_~l~-1~~I~-2!_~!!t~~·-Q§§lgtJ.lft~.43f!ind.lsllto.!lPl!:Jj: 
Pl-~xecuti:~_<_!_:~~E_<.?!_tE-~-!'!~.:'~~~~!-~JC.P.f_.!l ___ §.t!l.!~d22~.~19N;'Y~!!J!!J.:J.Or .'J'.erritory, 
&!.~F. whict:_t3_~!i~!l_t _ _?L_a~~<;.l::_':~t_~~J?!:~~~l!_!_!:~s\rR.StE~~gic.!t;9d~.9f.~"-t};!e P..lJ.ITIOSe of 
.HfJi~znal de!~?3~-~~-~o!_~!~~:-~<2.':~1::.~~~I!t::l_p~fR?.~€..~ :J ttlqcTgoJq7."IC> :n 
gaQ;£Zas8if!._~~!l_!~l_!!~!.!!_f:!:_f_~r_r;:-::!£? . .r!:::::~~a.s:s~~~Q_!_!~i]~t..!!._~t !!:~?.rm~.g_?.n l.f\Cludes all 
ti?-!?:5matio~-~~:l~~:~~~!L~?.~~~~~~S.Z.-~r.!..I2t~~~~~~~c:_j._e_':_iS~~'-~texglop'!lleiJj:;projects, 
and materJ~~,!~~jl}g [1iH: tJ,my1<;_:lt~;e9r;~~~).1o~~~~~etJJfHPJi!3J, ~e,qr;fl· . .p_g_nfid.§..n_tial, or 

~~~!;iictecl .... ------------------ ____ ·------------- ------------ 81!9 .1!, 
\'8!L.·,·Prvpt~f!!:~P!:!~!!!:~!~!..·i_a:_~,')~}"~PM.?"EflP.WSiiBS.te~;~~.1illsttyJ.~~~!!Ui!.ocvm~I}ts and 
devices employed in changing plain-language messages into unintelligible form 
by means of codes and ciphers. 

e. C1·yptogmphic security.-Cryptographlc security is that bran.ch of signal 
communication which deals with flie0 Tpf"''.f'ision of technically sound crypto
graphic systems, their proper use, and their_careful safeguarding. 

ll' ':Plli'" · • 
clq[;-/!.!;¥-ptogmphic system.-Code and/or "cipher and instructions therefor. 
1 g. "D_is!~i_b~~i?_~-=-~~!~!lL2~_!iS!l!-~1.2!:_~J1.t]l_qrJ!I.~!'!_j§§l;l!J.9_f __ sp_<~cJJ!c~,IJ1att(:!r.r1,.9 :-t 
£ h. l)oc_uments.::::-Any_ form ... of .. recorded . .information.---The .. tet'm -~doctimeP.t.!! 
includ-es- printed,--m'imeographed;--typed;--photostated;··and--written~ matfef''of 1aii 
~inds ;~~-ap~~p~_ot_?~~p_s~~~~~=l!.~~~aD!~:?~~~~R~~~=~~E:l~~!~~Li!f~~iJi$~!:§J?e'scolf~~!· 
Jl o tes, !!..?.<!. ~l t} ~P.!-1!1 j:§,_Q!".P h9 !<?i?t!! tis_ <l'1PillllJ.hS!I&.9f.: _pl;t QJ;Qgrg p .hil. ~nd1 photographic 
neg a tiyes.;_ engineering. data.; .. correspondence -and- plans--relating -tor researCJ}1imi:I 
'tlevelopment-projects; -and-all-other -similar ·matter:-··------------- ;.: ------- .. !lnibmO 

e "i. Engineerin~-clata~=The"t~1?:ii~"~figlv:ee1'iJ;lgQ.ata,._cciinpi'j~~~ad~a~1n~J:?!'Ji\i~ 
0.~ --· ··----- •• -· --• ·-----•· t,.-',j::JU91i,U. J.-<.>Jl~..-Jillll •• J, 0.:> .l::1ut(, JHVJ • .,.,_\ • ;:;JJ, ..o.u .&->-V''"'·· ... riJ_n'"-'"'·"'" 
prln ts,_ PI! q t_o_!LtA_t§, .. P.ll Q j:Q~!'!tPl!.il."'" !.1!!'! th e!l.la t.ica.l .. calcuja tions,' I form ulaS,•i processes; 
and all. similar .items.that .can .be- reduced .to-documentar.y .. formfJw !!Oi1 n'!HaJ;b 900 

8.tj. Foreiun-government:~The ·term- "foreign- government"-·includ~s"':i\ly.r!(ecO'g! 
~'i.zed "<il"""Iibrireci:ignizea - go,'ei'ifrrienf -ai:id'-ani ~fiicfiqn: or- oody;.-oi'tm~ti~o~~~t~ t,;l. __ ., _____ ,.. _____________________ ·-------------·-·· ol .. a.J~tlt:l._io.lr 4!) oJQl .... A.:J .... ) ............. -.£g.;u, ......... 

~ithin3 .. GQ.llQ.trY .. F.jtlu_vJlLcP. .. Jhe_U!1i.ted StatE\S_is. at1peace,rou oj ;wl:l::wrrJL,a :-:o Mo,! 

rlk. Handling.=Care .. in .. transmission-and- cu'stody.'H~<·!· ·u91tlaanL~ 'to ~·>tt~un\:nq·3H 
P;r. Irnpedimenta;~The· term -"impediment!i""'tefer~_~i:'6"~"tgarii~afibP,al;:.~qUip'¥'e~1 
~hich ·accompanieinrociiflii.ovemeiits·.:~---:-.7--~-, ~-.~~..,,~r.:' 7~'!Z.'.'<;fJJ~;"" ~:··· "J~?11~::; 
•..;~ ··----------·--·----------- .. ···-----.~-.. OUnlu.10 fa "'l{.tJ:i.:HIH. b,.H1I-rlCJ.:L:) "'•'- !'h !lill.i:aJ.S<:=a:.•.J 
1r:m. Jl!g.J§r!f!k-:-A!JY.!'!!ticle, .. s_ubstance,.or.apparatus. __ T-he,term tmateriel'l!com~ 
iil'ises .. military.-arms, .. m,mament,-equipmehtirr:afid<:'Silppfies: of-'a;nr~classes~l·l:iotli 
complete and in process of development and construction, models that~sh·ow·fea"
tures 'inr-whole'or'-iil) paf.Wldesigh1! mock:upS\ -j igs;-'fixtures/iirid""di'es;: ifn1Piill i other 
loilli>bh·entstof~dc~~s§o?-i'E!~t'C;i~miirf~t·Y~ fl Ui ~ hl~ht~:MJn'l~- 1 .! ... ~ ; ~~~~~ 1 t.::l:.~~;);;t(i ~~ ;& :l 
1"u:s:iulM~I [I~ ~b·A~ -"n•s\.1.: ~L·. J ;.ul.·::l. !.l-t~'l'9u~~i.H . .., ~l-t-er cJ:.-_;uJt, ~H-~11:::> ;;&~~P.l ·u~Ii'ld9-l tJe 
·(tlb ... ~ 2£ E~'lfP·T; •. A~P~~}.}:..;!JR l.'!: ~~ll!,O~!J.l• ru!l.\!!J.lJY. flll.l· .. stz~ :a)J.dl~9.11$tm<\t.eQ;.of' ipex~ , 
pensive ma terial,yma_de,·forathe cpurpose lof.cstudying .theoconstrtictii'fn~ arid>:use :0t / 
.an article of materiel or mechanical device." 
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AR 380-5 
c 1 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 1 WASHINGTON 25, D. C., 21 June 1944. 

AR 380-5, 15 March 1944, is changed as follows : 
( 18. Photographs or other reproductions of classified rnatter.-Photographs 
or other reproductions of classified features of military equipment or of other 
classified items will be made by members of the military service, ~by civilian 
employees of the War Department, or by civilians specifically authorized under 
appropriate directiVes to photograph or reproduce such classified matter, only 
when necessary in the 'conduct of their official duties,;and if made, may be 
developed, printed or otherwise processed in commercial establishments that 
have established a specific procedure for handling classified film, prints, or other 
materials, which procedure has been approved by the Provost Marshal GeneraL 
Such film, prints or other materials will not be retained in the possession of com
mercial establishments so utilized. The Provost Marshal Gimeral will maintain 
a list of all approved establishments. 

[A. G. 380.01 (26 Apr 44).] 

44. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: 

* * * * * 
c. The classification of messages must receive careful consideration by the 

originator since overclassification a:nd underclassification are equally to be 
avoided. When a message has been cla-ssified and sent, all subsequent messages 
referring thereto .must bear the same classification if any reference is made to 
the original message by subject or serial number, except wliere the orig_inator 
underclassified the original communication, in which case the proper higher 
classification will be u_sed. Service messages referring to all or part of the plain 
text of previously cryptographed messages must be similarly classified and 
cryptographed. An exception to this rule· is made in the case of messages 
classified TOP SECRET or SECRET, in which case 'either classification, as 
appropriate, may be assigned to a message referring by subject or serial number 
to a TOP SECRET or SECRET message previously transmitted. ~ee paragraphs 
10, and 12 to 16, inclusive. / . 

* * * • • I • * 
[A. G. 380-01 (26 Apr 44)~] 

48. Paraphrasing messages; 
* * $ • • • * 

'c. A paraphrase of a message normlilly will be accorded the same classification 
as the original message. 

[A. G. 380.01 (26 Apr 44).] 

BY ORDER OF THE SECRETARY OF WAR: 

OFFICIAL: 

J. A. ULIO, 
Major General, 

The Adjutant Gen~WaJ. 

DISTRIBUTION : 

A; E. 
AGO 336B 589101°-44 

I 

G. C. MARSHALl'., 
Chief of Staff . . 

U.S. GOVERNMENT PRINTING OFF'!CE ~ 194A 
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Changes No.2, AR 380-5, supersedes Changes No. l.c-08£ .UA 

A.:R~38o-s 
;ifr;'.>Z9 ,'J!-'1]1rarn bt·r•r; ·w t:nU!u<~ •.:;rl 'o)JJ:.;.:~~>:·• !B!th:r:o ')t!j 01 uflLl!' H ':l'Jll'l'l-:_,c,,i;a'?.•Hi 
"")6.R~ d:;lrfm· •:tl' rrn.ttllt\lq:rrrnrrtn-r. rrtft~..,h.--.. Arlt 6-cd=t·; pr,r.:'!:.r,..,r;ntl ~rP-:t'·fri ..... : •. ,. r.·iJ ·919Ift 
, . ·sAREGUARDIN.G ;MILITARY. 'INFORMATION' .. ' •to H.n o.t }yu ..... . "1.1'.11 t,..'7('~l;>r.ot.~~-U . .l :..J.,J!d ~f)t.~ ·•J-....Jt"o~J : ... u u;.·N I.H,.•IJ~·~hJi .. :Jr'iJii:J 'l'HJrJ;H 'L~:JqOl(J ~Hf~ 
.. ,..T...,nffr-nf'.'> r•(l 1~[[!.'? _,,.... "\n~~·O....-r ·r~r.J!'q!'·•·T>~"N'f"" · '1:'~U<ll'1' ··~ '\.~ .. ~ .... ..1. ... • .. ~. • • "'~t ')'! · • ena.NGEst· ·"·'" ,.,, •.... ,...., J..i-' .•. ,, ...... "•'-' '·'· -wAR DEPA:RTMENT; · •'-i 

:to Ncl2 ')i i ''I sf•ftC ..,: du·r 'i.ilit oi u:oi:lL;wA.s:B:!fi.GT6N'25;:t>.\'cF=23 A'uit1st'i9~4;'·> 
,not ;?;·l:·.li,Jf~Li) 'f:-+rJ1Jcr.~ ... ~~~") rJr,~·:{tr ai .TITfiT~·.~:tf:.j•tp t.r··~.~--~!Jf•l~ ~101' boHt::,;.,.cl!l io'/ ~E8':.1.cf~1 
,p, :~H~·~tl8:1b~~H~~~~5fl:.\?·N~·J~;r~~~~eJl,,~J'jf,pJ1fV.~ h:l<i)\i~~~ c;rl 'l)lra ..... 1 ~ l·tr\n-qq;; P. 1 
a&~,~,·:,;}:'.P.,gt~g:rap~~iPfi;<!E:i!~,f. r!lp,r_q~,lJ.,C:~iO~f!PO~ 1 c!a;~~!fl~,<ll~\l;t,t.~r f7~~~~a~,gj!Jd 
by C 1, 21 Jun 44. )' Photographs or· other reproduction~; 9~~<;!~.~~i~~~d ... f~a,t1,11~~~(,0~f 
znil!_tary equipll!ent or of other classifieft items will be made ·by members ?.f the 
military service, by civilian employees of the Wat.Rfll!}~:tm_~n}.~:~5.; ~r.mvmans 
specifically a~thoriz~d under appropriate directi~~1s,_~S,·t'fft.?§~;!!P}h8~'.r ~~prr_d;?ce 

\ . such classified matter,.only when necessary in the condiict of tlieir official duties, 
.,"T ~ 4 • (:1. • ' ' ··..., ' ;. ·~ <I .... • , • ~ , 

apd if .made.'play be ~eveloped, printed, or Qtherwise p~pcessed in commercial 
·~statiiish'ffi~ifts'~:·iliiit)ilh. {;e'1~s't31JTfgh:~~"'!i ~'vecHib' fl.f~c~d.ure:1:6r i li'aii~!Hfg }cia~si:iied 
film, prints, or other m:£t~ria1~; {ffiiciGi'r3c'Jdti'r~1'lias·b~erPaiiilrove<i.'i>rttii~':P1-'l:lv3st 
Marshal ·General. Such film, prints, or other maferhi1si~fiPriot0b'e 'iet"alned. in 
the possessiq~ ~f co:nimercial establishments\so ·utilized:T:TheFP.rovost~Marshal 
Generalhvhi!iiialhVitD.ia:Hst of all approved establishments. · · 

.\\n\'(.~.(·G::~so':'ol ~26Apr44>:1. · :· ... 
~ ., : .1.t."l;h·.ufJ 

28. Handling and transmission of restricted matter. ,(Jp:~j .A .t · 
• ( ... ··: . .. * *,iii >:).1\')~)''i•)tlli"' • 

. b. Subject to' the foregoing standards, restl'lcted:'documents. :Will tie transmitted 
by any of the following .~~ans, whichever is most suitable: : ;.-;n.r.nrrwr;:nO: 

• :· . •. .. * ... . 0 .•..• ~;A. • 

.. 

.. 

(2) Outside continental Unitecl .States.-Includes transmission of re
. ~t_ricted documents, except re~tricted cryptogr~phic material, from 
points wJthin the contimmtal United States t() .. points outside the 

... United· States ancl vice versa, and between points outs~de the con
. tin ental Unitet States. 
·n' * .. * • 

. . (b).' United States Post Office registered mail or' by ordinary mail, 
· provided that the mail, whether registered·· or ordiita'ry, 

will be handled outside the United State( by the Army or 
Nary Postal Services exclusively and will not pass through 

·:· ·. ·foreign mail channels. Restricted documents kay, how
ever, be transmitted to and from United State's installations 

·;·..- in Canada and in Alaska through the Canadian postal 
.system. 

• ... * * • 
[A. G. 880.01 (17 Aug44).] 

44. Precautions. ~eces's~ry to insure cryptographic security.-In order to 
insure ~rypt()gr~phic securiJy the follo~ing principles ~iust. b,e obse~ved : 

* • . . * ,~ * / * ~... ~-".. :), ~ ·. • 
c. ·(As changed by·C i; 21 Jun 44.) The classificatio.n of messages must receive 

careful consideration by. the originator since overclassification ·and underclassi
: fication are equally to be avoided. When a message has been classified and sent, 

{ · all subsequent messages referring thereto must bear the same classification if 

' •These changes sup~rs.<de C 1, 21 June 1944. ·· 
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any~·e'f'e1·ence is made to the original message by subject or serial number, except 

where thEb~V:gi,l,l}~t!?~· :·.J.l;P.q,e,~,~l~s~~.~ed\1f.~. ~l;I~~~n~\1~1o1fff~~~i?1f!lf~· ';il).l..~hlch case 
the proper-higher lclass1fication will' be·used~-'Service' messagesJrefernng to all or 
part ~~; t_~~i •I>_!:;t;:ii}A~?'t ~!i pseviously cryptographed messages must bel' ~~.W.!t.~El~ 
cl~~~}p~~\.~H)l. ~~~:p~o.g~~pl:l~~. <~~u~~~~ption to this rule is made in t~e ~~W~; of 
messages classified 'rOP SECREJ.;,%~ 1 ~Jll:9~~.,'£'rr~~;f.W?~,fi,s.~ ,~~~~·ef: icl~~~!~~~!}~n, 
as appropriate, may be assigned to a message referrmg by J:;ubJect·or serial'number 
~t:o'\a'To:P·:sE:c:R:ET·~or's'Eicn:Err'rr;~ss~alfe~'iiFe~Hi'usly 't!.'ii'nsriiftte'd.1j~'see~:Pai:ilgriii;lhs 
~fo'iiria12't6:I'{;',' inciusfve~nrtJ.:nrJ~ .. ~n.~n 7 ':l•!Jo ·tv :e:d'!:·~·"~;o:l;;rr~~ ( .;..: .di . . n; .r o -;;<' 
~.H:·i ·~·;~, L~~·:lr!f .}.:iJ ~d :~f,,;LJ .·.::; *1iv: aL.i:J~! I-.:fJa3.:;i~ 'l'J'~!'J \ .... , ·;: .. . iH~*tr.:::-~.o}!:J '.~'I;..r~ll.·Tt 

<·uuU-•[1.'6: :iso.ol'(26j.AW4~').]!-iv'! Jt~; 1~; r;<;~i'lOI;,;r!!~' r,r.:if; .':) '(•J ,, 1i.rw:; ~lD rif 1 r.~ 
O:JU t :'1..!~~,,_ :ro .:Ini:-:rf·.t) !r,d· ,._ ol ~~~"'JAJ:..'i'Jiil '31 111-:.r:•~·a;~_,.n •J.B:J~i!J ~ JrJ·ror'l.~Hl \:En~fU:.10!1'? 

48. Paraplirasmg messages. . · · · .. . _ . • 
,·~·'·,.t~j'l~l hVH.~·J :·~-L~),; JC ~:.·~;;a:~~ <;!·'.f nt "\:'!.1 ~:;.;~·)·),.:1 r:l3!~~~ ~if•.a t~J.~:-;J;,!f fHlli~1+.:.~LJ i;'t_.;f. 

1i'f~h:Et7I'i1.0~ ;i~ U!"!d~::9JIYicr ~~~r.vr'lCrt:ir~ ·Ii) ,b.:."drii1~~ tUS<tor:v:;sb if.! ~~.~!n:z :._:.b,.:;;ul :1 !l:iL., 
, ,. .. ,, ,o . . .<..!.s c,.!J.a.ngeq, o;v; c 1,, ++ ,Jt:tn ~1.).,,A parapprafle. ~f,.a wessage0.n<?rJllal~y, wUl r 1b~~~C';;O'~d~d'tiie:san1~.cl~,s~i~~~d6~.a~·1!ie,or'iiin~i~~~~!!-g~~·.-· ::~~ · ~ ~JU~:~·~.~?~:··h .. , ·~ 

~q,.','t))..~ ._.;,.,..~ y_l.i ,_.H'\.!;.l.llt,:ti 1.~,)'1\t .. _t.t.,~l .JI"l.4~ ... L~:J1J•Aa J.~-'.i.o.lh ~r-;,.._.j .J.·~,,_'J .I;l1f ,\1 :O .. .E.-;.~[ ,r;_!Ifl 

il: f:mu:JA·R·,~.~0·,Q.t (~~~~PJt14 >:·.!r:ti '19.110 '!.•> ,;·~nL~ ,'t:.ft !i'):;r~' .t.1:·u:n(.• !r.:ric.:clf. 
lf<.~BY:oi\DER)OF'ifiiE:SEcRErARY:OF :W:A:a':;.c~iUkl!:ffl.i;;s [;J;.'J'IU4'!,Yl') :.1 .:rt·!~ .. ·.~·~·1t·:! ">JL 

.erln:lrt:t,.r?Jft:uj,,·J l>5/.l'i~':'·Ill H!• ~·o :lr.G'·:lQ;:;.M#~~II~~lf~•rr:~£r9U 

OFFICIAL: 
, . ( c c• ·:t1 J.~ C!:J :.J!JI:!:.f![;Pf.§taff. 

J. A. ULIO, ., Major ~eneral,~ 
~-~~:.J·H~i.;:uyT5 ·!-u.' I7fhe'":Adjutant!:.oen:er.al.::•;;'~ ~~f.l"£::.~.uru.:1~ ·~.uJ(.:if(.r..:_{;_ ~rij. Oj j~9("[r.~fl .. ~t~ 

DlSTRlBU'l'ION: : ~)!ff.e·H!r:~ 3c.:;i..:"I £-J. ·:·~~ ... ~~·~!~•It{-~~ t:';foJ.;ri..!f ufrt'7:'foii<~·~- ·-.::;J'! :.-.t",..···t;i.I.l? ~d 

., A;E. "' 0 ~ * 
-c·.t 'if.\ v.;:!<la?.:h .. J~ctt"7U c~:iJid::r.tr-'" ... ).;.~~-r>~t::~ r .. ~·!kt\l '>4J~ .r).ti~ l-.~.J t)~-.t~'&-hi\5 (~} 

f:.::o:(!>. t!ii~!-I93EfH ~J.rlqJ:;~-gOJ~f/;1') .C':.;:t~h1E:9"'\ .Jq.:-'*:),7.(; ~~?}1!,~1Jl,[fJ.)f•b r.rt:l):1i•!Jf';_ 

r:rdJ a.Vt?.J'!.rO·P:hr-i<~(l OJ w~tt..tt] [~0J!a:tl.l I~a~nb!\0~ r.,.<t L.hijL~t -~J:i!C . .f. 

·f . .'.f~) S'-iiJ efi.!:?r.j-n.:;: 2Jrr£:·Hl .i1~?,;L~BO:.~ ;j.n.r; ,::z::mv ~7)·j···,, b£11.! i.41HJ8 f~~jlcTf 

· .. :=r:t?~iG teHaU r~~-~n·:,;nft 
,. 

. ' 

f~r.~_q ~:r.ruJirY:~rt'l ·~u ·t& Hnru f_~t;~.t9:iE:rt~s·.£ &::>(110 jaoif · G~:tn.~~ I;:-:ii.c~·; ~~ ~;: 

.\·~.t;ai.:;•;"!, "!:a lls·~J<:i~fH ·;t;)rihirv; ,Hllm e.Jf~ ~.J;a hohrnl'l'q 
~.~ ~~·i./. ~)iB ~d' ;::e.~.:;:!-:1 Els.tiJIU G~!~ ()hia~llO r.::,.iiJH0;7 ed x;i'\"'t 
tl~F;o·u(:l UBilq i<m H!\1 l.llts '(;!'~Wf!;!!.!I!b~!':: 8S:Ims8 !!lh!)'-f v.vsVI 
.·;rod ;~.er:1 '":t<::0trltr~::JS; bsJ:)t'!:l29~: .rJs-n:rro:rb H.sm r.s[<.):i>D~ 
e.aoliJ!;Ir:·:·;rr1 <:;·..;:.:.·r;j"~ fL>liti'J moJ.! .~Jr...:n OJ JJ:.;.:tJ:r.t:~--!·;s·d· ·3d ,'"i--:.Y7-) 

f~ .. :Goq a:d;;f,i7:IJ'J ~j:'j fl~l_i'!;Ytti1 :!;i:;:;Hf~ IL f.~.•.:tLt ll!J.C£f.H0 ai 
.fi~1J~~·ta 

f.(hJ- l'~!.:;., ~.-{} ft1.C'~ .0 . .: ... 1 

OJ •Jit!Y~,) nf --.;~z:<!·L!:J~J.-. ::2.::;:q ... -# ~6~JG" {';.~ t)"!I.t'C:!!~~, G:l Y.:J·!':'"?.::: ~O;.i 2.-;o.tliiS!>~,~s_ .:: ~;:," 

: !;:.:tJ"l.t·:.1dt;l 90 :1WJUI :::.,i:.~J:;o:ti"ul ~~Jj ;!tJ!Ioi 1
• ~J v.:rL·nJ•:.::,?. ~Jitl.:t;-;~~~)lft?:'r~ Blj!Jt·~-j{ 

" 
!;-'·~;_..~:)J·.t ~.tarill t!t>~.r.~:· ... -u:a ic nn.it11:::L.::._!;J..i~) D.:.!·r .(.: -.~-. ri.ut; x::.:. tr r) .. _,.; :.l:1-:::;L1;;Ii'J ( ..... ") :) 

.. ;:':.l,~..::!lJ'10hnJ·;· 1:r::!J r~Qt"!Ji-.;I:U~;:;~;f~f.19~,u ~_.:)Jii$ ~.to~!~'t;tl·!.J Otl.t v~~j r;~t_;.tn· ... -;"~i!_.i.Ir:•) 1:-;lf..! ·C~• 
• ."J'.':.':;! iJf!il _{;~-~!i(?•~;d:: (;~p:f ~.f!:i ~.~!Jf.~:l_,:_r.;: fl ,c;;;r.f\~ j~':l£)i(• 1/tJ :':j:j t;\ ~fi;1 f!ft~ !J".t~~ ,;q·:j;:-_~ j 
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<AR 380-5 
-a·· a 

,J 

SAFEGUARDING MILITARY INFORMATION~··.·.; 
. ~ "' ~ • • ._L. .... :, ,•. .'.• 

CHANGES l .,.. , · .l·x. • •· : .ci · W'AR DEPARTMI-<JNT I·'· 
I No .. 3·· '::~ rJ _,.;.' •l,'.' ) ' .. ' .'>\VASIUNGTON'25, D.:c.; 5 February Hi45. 

CJ. 1iR'3So-5,)5 Jlltar:C:ti i944, is ~h~hged as follows:· · · • · ·· : · · · 
(<~;16!: Los's o~ 'siibJecHo!l to com:in<'ori.iii~:-A.ily ~ersim hi the miilta.~f s~rvice or 
'·lh 'its· empl<iy who m'ay ·I1a ve kno,viedge 'bf tii~ 'ioss 'o1~ subjehtion to coiiipromi~~ of 
n(ap ke~ret; secret; c'onfirie1di;i'l, or ~eyistel·ed·uocu~ent~· or articles bf in'at~riei rir 
restricted codes or ciphers \Viii ~rom pi:{ reii~hthat'fact to: the ~hsto(liah 6f tlie 
doc'iiment pr l~ateriel. · The proper comm:1nding'' officer wili notify th~ oft1ce 
rrsponsible for its issue by the fastest means available 'oi the' ioss iii' 'siibjection 
to compromise of all top sec'ret, secreT or 'r~uistdi·ea 'items, ~c'onfid~~ti;l or' re-

, stri~t~d .. ~4~s 9r: cipb.e~s, pr con:~clep.jial operatio_nal plan~, weapons~ or equip
.. ment of vital importance to current or future. operations; and will 'then make a 
:thorough' investigation of. the ci¥cu'mstarice~~ fix the ~esponsibility, and' send to 

The Adjutant Gener·ill through;military channels a·~;eport with hls recommerida· 
tioh~ i~ the cas~. : ' . ' ' .. . ' ' ' . . ' :. 

[AG 380.01 (11 Dec 44)] . '".. ,·· '::~· 
18. Photographs or oth~r reproductions of ~lassified matter.,--Photographs 

or 'other reproductions of.'~l:assified featm;~s of military equipment or of other 
cfassified items will tie. rpade by members. of the military" service, by civilian 
employees .of the .War Department, or ·by: ch•ilia1is specifically, authorized by 

"prop'er a~th~~ity f~ photograph or r~produce'such Classified' matter, Only Wllen 
.. - •· . ) '' .,..• • '. -.l •' .I ' ' . . .. 

_necessary.in the conduct of their ,official duties, ·and, if made, may be developed, 
· printed;. processed, or other,vise .reproduced- in cinilmerciai facilities. :However, 
: co_nfiden,tial, ,secret, and top see1:et materials maY: be reprod.uced 'only in those 
; commercial faeilifies that have established specific ·P).'OCedm~es, appl'o\·ed by the 
! Provos~ Marshal General, for handiing classified films, prints, or,,other. materials. 

Cla13sified materials will not be retained in the possession of commercial facilities 
so utilized. The Provost Marshal General will maintain .a• restricted list ·Of all 
commercial facilities within the ,continental-·United States approved to handle 
confidential, secret, and top secret materials. 

<'[AG380,01(11Dec44)]::_ ·>-:; ... :.. . .o 

• :· .24>j 7'ransmission of;:t;eptain. messag~s.by .electrical means. :. , ~· 

~:*;: :0 .... : :. -~-. ~· .. ".J ·_; ':,_*··' ~-t -_;~_.r -; ·:j \:·· · ... .:.*·: "·~ ,:_ .. : --~·- ,_ ·, • 
..• :b. fje,c,r.et, :conficJf3ni.~a,,..or l"estrictel) !l1essages.:willnot be. transmitted· by elec

trical means in the clear, except in ~ccordance with ihe provisions of paragraph 
5lb(2) or over apprQved circvits and providing the rule in c beli'i;v'is·not violated. 

-For. fo'rces'in. the. field,: in time of war: authority to approve electrical' circuits for 
• the·transmission, of: all classifications of traffic, except top secret; ·may: tie dele
.J~ated by .the War ·Department :to- theater ·commanders· arid--department com-

manders for use in their theaters 01; ilepartmehts." · ' ; · · ic' ~·-- · · 

* * ;* * * * ·- ·[AG 380.01 (11 De<" 44)] _ ... ,, 
' /:< 46~ .:Praf~,ip.g. ~essages. _ 

• * $ • • 
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,AR ;380-:!5 
·C·.3 SAFEGUARDING MILITARY INF0Rl'.1ATION 

c. Words not important to the sense will be omitted. Conjunctions, preposi
tions, and punctuation marks will be reduced to a minimum, and every effort \vill 
be made to avoid repetition. When it is essential that punctuation niarks be 
included in the body of messages, they normally. will be spelled, either in fuli 
or abbreviated form. Numbers normally will be spelled out. 

* * * * * * 
[AG380,01 (11Dcc44)]" . -r ·•., 

4'7. Selection of' ru·yptographic· system:-a. 'siibject to m'odiftcati'on a~ out
lined 'in :paragraph 43b;. the classification lop secret, secret, confidmWrll ,o_r -1~e
strictcd given· a ·message _by. its· originator govems the cryptographic: systerl\:to 
be used in cryptographing the .mei)s,age.. Al!,classified messages except.-thost> 

,, transr:'litted _ir~ uc.cor:danpe wi~h.,the_prov'i~io.l(~~ _of, par~1graph~ ,24(~~1~: ~i,~ (2) 
~ will b~. trans,mitted in c~;:v;pto:;r;{lPl~ed ,form unless specific ~~c~ption -~s 1 DJ9:<J~JlY 

-1 the,War Department. ~The least widely held cryptogrupliic svstem av~ailable.to 
(' :i_ri ~d~r~ssesof e~di?: me_ss~g~.~viJ\Jlr emP,~oyeq,~ ;! ;· . ' ' ;: .. ·· ''. ·:' ·:·.~ <~~;~.~ 

* •_t ~~- l:! * :~It[' ..... r:·~, • ., · t '~ ,• .'';' •~-r * 1
t'J 1f" ...... !H~·•t.:iJ 

[AG,380:?,1 (11pec44)J .. c·. :' , , ,·:.L : .,. !•. ·.'.':'r:;v:~-: 1 . 
49.'-M:ethod of handling .outgoing secret messages. r··: L:• ,,, * " 'J • - *" t'' ·- ·~ ' :~ ~ \ J l. ~:: I I :•?' • :fr * 

, b. Exc~p.t' .as noted 'iii bY2' belo~ 'the·· oi'i~iriator:"<vm prd.Pare and n~n~~·~/an 
copies of sec1·etmessilg~s; send 'the 1ol'iginal t~ the 'dl8ssage c'eriter,' hml rnay %
'tain, wlien se<!t;ritY {~ n~t imperiled th'ei·eb·~-; o!ie ~opy·toi- teilivvrary file.' Other 
ca'rlion copi'es, 'ali riun'ibe~ed and bearing the' follm,/iti-g ~otation,' ~ay 'be' sent .to 
local officers clirectly concerned: r · • ·I' •·· ·. 

* * * * * ~~:·(;._,*:t:t··~l. * 
b\lz. Messages .pert~ini~.g· io:.iahical op'~'i-atioi1s, si&uiate'd 'O'i- ~ahai;·may be 

. pr~pared' in t~ii31icate .. One cai·!Jon,.'ni.ay' b~ retain'ed i)y'_the 'oti'gilia.fo~· ~id the 
'original-and o'rt'e carbon'delivererl't'o tlie messa<:i~ center: . . . ' 
. c: ·die originai'iilaln~text'cop~1 sent to' the ni~sst{ge' center by' tile bi:iginato:i-'\viil 
by cryptogi:::tpheci at· tlie · crypt'ogi·aphlc se'ctiorl' ofthe r~essage centei·. · Tlie ntim

;·ber of ~opi~s':or tl~e crypt~gtaphed ·rn.~s-sage .,~iii: b'e ketit 'at' a 'mii~irniin1 cp'Irt-
rnensurate \v1th the 'necessit.y 'to'r'fumisli.ing copies 'ti:i the v_arious transnii~~ion 
agencies. All·wol'li'sheets:'used hi cryptographing the mes'sitge' will' he destroyed 

~'by bumiilg. ;'Ali copies ;of''crypt<:Jgraphed messages ·;.~~ained by' transinit'th1g 
··agenCies will b~ safeguarded so as,not to fall i'llto unauthorized hands. ' ' ' 
. ... * J ' • * ~ ', -. ' *' *' .. ' .:.'* . .• 

[AG 380.01 (11 Dec 44)] . ' ) .. ' ; ; ~' 

50. Method of handling incoming secret inessag.es. · 
* * * . .... ~;.: ,:;, * . * ~ ") 

b. The original copy of an incoming cryptographed niessage as made by!the 
receiving operator will iw:to the 'cryptographic'-section of'the· messa'ge center. 

, A duplic.ate copy may be made by the receiving operator for the f1les of the re
··ceiving station·or mes'sage center, where it-will be-disposed of in ac·coi-dance 
; with local regulations. ,'• · .. · · ·, • :.· '"' '·. , .. , 

... [·AG 380.01 (11 Dec 44) l o... : •; • . . < .. · •: . 
,~· ·' 53, ·';i'ransmission of lj.te:ral, plain· te~t and paraphrased ·versiohs::of classi

rfied messages.-a •. 'l'he sendi_ng:by any means whatsoever .. of the'literuLplain 
.text of a me,ss:.:ge which has been.or_wm·be transmitted in cryptograplied form 
i~ strictly prohibited except as stated below: ·. · 

* * * :* * • .• 
(3) Where authorized in accordance with instructions ·pertaining to cer

tain cryptographic systems issued by the War Department~ 
·. . ' ~ . 

2 

.. 

·I' 

, )S'AEEGUARDING_-"1\oiiLITARY:;INFORMATIO~ 

' -:A.R~ ·38_0_..£,5 
:c~·3 

~; ·b.:Iir.cases~of emergency" or necessity~paraphrase'd versJons of·the .plain text 
. of a cryptographed message will be sent-
~ .. ~·~.- ~! ~':' . .:"?~··.~_:::. ~~!:;._:'~~.\.::~ ',~ ... '- '_-~. '<;":.: '..:- ... ~.:-...·-t").. ·*·'f?'"'·• .(·:~ ·;~ ~ •.. ·*~· 
,. 1-:_,.,'. (3~ }Vl~~¥ -,i~. i,s: ~e,cessary to. sen~; -_betwe~:t;t he~~9'!lar!t;rs _by JUaii or 

· · " •. • courier--a .paraphrased·copy·of.a.message which.has been or·will.be 
• :·: :· ::~. ~ r ,-cryp~.o~!~~pl~ed,_ c~py ~vnL~e .. n1~r~e~ or:.~.~~rilP~~.:":r~!s is a_~~ra-
·\ .... :-? ~··:..'.!:-:: ;p~:f.:.a~~:'~:~~-r .- -~·, , y:·;, :.·~-. ··r· .: ,-•·_._·.,,:: , ._;, .. 

[AG 380.01 (llDec 44)] ... ._ 
/76. Classifica_tion requirements. :' 

* * * · . ~ , : ::~. · * · ' , r :,.u*: . ... . L * ·. 
b. The following .elements of information' concerning troop movements or in

dividual travel normally will be classified as indicated below, except as stated in 
paragraphs .78a, 83, and 84: 

* 

·. ("i-)-i·Sec'ret.-'-Documents which contain any of the foliowing: .elements, 
·ily'/eithe~-di'Fectly or by implicatir.n, require a classificn:tion .of .secret. 

(a) o,·ersea or intertheater geographical cles'tiflatior'ls:''' ,,. ·:. 
:1! * ;': *"',·· ;·-;:. ~*- -~ .. '\\':* 

[AG 3S0.01 (11 Dec 44) l 
-·-is. Rail 'and motor movements.-a. Rail and motor movements of. troops 
within the United States (including Alaska), and rail and motor' inovem~nts of 
troops to Canada and Mexico, .normally will be classified restricted. -Ilo\vever, 
reports concerning arrivals and departure of such movements may be transmitted 
to persons authorized to receive such reports, unclassified, provided unit designa-' 
tions are not included therein. 

* * 
.. * 

[AG-380.01 (11 Dec 44)] 
ss·. Returns to United States.-Classified elements of information. concern

ing a return movement to the United States are identicul with those enumemted 
in parugraph 76, except that the United. States as a destination is restricted in
formation only. However, a specific port of destination in the· United Stutes, in 
travel by water, is secret. 

[AG 380.01 (11 Dec 44)] 
84. Movements by air.-a. Generally, the same requirements for water, 

motor, or rail movements apply to movements by air of units or subdivisions 
iliff~L , 

b. In documents containing inforniation of movements by military aircraft of 
casuals, replacements, and individuals, as distinguished from units, the inclusion 
of the foHowing elements normally will require a classification of restricted 
only: 

(1) Oversea or intertheater geographical destinations, unless the presence 
of troops or a military installation at such destination is classified 
higher than restricted. . 

(2) Date and time of departure from port of aerial embarkation, or air•-i 
ports en route, subsequent to such departure. _ · . 1 

(3) Air route, unless the air route is classified higher than restricted. , · . 
(4) Estimated time of arrival at oversea tr intertheater destination or.· 

airpor.ts en route, subsequent to departure from port of aerial 
embarkation. 

c. The provisions of paragraph 76 will apply to documents concerning the over
sea mo'vements of casuals, replacements, and individuals when for any reason 
or at any time the movement changes from air to water transportation or from 

'AGO 148B 
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. water to :air· transportation; or when·· both· methods_. of ·transportation:. are 
employed. '' ,.; !!i ..... •, '1.. :,:-:· ,!: _,.., ,::·. r •• ·_,, 

d.' Orders and allied papers for oversea travel by commerchil aircraft may be 
'u'nchissified :even :m~ugh they' c~ntahi: el€i'ments' of informatio~· for' .Which a 
Clas~ification of re;tri~ted is reqrii~e(f.by'b(l), (2): (3),~arid (4)' above. 

.. e.:Ancinui~idiutls .. irivolved iri.'air·mov~merlts, comniiln:icaling fr'om intermedi· 
ate stoppir:g points, will refrain from disclosing classified information, par· 
ticularly their oversea or intertheater destination. . ' '· · .. · · · .· '• .:. ; 

[AG 380.Ql (11 Dec 44) l . •· ': . • 

BY oRDEJi'OF THE SECRETARY o.F WAR: 
~1ii '• ,) !~ • • ·) ', .'Lr ~i' ..... ·.~: 

I • ~ I' . 

<• : .. 

, OFFICIAL !, · . , . . . . L. , , G ... c .. 1\-I~~::?~~J.-L 
J. ·:<\.· ULIO . · •· • · . "i .;._ .. ; ·-,: 'i" •· .. ,., Chief of :Staff 
Major, General .• . , 
The Adjutant General 

: Disnn~uTioN i ' · 
A;E 

~-,.-. j) •.• :,;;J. . ·: '":' t 
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SAFEGUARDING MILITARY INFORMATION .. 

CHANGES} WAR DEPARTMENT 
No.4 WABIDNGTON 25, D. C., 14 July 1!»5 

AR 380-5, 15 March 1944, is changed as follows : 
' 5. Secret matter. 

I. 

* • • • • • ~ • 
b. The following are examples of matter which I!Ormally will be graded· 

.SECRET: 
• 

(15~ 

• 

* ·* * * * • 
Information which will indicate the strength of troops in the Canal 
Zone or. in· an active operational theater or information indic'ating 
the coniposition of such units or the total quantity of specific items 
of equipment pertaining thereto, · except that mailing addresses 
will _inclpde organizational designations. 

* • • • • 
[AG 38~.o1 (6 Jun 45) l 

6. Confidential matter. 
* . * .• • • • • 

b. The following are examples of matter which normally wm be graded 
CONFIDENTIAL:· 

'' 

.. 
... 
• 

• 
:.J 

''* . ·* . * * *• • 
(2) Routine operational and battle reports which contain information of 

·value' ~o the enemy but are not of vital interest to him. 

* * •· * ·* • 
(7) Unit ·movements of nonoperational significance in, areas within or 

adjacent to active operational theaters. 

(19) 
* "· ' * * • • 

Aerial photographs and negatives of territories under our confrol in 
or adjacent to active operational theaters. Maps, charts, and 
photomaps. 'prepared from such photographs or negatives will be 
iraded in accordance with the actual details shown thereon, and 
not necessarily· !n accordan,ce with the classification of the photo-
graphs or negatives us~d; ' 

* • • .. •· . . 
- . I . . • , .. 

[A!l3S?.Ol (6 Jun 45) l , 
~ ' 7. Rest;ricted matter. • * .. • • • • 

b. Tbe following are 
RESTRICTED. ' 

examples of matter which normally will be graded 

.. 
•f. 

• 
·• 

(1) R~scinded. . .' • • • 
(4) Aerial photographs and· negatives of territories 

' remote from active operatjonal theaters. 
' / .. . 

(7) Rescinded; .. 
• .. 

r 

• 
[AG 380.01(!) Jun 45)] 

• • 
under· our control 

• • 
• . .. .. , 

.·'·.·, 

75. GeneraL-Commanding officers of troops or. indiviguals' affected, by the: 
provisions of this section are responsible that . such troops or individuals· are· 

· instructed in such provisions; advised of th~ir ~pplicabillty, and warned of th~ 
danger involved in the spreading of classified information co'ncerning tro'op'move
AGO 965:8-July 657608°-45 
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ments. Necessary instructions will be. given prior to movement to an active 
operational theater, both at home station and staging area. 

[AG 380.01 (6 Jun 45) l 

76. Classification requirements.-a. Movement of .troops or individuals, or 
any group or class of such movements, will be classified when appropriate as 
secret, confidential, or restricted by, or by authority of, any officer auth~rized 
to make or authoriz~ secret classifications under paragraph 9a. It is e·ssential 
to proper classification that officers authorized to classify documents are able 
to identify classified elements of information, particularly those eleJ.llents "re
quiring a secret classification. 

b. The· following elements of information concerning troop movements or 
individual travel to an active operational theater will normally be classified as 
indicated below, except as stated in paragraphs 83 and 84: 

* 

. (1) Secret.-Documents which contain any one of the 'following elements, 
either directly .or by implication, require a classification of secret. 

(a) Specific oversea or intertheater ge~graphical destinations, 
when the destinations are specific locations within the 
theater. 

(d) Estimated time of arrival at specific oversea or intertheater 
destinatio·n or ports en route. 

(e) The meaning of assigned shipment numbers so far as the 
spe_cific oversea or intertheater destination is concerned .. 

• * • • * • 
(2) Oonfidential.-Documents which contain-any of the following elements 

will be classified confidential: 
v(a) Theater of destination, provided the exact destination 

within the theater is not shown. 
(b) Information or description of unit movements of nonopera

. · tiona! significance in areas within or adjacent to. active 
operational theaters. 

(c) Complete list or tabulation of units combined with and 
included under a single shipment number. The combina
tion of a single unit with its overseas shipment number and 
letter, however, is restr}cted information. 

• • ~ * * * ~ 
!..--" c. Movements of troops between inactive operational theaters or between 
the United States and inactive operational theaters will normally not require 
classification. Movements within the United States or within inactive ope~a
tional theaters which do not relate immediately· to movement to active 
~pe~ational theaters will not require classification. This does not preclude 
classification when deemed appropriate. 

[AG 380.01 (6 Jup. 45)] 

77. Dissemination of information.-a. Officers and enlisted personnel will 
avoid talk or discussion of classified military movements with .any unauthorized 
persons and will view with suspicion any person asking questions about such 
movements or discussing topics pertaining thereto. 

b. All persons connected with the military service who. receive information 
concerning movements of organizations, detachments'; or individuals, classified in 
accordance with paragraphs 76, 83, and 84, are forbidden to make public or to 
inform unauthorized persons concerning -the classified elements of such move
ments. 

. . • .. • • • ·• 
[AG 380.01 (6 Jun 45)] 
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78. Rail and· motor movements.-a. Reports concerning arrivals and de
parture of rail or motor movements within ihe United States which for any 
reason at"e· classified may be transmitted to persons authorized to receive such 
reports, .unclassified, ·provided unit designations are ·not included therein.-

b. When rail or motor movements· are made preliminary· to movement to an 
active operational theater, cars, baggage, and impedimenta will not: be marked 
in the clear to show destination, date of departure, name of ship, or other classi
fied elements of information. , In ·such cases imPedimenta will be marked with 
the assigned shipment number and letter. The unit designation will not be used 
as a marking on impedimenta, although the company letter or abbreviation may 
be used to identify the impedimenta of each company or similar unit in, the 
movement. 

. c. Re.scinded. 
[AG 380.01· (6 Jun 45)] 

79. In staging areas. 
• • • • • • • 

b. Commanders of ports or airports of embarkation are authorized to restrict 
to prescribed limits all individuals under orders for movement to an· active 
operational theater for a period not to exceed 48 hours prior' to departure; 
During this period of restriction, communication. with other military personnel 
and·civilians. may be prevented or limited as may be considered necessary by 
the port or airport commander cohcernecl. Special authority must be obtained 
from the War. Departmen,t (if in the United States) or the theater commander 
(if overseas)' for placing individuals in restriction more than 48 hours prior to 
the expected sailing or departure date. . 

[AG 380.01 (6, Jun 45)] 

80. Embarkation. 
* * .• * * t. •. • 

d. Members of families, relatives, or fri!inds of personnel destined for an 
active opJrational theater will not be allowed at the piers or. thereabouts on 
the day of sailing. Any such persons found there will be ordered away summarily 
by the guard and report made to the appropriate authority of the officer or enlisted 
man'with whom they were seen or with whom they attempted to communicate. 

[AG 380.01' (6 Jun 45) 1 · 

81. Movement-of vessels in harbors.-Vessels loaded with troops or supplies 
v-destined for an active operational theater will be moved under cover.of darkness, 

whenever possible. // 
[AG 380.01 (6 Jun 45)] 1 . . 
82. At sea.-,-a. After sailing from the port of embarkation for an active. op

erational theater, the specific destination or destination by theater will be 
disclosed to individuals aboard ship only as necessary for training or indoctrina
tion en-route. When such information is disclosed, the individuals will be warned 
of the classification thereof. Particular care will be taken to insure that this 
warning is given all individuals who are allowed ashore at intermediate stopping 
~~ . . 

* • • • * • • 
[AG 380.01 (6 Jun 45)] 

83. Returns to United States from active operational theaters.-Classifica
tiort r~quirements are the same as those enumerated in paragraphs· 76 and 84, · 
except that the Uriited States as a destination is restricted information only~ 
However, a specific port of destination in the United States, in travel by water, is 
secret . 

[AG 380.01 (6 Jun 45)] 
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84; Movements by air.-a. Generally, the same requirements for water move
ments to an active operational theater apply to movements by air of units or 
subdivisions thereof; 

· b. In documents containing information of movements to an active opera
tional ·theater by military aircraft of casuals, replacements, and· individuals, 
as distinguished from units, the inclusion of the following elements normally 
will require a classification of restricted only: 

(1) Specific over-Sea or intertheater geographical destinations, unless the 
presence of troops or particular military installations· at sucli 
destination is classified higher than restricted. 

• * * * • • • 
(4) Estimated time of arrival at specific oversea or intertheater destina-

tion or airports en route, ·subsequent to depa~ture from . porf 'of 
aerial embarkation. 

.. (5) · Oversea or intertheater destination represented by a temporary 
APOnumber. . . . 

c. The. provisions of paragraph 76 will apply to documents concerning· the 
oversea :movements to an active operational theater of casuals, replacements, 
and individuals when for any reason or·at any time the movement changes from 
air to water transportation or from water to air transportation, or. when both 
methods of transportation are employed: 
. d. Movements within the United States or within 'or to ina~ti.ve operational 
theaters when not associated with further movement to an active operational 
theater or classified activities will not require classification. . 

e. Orders and allied papers for oversea travel by commercial aircraft may be 
'unclassified e~en though they contain elements of information for which a classi
ficatirin of restricted is required by b (1), (2), (3), and ( 4) above. 
. ·f. All individuals i~volved in air movements, communicating from int~r!fiediate 
stopping points, will refrain from disclosing classified info::mation. 
·[AG380.01(6J"un45)] ;_ . 

• 87. Overseas.-a. After arrival in an active operational theater no informa~ 
tion will be given concerning D'ames or destinations of organizations, names of 
vessels, data concerning convoys, routes pursued, measures . taken to avoid 
attack; dates of arrivill, debarkation, or departure, or nuinber of troops,_ or kind 
of cargoes carri'ed. 

* .• • • 
[AG 390.01 (6 J"un 45)] 

BY. ORDER OF THE SECRETARY OF WAR: 
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.'-ifoT Munitionsio'flwar.i.~:A:ny.·w~m~used·'fort•"'''ar;;oi~J.C.1.11;:::} ~'.lr. -~~'·'rrs:o' 'Jtf •• .r1 
p. Order of battZe.-Important disposition of .our. forces with the.idefi.tities~of 

the units .andi1formatlohs ·composihgnthose; forces1iri~or''a:djacentr to{operational 
theafers/.9ln:u ~n10GC-Jii.·'f '"~-'F l?.''·)i:;-ta.._l~JJtrJ Jn£-.i·~nr[ru! 11 l'-1:IJ1n!J!j~J/r €~1 

q. Pamphrasing.-!.Fo1parilphraserarmessageJistto;;rewrite -tt·so··that lts mean
ing ·isctliersan'ie~but~ltS'.phraseology·,is difl'erefit;lt": ·,~.ri ~~ :· ~·;c.:•<ll .f:r'''r .IT I . 

r. Phot01ndp . .,.-A · photomap.<is:ra'O'fep'roduction: of an~ aeriiil, :~osiac, composite,. 
o'J'fsinglewerticakused•in pla·ce:of:or .to.supplement acfinlip. o.n~!j ,·cw:'.i.Jr~l~ f.t•) . 
IJI&!>'Plain•temt;tclear' 'temt;: or.:plaf,nlldn!;uage:·.':''Pia!n .text;'!if'ciear.,text," or "plain 
language" is the text of a messa.ge which, on 'its: .. ·face;:Jcotivey!Jran intelligible 
meaninglillfany::.knOWJiiJallgU'age.'<~;(i :•i DOl: V::JI! "iL' ,;qt~fl!J:'tL:>.nj Jw;JjJ7<C) ((]} 
- t. Registered matter.;~(do_citment')r.±Any.l clatssifle'dndbcufuentr>J:1r? device. regis
tered usuallyJ:iy·riullllie_r~and•,peri<;idically'-accouuted·for:.l""'11Jtf.~'l'1!J'iti 1 (:l\. _ 

r~suhReser.ved9di7e.a:· :::ot.;:reserv.ed,:area "·is£1in :'areamnAhe!lsurface~ of .:the ·r~nd} or· 
wa t~rJgesignated~ andr.set, aj:iar.t•:by rExecil tive,Order.rof lthe• Presid{mfifor :purposes 
of riutioniil de'feiise, 'admi:ttance:'to'svhich is·reither-•probib_ited>::or~ restricted!ni nni 
. 'Lv.IIShOf:t ltitle:::::l\: ~h'oft•1title':.ist a~desjgna-tion ~appl_led'1to·fa1classiJied• document; 
inaterielf.,tori'devic~: .for.npurposes of,securitY.• and· rbre:vi ty.-:-rDlt)!consistii oJHfigures 

' letters, . woi:ds, :or colllbinations. thereof, and if regi~tered usually.· ~~rita1fis"l;an 
abbreviated• designation of the office;:of•._origin; :withoue'·g!v!n"g!!li.rJy..'.infoimpt~on 
reliltive:ao'fcUissifica tion(ror•:c'on tent£' of) ;.the'::documeilt; i .-matericl·,•wi'l de'i'ic~. . . 
< :ruiJ iTraveZ: ·.:The-. termo:\'travel"-11refe~s.• to~ tli~:~ni6ve~pent· •of1~!an:jindividlJRl . 'wiJO 
is not part of a troop. movement. .'1' Vi 'l:t\ .. 
loGiJJ~sTroop• .movements:-:.'.Tne ··terJJI1fltroop, ino'vement'?;,applies· \to-r,the .ni<iving of 
units or. organized detachments even though temporarNy•~organ!ze-d as such for 
tne·=J:purpose·.-{)f the"(lJiiOVementnl 1\f'ove'inents·~()f,•qitisoneriW()fr!.war, I Sick and 
woundedpandlall s~niila:r.rgroups. )]rider:· mHrtary•coritrol' 'are1 included i.n the term. 
A movement may be ·overseas (from tlie'l:J!l'nHed<JStatesY;"' lnterllieatEW; intra
tlieater?or~returns::(tb:the:•_United[S'tates)•:rtiJP:n~r~nt ,,JJ:•;:\ 'l:•_> ·.rf:!:<r.l) (7.t· 
iliy. :UnitedlcStates,~The·rterni• '1United>.:States1'.1 as:•.used In '.tliese regulations 
.fuclu'des tlierCanaVZori'e' andifalHted,itoiy ·and.:waters; continental or insular, 
subject to the.jurisdiction of the ·United States. . SMtion,·1;!tTiUe• XIII, act 15 
'Jthief191rt t(o:!,OrStatDM1';: iJo,:u:rrs. :fM40';';M!+lJ;,: 1939:rsec/.•~1B"'•)':rw0"->f. I Rl 

z. Visitor. ::"Ksl,'used' hi:ltlieseltegufatlons;•a:::vlslto~ lsHany'perso'n admitted to 
8:.3Goverilliienb1or:J comm:ercial 'linanufa:cturirig·restablisliment :engaged •.ili classi-
fied work or project for the War Department except-.V.tuc'!t<t··~.'i ot . : , 

(1) A. Pers6tiue-zriJio~~<i::6Ytili~ W'}>~k~:h\!1 1fr6]~~. o¥mir~r is.t}Y ;·(::) 
•
8(2''ji£· ;, rors'Wti wdir&tW1 'ki:td &ffit{lani ·c6iic€rrte'd_"" $"iih'llie:',¥cirir~of -~j:~ject. ~t.l ct t}91J':tas:~~C'"11!.1•J d.tf"P11·Jr.~:1 !':'U.'1 P~':) •. :i:11~ ~-:r'.~!..cr:-·;q;·J{'l~' J~t,1·Jc-q,rr:.t .!~) 

3. Categories.-Official matter, requiring classific{ttl,_on. ~f.tllsi:!~;!_!Xamlned and 
gJ:a_@_g,;JJJ!ger!<!.llft~~~ ~~-,f~.l~q~ffig ~at~ggri,!)~,:1irl'!t.)fl~~ ~·l)J!J.rrr.r/t.:'!~ uu:• 
• a. TOP: SECR.El;r..~j(f!!guab_~_t?!>.r~vatJo~.,_.;'JLO~f:!~(l) :\;-:?;, n r.~rt3w,r~ · , , 

b. SECRE~~ . . · -~~?-~-.')·:. a~~,l~t~ .~;:~~ :.cr:-~1 \.~rj·Hl~,~ .a·~l'lt~~i\J <~t:.t) 
·.O::cq·tCQ~F.JP,ll)NW~ ::·1oL'J .• :·:;:tnJf"' f'li'·;;.,.'.i ii/'f'"!'.ii'DiJ'l ti~t r-J \ ·;) 
s;;.4..:'t~:E.~J~~C.'Jl~:P,;,l). fJ'n? 2df'r;''J"'' :1<-t-t ~,:"1" :·. cm~1 b<J~i:f . 

4. Top secret x;natter.-,.a. 1:fihl!~,;«:)lq§§itl_fd,.rt9P:('s~orflt:~erta1I! .. I!ecret docu
,~en~fili ii;t~!F¥!~!iOJl,;.ft.!Id,Waterj~l;jtl}~1 1jef:lJ!:lty-a~p~ct9t·r~I:J:icl:!zis(p~ramount, and 
~~g~~g~;m~~~tl~!?lli1:~)hd~~~qsjjr~ ~Pl!lc1~ c~US:E!:•exc~ptipnaVY!'grave damage to the 
·R!Lt~g!l-~):}..'Ul,J;II~,~ct!J:SSUied:,;t'Q_f',~§EJC~Wil. · .'!;hJ,i'>f\l '''1fT 'iC"! . 

.tas: ... !:.iu';~q :./1 JI:O·~~G1 9~'! "S;.Ci~Tt'(\;..."r: ~.::u..:.i~ ~ 1J~ri:Jff! U:!.iliq '"{UO 
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1Q;..I6 SA-FEGUARDltN.G ·MILITARY ·I~:F.O~¥AXJ0;N;i 

l.JdO;i~Classification•: of~ -matter nf:roni;,~tl).e~j',~ow~r.iJJnent,!lJJ;,Iltg.enSlies~--;-1\1\l~t"~r 
obtained frolll the Navy,l DeparJment;, otherr~go;v:el,'p.me~tah:agepcy: or· friendl,Y 
f.or~igg·: gov.E}rnment ;,wilh ·be ;P.laced3AJJthe csairt:et~Ht§s!P.cu.ti9.n.:.f~ll-t~gory as that 

. in which it was placed by the originating. agency. ,;:•::ou t-."vi·tn~ ·lr< .'lC• . • 

:l\Jll',.,:Disseminatio~ :~of ,c~assifi_ed1.ll'!.atte:r;.~.N9;;p~rs?~ois1 entit!e.d sp~ely. by 
virtue of his grade or position to knowledge 'or po$s.es.s~pn._::o~:,c~a~~ified mat~~r. 
Such matter. is.•entr.usted-:only ,tw.thqi!Je,,i~di~j!Jf!aljj_,whose•o.fflciq_l. !1-.~~iejj, ~equ~re 
such knowledge or.,possess!pn.EJun wnf•l'wEt•:<ifi(.u·a 'ir; :,j-~£:;1 r<lr.;'l'-'') 16) 
. i~12;t c0ne7classifica_tion!conly.~A dg~:m;:nentJ or; a;-,ticle:.Qf:;W.l!t_gri_e]fiW\Jl )not. ~e 
assigned more•than. one JOf· .the four1 91a~_sifi~a tJ_(lnS,,;tPP.·.se_C1,:et; ,s_e_gr;ct; confide~t~al, 
or restricted. In the event of conflicting Classificattons; ,the 1higlle~t·classj.ficatwn 
will prevail. :t~I·w,;:!i:i.f'•:Jf; r:ciJ.iv•u :Ji'.·l'·~···i·fl'."" ·o~t:;·;g'.) (':!} 

13. overclassification.-Documen_{s,.or:.rrnat.fr.i.el:.r.equ~ring. c;rMs.ifi_cati_o~ under 
th~ pr;,pvisions,oh'th_.eseiregl!lations.;~fll;_~~ ,as.$,igl)efl t[!e, ~IIC!~t _r.e:~?t_ric_til(~ :i,las~i~
cation ,cons~~tentJIJJit~- the~pr.oMr;.slJ:.fctgU.CJ!~!IJg! qt.the~ irr;_fQr!nr,tlPH! or matenel 
concerned. .Over..class_ificaJioJ1; w_illibe !cwoidl!Jli;;_inc~, i~; ~f!J,fS,estU!l.n{3~essary delay 
in the transmission· of docum_ent_s,andl1depr,eciqtes_ ~he.-.i~IJPI?~Ctq;ric;e.of\slq.ssified 
information:in·-th~rmind_s,:of1hf!,;d.lil'!g ,per:.soJme~·-~~JniJr,.;,. yU n.t ( !'; " 
\; lf.l;• ~~espon~ibility:-;a!, ,'l)h~' _saf\')gua,r!')~ug T!~f:~ cllJ.§lS~fi~_dr;WJlitary information 
is the:r,esponsibiHtY:Jof· an mil_itqry;tpe~sO!lJlel, ,civ,Uian·;emPlQY,ees of the War De
partm~nt;;andtof,theunanag~m~iltiand~emp~oyg~~ of!l:H cpni!ll~rc~al firm~ _engag.ed 
in claSSified WOrl!: or projectS for the WaJ,"i•nepa~:~JP8:P.t.;•;!J.l_l;lSSdied mllltary lll· 
fotmati(lll)i:W.ill,(be~·dis~u~sed:.imlYl witll IJ1J.Ftai:Y, 0!. St~J.Han p~rE!_QI)nel having a 
legiti~ate\i~teres_!:,thefein;t,nt Hr. p:' ·~ ·;. [)!•Ti ir~J !,J[1 ·to 2<: ,.~,i.1 . . 
:Jl b:··In •the case: ·of; w,ar Depa:r.tme.nt rciyilil!Il ;eJ;pp~<;>ye_gs, tP,_~. commanchng :offi,ce~ · 
0

; hi~ designated representative may permit such eii)P}QY~~ to have access .. to 
secret or confidential matter witho_u_t l~I!J!I!Y~sJitgatJo_n,~~Mp,r.s~ch1·Perp~~~sion i.s 
noV:1n :confiict.with ;War,~J)~par:tme_nt~QjvililJ.n,If.ersonM~ I:l~g)ll.a;ti.9_!1S.. ( '' ") , 
' 15. Cancelationi}or·,chang,e!. of!;~la,ssifi.~at!~ll·I"'~' £L'f1,e ;U1l.tl!<?.J:~t:V: maldng the 
ofi inal ·~lassification or.higher' authority, may cancel or change the ciassification 
·•YJglJI'il ;_<;.Wl;l'. l' t '•).111'-l•\ !:> .l'.i 21JI.;l1,i<o WtJ:i''H1 [.'~k.~~-'t\h''} r .\'.-f'tli1l-ff.\~?pa1e 
of a document by writittg10f. *-H?P,~~~- ~~~;,,., ~,f.\~r ,~a,,; .,.Y. .. fP.c? ,• a:-,/''· ~:t·w•{r 
•;.Classific[\tiQn.C!lll~?,J\'d 'or 'c\i.a:p.g¢d't2 ., ·, .• _'\i~- -~ut~OJ;itY, or (o!ie~r-~~tl_:,i?,~·~.e~, to 
... ' • · :• •·'-' _,,,.,., , .... ~ P<" (r J:'-'ffi"·· ::-., ·k·· "th "chan,.·lhind tli'e·aate thereof)." 
c.R,f}}~l~0) dF>; ~_\l.~If.~ _at1!1 g~ . .,~ ~--,~·-gl~~t\?JeJi1 a:.tt't1t\i.\i8~ ti~h~'~l'Fl$}{t)i/4f:~" 
ThlS paragraph voll.m no.w1ay~b .. ~ , ··~·· .... ~ '"\"'" ~-,--r• ., ... 1 "'-·····~~ 0-~> _,., C.• ;"'-"1< ''· " ' • ;.,:,;.,;,:.') · "~ "h·,,,,.,. ,)_..' ~l·"i'f" >.-fi ''t''o''•·l Qr 'llicr:iier' autfioi:ity"may b. The authonty makmg t e ongma c ass1 ca l .P:• ,, , .: .. ,'\,•·:;. i.""-' ,, :,:;n·;"' ,.,,..,.., 

~a,np,~~ .. o,r cN.\I_lrJ,~~~ pl~~~iMJ!Fi~fr,~~~~~ter~{\?,Y.,f~tte; .?Y~s~~u~~~~~;~~ a~H:~ge~ 
or personnel concerned. .lli~"I;Jrll .li< .i.::r ,.-,r. ~.3 ;.;::·; :h;:oi:f·"'·; :.:·• 't, ·:Rrh 
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'·.. 
10 

classification.Wllt J;>e rna e ur;t es1s . 1e .... ,, ....... "'' ',n ,, , 1 ... ,,,, ., 0 ·:n .. ,. ,.r~., 
'·: ': w. · · .-. :. .. ': .. ·:·--' 'i1J zz'autlzti~ities·t({Kee'·1:cliissified'"ina(ter constantly 

11

1 
.,_,_,d;}~ _rs .tlt,i!. ?f!!tYl!Jff1! P1:;a .: ._.6 :v • l'Jrtd amd:·tp' .-, >•• v·;·'-'P''''i-1 ;a'"'"'·· -I. ld!l, 

11

_. · ·16. e~i~;evg{f·.c!~il~ti-jQ~g~r.i~6if-!tt6-0-~l6f%pf-6ri:i~e~:::.Any-person \ . 
: in the military. service or in ~ ts empl.oy who ~· i:, · :·! 

';' -· may have knowledge of the lOSS or subJection \ t 
·i to compromise of top secret, secret, confi- l1~1 

.\ 

dential or registered documents or articles · 
of mate;iel or restricted codes or ciphers I r- "\ 

will promptly report that fact to the custodian ~~ ·: , · 
of the document or rna teriel. The proper \ 
commanding officer will notify"£he office . 
responsible for its issue by the fastest means. 
available of the loss or subjection to comprom~se 
of all top secret, secret or registered items, 
confidential or restricted codes or ciphers, 
or confidential operational plans, weapons, or 
equipment of vital importance to current or 
future operations, and will then make a 
thorough investigation of the circumstances, The Ad"utant 

SA:FEGJ:]'AHI;liNG :MI-LITARY lNF9,RMATIONj 
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.aJ.ld,se,nd,;~ew.Ad~.GMem~tht'eugb<?mtltta~hafinel's""ao.re""'l'~--ith his 
recom!D'e!1d&t4'0 :·S!'fll><!th · - • · · · ' ,,~ '""" .. ~ n ... -· ~ e:cease . . .Pj;;"!t..rf"-•'.') 'tJ'!f~'~'"t··r,yr-~r.') nrJ~j ,., 1 - . . . _,,_ '. v,.. ~ ' ' • ' 

.· 7 .. R:p~oduc:io~ . obclassifiediqna~ter. ;;a;'; 4:gencies1 t~ntrusted with the 
~r~ntm~ .or,,r~prod~ction';);stq~a.ge, ;and:'issue~ o:t\;classi~ed' documentsnwi·tJ: be •in-
0 IDEl.d of_ :tpe~appiicable prov!S!Ons !Of. .these,regula tionS.Rr,The :a uthori ty,.directing 
the;;preparation;'1Printil,lgj :or.. reproduction <Of<'classified·~'documents. ~ ·u b. ·· · 
sporisible f · th 'd' · . · · , - " · · · ·· · f!WI ~. e·rre
t! . . . l or._-1 e ~spos~l of ·the notes,,lmanuscripts;~type; .. plates,~Stencilsrmega; 
~es, \.and .wasta_ge, mc~den t~ !hereto ·in: ar:Ipanner-nvhi£h; ·will:safeguard..,the secre.cy 

~:b·thTe.hinfor-~atwn ,b,emg reproduc~d:.•'l '~i; t;cih·.f>'lcrc~,, 1 ;-,c:.i·t! ''f:) ,_ r,;! ru"· ··~·J.h, 
~-' •1· etcornmandants of ·the 'gen·era·l· a 'd· · ·1 · · . _. . . . ' , · n 'Specm •serviCe §Chools,are. responsibHi 
that the prmtmg· or repro<luctl'o · ··1 " t f h .. - · , . . . .. . . . .. _ , . n 'p an s;'lO -·. t e1r "respectlv.e. commands <release 
!JO.~~as§Ified•mformatwncto;personnel·;or;lagenciesin6tcentitled .thereto:'~'liii .e~· 
J;C.•.>The. Gonu:qagding:!Genera:h,of;.thE;l:f A:rmy. Gr.ound~:Eorces , the.;Commandin" 
Generahof.\Ithe ~rmy.IA'r'F · · . · .. ' ' "' , - .. . .. I '· .orces:-•and 1 the;.Commanding-: General!rof the·"' 
Serwice Force · · · · · · .. .. · · ""'-rmy, · '- : { · · . S'J:ar~(rr,esponSlble)\thatoserv:ice rmagazinesj.Or•'journals pub\' h d 
~-n.d~r,rtheirl;~upervision ::compl:) with~~the ipro;vi~ionsl of :th(f~e. regulations,~:.e~; 
tu.e Ito, .se.c~n~uo~J.?lassifiedtmllitary. information;- lilildJwillqsubmit all material 
for such .. pu.bl!c~tw~s· to the ~ureau:tofdjub11c;R~Iations':forbreyiew.;and .action 
befor.e·~:elease; 1 !;lt'r ""'"'' '' . -o'' · i' ·• .•-r. ' · · • .. .. , ·' "-'·'-'· .. _,~ ..... _ ... :1. _ ... :. ~>.:J.q :?.!._. --.;:::t·i,!,.; ·:.J ,;..._\~:t".1. \ \~~ .. ;o-u~:t;-t. ·;'\\"{ ~,4: .'i 

f:f.d~ltW,hene~:r~·.cor.respond~nce,,,docu.J:!lents,',·.tlra,yings;1 .priiits,~·J;hqto~raphs~~or 
~odel.s.pe,rt~m~ngat?:;sec;.et;. co,~fid,enttal,;'or\r.estr:icte_d:lmateriel' disclose_informa~ 

. t~on1-r e~ardmg,.engmeermg.Jprmciples,!l·design <J.etails; ic<impositlon,; :.methods r of 
pr.o~essmg.,or ;of . .::asse~~bJy,:·~hich 'are ,;v:ital' _to ~the;.manufact.ur~, ,ftincti~ning;,;or 
.use,ofcthe ma~er,Iel;,they·wllhbe<appropriately,class,ified~::; ',\! ,,,,.;, '" ~"' ,;~.; ~ .)~. 1_, .') 

1<-e;I;Prep_a:~a_tto_nr of,~ress,relea_ses· :based on-. coded ·tnes'sa.ges .; '•Officers. authorized 
to pre?ar.e;'lll~Orlll,at·JOn·,toJbe;made public. will constantly..-bear: in: mindt.that·such 
mat~rJalrma_Y.· b_e tOf1greatov:alu~ ,to,:the-;;enemy; sigl)._aMbtelligence,ser:v:ice.';;.' I~for
ma~Ion•·;r{O~~::v~d:.\~n· .sent;:in~~cryptograpl).ic .messageS<JWiU ne~·er ~be:released ver
batipT:b-qt ,will· b,e·carefullY.' paraphrased' before'-release,to'the,,public.1·, :. •• , • :. , ·.-· 

eilf. tFlor~aqqitionalri?str~uctio.ns·. -relative. to ,the; discussion ;of:milita:r;,.'~~li~i~~~: 
. diplOipatJC;_"_apd,_claSSlfied ·SUbJects, se_e ~:IL6.i){h-7Q0: · .. ,,n . · ... -:- · •. r- .... 

1

18. Photographs or other repr~d~c-t·i;~~ -~-f . ·-· 
classified rnatter.--Photographs or other 

., reproduct:tons of clas·sified features of· 
military equipment or of other<'classified 
items will be made by members of the 
military service, by civilian employees 
of the War Department, or by civilians 
specifieba,lly authorized by proper authority 
to photograph or reproduce such classified 
matter, only when necessary in the conduct 
of their of~icial duties, and, if made, may 
be developed, printed, processed, or other-
wise reproduced in commercial facilities. 
However, confidential, secret, and top 
secret materials may be reproduced only in 
those commercial facilities that have 
established specific procedures, approved 
by the Provost Marshal General, for handling 
classified films, prints, or other materials. 
Classified materials will not be retained in 
the possession of commercial facilities so 
utilized. The Provost Marshal General will 
maintain a restricted list of all commercial 
facilities within the continental United 
States approved to handle confidential, 
s~cret, and top secret materials. (C 3, 5 Feb 
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' . . ··.·· 
«i ,:I •.l•l1r > · J~·-·; '' ,'istlng.,tWar. · Departm.enti!Iristructioris ;-fsslietl ~off•' tliisJ!subject 

_ to the Commanding- ·Generals, Army;;:Gro.imd ;)F.Ol\~es,cr•Armv: 
"Jl7 ritr·rr . f"JJ~'l-''IlnA.ir:<Forces;. iuJ.d--.A:ririy.ISef:vt~e<F.orceslo .a.n!:t~nboe:!pf.l: ·.'i' 1 .. 
··Ic.·•Ap'pl!cationsHfor:, ii:tfiil'mation" orJ~records .compiled•rrii:tdr i furnished '!J.attlthe: 
reqilesf:ofr the .'War ·n'epartmeht: ;forlits;.U'~elmuher'assurahce ·Of: r_ad~q'uii t~f.prQvi'J 
sion·. fori :theHinobilizntio'ni'Of,·materiei"and-r:industrial org'anizations1 essential'' fo 
war.time i needs .'willlrbe'll~eferred·•tofltheuUriderl Se'cr~tary::• of· i\Vat. 1for r n:~c'essar.y 
actiOn/ '!£herservice cOf; 'any'~proces~· ior•rsubpoima i'for' the''prod u·ctiouo. Of tany ,'SUCh 
record will be reported immediately by tlleiperson•:on whom it'ls~ser:ved to'1the 
:UriitedrStates•attorriey for:the;district<·in•whlch the•'seiwice;is•made.andi:"&t.the; 
same·.time,;·ctirect•to'.tlie:Under ·Secrefary.:oi~w·ar:•iJ~rJIJ·~! 1·;"1 •w ~'lfi,th•r :>Jit tf;!ii 

20. Dissemination; cif1 classified!military~·informa ti'on:-na,r,Exce15t •regarCling 
information ito tb'e .rel.easedr•tor(tlle pr~ss\. by.lauthcirized •militar~J;public reiatio~s 
agencies,l1when r•classifi~d j military.~ ~nformation ':is·rdisseruina ted uriderl the"SfJrO\ 
visions"' of tliese. regula tlons' to ;.persoris"not subject tto:.mf:li tary.i 'la wpthey .£will'i'J)e 
info_rmedr.tliat~ it affects~;theHjational •defeii.se7ofLthe cUnlt'ed •·States,.within•!the 
ineaning _of;. the:: Espionage~!Actc,l'\nd'l'tliat' its·, tii":insmission fto·:·:an nunau.t:horized 
person fs;prohibited:o·see·.:alscLpiiragraph"23b:o"·arfT ~:-:1 ,,- 'A!~" 'r.'itlc~"n rf:Jt•·l "'•ll 

b. PttbUcation of articles _or books.-Th~ inclusion of classified milit~~y,infot! 
m~tiohrin:-any,:article'·ot: bopk! published•by:a• member.iof the Army!of:the''Unii:ed 
S ta tes:t or•1 by' >ai fciv.iJiah:reni.ploye'e·.::of ithe'"~l\-Hlftiiry. :1Estaali shmen't 1 'ist·.pi:ohilil ted 
u_nless•rspecificallyMuthorizea:lby th~kWar;••Departl!len6 .-,·Foro additior1al~iinfor.' 
matioli.rtrelative ,tot.pubUcation<J(if rarticles, •see iA;Rf•31()flOp600-10, ~and<IiJO{g-700:'. 

c. O~al discussions of classifiedfmilit(u'v·.informatioii;~Either,:publ!c or:p'fivat~ 
discussion~of.tcl:issified-'mi.Jrtary 1in'f0l'mation-- with)'oriin'the'presence·;or; hettr'ing~of 
:iny,persori~>not autborizedc,tolh!lYe :Knowledge thereof(is>"strictly~fo~blddeu"J:91:t! 01. 
·'1•21'.1 Te:stimony.r.heforettCoi:igress.~·~-'al~Wnetr.;a_~personLin;;the •niiiitary>service 
itppears:;before· fa 1 commiftee ·-of tthe11Congress ,j:tnd•'isucaHed upon;·,to'~gf.ve:·-fesW 
mony which ·l:ie:irnows' totbe·.coh{ident'ial or'resthicted; he·\viU<resp'ec"rifully ([·eqit'est 
that1,his stateillents·)pe •takenlin·executive·:s'ession •.riniy ranalnot' appen1;dn the
record of hearings, the Congressional -Record, :or- o.ther ;docum·ent::ori.en :to:ptlbli'c 
in:si)ection;i,, r.r!c;=t'l~o1o!l':i- -.·.:e.-YJ;::.c•r fJ:>£da3J!fu rrilltx:;,:. :l:e> tu!:;r.'lT.gC':ro.dCX .nJ: 
··L'biCWlierl"J caUed Iupon'[·tojgfve1:testimonycwhich ;,he·rknows toflbel,toposecretlloi· 
secr.et;l'.unless:·:lie·lhas .previously:• .. !Jeem autliofized 'by~thei!Seeretal'yi ofJWar1·to 
give'lsuchr,tesfimoriy, he>:-wiHlrespectfully: 1sta'tertliatdhel:is~not;rluthorizedut0t,dis~ 
close[,the~ information :desired~f:ana•:will~ihfovm ;tbe"approprlritesMem_ber- of-t£6n: 
gressl"thatqa) writtem.request•'forj tlie' specificflirifohimtion~ sliou!dl beJ'transinitted 
:tojthe Secretar.ycof :\-\larJi\Testiinony!o:flla'lsecnit nature;1wh'enl11 utliorized>'tiy tlie 
Secretary of War, will be givehlioiilyC1naexecutive11sessioii.')'unUer}:tlie conditions 
cLtedJinr'arabove:t l'l'.'JDJl!:'l tfA .n-.LW.tiiUa·IO'l:.r:.J "'rLJJ:tlii:m -ro! c::l'?.olfpt;.li .er 
p.j rc;>nWi th ~regard 'fo tpo Iici esrand'•fa'Cts>w liich 'th e>.pu lili'c~ Interest does! bo f frequife 
'to··be~kept rsecret:.iconfident{al; or;restriicted;\ see•'A<Rc600l:10. y;•udiJ im Jt,Jfiie>:ni~ rol 

22. LegislationtrpertaininglttoLWar aiDepiutment, --';;'li.f)Recommenda tion's dto 

-~~eiJ':i:lJ,JR~!!l}S!meN.:Prl:lJ,e~L8l\l}Jm~H'lYi~(.b~1~}.1l;~~lP.~il-> ~9fAk~fJ~!!-.sep.i; py .1Jle Sec
.!;'~tarY.,10'ti}Y.~& rd''X:~~~'J~~:Jslt,gJ;l,fe.~~.~~~~!u~1MH!o!;r!]_M~~!J..ta!hEc,>1 any legislative rec
omm~tP9llJJ.?.Hcr1':j,~~- ~,~,/~~~PISHJ t~tt!l/}Y,H:td,iy,~~9i}J ol,,~s~~!i!-Jlon not under War 
I].~r.~rtm~.ljl,tl $0~~!;2.\ ;~!fPI!~ ~Zl\IP~X-~ ... e .I.'t~¥,i~<(,d; -~~;_,!_a Th .. m: ~'JA 
PO b. ,.];'he-.n:;ttur.~1-and, content,,.,ofl,reports of the. War,Department,·on •. bil!s referred 
..... ~·'-!...t.~v .... u .... JJ•J u..-~..~ . .F.t lJ.1J.l.lt:.'""""• ~u ... ,. Jv .u3.uu;.!'H.:.·-· .~v ..,....,.dl-!J!L.o.JA~ \Ll.J 

.i-?4t,,~·~S0,1,1HP..J.Wr,~fl1_8f.hh!(._8?&gr,~s~r}~fll.-1p.J>Jt:,ll~\~is.~!B~19}9J fMi vid uals or agencies 
outside the War Department. 

,, 
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23.,;.25. 8}\.FEG:UARDING M;ILITARY INFORMATION:) 

as amended. Its transmission or the·.revelatlon of its contents tn any manner 
to an unauthorized person is" prohibited by law, ' 

. • •:F·Z:r.:{{l"fl' \· "i• · 

rJ.r,c.~jJpecial marking of secret docum~nts.:....:.Ah secni·i:Iocuments will show the 
authority for the classification,. the initials. of the classifying ·of!ker;··and ·the.!date: 
~ftlxed:- See~pa~~gra~h -~ti:·~- : -. __ . . ~ 1_1 ('i~~~! !r;~r~~:.>. ~·:: ·¥.:- .;· -~ ::· -'.ljJl4:~:' .~~:·~Jt ~~1 -~~~ .\:\;. ·.~-;~::~!~ .. :~~ 

- __,;:24, "Transmission ·of cettaiil'messag,es Jiy ~lectt:i~ar means.~ .. The;l).,ig~Jst. · 
. . grade c~yptqgrap~\c :sY.sfe}.~-s= avaiia~1e~wi ~~~lie ;'\i~e(};io~ ~t~e, trll.~~illi~-~iqp.~o~;-sec;-et· . 

messages .... - .. ~- . ·- w ~-. ----~---.---~-=·xitftm h'Jt·.!TJ· .. { ~n rr:.l'""'trrt··""!":~:l r~ru. _c.J\.l£f,'.t• 
)b. Secret;- con!'ldential ;·-or -restricted messages 

will not be transmitted by electrical means r 

in· the clear, except in accordance with the r 

provisions of paragraph 5lb(2) or over . I 
approved circuits and providing the rule in/ 
c below is not violated. For forces in the1 
field, in time of war authority to approve 1 

electrical circuits for the transmission ofi 
all classifications of traffic, except top 
secret, may be delegated by the War Depart
ment to theater commanders and department 
commanders for use in their theaters or 
departments. (C 3, 5 Feb 45) __ __ _ . _ .. _; 

'--~.,---::-;--::-:-uvt:aL".lVU-VV".llJ.-uc~;::,c:cu-wucu-l:U'C"-UULta·-cuvt:::l 1::5. Ieinovea ana Wlll 

•Ir,_ ·:o i)' ·?" ~~'rtt'Ainu iJ:~~~i:Pt? 1tol:rit·J~h'icli _ 'i;i'ii i<iegtui 'the ."~ddressor, the 
·<'!·~,,i fc; f~ddre~~i~e;'·arid''thJ:(Io~Jlte'~t,···The'~rlter'cJver.'wiil'be sealed and 
''' 

1'j'di.' 'L ~;. .ad'cii~~~~ci\il th"'e"o~'ciih~i!f 1 iil~'il~e~ ·~illi .1 ~cAi<it~ tiqn.' to indicate its 
:.·r·.!'•" Li,./' ·il.. L-,~y:r:_,·•_.Lf ... ::~~~·.t.:~b.~ l!Uu p,;.;T;J, ._;· 'J.: .. ·· .. :..: ... ~~';;tf~· •·.:v:!- • 

. secret classJficatton.- .. . . . , . ,1 , 1 • • • • .• • •• • ••••• . • 

· :~~ rec• i"2' r:&a1~ilii~dioii' ··~nd'' ~d~t6dy' 1t'' s~~et' do~iifn~~ts ·-~ria' ,'inateriel will 
.i·t~ .1·:·~C?_,. ")i)g:~dv'ei€dvby"ii·'~dc~i'i;>t'•sy~tem:bc·~ ::_·:) .,, Y':""·'1. ~a·> . . 
· ?l·:nu ·<3Y' Ii~liiste~~ci·'sJ~feCd'o'~~{~ltits' o~~-\.h~i~~ih' ~f1!'6~ P~;iodig~Iiy accounted 

"''l ... Jd i.f\'"' !I~Jf.~..~,, \ .... x. .. ·tl··~-·~ -:'.1 .. : ~r~·;tt ~·~··Ht i.l?Jn:~~ ~Ii ~~· ';.1 &~: J~hi L:J.,t · 

. u]t;t• '-; ( 4 (•"'tp Yl~J th~'. rJsB8£'~ibiiit~- ttt1the0-'"c6dRiiis§iOJ~J5"~ffi~~1 ,;Ci the .civilian 
.'i.t 1m it.) :n. libiailig ~~''P\:i§iti6h Le'i]\iivhl.~;r~'£ to 1 t1iri'i'~f a\tJnfciik~i:b'hed.='officer having 
. '-'11·, ,ah·t ·h~h~md;v."gf~e~rU'h1ocri~erit~ fu'·iti~;i~e thiit"hli"~~c'ril:i(y preca~tto'ns 
-;;.:: ~;:w_ eu·!!narertlik:~n11:'ii~li~ras~ilgli1\i6'cui:il~At~:-itt'1ii1'nili~S:·rrr•mtt!~ 
~""'J;.y~. o,-·t·~ .• rfj ''1'._-,...,. H··::-- tf~,rrt'•!· ."~'·\·Pr•f.;<~ l]'i:·.'{Jr.·:l"' -"l--1' 1..-: 1•• "'1·;. i•r-u, 

.. , ,,_ .. '(5) ·secre'f'-'documeiits· will~'be 'transrnitteif-only-·by officl!Hly designated 
at·lf~r.JJ,l ut ~}r-ut Jj~;JIT.l, '/!'li f:"'""J(lo.~tJ'"' ·~;~U rt•;r,~. ,, (:;. "":.....::.-•:!~ •• ,~,,_; ~ 
' " "'';' -· ' courier: , Where··oJ:ficially, qesJgl}a.te·d_ .c01;mer. se_rv~c~ is not avm~-

. . · able, se2J!~·i:d<i'bclllhi'~hf~' inay :Jbe "tt~n~i:nit't'ed': by 1r~~istere.d mail 
·!L1 !r;t,~; _9~: 1 ; 1s~r.J.r6~t.XIJi·n;m~h~:.~~j_.~~fcJ·)sti~fri6f~1ii:f;~1!egi§tef~il ·-~rliJiFS({r~i~~rif the 
i!<·::<>J:;(l.r::'"l:• s-~i-v'i<!~· i~ iJoih'Piet~iylf~'itllNi 'iiitHfK~1 -~o-i:lfib'f'~f::u:J. "!' ~-

. . . . ·.. .· &"t·'·~ .:·. '1. "1'1 '• , ..... 

b Subject to the foregoing. standards, secret d<ici.iinents will lie. tran,smitted 
~1 •·t)"tor !!··""l:',·t;·rr .,..._...;r~ 't~l·n1(}Jt1·._"~ •:;{1 l.11.t1 i~t!H1..11lJJLrl.iq I;!!t;. !.F_t;Ut b:.Hl.t&.:;.;;i!) fi,;J 
by .any of': the' follo\vmg,meaus: • 0 

M •, • , >' • • ol ,
1

. ,,, 
0 

: .• • .. 

. (1) . . Between. offices of same MadqJlar~~:s ·or _sta.tio118>.::.ACh~a.~qu_arters 
-- ·'·'' o;:~.~''''' l·coinm'iind.e'ci5 tiY~im'~ arithorit'f1i_thuifiei:l-'to 'milk~ 1th&·seci·et1classifi{;a-
-r;~Jthi. ~-~,.,, .,,;:i:iofi; iTuie' cCillimari<:ung ·.offic'er'WiuJ provii:l.eLi'or';tlie' security 'of' lilt~~ 
,IH"' .:~·J:"iqroffice~traD'sriiis~iorF'o:f ~~ici-eH:loctiillents.t- ·fdjlli ,,1 ·::i: -;,:• "''-''•r'J :ti-dl 
'!:)'Jd -.:(2).-·"Within:cori'tinehtal: TJniieli··SttitesT '''~' h~·Iin:w !'1!1b;l ~/! aufriflv;; _ur 

(a) Officially. designated couriers (officer:· ii:l~sseilgeini·Of·lioffic'et 
·Jri' }I' ·:.t::ii·(: ~J f,·. cqilrler;r·including'warra·ntLofficers)'.,tr:1r••.i>j m'~·W'lt{) :_;,!'i' 
~~:8 !J~1;; !d ~ .8 .TJ (JJ .!';...L, f..~V!G~1.: .. 3r<I Q!.U 2o (.;ii~U~tJ2t CiU t.L·Wi,·; £SJ.!U2. ~-'-l!.l':ltt 

•I 
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!'I'P ~::.': ..if' . .::_{b}:Regist~red. ma!I •(incl~ldirtg. ·registered o.iir:·;mail) ;"'>~·· • l -·· '•:) 
h·.;;,:Jr·w :li>.•'t(:c);iPrptected conil:nercial·.express; rair orJrail;;•.under •bill!ng0.whlch 
"; :>. 1 ·"~··Jr:tr:n ·: rn~t•assures ·the-ihighest. degree:,of:_protective· handling.. See,·also 
'">t:· ·.~.· !~··Lt2t~: ~·;_:--:t.paragr'aph:68.~.~J~-! :~..Z ·:v·;!.:l ~.:· b1L.,.l; ·:; ·n~;!·,,_:,·. , ~,) >~~~·:· .. > ;~"_::;; 

(d) Military aircraft. (The documents will be!:entrust~d:to.;\ii 

.:··!il:n., ])'J-;··~> qJi' responsible" :officer:or ci·ew •rb.ember on: such· ajrcraftrwith':in· 
·•r·in rru"' 'l:::: r.;q!}str.uctions :reg'l!rding: their::secudty,.'arid deliveryi) .; .. 1 ':': ;. ·, 

(3) 01ttside continental United States.-Includes :transmissioft of., secr.et 
, If'·,,, i•:Y•u!!.: ,docu;ments;i·~ except- secret ·. cryptographic.•. material, >,from .. points 
l··~·h~1::'' ~'- ;vithin,the:contin·ental,;United:,Statesrto;·po.!nts ,o.utside: the .,United 

States, and vice vers;, and. between ·points outside the.;contineptal 
[';;.·19-;~; ·;r: •r.United,~.States. ,:-· , 1 .';~~:'~ [i.~:--:. ·--·~:~:! ~-;:·~-~; :.;(1.1 :t:·£::!:'•-~. 1 .!,·; .... : .11 ~ .. 

(a) Officially designated couriers (officer COl\rier, !nclyding :wa.r; 
·•h)e1it ·~!i.n:~.lii':l'·': ... ~. 2h rantroffl_cers) .. ;:'·r:.~,; J J.:. i·l:-- .::~.u::· . .,_lrj ~·J.Y> ... ~~ .... r(, J. 
• .) :d.rm·1 =:itf L• (·Q)ilUnited Stat~s: P;ost1 Office ;regis~ered .. mail thrqugh the ~rmy 

... ., · Postal Service, provided the documents do not pass thr,ol\gh 
~ ;: rll:::tU"." . ; :J.:; · ,•Iii i)i. a:_:foreignt PO!'! tal; system, . _Secret ,do,cumen ts ·may; howey~r, 
, ·li·l-;;·n· ;•J ,,~;!.!.;•;;.:·, ~;;be J.r.ansf\litteq·. to an.d fr,om .UI1ited· :$tates .~nsta,llat!ons Jn 

. ··. · · ·Canada by United States and Canadian register.!')d~Lf\laQ, 
Ici.tu~;/j_,_r.l..r .,f.-5:.,.:t:w.Ith·.r.eturn:I:"eceipt:- · ~,c:! _ _.:~L,:::~~;: ~ .L'"n.~ ·o;~:·J:f"-~•.:tS:. . . i .. ~:5; • 

(c):·~J!Jt.e .:Pe-partJ;n~pt ,diplomatic r.pou~h.<: J.(-"I:his,;m.ea!ls: willt;.be 
!Tr.¥1 :.! "'';' •.h~:ll;.'!I: U!l~d ~xcJuslv.ely · Jor · the,,transmission. ofc se.cr.et- do~uments 
r;i·., '7: ... ,~:;-~:-, ,.,;.( ·.: t· th_r,ough or whhil} a, neutraLcounjry,)~·: ·.:·· ·: 
.roi --''l"-'', ,: tJ.CO;',Untt~d~Sjll,tes .. or, Allj_ed ~mili_tar:y,-;:t}rcra:(tir;~~The documents 
-~~; '-JOJ;Li•~f~;J'_;. •.J l.W:~ll b~~eptr:usted)o .. a responsible OffiGer,'O!'. ~rew·~uernber 

on such aircraft with jnstr.uct!!:msc.r.egarding: !their security 
.,p~u, .. >!L.' . ·:; ;< ;y;·~IlJ;l,;!'lelivery.):···SEle·d -I:Jelpw: ... :;.;0 , ;> Y• ·.':j ~ (.; • 

(e) Commanding:·.OffiGElrS, o_f .Un,ij:ed .. $t.Rit~s.:~rwy transports. 
:,t.. Jr~.f1 ;,lr;n9 ·(tl· .. R!')_ljabJ.e:;.G~t_izens .. o;f.Jhej UJ),ited ~tat~s .(tha~li,S; Qtfi.cers or 
.q;~ :i•:(h .,,,-<C;i <>1 ,. :9ffi~.t:ll!!;,o!;!l,~her !}~ve,rrupen_t departJ;llen.~s ;\Jr masters of 

• • .;.·; 1 •Y!!S::>gls_.9__LUI!i.ted.St_~tes r~gistry,). ,, _ · :.•··•.J 

-e1:mf ,:;. :a;. Ju,).;.lfqr •!lPe~i~c };i,l~ans ,.PLtr;m:isJ;lliS/'l~On 9f_ secret;cr.yptogranhic 
,. ;_ • :;~ ~!llaterial,,ref..erep.ce ,should b~\~ade to :letter: jl}sti:'U,~ti,ol)~<q~ 

'•ti :u"-:- l>J''"'''~. :::_ · :Jh!!l:,S~l;>j~et i_ssl!ed, by·_the)Vm; :P.epaxtment,~·;, :, \', 
c, .Aqt£~?!;~UPP.n. 1j£CJ3iPt qt-;s~gt·ef mf],tter.1 ·.:, · . ,, (i•,. ,; ·' :•. 

'•''"~';0 ~;~)if~JQ!::-t<! ,QIJ.E)pin,g,1.::t sel1~~<LP.~!?Jw,ge.: pr env~.~ope, c9ntaining secret 
documents, the seals ·and wrappers!c.wi)l ,qe ,carefully inspected to 

-Fll n-;:i eti 'i:! Mt~~f\lii),e ,\VJiet!Je_r !_her;e ,h!_ls ,bEl~n any• ta!flpe1:ing;.;; If any evidence 
•• ~. !!:H 'l·· 1 ,o~;_tamper;ing_ ~\!~ ~9te,<;~,. the ~act~ . .wi~! be- r!tported immediate'y to 

k·~i,.•, .,,; ;\h~ iss-qing_ a~th9rity, ,w!J.o JVil! ,initi~t~. ~n -investigation without 
delay. _,,., ::.: •. : 

fuiJr ,f, ;· t~).l, 1T~e \ifln.~r::~,ove:r rp~r,ked seqret ,will;.~e·.o?P,enl_!d :onl~ :.~Y.. th~ fl~dressee · 
:-r•·i '"' Hi0'iJ p.r·.1h\!!.-.dU~Y.<t~~!J.igD:~!~<J _rep_re\',eptaJiv~·;· ... 1h~lre,CfjP!r.form ,will. be 
i:sti;!~; 'J:::i.uB~t~~· ... !Ji~nElq•~ \!~!1J.IPI:?edfl1t!')ly, 1r~t~rged .. to ,_tl?~ 1 ~ep9~r. The inner 
,, :,:, .:;. ~; 31 1 .. r.~qr~.r 3j\Yill;t,Q~,1q~-~.t~RY~~ .. blti?W?.ing:-,if,;tl;l~,~~~~~~<;!! 1:matter of the 
.• ';J';;,:uo;l Ap_slosHre.-}l_~siJ?!\~n.;w.:conta~t.ther;e~~~.h.,. 1 ::w.•::.s;• b<l . 
,. r,_d.1 J§eg1f:~i~1f ,~o_t ~~cr~t .d,I?C!lf??~en.H::rnlf: l_l, m~litH;y :l'}ir_~r~f~iFa~r:Y,ing secret d?CU· 
inent~ .• ~~ .. ~o::93~ . .4o~n i[l.~Il,~Il1~. ~er~i~pry~SM :MFVP?~n!Jl" will be destroyed .by 
buriiing. ·- u -not subject t.o burnin,g!, fh~;y, 'Y1N.1,1?~-~d~s.trpye_?- by such other means 
as are necessary to "render. them ·beyond recognition. Similar action will· be 
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takeD: lf f~rced' !down :In Jneutrai~territ6ry;;,if)capture',Jappears~ imminent If the 
aircraftc•istfoi:ced•'dow'iJ.•:at·,sea.'>the 'doc.ument~Jwill'tbe _sm:ikrby:'the~most practical 
method;-: For:Jdetailedi:instructionsl·:on:Jdesh'uction;t.of'J·classified documents in 
emergen'cie~, reference should be made to letteriibn•Jth!_s;·_su]:Jject issued by the 
Wari l)epar.t'ment:xf ;;'-·~, .-dt1~!r-.:tt·1.}~ !-,r:·-r; j'tr"T'l·:;·n ·.~·;nrrfitl. <t) ., . . 
-u26.<•Haridling• -and, transm.issiono:of• top·:.secret•'niatte~:-'->-Top -secret matter 
wlll be handled• iii~accordances,with,the: rules·:given .-imparagraph 25a with addi· 
ttonal~ Safegu3.rdst as~folloWs :•,,.!1-: ... : ·,\:~·-:- ~:·~dE ~ ~ lJ1 ~\~)~~~,·.t'~: • .. il~i ;;l' ,; f \}) 

-'!'7 ail: lJnder :no Ciicumstancel§>;wm such·.-matter:•be::transmitted·-bY•'register:ed maiL 
:.<:-b!:;Unde'r nO'ci'rcumstancesJwill::messagesfsoigraded beJtraiisniitted by electrical 
ineansiin,the~Cleai·.t~~:J.f .~;nio~ a~~,~··J~·~, ~lt.:.~ rL''·~Tr !..l·lt~t V·~j! (~·~_te.;~: 

c. It is mandatory tJ:mt transmission and custody ofisuch'•niatter be covered 
bY'··areceFp'r:systein;•c,·) ·:c .. ;:~~v) 2:t~'J'W:J fr0>L11~~:;;~1b t.Un:~>i·~O f"ll 

d. Top secret documents will _be handled only:~·iiyJ persons specifically desig
nated arid riuayirioti'betdisclOsed!>tosanyJ person••solelytby'virtue1 of bis rank or 
o~ffice:t;~. ? -t'1'i ~·t~:; ub c:t ··>;;!fJ~J·.Jb etl.l, L!JbiVI;·~t! /-':Av·E~ J •• ~ ..... r.tl 
.-:~e. )The policies· acndJ special ··procedures "governing-' :the'fihandling and transmis
si'on rofJ top:~ secret I matferi iai·e, 'covered<Jby,7speci'li:l-1letter! instructions to parties 
cOncerhecn~:·i~·;-r fJn ... ::ert{;~~~ t::rt'1 C)fJ1:i!~ fl9tinU 70 t·f;rua:J 

27. Handling and transmission· ofiiconfidtm:tial Jima:tter.-a. Confidential 
inaffter· will 'be;hari'il·led in:ac·cordarice'Wlth ttieffoHowing,rules: ,") 
<.1 mm '·'(l')-' (])onfidentia!Jl:docunients~Hwill~'be·.i'-prepared fforl transmission in the 

- same mantier::as:seci:et-docuiriellts, exceptcthat the inner cover will 
~j •J9!!!iiel'>i> ')fcontaih :a receipt• 'fofm ionfy.' wlien -·the~send'ef~=deems it necessary. 
.r•y!;w,r(2)7'Gon-fi:lential' cioctunerits( .·except;~i·egistered, !wi:ll be transmitted by 
~~~1-u:r'-' ·,i:~dapproved offidai•meansl th!N J.>~'J./! 1 -- .i·J,:c w 

(3) Registered coufidentiali'd'ocufuents\ '¥illlbe 'haiicll~d .in the same man-
. ·Awrrr~ner'~.ast.i:egiste\•M 'se~ret "doC:ui:rienls),crl)n; ··1rw•.: ~ t-J · - _ . 

10 ;--.~r·; (4) Jti is!" tlie fesponsibiiity! off(the"coirim'andihg :officer' or equivalent of
.!0 ·_ •uja:~trr 'ficrar•·Mviii'g 'custody-.of"confideb'tiai~doc11ments to_ insure that ap

propriate secilrityi pfecailtiohs are ita~eiJ.laF:ill }1~1e~. 
~J<t 'b1t Sub'jecf>to Jtlie' foregoin·g''stan'dar'ds,•"cbiifidehtial- '~oe\ni:Jents will be trans
inittea' oyrauY. orcth.elfono-lviiig 'me'ai-isYwhiCheve!''is- n1ost1 s?itable : . _. 

(1) With'iii "contine'1itaL' iUiLit~·a:(States.UCoti~de-ntial documents .. will be 
. transmitted in tlie sarrie _manner as''§ecref doct1nfenfsi ie:fcept-"- :, 

j•:'l!i':<O' ~l.fd FJ i~ (a) "':Afhyia rithorized•:iriesl'ienger"inay ,!:)~ USed instead 'bf (art OffiCer 
o.t h'Jl., ;qCJ".: Y.l~J:l·;, .. --·meSserite1;fiS~1fP:1~lr 1J,!r~ · .... ~ ·.3:~ J·.l i . ·~n · u;··Ji. J • 

e:JHlvll:; -·:~:. ·1.:' (b)' ·co'iifidenfifri1 docti:Jieilts;·; exc't'{iit-_'reg~sfere'd;: ··may be trans
nt '! '_-;1_ ·'{; ;[\ d !••>; 'mitted by'"orl:lirirtrydmail':w]le~· iri the' opinion of the for
j(J'I;!.'>ii - ll·>' iiJ~_!;:,'" l': war·ding'1office'i·;ll0 ·llierio'\is'1COUSequellCCS' Will be entailed 

· by their loss. _ _ _ · ,. ~.':,c . 

>'~'",:• i 1:(2) CQutside.fcont'i~'u!ntdL ·ihih~a ~States:~rrii.f -~ransiliiss~oh -~f-'cdnfidential 
u:i !lb ,r_.; ·docilmentsl:~xcepfi c'onfi'den'fH:tl 'cryptogrilphi~J inat~ri1il from points 
'!:J:Jffi_ ,,,r> :within !tlie:tcorlfiiie~faj(il:Jiiitedrri·sdtes· to-;'pbints' outside. United 
-z,r, :to '~t; At:l.tes'; and-'~ic~-\,er'S~~-'an'd·b'~dveeri1p'oiiits"out'siCie 'die' United Stat~s, 

will b~ done i~ 't':he's'afu~in1aiib.e"r'as1 pr'e's~ril:ie'd for~s~cre~ docun1ents. 
·:1~'·!': :r, 'l:.eo. ''":('a·H~tal:e•n~l)a'l1n;~tit'-di'piomaHc poti'cil:'~iiFb~ ilsea··~xCi'ii'si~'ely 
·~o J.-n·'~ J:"'''J s·, l.t·., f6f'. th'e':t'r~n'slliis1iioii'1;f'" co'iifi8e'iltrai 'diicuin~iits': wi·oui~J:i!l~Ji· 
:HL.·• rn ~v~_::;~) ~!~;rl::· · .. ;_ ~ftiH~t·a_L)n~Utf~}-c0tilitrf.' 1 iP·J,·:: ··~~ ~'~- .. ~_.j '~ ·-t):.t ·~j :;JB'f_._(:;d 
(.,_; 11:-.r r.!o!J.J,"t J.'~J.un!a .£1\-~i:!It!i.t.·~.~·~ f:·:rJ•(~~.~ v(:::;.uj· -r:~:J?J•;s. f/~ :~t~;H·~14!l :•·•~; ~;; 
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,s?nsl'lriodcwi·JO:( bJ) f;JJJorr-specific~•me·aE.s ,ofytransrp!ssionrcof:~~onfiderit!alf;ci·.~;pto
:ioa f>ssn u•;d?ri'It~~ · grapliic~materiaJ~f referenceJ·shpuldHbe ·:made!'to·r·letter~·in: 
b,:;~~a1-gs; ~<11 .'t~Jijc~tructionsJonhtliis<stibjectrtssue!J by,;tp~1Wa1' Depart~n~! 
:t.c rroiJmiiJai '(H(O)?lAc~ton"ttPOt].1r.eceipt of..'conjldentiaL'Jmatter.t;.e_ff' ,.1 ,'Jiq•w;rr'Ylh 

:livh -.·t!•~ui o7 ?.:J:-;,1.:' 1':'!,The: standards •pi:escribedi'in.cparagraph!C25c(1f"W'iilc'lle 
G.d:l :U: .b~ftl~<.-r.h _?.1 u.,f·h~-- adhered1to.l ltis-d'"'.i J l.,Jl ;_,9oll o.r !J')T,·)1TI ~"~trh<:~ qr/1 

J:is~ctu<J EJ;h' ·ml 59?•J :!.'.The dhnen:cover .tmarked·1:conficlehtiall wiWkbeJ ope~'ed< 
!!!:113 T.Wtla biJ,~ Al 'lh ,1!i'(i(JJI'IOD1-y- by.·.th_e addressee· .or. =his::duly~·desighated~ repre-

. _: _ , .u.q!tn·Jiti;;sentative:1.iThe~receipt:forfu•whilil:.tised will :be.' dated; 
1on atlt~mM<>o'r> 1>:.1'.: \\?.~~" 'to signeci;;, and-.iinmecliatelY,J~ieturriedroto~the·;.f:ie:itaer. 

' · . . · · Th12 inner cover will be destroyed by burning if ~the 
,atasmrr:iofl f)91(Jll•i;v•-: iWOJ SUbjeCt•-'matter of ther·inclosure'•has l:ieeilt in!. contact 
<>i tecH W•lO'! n ni ~·:llinkf;,thefewith:~'l .i>:utu 9r!l 11i l)"ne~~ 0ct !fi·,, 

(d) Sec-urity Of conftdentialvddcum~nts:~The-f same preca~tions 
m: :r9wu•vp n Jf!:iu;, M _;as•Fpresci!ibeddn;;parfigi·aph 125d•-wil1l be laalierila lfb~ 

28. Handling- and trans,l'nissiontof,-restricted rm~tter;·- ':'a:~<-Resti:icted matter 
will be hanrjled' ~rid transmitted in accordailce":witliltile\follo\viiig rules•:::c-- .1~ 
l'~!lf r1P !(·}> -!Re~tr-icteda;locmp.ents \\iillr.be: trimsmittedu byvs·uch'· •appro-Ved; cliannels 
-s!-11:U 1: ll · as;,will<pi:ov.ide!a>.reas6nableldegreeroftsectirity.•iu1·)~·.·•c· 
'1ct !;IJI~2) Registered -restl'icte·d ~d<icuinents-J.will b"Er•'.tran'smi-fted~'~to and from 
·f!O!J ')rf il177 fOl'eignr•,COUiit,riies ii:UJthe 'Same:: manner·~as:•registere(l;isecret dOCU· 
s~1r:·rojR sd:t ments~tlia rroltJ;olumc.·-'-'=';·uu :w ,..,,.r ;: i!rql' 1 ">Jil b'r:·-~L:c 
(~t;b:qS_ubje_cttto)tlie.:forego!ng,standards;Irestrictedtdochrhentifw!ll·be transmitt~d 
by anyof the follOWing meanS, Whichever iS most SUitable':~·,·,_,il! Hll< 

-n'' r,~;(l•)0 Tf.iOiin :gofttinen.taZ.:United! St&tes:0:Ji'flf) [;s«<:ie'-'ir:!<h,J:; •.1 c,O t, ':) 

c.c::..~·~'ll ~tw! OJ (a)~'Authbrizemmessenger:i9 nrslll·ri!.) ~lUll rhtn f·s;i.;if 
lO ,_:.-:1,"";:11 ;t.h .. _:r,:·( b)~!Ordinaryt .. maH: .L~·I~' i~.l:l~;·J- 1o· ·c.·I~.n~-'l: · 1(1') ~n:J \, r 

(c) Express (rail or air). .•lb'!'ltf1 :_-·_.-.,lr 
fJ~i1;\'1Pt ·. q'",;! !H! (d')stFh;~igh_~!i-.7 atrr~!111J:.:,_;b ·f):>~.9..\~r;~'1'1 ¥ar"rriv;~fl)·, !-pl,_:.J (t:) 

~. ui·liJ~ (2), Outside·~·contin(!ntaL ·-' Unitedn St(tfes.~Inclui:les transmission of re" 
-. '.r:v~i:cr~td:;str.ictedddb~liments;<rexcepth'estricted:Jcryptogr;aphic !material, from 
; .:~~dil'Iqtl; .,_-pointsr wi!h)n' thelicontinenta:lG'Unfted' States •to i_:ioirits\.~olitside ·the 
fmfr ,ajH~•r-w:JUnited•·States; ·and<::vice.lver§la~ and. between" points ·outsi'de 'th'e·tcoti!· 
-r.';tJ;;f! ~-o r;zttinentakJ!Jilited·:states:,rrr~'r-~l '"'~'-''·, ,,,._ .'I)C{qn·::S:;, tbia ·, ·•· :-:. -;-.,.;, 

. · ·(a) Vessels or aircraft of United States registry,•·Allied:-registry: 
:I~H~~ .~:J;·~::t _ ~--'-~ Hi·" Li•or.~st!_ch;v:essels· or:•aircraft;>: althongh·-not\~of-\UnitecF· Sta:tes 
B1tWtp,::Jc r) iJ~at< .• 'Jl:) ;or;Allied•:registry;-whicli are: cciriffolH~liJahdopefafed· by· th'e' 

~f~~:,;~u~~ r. ;j ,':~l·.:~:~~~~~:~~~~~~s:~:~~/.~.~:.~o_t: ~~~:~~ ~~~rou.~~.'·.a: ~~r~ig~ ;pos~all _;J ! , 
sir1 4;:(( b) united states p·ost- or·rice "'registerecf"' ;..;, 1: 

~o 1ll'17L __ mail or by ordinary mail, provided that-7 ! 

li~.'i1F!<lfl 
-.; :-·1 

•. , I 
'"jll.G:li?.li 
fll(l').j 'J' 

l!;U ntJ:J 

~~.rHw/ill 

the mail, whether reg-istered or ordinary ,i 
will be handled outside the United Sta tes1 
by the Army or Navy·Postal Services ex
clusively arid will not pass through 
for_eign mail channels. Restricted docu- 1 
ment s may, however, be transmit ted to and11 

from United States installations in ') · 
Canada and in Alaska through the Canadian! : 

, postal system. (C 2, 23 August 44.) 11 
A:GOC4'ls-· -- .. ---·------- -- --------- -- ---- --------- --- -·---~ 
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SAFEGUARDING ·-MIEITA:RY :INFORMATION 

··029;J :Routine-. correspondence;. receipts, and- returns,":.:;-Rouhne ;correspondeJ;tce, 
rec~i.pfS;liOr'.returns, !aild•·r_eports·.Of .. possession;' transfer;··;or destruction need not 
be ·classified if, reference ·therein;totclassiftedl'do'cuniimts;~other- than registered 
documents, is made-;by,.tilel n:umber~··dat.e, a!;id~subject-~onlyi :wit~n ho indication of 
the: classification:,ir•Extremer'care !'wilL b!) exercised•. inlsuch cases to. insure th~t. 
the subject referr~d ·io do~s riot contain information which is-classified. If the 
subject contains classified-!inforniation, ·a; short:title will be used for the subject. 
Regis~tered,docume~tstwiii;be,referredlto bY,:register number, date, and short title 
~mlynvith no indication> of, tli-e.s.ubject':riiatter:or!classification. · _ · 
.·;·30;·. Storage. of;,classified,:docu'ments.-i;-0.:: f$tor:age ot classified docttm~nts not 
r,e~ister.,ed:1 .i;.,. ·:r~ fJ~.·~:J·rJ~(., nd Hryr 1'//~J~ ~.t! ;~:!l (.,f.~\? , 

1
. 

;,.,~·"-'' .(1);. Secr~t· and:~confidential 'documents;;;other; than registered documents, 
. will be stored in the most secuiertlles!available in a room that is 

"rt~ j 1 • q. ·kept· locked when,notr'-in~user ,~,_:,~;: ·" ~-' \I~~,,_, .. ;, ~,~· .. 
~ '' '(2) ;}:~estri~ted do·cuments,willbe s_tored:ahd handled in such a manner as 
•1e. __ ~. I' '<>[to,-insure-a.reasomible·Idegree\of·security::·•=r :,,:" ~r.titb";~:;"·f :b? . 

b. -S~orqge of. registered;dpcuments,',lci·:., ·:i ;, :';it": .. ,_·,, ilr:;, L:,;;H! .;r, . -: iu·:r 
8; . .'. ' .. ('1); R,egistered· documents ,will: be stored.·in·the:most.secureispa"ce available, 

preferably .the•.equivalegti.:of:<i:r:•three"combinatioii:isafe.' If a three
;;•r,·:.':l. iJ:,:, ,.~Op::lb!na.fion:.Safe is;.notja,vailable,.:_theh:Jthe dOcumerifs Should be 
.;;, .. ~·-, ;,, ~~ik~pt~~o_r_u;tantly,under"armed guard; ~Field.!Iocko:safes will be con

sidered the equivalent of three-combination safes•:fot the storage 
r. ;j; 'm~rt•:. i .of regi~t~red;!}oc.uments: for~ units serving. in 'the tield~ olitside!of~posts 

and garri~ons~tt. t-.l ~.~:·u( ~·- "i \~£,·1~·.:_ ...... ."::.:~.\J· :-:.• ' ..• ~ .:{.~, _.:. ~rL· Jtl ~ .. 1.~· >..t· 
(2) Only commissioned officers; . .warrantofficers,•and -speCially~ ttiristed en

listed men· and civi!Hui employ:ees)LWilL b'e ·permitted to have access 
to the containers of' registered docum~nts, or o.tlie :combination or 
keys thereto. .(·L .. ·..:J iJ•,;; ;:_,_,,:~r·-:: {1·, 

(3) Safes containing registered documents will'.h:ibitua:lly be kept locked 
_,1 -<,; :J..:·' _W;ith1 the full·.coi.Qbinatiori5 wheiiev:er ithey; are .notc!un:der th-e direct 

• 11 -;'.J· .iJ-•·.r:i, s_uperv,isiop. . .or.a·,person :officiaiiy. entrusted-Jwith .the:combination. 
,,.,c. Qi:yptographic dOCJtnlcents::--::So: far:·as.,practicable, :cipher· tables, alphabets, 
and ,keys wjJJ>!!o.t :b~.k~ptJn ·the.saine container: asfthe ~ode bookstd'ocuments, and 
d~vices to which they apply. No secret document .W.ill:be:.taken;forward of battal~ 
ion 'GOmman_dl post .. ;.._~i~_.::.l'J. B.,;.: I•: "{ u~·:l.; .. :;· . ') )1.~~~,~:' :.;' ·,. ~1 -;J::c. ,} ~; t l. J 

;_ d,,;D(Lily ;.itrspe,c,tion; •. : ~t"ev.ery.:headquarters-an inspection will be made each 
day immediately.before.tbe close of busine~to insure·tliat·all classified documents 
~~d_cryptograpb,ic ,('levices have been ,];iroperly;.put:imay; '·~ · _: 

e. Security in fielcl:-In tactical operations, actual or•simulat~d, the command" 
ing·qffi~!)l: ofi.tl}eruni.t,conc_erned· is r.esponsible that! air: documents are given :the 
n;aximum secm,i_ty .iwssible;under .the.,cii·cumstarices.- lNolliccret document will be 

· ~al~en ~iAtO•~r.e;_s;liable.to, iwminent capture·by; the.e_ne¢Yi"''-
·;;t._,_se_curfty,,abq,arc'h ;slJ:ip;';. :Whereia'G ship~s •Strong .. room Js available, classified 
documentSiinc.tl:an:si_hW;illcbe st.ored:::thereirL'. ;~; i. . .!;. 6 :·nl..~1 . 
-,:~J:~ ;~tu~~-gf ;secr:et andcconfidenti_al• documen_ts."-'-Upon cliange of station 
o~_, separation. from1.the milittu·y, ser.v:ice;·Jimlofficer:.~vill'.retrirn to the source from 
which' received, or otherwise prop~rlyr,accounbfor, !all' ·secret and confidential· 
documents. •Wbi'ehj ha ve·,_b(!en• .issued· ,to:-biiU} ;,•JW:! •.:\ ~;j: f'l" .-, r l r)"r£ \ (.) \ 

1 ,LS!?~~;,i;>~~t~-Jl~tion;" :of: ·ielassifieduodocuments;~a:·•Secr:et and confidential 
documents. .;h.?';fll'i'Cf.c}c a '137{ : ;ij '!cf !.l::l!:?''J 1!.1!..(!1 1 1<~ <:.]Jjj 
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": : ·(1) 1Wlieli :competent. authority directs the des.truction ~of. secre{ ,9r;_CQ'I)fi,
,.:~ :,: ,4entiaZ:;docuinents, they .will· be .burned ·by;the. custodta.J:l the~eqf in. 

!-.' · ·' ,. the presence of a·disihterested:officer., -The·cer;tificate~of·d~structio~ 
.!I' r . ,.,_willlbe,sigO:ed by-bOth.the,custodian ·and· the: witnessing officer ;befl)!•e 

submission to the officer directing the destructio;n.. Ifthe,do_c_uJJ1eJ!tS 
1::., '·.are regis'terect,'the certificate, signed. by!,the_,custodian:a!ld th(l·'IVit

::' ,~, ... , [ :·)~': -. ·- -ri\)ssing ·officer; ;will .be sent. to, the offic~r ;direct~ng _ th~ ,destruction, 
.:.:· ;, ·' .'!' who wilLforward 'it· to: the office of rec~rd indiQ!lted in the._reg~ste~!)_g 

document. If the headquarters }las only on.e. J!O_IUJJ1~SS~9ned ·o:!pf!e]."; 
· .. f' "-;·. · .. ·'·, , .• the r~port will' so-state .... Exceptions.hereto may b~ autl;wrized 9y.ly 

by the War Department. ·" . ,; ' " 0 • '. 

··(2~ Preliminary drafts, carbon.sheets,;plates,:-s.te!lcl!s, st~nog~a,phJ~ ~.0!!*! • 
.. , ;~·-' ,_ · · ··r· !and• wqrk :_sheets ·containing-secret or f:!O_nfide;ntial· _data ~ill.l;le ·,de~ 

stroyed by the person responsible for their produ~ti9JJ.JI)lPJ..I'd!.a,te!Y 
1':1:! •,,, ::, :•after they:have'served their purpose or will·b.e_giv.e_n,!l).~_Sll.IJ1.e-cl~ssj.fi

J::·.-J u:o.:.; ','{• ;.cation· ana: safeguarded in._tl).e. Sa!lle .·mann.er .as_ the _mat,er;~al· PJCO\'llJC~d 
'?,..~r-;.J:·~.:~ ! .. •. from: them.·:~"',~·· .... t •• ~:'~-" • , L '.:~· 1r;; _,· ~r~ .f_.~ ·ro t,} 1 !' 

b. Restricted documents.-Restricted,documents; wil~ be de~troyed Jn. ,any- '\Vll.Y 
whi'ch·will,rend~r- them··useless:.i:_. .. 'r·:,;· ·_·,, .•:·J '·" ~; .• ;. '·'1:,. :- .... ,.:. ,r,: .. • u.A ·'' 

: :J~r~ '!.~hJo 
,;i,:'i: .~E~TION}H· ,,J,·(il';·;.:·<f•l1•!;. !I.}: 

REGISTERED DOCUMENTS; • ,;. · ·' · .. : 
~(;~l.! (_',j . . · ... r~· .... ,:{·l ./lr·v!· .. H'J!'f!)., c.,; ~'t "tf> t.;_;; ::-;. ;. ... ,~i. :...:T/"!" :Jf::~~··r! j_.{i ,cr!lragra~: 

'Autho!'"lty' to· •designate~~~"'-.!.:l::..:_:.:_:...:.'l~-~:~.;..,_..:,_c.~,..~-~--=-~ ~-~.,--,_-,..-;o:~!o"",>-------
34 

t~e}!:~~~~r~::;~~~~ri~~~~~~~;~~~~~~~~;~~~~~~~~~~~~~~=;~~.~=~~;2~~·~=~~======= 35 
Notification of change of classificatiOIL _______ ~·~-----------------------------:. _ 36 

~~~~~o~: .~;~:rir~~~;-~::::::;~:~~~~·~:=~~~~~~==~:~~==~~~-~~~-=~=~~=~-~~~·~~~~=' . ~ :! 
Prescribed.forms ______ . _________ ;:. _____ -:---------:---~---~-~-----,-,-~"':-T-----~- 39 

' :: 33~· .~~uth~ri~~ 1 ~~; ~e:~~riate. ~ 'o~c~~s : au~h~r;~e~ ~o~ ~~~;i~l~~te: a.n!l issue 
secret, confidential, or restricted documents:cwill. desig~ate as ·.r:egistered such 
secret, rc·onfidential;• and' restriCted documents i'Ssned by· them, as they deenLneces
:sary ·in ·th(ninterest .of:Jnational.·deferise;·, •Only· docttments .of :except~onal.:impor: 
rtani:eiWill'be·,reiJwtered:•;u· -: ~' .r;·r:·.i"'·'~ .. :' ;,: : · .• :·, · .:- s_J; ,. ···:.:_ r.,.; ··t ::;;,.·. 

34. Additional marking.-a.. In addition to the.marking,:~ecret:: CQnfidential, 
6r'restricted; tJie, title page•Ior. inside~front. CO:Ver.·of·a registered· dOCU.nfenf':'.Will 
fordina'rily;shOW'"the:re'gister. nuriloer, \Short ~title, office. of record<tO .which.returns 
:willibe made;•arid>instruct·fons'·covering the: returns for its accounting, .and; for; its 
-uitimate::disposal.; r!f •this· is•'not· practic'alile,'cthe.reqtiired )data' will: accompany 
the registered :•document" o'ri 'a. separate sheet: . The. office.,of :rec.o_rd .is !he: office 
't!Y :whiclOrep'orts ;ofc;possession ·and/ OI"'transfer:i~epor~S-·On,_:.;egistere'd:~docu:n:ents 
are senf.~G •.\...tt.J",. ~·. _... ...i I \...'( :.:.::: ~.~..u }'~·: r .. : ~1>1. :;rt 1Jj ., ?Jh)~t.d'J~~!.; 

b.· All seferencesr to "·registered documents inJseinianritialt,or:l'transfe-r: repor.ts, 
titdinary: r"eports: of·;destruction; -01" 'tmclassified documents or:.corresporidehce .will 
.bel-by!; registered: number, !date,~ rand• short: title::only< a'ndr; SUCh i.repoi:"ts Hor·~cor
'respotidence· need; not'ibe' :classified·.; ;r,In•;usii1gca> ~ort- title;r.ev.eryJ,Syrilbol·~of. I the 
:shQrt\J.title hviU CJ)e: . .fnClUded; H If.. any •'aCCOUntable ~~d~CUrilenfJCOllSiStS ·{)f,~mOre 
than one .volun1e, ·.each-:volunie -will:cbear 1a separate Ishort,·title,;, .Any,:c.correspoud
iehee:or: paper·•wliich' i·efers to a<regist&redcdocument:·-by -a: ititl~ :ot~er :than tli1f short 
[titJe·:inust 'hirve the:same :cla'ssificaiion:as:.ther regtstered;document.•;:· !~_9'1,1.;'1 'l ':<i• ,,,r 

· - -· .. r~~.i·In.,.,Jo·x .tt tij~~~nJG::~!.\ 'fr. :r·t· ,,·\'i li!LI~ ~ci a.;::~;~~n!~t~: nt fJ~>·li>::::Jr(; ::t:· 
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M~38o;:.:5 
34.:=-3'8' SA'F·EGU;.\RDING MILITARY ~:UNFQRMA:'l'ION; 

-\~·c:O'JAJi'egistered~d'ocuriferit is ngt to:be'rcorifusedi with ·a. classified'-ooc_timent to 
whicli;·'for adminlstrative:reasons; a;•nrimber•or; short:·title is.assigned for book-

. kee~iiig::or•refeterice.purpose only,·?md•.for.'·whicli:no accounting is: required. ~n 
the\'absence·.:ot ·the: additional. markingsflr~qliirM .. in;a. abo;ve,~. tlie! document w1ll 
hot.-be:.repor.h~d.upon:J!J':"·~:·;.~ ... )LJ;~c)J!:·.·~ l)~_.·o.J:;i;..l~·.;f: ·); !tc:. r_ll··~r;~ • 

.. .fj35::•Revisiori ·or; i'eproduction~-'-:-a: X ·ne\vi·or1 revised"edit_ion of. .an old regiS
tered ·documen't 1hay: b'e assigned w•hew: short •title. but;' where~ this is undesirable, 
tlie•!old.::shorf! titlidollowed: by-tf;symbolt:whiclr will-differentiate. the new edition 
ff<im·the ol(j editiori-iscpermissible!l ;:;:~<·::;"!• •'· :~., '1. _.'-.:_ · •>"~~-' 
v' b! Reproduction; of·!i' registered •document. is: forbidden except ·by, authority of 
the office.of origin.' ,:!: -"·•''Tf,l ··-~ ·,,;':'.- •••!.i ··.J 
.2.'36~' Noti'fi(fatibn ofi"cliailge· ;of'!chissification:'"""Wheii the· classification o~ a_ 
rloigii§t~rell·?'do'Ciiim!nf'is'cila-nged\1 thelbfficerofi record ·Will notify. all1 OfficeS to WhiCh 
lf':.na§~~been:lssued!JJf,u·;:r 'Ji:~v":i ·.roi' tttJr ... rH;rrr""_1""t I~<>'L~~-. :-).:: ~- ·,~f ~-~~- ,.; t:h: 

-!X37-:-f :J::ii. ve11tiii·yr and! report• Of' possession~~_: a:· Custodians ,V,ill. lieep a comple:e 
iiiveiit"cil':y1 'o'f ·~aJP'riH"ii'stered 'documi'm ts': except · those:.listedPinr: cL below and w1ll 
make, or have made, on 30 June and 31 December of .eaclit year; an accurate 
ret:Uri:J.'ftherefor: to' the proiie'r' office•of !record!'Jl~ .Ji'''. ··-.• ; '. '): . · · ·~ ,~~ · :' ·, · '."\:: ~·) ~ t .J 

b. In making a semiannual report of_ possession::theJfollowing details,,wm;be 

observed: . i''T·";.·.····'· · 
(1) Each item will be pP,ysically il:ispected and its register number chec~ed 

against the i--iiventor:v,::::x~-r "·'. ~-?..T":,'l'~:'('.f.!.~ 
t!Ei~~<::~:'!(2) At headquarters having two o~ more commissioned officers the. cus-
<' ~ ..... --todian- and -one--disinterested-- officer.-will- make',! .the· :inventory,rraud 
ti: - -- . both wm.-sign ·the-report.- --If·the--headquarter_s-·has1 oiily 16ne:c~irri; 

;~~ ::= ~== =~ffi.issi~pe((?ft_!c~f.:t_li~. rev_or_~ wnr sp,·,~~~J~7-~,_-: .<:. 1 ~:~'::-:,;·z .. :, ·:~ .~/::~:: .::~ 
-,:; o. No. semiannual report.of. possession.wi!l. be. maq,e,qf=: ·~ t·e>: ·r ''·'. ···•·}" ) .... ~ 
~·~ -(-1.) -!Draining .. editions-of -code-books, .cipher· alphabets,,or ·k'eys;·,or to_f, non~ 
G:; --- .. ··-registered ·cipher--devices .. accounted for--as-ordinary 'property.l'' ~··',. 
~:;1,;.>\ f(2~ Registered ·doeuments· Jwhich:have-beew·plaeeil in; custody·;or).st_qrage 
tf~IJ"' ·;,·:·,~><:·•for ·historfc!J,lr:.purp<;ises . .; ;o:···"'.'JJJCJJJ Jy.;- · · · ·.:•·., '.i·' i · ::. 'Jh•~ .. · •. :; .h·• .•:d 
., ~a:t·Wheriever. :a registeredr.document >is 1found which 'is not :charged, to :th_e .,finder, 
a reaso'iiable::effort )vill' be~made to ·determin.e:thet otlice· to·. which)t::pertains:p rlf 
this is not found, the document will be fo.rwarded thr?ugh· militaryj:ohanp.els;·to 
,the'issriing·~atithority:•for:disposi.tion:,Ptli(;r::, ·1.·· .·'=>-·.: ,;_., .. .~~..: i: ·' .':I::U'·.\ _.,.;; ." 
lli38trrReport> of:·trali§fer,,~nd·.idestruct~on:;-,'-a:! WJ;len 'a: ~egjste1:ed: document~rs 
;transferred: ·f'rom c one•Jperson;·,to another;r:or;.if ·,tJ~e.r custop!an : remaHJs-,,th_~. ;Sa~e 
;butJ.•the'rorganizationls designation:claangef!;:a,ee.r;ti.fica-te,of transfe~;inAriplicQ:t~ 
will! be>:mad~!\: The~lcertifica te,:Jc·on.taihing: an r acknq,wledgment. :of,,r~c~ipt·::by. ·th~ 
:recei virig officer,')will rbe: dated rarid. signed :by_-th()ctransf()rri.J!g·_officer;-"" .. ·· -:· ~ ··i·. •n ~rt t 
!:!: tb,(J:'Imniedia tely~~upon._.compl_etion•}Of cthe.,transfer ,, ithe•.oi:ig!naiJ Ofo_1 therltransfer 
certificate will be forwal'd()d direct to the otlice of origin. A copy of.ctlw: cer.
,tificate of:;transfer,.w:ill;be ,retained by.<el;lch ·of the<c:iffi~ers tCongerne?::-~;r H{, .·~ · 
r~: :c. •Whene:verrauegisteredr:docullient ·:is; 'remo:ve<,l;.ftom. i tsi .prpper.oJilace,·jQf: :c.us
tody~and tiss~ed !toJan·other ·person, ·the :custodia:t:J' will ,require: a: .,wr.i tte_n'!re_cei p~. 
·;1' a,':·:Registe~ed;-:docup:J.erits will not •be racc·oun.ted;for; as,. prescribed for :or,d~t~ary 
,property ·iil: iA:R.--3576520 .. : ,The ,forms.:descr:ibed,;in paragraph"39lwill ·be;_us~d • ip 
-lieu .of:· shipping tickets,; memo.randum receiptstls:tockr.e.cord.:cards,t.etc . .,;r..:o tw: :J 
·,, e::;The ;isshing.la u tho:ri ty r.normally,.:designa tes) when ·registered ,do.cum~n ts, will 

-be destroyed and ,upon·,such;•Iiotification-.registered~documents wilhbe 'destroy,ed 
as indicated in paragraph 32 and report of destruction forwar~ed. 
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· ;'39:j·Presdibed.:rfohns;"-'-<f.·.:war··Depai·tment· •Fo1'in. No: i32T(Recoro ·Card··:.. 
Registered Do·cuinents'or Devices )Jwill•b'e:used· for .recording_ all temporary· trans-: 
actions involving an individual·registered document:> > .. :c: .[ ; ·\.(:: - • · !•:.· ·< . 

b. War Department Form No. 33 (Record Card-,.Registered Docuinen:ts:or 
De·dces.c.:"Station}i 'willlbe used 'by: each ·offic'er .makirig: a• consolidated record of 
aif transactions~ concerning ·regi'stered ·documents; :·:Itt seryes' as a .check to pre
vent the undiscovered loss·of the: individual card;·. War Department;]!'orni No. 32. 
·: c;.:War:Departmenf Form. No.r 34' (Transfer· Report' of ,,Registered~pocuments. 
(or Devices)•) will-be used:tn·transferring.registered documents . . ·.:::r 

d . . War JDepartment. Fohn •No.; 34a, ( Semial1nuai··Report'· of ··Reg!_stered Docu
ments ':·('or: Devices)) will- :be·· used· in,_I'eportiilg ;.a -semjannual) ihventory,7:of 
registered documents. l ,,, ·•· .• :c,.;·c·-;<>! .. _,) ;·) :•:··,':c' .'i'' . . :.1 n·i.' 

e. Other forms authorized by separate branches· foi' .. special purpq_ses··such:·as: 
Rei:iclrtrof;Destruction.will:·be employed'.whereiappliciible. :~, .,; · · ·.:. --::· \· ·,.::t' ,l:.J:. 

~.?\~' t~t;,·,. ·,: -~,~~.<~;~;.,<:~~-J~,.~ :s~~~~-~~:. ~~;~~~.~:::··:_r~~.,~~~~~ ·~:~r~~~~~~~~~~~;;~<: 
.:!~\': Ltit:-~ i~li-:.·~-uu.a ~~:l ::~cRYPTOciR.APi:tiC) SECUniT-f1'+; s-~-I .~.l./t:.-s-; o~::-~;~~~-:-~rr 
~n':l '!H·.tr:·:~c.: ~--rr·r,r~/1_,\):, -~-1~· ~~..t:.:.~~-~ '..j '!,:-'4 ·'·l :: .. · .... ;.T.:; _rr:.:: ·.o'.: ~!·ri· Pa~agraPh 

Authorization of cryptographic systems ____________________ ~_:c.':'._·::_:~e_~Ci_l.I:_~:. :;~~~ • · ',' ~0 
RelfriCtiOllS oh'iu~se ·of~ hilthOrlzed; cOdes~:.:J!._::~~_;_:_:.:..:..::.::..r.r·..:.·..:.::_tti.!~rr.:..!.·.:..~;.:.!-i'i':!..l:.:._·..:.r~l_:·:: /i41 
I!,er~onnel .. authorize.d.to ,perfo_r~: q,·yptog[I!Pl!ic <!l!tl<?s-~-~~..,-c,~~-=-:~.~~-"-7:c:C~"'"":-=~. : > 4~ 
~~~~'Jlt~~r~ .. P.l;l~~·";sec_l}rit_Y. ·?ffi ... c~r~:.--:;ir-._-r:'"";::-;:7;-:--:-~;---;o_-1 ------;--.-:, 7~.::-::.:-~~i--::t\~-~!r..: ih .. r~~ 
!?J:e?~~t!~~~ wr~es~a£f..}O~~ i~~~!.e' ~rifPt?.~~~J?~!c ~ecurity :-:~---;-;-::-::~.---:;T:;--~>j--: -.-:- :;., . ,, .. , ~f 
Resp'onsibi!ity ·for classification of ·messages~.:. __ · ____ _::_ __ _!_~_:_: _ _:<~----~:.~-~-·~--'-'~--' ... · ·45 
Di·'riJtillg nYeS'S'age:s~.:.:!.f..:..Ct...!£~ __ ,J·_.:r.:..,_.:s.::: __ .:..:J_..:.:...:..::_~.:.~ _____ ::::_r~_J•·;..I.!":.:..:..")~ .. _:f.:.! __ ·_·i·!__s:_~~Jt'!. 46 

f?eJec_ti~m .• of•cryptogril.phlc .system .... ,::-..;:_~-~~-"'•'-'"---'--~~:.:~-~..r:::'"~~~-:-" ..;---'."" ~ ~-~ _,_,, r. "": ;4 !• 
~.g.!-:B;P:U.r~~~~~f jme~f?ages.:..-::r.!."k:::--;--;;:r~-r.-~~:-:-f7""--:,"7;;_:,.-_..--~:--1;...~-'J-"f:-:--J.------:;~·--;-• ..:.-;--;---:-:·!:· _ _ ~,~ 
Method of handling outgoing secret messages ______________________ :______________ 49 
Method of handling Incoming secret messages .. ~-------------·~~-'.:.:..C:~_:_;:'~:_I_;:':::~-; J:> '50 
M:ei:ni\ai;<>f<h'aiidliiig'outgoing·lu\'d:iilcoming':confldelltiai:mess·ages~c.:._.;.c:_~.:.~:..;:"~".:.:··· :;51 
M~tb,od. o,f,-b,~n_dli_ng restricted 'messages..:..:~~'-'!-·~-.;/,'-;_..,c:..:_,,:_:_:..:. .. ..:'-' .. i.:h~~::::...>~:.:::..~c:~: ·~~': 52 
"J.:mp~~js~iqn ',O,f lit;_:!}!! p)a~~. t,~J<.t. ~a,n,<!, p~r!l;p~ras!:d ,v!rsio~s of cl~,il_~ifi~q ;m~s~~%~"!- _,. , 53 
Disposition or destruction of registered cryptographic materiaL _______ -_ __________ , 54 
:...t; L:f,;, ·:::_·.~~: .. U~(ti i ...... :-.i ·.!, !,.•.);.: .1.~ :..·~' • f. .J ..:.1 ,!• ·~ J..•:: ·.!;,J_ •.''• '" _:[ :._:·~·:.; :._•. ;j ."' :-

40, Authorization of ccyptogJ,"apbjc; sysj;~ms;'->-AlJ cgd~s.cciphers;,a~d. ciphe!: 
(l~v!~~sJ}ntend!",c,J: ,fq_r,}!_S~ i~:.,!}ll( (p;l!_li.t~rY.:-~SeJCvJce ·wip b!J-!luthgr.iz!!<J.· 9n_lYo",by;- the 
War J?epl;l!tp;J\'}lt,r: ;rq_JZ1 t~rcell i.n:-J:pe,,fi?lfJ.,.i_n tiiii(;) of.:W.!lJ; ,tl!j~ avt!;JQ.rity.~may-:lp(;) 
~el_ega..t~~" to-::t!lj;!lt~~· ,co,mmand_ers and 1tQ·:overs_ea d_epa_rtm.ent C<;Jmqmnqers Jor 
~wqial_:v~e.w.i.t4i,n:,th.tiir th(;)ate:rs.9.rtdepa,rtp;~ents. , . ~; -~'-·: r;:; .:. ·,,_: ·: :·-,r. !it:,; 

41. Restrictions. qn::u§~,-oJ. a~tJ:ts>riz.~P. :<:od~~':-:~a. 'J;'h~ ,u_se of; apy au~hq_ri.ze,q 
<:Qd~,·r.<JJpbgr, sy[lt~w·,_._o_r, <Jipl1er_,_device; for. cryp;togr~p~ing.,persoi1~Lmessage§l; is 
f9~b.lcAd~~::;~·t'a1·· tu.r

1 ... :·.~~·-,:~.~· • ..:.,l_' ~··~. i.··~·· ... ·L •. 4f:·~·..::v:.·;· .. :~·. ~:i~-
•:·J). -1\:{e~sgiges.·for _o_ther depar.tments of the qovernli!ent- :!t,J;Jd;7fQL<J.Om!J1_erc!::,tl 
firms:engaged ,in,proqucing .war :material . .tJ.nd(;)r G9yern,l)}~nt contract may,- when 
P.?,c~ssary,; be,srypj:ogpapped)n.: War. Department iSYSt~.ms pl~oyig~cj ·.~he. tex(l;ls 
svppljed by •Jhe;·.o.tl!er 9ov~rnm.?J;tt department o_r; _fiJ;.li!icis,p?,ol:apl;lr_ase!l,J~itp.o\lt 
being .referred to the· originat\)r, _prior to t~·ansmtssigt).: Jtn_d: .a,~~_o~prigr!Jo ·del! very 
to an,~gency·outside.the MUitary Es.tab!ishment .. ··- ·- ._:;_,~··''· · ... ;, :JS!::. ·'·' -.. ' 
:.<42;, Pers9n~el' .authorized, to, perform . cryp_tographi~ 'du ~ies. T!!::.i. G(3perql,-;-: 
No .. authorized cryptographic rsystem will be :emp~qyed., l:Jy .!ll!Y.>PersoJ:! ~P-.0 i§! :not 
thoroughly familiar with. the,.provisionscof these.regJ;Ilaticm,_!l!and all:instructions 
pertaining 'to the cryptographic _system to b~ employed. > "'"' ; . . . 

;: b .. · Sect'et.: messauf!s.-::-'l_'l!~::Cryptographing anq decryptoF:mhing :of; n;~c;ssages 
classified as secret will be performed under the supervision of a commissioned 
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officer.; For the speCific qualifications of p~·rsonnel who-may be wrmitted actually 
to perform ·secret cryp_tographic ·work, ·reference, should be made to letter .instruc", 
tions on this subject issued by. the War Department; ., , • . ,, i , _.-,, .. · 
· c. Oonfidential.messages. : •· . .. • . . . 
_,:.J .: :·;tl) At.all: headqum:ters· of divisions: anq larger units. the cryptographing 

u i ·; "·.-:and decryptographing· of confidential messages will be performed by. 
:; .:. ' ·:·personnel as prescribed for secret messages: ::.· : _. , . . 

·: .... : .(2)-',At.all.hea.dquarters of units smaller. than-a division; messages-classi-
fied as . confidential .will be cryptographed or decryptographed _by 

-;: .. \ · .•. pen;on.nel~.of_ the:cryptographie·'secticn tuf the message center.:-:-. 
!•'d. \Restr_icted messages.-;-At;all: headquarters,"messages classified' as· r(!strict~d 
will be cryptographed or decryptographed by personnel whose duties normally, 
require~the.pe:tformance of this. work-..:';'-; '. :.· , •" ,. . ! '; _. 

43. Cryptographic security::_of!icer.~a:.-At each headquarters- maintaining 
a message center the commander ·wm appoint a commissioned officer as crypto
graphic ·security officer, who· ordinarily: will be the officer in charge of the 
message center. He wil~ b~ t_h~ /~ust?dia~\ £f, prYI?~~gr~phic material and will 
be .responsible for all measures necessary to insure cryptographic security and 
physical security thereof. · · .·. . , , .. .. . . .. .... ,_ .• 

- -. ----- .. - --- .... -~---- .. . ,., ~- ••· ;..~.!,'· ~-,t . · r ... _ .•.. 1 'rt.J. 
-b. If the.cryptogTaphic security officer .. believ.es, that;dn view of:his knowl\)jige 

of otheJ.! ·messages on the same- or··:uke· ·subject; a'' message •has- J:ieen incorrectly 
classified·,- or 'if he believes thaJ the r~gulations ·governing''the. drafting 'and' 
~lassifying of the message have 'lieen violate'd,'.lie ~iiLre<J.uest the. oi-iginat6t 
to make the- 'necessai:y_~ciiange in ~the message ~r ~·i~ it~ __ clas~ification; If the 
originator does -n.ot comply with-the-request of--the cryptographic· security o'fficer, 
tl_le matter will be referred·to the commanding officer ef the headquarters con-
C'erned'for final decisi6n. · · . ------ · -----·· .. ,.,_._ ' · ·'- ., .,., 0 •·r·· ,-_'" , ... •o J 
•I • ,, . - 4·~- ..,_4 ., • -. -•-·· - --~-. '',''1 'I ~ 't tf}r{ ,J~.i···I,J!Jt .•r Jl1·' ·j •' • 

; .:c. Cryptographi.c_d_uties at .R!lY.r.S.tJltJOn .w:here th~reJ£!;no regqlarly cwnstituted 
message <::enter--will-be -performed -by -the- custodian. of cr.yptCigraphic material t<it' 
by personnel especlillly · d~s'igii:i ted: by · the:· ccn:i:nriahding' 0fflcer: Wlieir'·. crypto~' 
•.· ·-· __ ...... · --..-- _;r- '.'l'llfi',. •_.J ''1f'rT'"'-1'1"·"" .• ,_.,·-:~ ·:"~•t.; •'j~;~~r·><·'.) • ,, _.,. ,r-,r , .. q;•T" 

• graphic work 1s thus performed, the files ·of literal pl:im text messages and of 
cryptogtaiiJ.s;inusf-'be kept lii- different ilocke(t containers:": • .: ; : . ' ! • .. . • • .::- •. 

.. :44. · Preiiau tions .· ilecess.ary ·.to- iiisure'. :cryptographic' security.-'In ordef 'to 
in.silre ·cryptographic·· security1 me: 'following. pl:inciples --must be· ;observed: ·• . 
., a. ;Cryptographic matefiai will'·oe'"given:th'e mosf-secifre~storage·available and 

will never be left unattended except"wlieii. deposited' in ·a three'combinatiori-safe 
or its eqiJ.i;yalent•· Bee aiso para·graph '3oc;iii'tliis connection.'-· -L 
· :b. Classified-ri:iessages-inust be carefully- dr-afted.· Tlie orlginiito'r. of: a ciassified 
message is responsible for striot compliance with the provisions of paragraph 46~ · 
I~ d;'"The Classification of 'ihessages must 'receive careful con'siileration· by -the 
originator' since overclassification ana! ~uriderelassifica:tiori. are equally·· -to '•be 
avoided. wb.en :a:m.essa:ge nas ·neenlclassified ·and ·sent, .all subsequent messages 
referiing 'thereto: must' bear -the· same· claSsificationT if. any reference 'is made. t6 
the . 6\-iginal! ·message by: •subject' oi· ; serial number;} except' where. the ,origina£01; 
underclassified the original com'municatiori, in .wliich: case the proper· higher 
classification- will'tl'e·~used::· Service·messages refeJ,ririg~to: all· or ·part' of- the 
i>l::t~n~ text· _of p~;e_viously cryptograph~lt_riiessages must· be· similarly classified and 
cryprograpli.e'd.~se-e<paraghipli!FlO; and'l2:to 16,-inclusive> ·.. •. :; ·._'( :;, '·0 ::-· 

d. The selection of the proper ·cryptographic.sy~itiml· is-a:respoi:tsitlilify :'of the. 
crypt<Ygraplii(secJ!rity~ officer :or the: custodian of.· cryptographic material .where 

fAn exception to this ru.le is made-1n tne-'-·•••L ·-~. 
case of -messages cla.s.s-1-fied TOP SECRET or 
SECRET, in which case either classification, as 
appropriate, may be assigned to a message re
ferring by subject or serial number to a TOP 
SECRET or SECRET message previously transmitted! 
(C 2, 23 August 44.) · .. I 

---~-· 
.. ---- ~-- _: ---=----------------------·-----

A:R~aso;..5 
SAFEGUARDING 'MIDITARY -:INFOR:MAT-Io'N 44-46 

there. is rio .cryptographic security officer. He- should be governed. by the -provi~ 
sions of.paragta'pli 47. , . ·. · - , · 
;:r:e. •If' time· and· r availability.-: of· pers,onnel permit; . the cryptographed text:' of 
messages should be checked prior . to. transmission.- The· check ·should· determine 
that the·' instructions.· governing :the : system employed· ·are .I carefully• ;follo~ed, 
·Particular· care· must • be• taken ·to assure· that' .no plain text appears, ih .the. body 
of .. the)message.".· . ·,:, n•• . ..... _:· ;-,:•;: '<·•• ··! '/;;" 
bf!•'!Jihe handling · aii.d 'filing of both plain and cryptographea text 'Should. con-
form to the procedure described -in paragraphs 49 to 53; <inclusive:• • . . 
-- :g.• :Paraphrasirigris'. resorted to as a protection to the:cry,ptographic system and 
.wilLno.t be,used ip.~ such •aJmanner ;as to·permit·loose· handling.:of: classified mes-
sages: ,•Paraphrasing is to'be employed:-whelil-:-. · .!''.>, t·i"•,-,o. vt ·.,!·,,,, ... _ ;·. 
.,,;· '·!~ CH ,The··.content. of· previously:cryptographed messages, is released to 

the public or given a.-wide'distribution within the.'Army. ;~ '- ·: -• .. 
•n ,-,.v(•2)·:-It•is necessaryrto:send in,cryptographic,form-'-, .. J.·: · '':.' . 

(a) All or portions of a message previously-t-.:ansmitted-in_plain 
text. . _ .. ' r, ,. ·. . ,_ .,. -~ ·. \.:, 

. · (b). E~tracts_-_ from_, publica:tions, , regulations, , ,or instru~tions .. 
(3). It is necessary to transmit in plain .text-all or.pQ;r:tions Qf a,;message 

·o,,v '<• •···!j;,previouslysentincryptographicform.- · ·, :·~.- ;-, . ..,~·-.·,:;_·! ,•\ 
;J ,· ·~l(~hr~.cla13sified_ rp.essage is r~ryptographed in _a differen~ .. crypt_ographic 
:.-,r·:,:·~:<f1r!rsysteft:1·:· .~·: r :!,,.: .. ·. ~~ ,· 1 ., -~ ~-~ ;. , _ 

· e;cri; ; (5),-A. clll.ssifi~d;·,lJ!essage ·is r~cryptographed )n _a-._diffet:ent_: key, of,,the 
!_, :f {'.1) .. s~me SyStem_ .... ~ .. ·' . I· 1 r -, 

1
t_.. ,, : . 

-J)Jx~eptions to • thE! _n.ecessit; _:(or- p~rapP,r~si~g r;qay. qe gra~-t~d .~~~; in a~cordance 
-wi.th~!rstrllctiQIJ.~ ·wrtll~niug ·t9. rcertaill, l?ryptog~al!h~c: sy~t~~s· ~~~u~d. b~. the,,wa.r 
Department. · .-.;; .. · ," .. , -.r, L• ., 1 :·. •• .. -:. •> 
. .. h. [}V:]lel! ,i_q~ n_OJ!j:)SSary t9 ~ndic~te ~n tl}j:) .tex;t <?f a .classi~ed m~ssage. inf_orma
.ti9l! 'llS.Jt_Qlt_q~,-qlt~J}H)te !J.dd,r.E!SS~E!-or; the_sigiJ.ature _of the wr:~t\)r, such iiJ.formatioi). 
;Will b.!!.._ib.ur,ied_ .}Vi.tl!in ~he Jext of th~ rp.essage before cryptograph_ing _and ;Wm n~t 
tapp~ar!!i~her,a.t t)le begip.ning_or-atrt!J.e .. en\ling of the message. ::-; .. ·.: .. ,,,. : · . 

45. Responsibility for ,classi:ficaJion of messages.-a .. Within- the..Iimita
.ti.<_>!.)S :::P.r~~<;IiJ:!~<j. .. in Pl!T?:graP.hJ'!M-·;the .. ortgi~att)r o~1 ~a,· -~~ssage. _is· ~e!>:r!o.ns_ibl~ 
that the classification given to it conforms to the definition given in paragraP,hs 
,4, ,5,:6dJ,nd:17,;_ .. _.H,e:.is al_sQ r\)sp,oqsible Jor::,tl)e, pr_oper;mark~ng. of· the_.p;tes~age 
qg_forg:_f.Qrw~rdi,J1_g it ~or·:tran!3mi:;JSiOJ1. , . · :! ._, ...... ·. :; . ;-, , 1:_,·. , , • ~' 
f :. b, At!ll.O~S!;lge_ will be ;<;~assifie\} ,and mark-ed top; _secret, .secret, con,fidf!nttal,. or 
.r.el!,t.r.fqt§(/: wl!\)~ j.t C()ntaiD;s da.ssified Informatioi[ exl?~pt, V\'h~I[·marked. SENP IN 
!q:JJ)JA~-~li'~:pr~sc.riqe~li~ ~l,lragr.~ph 5lb(2). ::· , ___ •',.' r:i ,-, .. r, 
: -4~,. :QraHing: mesf?a~~s_.-::-;-a; ,Routine J;'eports ~nd messages which·~must· be 

~iY.E!.I!;a. ~td~· ,distribution,. or, ·the, content~ of which ):ta:ve be~n · 9r ~~~; ~>:~~t~~Jly 
:llO.<(!l.l'.,IJ.j.E[h.e_d: t.h.e. press, .or which contain extracts or. quqta.t~o,n~ f[Oll)f a, IJ.ewl?
rP5lP~!'.-.,'PWgazipe, o.r. az:~y ,qther- goc)lment ,avf(Jlable .to ·til~ .public, r<l'Yill :·be;-pr_e~ 
-rra;re_!l,sp_,!-\~.tt(), pf,Jrm\t tpei~: transm_is~ion in, plain-language; or ,'Yill't~l?l classifi~d 
.Rl!!z·.t:l}_stril:;t~.d.,. J3uch. rest.~icted reports ~and, mes§ages will, b~. p~[ap_hrased,·in 
-a.c~or\}an~~-witp._,paragr_aph 46d~ .. , . , , ·:-J:r>;: :;. , ... : J 

b ... Staq.qar'd!za~ion of. the co~tel)-t _and form of su~h: documents, ._as. field ;orders 
.lj._ng.,_ op\)rati9n ~nstructi()ns .is necessary,. b1;1t ;whep gxed expressions -are repeated 
<!P.- it•. p'le~~.ag\), }~r-yP,togra phic . security is greatly _endangE)re!'\.~i~ H.e~ce;.,s.tereQtyped 
phraseology anri se~ form of expr.ession, especially at th~ ,b_eginp!ng or en_din$ ·~if 
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REF ID:A4127207 

SAFEGUARDIN_G ~-MIQITAR:Y :INFORl\:rATION. 

a. me§sage ,;Will ,not, be used. Examples. of: stereotyped ·begilmi~gs-:and endings 
are "Reference ~·our," "Reurad," "Report," "Confirm," .'iAd'\':~Se;;':··~:~equest/1 
1'Stop,'; and i~Acknqwledge.':'.•Nec_~ssary, referencey;i_will'.be;.;placed·twithin .the 
body .of.the message_.· -Except as .speCifically pr-ov-ided for. in;certairi•.cryptographic 
systems; or i:is 'specifically, authorized, by ·j:he~War. Department,~ 'the .use' of du¥1lllY 
-I_etters·orrirrelev[!n.t text as•:-'padding'i· for- the ·purpose' of1concealing stel·eoty.pic 
phraseology is prohibited. Personnel concerned with the drafting• and,<cryptoc 
graphii:Jg.:of classified: .messages will M··charged witb.·@.ai·ding;•against •repeated 
use of the same;-'ivoi'ds 'ol;.:phrases:"•'t;.••-1:~·· • ~ • · i · .. ' ·. · · :, ·w ";<;·;::r~q •J:' · ,,-t . -.·~·-·';; 
i!I·O. ·Words ·riot··important. to the sense•.will• be omitted .. Cohj)li:tctiol:ls;-rpreposi
tions; ahd::punctuatioi:t :mrirks' wilL be''redilced ·to·~ minimum; and: every.:effort 
will be made to avoid repetition,(-,When':it is essential that 'punctuation marks 
•be incl?ded iri the ;tody'~fl.th:·-~es~_;_t~ey%r1?~iP~l~d;cei~hei· ·inl fuir or 
abbreviated·form. ·•Numbers~b'lt•spel(ed·Iout. ·.~·r-<' · •) .(). ~~ •.· .. 

d. The originator of ann:la'ssifiedn.m~ssages·>will')paraphrase·isliclii-'portions 
aS·,are quoted.from:-;-··: ~ 11.~-.. l.'_i({ !;7::,..·.;.:•:· :. ~ ~ ·.r~·!t·i·<: ·J(.' ·:~, {~ ...... ~ 

(1) A message in plain language. . ,:;; .. • . .t 
. --~~ (2)"" A m'essage:inl thersatne' or iauo'tlier cryptbgraphic''systel:n. 

::.,:: ... _,;(3·) '1\: newspaper,' illag'azihe; 1 o'rJdocu'ment>~ (lj' ·. J.>c··~·.:c;_; r r: •.!;. 
47. Selection of cryptographic system:'-'-a:· Subject to'?·modification as out

·Hned ':in" paragraph ;43b; -the·· classification· to'p :·secret;- seiSret; ··confideritial, or 
restYicted given a message by its originator governs the cryptogt:aphic. system 
to be used1 ui· ci·yptiigrapl1ing.·th'e'ni.essage:. Ail 'classifiectf messiigj_s._&~ those 
transmitted in accordance with· the provisions of pahigraph5.51o\2) will be 
'transmitted' in·:cryp'i:ograpbed; forhl uiiiess•specific'iei<;e]:ition is iditde l5y''t}!e war 
'Di!partme·n't.f . The l!eifs't· wideiyr held :cryptogra'phic ·system· availabHVto r an:!ad~ 
dressees of each message will be employed. .t''''": r·n•v .. i 
·'' 'li:• ;fn ;ordercto pi·everit- the' cryptogriiphin){'oHdehtic'aUn1liject':mat't'ef'by7Ymeans 
·ot' 'different !cOdes· rand -'cipliets;:once·-the::iiiessage· has: oee'nt· ci:ivtol.H·apned;· an 
subsel:i_uen:t ·-me·ssages'·on .tM' same· subje'cf will'· nOrmally -be''cryptogi'apned; in 
the same system .... If' a';'change'1of·' system· is l ilecessary,"rete'i--'en7£' to '·pi'eviiius 
·messkue?/liylthe'tr:refere?iCe~nitmbers~will'be 'iivoide'd; ·n·; ;.·:k.b~.-,n2si: .:.:.-
~'r' c;:LTfie<;mere -·ac'Knowledgnienf ofl'a icryptograplied· ·message :need ':nof'•b'e ~cra's
rsifie'd.~t~·.J.;._:: ::.. ;, ..• fi~" rp,:_~,~::):'i ~~:J) ~·; .:!~·.~~.·~~-· .. · ·i. ·~, JTT.c' · o:_tr;,f;!:~::-'~ .r""t :.,Jrt ·::lh 

cYj 'L" When: 'tli'e' saliie- plaiii'~fext: message is . transmitted to' 'seVeral •addfessee's, -ft 
will ordinarily be cryptographed but once'J :and '"the 'sallie. 'cry'ptographed. ·text 
'si'm'f'to•alf addressee§. ~~ IfYthis'is 'iinpossible";because all'addt;essees' OO''nOt hold 
Ydentical: cryptOgraphiC' systems! ti:te·'te:x:i'-of ;e.a'ch m'essag!(Wliic:h •iiitist be'ci·ypto
gruphed in. a different system will . be.l·ca'refully;' and 'differei:itly'paraptiriu1ed 
tb~forelc't·yptogt'aphing~for each system. fTbe 'obly-;: permissible 'exceptionS'= to' this 
-r\ile'~are''tnose cases' in whicli 1iiecessityrrfof' parapnr'asirig 'h·asi tli!eiir)specificaliy 
·waived> by· ·the'· War--'E>epai·ttnent': in~ the'' lristructi&ris' fm' certaii:i' cryptogicaphic 
·systerris.WThe'l.determinatiori 'o'f: the 'heed·1foi''pat'iiphfased"vei·siorls :n3"a -functiOn 
rof::i the: ·crypt'ogi,ajJhicniecurity'' 'officer' wlio' 'fuay. •requii:e the assis'tance:.: of tlie 

_ !otiginator. of 1.We ·i message- in "'tile :.pi'epai'a'tio·rl ;o{ the . nec'essa ry ·'·pai•apb:bise§. 
Where practicable, the cryptographic security officer~ ·will 'fui·fiishi·copies· Of 'tlfe 
:pal'-aphrased; versions to tfie:ofigiiiato'r/;except ·as noted:'in'1paraghipli"4ib.·:: 
... 48:t:Paraphrasirig' messages.-'-a. Iiicparaphrasirig, 'it'is :not suffiCient to·'para
plirase:(Jiily.the begirlning or-ending of' the message.' :Tlie"erifire'mes<Jage'will be 
~subjeCted 'to t~e process>'; · ' -~ ·:.. ·., •. : , · · ~ ,,•; . ·- · •·- · r.. :v; · ''c: 
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: ,, bd When pm,:aphrasing: must ~bel'employed,r al!·,of,cthe;followJng, .procesl'jes .will 
'be~applifd·to~the~_:message:: ~~ ~:r:!;l."j~~-L<"';l, ._ .. j· OJ 1

\:;. J!i_ .7 _1r.ni~\:'l· '·f. : .• ~~. ... ~ .p.
;:r~.: n: :1 C!z)r;·<:Jhangingdhw seq)leilce :of·. the;paragraphs;:i .n ":<,.):> ;;·~)~~: '• . ·, · · :w-: 

(2) Changing:;the·sequencelo'fcthe sentences-irt:each·.p.artlgrapb,,- ~\ _,.-;,-; 
· · .. , "(3hShifting .the positions of,the;subject;, predicate, ·and: modifj.ers ln. each 
:"..l~i;~ ':·;.·~· .. ~~r.~sentence~ ~,.J J~.t .F !.J.<.:'L ... ,. ,L··; .. ~_.lt; ;~~ ··~· ·~ .·j ·,,_·.,:· . ...- ;;..oi~~:c~:··_:, ·.·.! ·l(t' 

:?Jl• ct (.4):tGhangfng.'from,active'to•passive voice ·or vice.versa:: · ·: i ._, · !c' ·• ,._;, 

t,n~ol >i~(5) :Substituting•.synony~s:or equivalent.•expressions:;.-l"''" .. : · <r ;., : ·;ir, 
-,_,; '·:•!.•( 6 ).<;Changing: the. •1tmgthJof the paraphrased. version, of• ,the. message: in· 
i ,,r,; '1 t; ::r! !.:f7 oraerc that the final cipher< text will' not- 'resemble, the odginal• ciphe'r 
'·::rJ<C:',fll <_;llJ text· With:Yrespect:to !engtw~ ·, -· ·-: _ -:;, "-'·'· · . .) ,· ,ti; :,,r, :;,_ 
,,; ,·c::::A::,•paraphrasel of;Ja~;niessage~i~':.accorlled the. same• claSSifiC!l~Onl ll;,S,· the . _J,/ 1 
~cl~iginal!:.p:lessit:ge.t"-'enn (';J.r !~~!JiJ t~1.:-· .·-: ;;_·; ::.:~~·; ~ ·~ ~.. , .· · .. ~ _ ~; :.1 :· ~-\. :---:...f.,;t:j, ~~~~: ·; 1 

ll 49lj!;r.'rethod~ of :handling1ou tgoing: secret. messa:ges;~a .. Tlie prQced ui1e.'here
inafter described will be followed at all headquarters, except the War·r>eriart-
:ment> ihrwlifchotheiproceoui:er:will be:as)'determine'd ·by',the Chief· of•'Staff: ·,, 

b. Except as noted in b~ below the originator 
Will prepare and number all copies Of secret 
messages, send the original to the message 
center, and may retain, when security is 
not imperiled thereby, one copy for tempor
ary file. Other carbon copies, all numbered 
and bearing the following notation,may be 
sent to local officers directly concerned: 

i 

b~. Messages pertaining to tactical operations, 
simulated or actual, may be prepared in 
triplicate. One carbon may be retained by 
the originator and the original and one 
ca-rbon delivered, to the message center. 

. i 

I 

';. 

' I 
·' 

c. The original plain-text copy sent to the 
message center by the originator wi 11 be L : 
cryptographed at the cryptographic section-: :i 
of the message center. The number of copiesi 
of the cryptographed message will be kept 

iJ 
.,. 

at a minimum commensurate with the neces
sity for furnishing copies to the various
transmission agencies. All work sheets 
used in cryptographing the message will 
be destroyed by burning~ All copies of 
cryptographed messages retained by trans
mitting agencies will be safeguarded so as 
not to fall into unauthorized hands. 

- ----~ ---•• ---- -_, .......... '¥- ....,._....,,_. ......... ...,-,. A.a.:&.-..., ...... - ......... - ................................................. -,.,J-~.L.I. ...... -,_:;-~.o..._, .... -..., ..... -.._,~--·"-----
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~;.-~-=----~,_be-e;.,.,.... ... -=T=h=e,..,.--o~r,--i~g_,-i,....,n;:-;;~;;;;1;;;;-o;::~;;;-o~p 1:;:-y D;;.;-:-o~c--:A;-a~:~~::::ng c~r_y_p_t~o_g_r_a_phed 
message as made by the receiving operator will go! 
to the cryptographic section of the-message 

I, 

l I 

I 

I 

center. A duplicate copy may be made by the 
1 

receiving operator for the files of the receiv- :J r 
ing station or message center, where it will be {jk\ .-

L__---=d=i~sposed of in accordance with local regulations { . --
,: -:c: A: cryptographer. will~deq·yptograph·.the. message, making;·only' one copy fr 

1
' ( 

of the decryptographed literal plain text, which will be marked--.SECRET and 1,'71 .:-
delivered to the addressee·.· ·The·cryptographe'd·.version :wilL b~ retained in the \.,. 
files of the message. cen'ter,~where it. wHl::betdisposed: of in accordance -with local 
.regulations .. All. work. sheets! usE!_d ·in: de'cryptographing. will. be -;destroyed by 
·burping. ·The cryptographic. section will· n.ot retain any copy. of the plain text 
in its files, except as provided in paragraph; 49f. ·.~be placing on tbe message 

·blank of··any ·marks or notations even ·remotely connected· with.· the cryptographic 
s3·stem or steps in decryptographing. the message,- such as underlining. key :words, 
indicating gro.upings · corresponding· to;., length_s :sof · columns ·of~ key;· etc .• ~ is 
.forbidden. :~ ... ,., .. , <; ~ · r , 

d. The.'addressee may .make .and circulate a:Umited:number of literar copies 
:for the !nformation of. other~ officers: directly.,concerned.• These carbonLcopies. will 
:an·bepumbered !lnd.bear the.-followingrnotatim;tr:,,, ,.. 1·_· <--:~;·· ,.,:, ,_,, [J: •. :. ;--·• :J'tc 
1''The making ofan exaCt copy•of thi's'inessage\ild~tiFbidden:' Only such·eifracts 
.as. are absolutelyi'necessary 1will be made'and:marked SECRET.,: This copy·,vm 

: ~~t~~tetgd~[~~~. ,~ith . ~~\!,; ~r~~t~s~. ~r~ •. J~~~i~v~l~ -B~ ~!":t)~~~e~.: t?, . :L1GJr:F5:n"--
·~··. o·l~,, -::(~n Y,; •. '·· .),:.,, ·l··,;!·.r ~i fl.' t b 11G ·J t;. ... t •,· C.."· .... ~ ...... :'~l: ·~: . .:rJ'IIdi~~ ._Y ... G ,i.V'. 

'1All•such dnfoJ.•mation copies will be·carefully::a:cc6urited for:.by .th'e,addressee ·an"d 
will be destroyed when returned. Only one copy of the literal text ofltfie in'es~~ge 
·~'\yill_Q~ kept ~!! .the.·a<J.dre~!\~'.s: offl.ce;l:;tn. !';:.l; ·,,rr.o·,,.,,_., f .i r:;·, ~-·--:· ,2!.! h' l;'t ilh 

fv_.-~.-,Th~ met~q£1 pf.handl!Qg·;t.~P:i~EiC!'~~ me~s.agesr.will.copf()J;m to:;the 1pr9'1e.dur.e 
outlined abo,y~. !J._S,mo~fi!:4:bY.1tge1p:t:qVL~:?t~n.s,:of·p!],ragr.aP:hJ.26.cJUJJ..d ~·-·n; . .\.' ,,_:.,, 

·,,, .9J-: ~l.V,[etho_d -9~ ·ha]].dli:t:J,~; .. ()Utgqi_I).g c!J.D,.d_,_iJl<;9;tniJ:!g_;90!lfidential· •m,es~?ages.
!a. 4~ . C{:dnpini_str.ative. :1!-e!ldqua:r,t(!rs :'hl.fyir~;u .;fixed l1A.e8S(!Ufo ,rf~n~ers.:-;-;Wh~nev~r 
-PJ.'I.ICtiGll~l~,. t~~-P:t:O<!WU_re !9.,l,le .. f_oll()~~(Li!l;•th~ ·hand,ling,·_of .. messages -in· . .conf!
d_entia~; cp<Ies. or, ciph_ers · wiH; ,be_ supst~ntif1.lly, ·thg if?al!l.e; a§: tn~t., presGriQe<},- for 

'.those tr~!Jfl!llitt~.(q-~~c_r_~t ~Qde, <n::.(!ipJ;le_r, ex!!~Pt within,t!J..e War·,Dep~rrtment in 
.:W,hi~A, the :Ptqc_ed)lre .. wm, be :;~s·1de_tgrmi_n.e<t ;l;>y:,:tbe ,Chief: ·of· ,StM'f., · .,'J?h<:!y ;will, 
. l,l_ow~-:er,' },l_e; l)].!)._rked a,nd s~fegu_ar.dgd.}~_~c_<;~n;<lf!;Il<!.E},_witb p:t;o_v~sionl) .ef. ftt.e~:;~ 7regu· 
lations governing confidential documents. ""iu·. ,_; "•I ,,.,. m . 

>)!! p. (lrJ;/fl;ct:fcq.!_ ppcrp:fio!l:~n!l!1_11.1fl(LJ.~d P.f,;!lf~U,q.!.l[ st~t r<• ,(, ·; ;~r;c} ,.,. \ ,:~: ... ,, '" 
, ~ ,n) ~-.4JI.J:!l.e~s~g~§ .no.t ,classifi~P, a,§,;~ecr.~t w;!q- be r_egll,~;ded,1 ~s<.c:oi!-Mtii!Jfiql 

l:;;o-.•i. <.L! i 2L,bp~- ne.~.<J.. 1npt, Qe fl~r·Ir!_Rr]red,:, · !ff1el J!lJ.'O.c~d,m:eAQ be, fQllO'\Y~d is_.J?re
scribed in FM 24-5, an<'h!IJ.: oth.~JZ,;:J!<:!rttl!ent; ~(';gull}.tionsr:a_v.d:.iiJ

t ;, ~·t,!;t' : j.;•, .!>t.tuct_Lo,n!l.J.S~\It\<l, b~·):l.J:.OP~!i ~!!t:!lOt:ity. ;.141l, '£1'\!eJJl.n_Q.;:.!:~.(IJo cW~SSilges 
.}·1n•:fY;'l"l3f: r;ieft~~PM}:19~~ :1)._91\)4;(~:g &?>.:!l~hnv:ow.W,.~.-tta.n.im!it!e<ir!n~c;_ry,ptt;Jgr;;tpl!~<: 

form. .t>;c1i.C''"r~·~ ,·1 f.nl;ot Jdi·.:;· 
·;C.ti:1;. :(~) xW!.w~ t?t:§ ,in)_ofl11;q._tip'!l- 1t~ 1 ?Jc JrJL11B~jtj~~! ,jt_.intm};§pt~.fhl!Y fhi3',(3nf?r;W, 
-r9 j no'} t.;- J.<- .• ;Jfflo?t!_wql~ 1 q.gped !lPf!n~!n.J.ti~_e, {Q JI!-jlY!l.Mt; tz~:,ey_gi.!_u,Cl!iQ.l!li'JJ.q1/:13~Hg!l

and time cannot be spared for cryptographing, the comm_!]:_nd}IJ.g 
9. ;.,J --·:!V'Jci c:::JOtJ:!cgr. or _his ;:l.uth()].'i~f!d,_r<:!pre§e.Ptf!t~v~~P.l!J.YcJ~!"d~r :J~e;~t.r:!li\S}!IiE?~ion 

.'J J);Q:j' fA fP,-§§.SM,I?. Jp P!\J:il;lclf!!)gl1l!g!=)J~Y<>.!W~""i(;) §.tf!Uop~se)!Vil).g, ~l!'!tl!.e~g
.. iJ• ,11 s- : :.':: ,. ,qul!rJers . .or ~~IP.!l?iPJd, .~'!lo~h; 'Y~'.itit!!?-.:.ffie~~~g~ :W.itl:gean.::u;lf:§!J ~~J~D 
. :,...-uXJ~f : r ·1; IN: q:l!J4:U ,o,yer.,J:~~ sjgn.at!-!F~ :9(,!h_eJ.<!.t?mmaq4\)r .e-r,,l;l!~e~.ut!lp_ri~~ 

:~-t··:JC; !:'~P!..€.~Jl~?:·t~v~~ iJ:>f11ci~.;;~,~· t•tJ lJ:_, ;.,;vl a·~J;tj~·:~;.!~ ::r:.::.;~ i~i:>is!r.'" .oi jJ!tJ[f! 

i(3) Where authorized Tn· acc·oraance W;i tn 
j instructions pertaining to certain ._ .. 

8
Q',.L

5 
, 

I 
cryptographic systems issued by the'2~55 , __ Wa:r~---D_e.:o_a_r_tment_ •. _______ -::--~ 

·:."'52. ;.·Method· of handling :resfricted 'messages,·=Tne proce'dure'to b~ followed 
in· the handllng. of messages in restricted codes and ciphers will be sutistaii ~ially 

;,the:sanie as,.that:prescribed.foi:thdse .in confidential,code .or ciplier:>"• j·p·:·,: ·.t,, · · 
:::-:·53:,_ Tran~mis"sion> ·oi: 'literal pJain: .text ani:l' paraphra"se·d: '\fersions 'of''classi'
;fi'ed m:essa~es;~. i'Tlie sending by any •meanshvhatso'evedof:the:literal:plaih text 
~c'f ta;;fuessage which :has. been jor..:will· ·be :transmittedi:in·• cryptogi·apliect'··fqi·m Ts 
istridly'prohibited:ex~epVa:s·stateu·below :: ::·.l:! i:,.,- ,,; .';"·.;L:.-.:: ·, il•J •·. ·•'·. "':!~~ 
• · · (1) Authorized local distribution within a headquiu:ters)•by me~s~nger. 
J: r:,:.J (2) . In -exceptional' cases;:wheit: necessary,Jn the·perforiiiaiic_e:of his dti!ies, 
S.t.clL'.''Ji· .. '. •·!, fan\ authorized. person. may.:carry.:tp:e: literal.<plainLtext ;of; a·:classi
~;, •. ~ 1 , .;~ .. ,, • ; •• ·~tied -~~essage, pro:vided ~the•. security ·requirements • pertaining t?··' the 
r: ;; · .,._ _ : • .... c; •transrriiSsion .ofr c1assified :ma teria1 are obser:ved. '' · · ~ ·· f ·.•" ' · ' > .: · ·.' 
;:•i1bi• Ili~cases•of elilergericy! varaphraseii'.versions·.of·~the:..plainite:xt ;of·~ 'cry~to
graphed message may,oo"senh--< '•li'lt, ! ·_..,\, ~.,.,, ··. i .... !1~~ ;o c'~··J·~~· ,:, ::: .. .1)' .·:,.:: 

hlu~ .:~~~(ll)~ Ini aGc~rdance :~i'th::the~ ~pr:oViSionS ·of par_~gl~ap~S~44g .~n.d. ~~So.\:· .t •· 

-~:-> · r.•· ;., (~kIn. accordance with'•the·provisionsJofcparagraph< 2o' as ~pphed t~ -~cret 
.:;{._r,- ,.--."· s ·.cry.ptographic:material.L•,"; -;: ·:):--·:'---~ r; ··.i :,-:;:)1>, ·-c• ·l''·' !,' .:. -''~-·~ 
,.rr54.: ~Disp~tioll h or I destiuctio~ {'Of • registerea rcryptographici 1 ma ~~rial:-';a. 
:Wh~never 'll~ .. pers6J?-,iW'ho ·hafirbeerl -i~sued' registered seyre~•:?on!de~tw,Z: o~ re
stricted codes, .cip_heJ;s, cipher .devices, or documents perta~mng--theret~:.:·~a.s_ no 

.ftirtbe'r · need:for-them; ·he:.wm:report~ that<fact! to;the:Chief •Signal.0fficer.or m•the 
•case'.: of the•,fielddorces>inl time~df ,.war! to fhe·Jsigria1 officer· of· tthe headq~arte~s 
charged;,withtthedslnie:of:such.documents.:·, :t·I!Jj, .'- J' :rrl; '' :>,; . ..,; '\'"''' ,,,._ f, . .rt.:.::~l· 
-.::~b:oWh~~: ·it :hasl-becor4·e,Ih\ghly) prol)aOleitliaft:cryptographic ... materi~i! will' b_e 
·subj~t to'.loss ori compromise, ;ull:;Jlo'cunients arid:translatfons 'of messages:wm:be 
Zdestroyed ~by~burning,.~imd:..the· ciphefiJ:t;nachiil:es'~or:'devices ·will'' be 1 dest'royed ;IJe
;yorid: use;9ri,re{iair; · and!if -pos.sible; rbey<indlr.ecognition:r • i :· .>;:·,,: ··w. :' · ·· :[•· ··, · ... :'' 
·· c . . Wheri cryptograph~c. documents or devices have beco~e' unse~~~c~~?le 
\thr~uglirllonjp·.use, request· .for; their :replacement:~ will '·bei.made'~to·-:the:--ls,s.mng 
(authOritY:---.J:~ "!· ... i_ .. _ i, ·,: . : :: .Y.: "'.., ·:··~ . , ·.:;:,:;l. ." .; , . ·: .;-~~ ... \; -~· .:~; ,. H-. {,;,_ •. u J.~·- :l. 1.' _v l:· t• -~: . 

- ·'··'·SE'm.r. o· N .. yr .-i. ~ •. !":,.lit'";:~ ;·?.·~· :!Li ·.~. >r·' , :;-i ··i··, }·~t·i!,J;~t·'f ;c, ··1i ;•_;··. ·• .r:, ,.· ~ v.a..~. 

;:~\:..i:-· !_t.! ••• ·~~~ .,.l":-• :;! ~-.1 .•·• :"; • ·~ • ,I ... i • ;·tr·. :-:!··:· .. . ~:t~. 1 ··-r· -:; ·· 1. ·1· 

,.-·Ji · -,,;; y ~ .. ·: ;:MATERIEL"i -: .:1 ,: :-··, .•C · . , .• · · · '·' · ·, 

-~~~ho~;t;·~~~,·~;~:~:r~~-~~~~~~~-~-~~~;_~~~-~~~~~~·~--~;.:~~~~-:~.:~:~~~-~-:-~~~~~~~:~:~~a~~ 
NotificationLof .. class!flcatlo1J 1 .orr.r-:ec)ass!f~~atlon~-:~:-,--';---0--;-'-;-.,.~,-,-7.-.~.-:-~-:-:--:---::.~ 7- 56 

'R· .e. •p'·o''n' s·1!b'i'l!'ty .. f. o· r 'safeg'uardi'ng technic_al information--.:~-~.--.--.~,----.--.-:----------- 57 
"' . . f , -- ,. '-·-I ', .. . '• l• t l '' .# •' • -•·~ 58 

, 'crassiticati6n ot'inror"mat!on _ fr~in. commercial. th;,ms_.::...:..:"~·-.,.:-·--~.-7~,-~T'-::--:-----
bissemii:tafioh' of'·clii'ssifhid techni'car-iiiforniation.!· ____ :.,~c:!!-~·.:._,:._:_.~--J..~:.:-~--'--------- 59 

~~:~:t~t~~~: ~~!! ~{;:s!~~d~:~~~~l:::;~;:;~~-;~~:~~~:~~~~~~~~,~~:~;~~~~~~=====~= i~ 
Consultations with responsible"manufacturers---;-:-:--,---.-7---.,-,--,--,--_.,.----,--~~-

{RbSP6nSibiut}'.bf .. :Al-~y ·reP~e~e'D.taltive~t'or"~i"'n~p·e~t'?rS~l-·~::.:~--:.--~;:~:... . .:._~- 7---~:__ 63 

l~~~i~~;~~;~~~ii~~~~~~~f~~;~~~~"~~~~i;~~;~~~~:g;~~~~~=~~~~ ~ 
~pro£e~tio·n lof· ~·hi'plliellt'S: ~i'a ~coinin~i-Ci~t·c~1rierS~:,,,itpin _p6ite·~ --~-~~!e~-~ o! its .?os-
. :_;se·ssi<flis-·.:.~i·~·-;..:.!...!L~J~ .. u:::.:.~~..:~~:..:_.:;_::_·_t_..:.! __ .:..'.i~!...~.;_:-:_.~:_-:_·~~.::!.:.: 7·-~::_~._:~_-:________ . 68 

~i' 55 ° ;A'Ji:1:6¥iti:)~&;~ia~~i~y.2w~e'neve('th~-:~chief · '6t'i( te~jlpi~al service re

~p_on~~bl!J. ~ol:' ll:..l'~-~~~·r,c,li · iii?1,ec't:~¥·j~r ·t~~' d~~!iii: i i~~-eJz?~e~t. ,' te~~~ .?r.,p~o,duct~on 
~i'P'~8&ui({11i'~htr~?f .~!J ~a'~t!~~~-~f,c;ni~W~~l .?,~ -~ S~WP?.~~nt !~,er:~9~ .. s~ap. ~e,t~r~~ne 
'tl:Hif'tile'fuain'teriance of 'any· degree-of ~ecrecy regardmg them 1s suffictently ~~-

(3
--)- Wh-en it is necessary to senubetweeii ___ -

b il or courier a para-
headquarters Y ma e which has been 
phrased copy of a mes~:~ copy will be 
or will be crypt~g~~his is a. parapl1~as~~ "; 
mar_\CE3d ___ ox_.§tam12~--------- ·----

i 
1. 
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!porta_n t: to; they national .de.fense,.-,he:::w.m .:classify; ;it:; as· tsectet,r• cottftdentia~i: or 
'[estrw,tedJu;.;.~r: LiVt E~rq,!lq~·.- h!f1 ~:~~:;bv~ b~~~t;·.~,~,1j~rt _a!. ~'3 ... •1;t?.B~·,t· to-<~ ..... iF~ttl\·~ 9•r1 r.~l 

. 56: N otificatio,n) of tclassi:flcatio~I<Or,~ :reclassific~tf~il~ · ~ W~e~;v~rJ ~he~;~hl~f 
.ofea !techn~cat;.ser.vice.,inr ch.arger of•a1 research.ip_roject;ld~sign;Ide:V.elopmeht,Stest, 
wr1 produ.ctlQIIJOf ,a l unit-1of.:ma teriel1 or,:componept thei•eof sh'aJl. determine!tha f;tlie 
!materieilshquld:rep~afn ;classified,after, issue, or., that :a ;change, 'or ca~celation ·of 
~lassification is desired, he will notify, TheJ.A:djutant· G~neral;•;:whot:imfw'm'will 
.Jn~oxm~.all concerned::t1iJ,t'H1 n 'ln~~t·;, n:Jif:1. :,·t:.,,~:. !'·1c:l ;v ... ~--t,·r··~\ " ... · · 
/JO. 57:; ~esp~nsibilityl:Jfc;m.' safegy.arding:r te~h~i~ab~~nfo;~:~o~: :_·~. :~~iefs of 
· technica~·: seryiceszengaged .in theipJ::epara!fon of,plai.Ls;. reseai·ch·, and de~e-lopruerit 
_,work; or;;ne:w. .design,·;test,,produ_ction,:.procureni€mt;r,storage;-.or•use of classified 
. ma~eriel are responsibledor. the promulgation:rof.:such additionaL instructions ·as 
;may, b_e :equiredrfpritl!e~safegua·rding, ofilnform_ation in,th~·offices,,establishments, 
laboratories, shops, or .A:r~y _posts ~nder their jurisdiction, ,:.;1 !OJ~·.:..~' !l i\;.,,p. ~J 

.b. .A:u,.~ecret, ·{!onfid.eJtt.tgt;....o'f_ 'r,estricted·' models,•(e·xhibi ts;jdies,c; machines, and 
otP,er simila:r11items<.wh_i£hr!lreo_t?''be,.Ioan:edpl~ased,l :or; giv:en1 to Ja•.corimiei:cial or
gal_lization will be properly marked to indicate,classific~tiQ.n•Jwhen ·p~·a~ticable. 
If-suchtmarking,i~Jinmra_cticable;:,the··sommercial• organizationi~tll.-beispecifically 

.notified;in:writing·.of.,the•classificritjpri 6f,such items and ofithe:pertinent.provisions 
(Of the·. ~spionage .. :.A:ct.--!i~r:r_i S't!tSi:..JrJ:nL ""~C. a~y~~v,..,r1 •·t:,1 ~· ·~-. -..-.·:;rj··· ~ ~-"'L ·"·) ' ,. ... :~<;:) 
f?;·J 58; ·.Classificatio~';of jnforl'l:lationcfro~: rl~~.me.tcil~l, fi~~s:~·-·Jtifor.~a~i~fr.'~oB" 
.>tained•rfr.om civiliant',iniwufa<;.thrersi. co1icer·ningc'P1'0priet~·ry•~pr6cesses :Will~:be 
classified as confidential unless otherwise~authorizedJ byi the 1fir1u•c·oncerned;y! ::t•h 

c:•J _5J):r: Disseminatio~ •. o~'.C~!lssifiedt;teclinica! i!).fqpnationr-+Classified~.ii:iforina
,ti~ni ~Con<;erning :t~chnica!' ·proj_ectSJ ·or.:t•deyelopments•jmay;,lbe_•imparted: onlykto 
-those. jnd~vid uals~_w hose Jbfficial,duHes~require:•::?ilch' know le,dge ror!•POI?Sessir;m;J ari'd 
to accred1 ted represen ta ti ves• of rf_greig!i}na t_iohs.in: accqrdance ;with~the ,provision_s 
~Of! paragrapl~ 19b:o ~·;(~ .r; ·{t;fi :·.;~'1 :::Y.i.J'. J.\i £:.:~-:. :J!"L ._;~1 1iJ :,.(!-:\.. r"'·,. ~" .. 1 :~ fiS ;.A~.d~-t7 .C 

;,:• 6,0.,;:Qestr.uction_,of._. classified· ,mater;iel.7-a.::Mttthor:ity._ to ,di;ect .• ~:\V.hene:v.er 
the chief of· a technical service responsible for a research project or f~r the'. design, 
de:etopment,· test, or 'production orr pr~()PJ;l,rement of an article of materiel or a 
compo~ent 'the~eof shall· determine tha! their destruction is necessary to safe-. 

. guard mformatwn ther~of, he will:issue!.tlie necessary directive. 
,r.~,b.-_.,,R~:ocedm·e i1i destruction: of classified materieL-When destruction of clas
isifi2d materiel.has.been.directed.!. :·_: .... ~ : .. .. L.. -------- ... ..v • c •. ,.: .• •;., •. .r':.ttf\ 

~~ -(1)- The custodian thereof wpi re~'dve1atf'comporiel:its'bflli·classifie'dciiai:ure 
8il 

.. . . and. destl"6i them'lfY"iJ1.h·i1iiig'' o'i-''i}y':~itiutilftf'''":.~:··i~tl"C>1 ''1' 'ldl'""'"f"ll 
----- ·-"";--~ ---~ . _ -· _ .• ...,_ .t-LI-t·,,:. ,_.;_ 1-11d:t.:.:: J~ !..J.·•u ~qY!~}-fJ..·. ?~~P~~senc.e.·o_ Ja 

l'il -· . . _ _l'll!!~nt.~r.l2.~te_d __ 9mQ~!'·. __ 'f.h~.>.l!alml.c_ei,J9l:uth~ t'Pj::tt~iteL wUL t·u~e';/ i;~ 
'J;, . . . ..processed.in accordance.w.ith.existing:i:egulatiori.s for the disposition 
n ..... -· of-unserviceable~property;-or 'for·,salvage! t•' • ~.: ~ ~ '" l"' cr,c :t1·,!H1\ 

;;~ - (2) If the. above is- n:ot ·iJ~ac.ticab1(!7 the ~lidt'oiii~'il"Wifi 'ci~~ff ~''t'1h•,lH"'',.t~'3 ~-- --- t' f -~t ~--- 7 _ ·;·- ~-~n,,~:J.H...\!;·B.l ~v ._ ..... t'J .• JJ' .~·, ... (,_-.·. ,.- ... ··u. ~~~ ~Yi~ ... ~ 1~1f~.-~f~ 
f.;, . _ ·---- _11~- :~ -~ p ___ I_l!~t'::\:1_e] RY_ti.u.rpj.Qg"or .. by1,m,)ltj].(ltion_,.in:the ptes!,ence . .,of;a 
c.~ -- ___ --·diSinterested officer .. --·-·· l .. .: J~,-;J~l t .... !t'~-:t-.uf!r i..o ett.:~'.f 

ila · (3)- In either-case, the certificate of-d~striicti<in·:w'ni'be'srgbed.~b'y''l\oii:i·'tb.k 

~;. ~~~~~~:,.~--.a~~l~~t{~~?·J:s~i~~~E~~~~ri:re:l~F:!I~:~~~~~~i~~~Qi!~-~~~~:1!~~ 
-e·

1 
,
0

: .,.,._,., ~ "bn1}~~:~?~ed, o,~c~,~··, JhfA1'reP,?~r,t,,~XiP:i~<>- ~-~~~!':·-·, )E:;_se~t}~.t,.t,,.h~.r~tt<> 0~_nay 
. , .• _, .. : _ .. ~ .. aptl;lonzed.oJ?.ly'by the·war·Departrileri'C · · ·' __ ,. ·' · "' 
'061':' Ill.vitlitiozi's·:f6i''hid,t aiBr'c~ri£fa~d:"'1 . •'i.>~i' 'l_''{f f' .. , "li~ r: ·,:)} f>lrii"l""'Ic: 

'b!dd·t· ..... ·' d t< t .. -:~:of! :th''"d~~!·J.l : .. ~~"9 '.\ ~ .• l ·:.~.·-ro;;t~~u .1)) OJt~-_Q. -~~;q~s'~' -.§'.!f>t~~E~£~frttya 
_ ,t, er ()_I, ~R?_r~c -~~. ~1._,, .z~~mgs? .sl}~qfieatJg~s, 1.or Pther pertinent information 
~.L \;:.•·-·_ ..... ! .... ·--~ t •- r t:..''' '".l ... ti ..... '(. .... ·;,,~. :trJ ~~-'.1er ..... .: ',.L!J. ..i~i ;.·•HI:\~:·_iJ:_a£iJO ~;!J! JhUJ 
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CYdhcei•ning; any: :pi·oject;J or projects::of a'·secret,.:confidentidlp or .. restrictewJnature 
and' ianml.a.Uy.eothereafter; SO .]ongi as\"such~docunientS;'!etc.;• are. in, his~custody,• ia 
getleral· secrecy._,a:greeinent: reading-substanti_allY-''as :follows ~W.illfbelsigned. by•.the 
individual• r(n·Jtl)y.:·.a.,resporisible .officer£•on !behalf ·()V.thei firm·. or•,corporation 
concer'ned::l ':-t ., if ... 1:~11J~! tn,;.i.t-LJ::;olr.!~ t- ... ~~_, ... _-:.: ·!> ~ 1 tLci.Jjfl1H· ·f._~ ·-. .:1·: .. : ~o ').fl:::t 

···"i~-:~~~nsid'~l~'tibti oi''u{J 1:~~~~Iit ·>oF d~a~rtigs,'js~~~ifi'c:itibtts:· and•'acco~iiaii~in~ 
inclosiires;'!'m'c5deiii;' or •:m':lfei-iel~: and J:illformation) disclosed 'orally; concerning 
projects' ,ofs a:.18ecret;. :c'dhfidential;. or; feitricted.lnature; .delivered .to: the· uildei:• 
signed prior to ·or coincident with the date of t~ifl __ ·!lgl'(!~l_llen_t fand:,li~t~d·:9.~ 
Exhibit .A: which is attached hereto .and made a part hereof,· or to be issued to 
tlie'unaersigrted'Stlbsequeiit fo··the date of this ugreeme'nt;tthe ·following terms'are 
it greed 'tol:by-'or con;.behalf:kof.• the··:[mdersigned.Iiridividuall ),finn, .. or 'corpora tiori; 
and any and·· all representatives, agents, employgl)§l,_:or, '!.UI)bicld~rs_ 9r _sub~on; 

!f,~~~-~He'~~J~~!Jiglieu·Wifr'~'lieitil~r' 1s11'Pi:>ls'ri.of' -dlscl'os~:· ari~ r~iri'orniaff6nl~reiihq-
ing;qhe•'di-1rwingsfl-specifiratron·s,·' and: accomphnyirig ·'inclosures·. ·or.:· models r·or 
rna teriel, <Or; info_rmation :disclosedi orally,• ;ref~1'l'~dr·to,herein·.tO! any :unauthorizeq 
PE(l'~,qg! jf!r,

1 
iJ;~_!m:W?r!! te .~1} ,;ot}:\f~\:P~.o~ectsr,sp,ec~il;~ t,ea tu;-.es,,of .q~si~n, .. OF. ~~l!struc;i 

~i<.Jil-, p~~?li%, ~-«?• SU£!} 9!::~ ~i\W~; spe_cjfica.twps.!. _an~, !-:CC?!t?P,aJty~ng,_,\nclo,~ur~s.,p~ 
m!l'di:~lsLor"materiel:·or•mformatlOii"d!Sclosed1 orally:·L " ' . · ·' .J. · •.. -

1 
t.Cl ,?, 

2. Tlle·'uiider1iigned) willl If6fnperihit'•aiiY, alle1'i::emplbyed· or·~to::be'.: employed 
byi·.thei:iliildersigned ~o~~by •any, ·subbidde:r;·'.~r:; Sl!bcontracto~, <to·; .have .•:;tcce;;_s::; to 
!!~~~ dp~~~r~g~, ,.sre,c,H!c~,t~o~~·. a.!N'! .a£CP.PHl~PJ~pg ,ins~o~ur~~·· .% ,m()dels; ?~ II;l?.~~tf-~1 
referred to herein, or to .engmeenng prmc1ples, composJtwn,. subassemblles, or 
asseiriiiii:es ~h'icli ai'it~ifb'f to Fh'e''fi.n'ictiollin'g ·or use' of'the 'aitic'ie ·.Oi·tfo' tiie··";oi'k 
'iiiider ··anY') conl:racF for·ft!iif i '[n'cYdiirtion·J.thereof;i or 'thencontract ·trials,), \vithout 
the wiitten consent beforehand of the,Secretary;oJh\Var.t .( :r.1 .. ·l ., l ;,·"Ju"•' ,.; . , 
·,, ;.3. ;Tge. und!':l'S.ign~d4~p!)\0\1,!p~~~;Of,;,p«?i:Ill.it _to"be >!11-!l.q\) ,r,ep_rpq-qcti?;r)S, of. ~he 
dra~Jngs, 'spe~J.f)ca~ions, .ang !!C(!O~P~I)Y,ilWJ.I?.clOI?};ll;e~pr. of,.,t,he.~.od~ls, W.l-!!~t~;~~l, excepf ris'Jipecifical_Iy ,auth:(),:iz~~.,bY tli1f

1COI},tr~~tmg)o_ffi~er.'o.r·,h1~ duly· apthol'IZed 
representative~:.ILif. r~productiOll''Of.lanyl drawmgs,'-spec1ficat10nS: •and .accompany~ 
ing: papers, or·of· ·models· orrnia teriel,; ;is:•a u thor~zed;· the~ undersi%ned will: pronwNY 
ti1JQID~~ 1 :t!J..e ,product;:P!ltain_eq~ tc;>,. th,.~; !-'.~ntractil}~ pW,_sg.r f!I:. 1h!~, d~!Y. 1 ,a»~J1prl~t.4 
~~pres!,er.t,at\Y.f, f_qr;c~~spt'.~h,~B, f!f,_l ~}1~)1 "gth,e~,fl;l~~W.P.. '~tf )t,e vfil_lld .. f!-_Y..t.f}_elew, }\~e.c~t~.~.~try.J 

'4: If a bid' is not' submitted on a .prOJect· o a ,secre , con en ta, or r 8 nc e .. 
nature 1as''fo~whicli . dt::iwings! lspecificii'tiohs>'and '"lfcc6mpailying' ifidosures: ';[md 
models!orm'iatedel have beeri•i~sued~to·the:undersigned\::orJif a bi'd is,made and 
!}Ot acc~pt~c1 •. ,o; ~nsc,as_e lS,'\\'(ar\'1 isp_ria,(l.e, 'upon :tpe; co.r,n'pl~!i9i;!::.o~;;t~~. !-'ONfH.cbt;~~ 
;t:Il}deJJli~m.e,q,,~lP rW:9r1BU;v ~n~t~:rn.J·~~~ h,l\p.<l--,.,bY, . r~~~~t.~req_;. }_ll,!}~.~·:.3?r",?Y -.~ns.~,~!1~ 
exp~efis,_ such dr.~~1Pg~··· s~eF;!!~~~1q~~~ .. ap.g .a~c?.~J.la~y,mg_ pa~r~ •. Q_I ~lp.~d~l~ -~r 
materiel!t;together -'witll' 'all-'coptes1 thereof, to the. office)from1:wh~ch' tlielfo~1gmal 
copies ,were received. . . . . / ,,;; ,,.. .. .,.; ... ;!1( 

'7u5; 1.( a )':t~he·:-qpder§ligned agre~_s_)tQ,·bri_ng,.,9f• ca_vse, to ·.'1?!!1 brt;>:g~~t-,to 1~!}~,-~tt~n
tion of. all) persons engag(?d; in. the., PfSpar,ahon,.,9f;;the, p1g,.,w:t].~~P.~f ~~~~J?l}.l~~t~d.~?X 
.iiot'1iricludin;;"subhldilers 'and 'tlieir eriiployees, tM'following"pr<;>.vi.~ionS'~Of' law·: 
· Espionage Act: Subparagraphs (d)·'ana·'('e\)', 'sec:1f;·actH15'Jiiiiec1917'l( 40'Stat1 
.21·7,)'•;<sec-:t1,''acr 28' March 194o:i'(54:.Stat. 79 ;r5o·u:rs:·,c:t·31 ::MJ•H,:1939,·;Supp:' I, 
Sec.~2181·)i·~·. ~· 11 ! •!J1 ti.' .,_,:.~,~~·:t~\ ·pJ J·.:·~~·r.:L')'J f~ nfru Jd!:H!Ft Li':'i~:vt·nr,.d~~i<Jq·Hki H! .n~·q: 
· , Sec f .acU2.January, 1938 .(52 Stat. 3,; ,50 tiJ., S .. ,C ... 4.5: 1\t !!,,, :J-.9~9,)'l!,e!!· ~.l_!Fa), 
tlli'd 'E' ·o:'sss't '22 Mai·cii'i94o; 5':F: :R~ H47\.'56'

0tJ. s'."c.~"'45 ;' M'L~:'1939, Shpp·.'·J; se·c? 2l87S:i1 ~-;·!H t.~t·J;L••.t:1_\,~~)~,·. t\ ~ ... ,.~ :!"'' ~~~!;:~~;.J.}.,'~ .. a~; ~"\·,:"·~-If:-. ~1? D.~;,_f-]1·-~:~·:..1.~~-~ ·JHS 

i ·J!Secoii.d 1War >Powers .A:ct,"1942;! sections •1402;-- •1403;iact• 27j;March i 1942· •( Public 
Law 507, :nth;~on.g.1.(ii·r n:.•B::fmc ,-tl l<r(. .1';<:' ,.,,.; .' . "'"~ .J.i ;,.:l'J:·:·••;t. ; · •. 1 

.. , (.b), ~~1,q1~ •• ~u,<;~~-~~~l..b,l\14e..r.:pn. ,a,ny, I?F?j~«:!~·f· ,jhe~;u,n~~r.'l,I~~~<!Jflgdr~~~ thl},Isq .t~ 
ilring ·9r «:!a\ls~J? '\'J~~Jj1;~U.~I?t,t;_q th~ .• '!-tt~Rt~o,n,.o •.• 11;\1 ~-e.~.~o,ns:.~pg_age ___ 1~ ".~ per-
.Iol'inai:J.ce l:dfl 'the1'·contract,' · mcludmg 'persons employed' on ··subcontracts, ·the 

· provisions of the lawJenumerated:ih-:(a )' abov:e!·· riW•lJ. ::!r(i ., ·. et ;..,:~.~- 10 '~: uJ";:· .. 
~·6.!. Tb!!; un.MrflJgned· .fll_1't!l~fr.foigr~~§ that-.n?.•m.for~atwn.,_l.n.1cqnne!!t\OP.;,w,1t,h . .any 

8em:e.t,,.co?tfi!le?Jtfal,,, O).\ ~estf!_\),te.d,...p.~o)eShYf.~!!,,b~, g\':~J.1)9 ~~Y ,p~~~o? .. not. m .. t;~,~,~ 
contra'ctot'S or ·subcontra'ctor'S employ 'e)'cept tipon tlie wntten, C()}l~ent b,efo~e
iiandlof'the''COnfi'acfii:ig ofiiceror his1dtily' 'ihi'thoi·ized •r'epresen'tative}''" .r. ·· ~ ~;) 
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REF ID :A412--l20-?-------

s:-tFEGUARDING 'MTLIT.tmY INFORMATION; 

;.-~ lm.The;execution:.cifc,the :general: secrecy lagreell).ent required.·in·.a; above:.w:ith 
any,_ individual, firm, .or. col'poration· prior. to .the q~live~y of. any·.classifi~d- military 
infor:matio:g; .• and• :the _an·nmll :secrecy:.agreementst executed .thereafter, wilh con-. 
stitute authority• for. delive1•y to.such individual, fii·m;.or,corporation•-from:ti:me to 
time of- other or ai:lditional Classified 'information p~rtaining. to any .se01:e.t, 

?o?J1,1F'I1t~f!l1 .. , ~rr,f.~s~~{ft~,a .prR~~<;,t.,; ~1~·Wo,l,l.~. th~ .liW~~~~it~. P(~t_~~V~ip,~ a. ,.sl?e~~fic 
SE;!~r.esy,,,agr~~men_t ~g--,~l!CJ:h Cl.l.S.~·:.:,Ar,_re~ewt,:. s-gJ?1l,t:,ti~.tlflllY, a~; f()~l\)WS- 1'JHl·J~ 
obtaine~, when:the ·.additionaL classified .data arE;! 'submitted, toJthose~ who- have 
ehtered'intosucn··agreemelit:~···"· ~~··f! ,.:: rY.: •. ;. ,,,., ... , .• · ·;:; '. ~·:1·; 
;__1_.:- .t .• :·Jt" .. i · :: ;?J •,.t ,l\''.1': .·.:. ,-., .• 1 •• :-·i·>:r.; :~.-..-('1 ;•: ....... _r ~~-·. ~< ·~··~: .· -~ -Ui··, ~\ ;~.-r-,···:• 
. 7 Receipt _is ·~cknowle~ged•,of ;:::;.•:-:..·.:.:.:!::..~-'-.:..'-';'-~--' ~and it is,,recogni:IJed :thatpthese 
d~ ta' a~e· class1fied1 and. <comll"\Vlthm,.th,e-,pur.vlew; of'.the. secrecy, ,agre~tme!l t sign~~l 
by-~::~h::.t-...:i!_.!.~~-t~.l~JLh.On:..::.. ...... ~~ •. -:......::t_:_: ,t~ 1 ~.--··~ ~ .k:.:·: 4·:~1:.· _•!f_:-·..:·.~ :r-; ~·~u. ~en. !.~.~.~·. 

. ;}!2~ :.~~~.s1:1.I~:ti$,¥ -)vith ,.respon,s,ibl~~ ~an-q~a~~-qre,J.:s:-q;!'I~,.;~~~;n,~q~flf/i _:{of: 
ficers,_of,;arsenals.·and, depo~s 'a,nd-_.other. officers. engage_d;-in ·\YOl;k·on Government 
contracts ·lire authorized ;to,'conslilf'with' all'-•intereste'd ~~~ntif~~t~;e~s ~r ;tl~~ll: 
i"~p~:~~~:tt~i:!v.es;:.'i!\y,~ntorsrand. ·.?We~~:~rsoh's .'condern_il:ig •t:ecli.nical'·, 1.nii:tteri.f~ 
i;hicli' 

1
they: )have' ·a 'lei'itimat~ ~int'dfest;~ :They. wlu,'. ho~e~I~i_. fnfo1·in1'?ail) s\icli 

. ··~l --·~·f ........... J ' ••• ••• •••• (, ,.~, • J.. , .... \ 1 ... i ··'._l r-1' f'\.i'" 
per:sonst•of·. the ~classificatiof\ ·o_f.the ~rojects,.. works; ai!d <l!'ve.lopp.:ieq(s:.:~·•_,:_• · .S'--
o'63:' :·Responsibility;; of' :Army· representatives. ·or inspecto~s . .;.,...:a.• 'r~·: Army 
te:Pf.'eseM~tiv~s:oi"insvect9~s h.f the~technical service are u1e 'lc:icaltr•ep1·ese1ii!ltiv~s 
of the, \~ar;D~paHmedt~~rrd1~·m·tak'e''th~' rieceksary'.:{i:;e~suFes ·to ins'ure the'' 8;';£~! 

< • • , , .._ _ _.. -~~· -· • .1. 1 l ,rt. ~~. •1.• • •·:1.,' "!'!, t • '("' ·- • 1> "'· .., •· ., .. , • "'I" 

guarding_; Of' cla!lSified-Jn!'9l'IDati_on .. Or•jpr_qjects • in rth.~ J )lanc;ls; '9.f. ~th_e; coqfl'·actors 
or in process.of manufactun'iffn:their'plants.: · ··' -;.J;:;;_·-····.'J.::·; -,, .1, ... ·' , ,.;..,_;~.,:.: 

. -'ib. ~Ar'lii§:represeiitatives: or''irispeetors''wiil ;·ad'vise ;ccnitriictors: as 'to !'their 
r~spqn~ib!iities · iind. ·th~ .• i;i~a;cti~1II'~ill~as_lifes 'to": be· t~k'eil' i:&,-safeguard; s~'cret' 
~ - . t:• 'f 1._ r~}~., • ' · . ~ ~· .; , •t. 1 ~ ·:J~l~ ,.; \} .••.. · .-, , , . \l; ~~~ 1 ·, •. 1, 1 1• .. - ··i.·f_~ 
co~fii!.(}..nttal, jor rQstncted .m~t_ter_s1 anQ, .. ~ig,~ct favQraiJ]y, )f;pr!lctic~ble,-;o.ny_:iriy 
suggestion! 'or I request t.of-' the' company, .tending to··pr'eserve, secrecy:1 :Jf,:at-, a~i 
ti_Ijie·~cOngi~ion~' ~.t_ ·:~ny ;pra'fit( .:ori:any;·'act\?nl oF aC company~ OJ,',' its. e!nploye'~s; 
~~<?~ai~~z~ .we.·~f~~rity,:o.t .~.l~~~i~'e,?f,i~tt~~ 'p~1~tq\ni~g' t? t.h{Wa~' .i>~P.hi't.~i~~iii!or~ 
vwla te; t!!efprovi~!()ns of r.tli'l· EfsPwl}age. ,Act! :tlle_,Aqny: reprefle!l ta.tive,:or. inspectqr 
Will ·request the COritractor,J tO:take • prompt I l•emedial, action. f •. [f adequ~te :pr~: 
c~uti~l:)ai.'y' ~~·a~~i·~s.l!if.et'~?~';takep'fp.lmeci_f~tely; lie' wil.l report. pto~1ptly ·t~ the 
clii()f · p~ pw 'tec~ni¢at.'service" cohcei:ii~'d and,'· if'. i:he ';situati'oil '~equh·es-·:tcnh·e 
J..•/ ' ,_.. • '>• ..\ ' - \'. ' '. - ,, •• ) • :. .f... • , .. f!)• r •. ! • ~r.. ;, . . -'I:·. -·· • ,. ' . ), .. ' 

C.O!lllllanq!Pg 1ge~~ra)_;qf ,tl}~ sen:i.<;e ,~omin~IJ~l i4, i\Y.lficlJ ',the. ·ite~ . .is))i. _P~:~~e~s::?..~ 
manyfac~ur~.. . . .. . _,_,_,. :.:,.,_..:"·'•···,,; 
'"cf'Wheb.'A'rmY: and N:av'y' inspectors, are 'oniduty :at the:same •plant' tlie Army 
i8s~'(!(bi£!;#il~ ·~oorct'j'riat~. _:an:s~c'l:irity'.illea:s~1-es'\vitb: t'he' .Navy 'inspect~r' i~ -otd~t 
• ~- •:J ._, h ~ ; ..-•! "·~ •. :d' -Jt,n, 't·.: t .: ;,; .:!~: ~ ·u.:.~r~ t ,_!<';f.i ... ~··/·.-!1! • ~\ ,.r,··li l~Ll ~l<i' 

fp,ayo,gi·,confhctmg dE,!plJ!H(}s_qpon sol}tr!l~.tor~,.i ''· ;_:·.;< :" .... · · • ·.t: .... ,,,_._,.,:-. -
,1 64! JR-espohsibility ~:-of' !Government .:.contr:J.ctors;r-,.a._A : priv:ate l individual• 
fi,r,~l.l?F. ~o~po;ation __ wl:~i~~ :~n,~e~~~ i7~tg..,a. fO~t,r~ct t~) f!!/Wg~ ~~:. tec)?nical iiroi:k ~f~; 
tpe, 1)X ~:' p¢v~~~If~J;I t; ~~c?_~~s J_\!spp9~~~.~~ · ~t~a ~-t!!tJ~i W~-H: his: ()r:N :"~on'tr9L ~9r 
the safeguardmg of all secret, _confidenttal, or t·estncted matters that ma'y. be u\s~ 
closed· or:tliatimay :be 'devel(,ped iin';connectiorl,;therewitl}!. A clause .fo. this. effect 
~ill be included in .such a contract; but its omission Will· 'not·' relea'se .tile ·c~n-
f\ ,,. •·lc.~r-...... ,.,,-;-_._,,_ . ·j· '•.,.·-~.---.- .. ,.:, l\ •. ,,.- ,-~~· 1t.,- ...... ·-t· . 

tractq~ fro~;B:s r;esp~l!si.bil!ty~upder:th:e Espi9,nage, :AGf:!lnd oth'ei' pertin!mt'laws . 
..) •. ! I .l ..•• l..t., .. I • ·"' ·:, .• · ..... ..; ~ J-l· ·+. -l, '"~ ,,, .1 .J ·. ' . ., .... t p~ :. ~:-·:·. "'::~ ~.li('f,' 

.,,·,b . . ~Qntr_a~tors ,ar~. re,SP()!lS!i]l~ .tM!t.all cl.a~~~~ep l?r~J~~ts ,allcttted_. f<t.,stiqcoti[ 
~r~ctors ~r. ~~ent~ a:e_ ~ul~_ypro~e:~;,d:by._a~imilar agre~~e~t·,. .· : ! , ; .:; ·- ,, ,:1 
· .. :c. ·:Whenever for any·'reasqn ~a;·;:;ontra:c~ agreement" or~ subcontract: lias been 
~ 1 • 1 ; ! ! '' ·, • ; ; · ' · · r _ · · ', • ·, • r ,. -~-.,, ; ! f ~ ·• · ·." r ,. ··· , ... -~ . : ; · ,_. ·~ -, .- • · , • · • . · 
made 1wh1ch, does not mclude"a .. security·'elause"but· later is''fouhd• {0' involve 
-'?-' • ..t. .... ·,, JJJ'.: ·,_.J_: ;,:~~.t~·· 1.' ~-, .' t:n\t,l '';·.:.!1:-:J; '£0'-:lt:'. ·., ··~: · ."tid'";J~.~~ '.Lot t·'"·.t~;/'·)i •.fJltlt 

secret, confidJ3Jl~tal, .pr . rE)~tt;t()_t~(l.r:II}Mt~.~· htpe;_ ~E,!!!~I}l~ll} '!l~.n;},c~ ~~cppc~rn.ed., 'Yil~ 
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A.R:380~5 
.64;;:,58 . 

take· the necessary :steps !to· inshre rthat the ·project> or Jwork•:isl properly! classified 
and that; the' COn tractor~·agen t{lOr ·SUbCOntraCtOr I iSl inform_ed; Of, the clRSSifiClJ. tiOll 
anirofchis·:-responsibillty'inthe~·rnatter>." ·: Juq i <c·' 'U'.tr! '" ,, ···'I''I.-: fJ';Lt:·~cL 
:'65. Ti:)sts' of1 'classifiea~ materiel:--'.-Tests of· classified.linil.teriel.:wilhrbe; a de? 

quately'.'slffegu·arded :oy,tilllresponsible' officers;. 'lP !--C.:lc•r.; '11 ,_,,; ·L~l'JJ',;\ •,:; ,;;,_, 

· 66. Public display of classified materfel.'-'-'-af: Gomman'ding:,officei"s::ai:e 're~ 
srionsible·that.'an·classified\parts;·components;or fea:tures of materiel~are 'properly 
safeguarded !duf.irt'g:Jmi:tnerivers;\~'drill's; -parades,: cereinoilies;~rassemblages; :demon' 
sfrations,'(n; exhibitions,: 61'·iexhibitiohs 'Open :toJthe f{{en'eml public'!( .:;-;llt'J: .') r.; 
~·lbi'IT(l}lPh'otogf.aphsi.Co'f equipment' whfle iJ.n ~process '6f':development<:oi·. •loose 
·(!I tlC: 1-l:!:J·rr:YcreV'ealiiijf•pr-ocesses ofl maii t'lfacfure"rare·,proliibited•'uiil ess<a uth·orized 
,,f\7 i.il; __ ·;:,, ; '•lly'ltlie'-''chlef.':of);teclinicai I.: service' con'cerhed!tfi'~mir ·an1:articl'e'fof 
'i.l1·w·!~ 'j £l.J beqiii pmeiitJJ:ias!Jjeen'-issuedctb• c6mbat'-i'iiii h:i,<release' of •photographs. is 

, · 1 ·'permissible·· tmless specifically· prohibited by the. instructions·:issued 
0rt:'~--.~s~ tn~~·\tnereWTtlf. !;) ~~~- ~~,: ~·-''(~. ·;~.·.H{ .._,.~!~ .'·~~r'l";f.:"" T ·"' · ~ ·• ~·.;.~,..' ~:'":~~r "t! ;_ ..... 

(2) Requests for permission tci)take'-photographscof"Classifieckmateriel: 
iF, ,8 rrq•;-t::-pYojects;',:or·'processes·'of 1i:ilanufa'cture··'wilFbi! ·refei·red. to the:w.ar 

Department through the proper chief of technical serviceY-If 
2:> 1(l?:ittl•1•; ~·fauthority-'{is'. 'gr:'t'nted;-:;w· wHi lbe witli thEf 1uriderstanding 'thii't • the 
-: ;,~,::- ·~::/t n'Efestiidng7 pliotographEi; will be7>'submitted:tfo •:fhe1 'Wa'r::.:Departmebt 

' for review.prior to release. · :r.:t.: :-1:.-,.u :_.·)·;~ :.:rc.·<t ,e:; __ ;, ~Cit:"" 

·C:<•6 7,': ~RelEi'ase rof'Iinfo'riii:atioii'' or· ~aile of materfel!;-·a:·. Domestic .sale; :di v:ulgin'g 
iii'formahoD:.liD. 'co'rifiectio'n ·'*itli''negotiations:·fof-·~fo'reigni:sale~>aru:J:',fdi:eign:·marm: 
fi'fcfilre oi iteins O':PArmy atid"Nil.vy materieFand:..equipmeiitl are·· noVperlliitted 
uHless th~e" 'Waf anc'i · Navy ·nei;Jai't~eii fi;t are·. agree:d ·that ;inili tary. secrecy is not 
cOniprciilliSe'd~~tliereby}-:~r~~- t:l;:~ie·t:.~ ~;l:::.~ :c---~:.::: t. . .-:;. :(· ~,..·;·:~· .::~;.:., ·,'!.~':; ,.t1~~j?.nB-4·,;·~ 

b. International traffic in arnis. ';',~-:if'\~~i. u:, ;;1-.1 :-.:r•,:.· ;.,~ 

<1\l•)'J''i (.l)i TheiiStafe' f>·e'pli:rtinerit ;adfuinisterif' irlterfiii.tional. traffic iiharms· and 
·military mater1€l•comiiig'withfn' I the scope;'ofJ'tlie ;Regulations fGov" 

r1~' 'li' ~t:}l1 r:fflferriing! the :.il'iferba'tionaFTr'affic 'in ;.1\'r~ms;:•Ari:lmuhitions,: ahd!;Jinple-
1<''t ''·~?.JJ ~<! fllients~ofi>'War:R'rici. 0tliei·l\1Unitions:of-'War . .-':·iil·:r.:; 5;. ,:: ·:.-:_,~:;:_;.~:.! 

J ~, :1" t <( 2) ~The·'sta te' • Depai·frnen t' will• ·n.ot- reieasP.' 'foi'· 'foreigi:t' fsaJe: any · ·item 
·i'1~;1~q ~' 1 9?'-' ~_cori:iing-'withiii ith'e·. ·Sco:M''ot< tlfese •regulatioris::until::the War'J and 
;;,·· :;r::;<,:>9a 'lt!Nayy••Depar'fn1ent1i!'liaV.e:·-stated<·tli.a:t, th'ere~is .:no'."objectioiF to· -the 
9~:"l()'l.'i/(>•J•:,Y •~rereas(f;(m, grcnirids·:of secrecyc aff'ectingl the.:Iiatiofial(defebse::t;:,:.-.'. 

68. Protectio·n of shipments· via commercial carriers withitJ:· UnitedcSfates 
oi'i i t:st•pos€iession1i.'~;: Selection '6f shipping m·ethod."'--'-DisClosure Of-:info.rilia tion 
pertainih:gii t,o'.Jclassified · :rna teiie~- :..vnFbe··lptevenl:ed .~during'ittransp_orta tion · •lby 
one of 'the~follirwing·:m'ethodi:Pof .sliipri:ient: 'to :b'e~determinedtibyr:a.:cori:imissioned 
officer of the 'Service, force, or organization authorizing;JitsCniovementf qualified 
to make such classificatLon, by a higherJautliorityzso:tqtiaUfied,i.orc.by. a:military 
attach~. .-;--.·::,,~{r ':rt:~.)~.:~ !•~·r) "l.~:riH1!j :ibrn.J t.:.:tlr:·-~~ (t:~ 

9'! b. ~rotection as ;f6rsd6cuments.~ ._. If:sizerand:·quantifylperniit;! classified.rtlateriel 
may be:handle'ddn the'sani€nrianher•as:pr'ovided'forJsiinilarly~classified documents 
im:paragraphs 25do ;2s;o.jnclusive;-! ·>In cases 1-w'!Iere: inateril:\blis ·of' such size or 
quantity as to create ·sJ!SPi5!!.6n' of; its~charactermnd< e'ntai_ll•aP,ditional risk when 
transported ·in\ the·:s'aineomariri(!r. as•.dp~:uments;• another~ meth.odcwilbbe ;usem :; 
.1rC!uRailway:wcpres8~ ·s§'r1)ice-::.p·rote¢.ted: by.Hcar.rier.!s;:cguards. ___ 'Secret, ~or. ,con~ 
fidential shipments may· be shipped via -Railway Express Agency, Incorporated, 
after advance arrangements• have been made for carrier to guard materiel from 
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the'.itim_e1 it IJea_ves; tlie;chands .;qf-.co,nsign6r until :deliv~r.ed ;Jo· c.onsignee:,rr Notwi th; 
~ta'ndiiig.;~tlie •general>',proliibi ti611'•.of rinsurance.;cpl1·-;.G,ov~r~ment cshipll).eJlts,• ·any, 
classified shipments may be shipped at .their,:i[lctualJv?.lue]'a:~d-notatlon'rofcs:uch 
valueoma'de· OU-Jtlie rbills;•cifl'lading;'J ·,( See'.AR -:557105;. 55-;;l50; ,_and; 55~ 15_5;). ,(·T.he 
of?cer determinlng tl~e inethod of shipnn;nt.J:WiUr.c~rHfyr t~~-the ·o~~~r lss_n\Jlg:;t)l~ 
bHl ofda!linglthe;,v:iluation:ttO be-used'::;~:h;nr. h."fll<:"-h 'io 'i;r'rr,!b ,,H::Jr;9: .':::).· 
''! d!!f0nljin(Lr1J'''rauway 'expr_ess. ~ser:vi-<(.e.~~W:-?te_cted·;r~Y -.:rnJ1it_qry1; u¥i:trif~. ,;._Tlijs 
.method. of:§hipment·>lllaY,_ipe_,cho_~!;!~foJ:rs,e~-r!Jt: _or::cqJtfi.dentia{:n}fitel·i~l !(lS\prqyided, 
in a abo'l'e ... ln·;su.cl} :c[}Sf!r<t_l;te,,pr~llciP~J:!!S tof_,;~~g!l)atioJ;ls,,gQ.v~xp!P.g, gl]ar!}!pg;·!?! 
freigh tr shi pl,llen ts_, tsee ·.pm;.~8;;A~ :5.5-J:.Eii'j) r wUlr_be i f<?lJowed rsoiiftJ.r, :a,s, <appJ'9pri!}te 
for,; express~;seevjc~. ).w! the, tqe r<l_e~nit.~, t!l.~G!'!PJ!<!!l· tl;l!othgu.ard!i' '!;l.tJ11 ,ex1Jress 'shiP,
~ents i Will ~b.e ·f:tJorLrijshed•;)Vtt_ll:Qt_ran,SpQJ!!Ut\~l!rl~~q\leS!S·'l:•>'fl)eJ!JUIDJ;!er. Of guardS 
detaile\ig.t0,, p~o.tect;;_the., s,l!iP.w,e!J.JiiWVl <..Qebf!-1 ~!!llm1P!!J;£OJ!si.§!.!i~J,~.yvith security 

requirementsw.~JK.-n ''>~!J v: hojidino~ir ·~rrn'ltk:J<i~ "····"'wa ort;i~r·il·l!JG· .. · " • 
e. Air express via conime1·cial air· lines protected by ."J:f!i!!J17Y.; ·guards.-The 

p~·oyisions;,o.f-Jd: l1b.o.ve,wiU[_?o.r~xn .. ,gtn~mJiy. i J! 'J:.': L1r·.!.,: 'l.·):t · '-''''•)u 1::;IT . rlJ · 
·r ,:,,~. R.a.il ,freiuht~~.erV:!t;<e ;pr_otep_~~df,~by · ,nJ;:{L~t,ar;yj\UU,aJ'.c!f·""is~.~~ P,!lr~_graph 8, AR 
55-155:i!vr:~~ lr.:!1r:t(r,~ .• ·':lo 't!i•b :.;q,·, •fi ':lfiJ i;,..nnw!'.:ln.">mj·Jl,~:'::i · · . 
~~g. ~Q1_:di1~flr.y ,m9.tor,tr.ticklfreiu.lJ..t -ei;.o{ecf.eq;bYJiJ.~Hi.t.q:v;;uU;arfl_S.·T.iT.he principles 
of<.paragpaph~8;;Al! tli5-::1.5f!•; \\ji.U g():Ve!:~· n9lily;_:.()}l¢ ,g~un:d; ~m LJJ~;·)lsed ·for short 
runs unless more are necessary. . :ri-::·;lo•f n) •tni·:rr ._.,,,i ;.,.~· ·.c.-.r · · 
· ~~rn:;;Jtlafer., !freiyht::r.~rtr.!'{ce--P.r9:!f'SJJ.!Ar l]y ·e111ilitqry .• in~a'iq.s:, .... ~T]:ie" Pl:'!~.w~pl~!!uof 
'pa,r~gra~h~8;-.'tAR::..5Q,19.5,·r~W;~l.Vg~v.!\!r!lit.lWI:)e!l,:· 1Ye,sse!!' ,!J.r~:;U~~.d')\YJ!i~hJ;p~x~.l~l!t 
i:al)gemen..ts~~foJ:,·l.caJ.'kYi~g.ui;ms~$1).g(;~;'S;:; tJ;!!_p.sp.or.tat!q!\ -r~q~~st.~ 2wJll; l!~ ,j~§u~~h 
When· ve;;sels: at:e: iUSe(} 1W:h.iC!h,qO ;ntih~!loV~: .aJ'l'apg<!_lll.~l!ts. fm-'•. cgr.r:ying put@; 
passeng~rs, car;iage free or at a· reasonable charge, ::{pprOp):'i!J,£eJ fi-g~P,g~ip.~l).tS 
for'meals \Vill'be negotiated. ' .· 1wn ,< "l':.;\l'l.;\ \•·<,<>i' wn!'··•'- ·.u _ 
hfi;; SJr.aiuht ·0.1;';,mdx.edrct?J9.0P.)tmi??~·~J~~si,l;ied.,ffiat~r-i~1r a,c9.QIJ;lplJ:.nyii;,lg) troops 

· wiil)bl:! :adeqt!!l.t.e!y~gua.rdl'l,dJ,bY! opga~~.l!t~~m~peJ;:su_nnJ!J. -, · 1, .. • ·:,'. '·, r i: ,, 
· :9 'j ,,; G.ua1;ds, =<J.u;tr.ds H!!.u!fi.c.ie.I!!:l y 1 :_ar;~he.ctx"'! !h: b~_; 1pr_O:vJJ! e.(}· t i !l•t ;Icc_oi:dan ce with 
par"agraph 8, AR 55'-155: >L~eit_!l~r LCA!J!',ig_(~ pprwp!lJtll~'y,·gu!lr<;ls,,w!ll be used fo·r 
the? sole JlJ\lrP.<lsei,of•·~-~:.~v!'xi.t iggr; dis!!Iqs~;~re19~· · i!lfor:w?J.ipnr of1r,i_l§..triQted \materiel. 
Guardediserv,ice·~may;,be tus~·qw!l ;mY.i.Shjplll~qt.w!l~n .vecessa~y.,tQ. pr_event physi
. cal sabotagei .. fWiien.po·ssi_bli!, 1~tiei;~_,cwtcealm~llt ;O_f;ethe·. arl,ll·,isLJi:ot necessary, 
sub~acliine\•guns,~·autpmati£-;i'rjfies,~ or;(l'ifies '.shguldj, b_e~ p_rovJded~·in preferenc~ 
to~pistols:Hnu r!:rf:tl-.;-r ;;·rain.a,1 i_J:;h";!JUU!'Iil'J nl'.c ":}uc::rr. ~,ill~'< 10 nciJ!'l<::ro':i~ .e~ 

nok:JiSliipments;t·of!;LC:Otifiden.t.ia!.~n~at1r.ie,!~~·e~c.ept-c·c.ryptogr~Ph.tc.t~f!qu!pt1Wnh;:,tt1q 
· ~omponents~c~h~reof-:c!Jfay,. ,at,~the,'disc2:e.~iO!lf iof tl;lei-:chief · of.tthe :Mcl!,n i~~~ ;'~ei'_vi.¢~ 
involved;ibe)shippedi:byJon(;!J:o!j th~ -ful!.O.W.ingtmethogs,,w~tho)lt [guard :,'Iii :to 9n0 
b~'flHm(l).i!Erotected:,expre'ss:;iHiiui: ilolt~;;l~·}·.no 'To ,':~ ·w'l ,c.:un·,:·J e1i; ·:~:~· 'J9;iT:lo 

''(J;":tirlJ(2)• ~e-aled,fr~ight<,_6~.;~xpres;t:cal's~~-:f;:;ui r: '?:';,;:<·it.:- 'tir•:ud:; •''lua ·;·Jn,cf<;:t 
. (3) Seal~d truck \~nder own riwtive'power. . ' .':li:>M)J:: 

r~)Jor.'Uii (4)l• ·Fla tn ca,r,ii proyige'd'rr trgcks: ;ors 'crateS.>COntaining I •S&idl .equ:ipiuen't. :are 
'L;j w~!IIJ:.lOD I; ·suitably•!;locltedvandYor,ise'a!ed;'and-J locked cand,f,or seale'dHtot!tlie ·car: 
10: !1:>.il' t;~;n>• !111 addihon:uthe:uiquip~ent ~W.ill.-be:~protecfea •from externahv~iew 
H"ri''' li:?h fl~anaiinjury:froin)n~rm:lLh.azarcisi ih)shippipg." :J:t~'!J'f'\ (Ji "-~' ".:iiJn,:ilp 

z. F(mLspe'cific, meansnoft•shi pment ~of .:cryptographicl,ma r~rieJ:i,reference tshohld 
'be):made ,to\ie'tte~.~instruction·i"on~th!s subject,'issued~·by, 'the I'War 1E>eparftnent. 
;t9i.H.:4J~f~G:uT.T f·.:5r!;,~:L ... a55-l.Q"Yci y;.t~\f~H.r-.J-t 'J:~fV ~t£J(I4Ji·i-fe tJtf 't!;Jtt eJ(i9LC::lti~ hi',~rt~J~~ 
. .fi~;j: !'1Vi~~~l~;.'1~ J,1.ei.J:~ of :t~;?·.f1n) '"'!oJ' t;i),t;;i~ i!~ 1•1 3V .fJJ\ .a:'!O.Blrtar;'-U~'1·.~-~· ·~·JLt:?{s; ~.r9:f~ . 

. .. - . ' . ~ 
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.fni:;~'!?rri~-'.0~ ::c :l'rr~·ilmii:lr:a ·u.7/ SEC'tloN';lVI ::· 'llll::li' .. ;)Li1l.lr :;! • oh'3: U' ~ 
t8jj~J;~1"J(~ 10 ;•l1Ui?'03:Hz~.,Ji:; .uJ: b~~~I~l~ltfl "~!f:J~ :;.~;;.il~l~:r.J.'~ r-)i!ht.oi.JI!iJ"lf,(J:s~.; 
,Xlrua I!~R~n9~~-·)n:.:JT:r·.t.bq;;~ · .. .::I;\'/ ~.;;.Y~8!r~9~~~_, ·.;IJi1;J .\n}~J&itt..::i\ ~)dJ 
¢i~~sifiCitfo~~!:t1i~•!i~;S~~·~Yi~~~~~~~-!~~~i!~!~~~~1}!:i~t!~::_·~-~j}.!_~·!J£?.i·.:_IJ~'!:'----=~~agra~: 
.A:utli?rity. for: ad~iS.sionJL ___ 0J.!..::..,_:~~.F..!l:-L~-"l .. li.:.!_"!_!·.:..-:__!.·..:~D·.!..i.~>.::•J ... .:!.!:...L_-:l?.._i·~·.!:.:~ __ _: __ ..: · · ·70 
Jit!l.~Pf>ps!J;>il~tYJ ;qfri~O!fl'!\~n,q_i_ng; ~fil!'!.et;, 1. Army •:repr.e,13enta~i y_e·; tor;:·lnspector"'~ ,_,::_ -----~ 71 
¥~~P~~~f~H11~:.J0f..;.~/?:.'ler_Rfll~lf5I~~:pjr~ctpr~_c1p-rf.J~:-.-:t.0-f-,,:-;7-,-:-=1-·7i"o-;-7":-7.~"------- 72 

~.>{.69.,> Classi:f,ic!J:tion.:;.: a:uEot:eitfn. 11a'tion'a.ls.~For~ th'et.imi~pose··:of,,these regula-
tiopsjforeigp1natioilals.inclild~ji'f'i('~: ~··; •+'''f.iN>l.J ·~~r·•il•:\·. ,V.JT:;1 , 

-.~·n ·1ar<::J.:) 1 Ri;!p~esentatives,toffici!J.lsfor~employeeslof a~for_t;:igriJgovernment having 
· .. · -~an• official status:· ·'.· · · '· · · · .I:Jh·•,i: 

'r<J!li.."'lo (~J;)?i\Alhotherf,fi:ireigti:·nati_op.alsfand dtizens-of-•the~•Unlted~:srate'sl'repre
·vn~ ri;:.~fOJ'Iul segiing;al·fpreign,_gov:~rnment;J:·firin,,.oE::corporation!11:..J:1;,,(n 'JL:J , J 

iA ~~··:~Jli< a~ .i~Cimadiitn7 nf.ltio nals' w:m "te' considered. , as11andrraccordedr tth e1 rsame 
0£i1 lsnniJ ,,~pr!Yil.eges ;;as. :citizens.8of ~thei'lUnHed ~· States"iwith:'"respect:J<i:o':lthec 

matter of visits to Government or· 'coinmerci&l>,·:nianufactur.iilg; 
:l~sto·zq 10 '!11establishmeiits:and,]exp~ril1lental~.Jai5oratoriesi engaged•:oh !chissified 

work or projects. .hs,;c::J )~ n: '!') i!lliJt(<. hl ' 

-nb.n!Uniped•'St(ltesrcitizens;';..~ Allidtiz'ensrof the1United'JStatesmot;inci\laeu in a 
ab_o _ _v~e:-~ ~·iohi~:,rr~ (J;1o , ~-l~~9·n~~:H~ · t..:.s 7.Uafa:.~-c··t'lq~ii ·~ti:J:l.! 1·,; ,;~~ 1~ ... .iLt.bL.4 - · 

:1e70~:l rA ti thori ty;(for·,· a,§niission; ;; a~·ctGeheraz~-:-c Corfespo rideri ce;,aiid comm uri ica. 
tiopscrelating,to·~visHs~wiH~b~Jr~ufed;airecf,betweenrthei-variousJoffices concerned . 
• :r;b. F,or,eign3nationals.'Jn 'i1ld? :Jfc':iAfQ<J"';:; ~Hii ''(;(f'tJJ;jr;•r};:'hr·bm~ V)I!": 

( 1) Foreign na tionals;;;(:see. ,parl 69d)l·,wm:lbeoladmitted(focGovernment or 
lo' i'l'lV!t nlrt ~ coll!me'rcia!lrimariufacturing:·establishmeh fs\'lindlexpeririiim tan labor
aiusmoia if iJ.R13;tori~s;~ngaged rcimcli'lssified•,woi·k~ orxprojects;l a1idl 'fo'Jinili tary posts, 
,1et:lj£rn o:;iH;camps,·~andtL_akfields !lQnly ~oiD written:<.lauthor.ity:wf.uthe' Assistanf 
fr!l~iilf~~ Iii :w Chief·Jof1Staff~ G72,cWa'r;;Depaitment '.General:.Staff.'fVJG ·. 
~aUlu<(•2)e!Appli~fltion;yfoi'::such'!c;visttS 0\VUI::.:beJ made,tthrougii [:Ui'e' appropriate ; 
la u.co·ma: jr:diplom_!ltic··;ref!resentaU.ves!;exceptriin>;;tbe 'case:of• foreign· nationals . 

employed•bylcitize~s'of: theiT:Jnitecl::Statest oi·; by-nrmsloF.' corporations 
-.n'l -ro ,'3v.Oowned•·op.con_trolled,·by) citizE:mi.iof .ther.Unifed St:itesl<:for.!.wh~ol!l•'ap
:la9m, ~~lfdn1e:pli_cationsl'wlll;J1be~, suomi tted!(by. 9th"eir:;employers;'} approved·;byi. the! 
-dJJ!s:'l ~oi·tu:commandihg:;officer~or!.nianagement~ofl.ltheiestablishment~to' .be~vis0 
·b1.1la'H .a1:-·'liited!I and :for.wm~d_ed c withf .th'e 'recollimendationr of.l;ther'chiefrof :the! 
1::91l:HOI sruij ttechnicali·serv·iceHor ,appropriate •ccniiinanding.lgeberaHrofLtliel sei':vice' 

, fmn jl?.i'f sdjcommanq coilcerried\itoGth'e6AssistaritiGhief(of~Staffp<F.2;<;;,War::De"t 
partment 'General:iStaff:Ji £hhfn ,,,~;1!:> mll ';m-itJ. ';;aroi.1:;r,J;.t?.iJi LJ:,p:l'L 

or!:i <,:i (3rkP,pplicationsr'submittedi.throt!gh ~ither of the\Chimnels rdescr.ibed\'above 
·o•qg:n ~·rl1 ~~illrinclude the;followingtin:(orfuatiiYn.:"!.-D ,'il:n:i~ :to leirlO 1UJJ)t>i~J?JI. 
gai•;ig ,bqnrn!lr&a t::~Name,!iri··.fu]l. !lllion~ru!!Iu:i ,; !:i~:nT-it~?. l.S"J.Ji:t•b~;j io hirh ').jJ;11q 
-r.1s a:l!~9:rhrrai!.ct.(:b)_, Officiab.title~or.q_iositH>nnn f irr!l~!ll•l!'l. iwb IJt•r-:,,o:i(~··::;ui·m•if,,J:' · -3~:1 

-(c)' Name of·r)Iant or plants, posts, canipsr~or."niiflelds,toiwhicli1 
:. . adJ,llission·~is:;des_ih~d. hH.H .r1arr;aoq. Ji:b.i.tl:o ,:7fflf,':1 U) · · 
· ·(d) Date of visit or dates betweeiJ.,which visits!ate tlesired~l 

j~1{eJl'llu-rj,josEl ofc~vlsit::Hh a·lOJi><iY eil:J li~ii!·.r '!r <"d1nM (8.) 

For foreign· nationals .employed•:·by.~citizens·•ofJthef£:Jnlted SHttes or
by firms or corporations ownea·.'or coiltrolled~oy citlzens:of, the)United 
States the following additional information will be required: 

(f) Nationality. 
(g) Length of service with present employer. 
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(4) Prior to authorizing' a:;visit;:.to·:a ·war Department or commercial 
manufacturing -establishment _engaged in classified ·work or projects, 

!.Jr··c,r·•'.~r· 
. . . . ·the Assistant Chief of''Sta:tf, -~2, War Department· General Sta:tf, 

"rrt:r.1-.1i•.,.a~"J.. • . • . . .... 
<:o .' ·~ · .. __ : w~l! -~f!~l?re_ t!_J_e__r~_co~I?end~!~ons <?~. !~~- ~avy ])epa~t~~Hhi;!Jl!l, tJ!~ 
·~ .cJlief of _the technical _seryice;_concerned .... Members;-.of:.Jh!i armed 

· ~: forces •of·· Canada: and·· Mexiconmay,•:however,''betadmitted'lfo <Army 
5 .. ; " posts; camps;· and:-airfields·neat the 'lJordei~SCOf'th'bk~<' c(iudtfi'es '{df 
··:'>· •.1 ··~-' .'· occasion~I;,vJsits:on the autho'rity of-.the commandirig .. generar of:the 

army, defense· command, or. service :conimand;:·hav-ing .;jurisdiction· 
>~ :.-.:' ·;c:v.•·rcoverJ§_UcJ:t:pGsts, ~camp~;,o-.;. airfields;lwithout 'referen:ce:·t() nigher au-

thority .. ·· ·; · .~I.l i•:.;\ ':,'·;L.!•J ,,, .. 
. · • .:;o.!r.United::Btatesucitizen~:..-Subjeet.-to.lthe':approvalt~of tfie·scofumanding· officer 
or the contractor;I;Unite!lrStates,citi.Ze.ns,.except-those -representiilg3a foreign gov
ernmen. t; firmi';or.•corpora tion, may:b·e,admitted .to W.ar;Departmen t; or~co'ri:ifuercial 
manufactm'!_ng;establishments:enga·ged. on :ClassifiEid::work ·or; pi·ojects under the 
·~gllowing .. condition·sl::-t~.t:'N~;~ .~.- .. ··~.n;, .l~r~.Jl:;t~~ ~= o:.~Jir~,. ~) ·~~;·l.t[0. 

;,::.t;i , .. , (-1) <Casuf!l ·:visitors:-mayebe!admittedep~;ov.ided: no'·classified·work' or projeet 
is shown or discussed. .1:':1!'!: :, . "r:- · ) ,;-. ,-,-." 

~· :''. r- (~);f]tepresentative§ ~Of(\Qtbei'l United:·Sta tes·, Government agencieS,\~'ihaiin· 
_facturers, or' their representatives,. engineers, and inventors cooper" 

. -.: , .. lrru.r:t c,; 0 .. a t~ng":in·~_:wa.r~"E>.epartment.< work· ·and,rha V.ilfg. a~:leg~timahi•-in terest 
.!; ~n·d; ,. n ~ :-._J]Jere!n,may,·be!shown·.suchcwo'rks •oi':projeets .as;are'considere'd··neceS:.l 

sary and desinlble by the responsible chief of technical ser,vice:~: Au· 
., ~':",itmr:;·•thori_ty:,for;,admission\wi~Lbe in '\Vriting::l!:• .-,~·;:;,·: :··- ,,,?· ~r.;. 

.·;1: :!!;f ( 3.)-r..Accr.eqited·,:r:ep_or.ters;' .. photogr~phers,·.~and. •.other: • representatives of 
.-~' ::-,.:_! •:>r.W ;pubUcjty, !!ge_nc:;ies,may!be;adniitted! to manufacturing··establishments 
1l1£bi"~--" , : engl).ge.dton•;work for; the Vlar -pepar.trhehf,t providedicla:ssified matter, 

'; projectS;'-:oi' ·processes.•,of: II!an'ufacfufe rare •not~sliown}or discu·ssed 
·.:,· •; crr1"·::·: -~u with J~em.1 .· . N.ews;-i tems;:photogrllphs,•mnd.·motioihpictu_r'es 'resulting 
:;.~ .;ud:'< ,, :r.-froni the ·yisit ·must:be~~ubmittedt to: the lVar ;I>epartuient Bureau of 

''i·i<~i:il'.i<:'In ;Public!ReJations for_:.re:viewjpi,ior. to .pulilication:-··~,•i:' JJ':J 

.,J~L:~R·espons~bHity; .. 'ofcf,comniandings'offic~r,->Arniy.· .. representative, or in
,spectgr. --;-a;; T_hf!• q>mll!al!ding ~officer~<Of·ca: military' fuanufactu'r.ing!establishinent 
orr-the ~Army•~representative ·or::.inspectpr!JUtr.a·,comniercjaF rm:anufacturing· estab· 
lis)]ment-isJtl~e,local repr.esentatiye·of.tlYe War:Departmerit in an:·matters tegard
ing·,the:admission•. of-·yisit6rs.!i~EI:f;·in •his1·opin!o_n, ·.thel'situation·'af the time makes 
the1admissron)of'a;V,isitor:.in'advisable;,,hecislempoweredtto postporiec:the visit arid 
request instritctions·from the office which-'authiirized~it~::;- :wu·;:l:1 . ' 
· ·\b~dThe:;comm:;tnding;:officer, or Army I'«:!presentative:twilb.make :a:•repo'fi:i to the 
Assistant Chief of Staff, G-2,[;\V,ar:Departi!leiit·:General Staff:tthfough the appro
priate chief of technical: service or .commanding genei'!il,Fservice 'command, giving 
the following 'information -concerning;;.fbi'eigpersc·.:Who'.;.visitl establishments en
gagedrin1classified:proje<;ts,:::·:_,Jf:,;;, ::~:bml<r;:,; tl•"''·(':,;.·sr-;:~.;~· hi· . .' 

(1) Name; ·official .position; and .hationality .. u!:-;)r .• ;,~. 
(~1),~Authority::for theJvisit:.·,,1'rl'B~·:t.IID ·w W;'·-: !r->! .. u ;\'!~ ' ' 
(3) Matters in ;which the"visitors showed·-tfie greatest interest. 

'It< e:;·,J~·) _Gen_eraJ .. naturer.of .. quesFions~;as)!.ed. l-'\ ·;.l>.:-i 1'<•'> .L:.,:: r.{J't 'l•'/-I 
. £::t:ll}t:(5).i Expressed. qbjectr of:.the :visitnt-i•· ,:;:rHJ~·tOifl :o ·~·-~ 7in'~a v.c' 

~ f~:rHrrv-!·t :·1.~; fH"1''1 .. -:o!Jerrr,t,:/.itd fo.nnlJW!l.u- ':f.ltf•rttlri~ll«.~,-!1 ·~).!.r.:t<:i 
. 'tfii"UlJiiJ;~ l \) 

.'19'i0Zt.j!..C':J 1il9!3'1:! 1ftf•N 91)t7T9r-i :lo dtg;t;.r~i (~) 

r-1.· ,·l. \ =· 
r---
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·!N1Ji-<Y;: t' ·.h::.and· a~dr.esses,of;:the :\vHhesses, andi such 1pertineritlexhibits as may 
be avatlable. . ·.:; J.:.;:"t ,; , ;~./ 11~1 ·u .• ;;:)L 

t::iJ <l;: (2·): When·) an investiga,.tion Jreveals;;that~a:'person!.iriot subject to military 
' . ' .• kdaw;has'..i:mtered;'such af.i:'esfricted area-:·or.i·building, custody of the 

·.:t:;:J-·c \cl i:)•_.Nndiv!duabinotlhating;,beeil~leffected;qhe•Jcoininail'ding officer will 
. . ' ·promptly forward in writing,•to• tli'e· ·bearest:rUnited States district 

. · · attorneyl!at:repqr.t.rof ;_all'F:the.'facts;' including~ the! names ·and ad-
t.J"t.I.:J.c~J''J ~q~ ~~dt;esSes:·ofut:Qe~ witnesses!'~.f t!t!f -: ~ H.:Hi~: J•:.G:·- -~~)· ', ~~~~s.~ .. \.it;:;ij j:; . 

_ . (3) ·A report will be made thrOrigh•,iriiltary:rchannels,,t:o '-the commanding 
· ~- • ::r, r,, •IJ: i ~v generahof:.ther seiwice• 'co_mma-iJ.d ':of 'ea'ch- case <brought to the atten
·".l:l:: .. H1 iw.t16ri .ofrciviLauthorityNmd willl:include a~•brH)f of all the facts and 

copies· of all pertinent communications.• l ,_,,,1:1 
·-•:..:~ 1;t;_-) f:.Ir'"".1 ,1;..;-... ,:!:Lti'') ~Ji.u.J ·:!'o .1:t).h~~~iJ!!•i1 ~tc~ ;.;!r tt-Jsiqtt::•/".~ (~:. 

··wli~ J,';,,j .,, .,,, -.1'Jvn.rlrri :t;•e•ml''.SEci'±oN~ VI!ii•r,itJI ~'·)f'ub 
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m_. 7i5:,sG.enerll;l;':-;-,Comrilimdiilg;mfficersrf6fr troops tor individuals affected ~.byJthe 
;pr.o;visioils? ·of·J;this~, s_ection-~ ~re 'resp'misible) lha tusuch t~ooj;is~ orJ',fndi viduars,,are 
.instruct~~ in su'cb: fp\:qvi~ions,uadvisedc' 9~~~-r ~ap~abi!ity, ;arid' warn'ed"of·, the 

, danger .mvolv.edJ•innthe. spreadingf o~orm. ·iM1 >con~~.U~~~ troopJI]l~~,ments. •,£-
~.tw~nstructi9!J.S ef tais ·uat]ue .will·be given.prior· ~~~~{?'lfoflrd"·~8Jtq~ · 

{/ ·l).t home·stationiaha·staging:al'_ea.1 .:•H '•' • :' i>'' il;lt'·Jlluo': !::JJ><•, 1i• ·,· -:- '" ,,,:r~fJ .t.<t~~,.. 
7~; Classi~cat:~n requirez_nent~·--.:a· _Movement of tropp~/·or 'indj!fdpa}st il.f 

m_ny, ~roup,O~!clas,,of such 'movem~nts, Will· belclassified/ilS~Wet'if$nft~:i(z'{t\~ 
:r.es~J;w.ted~by,:or;byJauthority.•of,mily'officer authorized·,t~'ri1ake•or:•authoilze·se~ret 
:classificationst:under, .paragra ph1 ·9a:·.• '· It• Is .essen tiab to·<propei'l.clus.Sification• thtt t -
pffice.rs· authorizedooto classifyi.documents .ar.e ·.able. tor·identify.:classified•:elements 
of information, particularly those elements•requirin!f. a• secretielassificafion;:~t~,,, 

-::. ·b. u.rhe:·follow:in!!; elemen tSC.of:tinform~ tionJconcerntng;•t:i'oopl ;movemen ts'!or \in-
- i .. ~-~·~ o...:r.~::'f~~ .... 0..~....,!! •?......l:'~.£,. • .4!~. ·~·,.~ ~ ' 
~~ ~Idu~l'ltrave~_wtl~~norrnally·!le cl~ssined',a~:indiCat~d~elow. W""e"~a:se·:~ · 
.• , .-.4Jl:t:.'l {lr)hSecJ .etc....-Documents _wlucl:!· ·con tam· any-one •of thelfoHowing .:elementS, \ 
·l!it •1jiyl !1 '/'ieither d~);~Y,'Oilb:_:iinpli~ation, ·require a: classification;. of' i;eere't, l 

· ·t~r· .&9?.'' ....,,:J· ttv ('a)~vei'S'fa'Ur ~lltert}ieater-t'geogra,.lfhical~'·destinations~'t(~&'~~t f 
. ~~£/.1 · /t<!A-.U.A.r,~"'r~·.fc . .1 Mi·'!'/c.~-.-vt'"'>.-"' ..u.u -;-b ,. ·'· 1 

~~(.,,·~·-,~ ~-~,'1'\·~·-~llllOSeJ,m ·=a!l rq;:~.c;anada;, anoJMexlC0)1'J';:,ncr~~1·~,lt4;.· I 
"' . ~~;i: id Hi(cb )•;Date: and[tim_e::of· departure; from! pqrtlof-tembarkatiori, !port , 

. . _ .· · . en route, or atrport. . . · .lt1c',:Y 
· .. · ~c) Route, name, or destlnatwn of s)l1~ or convoy. / 

.£:/-~ ~fol!ZI!e'tt: 
/._4vll";,."'vtt'l/l;,j~". , 
G~ M..t' .P~-:lt:;.. 2i ;;! ~,-,.,.. ,. e,;o. 
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8~87 siFJFGUA'RDING .'MHliTAR'Y ~INFORMATION 

,;-cb;,:.A1i'rifidi'vidiialsiii:ivolved)iii ·such1movements;r:commun:icating fromtintermedi
ate-st'dppiiig1poihtS',::wm~'refrain!fromYdisclosihg classified• iilforination,:particular" 
ly their oversea or intertheater destination. ~.-. .-,, .. ,"'1 f··)s,-:.:ti :r;mrr: 
,; 85.''Higher •chissificationf ::A liighel~l:classification- than; that l!i.dicated\inSthis 
section may be assigned:tif:the~order; •message;corJother.lcomm·unication"'contains 
1n-fdrmation·2which1should beiprotec'ted· by a· higlier·:clas'siflcatiorr . .c;.,:,.i!.;:J ... ,:; -'~' 
:·)<'86.':!. Reason '-for·. classification:~:· Wheiieved a•:fclassific"ationh lii'gher >;than-. re
·stricteil is ·assignootto··a movemen t:-order; :the~reascin ,fdrisuch' h lgher'7classificatlon 
wm:;norniall~f'l5e. included'Itlierein:tO"An•;:ei:aniple· of ani·explariatol'j,r:paragraph 
·rs::a:s folloWs:"~~"'- j~~_:{; ·~!·:r1·..-:-.~· -~ ... ·.:;:;r:;:J~n _b.,:j·~-:.~; i ~rrv-' ~ ·: '?f•:TI t.. ~j ~~ )j trcJ r ·1o '}!:tnG7&'ni 

-:;--rTh~af6I'I6~ifit s#~r"!k ~if;j.:.J<1RfiJ~ntilifei~rti~fits ;bti~1o'~inali6i:i'~"iFJ!'-boni:~irfg<i 
I:t'erein': '1iiectet~'e'quft:nrtent~)(par:·1'fc) ';': l:'aliulatioiiC'of'units (i)a't:;-,1)' ';' confid.eiitfat 
:ffii.ssion<r(pafs.!~2,.andi::3 f.'i'i.AJl othe·r :elements :of.:this • order: iu•e·re=~s(!tr~i~c~te~·a~.l·..t; · ul 

· · . · . . -u., ~.,.(.·c~d.'Z~o ~·..,c:;;~"Jf·~; 
87 .. Overseas.7 a. After arrival nverseas no information will .be .. on~ 

$!\·u;:tr~·).s/.~.1.·· i.-.:f'~ '1•..;:.._ -.'o;:f .~1_; .•. 1."U ~(.t ~l· ~ I:.'; '' 1 ~."J,!.<-:~·! U''Jt;•[·_l: ~-.---.il~ ~;f~"':-1 '!!"~{, c.c:-1. !),·'! . 
c~rning_ n~~~~s.pr de~.tlJ1R!{oiJs ?f 9!;1!'£ln,~~twn~, ~a.~es_,o~,~~sseJ,~: ,qa.r~.f?n~!'!t:flll}g 
1~~D.vi's '~:oJtesuifFslied;·m~aUur~s' tali'en to" a v'.oic:f a'tt1ick~ dfte's ot' ~rflvai, 1d£b·Jrl!
'~'tioii'~t,~':l~' ?i~¥~r~!'olh"Jlliber''~¥\~gt?~:.' M'ki&a ~n'it;g6'~~ cih%cf>l r.. P.:f'J''' 1 

"'' 
' .P .·u1~>~t:r;r(. tr·fjn:r :ro v.tr•a~~~ 9P1" !4~1D~1~L'nt:t J'·!_r ~uw· n.a•~d 'l Jo :!rr~rJg 

r: .,?J~,;r~~)~tsEl~o.sy,~,B:t ff.~t'~n~!¥t}h.!lr.~e"'~t i~d~tc~}J~If,;,R~ ~P'!~~o~~V;gtghfhrg.lzeP:~ .. 1~¥· ~ !tfd~adl"tlhn-
strument by one m or Wl e arme orces overseas s au or eu, prov e e 
military necessity of ~ecrecY._ of.strength and location of troops does not rJ4fiH~ 
• s11"' ~~siiori ·g!. ~u~h .. iii:f~riliatio!{,:c t:rr&~i:d'ea 1 ~i~~ 'ili~t: 1iu1li tiikWf~h~~ 'I~J~~~ss~r "tJL~l!; >;_; ."l'"'·t·;-·r;,_-, J=--~.lt-~: ."!:tr~·u u:··· J> ... ,:r·:.lt'}:~li1'"'t"•l') ~~ .. -- ,·j hg·;ui:tr:Tt 7~u·p·l'"")_;·1""f·'-·r '"loll_,.,~ 
to the legality of the instrument and the execution of tlie instrument ·carinot'tie de-

• · I -l·~''f ::,~[J:·· u'C('f"" 

S~7:;e,?.l'Ylih;?r11,trRB~~~ ~ar~f?;~\1?; ~~1·Br20iP~~-~ Wh~'i\f~i~!\~fR'{.fl1~~~3~u~H~ ~:~'of 
Jl-?..t~P?,~t~811~A.-rN,Jt~ !JqrFf~~':em~.r~'f:¥5·? ~Jl~;;~ !h.m~~ ~~~6f:.li,\!ft';; lC\ :.•·s~•:-:- :.:It Jll 

-C:J ';\d·.Jt:!q;t~8R:0}!<~~ ~~r-~0_~.·..} .fJf!.(~ 1\ruc~· n-tt t;d vfir ___ .. ,..--:,..~..-~Je. "t~:fjJ~ r . .":;-'wrr::o ... fri,· lJ!-~i' 
·:-r,BY~ORDEB~OF~THEiSECBETABYrOF~WA~.:\;,_1'n, to"".~.,;·.~' ·...,!~J 'to .f~!\ ·\~,;-~!1~ 0 .. ~t.d· ... qcl'HI 

. s.:«:.•: :r- · -~ '~" ::t 'G;t~O.-'MARS'Ii.A:uL-;; •m-ir 
~B!tFet:Je 'lO ?fJO.J"T:t" rb.:?? i.b!J·.J:~! ~;!·,. .. ~!--;~{ -··--~ .. J·cct~_t:.~ ... ;- a!nd~-.:r-::~ '11 :;"".:.Ohiefrof---:Btrifl~ 

9!~ {)fflCx.A.f}::;..--:·.7 ~I. .~li~r~~Oti "l::..'r:J':!.!:Yh-, \~ ... ·.j,rr·. ·:G.. ''"i- ·: -.. --;_,. ~ ·h~;4 ;· :: ~ _f.JJ'l :o:.:j j!{-.:,'7 

•!J":,::tf~ul 13)\~f.·OOio;t.fHw,. r\n•;t i:- 'J _.fJ'·r~ :.,.·rtH ... a.a!1.~!'0.·J') ·:!!> ,:t'·~-)r:.r.r-- ·gnl"i!Jfl fJ97trtr; 

"'~t; ~r,~.c:ri-J M~J''o'r ... TG~Mai ... •"\ ~' .. Ji .. · -r'F"'~-·""'"lP .---t. ,H,·r-v!~yn4--.~r~ .. l~··· r•)'-,.n r 'ffHn ~o :r.,n') 
j .... - ;-·~.. a ·. ~~eru~ ;·· :· ... ~ ...... '" .... .:. .... - ./ .. !_. ' ••. ·,l! ~ ..... , _, ! '/. ~· 

.iio11iTh6~~i1d,JU'tri1itt Ge'lieT'GZ;·J ~~:.,~·~n t.~t f,•:-J.ti~"".t)~ ~· 'H.i~~7 :~:-tfJre•:< !I ~.iv ·.~ ~H 
'l :--. r-·~~,.t~"'"~. ~· ~.:!.;r .. r"r.J,:th~.~-;;rtirn._-, 7{( i10a ~-~t :· lL •. l'i~ ~n :rrn~ -r::.'''' ~\ i"-- ., -~~z 1 ~- -~9 . 
..... _·'"':p~~~-~~qrt~:ia b':!nccfn J:ru.rr\i~!b~.:~ r:·i J>s ... ·:.,('l"":(I' 3d ·t!~,-r ac~ ·~a~·:·~~.;·J ·rr;"' ..... r;-._.~ .. ;.J 1:t; A·E · . . . . 
M~i.U ~; ,,,,,t}~;_fil!V~r·l rhrin f!'3-.J\lf ~s~uv·.• ,'13 no;:·~~1i'.J;x~Dtti 1n -gni1:L1~.~\ '!f)l: V~w.i~B 

"L~(:t .2.r,St·J:·.,; ___ t rro41c~,.ftl2?t.r!J ~-::'!.n~~~ <:r!J ~d ·~~-1'7! : "".:) {'.._: Jl; .t .;.~·r·~;.:.;. ~f. c.; ·~·.:J .h:'P.i..:I:> 
i.''rr;, a';:ufn.,;:..t~: JLc ~:!!-_:.~;~~: ·~! ~r.Il~~c-·.~~IrJt J'Hti ~'.tt:.~Ji ot u·:J::t ~d 1 {;•,7 ':·.;~·) ~·f~f:'"')j:t 

_.:;."I:~.:H::-t; ~~r!:!i.rrjr.~·rt:~::~ ....... -t ... SJ11"71 j:c" ?'IOrJ~r-; r:.·-·,.;r.J!Js 3~_;o 

f;~~:$)'~;;£1J.~ ·.r.· rr_t-,n {p11t·:.~ ~-F<.)J!f) ·."·.). .. ~'~ ·.;_< .. t:r:--··. ~:,. ~-.u .. ::--:-.::;:J .~:·;; jr- .:..:~~;.-.-: .:) .'.} 

~·-:·~~·:·.~.:.;,:~~ :_;r.:._tl_ .• , ··_;_\' .. d l'LH \.:r~ ;<· . .fHli .. 'f' .:..:11 ~il1'""_.-..n ~,.k 

-J.!--.::;:.;cr~:; Doiinr.:rio1~~ lo t?tns~rt!:,~9 fi:-;Ji~?.ut0---~.~:~iz.18. !;"';:HzU o:t nr..u.r:tc.!I JJ& 
f:J_·~:;~.iC:rPtr.a:l' [?ao~') rilh; ~L~i:Ju~;;:a J1'B R!-ri;~1:~ :Jt]:H.oTJ srlt c:~ j·csro.cr·rcm r:r:ujs:t .;1 -goJ 
li)t}~:;.\·'~"-~c"t t·: cro1JFJ.ai~~9b ·~ r._q. ~- ... -t~:ta hs!~it-rr fHli ~!url· tq~:rnl3 ll\, ff~:~~·rf:.>'J~.1 r.r! 
B"..i.tc·tr.= hr,J·iJJ:? o ... i:t ~rl L! ~~5jn.L·:r ~·fJ !t~ 1 1c~:y ~ fJJ~!:.';~~ rd1 tc;:!;\'f~'o/.'04 ~~fur ... t:u~J .. ·t-rJ·.·:c'::crl 

,,:..."i'H~ ,, 
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._.,.·SAFEGUARDING 1\iiLITARY~ INFORMATION , .. 

. ' [!ft'.t ~,;f)t.' •. "'.-~f ...... _:· 

f.~·r··;-< .. : ~-) :::H.t:;~tf -~_.d~ 1·~ ·.:t'· .. rr_·;·_~ !){l~--~.;~<-r~ ....... r;• .. _'t- --\\'1:.;:·,-~.- ~;' .. : •. :·,..,·.·r:· ···,~" 

'j:j.'l •.• : · ";·r-:.SEcp:o:N-1 -~~--~ : ~·!·. :i· i,; __ ·: ~~ ;·· -:·: ... r ··1 

: ··i' 

.1 ,>,•ct·:; ·:: ;t ~;. .~- 1~; '•; r; !':cr~11llJ'If!ll!!.;\L,: >{.:}~.:, ';::, : ... : ,·.:y·.-... 1 ·• .'; 
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~!f~:l::~~~~:~~~~;~~i~~~;~i:~i~~~:~~~~~;:~~~;~~=:~~~=~~;=·=~===;~~=;;~,;;:· . i 
~Restricted:· ·matter~:::rJ~Z7-~-:..~~.:-~~ ... .:!..:...':j~-1:.~-·~'-~---~-;_::!~!!-=-.:.:i!~-~·~~~;_.:.f~Jl!;'.:;· 1 
Grad1n~----------------------::..'--::~.:...!.....:...:_;:.:;!..::.=.:"!..:...:.~-"-~-L'~!...f!.£;,':.!~ .. n . .:·.:.-1.~..i"""'_-.!.J._!.._·..:.·...:;:;lr,-: ~ 8 
~u.tho_ri_t;r.:.to•.c~ass\fY-~-----.!.,-,--,'---:-:--.~••-7:·.'~-.~--:.::•-~-;-::::0'---:~~"7---:~---~~.,.-- '· 9 
.~1as!!~~~~Po": of lfl)iter fro~,?~~e.r ~ov~r1?D:lent~l.ll_~e1n~l~s::--;'i·""'"'·--~.-:-;~c;T~~.:-.~-:---.--; . 10 

g~:s~~:S~~1c0a~i~~ ~1:1~~~~~~::1!~-:.;--'-:,-:_::~~~L.~:;;L~-:;;;~c_~-::i~~i~~IE~~~~·~i~2~==5j=·· · · .. i; 
· Qverclas!\ifica tloni:::!.-._.:__.::-'-·-::.:-''--':r:,.-'-·-"- .:~~:! ___ ·.:;--''--·--.,::. __ ~ J~_.c.::~:::!-.::::0:--':.~-.:.-~' •. 13 

·E:~!!!~!R:!:~~:-~::~!~~~~l~{~~t~;~;;;i~~~~~;;;~;~;=~~=?~~~s=c=~:~=~~~~'.·. ;.:.~i 
Reproduction of classified matter~'-'-'-~--~--'...l!..".!--''-'-'-"--.:-.:...1.:, ___ ._,_.:~:: __ _,_ __ . __ .:__· · 17 

> Photo.gra.phs·.:ot);certaln ,c1as~lfled ,.rna tter _:.;.:.•.::..::J:....::;:".:.:...:..!c:~ :.:1-·.:.Cj:.. __ .:.:-'---'~~"'-'-. .:.:.: ·.. . ; 18. 
Requesbl for military lnformatlo~------------.--;:-~--:-;:-.T·"'"•"':>-.7t-.---;7;;;-.,..:-~-~---: ;·_,: .10 
Dissemination of classified. military information ___________ .:___________________ 20 
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AR asa.-:-ts 

1-2 SAFEGUARDING MILITARY INFORMATION 

1. Need f~r--classificiation.~l\Iillta~ inform~tion i~ of varying degrees of 
value to the United· States- and -to the enemy and therefore requires the exercise 
of varyi~g d~grees of precaution for its safety. To safeguard official matter, it 
must be examined and graded into categories so that it may be recognized and 
accorded proper handling. For the purpose of providing the necessary variations 
in safeguarding the several types of critical information, and to grade matter 
accurately and unif_opnly,_the classifications and th~ appl~cii.ble:~rotectl;e;m~a~-
ures to be adh~red to. are :hereiiJ.after outlined. : .. : · . _ 

2. :Definition~:-0: Air~att.-The term "_aircraft" includes all ":eight-carrying 
devices or structures ,designed to- be. supp_orted by . t1Je ~ir •: e_ith~r. by buoyance 
or by dynamic action. . . . . - - --. . .. . - ' . . 

b. Air space reservation . .:......An air-space ·reservation is the air space located 
~bove· all: area on the surface of the land or water, designat~d .and se_t'l~p~rt 
by :E;Xecutive Oraer of-the President or by a State; Commo~~~altn, or Territory, 
,oyer'whlcli the flight ·of alrcraft'is prohibitell}ir r~trk~.~-~-.,~~~-.t~e ?~rpose of 
_national defense or ·for other governmental purJ??S~s . . _,: . . _ , .,,.. . . . .. , 

· c. Olassi(ied niilitary intormation.-Cla:sslfied inllitary info~matlon h1cludes all 
·information concerning documents, cryptographic devices, 'cteve1opineht ,projects, 
·~nd· materiel 'falling in ·the categorl~~ _-of:-eo~. sel!ret, ~.ecrei;_ c?nfi~en.tial, or 

· ' ,..,.. ·- · . ··· · . ·r • · , .. :, :· .. · .·•·:-.. . ,. ,r{ . . : · .... ~- {_ .. ,. . - . -
restricted.' · · · -- • · _ _ _ _ ·

1
·u", 

' a.;:oryptographi(rmaterial::'-Cryptographic materi!llin<:J!Jdes aJl.\locum~nts and 
\]~vic'es employea: in:· cha'ngiri!;. plairt~llu{gua'ge .'message~ ;into' ull'intelli~ible form 
by means of codes and ciphers. __ . , -·-

e. Oryptographic security.-(Jryptographic security is that branch of signal 
communication which deals with .the provision of technically sound crypto
graphic systems, their proper use, a?~ !~ei: c~reful safeguarding. 

f. Oryptographio wstem.-Code ·imd/or cipher and instructions therefor. 
:!·:·0. bi8tribution.-Extent of actual or authorized issue of,s~ipc_mat.t~r:,". 

h. Documents.-_:_Any forin of recorded inforniatiori, ___ '!'IJ!l. _ferm. ·~~O<(UW,e,ntf 
Includes p~inted: mimeographed,-typed,' photostated,. and written. matter .of: ·all 

'kinds ;-maps, photomaps, and aerial photographs and-mosaics; drawings, sketches, 
::notes, and blueprints, or photostatic-copies thereof£ photogr~ph~ and _J.}hot,qgiap~~c 
'negative!!; ·e~gineerfng data; c9rrespondence and pla~l~u·elJ!ting_ tq_r,~seax;ch:Jf!.!!d 
development projects.; and all other similar matter._ .. -- .... -_- .. .. -- r · :: • 

• i. Engineering data.-The term "engineering data" comprlses~'drawi!lgs, bl~e
·.~rlnts, · photostats, ph~~o-~~aph~_,_ m_at~em~tica~ '~alcuia~loiis;· fobJiula~., pr~<;~sse§, 
and ail similar 1i:ems that C!!-n I;>~ reduc_ed t9 _g9curuentary for~-.. , . . 

. : J. F~reign go;~rn~ent.-The term ·~foreign .. government" -includesc any recog-

_nize~nrecoiiiized- government -and an~- _f_l:l~t,io~. o_~ ~o~l. o~'~if.!~u1~?~~~s 
::Witlliii. 11: eou~trywith \y_hic~~!.!:~::._ . ,, , ,._, ,.:; ." . , 1 
· k. H ariillfng,---j:Jare in transmission .. and CJI§tgdy_. · r. , • . . - a• . t , "' _, · · 

l. Impedimenta.-The term '~impedimenta" :refers-to organizational:·equipme~t 
which accompanies troop movements.·.:.- -_ ~; -~;',:-1' ·-~_' ·_ ·: : • :·:; ,~.: ; ~ .. :. ; 

· ~ m. M~~eriel.=-Arif a~tl.c_le,_ siibsta~ce, 'i~~apl_>ahitus. _-_~~e. ie:hn :':pi~te~~.E?r' ~o~-
prises_ military __ arms,_ arm!lment, _equipment;:•and· ·supplies of._,_all -classes,. boch 
complete and in process of development and construction, models that show-fea
tures -in whole. or in ,part, design, mock, ups; jigs;. fixtures,.and--dies, and,all other 
components' or accessories of millfary eq'uipirien:t! . : : . ' :; . ._ . ",, "" :·: :; 
·'· n .. M?qlc~uzi:S:\,ill,<ici.:~u~-_l,s ·a, 'm9'dei!. §s~a!l~\~B: sll'i~ ~uid,~oiis~~teli:o(ln~~
pensive rna teri~l, -majle. (o~, !l!e P\1;-Ppse: o~; l!ltU!}Y}!l~ _·the ~onstrJ!C~i<?J1-~n~. ~e ,gf 
an article of materiel or mechanical device. 

2 . , . 
•• • ...l. 

Changes No.2, .AR 380-5, supersedes Changes No. 1. 

AR 380-5 
•o 2 

SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT, 
No. 2 WASHINGTON 2/S, D. 0., 28 .August 1944. 

.A.R 880-5, 15 March 1944, is changed as follows : 

18. Photographs or other reproductions of classified matter.-(.As changed 
by 0 1, 21 Jun 44.) Photographs or other reproductions of classified features of 
military equipment or of other classified items will be made by members of the 
mllltary service, by civilian employees of the War Department, or by civlllans 
specifically autllorized under appropriate directives. to photograph or reproduce 
such classified matter, only when necessary in the conduct of their official duties, 
and lf made may be developed, printed, or otherwise ·processed in commercial 
establ.lsh.!Dents that have established a specific procedure for handling classified 
film, prints, or other materials, which procedure has been approved by the Provost 
Marshal General. Such film, prints, or other materia:Is will not be retained In 
the possession of commercial establlshments ·so utilized. The Provost Marshal 
General will maintain a llst of all approved establishments. 

[A. G. 880.01 (26Apr 44).] 

28. Handling and transmission of restricted matter. 

• • • • • • • 
b. Subject to tile foregoing standards, restricted documents will be transmitted 

by any of the following means, whichever -is mOst suitable: 

• • • • • • • 

• 

.. 

(2) Outside co-ntinental United Statea.-Includes transmission of re
stricted documents, except restricted cryptographic material, from 
points withill the continental United States to points outside the 

United States and vice versa, arid betWeen points outside the con
tinental Unitet States. 

• 
(b) 

• 

• • • • • 
United States Post Office registered mall or by ordinary mail, 

provided that the mail, whether registered .6; ordinary, 
will be handled outside the United States b{ the Army or 
Navy Postal Services exclusively and will not pass through 
foreign mail channels. Restricted documents may, how
ever, be transmitted to and from United States inf:!tallations 
in Canada and in .Alaska through the Canadian postal 
system. 

• • • • • 
[A. G. 880.01 (17 Aug 44).] 

44. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: . . . . .. ( . .. 

o. (.As changed by 0 1, 21 Jun 44.) The classification of messages must receive 
careful consideration by the originator since overclassificatlon and underclassi
fication are equally to be avoided. When a message has been classified and sent, 
all~subsequent messages referring thereto must bear the same classification if 

*These chan~res supersede C 1, 21 June 1944. 
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any reference Is made to the original message by subject or serial number, except 
where tpe originator underclasslfl.ed the original communication, In which case 
the proper higher classification w!ll be used. Service messages referring to all or · 
part of the plain text of previously cryptographed messages must be similarly 
classified and cryptographed. An exception to this rule is made in the case of 
messages classified TOP SECRET or ~ECRET, In which <;ase either classification, 
as appropriate,. may be assigned to a message referring by subject or serial number 
to a TOP SECRET or SECRET message previously transmitted. See paragraphs 
10 and 12 to 16, inclusive. ' 

• • • • • • • 
[A. G. 380.01 (26 Apr 44).] 

48. Paraphrasing messages. 

• * • • • • 
o. (As changed by C 1, 21 Jun 44.) A paraphrase of a message normally will 

be accorded the same classification as the original message.' 
[A. G. 380.01 (26 Apr 44).] 

BY ORDER OF THE SECRETARY OF W AB : 
G. C. MARSHALL. 

Ohief of Staff. 
0FFIOIAL: 

J. A. ULIO, 
Major Genera~, 

The Adjuta-nt Genera~. 

DISTRIBUTION : 
A; E. 

2· AGO 4TRB 
U.S. GOVERNMENT PRINTifiG OFFICE: tU4 

li 

~~i~ " I 

\ : 
' ' 

• 
• 
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SAFEGUARDING MILITARY INFORMATION 
·"" 

WAR DEPARTMENT CHANGES} 
iNo. 3 , WASfl#NGTON .25, D. C., 5 February 1943 

AR 38Q-5, 15 March 1944; ls changed as follows : 
16. Loss or subjection to compromise.-Any person in the. military service or . 

ln its employ who may have knowledge of the loss or subjection to compromise ot 
top secret, 11eoret, confidentia~, or regi11tered documents or articles of mat~riel or 
restricted c:odes or ciphers will promply report that fact to the custodian· of the 
document or mat~riel.. The proper commanding officer will notify the office 
responsible for its issue by the fastest means available of the loss or subjection 
to compromise of an top secret, secret or registered items, confidential or· re
stricted c:odes or ciphers, or confidential operational plans, weapons, or equip
men-t of vital importance' to current or future operations, and will then make a 
thorough investigation of 'the circumstances, fix the ·responsiblllty, and send to 
The Adjutant General through military channels a report with his recommenda-
tions in the case: ' ·' ' ·~-

[AG 380.01 (11 Dec 44)] 
.18. Photographs or other reproductions of classified matter.-Photogra;PhS 

or other reproductions of classified features of mliitary equipment or of other 
classifi,ed items will be made ·by members of the military· service, 'by civili!ln 
employees of the War Department,· or by civilians specificaily authorized by 
proper authority 'to photograph' or reproduce such classified matter, only when 
necessary in the conduct of their official duties, and, if made, may be dftveloped, 
printed, processed, or otherwise reproduced in commercial facilities. However, 
confidential, secret, and top· secret materials may be reproduced only in those 
commercial' facilities th~t 'have established speCific procedures, approved by the 
Provost Marshal General; for handling classified films, prints; or other materials. 
Classified materials will not be retained in the possession ·of com91efcia1 fa<;ilities 
so utilized. The Provosf Marshal General will maintain a res·tricted list of all 
commercial facilities within the continental United States a'pproved to handle 
ionfidential, secret, and top secret materials. ' 

(AQ 380.01 (11 Dec 44) 1 
24. Trnnsmissio~ of certain messages by electrical means .. 

* * * * .. • 
b. Secret, confidential, or restricted messages will not be. transmitted by elec

trical means iii the clear, except in accordance with the provisions of paragraph. 
5lb(2) or over approved circuits and providing the rule in c below is not violated. 
For forces in the fieid, in time of war authority to approve electrical circuits for 
the transmission of all classifications of traffic, except top secret, may be dele
gated by the War Department to theater commanders. and department com
manders for use in their theaters or departments. 

* * 
· [AG 380.01 (11 Dee 44)] 
46: Drafting messages., 

• 

• 

• 
AGO 148B-Feb. 622702"-4~ 
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c. Words not important to the sense will be omitted. Conjunctions, preposi. 
tions, and punctuation marks will be reduced to a minimum, and every effort will 
be made to avoid repetition. When it is essential that punctuation marks be 
included in the body of messages, they normally will be spelled, either in full 
or abbreviated form. Numbers normally will be spelled out. 

* ,* 
[AG 38o.oi (u'tiec 44h , _ 

, 47. Selection of cryptographic system.-a. Subject to modification as out
lined iii 'paragi·uplr ·43b. · the 1 classification top secret, secret, ·confidential or'~ 
strictei:f'gi'n:in a·n1essage· by its originator governs the cryptographic system to. 
be used in . cryptographing the message.· All classified ·messages except those 
transmitted in: accordance with the provisions of·.paragrapqs· 24b .and 510.(2) 
\\'ill tie.·transmitted in· cryptographed form .unless specific exception :is made ·by. 
the'War Department. The least widely-held ·cryptographic system.available to 
all. addresses· of each message will· be employed. ;· 

*·. 
[AG.3SO,Q1' (11 Dec·44)l ' · .. , 
49, Method of.handling outgoing secret messages. 
: *. '., ' .. ' ' . .. . * . * • 
b .. Except as noted in bYz below the originator will prepare and .number all 

copies of secr~t. messages, send the original :to the message center, and may re-' 
'tain, w)Jen security is not iniperlled ther.eby, one copy for temporary file .. Other 
carbon copies, 'an numtleJ<Cd and bearing the following notation, may .be sent to 
local officers directly concerned: · ' 

* . . ' . ' . * * * 
bYz. Message:;; pertaining to tactical. operations, simulated or actual, may· be. 

prepared in triplicate. One carbon may be retained by the originator and the 
original and one carbon delivered to the mess~ge center. · · ·· 

c. The original plain-text copy sent to the message center by the originator will 
by cryptographed at the .cryptograph-ic section 'of the message center. The num
ber of copies of the cryptographed message will be kept at a minimum com
mensurate with the necessity for furnishing copies to the various transmission 
agencies. All work sheets used in cryptographing the message will be destroyed 
by bur·~ing. All copies of cryptographed messages retained by transmitting 
agencies will be safeguarded so as not to fall into unauthorized hands. . 

* * * * * * • 
[AG 380.01 (ll·Dec 44)] 

50. Method of handling incoming secret messages. 
* * • •. 

b. The original copy of. an incoming cryptographed message as made by the 
receiving operator will go to the cryptographic section of the message center. 
A duplicate copy may be made by the receiving operator for the files of the re. 
·ceiving station or message center, where it will be disposed of in accordance 
'with local regulations. · · 

[AG 880.01 (11 Dec 44) l 
· · 53.- Transmission of literal plain text and paraphrased versions of classi
fteCi' inessages.-a. The sending by any. means whatsoever 'of the literal· plain 
text of a message which' has been or _will be transmitted in cryptographed form 
ls strictly prohibited except as stated below: · 

• .* * * .• * • 
(8) Where authorized in accordance with instructions pertaining to e'er· 

tai~ cryptographic systems issued by the War Department ... 

AGO l48B 

........ ' 

A.R '38.6-5' 
c/ 3 

.·. b. In cases 'of emergen<;y o: necestdty para~ versio~s of th; plai~''text 
?facryp~ographedmess~Jge,w~Il£~1 sent-:-:;- ., ·... . ,. _:,,1 • .• 

· -~ :(3) Wtteri,. it is ··'~ec~:sa~y to -~=~d .lietwe~;· h-~~dq~arieri' by matf~r 
',,'. ' c~'tirier: ~-paraphrased -~opy of a'·jh~;sage whlclt has beeli oi ;vin ~· 

.·,:. . .. · ci:yptographed, c~iY ·ll.:'ill be' marked or stamped "'ntis 'is. a para· 
·;·· Phi-a.Se~"' · · ·· · :..' - .:, · · · ~ · ·:.: ~,; · ,~ I ....... ·••••· • 

.. ~ ·'' ' I ' < • • • ~ Z ;~ [.AG 880.01 (11 Dec 44) J r ' 
',I'·.: t8. Classification requirements. 

• .. * * * * • 
1'1. 'l'he following elements of information concerning troop movements or ln

d1Vf4ual travel normally will be classified as indicated below, except as stated in 
paragraphs 78a, 88, a~d-84: 

* 

(1) ·Becret.-,l)ocuments which contain any of the :llbllowing .elements, 
either directly or by implication, require a classification· of secret. 

(a) Oversea or intertheater geographical.destinations.:: 
.. • • • • • 

[AG 380.01 (11 Dec 44)] • . . 
78. Rail and motor movements.-a. Rail and motor movements of troops 

within the United Stat~s (including Alaska), and rail and motor moveni~rits of 
troops to Canada and Mexico, normally will be. classified restricted. However; 
reports concerning arrivals and departure of such movements may be transmitted 
to persons authorized to receive such reports, unclassified, provided unit designa
tions are not included therein. 

* * * • * • 
[AG 380.01 (11 Dec 44)] 
83. Returns to United States.-classlfied elements of information concern

ing a return movement to the United States are identical with those enumerated 
in paragraph 76, except that the United· States as a destination is restricted in
formation only. However, a specific port' of destination in the United States, in 
travel by water, is secret. -

[AG 380,01 (11 Dec 44)] 

84. Movements by air.-a. Generally, the same requirements for water, 
motor, or rail movements apply to movements by air of units ,of subdivisions 
thereof. / 

b. In documents containing information of movements by military aircraft of 
casuals, replacements, and individuals, as distinguished from units, the inclusion 
of the following elements normally will require a classification of restricted 
onlJ: 

(I) Oversea or intertheater geographical destinations, unless the presence 
of troops or a military installation at such destination is classidecl 
higher than restricted. '' 

(2) Date and time of departure from port of aerial embarkation, or afr.. 
ports en route, subsequent to such departure. 

(8) Air route, unless-the air route is classified higher than restricted. 
(4) Estimated time of arrival at oversea or1 intertheater destination or 

airports en route, subsequent to departure from port of aerial 
embarkation. 

c. The provisions of paragraph 76 will apply to documents concerning the o>, .. 
sea movements of casuals, replacements, and individuals when for any reason 
or at any time the movement changes from, air to water transportation or from 

AGO 148B. 3 
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water to air transportation, or . ":hC:n ~oth ~ethods o,f ~r~ns~ortation ue 

em;.trire:~~s an~ allied papers f~r ~versea travel by co~mereia~ aircraft. ~~yh be 

1 'fi d ~ven though they contain elements of mformabon for w, lC a 
~::~~:~~~n of restricted is requirea by b(l), (2), (3): a~d (4) ab~ve. edi 
· All individuals involved in air ~ovements, commumcatm~ from tn.term . • 

e. . . · t WI'll refrain from disClosing classified mformatiOU. par-ate stoppmg pom s, . . 
deularly their oversea or intertheater destmaholl:• 

[AG 880.01 (11 Dec 44) l 
BY O!I.DEB Oi' THE SECBII:TABY 01' W AB: 

OmOIAL: 
J . .A. ULIO 
MaJor General 
The Adjutant General '' 

DISTBIBU'riON: 
.. A;E ,. 

G. C. MABS:s..t.Mi 
OMef of StG(f 

I. 

( ·~ 'If 
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SAFEGUARDING MILITARY INFORMATION 

CHANGES} WAR DEPARTMENT 
No.4 WASIDNGTON 25, D. C., 14 July 1945 

Ali 380-5, 15 March 1944, Is changed as follows: 

5. Secret matter. 
* * • • • • • 

b. The following are examples of matter which normally will be graded 
SECRET: 

• * * * • * * 

• 

(15) Information which will indicate the strength of troops in the Canal 
Zone or in an active operational theater or information indicating 
the composition of such units or the total quantity of specific items 
of equipment pertaining thereto, except that mailing addresses 
will Include organizational designations. 

* • • • • • 
[AG880.01 (6Jun45)1 

6. Confidential matter. 

* * • • • • • 
b. The following are examples of matter which normally will be graded 

CONFIDENTIAL: 
• * * * * * • 

• 

• 

(2) Routine operational and battle reports which contain information of 
value to -the enemy but are not of vital interest to him. 

* * * * • 
(7) Unit movements of nonoperational significance in areas within or 

adjacent to active operational theaters . 

* * * * • • 
(19) Aerial photographs and negatives of territories under our control in 

or adjacent to active operational theaters. Maps, charts, and 
photomaps prepared from such photographs or negatives will be 
graded in accordance with the actual details shown thereon, and 
not necessarily in accordance with the classification o{ the photo-. / 
graphs or negatives used. / 

• * • • • •' .•. 
[AG 880.01 (6 Jun 45) 1 

7. Restricted matter. 

* * • • • • • 
b. The following are examples of matter which normally will be graded 

RESTRICTED. 

• 

• 
• 

(1) Rescinded • 

* • • • • • 
(4) Aerial photographs and negatives of territories under our control 

remote from active operational theaters. 

* ·• * *I • • 
(7) Rescinded. 

·* • • • • 
[AG 880.01 (6 Jun 45) 1 

75. General.-Comnianding officers of troops or Individuals: affected. by· the 
provisions of this section are responsible that such troops or individuals· are 
instructed in such provisions, advised of their applicability, and warned of the 
danger Involved In the spreading of classified information concerning troop move
AGO 965B-July 657608°-45 
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ments. Necessary' instruCtions will be given· prior to movement to an active 
operational theater, both at home station and staging area. 

[AG 380.01 (6 Jun 45) J 

76. Classification requirements.-a. Movement of troops or individuals, or 
any group or class of such movements, will be classified when appropriate as 
secret, confidential, or restricted by, or by authority of, any officer authorized 
to make or authorize secret classifications under paragraph ·9a. It is essential 
to proper classification that officers authorized to classify documents are able 
to identify classified elements of information, particularly those elements 're
quiring a secret classification. 
· b. The following elements of information concerning troop movements or 

individual travel to an active operational theater will normally be classified as 
indicated below, except as stated in paragraphs 83 and 84: 

(1) Secret.-Documents which contain any one of the following elements, 
either directly or by implication, require a classification of secret. 

(a) Specific oversea or intertheater geographical destinations, 
when th'e destinations are specific locations within the 
theater. 

(d) Estimated time of arrival at specific oversea or intertheater 
.destination or ports en route. 

(e) The meaning of assigned shipment numbers so far as the 
specific oversea or intertheater destination is concerned. 

* ... ... * . - * 
(2) Oonfidential.-Documents which contain any of the following elements 

will be classified confidential: 

I' 

(a) Theater of destination, provided the exact destination 

(b) 

(C) 

within the theater is not shown. · 
Information or description of unit movements of nonopera

tional significance in areas within or adjacent to active 
operational theaters. 

Complete list or tabulation of units combined with and 
included under a single shipment number. The combina
tion of a single unit with its overseas shipment number and 
letter, however, is restricted information. 

• • ~ * * * • 
c. Movements of troops between inactive operational theaters or between 

the United States and inactive operational theaters will normally not require 
classification. Movements within the United States or within inactive· opera

' tiona} theaters which do not relate immediately to movement to active 
operational theaters will not require Classification. This does not 'preclude 
classification when deemed appropriate. 

· [AG 380.01 (6 Jun 45)] 

77. Dissemination of information.-a. Officers. and enlisted personnel will 
avoid talk or discussion of classified military movements with any unauthorized 
persons and will view with suspicion any person asking questions about such 
movements or discussing topics pertaining thereto. 

b. All persons connected with the military service who receive infor-mation 
concerning movements of organizations, detachments; or individuals, classified in 
accordance with paragraphs 76, 83, and 84, are forbidden to make pubiic or to 
inform· unauthorized persons concerning the . classified elements of such move-· 
ments. 

. . • • • • •.. • 
[AG380.01 (6Jun45)] 
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78. Rail and motor movements.-a. Reports concerning arrivals and de
parture of rail or motor movements within· the United States which for any 
reason are classified may be transmitted to persons authorized to receive such 
reports, unclassified, provided unit designations are not included therein.-

b. When rail or motor movements are made preliminary to movement to an 
active operational theater, cars, baggage, and impedimenta will not be marked 
in the clear to show destination, d~te of departure, name of ship, or other cbssi
fied elements of information. In such cases· impedimenta will be marked with 
the assigned shipment number and letter. The unit designation will not be used 
as a marking on impedimenta, although the company letter or abbreviation may 
be used to identify the impedimenta of each company or similar unit in the 
movement. 

c. Rescinded. 
[AG 380.01 (6 Jun 45)] 

79. In staging areas. 
• * • • • • • 

b. Commanders of ports or airports of.embarkation are authorized to restrict 
to prescribed limits all individuals under orders for movement to an active 
operational theater for a period not to exceed 48 hours prior to departure; 
During this period of restriction,_ communication. with other military personnel 
and civilians, may be prevented or limi'ted as may be considered necessary by 
the- port or· airport commander concerned. Special authority must be obtain(O!d 
from the War Department (if -in the United States). or the theater commander 
(if overseas) for placing ipdividuals in restriction more than 48 ho'urs prior to 
the expected sailing or departure date. 

[AG 380.01 (6 Jun 45)] 

80. Embarkation. 
* * • • * • • 

_a. Memb\)rS of families, relatives; or friends of personnel destined for an 
active. operational theater will not be allowed at the piers or thereabouts -on 
the day of sailing. Any such persons found there will be ordered away summarily 
by the guard and report made to the ;ppropriate authority of the officer or enlisted 
man' with whom they were seen or with whom they attempted to communicate. 

[AG 380.01-(6 Jun 45)] · /"' 
/ 

8L Movement of vessels in harbors.-Vessels·loaded with troops or supplies 
destined for im active operational theater will be moved under cover of darkness, 
wh_enE!ver possible. 

[AG 380.01 (6 Jun 45)] 

82. At sea.-a. After sailing from the port of embarkation for an active op
erational theater, the specific destination or destination by theater will be 
disclosed to individuals aboard ship only as necessary for training or indoctrina
tion en route. When such information is disclosed, the individuals will be warned 
of the classification thereof. Particular care will be taken to insure .that this 
warning is given all individuals who are allowed ashore at intermediate stopping 
points. ~ / · 

* ... • • * .•. • 
[AG 380.01 (6 Jun 45)] 

83. B,eturns to United States from active operational theaters.-Classifica
timi requirements are the same as those enumerated in paragraphs 76 and· 84, 
except that the United States as a destination is ·restricted information only. 
However, a specific port of destination in the United States, in travel by water, is 
secret • 

•[AG380.01 (6Jun45)] 
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.. 84: Movement!> by air.-a. Generally, the same requirements for water move-· 
ments 'to an acti~e operational theater apply to movements· by air of units or 
subdivisions thereof. 

b. In• documents containing information of movements to an active ·opera
tional theater by military aircraft of casuals, replacements, and Individuals, 
as distinguished from units, the inclusion of the following elements normally 
will require a classification of restricted only: 

• 

(1) Specific oversea or intertheater geographical destinations, unless the 
presence of troops or particular military_ installations at such 
destination is classified high,er than restricted. 

(4) 

(5) 

* .·*I * •· • •-
Estimated time of arrival at specific oversea or intertheater destina-

tion or airriorts en route, subsequent to departure from port of 
aerial embarkation. 

Oversea or intertheater destination represented by a temporary 
APOnumber. 

c. The provisions of paragraph 76 will apply to documents concerning the 
oversea movements to an active operational theater of casuals, replacements, 
and Individuals when for any reason· or at any time the movement changes from 
air to water transportation or from water to air transportation, or when both 
methods of transportation are employed. 

a. Movements within the United States or within or to inactive operational 
theaters when not associated with further movement to an active operational 
theater or classified activities will not require classification; . 

e. Orders and allied papers for oversea travel by commercial aircraft may be 
unclassified even though they contain elements of information for which a classi
fication of restricted ~s required by b (1), (2), (3), and ( 4) above. 

f. All individuals involved in air movements, communicating from intermediate 
stopping points, will refrain from disclosing classified information. 
• [AG 380.01 (6 Jun 45)] 

87. Overseas.-a. After arrival in an active operational theater no informa~ 
tion will be given _concerning names or destinations of organizations, names of 
vessels, data. concerning convoys, routes pursued, measures taken to avoid 
attack; dates of arrival,· debarkation, or departure, or number of troops, or kind 
of cargoes carried. 

• .. 
[AG 390.01 (6 Jun 45)] 
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.,-,o:-MunUions of war;-,-Any,item u~ed fo;- war., .. , . · •. < · ·· · 
' p~ Ord~ 'ot battie.-Important disposition of our forces with the identitie_!l of 

the units and .formations comp~Sil)g. those ~orces, i~ ·Or adjacent, to_ operational 
theaters.:_ ... -... --.~-, 1.', · ~r. v •• - •• ~ ... , q.,- ... ~·-.< · ~'-,.· · -; ·~-~ 

q. Paraphrasi~.'-To P!lraphrase. a ~essag!! is. to rewrite. it so, that its mean-
Ing is the. same buHts p~rlllj!eology is ~ifterenj;. . ·· . • , . .'' · .. 1 

r. Photomap.-A photomap. ~.s .a repro4_uctlon of an· aerial. mo_siac, composite, 
or single vertical-USed in place of or to suppleme11t a,map. . ,. ' 
, 8:. Plai~ temt, clear_,teiDt,· or. plain languau.e,-'-"Plain text," "clear text," or "plain 
ia~~age" is the text of a message which, on it~ face,. conveys. an intelllgible 
meaning ;in anyknown·!apgm_tge.. t · ...... , '· • , . : ·i · · · ·-' · · t: Register~a ·'matter .. _( aocurnertt•) .,.-;:Any classifie.d, docume.nt pr, device regis
tered usually by number, and perlod~cally,tl~f!ount~d,for.t · . _, . ·· : .. · · . ' , 

' U;. Reserved. area . .,..,-4-J~erved ~rea ~s-~n,. area.,OD:.<the surfac~of ~Jle land, or 
~at~r,desigfiated and set apart by Executive Order.of.t.he President for·purpos~s 
~f natl~nal 'defense· ~d~ittan~e to which is.eltl~er,,p;-oh~blted; or r~stricted .. · •:· 
, ; v.~ :sh.~i ~~~~le,-:::A ~J;l.o~t :tive.is· a designatiop. -IJ.PP.lie~ ,t9 :a .. cll,tss.ified document, 
in:at~riel or, devlcerfor .. purposes of security, and,~rt)yl_ty. _ .It.l'!OilSists of figjlres 
i~tte~B; ~ords ··or' ~~~bi~ation~ thereof, ·and if registered usually contains ;an 
abbreviated d~lgnatlo~ of the qffice. of, origin,. w~thout giving any, Information 
relatlve;·to~cJassit,lcation:,or.,~.ontent of;:tP,e .do.cumeJ1t,, m11-t~riel, .'orr dey~ce. 
,. ~ .:w:; ·Tr:a:vei~:-TTh!! .. t~~ . .','trilvel". ,¢ers to. the;_moveme11t of ~n .lndivid~al who 
is not part of a troop movement. .. : : 
, ~-: ,Tr.qop ptO'I{e7!1-ents.vTlt~· term::'troop_:mo~em!!nt':· applles to -~he moving of 
~nits o~ organized detachments even though temporarlly ()rgani~ed as such for 
the. •,purpq~e. ~ tl!!:l, lp()Ve~pent;, ·: 1\foyePJ.e.nts .9f ,p~·isoners. of· war, :·sick and 
wound~d, .ll,n,.d ... alf S~l]!.ll!lr .groups_ ~ri.de_r. ,military, .control are Included in the term. 
A movement may be overseas (from tb,t) ;U_ni~eji .States);: int~;-theater; intra-
theater,,or.~turnf!l (to t)le.Unttetl·Stat~s) ... r:·r,,·· ·, · •• :,:_ < , · ":.'. > .. , ' 

i't;1/. ~Vt~:i~fla, ,Sta~es.-Th~·,term; "U;nlted .States~·' as ·US!Jd Jn Jhes.e regulations 
'includes the 1 Canal ,Zone 1 anq · _all:territory and • wat~rs,. conti~ental or insular, 
~ubJect to'the iurisdlctlon of the United States. Sec_tion 1,. Title. XIII, act 15 
J.u'fi;6.,19J"! (40j$ta~ .. ZS1;:§0 U:1S.· 0. 40 ;,M~ L.,-1939, sec.-.f1~[): • :, . , ·: 

z. Visitor.-:-As .used In these __ regulatlons,n· visitor is,!!-nY ·pert;~on admitted to 
~- Gove_rr1~~nt.~~~, CO!l!ll1erclal m(!nufactur.ing ·,establishll!ept/Iigaged in. classi
fied work or project for the War Department except-··:J' J · , " 

. (1) A person·eripioyed:oiirtli~ ~ork ?r_:Prci~~t, or :.!'·i.l ~.:·· ' 't. I 

. (2)li :A persoii.-directly and officially co~~~~~d ·w,-i,t~ ~e .~o~k ·or :p:roject. 

= 8! c~teiorte~:~lncit~~1\natte;·~~Irtng ~ias~ifi~~tt"op': !!.~a)l b~ t)~nit~ed and 
gr.a,d~d -qnq~r ,o,II;~ .. o.f, t]l~.follp~p.g. ~t~!fpr~es_,:- :•r:· . u•1i ''HE' '-''. · i'; ;_ 
·.a: 'rop 'sECRE';l'. '(!!ljp,u,tl.,a~I:IJ,"~-yatlop, Tq~s~p) . . , ,_ .,. :1 : ;--" • 

b. sECRET.... ~-·, .. _ ·· ,_ J .':. ~~ _._,. , .. ~·-: .• .- ..... ·-~· '· .~ -•• !.~~ ...... , · ·_: 1 ·-.t::~ 
·::~~.J:cp~rro~J .. ,("l:f... !-·!. .. · :~,"i '-~ fJ' ,· ... j··t.!-:ru L~~ !t.} 

o·!Z·,~~~~RI~Y,!~'E~It.r, !r.;..t •·ri~•·· , . " ·:t' < ··.1 .. , t' : ;.:_tal t docu-
• 4:· Top ·secret inatter.-a. Wl!-,1'!/! rczassffled_1 ,~1J. .sepr-e ;~r n secre 

wen~~.'i iJ?1fprm!l~fo~, .ffl~1 ~at.~rlel; .til,~, s,ec-qptY;;:~Spe_l!t! ~t ~~lch _is Pll;ramount, and 
~~P~~dW~-11Jli.o~iz~,~d1-~closl,lm ~qul.9-.cf!.~~, ~C~P,tl?r,mll;y ,grave damage to the 
nation shall oo clas!ilfied TO~ .f?EC~E'I,'. , , :,, [·r·: ,'.''·l" ,.r. ·;;) .. , :-.:;;..• •. • ~ ·,.._., -~.:'J.:t(· .. _ L . . . • · • " . · 

-~:P• ; !IJ~~~:-:1 - ·; !!!-r ·":-1.!:~ 

I . 
L -- ------ ----- --- ------------~-~---
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. : . • · :· ,,._; ... works and naval .. bases, except that· when the complete map 
: ~.-, ._.,.iir.:,. ie '"' 1 . of a defense atea· consists'of more than: one sheet, only those 
i u • -·.:.·"-.. • .-.- ~·u::/':·sheets showing jdefense '.'elements.' need be classified as 

CONFIDENTIAL. , . , . . :/· ··, !.:. ,- .:• . 
:>:.. .• ·: ~ .[ Ul:'(.b)· Jn: oversea. possessions. an'd: foreign territory· occlipie(l:>by the 
·•• · r ...... , :., • forces of the ·Unlted .. States, those not classified; as SECRET, 

, ' '~" , •' '(I I , • ,.showing lay-out i Of, military' and: naval radio; statiO OS, air 
--~·':. ·. . • · . : , bases, airdromes;· air depots;, supply :.bases, arsenals, proving 

d ..• · . . . . ~ . grounds, or .any are.a .vital· to defense;· , · ,., :"'' · · 
(14). Technical information, such as research of .proCesses of~ manufacture 

.,·;:,,:- -. :· :whlch:may. be a-.distinct'mllltai'Y asset·and<not a matter of general 
.r .. :. ,_ ,ri ~ .J.knowledge; and• other. technicahitems; of the• type; .described in a 
··~~ ·-l•rd·,- ,... ··above., .. ::·. -~·J ::._ .1:.r ~ ··u;·~_.,., · .. : : '···.:. ~ :-~: ·, .. _._ ..... 
-:J'' n:(-!5)· Information and:records··complled .. at the request of .. the War De-· 
.•: · . . .. ,partmeht for. its :use in the: assurance of adequate provision for the 

· · -· mobilizatlon"of matei'!el·' and'iindustrial. organizations ·essential to 
wartime needs. See section 5a; added to act:S.;htne 1916, by section 
5, act 4 June 1920 (418tat.·164; 1o:u. 8.J0 .. 1193;'-'M! L.,;1939;.·section 

r: ,· -J925'). - .r• ._. ·._.._., ,:. ·•·· ,. ( ; •.t- ·~-; :-.-~.: ! i ., · .. :-:o': ,<I 

. ·., d I (16 ). Shipments of•m!lchine prepared -'llld nian"ually· preparecl monthly bar
:.:·:: ... , . .-.. ,so~mel rosters:and.W. D:, A: G.·O;•Forin No.t303 ·(Report of Chimge) 
·..: · ,t•·· ,for .organizations·.and. individuals outside the continental-limits of· 

. :;.- J~.: .lidheJUnited States . .rRostei's·and 'i-eports of-change' inCluded in·~ahy 
,,2-IJt;,:; ·:; ishipment.need no't'be individually>classified.·>-' : · '' ~·• , •':· .. 

(17) All information relative to specific quantities of war reserves.· . ''j ; 

._.,r(;,(l8)i•.A:erial photographs· and negatives of-territories under'our control in 
. •:., · :;: ·or adjacent to operational:' theaters.'. Maps; 'charts;: aiid photomaps 

prepared from such photographs or• negatlves'·W'ilf--tie graded in ac-
4 :, - • ·cordance with:the actual. details shown thereon; and riofnecessarily 

in accordance with the· classification of' the photogrit'phs or nega-
tives used. ·-~ .. rv.1,_t:• .,. · ·_.1~ ·-.~,l ·~· :· ~·-~..::1 :a} 

(19) Ground photographs, 'negatives;'>':pho'fostats,' diagrains;···or models Of) 
,. • ... ·1 -~cOnfideritial matter~··-!..J·. •'!! -~c: K :t:'·.'l· . ·~ :. ;Jh:-. ~.l!'.1H.~~ · ~ ... ; 

(20) Troop movements. See secti_on V~II. . -~ ·.:: }, ·~,,; '_:._. . 
... . b • . (·) .· ·:): •·0 t··\ . ·i ..... '· • · ~ : ~ .• ·.1. , '! .- . . • • 

7. Restricted matter.-ci. Documents; information or' materiel .. (other ·than 
TOP SEC'RF.J±;"sECRET; 'oi''CONFIDENT:iAL)'. ~ht~li 'sb.~uid not lie published 
or communicated to anyone exce~{-'-':f<i;·: o~Cial i.>hrpo~es: sh~n·-·be classified REsTRibT.Eb:· ·~·· :· .. ··~· ~l'fJ~f • .:. :_~~:; ,._~· ___ .. ~-tl•,·, __ , '······ 1• ·-J ! ........ · •• ; 

b. The fbl~?wiilf ~~~. ·~x~m,pi~s~ fifl"-;frafj!~r 'Y~~~h, n01;ma!l~ _ ;!·ll) be p-raded 
RESTRICTED': ' · ·'' -·' .. ,,, __ ' , ... J. ~. • . 

:~-J-i'>.:. (•.-: (!:·~, •·.,,~j/'J.. _;£1) _ L.:J!:"•!' 'ln•). ;·:•.i•, .. •, ··~ ·.;·1',~ ·~(q-

i: · ,_ ~, (:!.), ,InformatiQJ;l .o~ m_c_>v;~s,p~,,~onp~J;atJc.>nal· significance In,·areas remote 
.. · .. f!:OW t~eaters_c.>f.:wp..r.· ..• , ~ . _,.- .• r·.: ·, ; .. ;:,,(,·.·. · · 

(2) Training anq: ~l¥!hJlJ~a~1_d_oc.mp.c>r:,ts ,fOI_;·.oflicia~· .use ·only· qr·.not in
tended for release to~the p)lblJc, ,, · ., .. ,, , . . .. · · ··- c .·.J 

. ; : •.,. (~); Cert,ain .I:..OJlti~e, do~UJ.'4eAts .r~]ating to supply,·and procurement. 
!. _; .; .(~)·_Ae~~al pJ;lgtQgraphs an(}. 1;1egat~ves of terr.itorles.under our control re
R•i •.•. :. --.- :mpt~ frop1 op~ratlopal·.th_eaterR .. _ . ,·, ,.J•J··.• 
•:· _-··_(5); J?.hotographs. !lll,d-.negatives of, ~nemy, ene.my._occupied or dominated, . 

- areas except those which reveal secret sources. Maps, charts, and 
photomaps prepared from such photographs or negatives and from 
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· ·: .. · -.- -.--'ph-otographs arid: negati-veS. rre~er~ed'tost_n· ·< 4): abo~·'wi~::~·grad~d 
Vi'"<.·.:. ·, · in'::;'accordarice ·witli'' the·~actual-details shown thereon,£. and :·not 
"~;{· r .. ·.~ co·-riecesslfrily)ill ~ccordaiice"'with .ttJie clal!sificat'ion 'of the ph'ol?grilph~ 
I . , --..-f ·,-~,,--·, •• ,. .:.•- ot' •' ~"' · r')i~ .. l 1 ' 

or negatives used. ·,' ' ·· " · - · " ·• -- . • · · , __ · •. 
.-,:, ·~'"(6) 'Q~ound• photog'ra'f)hS; 'negatives,- photostat.s, cdiagrariis; ·o~ models of 
:··-"'Y•· • ;:<lirestriCted·.-ma:tter:' · . .: · .• · _~--.-_,., ··· · ..... ,, <:: "· ·' .. ~ .... ·..,<:-:\ 1 

. ·;·. ··~)'(7)'-Streligth~· returiis··of ·-u!i.as; remote· 'tri.im'operationru theate~:· ,: i .. -~ : • .:-

(8) Certain parts of mobilization plans and-'~egillat~oii~ ·.·; 9
'' -.·:•.,' :~.-.- · 

·- ., ?·. ,(9) Do~umeiits;relating• to~ the· design and·'oevelopment of new 'maMriel ' 
,<'llh:•;,·.-,~:,,, containing-information of: th.e"type''desci-rfied in'~ abova r •••• •t ' ' 

:;oJ.7n:.<l(·lO)."Procureiheiit plans:-::~.,,.·-·- ., ;.; .. ::; !.·, _~,. : ,,. · · · · ··;,:·· 

( 11) Certain cryptographic devices and ma t~rial. · -. /.· : .•.- ·" 
• · '· - • < 12) ·certai\1· Aiirii 'exteri~ion courses:·~; : · • · ~ : - -- · ·; : . 
·" .. "'(·13{-c{!rtain :documimts' 'regai·dink'eii'giiieering ·principles and· design . de

·:·~~-- .• c..: •. ) 'fliiis,'compbsition,' metliod'~of'processhi~? or; itsseinbli~g. which .. ' are· 
·~':i ·:. ''.- .. vital'to~tlie"functioning or use olan artid~'of ni'a:~er~el. 
\;:;l:>~-{i4) ·,oert{iin ~'military nw:p~ "dnd. p~otof!u.t~8''.' ·:- . - .. ~ :. :. 'J . '' • .. '. . .• 

. (a) In the continentar United'''Stat,es;·1fose -s~o'Y~?,~ ~~-lit~ry a?d 
c~; ;;""' Av'r' ' , ~ ·.: Tiiaval r radio • stations;' aiK:oasesf'airdromes,' 'a1r depots, SUpply 

. s•' '!~·:. :._:t; ).;: · ll)aseii;'arsei.iais, and''thil"ailjael:iiit' tei'ra:iri':'Vital:' to'their de: 
;,. ~ .l .~ ;5r_y;rt : .. ·~ !feifse)'> riot'' otherwise :"cfassifled·~which'·•are.T not' s_tiitable' for 

-~~i: · J'·f--=.~~·.v~. t,':: ~p·Ubuci.reie.ase; alld·f~._-/ ~:(:.-r ·:·""~lf, ;.)'~.,_ .~! ~~ · :.(' .. ~ ~ .. _. · .. · 

~ :· :.-,.L; .~-:-~(H Iii _ovei'seii i'>ossessioi:is aiid. •fo~eigti: te'n·i~_ocy; bc~liti,ie~~:by the 
. · forces of the United States, all military·maps and photomaps 

-~ :" ·r >- ·.- :··· ~lli f . '.J ... '•nof oU1e'rWise·:classified :·wliicli I are' no't . suiflible 'for pulilic 
• .n

1 
....... r.~·1 )•;n-,-~ ·•f",f1,; ,,:.~~.-;-.-~ .;":·~. , •'•n ' " .·.- · •.: :·.·. · ·re ease. • ·· ... ·· · · ·· - - ·. 

·' .n•'-(i5f Troopinoveiiierits. ::seese<!tion vnr: 1 ·· • :•!3'·'. .· . _ • 

· ... (16) Non'tacticai ··radio· freQ.'!_encies·'aiid: can ·~sign~· ·in ~~~a:i_o~ .. a~ fiXed 
...:: <J''~ir:-:-; locations. and frequencies ana' can: signs used for·traming:_ 
.......... · ,.'-'~,r- ·"~' .,,;-~.t ,., .• 11'"'"•'~·, .. '-.,;tro·, '),~:f\ ... J.~-- .ll~ •.•• _ -~ 

':; 8 .. : .G~a~_iig.~.' . .-Titt:;-/e~i~~~~o.rf..'of .. ~eFs?,#~, res~~~s~bl~ . f~r _l?r~~in~ . a1;1? • rt, 
grliiling wiil'ile'_made by_ a.uthorit,i.es listed_ ip._pa~agr~~h~_9. :: . : '' .; ' ... . . 

li
e,, 'fJ;· Ef!ch'•'fioc~m:e'fi~(s~o~{d; .b~,,!frffde~,·flF~O.-~~.irig_ t~_zt~ :o'!ln_.~onfent. o/':~ fl.~t. 
nec~BBf:!'f~~Y. a_,cc~r,~fn_ .. -f!: ~()- ~~~ r~la1ll,O.n~hi_,~, to '-H'., ~f!~w:.,.rJq_clf.,T!Je!',~/. '/'Iff..~. ~1Jso "_~P.lH'/B 
t~ .. ~extrf!~B_;r ~rflm,; :_P_r~r;iol._lslg .. c~as~z~_e4 .. ~1?-~¥~e!lt~,. ~?ce!t· !f~ess~~e~. , ~~e 
paragrf!.Pli.8.44c,49b,and,50tj., ., ,- ', ' .. ,! .,. ·,,. ," :··.' ·,,.,,- '.: . ' ... . ' 'c'.' 
'"o:'Tb"e·'gia'dingl.of'~ fiie or group of-pliyslcally connect.fd ~OC{\~ent~. 1sh.~ll b~, 

· ~:qat .• ?,f, ~e 1highest gT~ded_doc;?n,te~~ Jh~~ei~:-.- ,1 ·-;-;, ;:.<:.: ..... ;;- .• · ..•..•• • 
~ 9,' ~li~o'r!o/ to,,cla!3~i!Y·..-a; -~~cr,~t.':'Matt~K~.}.UI_lY})e .cla~~I_fi~1 a~ ::mc~ET 

,g~~·or .)J-'c.'/<-;>

1 

[.. only,'by,oi:.'~y;,iqithqrity of,,ti~e,-!?ec_retary .. o~ .war, !f~ yoder, Sec;e.~~~Y ,of_ LW~r, 
~· , .., aii · iiisis~n( secr~~r~Jt._~ai·; -~~~ CJ;li~, ~f,. St~Jf..):he _ ~~o:an;dlnf G~n~ral -~~· 

t!:!-e. ArplY,. Prq~(!. ;l!'q:~~l!l· th~ G?~~~~g~.I\~. ~I!,Ei!r~l ~~ . :t~~ ' N mr(. Air,. forc~s. 
~. 0 . fli'e ·, cow,infindin,g_ ~eri~~~l.:pf , t;he~ ~rJillY. $e~vic~. ,Fqr~es,,. ~~ ,_As~l~~r;t Chief ._of, 
' ' Siaff. (Jf :tl.\~ .F~r p;~parsm~nt p~p\l!i~ ,~tl!~· -~~J~' ~ll!:~s, of the_ ;~~~i:al s~r-p~es,, 

a" eneriu ·officer,. tJ:le ~t)lnl)li!,~qing 9ffic~r _o,~ a. ~ep?t•, ]_)Os~1 ,,cr.m~· ~~a.t.~n·: ~r. 
:illfewnd~~i:''~oilimana;1 the', com¢andan( ~~ a'-gen1tal or, ~:~peci!'-1 _serv:i~e schoo~ • 
the: chi~' 'ot 9.' -D!ilit~r.f n~li'ssu~.ri; .a .. ~l.iibt~; ~.ttas~~·, ,or !lc~~~~~!l~~;:obser~er. . •. . . 
''b:~·oonMimt{az:~·Dociike.q.t~ •. deyelpp~~nt .. ,pr<?J~~.t~,. ~a~~~~~l1 o,r _ tec,hnical, 

fuforka~i6~ mfif. b~ c(asslfte_d ·as :c9N:F.IHE~TJ¥ ~1i~. anr ;co~~~ssi<?~~ ~~cer.: 
. '·c. •. Re~trl,~t~.ii.:.~ Di?~lime!l .. ~S·, d~yelp~l!fe?t.J~rw:~ts;' .f_;,~~.nl~id d,~ta •. an~ ~~.t~r\eli 

Dia.y 'i>e,clissilied as. RESTRICTED by any commissioned officer. 

·------------------------- ---- L --
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t!'""~ ·~,.,~- ~• .. r.y - . I' r--.-.t •:Jr:)•r~r~,.1·, - "" -,r ~~-~ .. ·- ,,..,,. •• , .. J~,t: ·and· send to The':Adjutant'General, through ·mllltary·chamiels, a report with his 
're-comniend~i:tdn:srrtn'the 1case., :•·.- ·>J;>) · ·.·lll: ... :~<>.• ·rJ "'lii 'ri 

' 17. Reproduction of ·''C1~~sffieli ,;matter.~ ·Aien.'~Iesi.' entrusted with the 
'pHnfihg' · o~ 1~eiiri>d\.iett01~'.' ~fOrage,' 'iliiil tssue o'f.-classfti~d <io~uilleriti 'wtti-'be·:1n· 
:forme& hnhli' appilcaiiie prb'vtslo'ns "of ·thesEi i'e~iliuoris:·; The' authoHtY. 1direE£ii:ik 
'the :iirei>arauon,;;i>ruiung,: o~· reproducuoh'1ot· ~lassffled i doCu'irlents ::wtii:)-'be'<~e
'stionSfbie 'foi the' dlsposa.f! of the notes; mJi:nis'c~ipts; 'type, 'pi~tes, stei:icns;:i:ie/ta· 
:(~ves;· iindf'wasfag~~ l.iicideht thereth'tn' ~! i:n'anrier~wlilch'\vi'n' safeguard 'the secr'eCY 
:of'tb.e'inl'oriniiilhn'i>ei~ 1reproduced.·· ':.J -...•;J;i"···tr': · :: 1 -·>' ~,~ r•,·, :1<·>'' 

,~·'b::Th(Pco'Dimana'ant~'of tlie· ge~'4~a1 and ~pi;<;ial'~ervtce'scli'oois are 'r:espo~Ibie 
. that the printing or reproducttoi{~l~'nts; of·.tiiri'ir;'fes~'ecilve1 1cbmfu.iuids. release 
:rrJ 'dasSfti.Jd rfniorniatioli' 'to' pers~nhel ro-t ;ageh~ii~~ 'iiof ~titled ;tli'e"Peto.' •'' ~. . j ~; 

I 
/ 

l.J· c:'-Tiie =eoillmaiiding Gene~al' bf 'thil A.rmv ·ai-ouhd.'·:For:Ces,:-·tlie' eoillilianding 
·a_eii~ral' o~fithe .Army!JAir~1~orces,";anil'''ilie ··eomni~iidl~g ''a'en~'ral: ~f'.the:·:A.r~y 
rscfVi~~.:·:Fo"'rces !11re'·t~Si\Onsibfe ·th'at~ '.service ":magazines'· or~'jd~rnals 'jjutiushe~ 
·u'tider''tlfeir:·sui>erViston · rompi:f Wit& ther provisions 'of these .:rc~ii!~tton'S''reiil-
' Hvert(\18ecui'lfy' oflciassifle(hnilltacy iiif~rination~· ·and ''Wlii"~~bmtt ail 'ili~terflil 
for suCh publications to the- Burea'ri:·• k PU.fiitc 'lieiatioi1lf: foi· r'ev!e'w and ·'action 
·iJefO~e'f:fe·I~a!Se. ~J;."'~~~:-.:J'J ':h~ r:,1JQH~:,'~ ~~f' .. .;~-·J,~et,J 'L• t. -~0-~.i.\l) r-V) ~i.r..)\j .. · .. \:~~~ .~·i.e> 

i,~.td,;ztwti~h~\iel-fi'oorre~oil.dence '(Io'crillierits:1&i:a:wliii8' 'prfutst · ·vlic:>foi~aillik;..'o'r 
imb'd'~ls'l'Pert~Iiirn.g 'tb 1l~m~et,. v'Oiitid.elt'iuu;' 'o~''restri?!i&z:cina. f~her' disclo'se' lnfoi~J
·Ho'\i'i r~gard'i~g 'engt~eer!hg prtnclpies,:. '<iestgh d.ktUifs, c~mpositioit:. methO'd~ cof 
·'tir'&cWs~Iri:g' for' ~f <'assein'bly· 'which ·.are :vitai. to: tM · 'iriim\i'iacture?th'n'dtiontni!·1or 
!\isth)f. the ~Ii{fit~rfel, they' will' be. app~pita teiy 'cias~ifieli: \() ".; "; .. ;',~ IJ'-·~ :,, . . .. . . ) 

'f(l 6.'1Pfi$arat'ion!'o(p're8i r~leas~s~b'ased.· dn' c~d~d' mJs~·ag~~:Som~ets' authorized 
to pre:Paf~1'tili'6riiiliuoil-t'ot be':Znad~ -pJi>uc wiil'c6ristiint:ty"tie~ltrin. ~inll 'Hiaf. s-uCh 
'ill'aferitiFm~t1be;'of gr'eaf'vlfiiie'·tO ·the; enemy' sYgnaf in tefi'[g;;nce"se'h'rce·~ Inior
·I:llatlon7~eivedffb'r ;se'Jt~tn" c~tograpliic_:nie~sages ~i1i11 D.ev'er~ tiii" r"'efeas'ed 'rver
!fiarilli,.b1lN41Ji"6e1cateftiily•hiirilriilrii'sed ll~:fore releasit to H1:e'p{ll>ifc.1''' ;-,. ;:nr. • 
e.t'•f.>Fo'iilaifd:hfoil'al' fnst!:lictioilS"·i:ela'tivho ihe·~uscu'ssloii' dfinnu:ary, 'poitHcr\:i, . 
!'Ji~ioma•uc?a:D.d'cliissifl~d'sub.1eets,.,-see :.AhfM0.:.7oo~~;;Hi ~ :o ; : .~.;,c.· :~· .. ·: · :- ,.. , ·; 

18. Photographs of c~rtain classified matter.-Photographs o{ 'cl~ssifie~ 
7tdffir(jS of- inilihii·y ~equ!plriei:\. t:ri~'bf oylief'lcia:ssified-ite"'ms' w'i:il tlJ'J[ma?~ 'by' mem
f6er8'6i' ttie miiifary :servl'ce{or·bf'civiuaii emrilo§i?es'ot0tlie 'W ~r·1.De!i:1hllie~t) oi:liy 
-wileD.l riecessary 'ln.'th~· 'c<>n'dt'ct oi= their·. official (iut!~s arid. ff''m~de' hi~Y' be 'Je
·f'eioped ·o-r1 vrth ted· :iii'·coirim erciai •estliflilsliiriefi ts-ul.at· :ha ;;e" ~~tabH slied. ·a.t! svii'Ci fie 
fiJrd~el:iurii''for~ flindling '1Ciassifledt tll'D:i{whicii i.}roceC!ureY.'has'·ll~oo 1a:Pi!~veiCti'Y 
'th'e "-Pr6vosf -~Iili:'slial: Generai:1 'suchl film' or"prlnts'j~vili fuc:itA)e"retalned flh:: {He 
~p·o~~¥ssioh 'ilf'commerciai'esi:nbllsh'ine·n·ts so•:uf!Iized. ;;, ; ' .. 7 ,'!,;';.' :to ','i!:.l9!29l•; 

19. Requests for military information.-a. All requests ii:o"ri('prtvMe lil
,'Jifi <iuais,r! firm§; "tn:·,c&r~o~ii: tions •'and · Federat>ot:· s·ta·t~1iJgen'dEfs·: or" ile,Pii~tme'nts 
for classified muttaryl'fnfothi~uoiic '( ~iceiit. ~those l:e~ilest~·''defirl.ed.'):Uncterr!l::anh 
((l' i>ero\'V) 1lare;gov~rn~d;tly ·ihe'provis'th~s of 'in"41(}i5' as~amen'dedfl'':lg:, ~: .~ J 
...t,.:E'JEi Lt.!~ ·'{.li .~~iJt·F~..1k'J: Jil"!J.!f l~·.;i,.;.:.,£F·~~t ,_.;; :.; .. EOJi.,'~·.(·~ .'i •_.~ .•• :; :1J-t1llit~TiJ~{J. "!IJ\1.; C-,: 

·~~'! ·~·:i~·. A1J! l)Jt,~h,~p~~s. o+_ ~~~~sifi,~d f>,r UJ?.clas.~lfi,eg ~m~litfl:J): Jnf()l;IIJ.!lt!qn,.,otp~r 
'i :'?f ·~·.::, :u ;N, -r;r.1 P~!!n techpl.<;al; !n~t?.~m~ti?ll•.: ~i_th, .. ~or;e!~n iE~tipnal,s,1,iilkP~ 

.made ?H~Y ~~~t~~~l)..j?r, wtt~ .• r!l?-}!; e~t!reJs.c~?l~iss~.'?.l?-.J9f 1 tp_f.) 
;:;_,·.:·c.n· ·;. ,,u;,' r,>;c :' ,1 A,~sis.t~'.lt qh~~f. ?~· ~J;aff, .. %~! ~R,JZeD.~p-~l;!~~n.~J~!!pe.~'ll,;:S.tftff. 
;;.•.';,:,!.--,1; ,~0 ~~), .~~~}?,a?Pf~JS2tL·Sl!)ss!Ji_ll\l1 .?F~1 1mc;~sf$_i.~~q 1 ~ec~?~~~;l;:i.!\}9r8illtion 

~ " with foreign nationals will be- ~l.l9~e.;\n.~Ja££o:rda,n<;~.t~i~ ;.~-
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;·f!! r:;i< ·j, r; ·' ;if!\~!n~~ :W.ar,;P,epartw~pti i~S!rq~t}Oflf:l. Jfl~)led_ .o~_'this,.S)lbject 
to the Commanding Generals, Army .Ground .. Forces,. Army 

:.- , -: - ,, .- ·.TJ ~ fi_;~F_or~'i!,s. apd .AI:-'Pl:Se!:rtc~-·~~!c~~: · ,: '_ ~~· :.:" •. · ~: · .• ~:: ' 
-;;1c. ,Appl~ca~~olls, fpr, jn~or~!lt.iop, .o~A.e<;~r_qs_. -~-~rp~i_led.;1 !l~H- -~~.rnts~~d-,at,t~e 
:!:~.l,!~~f:l-~pf: !1Je; Jr,~r. ::p,.,epa,r.tlJlePt, .for gs},ppe,i~,tpe·~~s~r~pce, ~1,adequ~t~.p~ovi~ 
swn ,foF,1 the .. 1Uo~iJi~~ ti?.n , __ of . rna t~r,i~l, a_!:\~: \w~us,trW _.m;gapiz!l t!<?.n.s . e~~n.qal, 1 t9 
.\Varti~e,needs 'Y~U..:be,-ref~rrt;?-1 . ~<?:Jtp~1 Vnqyl: ~epre,t~ry,:'_of· :W,!lf. for -nefeSJlary 
-,~ctfc;>n .... ~h~ -s~~~ip~,. o+;~ny.ll~~ces,~11£.1\• subpoep.~ .fo.~ th~, pro£11?-pt_ion .~r,_,"!iEJ;. sv~h 
record Wlll. be -reported Immediately by the. person .. on .whom it· Is .. served to the 
;,L[ptt~~ ,s,t.iltes ~\tot:p~Y. fo~. -~he .diJ~~icUH wl}!~h.}h~;:~etv.\~§ ~s~-m~~:,a~·q,· .~t_.rthe 
.s!'lm,e time, ,d,\r~~t;to,.nl~ ll~-~er;Secret.ary1 _o~ ·'Yf.lX·: .. , ::i·-~;;•·: , 0 -~~ !ir ;, . <:r:·l t1~,tt 
. 20: Di_ssewtR~.1;ic;>p.· ~f cFl~~~}~~d.,D?:ifit.~rr)nf'!~~ll:tio~1iJT.a .. _J?Jxcfl:p,~ :r:e~:,t.r9~~~ 

~IJtfOFI)l!!f~\',ll• t_o, 1be,J:e*ase<l"J:!oJth,e -p.Jie~~ ~Y .alt~horizeq :!f!ll~t~_ry. pubJic ~.elations 
. ,ng~~~i~s,1 ~.J:len,.,cl~ssifi(},q;;Jlli~ita,r:Y.;i?f~rlp~t,l~n. !s (}is_:;.erriiP,ft~e(j, unde~: Fhe"pr:q
tyis~q~~ ~f ~thes~ regu~~ioll~ ,t(). ~E!rso~s,not su~jEtct: ,to .m_tlifary la~! -~hi;)Y 'YiJl,be 
.p~~qrll).~; ~ha~. it .a;e~t~ •. t~e -.ll\1; tio!lp.lj!-~f\'iiJ.S~ o.~ Jh~, L[hite_d ;f?~a.tes · 'Yithin the 
)IUE;aJili!tg lo~ the :!D~Pil(!tage Act,ia!,ld,}~~t ~~!1tr.i.tJtSHJ~~~i()J?..~.to,. all; 1 .:upa.~tho~Jzed 
~p~rso.n,1~ prs~i?Jtfd .. _.-;f!_f)\t,al,s() par,~!P;~Ph,~b._.n,rH ::·tH :-1 c ... ::.; ~, ·. :~,.. ,:;.t'~ 1 t 

b. Pubhcation of artwles or books.-The inclusion of classified military •. infor-
·},J.JR,~!R~r!P.,,'!-,rt.r,F~ic!~~~r !?.?.?lf.pu~l!fs.~~-<1 !?Yr.~ ,D,1e;n0:r /!~· !P-E!" A,rmi~:~~·(the -Pr¥ed 
-~~'!-t3s,pr l>_:V. ~ _;ci:y}Wm e~plgye~,of.-,t~~-;.M.lH~IlfY, ~s~ablishmelfAi }s_.p_rq4iblt~!l 
~~.nle_s~! sw;_cl~~~l,l;r ;,!i.tll8,?~12ielh:t?r Jh~,~ war:>P,~J!lll,~t-~ens_.~ )!'or, adl,l\l;l<;mal., iJ?.fq~
~l';ll:~tl.o,n !-;~l~.tlye, t,q, P,JA~l~c~!iog-;9fr,~rtl~l,es,~ ~f:e, ~~ JU?;-~9. __ 60j:k-lp, ,~nf!.~6~P:-J\J.?. 

_c. Or_al dMcussi~ns of ~l;f.~ffJi,c_q,_,~,ilitf!?(f~(.?l]n,<t,tf?t\·;\}Rit~!:r:,P.BJ;l.lif',g,r1 wir,~Se 
Jd.I~~;q.s~~o~ ?~:;.cl,~!!:~Ifi(}_d.}fl}.J.~}P:Y,-~n~\lF!l}!!-ty~n }.yi!;H~2.~-iP. t~E,l· prt;~eH<;~' ()r hE!,a,r.~ng of 
·~11:)\ P~f~o~ •. not 1!-P~horiz~dA?;:lJB:v~;~~owl~.<;I~:5~h,~5~9.~; i,s.s,!ri,qHJ:,f,9Il?}<t,q~.~-. :·ti 0 . 

. ,,~h_ Tef!tp:J?.ony; .b~+A~en~oH~~.ef~;., ·:,q:s W,,~eJt.ja_,.p,Elf,:'l~n }~1 ~Jte,::./llil~~:;t,rYHftl!~Jj!lC53 
-~ppe~rs ,~e:fo~e, a, ,cp,wmm,ee,.,e~~ ,tl!~aC_?.~g.J;~.~~" ,:;t,~q'li~1 lc!:!Je~ ~\1P9.n,. !q1~~iv~,, t~s.~!
mony wh1c~}~t{ ~No":~ t_g b,{(,S0o/t,~~e.~t,illJ P.t:/;eM~i9(eq, ee,.wiUr~sp~<;!~~p!lY,;r~l}~~t 

. tl?-!!;t P..\~ ,~t:1re:r;t!-~P~s, If,((. ,tl\~~I,J.!Jn, e;xesu~i;':~ _ se~st<?.J?..t9_!}1Yl ll.~d;LI).O~ ~~llp~a: _.In :~he 
~ecord ~f hearings, the Cong~e~~io.p~LR~c~;-P.~ .. o~.j~~H~r1 .d,f>C.Uif1en!,.~~.q .~() pu.?}tc 

t 1 D~P~<:t~Qll_~(} ~r: .... ,~r-:v·J-,i· I- ·/~··t]r, tt ~:;i\:3:.tt!~ r.:i;JJ'!~~ ::) fH~r:-.~·- ·,,.· .... ::~i -~' 
-:rr b,., ~h~C~ ;,C!ll~~d 1;qp,og rt?,:g-ive, }e~~i,II]opy,. W:~l~Jl1M,1~!1f!~!!,,tq; be ;_to_Ih sec,rfl_t: 9,r 
•.'P:Pr~t,. ~~~-~~ )}e 1.1:\!,s ,pr,er,~o.us!~,,I:JE;~l:\ .I/-\1~¥~E~~d.l)y;:t~t:·: ~e.e':_etary ,q:!'~ "i~r ,tp 
_gi;ve,~u~.l;\,t~sFifB?n;r, M wi!J ~·~sl;l,ef~~~}l,fr ~Sif~A~.~ql:e)s1ppt, autlJ.ofized to. ,41~
, ~~o~.El ~-~~ !~~<?FW~ !~~n_ ~e~i~e_dH 11:9~· W!J~. t\~fgtrp 1_t,¥~dtP.IlF9JlX:)!l ~e, ¥,}!~ b~r ,of ,co~
~re,s~-,tJ!,at: .~ ~ri~t~n.JilqUE;s.Ugr, t,h~ _tlP~W.<rt iBfo~P.:a.tion ~lJ.oul_d be)rll._I_lS!l}~tt~d 
.. to, th~ .~e.~r!ltl}p': <?f. W,a:r: 1 .· T~s~i_ll).OnY.J qf, •l,l. ftt{SI:'~.t~ n!lture,, >:vh~n .1!'1tJ:lori!l!eq by ,the 
Secretary of War, will be giye~)m~Yo!ll.Je~~t~y~ ,sessipn.,up.J!~!C)~e ,cond~tion,s 
.\!lte_d·.~n:a,:a2.?.Y!!: ,--·;-;.1.,,, ,·_ ..• ...:. •.•.. _h;,,,_,;.-_ · ;,..e-:i,> ~-.'r .~- _. 1 ... -, :· . • ~::. • 
, ~ :.0.·. ~~Fh. _reg!lr~ to.. I>o!~c~~~ and P~f~s: \V ~iC.J;l". t)l~ Pl]bJi.c -~l).!.e,re~t .!I~ • no! r~_qlr~ 
;~.?1 bt;l, kei!t. secret,.oop:f14enp!a,Z1 or. tie..str.~~t.ed, ,s~!'l,A!t.~%10 ... _ .·:!' _.,, - .. :,:_ ·-.:''· ... 1 

22. LegislaJi~If perta.-inin,g.: t()~ ~Wii.r;. J,>,~Jl~~W~~ t. Tlfl:_) :!'«tc.ol¥.m_enda t~pp~:j· t9 
the War Department for legi~l.ation will b_e _classified until released by the Sec

. ret~_ry·of:War; '''Prior t~"s~ch 'feiease, no !ififor~~tion i{i:i"t(;'ar;y le~islative rec
omm'endation whl·te re¥eideif to 1'ai:ly'1iidividual 1o~ a'ssoci~tion not under War 
'pepart:ID.'eht'c<introl except as m!Iy be reqillted· by iaw: ,,, l . . 

.. ' b.':Tite iiathre and' coiiteiil bt reriort~ ·olthe"·wit"~ Depart~ent on bills referred 
'to itW·coillm'rttees of tlie conii~ess will nol be <lisclbsed to' i.nc!ivid.u~l~ or agencies 
·otitsidetheWar·Del)ltrtill~rit! : ... : ~'·-! ::l•::!'<Jt<:H :;·;' ·•· ·• 1 ': .. 

to. ., I 
·:- _ ..... Hu.:,. -1·'- -'lC _,,;~GO 441'1 

'[ 'I! 
I 

-II-~ 
'J 

A~?:3.~Q=:.~. 
. : :23.:;;: 

"~.:;.r~n·:r,~r:t ~~· r;;J :-t.f e1 ""~ ,·.·~)? '("7.2 ~I) ~:,:•SEgr:QN_ .. q ·tJl ·. "." t· ·ffr.·!·.r' ·'/ ~ • J": (", ~ · .· ·'•'"":; ..... r:, 
·':DOcu~ilrNTs'J.i--: "! ., ,:~·:ri .. · :-·-·:u: ':·. ·! .. ., .-~ 

l} ~~, .;?~ ;jr• Ht~7 ~:·t:-r·: .. ; ~:'~~ J~-' .. ·.".1~.t:~~~--~\J0'' '.C:· ~:·, -.:; :o(·.~~ ·.: ~•.!'Pa~S:~aph 

~~'t~~~~~~-,0~ :~~~~~~~'rP. ~~~~lp~ll~~z;=-:-.:-'1-;-:i~r.~-u~:-:·:i:-l'<~:-~~-:-;rr;-:-;~-:.!.d---:7~~·~~:-:-:...;;:~--:,~:-·tl~:~ ~8_ 
'l'ransmisslon of certain messages by electrical means--.,-----_.,.,-;----:-,-,-,-.--,-------.- , , ,J-4 
Han!ll~ng and transmission of s!lc;et matt~r_ _______ .:_ ___ --,--;..,;-_.:-~--~J..:.::_-~~:-;;~".:~·:-::-_:-~'-' · .,,:25 
Haridllng·a:lffi transfnlsslori of,toi;),.selret:matter-·.: ___ _:_~~-c:..:-..:.)_~0 ___ (...~~.:.:. __ :...:.'-'-'- ·'· '26 
~a_l)_dling 1 a,n.d;.transJl\1Ss1ou ·of .confidential' m·atter!:-l..c;:~;:.:.,.-.--o.I...::._:;:::-.:._:.,.-c.'-,!'-'-'f,-'.0:" r;:·,t,21· 
Handllng and transmission of restricted matter--------------·-------------.~-~ . •. 21\ 
Routine correspondence, receipts, and returnB----.--..,,.---~-.,-~----..-.-.-.--7 ~---:o. __ ~::, 4 29 

~~~t:i~~f:~~~~~~i~:~i~~:~~f;l}~i'~~~~~~ii'~i~~2~-=~:r=~~i~i~~=i:E=~-~:::~=·=·==~·5, -'' ·, !~ 
R,e,~!_r~ti.?P. Lof;,clas~illed: documentB'--',;~.:-;.,..:J __ ,:..'--.:-"''-----'=o.:-.:_c::L~·..:--"-.:.~.:..:·.oi.' . 82 

·"';23~~ nrarltin.-gof-clli~sifie'd docuriieilta·.'-fi!"Mdnner~of''inaridiiiri?·h'x;.q;.: :;_;;:.;· 
: r;:·I·•l'J (;ll) ,CJassi'fie'd: books ·or' 'pa'fupiilefs;; 'tlie ii)iiges .of-''Wiiich~" a~'e permariently . 
-')·,f.l;;'l'J e:,s~•candl securely .. ·fai!teri'ect:!Ifogetiier/wm tie 'plainly an(f1coi\sptcuousi:Y" 

marked or stamped top secret; secret, confid.entl-al, .6r;r6itrwt~ii' on 
·:•i m·n ··:..~tr:thecover ·tltie'page'1u1dflrst''p·age· :1·~ __ , . .- :.,:·: .., .. 'i -rl.i;:.r·J\: ~=' , ' ... ,... ~ 

(2 > CH1ssifiect·~cbmri!untcatioiis·, iuid. :Othef'ma'teriai' ·n.ot vermanimtiy'Jarid 
;,~:Jt<Jnc.a•J secufely~fastene& togetli~r;-<eice:W i'is1'iriiucate\i;-in'"<s) / {4>; r~nd < 15) 
};C);:;1n 11' Si.O be1o"rir "will'·ve·1ffilii'lied"br''stamped WttiCth'e1appropHate classitlca
,;d fN:t::~s~o·w tiO'n !~t't:fie:-tap:-afid'ltiott<im-of each :·pfige~: ·The ril.arkfng at the top 
Olfj .ttl>? ~:uwm lw'so' plac~d-;thaf'lt 'wili iilof·be' hlddeh irom'•view when the 
e~ofovn9 'lo 'pages1ar~-:-~lipped 00oi- ~tapled 'fogeth~r: !.'r: -;,- ' 1,; ·w·~~-~ · 
ad1 :ts1(3 )J:CiassifiefP<irawlrigsf·()f tiilcifigi{ ltlli''1carcy;·a !•tegend :'Bf the proper 
lltv1 .~:!!•::: h!~·rcl8.ssific'afi'On'~in':s{ich t[lposition !'fifat 'lt *Ill oeqeproduced on all 
'l1i ,·mr;~·r·'copiest riiitd:e"· i::het~frorii.'.: ·whenever~'~pracfldibi~,:J 'ciasstfied photo-
llt>n f>9IL:c:l sgri{plii€~negatfves'wiii-'be iiuirktWih--:the 'same'rr:ianrte~:~ Continuous 

>'11 a:!t~!>Hmi 'cover 1aerialtf"recorihaissance \aiid finappibg':n:'egaflves!'In roll form 
will be marked with the appropriate1cl'assific~ationO:at:the beginning 

mw \:>i,~J·:;;and.'"enctt'iii(of each: ron~· These<'ll'rfdlanyotiie'r'·tie!£atlv'es !Which do 
not lend themselves to mar~irig wiiroo lianctled ~o'ii'a clAssified basis, 

b::>w.r{;:;~·.:> 'Yand.- -~m <be~ :kept: irY''c1intlllrler's;'·propE{rJY- secuf:ed(~Iiich ~ih bear 
the classification mark to which the contents are entitled. Photo

oeliN~ t:ttj graphsland ·reptodii~tioris'fuade· froH;t'negatfVes w'hich_di> ~~t· carry 
~:crhi'...d •:<.r.>:..lr.i~ Jegei:id•·will"'be mal:ked~ b'n 'th-e'·fronf'i·a'iid.' ion;· th~' back with the 
tHJ.:JLOF'" ·,-, ~ approp'i·iate classffic'ation! : Bliissifiel(} 2mofloriC'p"t'ciiire'!'films will be 

kept In cohtitlriers: 'properly 8(ic~red, ;,wh'Ich''ivflFb'ea'r: th_e classlfica
fu:l1.fl;!nb3:J '-:iioJlf.'inark' to :·wti!Ci{ the· 1c'dnfent;:·are 'eri'Hiied~; i.tillf"ih ; idditlon, 
-~"'"' sz'- -~-wui'state:fi{ tli'e' tide th~ 'ciassifi~i.ttioh t:'hei:e~f. · ',:·;;;','.) 
Hma '(4)"~c6iiti·acts for-:tlie'inahufacture' of1 ~iassifi~ fuatkilel:i~lll be plainly 
.sv1 n ,,::trr'an<i'conspiciibusly niarke<i;Hot typed, w'ttli''tli(h,l'ril~f· classtficatton 

0~ the first:page;'' tc1~iJti;~li t~~~!-··:.7' ·~Icd~~:;f'~ 1 l ·: {:~ :)ff~t}~.). . _., ..., ,. 

EJ!'l1I"r<5Fbla~sified 1iiaiJiFaiid :i;\!loioinaps' :wnh)e' ·a:t;i;lroi>HatJfy ~'markect"'tind'er. 
th 1 

:·, .·l'~.{···:"".'--'_f·~~t1~i-:...~·~.t.-:':':', 
e sea e. : -. . ... ,. . · 

t:··r;:_ r :1/z'd.iii'Oidi triafiefrii/6( di_as-~ifl~~~ ~oqjj;;~i~ tiftu~.4 :i~)i'~t~~~a'oivtiwns.-
66~urti~'Atst~h·ihllii~g 'cl~·s~ified m11Itarf''In:i'drmatioii frirnished.:Persons other 
t'b1~r?tli8s~ 1i;'ft'h~ iifiu&&r ~~4 ~a.i.~f~e~:Yt~~~ ~~~4 .tii~fr }\#h~~ .~ri.!ployees will, 
in addition to being marked" top· secret, .seo/et, ._confldentwl, .or reltrlc.ted, bear 

~~e,~~!lo~n~g<!t~ti-?8: 'i.J~;; 1 r:-::n ::.· .• '· '· '0.: ;;~ ' •:;t.;;~-) ·~ ·•i. . ' 
· This doctimimf contain~.JDJ;?.~.rp~~~?.~f.lf,fi'ZCti9.g·)t.h~"'P:a~l9nal defense of the 
United States within the meaning of the Espionage Act, 50 U. S. 0., 81 and 82, 

11· 
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ns amended. Its transmission or ilie•,feveli{tlon of Its contents tn any manner 
to an unauthorized {>erson Is pro,~~bHed~ ~~):gv. -
,:.·o;.tBpeCial marking of aeoret documenta.-All secret documents w111 show the 
authority for the classlficatlon,·th~·(n!t~~!S' ~!Jhe·clnSSlf~iJ;ig\o~~r;•i.nd:t~ei ~~~ 
, .. ·• --·- .~-- -~- ..•.•... --~---~ ... ·.l,[,,!:I .... IJ1J~~.,.;L') 't'.li IS) .. ,. ... ,,._·"'' •- -• . • · 
affixed. See paragraph 9ii. . ·:·<-J•· .. j~· , . ~,., • .;lJ::; ... ! ; . ,. ~ ,::D ,,1·.! 
:; .. 24. Traiisimssion·. of. certain .messag~s ::bY; 'electrical means. -,a. The ~highest 
~ade ~ryptographic systems available-will lie' used ·forithe transmission' of' secret 
ffl~ssages. - ·_ ----- . . --------- -~ f~~~/:·~~- !~. 7i:.~--~J-, ~:~.-~·~_':.:_~.:11'_'~;-~-,:r~::>-;~.:}_'_.:-i~:~·:;::~~.:~,~; 
···b. Secret· messages· Will- not oo transmitted by~ electrical means .In, the.clea,r, 
t~··, ... •-• - •• ··--• >• • •·~••" •• --~ • • ;'~ • - w.-•- "•o' • 'I·~.: •' •••••• ·~ • ' 

~;cep( ~yE)r ~pprp_y(l<LcJ.r~uJts Jind.providlng_ the rule ,In. o· belowAs not ·:vi~lated. ·; 
::•:o. :Messages. which have .been transmitted- qr. are t<Fbe> fraJ:ismitted ·in 'a high 
grade cryptogr~P.J,l!ct sys!e!Dr ot ·p~~ .J}a.t!O.!l• JY!ll ·I_J.ot .. be _ r~lf!.:Yeq·: or .. t;rans
mitted .by .another·nat!on· between point-of origin1 and• destination by :electrical 
n;;;~~~· iii,clea~ :i~n~age ~r u~ai)proved·~:~cr;u;.}bler!' .,systep;, .o~. iow,grade ·crypto
~~~~~!~~~~;j~lll~~~ ·-,~,_·~~ ·.:~~~;~)~1 ~.~~1~ r·~·:.. ~- . Z; -,;·:: ~~~~.r:. •:.· :·,_·~ · :~ ·>-- · J-~;~~- -~· -~ -ru' ·: :· ~ ·A j 

25. Handling and transmisslf>~!l;J~! js.e.~r!l.Lm,att~~·~· ,-SE).cret n;tatter will be 
Bl3~dl;~(htP/-H.rtP~!lsp_!.tt'!<l1 1.9d!:f!Cf>Jd_an~e. ,~mH~J:l.~if.tzl~Q~igg ~IP~.:··; (:;; 
, u, 0~ ,q ~ \ !{~l!l!:ral{o;:L f!!Js }!,afl:_~ri}~s,sf.?!J-·,:. ,_§~cr,e,t .tf9.<:!1f_IP.el1 t~;.,~ll~ll. transmitted 
-~;;f~J _ ;!·; s;;.JYH},l1~ 1!P.Sl_2se_~.ri,I_J. qp~1RJ~J§~~e~ .. ~nv;~~o~s;::tl)e Jm~E!l' one marked 
q:.l -::ill ·:iJl ~.:ll,~r~h ·.:':I;)'Pe~r\t~erh~il!t!!rLiU.t!~e:,gs>_c\lrp.e!]!_,wUI,~b~;Protect~ by 
.~:i.1 :·"I1,1 .,,,a,c~:v:~!-": sp.~~!.;.c;>rs..bYt·f.C?Iq_,lRg }Jl'Ya~\'f.r~t:o% 4Jres! \!PI1~act with the 

inner cover. Th~llRg~f:·!:!_<Y~£!"q1Y.ilLI:!,ei!l.:~~~-!e~.wr;.f!P~~ or envelope 
"';;·,. ·:; urL '-'~d<;\~f!.s~~!l Jn.;.t.If.~. 1u~na~ ").~~)}.\!~ pl!i1!l.JY.;Wftr§OO.-:~~oreLso,:~at the 
~:.,; • £-'J 1 •.; 'J,1 ;-}l-?_t~!i~~ ITm 9fJ ~~e~p LWR~IJ;;J~~ ,<J.Uj:~r. rfo,y,~r, ·~!'· rJ:!ll)9,ved and will 
·C , •• :q l: JUtuS?~.ta~~~~~d'~~.ipt;-:f~r!lUIThi~p,,l':!J!~J.~9e!:!Ufl, tp\'!,)iddressor, the 
., ··.•:«. , ·~; ~dqm~s.ee!..l!P~<.tE!l 1~osl!;r!~.P.!· .JI]le.<~'l.t!l!i.-.CO':er.twW·:~e sealed and 
: ••.•• ,1 1,.,, _ a~dr~se,~.1in.;t:p.~1~n:~u~l\tY !:,~.a!l~~~h~lt]l;-pq1;n9.t~tiQihto 1ndicat~ Its 
... -l· ., .,.·secret.classification:y i'I''•'I''fl.: -'~lt ·.i~i'f --;:·l·-''' od !fi"'? ;,:; ·ti~l~*-J ;~a_~~~(ss1~~:':·,~~:. c.~§fP~Y,, p_f s.~.Kret,:,<!<?iJ!!Pept:s an~J ~aMriel will 
d .!;J !.J,;IL:.l,>e.~y~r~<! .bha_;r.~c~Jn~ ~.Y.I!!(3.%J ·' ~ ',,.-: : ::: .! 

· ·:·~,; i!.~/ Re~ist~f~:!re.5!re!£~S!,IJ1le~~·or1.IRP:t:(lr!el ~v.i~! b:_peryodl~.lly accounted 
Rc.jn.;.:-s-' ,,,.-_·,~<?!~ . .... ·~'"'- ?::l~'-:..G'J"f-JL~ ;t;,t!·:l u; : 1 : •• .-::-! ilo . 1• ~...-···J :~ ··~u 
V:J""F ., ~f,4.? J.! .~; tl:!e "~·~f!P:S,i,bHJ,ty" <?t;~hee;~N¥.1~~§!\ln~;.;Qt}l~,r_ .• % the civllian 
A 1 j,: ,-1 l': ,~ol?-Jpg,!l,P.!WAtiq\},equiY.!\le_~;~,~ t_o 1tP.,at_\)f:.ftC~!lllllil!~i?.I!edpfficer having 

f':1 li.i·,; , .;,;~C~,S.~?~:t1ot,~J:,<(F,~,t .4J.CJip,~nJs !-P,.e~s~re.,th.~t.f!P.. s~curi~y precautions 
.;o;,hl~ ~ :ir" ~: 1!-r~,_~:ck~I} ,toLzyar,d.~~~~:}~<!C~;J?~1-lts a~ n!!J!Il!.% . t ~ :.! 
~·r •nJ?) i~ecraJ do~n!Y~&t~:t}YiP.dJ~ntr..a~~D;~i~t~!i.I·!?nly, l):v,.,qffic!4l!Y designated 

' . ' •· ,,~ .. courJer. ;,1','"l!~rr ;Rfi.!9.l§!Hf "c:Ie.sigzJ,aJe~1 IO'?W~~r~,se_ry1~!!. 11s not avail-
·~L:Iil(,• .. , ;,!l,~leJ!;:s~,?,-~ t~HE!t:R-!19-~J m!l;¥~~r.~:rtJ.:~nsrp..~tt,eJ~ bl:p·~gister~ mail 
u:·;:l.>::;~:·~ r::·}!':!!,i~~ .. C?,r~,mjt;l}_ 1s~J.!I~!!, ~.n.~r1Qf tC!. x:.~~st!lr~<,I,,~an .. ~rvice, 1t the 

service' is completely within national C?~E.ol:·r;a .,.,:l ;•:) 
r ····~~,0§uJ.!j,~L~ .• ~D.~.JofS~?.~~g,,~t'l:a~,a~~~.dl~.fJ~t- <!,<?;t;PilJ~.Jtjs !1'!:11! ~. tr~p~mitted 

tiY any of the following meims: _. ·L, ·' •. : r 

.(1.) Bet1feen oftloea. of. BMfiiJ. hea'1<quar,tf3":8. qr, st,a,t~~~s.:-;-At,, headq)l~rt~rs 
··-.• ''1~"'''1 ;.~ 1c6illill'a'riiikii 'bY. an aui:ho\.\iff·<iuaufie<:f:to ~a:ke 'th~ 'seci:e't' ciassuicai 
!J!;'" ':L'' ... '-'"'iiof{'tiM'ch'iniliaiid.H~~·"pffic~f"~iii 1pr'diid.~'·r6r :t:ii~,~~li'f'uY. '~li~~;
tll~ .. 'i .. _t~~v:.:I~·.'OIDde'b-flH~ni{S'sihri:~~6-f.1~&~t·<lob\ilfieD.tiJl ~~:tJ.'~J;JI~~ ~-~~; 1_} _,.··r;.~~:·:~~ • 1~.;;-li~ 

·-:"J' r,..,_ ... ,, 4 ·-,~-- ··'J ¥\-..• ... ·-·.-;c-.~ 1 t. ··yp~ ....... ,~..,rtt··· ~cJ t)-.~,.-.fL!J! <qhf:,_l 1.'· l:O'..;.·,~..J-t ::1. 
• .. J·l (2)''W,thtn o<mtinen'ta~·united"St'ates. • ·. :·;:;:~,_ ,,, . ·(·,,.:,it .. ·. ~•'' 

(a) otllcially designated couriers (offlcer messenger or officer 
c.,;} ''o . ";,·.·. :·l j• COUfler!':fncltidlng1warrilb't11ofii~ers)': '•;)!:,;:~ :L oi•ID;..<>)J ,-.;.:-•: 

;~ii "~r .. ~ ~.: ,J.~ .t: .l,7. CiJ .1~ .• :'~. cr~ ~L"J·:~.~J,:.-:>3- -:lr:11o t_JJ~?_.~·;:.t1 ··:- .. :~ ::>!ti?J , ·Y· ;.-1'3 ~:.H~:~Y 
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;:<•! J:.t • .li'.:;J:(ll.)u.R~g1.stered. wan.}(lncluding -regtstgred air.· mail) .. . :: J: J -· •,. 

u.'.,, w J,,do):;?ro_te_gteq con;u:percial express; .!li~ or· rail, under.·bllling.whicb 
1,: :< 1,, .r~· 1 •• ,, ;, .::.iaSSJJres. the :hjgh(3st degree.of .protective·handling._ See also 
~Jd1 ·td IJ:;j1J~.: 1 t .-,.;·"'\p_aragrapl;l._.68.-.·~ '-• . .-~:··..: · .. ·. ;c~L·: ·-:·:: . • ~..· .. .. ~ .;..:i.;~·S~.i·J:~~--·= 

· (d) Military aircraft. (The documents will be entruste.d• to: .a 
• ';J:i ·w1 ·"' ,~. :> .; •:-r(\sponsible .officer, or c.t:eW;rmemberr.on• such ajrcraft·with :ln-
. i r, h., r: 1 .1 <:: .:. ; .. stru~tiqns :.r~ga.rding, their ;securi ty• :and deliyery:). · · · 

(3) Otdside continental United Btates.-Includes<l:rm)smission:.of. s~ret 
.lit'::r- _:,- ... h.:,do,eu!~ep.ts, ex.<;~pt , secr~t, .cryptogr;lphic material, .from ·.·points 
:,.,r .. :.: ,., -, ~yi~hin the 1contiQ,el1t!3;1 United,-S_tates·.to points. outside. the.:United 

· States, and vice versa, and between points outsi.de the _cop.tlnental 
':::m: ,.,,, r; 11 •. O!llt~d.:State!J. t;·t. :, .. _. :: . '·' ). . .. . .. . .. · 

' 
(a) Officially designated couriers (officer cow:ier, .. lpc_hl.ding war; 

••';: . ..,~~~ x'f::;;:::t~~~::d :_.nJ:ant:ofOcet:s,)_. ~ <~.~:-~~ !f 1 ~.~·;; <. 1 .' 'c , • J'• ... ~~J,, • . ~. 
,:. l~· ,;·! ~iri ;,., (l~)i :U:nit~d :~tates Post Office, registered·.m~U:: thr~ugh the Army 

Postal Service, provided the documents do not pass. thr.<ri.Jgh 
-:.: 'rt..:'h~:·, :,, :> . ·V!> a:·f~re.ig~:PO!ltal system., S~cret.d?c~ments ·may,_ howey~r, 
•.:~iJ"::;L[ · ~; ,.:,:,:; ,y ~!'! JrJll1SIJ,litte~ to, aJ!d Jr,qm ,pnited States jl}sta~latfons _m 

Canada by United States and Canadian register(!d ·-ll!ail, · 

)q<) 1 ·_.·,:~.::·n . 1;--:.>:.;:W.iJbJ:~turl1tX:ec!:)ipt, .. :' '·· ·':~r;. . .. _ .. , ~.;.: ~· ~. ·:~·. .'\ .2 
(c). Stat~ ;l?~P!ll'tl!J~n.t diplomat!!!. pou~l;l.: d This. m~~ns. wW :..b~ 

•: .. 'J •• , cu:;;.;~'; 1 ;u,1t:-;J U!Jed ~;c!t:~l:V~ly fop ;theJr!!~Jm;til:l~iQ;q_ of· s~_cret dp,euments 
'(·';r ., , 1 , ,.,;.,'' :J"o .~1-'Pif~h.or ~it}!ln.a.I;J.!JUtt:~l.coynj_ry,-L,_. ... . . 

•· .,,(d) .• United" States or. Allied militnry,.airCJ:'~:Iiti .'(The documents 
y,, .~ . _1 _ • ,_,., · ~,~1 ' ~#i .. b.g"ent;us,t:ed 't~ a. resiJ<!nsi~le. officer or, ·C!reW)nember 

on such aircraft with !n.str.~.~t!ons · regat:dlng .. their security 
-t•;ur~ ~mr:<J ~:U :1r .., .;an~ J.l~Hv!!.I;Y:lc;, 1S_eE!.:!!:b~lo_~;.l'- L·'· :;·. '-· ... ·,s ·~! 

(e) Commanding, 91)'l~rs,,oflf!l}t~d~ Sta_tes Artr!Y·.transports. 
-:l.o ";c;•;f;r, ;;,,~ (f.) ~e11a~le cit}zei!S·,O~rthe ,D.!l\tesL~ta;tes .(tl!at. is; officers or 
· · . ' , .. -officials· of .other • Government . departments.· or masters of ·'ltl· .I~~;.~ :.{.!).·;'J'(J.. ::· . ....- -·· -~~ .. ·-. ·-~--····-· ...__. ,_., . .. .J •••• ., • -" 

.<.:~Jd: f~.s~~l~ ()!,Pnite<LSJI!t~s.registt:y). , ,_,1 ,:.: ;t; .::. . 

-• ,1!'7 : , .. .: r:;, 1 !:!1) ;~~q1; 1 !!P~c.VJ.~: !)l~ap.s . o~ .. g~n!;lmissio~, of:· s~t:eLct;yptographic 
· : ,, .I •• ~ate:t;,!!!~! _referen,ce sh9uld b~ :~na(le, to lette~ lrl~tru~tl(!ns, on 

0~1 t;;.,. . •ci·.;:•.;e~u£, i;~!!~-.su.~jJ<:U!tsueq;by the ';V~rJ.)epart1De~.~:,:-, , ·; 
c . .Action.upon .. receipt, of secret ma,tt.er:.. . , •:.L · " :} . f: · , 
.. ,;., ~t> :;J?~i~ij;~~- pP~IJl~g ~~ j'e,!lled ,:P~~~g~;or: enyelop_e 1 £_ontaining secret 

· .. · · · documents, the seals and wrapper!!, w,\.ll:b~. carefully inspected to 
, determine whether there has.been any. tampering ... ,If any evidence 

·:::·:··. ti, .. ·· " oi .t~;nliering.~ is' noted., lli~ ;f'ac~~ wYi.1 be. re"port~. immediately to 
... ~ ': ' : ·' 

1 l,h,·~~"i~~~.\ng.~~'1t~~ri~r,.: :w~o· ;~il(.Ipiti~u;: iV:. 7.investigation without 
:'Y:·~· ·;J.!]~ _;,_~ ~ 

delay. . : ,,: ·_ '- '·- , : 
[r,ltt.•·J',~) ~·-T~~ ,~~p.e.t; ~?':e~ ll;l,ax_:ke~:. &eo/,'!3,t :~!~. ~e :.PP!!ned.~o~}Y b:r_:.!PS !l.dd~essee 
•1 ;~:., :· i:.: '<jr,h,i_!j. _flu}~ .d.~~~~$~~ F{.Bf~~~.?.~!l~iv;l:t·· The,,.r.e!.!~~~t_~orm Wl.ll be 
·; .r .. ,, 1; . :jj:;;·Jd~te_g,,.~~ne,g; 1!-3~ pnm~~~l,l.WYr .~.!:.hJ.EP..~~ ~o,.~~e .s~~!'!e_r. The mner 
•• t.~ .~: ; T ',i .-~~oy,er w,np~e ge~trOY.~. j~Y, b~~I!.~I!~)~- t.h,e;J§11~~ec.~ ,p:mtter of the 
':";" .. :< .. ~,"~",l~.c~4sRf1li.~~.be~}?,,c~>_IJ,tll~ tl:!ere~t!h· •t . . , :) ,:,J ;:•,r 
:.)L.:,s~$fitv~of Bfpt:f.t p~~ents."'·If !1 JII.i~iJ!l.r,Y ~al_r<:rM~.;C!lrpr~ng secret docu· 
ll}~~ts''i!(for~ed, domi 'In,,enemy territory, ~~-\locuwents wm be destroyed by 
6hr'ii{dg. · '' 1f'h~t1~/i'ibJ~ct "f,O"turni{J~,_,f,~~~:Y., ~~~~ ,§~ ?J~st~o~~~ by such other means 
as are necessary to render them beyond recognition. Similar action will be 
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taken if forced down, In 'neutral territory, :lf1caphfre appears::tnimfnent. If the 
lilrcraft is forced down at sea; the docmmints will'be sunk by' thlhnost practical 
method.' For"' detailed !instructions ·ori destruction of"-Ci!issified documents In 
emergencies, reference should be made to letter. on this "subject issued by the 
War Department. i '" ,. · · ,1 r:· · · 
·: 26~- ·Handling and transmission of top·· secret · matter . .:...:...Top secret matter 
will be han'dled ·in :lwcordance:.withlthet rules'given in-paragraph 25a with addi-
tiol}al safegu'ards ·as follows:·.'.' .. ' . . '. ' ' . 
· a: Under 'no circumstances :will ·sucli"mattet' be transmitted by registered mail. 
r. 6: ·Undet' no'circumstances will,messages so graded be transmitted by electrical 
ineans in'the Clear.• ';::· ·-:~ .::.· .: ··,.,. .·.:_·, ·. 1 .. 

c. It is mandatory that transmission and custody of 'such ·matter be covered 
by ·a reCeipt 'system. : '· : ··:·;.~• ... · · , ... 

d.· Top secret documents will be handled only< by, persons specifically desig- · 
riated a:ri.d may ·riot 'be disclosed to• a:ily' person. solely: by 'vfrtuei of his rank or 
office.·: i ··.··j .r -,- ·~ . .1, ,,.,_ - -~ ··' !:: -~, -~ .~ .. 1 .• , ,r· 

1 e:'The policies and ·special procedures goverriin~·'tne<h'andling and transmis
sion-of top' secret i:ri.a:ttee:are covered- by special; letter instructions to parties 

, . concerned. -~· ·' ,; · ; ', .. ~'' ·.:'.::•: I ; 

27. Handling and transmission of';confidential':matter.-a. Confidential -
matter· will !be handled ii{'ilcc6rdatice with the 'followi'ng'r\il~s : ' .. : 

ll. "'(1)• eonfide'ntiat· ddcuriieilts . will' be prepared for· transmission in the 
.same ma'nner ·as 'secret documents, e:li:cepf thh't ·the inner cover will 

. •;<>•·. '-' ·,-:;, , contain a. receipt form 'only ·when 'the--:s&ridei' ldeeins it necessary. 
. ·~t2)t Confiuentia'l dociiineilts, except 1 ·registered, Will be transmitted by 
.. ._' ''·; ; approved offidahneans: :' ' . ' 

(3) Registered confidential' documentsiwm··be ·handled in the same man-
•· • ·rier-:as·registered secret ·documents."'·· .· · · · '."'.1 

( 4)' It is the responsibility of the 'coiriinan,dlrig: officer of equivalent of
' -ficial having custody'of confidential 'docuine'nts to insure that ap

propriate secuflty:precautions ar'e''taken 'at ali times. 
·b: Subject to' :the' foregoi'ng· standards, corifideri'tia] documeilts will be trans

mitted by 'any ofthe 'following m'eans, 'whichever is most suitable: 
(1) Within ·continental.' united" Btates;:.....:C~nfi'dential documents will be 

transmitted in the same manner as' secref docifm(mts;'exc~pt~ c 

"' . . (a) .Any authorized niessengei; may :fffil 'used insteiict''bf ·ali officer 
-. 1\ messenger.· '.,. • ... : ··' . ".' .. ! .,,_,_ 

·: • .. (b) -'COnfidential documentS, :except registered/may be trans
.. · : ··· · · mitted by· ordinii'ri' 'man· ~hen hi· the 'opinion of the for
·.;-;_.:; 'warding officer ''no')·serious 'consequeiices' wiil be entailed 

by their loss. · ·. ''''·'1 · 

<2> 'dUts~M 'coniinentaru~iteil ~stcitea.~Tlie.·traiisinissiii~ 'Oficdn.fidenttal 
,,. ... dOCuments 'except conftderitiai ~cypt'o~raplii~: ma~e~ial from points 

' " : • .o: • . 'within 'the1 contin'ei!thl Un#ed Sfaies to. p~ints' 'o~'tside United 
:.d .. : ' -~· States;·a'rid'vice·v~rsa;··ari~ betwEkn poin'tsoutside the United States, 

will be done in the sa~~ ina':in~J.er'·as, prescriiJ.ed for" secret documents. 
' · ,_, ;; - ~·· <at ·state i?epartmen't diplqmati¢ p(Jucii: wm:ti'e used· eidrisively 

'~. ,, :·~· . j ' ; :.: ; ,; for' the tra:n8tiJissio'n1'of coiifidentiai. ddciiments thi'cn:igh.~r 

;, ;;~·-'·~;:;:~:~·-;.~ ::;_'':', ~ith~~{!l~~u;ar~o~t~ii _ _';.~.?: ;;: 1,:;·':_:~"."_·· • :
1
. , ;:.~~;.-·. 
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,;:,·;! <!'~),' ·,:·:.:~L:>(o)2·For''speCifie· nielins of· .frailsmlssion:~of"confideritiaf crypto
• ~w f '- '" ;,"; .. ·.·;_: -~ ,'\ grapliib· iriatet'ial; reference 'should: be inaae•··to · letter· -iil
i'~" · '-'~'· t ·,_: !i, Y'< struetioni:l' oil this· sribjed issued; b'y the War'Depiu'tnient.. 
lf' 1f,l;,r.11 il·': ''(cf·1tction'it,p(j1i,.reeefpt'O(conjideiit'iitl matter.· ·' ·'•; ... ''_' 
:r•:t ,_·.:r:::n: :·' : ; .. 'l'·TM'Isflindards prescribed 'in· pilr.agraph 25c(f) will be; 
·~·,'! \·. ~r~;;~H~-~ r-: ·_·. :_~··'adhered ito·~ ·.~-.-.:, '!"·:. -r· ·· ~ 3

• ~., ... :! .. :.-~; 

.... : .. ·1r. ,. .... :+ '' .· 2:'The'1m1er eo~er riiark~--conftdential ·wilFbe ·opeheu' 
·.; ;:_, ~' 1 ' · ·_,_ ·.: ·only. bythe addressee or· his duly des!gliahid repre-

. sentative.·· The re~eipt form when~ used will be·dated,' 
.· sighed,; and imm'ediately' returri~d to· the •; sender. 

The inner cover will be destroyed by burning if the 
" . <subject 'matter of. th'e' inclosure has been.'in contact 

,,, • .. ,.thei.:ewith.-· ·· 
(d) Beourity of contf,dential ·cioCU:menis:--'-The same precautions 

i.f: ·~:;c: 'Ji:: ~: : .. ;j::.: r:l lis 'prescribed~ iii 'paragraph. 25d will 'lie adhered to.: 
28. Handling and transmission'rof·res'tiict~d matter . ....ca.- Restricted matter· 

will be handled and transmitted in accordai:u'!e· with 1tli'e' 'following' rules: . 
~~:.;~II (-1)' -RestriCted:·McU:nienfs ·will· b~dransi:iiitted ·by such approved 'channels 
. _. !;;··; ;: ~;· as:wm provide a reasonable~degree·of 1security.' :.· '· i 

16 il!P(2)~ Registe-red' restricted ·doctiments 1\vilz' be' transmitted ·to and from 
. '"-' .)J ';; .. foreign' countries in tlie same- manner as registered 'secret docu-
'v-:~.:· •·2 :.·. \ me'nts~·.:.: ... f•r,t, .,, •'-· ~ -J-~·. :. . .. '. ;;:. 

·.ib;''Subje~tcto'the'foregoing standards, 'restdcted·docuriielifs'~ili be transmitted 
~by any of the following means, whichever is most suitable: • .; '~ t·,•: 

- 1 ; : ( 1'.) '-Within.'·coritinenta.z united: states. J ... • • •• "· • ·= ·~ · -· · '-
. . ':''1 <:,,._,! J·(a•)'·Aiithoriied'rriesseriger. · ·'·' '' ... ·. '., .... ''--
.. , ·-': .... ... ''(b)Lordinaryman~ ·_,.,_,,,.., ' .. ·,:·,·,:,, •:··· "' 

· (c) Express (rail or air). .-. b,.;:.t:> ·:·:.·' 
~ ;. : .... ·.... ,.., "<d>· :Fretght-. .~.1·:, c~~. _: ~':..: ~~ ... l·J.: __ ; .• .._:. :· ··:~'~>- ..., . ·L.~ 
· _, .:. (2)' Outside' continental United' Btiitea.~Indudes thin~niission of re- ' 1 

·,•' ,! , .... _- stricted documents, ·except restriCted .crYiitogr'aphic''material, from 
,; _rf-,( ·; ., • pofii.ts 'within 'the· 'c(>ntiiH~ntal-'tJnlted 'States. to polrits outside· the 

L•'!,. ,.,:~ .·r;.;·runited'Si:ates; and viceversa,'and·:bfitween points outside the.:coii-' 
-.: r· t ···~ :- i .- -tinental ~Unite'd' States::'· . . . . . .;t<' ' -·~'-;•- • .. :t. ! c'". ~' .. ··.\:. -, 

(a) Vessels or aircraft of United States registry,' .Allied registry, 
o\.·~sucl{vessels'·Ol: 'ilirCi'ai't; "altll.oU:gh not of'·Uiiiti)d' States 

<'.'l'··c; •1;:1 . ·.· !r · - r od~1liea~ registry, which are eoritroiled and operated:by thE!' 
United States' and· do 'not ~as's th,tou~~' a: ~oreigti >postal 

~,·c:.· · i '-L~ \~,I :-i.r.·system. ·~ ;. ·~.- · )". ' · : 1. ·• .'! 

': ; r • .• '·:: ::(b') "UriitEld'iStates PosFOffice registerecf'inaii 'thrdugli the-~i:li.y' 
~;; ·:·.- .'· · . :; .·' Postal Servic'e,-provided''tlie docunieil~ do riot pass tlfr.ough a 

foreigiir:Postal1"'sysfem:.·. Restricted' doc'i':lments' may; ii:owever,' 
be transmitted t6 and·;from'.Unitei(·st'ateii' insflihatiobs in 
Canad~ and in Al!isKa :through• tile Canliliian postal''system.~ 

~nt' ;~: • · >·(c) 'Stlite Departmenf dipl'omatic'.:Porlch':wilP•be '~kd exctusi~ely 
-.. ~.,_.. fi· ".'"'· .,,;· ,., ·for" th~ trarismiSSiOiJ. 'of''resfrictect 5 doli'uineri'ts· rtlifough 'Ol' 

·- ,. : .t.''~;j ·1 ... ~ : ··witiiln a neutral cOUntry: ".' •, . '0: !! ;. 1 ,;; . . .. •. ·, . ''; ,• ·; 

(d) For specific means of translliission-of res'trictE;d·cryp't6graphic 
'·material; reference· shoufd, be rriade t0'lettet 'instrUctions on 
this subject issued by the War·Department. 
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~~;a:, Sf\:f~Q-~ARl;>I~Q ¥;~~~~~X ~!~T:F,.O.~¥.~:r'!QN.:.. 

.. 29, -. .Ro.~ t~!le; cgr:r~sP,qn,d~nce, 1z:?Cf;Jipt~. aP.4-r!'ltu.r~s,;-::;R9,ut1n.~;~orrespondenee, 
r~eipt~. _ c;>r, r;et~r!ls, arur-r~por.ts; qf ~po~§es~,i_gp,:-~~!'1lnsfer\: 9~·. destruction need not 
~e classifi~e(}~if~r.efer.enc~·tpe~ein to,~l(lssi~'l.9 ,d9C,!llllegts,, c;>ther than registered 
documents, is mad~ by -filE:! _number!;.dqte,, an_(}-!mpjg!!t.~only, i w_t,tlp~o indication of 
the classification. -Extreme. care will be exercised ,in such cases to insure that 
the s~bjeetreferred. to do.es not ~o~tal~ '~~~.i>!'~atiQ~. ~hi~h Is classified. If the 
sp.bje~t coJ;J.tains,classiped. il!fO~Illa!iol!, q-sho.rtj~lt}~ will b_e used for the subject. 
Regis~ered dqcuments will.be.referreq,to.bY;J:"egi,ste~.l}umber, date, and short title 
~z:'ly,_wi,t~ noJljdieatif?n of the subject ~.att~J,:·,qr.,<:il!-ssification. 
,-,3p., ~tor\lge .of :!!11!-f>§ifilld .c!-o,q'!lment~J.-;1f·::B!qr!Lge. of classified documents not 

~egis!tp·r.~5J:, :1 ;f i t ... • ,: ; • .' ::) :; 3 · r i ;; ~,.r·; 1 ·.. :. 

.· f'•. (l),; SecrE;lt. and. confi,qenU~; c:!9c~enJ!!, 1qther, than registered documents, 
· will be stored in the most sectge.files; available in a room that is 

.. ,., .• 1 ...•.•.. , k;ept.locked. ~henn~,>t in •use,,~;-''"' . ·:. ··•l:.:'· 11• 1 
(~) ,R,e~trict.ed;dQ~):jmE:!~!s .• wn~. beJstor_E:!d:,l!!ld·_l!a,n.<!J!!d, ln such a manner as 

.·-t ··,f.· f· '· ,;tq,.,i.nsu.re.a.-:.~ea~.O!faj:IJ~1d.e~e.e:_~f;~.e~r,_lty!,.i':l". i~ ·.·1 ~·;:C::iJ .. r;•;:-:;_ /: ~ 
b. Bt(Jrf!gp, o,f .. r:euis_tfJ[ed:,dO.ctU!t!l-~~~- . .-· .~:. 1; ui: •r .,,·.::, ;; ... ,.:. :'n(u;j ;:;,, 

.. (1.) -Reglstered-documents.wmbe stored in the most•secure space available, 
• 

1 

• prefe~ably 'tlie", eqUlV;ien.t 1 Of·:~ th~ee-COmbf~~u;Ji ;~afe ... if ~ three-
f"<::'/ f,r ; .. c01pbi11ation. s~e. ist~~·t ~~~il~b.l~; ,th~p,,tie -~o~uiiJ,e~t,s. S}l().uld be 
::: ;·: 1 •. . .• kept. constantly. under .. armed· guard, .Field lock .. safes will be con

. ·- sid.~red .. th~ 'equl~;_ie~t· ;;!· t:hree-CoDi:bln~ti~t; ~afis to'r; the storage 
,. ,1 • •. . .• o~ r;~g~st~r:e,d,Aqs'!melJ-~S.for -~~!t~; servJng.l!ttll!lf!~lJlo~-~14~-!?!:P<?~ts 

and garrlso:ns .. -_>fq .. .... ,.1 ("-~ .-4~· ··<·,•~· ~- . t'...."':r;:~~; · • ···''.~··,· ---~~ ~) · ·, •·· 

( 2) Only commis;l~~ed. oiDcer,.l! •. .'~ar.~~nt o~c_ers, .~n!l. ;;Pe'ci~ny. trp~ted. ~ri
llsted men and civilian eJ:J?.ployee:9 willJ~e. p_eJ::I:llit~ed- to have access 
to the containers of registered 4!JCU.l!lE!_l)-t!l:,~r,_the, combination or 
keys thereto. . ~ _ ;.-, ·:·.1 r;,'-'") .,. _ J _., •. -~ ; , J 

(B) Safes containing registered documents wil! hab!tlmlly; be kept locked 
•n ':o !tG; -;~i\hlitJ!~ fl!J~;.~9f!!bil!a.tl~n .. whenever :tl!eY.;.are not Ul'!der the, direct 

rr:m't .. l. ·• -~-~up~r,yis!OIM!f-.. ~- p~r-~o.n: o~ciaJ.ly,_en~r.usted .. with the c:;ombination. 
tl c,. Or:ypt,qgr;aph!,c ~ocum.~~s-ITSO.: ~ar. ~!I pr~ct~cl.lb~e,, ~ip):)er, t~P~.es, alphabets, 
an~,k~y~ ~ql _nqJ ~~ -~ept;}~> the ,saiiJ,e, ~o11tain!)r ,~s: thE) ~.<?.!!~ boo¥~:~,;qo,cuments, and 
devices to which they apply. No secret docum~J?-.J:,;w~ll;JlE:J;t_ak~l} :~!JJ,ward of battal-
ion.-.command·post .. 1·:···-·'j .,..,,.,, ,,.. • ·•. ;· :;-., ·. -w, · ':·-··-r ; 
; \i:: lfai.zi/:j;~Pe.'0ti~~:.;-.4t '{)Ve;~-· !l~!l4qv~XJ;rs -~l},:in_s~cti_gn win be made each 
d_ay immedi~tely :l;l,efore :the .close; o~ buSl.JWSS !!>-:lnS¥.~eJt4~t ~~1 classified documents 
an·~ ~~yptogra,phJc :4evices have b!le!l.P,rop~rJ.Y, put;a,~aY.· . _ 

e. Security in field.-In tactical operations, actual. or sil;nulated, the command
iJ?-g.o~~e.r, q~-Jk~,-~nlj;;~ql!eer!l~d).i! ~e~P<>.Il~}l!J{) !ha_t ~U ~O<;!lY:H:~J!tfil are given the 
ll}ax~-w~m. secwi.t~ P9S~@l!J unq~r.!~~.c!r_cul'l?:stapce~ ... ;~o secret document w!ll be 
~l!§eJ;t_iR-.to-~r~Jls)iable .t(),i~rp.inent ~aptur~ ~Y!tl!-e~S?~!l1Y· ' 
A·:·l?e.c.u_titY-!.!!Mar;ij.,shf:p~ c:.'fh(:)JO~ :ae:,ship's ,st,J,"ogg_ ~~J;II. l_s available, classified 
4R~~epttlJ!I?:r tr~u;1~}! ,w,!ll J?~ stor!Jc:!.,therel:q.:. 1.• :-.: ;:• . , .• • _ ·; 

31.- Return.-of -secret andcconfidential, documents.-Upon change of station 
or- ~~P~r.~tip~- f~~~~:th~1 ~iitt~FY ~~~yic~.~~n ~~~~r _will.ret_~~n t~ fue source from 
whi~h· received, or otherwise prorx;r~Y,,!lCCQ.J:!J}.~.,for, •.!ill ~ecret and confidential 
doguip..~~-~~; ~!]i~J}J!V!Y,~h!>~~ .. n..:llSS'Q~qJ~:QJ~. ~ .. .1:.;f.~.r :.:.::· · -> ·;~·'·.~ 1 ~-
. ,32 .. ":best~uc~io.th Io}, ,<;lf1-RS~#ed_,;,d9c}HP.ents.:-;-:-a:~~1!!1Jiet and confidentiaZ 

docutnents. .. .·- ... :_· :!· ,~· ~ . ··r:l ·-~d 1 -:.;·..i: ~: J :'. ~;,; __ tt~!.~:~ 

'' 
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(1) "'hen Competent imtbority directs the destructfon·of·secret or conftr 
· ;; · dentiaJ documents, they will' be burned· by tlie custodian thereof in 

· · · the presence of a disintet~sted officet;. ·The certificate of destruction 
w!ll be signed by both the custodian·and thewltnessing officer before 
submission to the-officer directing the destruction. If the documents 
are .registered, the certificate, signed by the custodian ·and the wit-

.. nessing officer, win be sent to the officer directing the· destruction, 
· who will forward it to the office of record intlicated in· the registered 
document. If the headquarters ~as only one. commissioned officer, 

' . the report will so state. Exceptions ·hereto-may be: authorized only 
by the War Department. ' · , ·· 

(2) Prellminary drafts, carbon sheets, plates, stencils, stenographic notes, 
. and work ·sheets containing secret or confidential data will be de
stroyed by the person responsible for their production immediately 

· 1 after they have served their purpose or will be·given the same.classifi-
·. :ca:tlon and safeguarded in the same manner as the material produced 

·· · ·from tnem. · · , . 
b. Restricted documents.-Restricted documents w!ll be destroyed·in any .way 

which :wiil ·render them useless .. 

.· SECTION III . 

REGISTERED DOCUMENTS . 
··· · '·· Paragraph 

Authority to designate-'----·---------'-·------'-:_-------------------'---~~------- 33 
Additional marklng_:_ ________ :_,:.c__e, __ -:-"---------~---,--.---------------------- 34 
Revision or reproduction----------------------~------~----:--------~--------- 35. 
Notltlcatlon of change of classification.:. ______________ ---------.---------------- .;~ 
Inventory and report of pilssession.:..:. __________ :.. _____________________ "---.-----' 

Report of-transfer and destruction.::----------------------~-------.,~---------- 38 
Prescribed formS-'----'-:'---------------.----'---·----------------~------------- 39 

33:· Authority to designate.-Officers' authorized to originate and issue. 
secret, confidential, or restricted documents will designate as r~uistered such 
secret, confidential, .and restricted documents issued. by them as they deem neces
sary· in the interest of national defense. Only documents of exceptional unpor-
tance tvilZ be registered. · 

34. Additional marking.--a. In addition to the mar kin{ secret, confidential, 
'or restricted, the title page or inside fronf cover of a registered document' will 
. o.rdinarlly show the register' number, short title, office of record to which. returns 

will be made and instructions covering the returns for its accounting, and· for its 
uitirilate dis;osal. If this is not practicable, the required data will accompany 
the registered document· on a 'separate sheet. Th~ office of record is the ·office 
to ·which reports. of .possession and/or transfer rep?i'ts on registered documents 
are sent. · . · · · · . 

b. All references· to registered documents in semiannual or transfer ·reports, 
ordinary reports of destruction, or unclassified documents· or correspondence will 
be by registered number, date, and· short title~only and such reports or cor-_ 
respondence need not· be classified. In. using a short title, every symbol of the 

· short title will tie included. If any accountable. document consists of more 
.than.i:me volume, each-volume will bear a separate short title, Any co_rrespond~ 

· ence or paper which refers to. a registered document by a-title other than the short 
title must have the same Classification as the registered docume~t. . 

17 
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;~. A registered document is not to be. confused with a ~la!!iified docu~ent to 
which, for adminis~rative reasons, a numbe~--or ,s!J-qrt,t£tle is fiSSigned for book
keeping or reference.purpose only, and for which-no. accounting, is. required: . In 
the .absence of )he additional markings required in -a ·above, the ,document will 
not be reported upon. 

35. Revision or reproduction.-a. A new or revised edition pf an old regis
tered. document may be- assigned. a new short title but, where this. is undesirable, _ 
the old short title followed by a symbol_which will difl'erenttate the new edition 
from-'the old 'edition is perm.issible. _ 

b. Reproduction of a registered document is' forpidden except by authority of 
the office of origin. -- - -

36.: Notification' of change of classification.-When the. classification of a 
!"egis_!ered document l,s changed, the office of record will notify all offices to which 
it has been issued. _ · 

-37: :Inventory and· report of possession.~ Custodians_ wm keep a complete 
inventory .of all· registered. documents except those listed ·in o below and will· 
make, or have made, on 30 June_ and 31 December of each year, an accu~ate 
return. therefor ·.to .the proper office- of-record..- ' -

b. In making a semiannual report o( possession the following details will- be 
observed: 

(1) Each item will be physically inspected and its register number checked 
against the inventory. _ _ 

-(2) At headquarters having _two or more commissioned officers the cus
todian and one disinterested officer will make tJ!e invent~ry and 
both _will- sign the report. If the headquarters has only one com
missioned ·officer, the report will so state. 

o. -Nq semiannual report of possession will b~ mad~ of-,- ' · 
(1) Training editions of code books, cipher alphabets, or' key!!, or ()f non

registered- cipher devices accounted for as ordinary property. ; · 
(2) Registered documents which have.been placed in custody or storage 

. for historical puri>oses. - - · -
d._ Whenever a ·registered'document is fol,llld which is not charge~ _to the fin'der, 

a reasonable effort will be ma<],e to deteqnine the office to which it pertains. If 
this is not found, the document will be forwarded· through p1ilitacy_ channels to 
the issuing authority for disposition .. · 
-:3_8. Report of 'transfer. and qestru~tion.-:-;-a,_ When a registered:· docu;nent is 

transferred- ·from one person to another, .or if the custodian. remains tpe same 
but the organization's designation changes, a certificate of transfer in triplicate 
will be made. The certificate, containing an acknowledgment of rl:)ceipt by the 
receiving officer, will be dated and signed by the transferring officer. ' · 

b. Immediately' up~:m completion of thE;! transfer, the original of tpe transfer 
certificate will be forwarded direct to the office of origin. A copy of the cer- _ 
tificate of transfer will be- retained by each of the officers concerned. 

o. Whenever a registered document' is removed from its proper place '·of cuS.. 
- tody and issued to another person, t'he _custodia~ will require a writ!en receipt: 

d. Registered- documents will not be accounted for as prescribed for ordinary 
- property in AR 35-6520. The forms described in paragraph. 39 will be. used in 
·ueu of shipping_ tickets, .memorandum receipts, stock record cards, etc. 

e. The issuing authority normally designates when r:egistered- documents will 
be destroyed and- upon such notification registered _docum~nts . will be destroyed 
as indicated in-paragraph 32 and report of destruction forwarded. 

18 
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39. ·Prescriged, forms.-a.- War Department Form No. 82 (Record C~rd
.Registered Documents or Devices) ·wm be used for recording all'temporary trans
actions involving an individual registered document. -

b. War Department Form No. 33 (Record Card-;--Registered. Documents or 
DeviceB--'---Station) ·will be used by each officer making a consolidated record of 
all transactions· concerning registered documents. It serves as- a check to pre; 
veRt the undiscovered loss of the Individual card;- War Department. Form No. 32. 

c. War Departmel'lt F'orm No. 34 (Transfer Report of Registered Documents 
(or Devices) ) ·will b_e used in transferring registered_documents. 

d. War Department F'orm No. 34a (Semiannual Report of Registered Docu
'ments (or Devices)) will· be used ln •reporting a semiannual inventory of. 
registered documents. ' 

e. Other forms authorized by separate branches for. special .purposes such as 
Report of Destruction will be employed where applicable. 

SECTION IV· 

CRYPTOGRAPillC SECURITY 
Paragraph 

Authorization of cryptographic system" _____ _: _________________ ~--------------- - 40 
-Restrictions on use ot ·authorized codes---------------------~-----=----~-------- - ' 41 
·Personnel- authorized to ,perform cryptographic duties---------=---------:__________ 42 
Crypt.ographlc security officer-:------'-;-.-:-:--:-----;--:-----------'------------------- 43 
Precautions necessary_ to insure _cryptographic securitY----------~-------------- 44 
Respons1b1llti tor classification of messages_:__ ______ :__ ________________ ~_.::_.:_____ 45 
Drafting -inessages ________ :___ __ :_ ___ ~_:___ __________________ _: _____ :___:___,.: ___ __. ____ :___ __ :__ 46 

Selection of ,cryptographic system--------------------'------------'--------·---- _ 47 
Paraphrasing messages-------------------------------------'---_:----'-------- 48 
Method o-r' handilng outgoing secret-messages--~------------------------------- 4§ 
·Method of handling incoming secret messages---------------------------------- 50 
:Method ot .handling outgoing--and incoming confidential messages_!_'" ______ :_ ______ _: 51 
Method ·of handlM:tg restricted messages----------~---------------------------- . 52 
~ransmission of literal plain text and paraphrased versions ot classified messages__ 53 
,Dispo_sitlon' or d~s.truct~on of 'registered crypt'?grapJ,llc materiaL ______ :__~--;------ .54 

40. Authorization of cryptographic systems.-All codes, ciphers, and Cipher 
dev:ices intended for use in_ the military service will be authori~ed only by the 
War Department. For forces in the :il.eld in time of war"this authority may be 
.delegated to theater commanders and to oversea depa:rfment commanders for 
special rise within their theaters .or departments. -

41; Restrictions on· use.of authorized codes.-:-----{l. The use of ariy authorized 
• code, cipher system, or cipher device for cryptographlng personal messages is 

.forbidden .. - · 
. b. Messages -for other departments of the Government and for commerciaL 

firms' engaged in producing war material under Government contract may~ when 
necessary, be cryptographed in War Department systems provided' the_ text as 
supplied by the other Govern:r;nent department or firm is paraphrased, without 
being-referr_edto_the originator, prior to transmiss!on and also prior to delivery 
to an agency outside the Military Establishment.-
_ 42. Perso:O:nel authorized to perform cryptographic duties.-a. · Gem;raZ.

... No authorized cryptographic system will be employed by any person who is not 
thoroughly.familiar with the provisions of these regulations and all l~structlons 
.pertail!ing to the cryptographic system to ·be_ employed.- . _ 

b. Secret messages~-Tlie cryptographlng and. d~cryptographing of messages 
classified· as secret will be performed under the supervision of a commissioned 
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officer.. For the speci:l.lc qualifications of personnel' who may be permitted actually 
to perform secret cryptographic work, referenc~ should be made to lettet,.__instruc

-tions on this subject issued by-the War Department.,.:,, - -
c. Confidentia~ messages. 

(1) 'At -all headquarters of dlvlsions and larger_ units·the cry~tographing 
and decryptographing of confidential messages will be_ :performed by 

· ·perso_nnel as prescribed for _searet messages.· . 
- (2) At all headquarters of units smaller than a division, -messages classi

fied as confidential wili be -cryptographed or decryptographed · by 
personnel of the'· cryptographic section ,of the_ message center. 

-d.: Restricted messages.---,At all headquarters, messages classified as restricted 
wil~ be cryptographed or deci:yptographed .by personnel whose duties normally 
require the performance of this work. 

43. Cryptographic ~ecurity officer.-a. At each headquarters maintaining 
a message center the commander will appoint a commissioned o!Iicer as crypt,o
graphic security officer, who ordinarily ·wm be the officer in· charge of the 
message center; He will be the custodian. of, cryptographic material and will 
be responsible for all measures· necessary to irisure cryptographic security and . 
physical security thereof. -

b. If the crypt.ographic security officer believes' that, -In view of his 'knowledge 
of other messages on the same or _like subject,- ·a message has been incorr~ctly 
classified, or if he believes_ that the _regulations governing the drafting and 
classifying ·of the message have been violated, he will request the, originator 
to make the nec~ssary change in the message or in its. classification. . If the 
originator does n.ot comply with' the request of the ·cryPtographic security officer, 
the matter will be referred to the commai:H~ing officer of- the headquarters con-
cerned for final decision. - · - -- · · '- · 
' c. Cryptographic duties at any. stati~n where there is no re~ul~rly constituted 
'message cen!er will be performed- by the custodia~t of cryptographic material pr _ 
by personnel especially designated by the comm!lnding 'officer.· When cryptO:. 
graphic work is thU:s performed, the files '(>t' literal plain teit messages -and of 
cryptograms :ri:mst be kept in different locked containers. - · 

· 44. Precautrons · necessary to -insure cryptographic security.--In order to 
ins·ure cryptographic security the followilig principles ·must be !lbserved: 
· a.: Cryptographic material' will be given the most secure stol:age available and 
will never be left unattended' _except when-deposited in-a three-combination safe 
or its equivalent. See also paragraph 30c'ln this connection. 

b. 'Classified messages must be carefully dr'afted. The or'igiii.ator-O':f ii classified 
message is responsible for strict compliance with the provisions of paragraph 46. 

c. The classification of messages must receive careful consideration 'by the 
originator since overclassification 1and underclassification are- equally to be 
avoided.} When a message has b~n classified and sent, all subsequent messages 
referring thereto must bear the same classification if any referen-ce is made to" 
the original message by subject or _serial number, except ~here the !lriginator 
underclassified the original communication, in which case the proper higher 
classification· will be used.! S~rvice messages referring ·to · all or ·part of ·the 
plain text of previously cryptographed messages must be similarly cl{lssified anrt 
cryptographed. See paragraphs 10,- and 12 to 16, inclusive ..• --

d. The selection of the proper crypt,ographic system is ~ respottsiblllty of the 
cryptographic security officer or the_ custodian of cryptographic material where 
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there ts no. cryptographic security officer. He should be governed. by tbe provi-
sions of paragraph 47. · - ._ _ _. · . , - ":, · . 

.e. If time and availabitity. of pe~s.onnel pern;rit, the cryptographed text. of 
messages should be checked prior to transmission. The check ~hould determine 
that. the ins~ructions ,g9v~rn.ing ·.the system enn)loyed . are carefuily followed.: -
Pa~ticular care, must be taken to assure that no plain .text appear~ in t~e body -
of the message. .- · 

f .. 1'he h~ncili~g. apd filing. of. both plain and cryptographed text should con-
form to the procedure described in paragraphs. 49 to 53, inclusive.· f';l 

u._ ParaphJ,"asing is resorted to a? a protection to the cr~ptog~·uphic system and. 
will not be.used in snell a _manner as to_permit loose handling ~f classified mes
sHg~R PataPprasing is to .be employed Wl~en- , · . , · 

(1) The .content .of previously/cryptographed ine~~ages· is reieased t~ 
the public or given a. wide distrib_uti,on wi.thin the Army. · · · 

(2)_ It is necessary to send in1cryptogi'aphlc form-
~ • ' . . ;•· . • • d J-

(a) All or portions of a message previously transmitted in plain 
text. ( 

.(b) Extracts from publications, regulations, ,or instructio'ns. 
(3) It is necessary to transmit. in ·plain text ~!1 or portions_ of a message 

previously sent in cryptographic form. 
-( 4) A classified mess'age is recryptographed ·in a different' cryptographic 

· system. - · · ' · · - · 

-·_. (5) A- classified message ~s re~ryptograpJ;led· in a different key ·of the 
-: ·:' . s~me .sYste-m. , "' .-:. _ _·. - -~ 

E_xceptions ,to the- neces.sity for paraphrasing may be granted' ,only ln 'accord~nce 
with Instructions pertaining to certain cryptographic systems' issued by the.War 
Departmi:mt. · _ · '- · 

,.h .. W)1en it isnecessary to indicate In the text of a ·classifie,d message informa
,tion as.to ~he ultimate addressee or the signatur~. of the writer, s~ICh information 
will be buried.within the text of the message beforecryptographing.and will not 
appear either at the beginning or at the ending of the message. 

45~ Responsibility for classification of messages.-'a. Within the limita-
. tions prescribed in· paragraph 51b ' the originator of a m~ssag~ is responsible 
that the chissificatiori given to it conforms to the definition given in paragraphs 
1• 5, 6, and .7. He is also res!J!Onsible for the proper· marking/ of, the. message 
!Jefore forwarding ~t for transmission. · / 

b. A message will be classified and marked top secret~ secret, confidential, or 
restricted when it contains classified information exc-ept when marked SEND' IN 
CLEAR as prescribect in paragraph 5lb (2). · · . . 

·, 46. Drafting messages.-a. Routine reports and messages which must be 
giv~n a wide distribution, or the contents of which have been or- may eventu~liy, -
be furnished the press, or which contain extracts or ·quotations· from a news
l)aper, magazine, or any other document available to the public; will be pre
pared so as to permit_ their transmission in plain language or will be classified 
as restricted. Such restricted reports and messages Will' be. paraphrased in' 
accordance with paragraph.46d. .-
. b. Standardization of the content and form of such documents as field orders 
and operation instrugtions is necessary, but -when fixed expressions are repeated 
in a message,- cryptog~·aphic security is greatly endaugered. Hence, stereotyped 

. phraseology and set form _!)f expression, especially at. the beginning, Ol; ending of 
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a: message wlll hot be -used. Examples of stereotyped ·beginnings and endings 
are "Reference your," .. "Reurad," "Report," "Confl.rm," ~'Advise," '"Request:·: 
''Stop,". and. "Acknowledge." Necessary references wi~l· be placed within the 
boay of the message. Except as sp'ec.ifically provided for in certain cryptographic 

. systems, or as specifically authorized by the War Department, the rise of du~my_ 
letters or irreleva'nt text as "padding" for the purpose of concealing stereotypic 
phraseology is prohibited. Personn~l concerned with the drafting and crypto~ 
graphing·of classified messages will be charged with guarding against repeated 
use of the same words or phrases. · · · 
·. o. Words. not important to the sense will be omitted. Conjunctio'ns, preposi

tions, and punctuation marks win be reduced to' the minimum', aU:d every effort 
will be made to avoid repetitions. When it is' essential that ·punctuatiop marks 
be included in .. the body of tlie messages, they will be spelled, either in full or 
abbreviated form. Nunibers wni be spelled out. · · 

d; The originator of all· cla~sified messages will paraphrase such portions 
as ·are quoted. 'from- · 

(1) A message in plain language .. 
• (2) A message in the same or another 'cryptographic system. 
(8)' A newspaper, magazine, or document. 

47. Selection of cryptographic syshim.--=a. Subject i:q' mod-ification as out
iined ·in paragraph 43b, the classification top· secret, secret, confidential, or 
restricted given a message by its originator. governs the· ct•yptographic system 
to· be used in crypt<_lgraphing the message. All classified messages except those 
transmitted in aecordance with the provisions of paragraph 51b(2) will be' 
transmitted i~ cryptographed form unless SPecific 'exception Is made by the Wa1; 
Department. The least wideJY .. held cryptographic system. available to' all ad: 
dressees of each message will be employed. 
· b. In order to.pt•ev()nt the cryptographing of identical subject matter by means 
of di{fer~n't codes and ciphers, once the message has' been cryptographed, . ail 
.subsequent messages . on the same subject wni normally be 'cryptographed 'iri 
the same systeJ!l. If a change. of system is necessary, reier.ence ·to fJ_revious. 
niessages by their reterence numbers tviU be avoided. · ' · · · 

·c. The mere ~ck;nowledgment .of a cryptographed message need not be clas-
sifled. , . . . . . _ . .. ' . , 

d; When the ·same plain text message is transmitted to .several' addressees, it 
will ,ordinarily be cryptographed but once and·· tlie same cryptographed 'text 
sent to ali addressees. If this is imp<)ssible because all addressees do not· hold 
identical cryptographic' systems, the· text of each message which must be crypto
graphed in a different system wl}l be. car~fully and differently· paraphrased 
before· cryptographing for each system. The. iJUly permissible exceptions to this 
rule are those cases in which necessity for paraphrasing has been specificaily 
waived by the War. Department in the instructions for ·eertain cryptographic 
s:i•stems. The. determination of the need f_or paraphrased 'versions is a function 
of ·the cryptographic security 'officer who may require the assistance ·of the 
originator of the. message !n the preparation of the necessary paraphrases. 

-Where practicable, the cryptographic security officer will furnish' copies of·the 
paraphrased versions- to the originator, except as noted in paJ:agraph 41b .. 

48. Paraphrasing messages:-a. In paraphrasing, it is not sufficient to para
phrast;J only the beginning or ending of the message. The entire me~sage will be 
subjected to the process. ' . 
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b. Wh()n~ paraphra~?ing .must be .employed, al~.Qf.the _followi_ng proces~~s ~ill 
be applied to the .message: . . ·. . . r 

(1) Changing thesequence,of the paragraphs .. 
(2) Changing. the sequence of the sentencesln each paragr~ph. ·· . ..<; 

(3) Shifting the positions-of the. subject, predicate, and modifi_ers in each :· 
.. sentence . 

. ( 4) Changing.from active to passive voice or vice versa. 

. (5) Substituting synonyms or equivaien..t expressio11s. · .. ,.,. · · , . 
r:: (6) ·Changing,the lei:tgth· of. the· paraphrased version of .the ·message_ln 

. order .that the final cipher text will not resemble the original cipher 
. text with respect to length . 

. o. A paraphrase. of a message .will be accorded the -same classificl!ti.on ,as .. the 
original message. 

49. :Method of handling outgoing· secret.messages.-:-a .. ~e procedure herec 
· in after .. described will be followed at all headquarters, except the War Departc 
ment in which- the procedure will be as determined by the Chief. of Staff. 
. b; The.originator will prepare and number all copies of secret messages, send 
the original to the message center, and may retain, when security Is not Imperiled 
thereby, one copy for temporary file. Oth,er carl:!on copies, all . n:um)J~red and 
beai·ing the.foliowing notation;inay be sent to local officers directly concerne(j: 

The makin"' of an exact: copy of this message is forbidden. Only such ·e~tracts 
as are absolutely necessary will be made and marked secret. This copy will be 

. safeguan)ed with the .. greatest care. and will be return.ed to., the. originator. 
wltho)lt d~lay. . . . , , . 

All such copies will be carefully accounted for by the ·originator. and will· be 
destroyed when returned. The copy In the temporary file will also be destroyed 
upon determination that the message· has been correctly· dispatched: 

·-- c:· The original ·plain-text· copy s·ent to ·the riless~ge •center ·by the originator 
wULbe cryptographed at the cryptographic. section of· the. message center. In 
message centers serving tactical units one copy only of the ·cryptographed mes
sage :will· be made and it will be sent to the transmitting agency. In the zone 
of the interior the number of copies to be made of the cryptographed message 
will be deter;mined by the commanding officer of the 'headquarters concerned. 
All work sheets used in cryptographing the message will be. !nimediately- de-
stroyed by bur11ing. · ~ .• . ·. ' . /. · ·· · 

d. The original copy of the literal plain text will be marked SENT (date) and 
returned' to the originator who will place it in his secret file for outgoing mes
sages and destroy the retained copy by burning. Only one copy- of the literal 
text will be filed in the originator's office.. . . · . 

e. The transmitting agency 'wm send the cryptographed message, retainh}g at 
least·one copy in its file of outgoing messages for final disposition in accordance 
with local regulations. · 
. · f. When certain ~ryptographie systems are used. In which no copy of the cipher 
text is available, a copy of the plain text may be retained by the message center 
~-~ . . . ,· . 

g. The· method of handling top secret messages wi).l confoqn to the procedure 
outlined above as modified by the provisions of paragraph 26b, c, and e. 

50. Method of handling incoming secr~t messages.-:-a. The procedure here
,inafter·described will be followed at all headquarters, except the War Depart
ment in which the procedure will be as determined by'. the· Chief of Staff. 
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··b. An incoming secret message will be copied in duplicate by the receiving 
operator; the original will go to the cryptographic section of the message center 
and the carbon copy to the files of the receiving station· or message center, 

· where it will be disposed of in: accordance with locaLregulations .. · · 
· o. A cryptographer will decryptograph the message; making only one copy 
of the decryptographed literal plain text, which will be marked SECRET and 
delivered to the addressee .. ' The cryptographed version will be, retained in the 
files of the message center, where it wlll•be disposed of in accordance with local 
regulations. All work sheets used in decryptographing. will be destroyed by 
burning.. The cryptographic· section will not retain any .copy of the plain text 
il,;l its files, except as provided in· paragraph 49f. The placing on the message 
blank of any marks or notations "even remotely connected with the cryptographic 
system or steps in decryptographing the message, such as underlining key words, 
indicating groupings corresponding to lengths -of col~mns of key: etc., is 
forbidden. '· . 

d. The addressee may make and circulate a limited number of uterill copies 
for the information of other officers directly concerned. These carbon copies will 
illl be numbered and bear the following notation: 

• ' • J ••• 

The making of an exact copy of this message is· fo~bidden. Only such extracts 
as are absolutely necessary will be made and m:arked- SECRET. This copy ·wm 
be-safeguarded-with the greatest care and.wlll be retm~ned to------------, 
'with!)Ut delay. · · 

All such information copies wm be carefully accounted for by the addressee and 
will be d~stroyed when returned. Only one copy ~f the literal text of the inessage 
will be kept in the addressee's office. 
. : _e. The method of handling· top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 26c and e. · 

51; Method of handling outgoing .and incoming confidential messages.-' 
a. At admi~:istrative.· headquMters. having,.·fixed message • centers.-Whenever · 
practicab!e, tlie procedure to .bei followed· in· .the handling of messages in confl.
·dential ~odes or ciphers will be substantially the· same as that prescribed for 
those transmitted in secret code or;cipher, except within the War Department in 

· ~hich the procedure will· be ·as determined. by the Chief of Staff. They will, 
however, be marked and safeguarded in accordance with provisions of these regu· 
lations governing confidential documents. 

b. In tacticaL. operations, simuLated or actual. , 

., 

· .(1) All messages not classified as secret w111 be regl!rded as confidential 
but need not be so marked. The procedure .to be.followed is pre-. 
scribed in FM 24-5, and in other pertinent regulations ·and in
structions issued by proper authority .. !All wire and radio messages ' 
except those noted in (2) below _w.ni be' transmitted in cryptographic 
form. 

(2) Wl~en the information to be transmitted, if intercepted bi; the enemy,. 
cannot be acted upon iit time to infiuence the .situation in question 
and time cannot be spared ·for cryptographing, · the commandi.ng 

· officer or his authorized representative _may. order the transmission 
. of a message in plain language by a radio ·station serv_ing his head

quarters or command. Such written-messages will be marked SEND 
i IN OLEAR over the signature of the commander or his authorized 

representative. · 
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··,,5,:?.;!4e_t~<!!l~o~;h_andliAg re!ltrict!ld messag~s,-The procedure to be followed 
in the handling of messages in restricted codes· and ciph~;s ~lll be subst~ntiaily 
;th~:_Sa_!l!E) as. tim~ prescti~E)d,-for thgs~ Jn.conM<l'l!-~i(l.l.co_d!:J o_r_, c!pJ!er,J .:.· ..... 
• ~ , 53~, ,Tr~n~p:l~ssio;n_, qf.,-literal plain .text· and paraphrased· versions ofi·classi-
4!eA IR.t\S~~g~f!·;:;:~. :'!'!le;S.eJ:!dil).g by. t~~Y.· mea~s ;what~.o~v.~r-.of· the ljtej,al·pl!lin;!e~t 
,ef -~·,p:~_e.s,sagliJ, W:\li(!P,;has peeri_,or,_.will- be. tr_ll}l.l~mjttedrin,.cryptogJ;aphed·.fqrm :is 
.l!trictl;v.c-p~opibit~q:~xcept,~ stat~d_bel_ow:_-.: .:, .· ·· · •. ~ :-;, .. :,. ,,,,, , .. · :." .:~. 

(1) >Authorized local distribution within a headqu_arters;.liY messenger. 
·~, '· ·, i(~) ~n-E);_~E!ptipf!a) <;ase!1; when ne(!\l§S!lry i_n _the-p_erfq_rmance of b,is:d,utles, 
, . :::. .. : ... ,. :·, ,a,n_~l.!.!!Jp~·~l:E)q perso!l may •. carry.,th_e;liJ;eral-plain·-~ext: _of, a classl

;; .. ··:·" ; , ~o f!..~d1~ft§Si!ge~pr_qvi_ged. tl,l~. ~ej!uri_ty; r~q~l.reme!!ts -pertl.til).ing, t.o ·the 
,:: •1:r_.,:, ;,,-;~ tra,~l!_rn}.sf!ign Qf-c::Iassified·~t~r.ia~ ~r~ ql;lser:v;ed, , 1; • 1.; 1. ::.; --~! 
,·:: b~, I~S!H~~.s :pf;;_l,!ll,l.ergE)ncy; par!lphra§e9, ~e.rs~~ns -pf. the, plain·, t~t;,otca .cryptO;
graphed message mayr·be.sen,t-;-;::-: .,, .:' .. ,_,_•.; ,.•;,.,.-- .... ~..-·· _., _..-,,_.,,_, .;:,:.o1t. .• - .. -:.: 

k:: •'' <:H J~..:al-'coJ:d!lH<!~.".with-th~.prov\s_i~ns of parfigraph~ 1,44g !lnd,48o. ,. ,• 
-·.o L :; J~~)._t;!.n.ac;:_cQrd_!!J,;lC~; wJtq: the, pr?VJ§iOJ.!S o_f .paragraph- 25. as apP.lieq- to secret 
.c>::.'::!:>;;.;;.~q t~YPt()grl!);lbJ.~ ~~te!:!~I.· . : :__ J;. , .: • ; ;· :; . .::-.: '· ; : .: , 

--~k54_. ,.pi_sppf3it_i_on r1Q~;, ~est.J:i!~t~Q~ · of, 1 J;egi13tere~ CJ:Yptpgi;{I.p)li(l, :material.:-:-"<~. 
;~heney~r ta~pE:)rson . 'Yh(), l;l~s ·he~1,1: J.,ssued, regtstE)~ed sem:~t. co?~fld~~tia:zi q~ _.r.~
stricted codes, ciphers, cipher devices, or documents pertaining thereto, :has no 
fHrtJw_r. ne_eg fQ!' .. tl;).eJl!,.l:le~~iJl J~po_r:t tl;l~t_ fact,to th~ ,Ohi!lf: Sign~l. Ojli<;e; or i~ Jhe 
.<;.ase ;of ~hl!~!iE)ld}o~ces in . tlp:te ,of war,, to th~ signal_. officer, of; .tl;!.e headquarters 
charged_wgh:.tJ:leis~ueofsuch·dOcuments., •''-. ·.;r:.· ''i·'•c-': .. ,_.~, :1·; ::·-:1;._, 
_ :- b,, }\Y,l_lep · \L,p_as' bec;ome. highly: pt:Qbable, ·that .cryptograpJ:!ic;::Jma terial· .. will, be 
,SubJe_c~ tg lo.ss. or;COIUP~QgliSe,_ all dOCl}m_ents a)ld·-tra~S~~JiOI,lSJof wessages,,wi].l be 
,d_e§tp;>y_e_4 QY,, bUJ!l~ng, _apd tpe _ cjph_er 1 1?-lacl:lJnE)~, o.r .. deyJCE:l§,will J~\l ... <J~l'Jtroye<Jtbe
Y.OJld·use P!-'•r.epajr, and.\f.possible, beyond r_ecognition._., ,,.,. 1 ,;.,,,.,.; :.,:,.:<··:,,;•, 01 

o. When cryptographic documents or devices have become f unserviceable 
._t]lro.ugh;long, U!le, ~eq~est_:f«:>t~tl).eir._replacemepJ :willj_be m~de' to .i:he !~suing 
,~~thoritY... pt -~ ~ ::·: ·:-to~ t''j·t;~ .. ;:;. ···'··. ~-- _ .. _~~ '11'J.ii __ ,. ~-:~. ·: .. :~ -~.~;· 

... , : ···.·:· 

--,;·~--~~ td ·1.····· .. -;., ·. ;J". ·- -~·~: :jr~ ~ ·, .. >·~ .. n:·~~ ~~· .. :; ~ ~-,;.·~ i~ i: : ... 

-··:;L'} :o .-': ; . ::.>·~::::,~: :t:; :-;; ~. t:, ... :•~,A~.~~E~;··',,· .:·;_.~.:~: ·,·;:\? "::~;~·:; .~ar~~~~~h 
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};~]~c::is~~:;i~~~c!;~;~~~;l;;~~;l~~~~=:==-~~~~~=~=~~=.=~~~~~~=~~==~~=~:~======= ~~ 
.. Rel~ase'of .. inform'atiOD. 'or' SdiJ'or~mi..t~tiel-~~..::.~..:.:_~_1_:_:.::.:_::~:. ~-J:.' J -... ~ ...... ; ··i L.. ., '~; 67 
·Pf6tection of shipments' vii1 coini'ncrciai 'carriers· wltliin 'fi~lt~~-~~-t~i~i 7o'r-:lt;-p-;;s~ 
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.. • 55:';Authorl.tir to'1~las'sify~.:....;wii~meyer :·the: ~ti!f 'jo~' ~-~technical service re

.sp?n~ible. fo~ a rese!lreh_pt?}e~for'for ~~e' de~igli! ii~Wti)pipe'i1t, ·fest:' or pro_duction 
or· proc~~~~nt: bf. ah- arttCie' of 'matei'i_ef or" a. dunpon~ii (thereof' sb.!lli 'deterinine 
'that. the· ri:laiiitimance of:!aiiy degl'ee -(if' ~ecrecy''r'egarditig 'them. iS''·~~flici~htly im-

-----------.!.--~. ~------- -- -- ·---- ----
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55-.:al s~FEGUARDI·NG •'Mi:LITARY ;IN•FORMATION 

:porta:nf to' the' natlomi:l' ·defense, .he .. will 'classify it :as' :secr~£;•'cimiJ.denJial.,'' or 
rCst'ricted.:··~.~..,_ :-;; ': ~ · · i ~ t · 1 ' r .. ··:· • · -~:; ·:·~ ... . -. ' ·r• ~~·~·,n!: ;n s::• ~~~ 

56. Notification ~of., classification ·or •recliu3sificatio'D..___.:.whenever1 the-:'c~ief 
:of ·il 'technical;·set'vice· in· charge· of a· researcii' project, ·design~' ;deVelopriieilt, 7fest, 
'oi· prbducfiori·'of •a'uriit'of ·materlel'or component tliereof shall deteririine··thaFthe 
Iilateriefshould 'remain' 'das~ifieli-after -issue. of tliat a ch'ang'e' 'or cap.d~lation •'of 
classification is desired, he will notify The ;Adjuiarit 'General: ·whii '·irdtirii :\vill 
.inform·aJl coDceriled.:·(·~: '-~ ~ · · ~ .,,.r·~~.- .: .. ~ ·· ~:: ·~.< :~~ .. ~::.~~· · -~ :-~ 

. :-·5i.:JR'esiknisibilify~ for -~afeguarding· · teclinicaFlriformatoii~. Chiefs o_f 
technica!';sel'Yices 'engaged in' the; preparation orplans;1reseafcli;' and development 
work/ or' new;' design; test, prOductioil,'procurenieiit; stohi.ge;·or 'use of classified 
mat~riel are responsible for the' promulgation: of such adi:lit:iona1' instructions as 
rruWbe required:for the safeguarding o{iiiformatioii iri' the' offices:·esfl'iblisliinents, 
laboratories, shops, or Army posts under their jurhidiction:'.l;· · :.:-;,!':'.'''-' :.:·!; ·:Jr:.,~ 

b. AWsecret; confidential, or restricted·~'fuodels/eihibits, dies;"ni:ichines, and 
otlier si'milar. items 'which are to 'be'loaried;'-lea~d',:<ifigiven' to'a:comnii?rcial or
ganization will be properly marked to indicate?cllissifrciition'~wlien pr~ctic.a_?le. 
Ifsuch'frlar-liing"ls impi~'ldicable; tiie cofumercia(orgariization 'will tie specific~l~y 
notified'in'wrlting of the Classification of such items arid of'the·I>ei:tirient provisions 
·of the.Espion·age:A:ct. · • · '.•·: -.. : !. ' ., .: : ,. ; .. • ;'1. ·:: .:- ·. ~ · . . :. r. , · · _..: : ~ ·' ~ni-~: ... 

58.' 'Classification: of· iD.form'atioii' frcirifl commercial' ftr'nis.'-'-lnf<irriia tioni' ob: 
. tairie'd. from' civilian• manufacturers' concerning' proprietary; processes' will~ be 
classified as confidential unless otherwise authorized>by the-firn} coricerned~\'!C![~I 
' . 59.·· Dissemination' of.'classified~ :tecliniC'alinforma:tiori.-'-Cliu!sifled informa
tion' c·oncer-ning: teclinic'al• ·projects· or· 'Ueveloprhent:S · may· be ·~imparted' only to 
·those·'iildi'vidu'ais'whose':official duties 'require such knowledge or 'possession; and 
to accredited representatives ·of foreign' i:u1tions in; accordance with. the' provisions 
~f'paragraph'19b.·!·:.· . · -~· ,·, ~··- ,•:.:, ui,·r·! .-.··:,-·.-, 

• "60. Destruction -~f:: classified ·-materiel . ..:.:.:.a; <AuthOrity: ·to ,direct._._:_ Whenever 
the chief of a technical service responsible for a research project or for the· design, 
development, test, or production or ·procurement of an article of materiel or a 
component thereof shall determine that their destruction is necessary to safe
guard information thereof, he will issue'tlie necessary directive. 
i b;'Procedure in destruction of classified materiel.-When destruction of clas
. -.fi d ateriel-has been·directed ·--- ... ·- · __ ... -----'· ·--- _,-: ... ··;; '" ',;,,.,.•; '. 
Sl e m • ; ~, .. · ,•r.··- ·,; lf,·Tr.: ···~,-, •.••. ,.,:--~·r,~;~ 

T· .. 

.. 
- ( 1) Tpe·custo'dian ther~of :";~ll-,r~ll1cfv{il,V c~inp~pe,n t,~ ~~ .. ~ ~~!lspi_f;i.~~ n~ ~ure 

and destroy them_ by !:mr:njng _qr .. by. m:utilat~on .in. tp.e ,pres~nce.-of ·!1 
dislnte~ested. officer. The· 'balance of •the ·materiel will' then·~be 
processed in accordance with existing regulations for the disp6si~i6n 

·-- .. · of unserviceable property; or'.for"sillv,ag~: · '' .. ,· .. · .:·' ···· .. ,.· · · .. ·. · ::,, 
~ (2t.lf the above is nofp~·a·cticabl~,.'tli~ ·c.ustodian, Fiii;_ciesti·o_yjhe ·el!~li!l 

article of materiel by burning ·or· by mutilation in: the presence of ·a 
disinterested officer~-··-- .. -------;--: ·-:·-·.1'". ··~·.:··:: ·• ;

1 
,-·· :·:._:·!_ 

(3) In either case, the certificatlfof'd~~.tru~ti~n will .. ~~;·~ign~·"· ~Y b?tllrtpe 
-- -- . :custodian-and the witnessing offic~r, be~ore!S~bm~ssi.on to th~· Officer 
· · ._, ' ·~ di~~~ti~g the dest~ucti~n. If the headquarters ha·s only one ·com

missioned officer, ,the .report will. so state .. Excepti9n .hereto. may 
,· , .• !' ,~ ~t:[.mithoriz~~ 9¥iY. ·~;.;:t_h~ W~-D.~P!lr.~menf~;,_' .: ,.: • : · · ~ ·:· .~. 

_, ~1: ~I~vi~l!-!~o~s. f9;tbi_1s,.!\n~. cp~tr~~%-;-:;~· 1,Ppor. to ~.u~~i~l).J~~ ~ _prospe~t~':e 
'bidder or doiitraet.or with drawings, spec,ific!lt~ons,,o~ '?th~r p~rt,i.~en,t ,tq~or~a.~l!Jn 
,;l* ·.,..1 •t..L: {.J:,..~~~n~ (...J ,_r 'ol,l ...,UtU ·- _,._ ,' •~-· · .. •. • 1 -r: ~ ,. •• · 
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SAFEGUARDING MILITARY I'~iFORMATiON ''6l;J, 

concerning any project or projects' of li"se&ret:·con'fidentiai,'"or ~estrtcted nature 
all'd t iinn.'uaily'thereafter 'SO -lorlg aS. sucli' 'documents,' etc:, are irt his 'custody;· a: 
general' secrecy agreerilent 'readirilf substaritiliJly.!as follow's will be' sigi:ted •by :the 
individual or''by it h\sporisibie' officer •on' behalf' of ·tile:-·firfu !or corporation' 
collcefneil!·' :...:.. .i'u··:.~ ···: , .. ,:.J·;.L.· .,. t1 \':3i.' . ... l ;._,_,_7') .... :.: '.t~ .. --~ t· 'l'l .::.n·t'j 
:-:~ ·-· ·; ~-.t(:•t ~--~ · .• ·.•·· ~;-. , ... ~; ·. ·, .~ •> ·~ ,_,.:\• \-.~ .. ,_ C> t· ·., - •• _·;,~·i~~ 
·.r~nj,Co.nsidera,Uon of.t.he receipt of dra}Vings, specific~,J.ti,On~, ~p.~ !I.CCC))llPanyi,ng 
inclosures,. models,· or. materiel; ·an'd 'informati'on· disclosed orally, concerning· 
projeCtS Of a' Seci-(Jt,Uconfidential; Or' restricted •'nature, delivered 'tO'-'the under-' 
signed· prior to or coincident with the date of this·,agreement· and lUsted on. 
Exhil;>it A, which !S attached hereto and made a part hereof, or to be issued,.to 
tlie''undersigue!].'subsequent to the·date of· this agreement; 'the follo.wirig terms are 
agreed tb by or "on' behalf ot the uridersign'ed- individual, .:firm, or c~i:poratioh~' 
and any and· all representatives, agents, employees, or •subbidders .or . subcon"· 
tr_ll,ctors,,tlum~gf; ,, . ;· ... , . ··l • • . _. i ., , . ·:4·, , .. '· . •· 
, 1 .. The undersigned will neither supply nor disclose any. information regard
Ing' the ··draw'ings;" specifica'tions, ··and accohipariyin'g' 'iricloin1res!1.or. models or· 
materiel', o:r··illforination disclosed· orally, referred to ·herein''tocany unauthorized· 
person;'.'ornincorporate in.•other projects ·special features of. design· o:r.;construc
t!qll:,P~S,!lli_a.:rnto;S1J<;h drawings,. sp~cifications, and aC<;OmJ?!J.nying ip.closures, or 
models or materiel, or information disclosed orally. · . · .', . ·. · 
. 2. The tin'de'rsigned''wm: not' :Permit any! alien employed 'or to be·employed 
by ·'the tindersigried''or cby any subbidder or subcontractor: to·.;have ·access oto 
the· drawings; specifications, and· accompanying inclosures, .or models :or. materiel 
ref. erred t9 he;-,ei!l, .ox: to ~ngineering prillcipl~s, , c<lmP9Sition, · subas~emblies,, or 
assemblies which. are vital to . .the functioning or use of the article or to tlie ,work 
Ullder. a'lly'· 'contraCt' for the 'prOdUCtion 'the reo(. Or the COntract' I trialS,~ Without 
the written consent beforehand of the Secretary·orWar. ·· " . '., ·· ··. · 'f ·· .,, 
'.1 3: The undersigned· will not:·mali:e or permit to -be made reproductions of the 
drawip.gs, specifi.ca tions, .and accomp!!n~ing, iJ:]<;lo~u~e13_ ,or, of -t_!J.e, mqd~ls or materi"el, 
except a~.speci~~ally .authorize4 .. bY. th~.COI\tract!ng.offic!!.r or_ his duly ,authorized 
representative. : If reproduction. of "aily ·drawings, specifications, and accompany-' 
ing·'papers, or: of'modeHF ohnatei1el, is 'authbi"ized, 'tl:ie undersigned will' promptly 
submitr:the pt;oduct obtained ·to:the· contracting. officer or. his: duly ·authorized 
repres.ent!J. thee;: fO):" ·cen:;;orship. ·or ,SU!!h pther ·action •l,lS he rma~. deem, nec,e~Safy . 
... 4. If a· bid ,is .not submitted on a project of a secret, confidential, or restriCted 
riatur'e as to which' drawi4gs, specifications, 'and accompariying 1inclosures,' and 
models or materiel have been issued to the undersigned;·or if a bid is m'a'de and' 
no·t accepted,· or in· case a ward· is: made;· upon the: completion ·.of . the con tract 1the: 
undersigned .will .pr_omptly return,'bY: hand, by registered mail,,.or by ·insur.ed 
express,. such. drawings, specifications, and accompanying _pa~rs;·:.or. models 'oi 
materiei; together· with all copies there&f; to the office from· wiiicil tile' o:dginaP 
copies were received. . ·· _ / -~· , .. ,, ... , ... 
.: 5.'.'( a )"The ·undersigned agrees to ·bring or· c~use 'to ·be·: btought: to thel'atten-

tion: of •all· persons engaged ;in· .the preparation· of the, bid; whether submitted- or 
not, including subbidders and their ~IJlployees, tpe·fql~owing -P]."<?Vi~:iqns of'law :' 
. Espionage Act: Subparagraphs (d) and. (e); se~.l,.act 15· Jun~ 1917 (40' St_at: 

217); sec: l,'~c~ 28 March' 1940 (54 Stat. 79 ;';50'U. S:-0. 31: M:'·V7 1939,- Supp>I. 
sec. 2181.):"" :;:; · .. • )· ··. ·. .· '' • .. ;: ·: '\Jn l,·~· , ~. · ~ ·.,,, -~:; ><:· ·."· 
·:Sec. -1,. act 12 January_l938 (52 Stat. 3; 50 u .. ,s .. c, 45; M1 L., 1939, sec .. 2187a), 
f!.pd, E.1 0 . .1)38,1, 2~ ~a1:ch 1940; 5 F. R. 11,47; ,50.U. S. Q .. 1f?.; -1\~n:t:,: 1~39; Su,pp.~J·,, 
sec .. 2187a~ . · . . · · · ·" " · · " .. ·' " · · 
' 'Second' ·war' Powers Act,' 1942, seetions 1402; 1403;· ~Ct-'27 'March l942 . ( Publfc' 
Law 507; 177th'Cong .. ). · · ; ' · , :, · 'c· •!' · ; . .-: "', ·.i. 
.·.-(·b) ,If the· successful bidder on any project, the. undersigned agrees·: aJso. to 
J:>ring .. or caus~ to~~e .. brought to the attention ?f.ail.persor;ts engaged. in _t/::tfper~ 
formance of the contract, including pe!:sons. employed on subcontracts; the 
provisions of the law·emiinerated in ('a) above:>' .. rr '' '~' ·;·• · : · ,.) ~ •. ·.•.:r· 
:16.' ·The undersigned further ·agi·ees that no information 'in connection :with any 
secretpconfidential;;or· restricted project will·:be·gi,ven·}t() I!P.Y person nohin;J!:l~ 
contracto~s or, subcontractor's, employ except upon.,the w.ritten;consent ·before
h'and 'of ul'e i!ontracting officer' or' his dult authoriZed' repr~simhitive. ' . -~ • ·~ ,:• 
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. b., Tbe execution. of; .the. general-,secrecy agreement requir:ed in_. a. ab~y.e1!1V;tt,9 1 

;~;; ;i~;u'ii~~~.i. fir~ .. ~r ~c_?"~ii~~-aJi.2~. :I?t:i9~i~·!ile,d(lfje~y" o(iP.Y ;~y~~siped ~m tag. 
information and the' annual secrecy ,agreements .executed, tl;lereafter,. WI~l con •. 
stitute ~~th~rity. ,for:d~.l~yel;~· t~ I!JlCh in~l~id)l~(.firqi,,_o;_~orpo~ation.· frojn time"to; 
tf;e. ~i '~the; or. ·additional classified information pertaining to a?.Y, ser;r_~t,, 
confidential, or restricted project, witp.out the necessity o( executing a specijic 
sebhicy '·a'g"re'ekent {i:{ 'each 'case .• :A? ref!li'p'tn silli$tari.ti'ally'' as';'fohowf!: 'will' _be 
' i't· I 'J, ~ J • ' • I ' '. '· ·,' · l J.l'. ' . .'..1'· '· "• •I t ;..•1 ;' •: ! ,· . 'J• ) • '• \ 
obtained,:wh~n ;tl).e a<,ldition~l; c,lassitj.~d·:a~t~; a,re.· .. !l,\lbri:(~t~'ld ;tfi ,tl,lo~.e ':~·h~ .h!lJi~r 
entered lilto:such agreement::· '" -•. > c't:: :;> '<t .. :· .· : ·:: .~: • • . ': '! ·', 
nj ; -· : r': .. \ .. 11 1,( •. ·, .~ t· ··{ ~· 1 ,, ~·~ f:. •r • 1• 1 r r., , ·.1; :·1· • . t_ ~·. •· ~.~ ·t 

Receipt is, a,cknowi~,g'ged ~f . .,.-::,. . .,...:~~-~7~.:.--:":. ·an(l1 i,t;i~,.refpgnized th~~ .~he~e: 
data are-. classified and co~e .within th~ purview.,of the ~ec.recy, \lgWell!eflt Slg~~p. 
t,y··--~-~-:\T~·~ .. ~·-~.~-~ .~0~~.~~·-'· .. ~· .·.t.~~::~·:.-;:~J,~- .. 1. --.~~: • . ;.IJ :. ····.i j:: l·~·J ·;.•.; r},'; 

~;-~~0-:~~~;:~~~: wi~;-;~:;~~:~~1~--~~~u~~~;ur~rs::.::.;~e ciili·ni'andlng. of-' 
ti.~er~· b~ .~rs~~iii.~, ~~d,.depot~·, ~n'.d .. otlier/6fiic¥~s<~e'l1gage,d, ·,ip *ai~ii:An(gqy~.1rme~fi 
t:ontracts·.ar.e authorized ·to .consult:witb,·:all ,intere15te(l ma,~~fa.c_1:_1!rers ,Ql,'; .t!1eg, 
representative~,,; invehtors,,.and· other•)>er!J~lllS concerning A~chnicaL1~atters •in~ 
~hich ·: tl:ie~' have' ii .:ieg(timate .. in~~rest::".':':l;'~~.Y},wm.: ·~?.,~!~r; :~~f()'rm1;~.n ;~uc~: 
perso.~~ gf, t}l~ ~lassi.fica,t~.O!\,of. t~.<; 'pr,?J.ec,ts; :~or~s, ~.If:d·, d~v:el?pmeuts. -.:: · .': 
. , ·.63 •. B,esponsibility. -o~ Army ·repre!>e~t!l:tlYeS_,)?Z: m.sp.~ctqrf!.-;-:a. , T~e '~rmY, 
rei:n;esenta tives.or.inspectors of the. technical service are•tlie· local represer: ta ti':eir 
of' tbe Wilr Department and will· take -~)ie nec_ess:iry -nie,as:u_res to }qs~r~ tht; }l~~e:; 
i~~~dl~W. ~f}I:Us,si~e~ .;info\:in~!l?n, ~r. projec;f~: jn. ,~he, :~a~qs of ·~he, eo~n,t~a,ct8t~: 
or in process of manufacture;inth~i.r· plant~. i · : .t i: ··•'' -, ". :•· ··J '•·'L ·., .. 7 •1crc 

~ b. 'Army,..representatives or. inspectors.o.will .. advise; contractors as· to their 
r~~ponsibiliti~s ·and· the j;ir:actieal _in~as~i'e,!!: !o b~ taken. t_o .. sa~eg!iard · s~cr~t?' 
6_6nfi.ai~t.i~~;: or' rest;i~~e'd :m~~ters. ·~!'!~; ~illna~t,J~r?r.aJ?Iy! }f: p~~ct~eapl~! on an!; 
suggestion" ox reques~ p~: .the-.C,9D1P.~ny1 .t~n,dipg: ~\>J rPEe~e:.;v:~.- s.e.~re,cy.,; Jf .l}t .any1 
tlme' conditions; ai:· iany plant,· oruany.Jaction:·:of ·:a!Jcompanyyor •. ·itf! employees,; 
jeopardi~e ~he security o_f c!~ss~~e~: JJ1a~·t~fr.J?~r~a~_niJ.li,·.t_q~t:qe. 'Y ~.r~~e;~flr.~m.~nt. or: 
vtql!l~~-t~~ p,ro_yisions of t~J.e Espl~~ag~,t.~F:Sh.e ,A!~Y _!-'~I:lr.~sfnt~t~~e /!r ms~~~t~r. 
wil1 E~q].lest the contr~,cto~.-t«:!, !a,ke P~P!flm ·r~p;tedlal act~on1 1.If !ide<Iuat~,,PrE:t 
cautionary :measures.a're'11-ot ·taken,immediately; he •will .report·~>.roiJ1ptly. to the 
cliie(:O'r uie fec~Iiica}· ~e~Y,ice' ~?nc~r~e-~· ~~~:i~i-~·· tf~e 'sit~at~~~ -~.equi::~s,; t~-·t~e_, 
c.o.liw~ed,lii~ .~e!7r.~ab .?t ~~~Jl~~~.~?e c.o.n:w.~l~V~. ~11'~~::~: J~h7. jtJIJ} ,~~: },n P~?~.e~~ ,?1. 
manufacture. . .i.1~. · :r·· :."' ·-r .. , ... ~···'~"\ '"' 
. : c .. Wheri Army.· and·· N a vyyinspectors _ar.e :oq duty:· at the ·.same pla~ t, 'the . .A~ mY. 
itispect~f W'IU coordina,te'a~l· secll:ritf i:neast~res W,i!l{ .. the· N~':Y :i~sp~ctoi·~_in. ord~r: 
t:o ·a.Joid ~onflictil)g d.elii.aiiQ.s.up()p co~trac~~rs .. ..,.: '::.;" ::; , ··_; .. ' .• '· .:. :·.·. '·. '.:" 
: ~~.t ;:~.~Pilil~{bi~~ty. ·,~f~~~.vt~#,t~n~ .f~p.jr~ctoJ:s~r:.a.~ "~;~pr~v~~ ,j~di.vidual,: 
firm- or corporation which enters into a contract to engage m techmcal work tor· 
the wat J?:epartmellt beco~elr.~sp<}nsjb~e 'i~,:~atte~~::iv}thinihis,9r:it~~contr?pfo~ 
the 'safeguartling of an'·secret; confidentwl, or restncted matters· that m~~ ;Re: d~s; 
c}.!Jf!e_d~or~~qat ,maY.•l?e;qev~~oped ·~n.connec,t~o.Ii th~Ee}"i~P:·: .A .cl~1}seS?:·t~~.~;.ef_!'eet_ 
will be included in such a contract, but 1ts onusswn Will ,nop .r~lease the; c~n
tfactO"r: from 'his' responsibility under. the Espionage ·.Act _!u"l(i:otl).er pertinent 'laws .• 

.. r;: coj!tl,'k.~tors ·are( r~§iir~s~bl~ t~ilt 1aW ~}assifier1· :iif~j~cr~;aqoth!d' to. -~\Ibcg~.;. 
tia~tor's'or agents ii;e· fully protect.efl<y~,aiS~J;U~ljir, agr,e~I)l~,llt~v: :{ '·· 1i · • ., r-r_,_,: y t>'i'~ 
'." c: Whenev'erdor" any·, reason,·:incont~aCtJ agre!)ment :or' subcontract:has;_ be.en 
ili!ide twhicli- does not- inchide·ia ·securitY :clause· -but~later.··is :fomid-;to~involve 
s~cre't'i cimttilentiat;·~r: .res'ir.i'Ct'~J' ~~ti~·r .. th~ :iec~ii~ciif' siWvi¢~ c~hcern~d :~f!l' 

' ,,·J:!.''',·.t::·· ... • .. ,'l.(1: .'"} _,_~.'.t'r-*, J~$ · •.•• ' .. , <.J .•J 1.:-JJ,u.). \.:.~1 •. , lJ.Jc_.~H-~ • v ... ~. 1 ... ~!.:h 
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taJ!:e•!nie necessar§isteps:foLii:(sui'e' 'tnat 'tne'project'ot WOrk~·fS prQ.perJy ClaSSified 
'and tl:iiiflth'e• cinitracfor/'·agent;Jof~siilicohthictof' Is ~Informed: ortlie !cfassifi.cation 
0ahd! of•his''resp6il~ibility<in'the'mlftfer!'H c!. ;:;'~!a<;l>: url '.:· LJl ·ld<·•c.:~i;i,; i l)l'-:eL .:; 

~;;'65 .. rT~'J't!Fot 1cla~·sifi~c1 .:hl'at€:rlei:.LTesis of'·chissffied':ir.ia:t~riel'> ,vtu • be''ade
··qiJafely'sa'fegu~rdeuiby~alichisi;i'oli~ilile·officersJ ) .. , ; .. ti:wt ,, u "n'n;,;,·H h ·N::f.~, 

66. Public. display of classified materiel. ::,.:a,; 'dofumithdirig-" officers' fare J re
. sp'Oilsilil'e that all c1a~sified'parts; c'ofuporielit's/o.r fea tiires of' materiel are' properly 
fsaf~guarde'd1 during' Di!irleuV:ers; . drllis; parad~s;ncer€ni<inies, 1 assemblages, raemon-

' stra fi.on:l;''or 'exhiOitions;'O'r' hlill:iftlofis'ope\i'•t~''fhe0gerieral !piiblic'l ·'' '' ·:L <· r,: 
vi· 6:Z'~' (.li)i 'Ph'Ofo~raph's''of'ieqttii)in'ent whife,-ih• process" Of 'developilieht:c()r·"those. 
·rrirJ- ·• · 'Lt.;-~''re~ealinfprocesses of·m'a'imraetur'~·-~·re 1proh'lbtte'il hiiiess 'authorrzed 
nfnm:l~ ·ia 1 b'y:•:the~:~ii.tef of1''1'€cin1ical' slfrVice''1cohcerned:l :After lin ·aiticie''of 
<:<ti·w~:sa riJh equiBi:iiefifthlfs r6e'eii 'issried:'io 'coillb'at' units; rer~ase of ph0tilirai>ii1fis 

: permissible unless specifically prohibited by the instruc'tioiis issuea 
crf1:'-.~·~H!JHQtbereWlth. '·\n :~ .. ~~ \)~ .. · ··\~ 1'' !·· :~ • -~-;:, >. ~>J. ~ ~~h•'{-:: . . . . . · · :~·._;, · .. · .~~ 

(2) Requests for permission to; rtak:e'1}hotograph~'; of: cl'as~!fle'd· 'niateriel, 
Z.A ,3 r!ar.;··rpro3ects;'or processes~b{in:arii'ifactui:~'will/be refetifeli fo the' War 

Department through the proper chief of technical servlc'i ··- iJ::t 
C?s 

1 f1l•l<:!l~! orl'lfutll.ilrit:y\' is ~gr"~ilteil}'lt '~iiFi>e '#-ith ·"tii'e' iiiuierstariding:· that ·'the 
Jioti?. 'iO't U9Rreshlfirig ~h'otographslf',HU ,;be' subrtl.ltted'~f./the. Waf.'Departiiient 

. for review prior to release. ; ... :···C." r··' ·"' ·n ,..~~'···, ·:r> •. ;~ 

~o o·7:rr;:Reie'a"se"cif'iufoilii:Hio'n ·c;~ '~ale •:o£ iliatiitfet-.::a;' ·Domestic :·sale,· (ufulging 
fnform':itibni 1iu' c\JD:nec'fion 1 ~itir'hego'tia"tion'S''for' f6refgrl ·~~1£;- and' foreign~miinu
ia"ctllr'e w! 11:\:ims PJf'XFili'y :an'd.'"Niiv;f'materiei.ali'd'!e<J.uiPmeli'Care'1boti'iermitted 
·l{fi.l'ess 't'l1'~·18\i ii~ and. 'Navy:rBevliiiti:nei'its1 are· agree',Hii'at :·mualrrY. slrcfecj iS'l iiot 
;ctmpromts?cFtii~r~b:f71~~-~; /)-.. !~li'.J !.-!r:~· ':'1.·: • .1~') l ~. ~·l·] ·~" ., ~·~-~ ~· ~·~:·t-r· .-· ·o ..-~1::-)··1;~.,. 

b. International traffiC in arms. . · .i·· :· :".::,'.'1 ,,,,. l!LI ~.•·:."J '.'t•4 

?.;roo"'.:l (c'if·t'h'e':stai:e b~I{a.i!tffieilt"admiritster~ 'fntern'atlona{ traffic 'tn .'arili% lind 
. military mateheF'&imfni"J.itiil\i"tb.e sc'o~ror:·tlie'·Regurauorisi G.ov~ 

.1.!!.·,., s;;n~>IY:··;Niitnfi tliiliii!ernati.ohJFTraffi'c 'tri'A.rnis,:;Ainiiiunitions; and' rmi:>le
·wJ. U~)(l.'J sd llli"ents'Of'War'atid 'other iH:i~ii:io'ns"bi>'war:':J!:--' •; '. :: ',-, t;j:.i£' 

.!si'.<tl1 :J (2 )i1'1B'e:' ·st:a t'iP Bepartmen t' wnf'· no{: r~leasei lfo'i'-:torelgn. ·sale'':'aiiy ··itE~tn 
-k.'.:~~-l :t.i'1'!c".'co'n:\iriiFwftliin l'die; sMbe''~f;these: feguiatiob.s~'iiritU-' the:-: War: 'aild 
,·~'1/.!'Bs~..,~· :t.•Naiy··nep'artrrienfEt.na'vit''statM tilih·:·iliereYis;;i:io)objectioi:r t:o tne 
"~:1EJJ.:·:,0,tj r<relea~er-oii gFollliUs"of's&!recy' affecting' 'fhe':na;Honal. defen'se: "; . ':'. 

68. Protection of shipments via commercial carriers within Unite(r··shites 
1orti tJlJ;iiissission~;L.a~·'S\3tection · ot·'shiv[knu %.eth.lia:<· ':DiiiC!osui:e-·6f'Iiiforilla tlon 
'Peftiiihingirt.()n'ciaffsified '1:iiiff{\fie'i 'w-mnbe~:'iite'veilted.r: durmgt''triin'spofftition"'by 
one of the: following 'metbocis'of shlpmeh(.to 7bl; d.eteFiii!llM: liYii{commlssiohed 
officer of the service, force, or organization authodzi'hiFttsLmovement :-qualified 
to make such classification, by a hi~her' authority :So"qulilimfiJ.,':of.>b'y a~:Ihilitary 
attache. . · /r~, ."' L • l >··n 1r ~ \J ·~f:~Jnn 1-~~rnJ ~'.-tr: . .J:-i ('ti) 

H't'b. lp~·o·tebw:rn Us"for~documen:ts:-'-lf'slze:aiJ.cicquantlty'periniftclassified.:!hatt~ri~l 
.fuay'lie"handledTn 'th(!saine'nian.ner asiprovideli'-for.7siriiiia-riy·:Ciassified documents 
'in<1paragraphs '25 Jfo f2SP inchisi've.l. 'In ·cases~'where:,.lnat~rieilfts of such size or 
quantity as to create suspicion· of it'tVcliiiracter: and ·en'tail"'additlonal risk when 
1tfansported'!!il:•:the' siimei ihaiuier as•.'docttnienfs; another 'niet:Jilid! wili"be used .. I . 
.:1 l'o.f·-Railway~ eiipres'i ·iie1·v:me<'.protebiea 1itll ca.rrieris·::gtJru;a8~Secret, "or· con" 
fi.den(_ial shipments may. be shipped via Railway Express Agency, Incorporated, 
after advance arrangements have been made for carrier to guard materiel from 
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\l 6~ ~4F~GUA:.RPJNP )~1JLI'f_AKY :_I~:;F_OI_U\f~7'I.QJI! 

;t}j!J]th:!J.~ i,t3~f!::V~ffi.! tge_ P.!!:.Qd.s 1of ,con_stgnor :,uq._til_,d~HY.e!:.ed.,to ;c,o~§lign~e, '\ ~otwJ.th· 
standJng.1th.e eg~n~ra~· pr_{!hibition, of~·inS\l_rl!.n~e- op.· 9ov~rn.mep.t, .shipments, :!J.!IY 
classified shipments may be shipped at their: actual: ;value· and notation •of such 
value -~~qe on ,the :bills _.9f . .lading.. :J ~eEd . .R : 55;1o_5, ~~-;-if!(>;·, ~p.d~55;!,5.5):: j;he 
officer determining the method of shipment·will-certify,to.the officer issuing. the 
.l:Jilltor:la~ing·~h~ Y!lluati.on to i)e us~d, ·, . , • , : -";· :~~ <:-. '-: .. ~.;~; · ·. ·- ::·.·. :.:;'·. . . . 
.-,.·d.:;Ordinarv• ,railway ~.ewpr:ess.,.service. protected, .bv-· military guards.-,:-'rhis 
~e~~d _oi_~hip~e-~t-~my;~~~ ~l!os~p. fpr ~~?T:~t! o~. ~o~ft~n.~if!-l, ~!lt~riel: ~s p~o~~~ed 
in a above. In· .s.tJ.ch :c.::tse: the,,p~Ip~}P,leSr:,!)f .. r.egul,atio;t~. go:v,~rning gu11rding, ~! 
J~eight:shipm~!!J:'l; (seelpar.,8 .... ~~c!J.5-c1j'i~). "~y,ill,b~Jollo~e~ !lp: ~ar. a~·~PI:J~Op~iate 
f9r ~xiwes~.-~.!'lr.v~c,e, ;~.i!Jl.·t\le .~efi!ltt().,e;r~epti~n tha~ g~_ards :'Yi~l} express ship
''Yents,,y;:tU.1qe.,f~rn,is~Eld,;~vj~~ .!rf~_I_ISportl,lti<?n. r~ue_sts1,. Tpfl, ~umber of guards 
;(1eta~l~d .. tR :.P1-'9t.e~t. _tl).~. ~h.i PJtle.l?-~;, ;wn~. -~~:a,, ~pipim,u~1 . cqf!~i~t!'\J;J. t ;with securiby 
-requirements ..... ·· . ,, : - ,. :. ,t r: · ... ,. , ······"' .. _ . ., .·.· 
""e .. Air express via co'n11n~1'cial air lines pro'ie~ted by- ~ilit(JrY guards.~The 
P!.~Vi!Jlf!nS(_!~d_;;tbov~.~i,IM<?Vel,"p~e~er!lll~'-; r, ..... - 1,, ..• ·: . ,;:r· l' i::, 

·~ n f{ ~qil.-f;1''#Ul;'-_t .. s,enjfie;,P.~Ot~pt~(],,ib[ ""ilit,ar_Y,,,:uuards.-::-;-Serp. I;Ja!'agraph 8, AR 
55-155, .c" -. •I .. , >, " ;.-.- -•·•·-·, '"'t r:••r , .. ·.,,' : 'l'J ,. ' 

:,:, (l· ;p;di?tqry~·,~i,qt,o~' (r,uc~pjreiuht • propecte~1 by:·m~utdr1!·· uu~':d'~:;;the principles 
.Cif .paragr~ph,8; · A~A55'!~55, ,wi!~.,g9ver,J;J.. 1 ~ q_nlyt.lP~Ei- gl}l),rd wql, qe .• ~sed for sh~rt 
runs unless more are necessary. .!':"''':':•·; .:1 ··oi ;,; ... ,. ,• 7 ''1 ,. ·· 

1• ,h. Wf!~er,•f[ejelJ..t,. se,r.vi_ce.. pr!?~ec.t~d.- ·b,Yr_:!T}~li_yp:y,. ,f!.'lf(Lf4!l,.uTl.J.e p_rif!-C!Pl~:t; of 
par~~rup¥,.~ ... ~.;5~~55, _-~vii~; gc;rye.t;P.::;· ,:WJ;te.n yes~e~s, l!r~r~s,eq, 'r!J.i.<;h;-haV!'l-·a,r.
g~g()II).~J;ItS; fo~., cm;~ying., p~s.se~ger_s,Ar.\in~I,lor;~afiO,I} .,r~qp,e~ts ;-:~i~l. \>e .}~su_n,q. 
jW,~~Il v,e~Sii(l~ i;lfe: use_d \Vi1icp dO-; nc;>t ~a~§.·. a,~ra,ngeD,i~lf.~~ ;for; ~a,r},'y~n~ ,p~b,\9 
passengers, carriage free or at a reasonable charge, approJ?.rlat~, arrs,p~e-~~;nt~ 
for meals will be negotiated. .. . .r'·'· ., :.,\ ,:· •,;>, •.· \ -~;1 . .-, .. , .. ; 

-,.!; §.tmful),t ~.or rt~iifed. tr,oop~,;t,rai,rt.a;,,.pl!J;~.EI!fi~\L)p!iM~l~l ac!;_OIIIPil:!lYin~: troops 
.'J'!,~~ b~,.~d(,!quately .gu~xrJe~-l:JY 9rga?i~ati9~,,p~rs,o.nn~I.,. , ..•• 1 ~ .. , 

,;j.,,.q~«rc~s,T9u~,_-ds, sufficiently;~ 1a:mec,I:nwill l:J~ r·J.>l~O:Vi_tfed ip ;!lccordance with 
paragraph 8, AR 55-155. Nei~h.er,JaJ.r~~~;s nor-mili~ary- gua,rd!J.Will be used for 
,tp.e .sol~. pU:f:QOSe ,qf v.~ev_enting <Jiscl<_>sur~r .<!~ iriform~J:_tion qf, r~estrict.ed. :II!ateriel. 
Guarded service.may. be used.on .any s~ipment.when necessary·to.;prevent physi-
5!ftl. s~bpt!lg~;:,;Fn~n~,iK;~!l~ble,: ;where .. ~nce~~ine~(o(J:I,l~ _ ~rm. iii! ~ot necessary, 
submachin,e, gul?-!:1·· :~u.tm~ll;tie.1 rifle.~.: ~!r.J:'iJles•.shoul,d,l,be I:J~ovi,ded in preference 
Jo.~p~~tol~.;i:tJ1 ~·· ··.:·:.:-, l--·.J-4'~-~J- !.!) :;·..:s:J.\!fL•'> .1.:·\f ~;l't:~:,_ .. ~.~~~~?. · l~ ~H··-~··4 ·:- .··:\ 

"·-~·~ SQ~P,me~ts :•.?f ,l{O!ff!dential- ~!lto/i,~~··.,~x~~Pt ,pypto~P;ap~ic ~~quipll!e.~t ~~q. 
cgmpop~nts. tJ;lgreof.;-]llaYi• a~ .the dl_!!~re!io!l • of th.e. ehie.f of; the,; ~_echpi~~l.s.ervi!;~ 
.in~olv~_c:l,1 l:J~ .. ShfPP,ed:;):>Y! OIJ:e ,o~ ~e fol.lpw~J;lgr.methods, -without,.gu!lrq :c;~. · in !':tl>J 

~: . .' '· :,(1):ri"J:9tli!Ct()d3 flXP,ref!!S.,. ,-,,,-. t· .. ,- ;:·:· ;J _ •, :" ,.,. • ·• ,)··,, ,.,.,. ·~:!; ;,_ ·"; •'•lr1 

1~ ,-;;.:r-(2). ~()aled.fl,"eig)lt !Jr<e:x;Pfti!Sf! e!lrs,;. ·,·r '• , : .;,_i. ·.: ...... :·i-1 n··J•: .,,,;"I 
(3) Sealed truck under own motive power. · . '·"'·~: .. 

l<>h.>, .1,(M ·:F.la,t ::~a,r, ._.proyid~d. trJ.!c_!{s ,Qr .:cr_\ltes. copr!JJping _,_s,aid equJpruen.t .:are 
~ 1.!;r;• ,1~uJ ; , :su~t.a,~ly locked_,ap!I/!Jrr..~~!!led:_al!d,.lo_c~~<h~,i:P.d/ Q!-" :§le!\1~!!.-tq. t:he·1<;!lr.. 
~~, ,._,;. :h .. ,.. :il! fl.dc;lttiop., r.the · eq-qipm_en_t 1Will ~be~pg~t~ct~c;l r~row -~;¥:terJ;J.al· :view 
~n::·r ·1,; 1 ;.-·a.nd.~njury~from-.normal~h!!!l!ards ln. shipping,. _:' ·'':, .. · , ·, ; .- 1 ,-_~rj·> 

1.- Eor,,s~cific·l!leans. of:·shipme.ntc(lf·~~ryptographic .materiel; reference ,sho)lld 
be_.•made to, letter· instr\lction-.oJ;J.,this S\lbj~ct-Jssued by the·War.Departm~nt. 
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' ,~6{!., Cla~sif_!c~ti!;!n.-;-:-a._. }?or,eig_n ~at~smal~·-:T'!for ,·t.Qe,_puppos.e ~~.these regula-
t.lo_!lf?(~Q.r~i~n;Q.~ti.op.a,!s•.ii>,~_l.Jld,e-7-.L ... .,. . ,-,::1;:·';• !'J' :,::[·,~· , :- ,'1~ 

-:: .aJ1 ): ~epJ;~.s~nt~ !i ye~. :offlcif!lS;. 9~ ~mploy~~s o_f .~ Joreig~cy; government having 
an official status. - , f•o!' 

>-:./· L.- J:.2 )J)A}l .... ,otl;l~r~, for~ign·· natlm;~al_s:.aq.!). Gmzens. (!f ··tJ:!e·;-;tJqi!eg ·St::ttes: ~epre-, 
lf>J vi·J'n3 ~s~~t.ipg_ a !.Qr~eign~gQv,er.I].J!lt;'nJ,,~jlri_Il,._9.r. <:Orp_qr~!lo~, ;,' r:.- J.'· .· 

; db' _.,d-3 );!)Qa,n_f!(j.Ja.l).~:Pa.t!ol.l~~~ .WfP. :b!'!.!.,~;q_nsi.d~r.ed, .11-s: Hgr.§- _a~corq._ed · _the_.,sllyr.e. 
,-.,;, '!'C,iH~rr ~;; p.r;_iy!leg~SJla!3 ~ci_t~:r;ens" qf .-th~.-,p~i~ed·;-§.t~tes .wi.tl;l; respe~b to. 1 qr.e 

matter of visits to Government or. comme~CI.!il:-;~!!n:uf~Gt.m;!_ng 
J- ,, :. -. ~ .,,, :.!· · 1e§ti!,Qlii?.J:!.l!l~~% I!@: \)tcP,el:_i~ti!ntl!l . l!ll;>~r~;t~ories, epg:;tg~q,. on (Classified 

W()rk or proJects. r:r:, ,;, : _:'.~' r; . ;:t:·.' .t . · 
uiP~.~lJ~j(e,d,s_,~qt~~- qfti_Z(I},f!-8.~, AJI c~tiz~gs_qf thg1Un.)._ted;~~a.tf?S :n.<!.H!1-.Chic;led in a 
~'.b(}:~e.) :.--::y;,.....,_;.,-;~2 ~J:-;·l .~':2:~:!:,:.._: . . ~·.-·.~.··,.C'.· 1 ':".S'.i.1k·) ;_: "\·• ,:.·~·~~i:'!i-.. 

;:.~7 ... Q•: .:A\1 tg.or~ t~AoJ.' ~.d!I!!s_sio.IF.. -q. ,,qefleml.-:ciJor_J,"espqndenc~ ap.d communica · 
tj_oqs1re~appg .t!J_.Vj.§.itS·J~:iJ!:_b~ !:?\lteq d!r~ct .l:!et»'~I.l tll~ 'ti!!'~Q]ls,offi~es concerneq. 

··n.~· 1!'9Jieitm. !11J:.Horuz}s:~u ~.-.v~~ •;fen.,, · ·,: ·; ) . ··: c/;,c."'. .·,·:: ;·.· .: 
( 1) Foreign na tionalf!v(s~e: p~r:,~a) . ;w{lJ!·~~.~a!lJPitt_ed l to ._<;;overnment or 

ro .c'J···i:, ;Jt· ,C..<:!~_I!lerc:;.i.~l )mflJ;J..Uf~~tU.J:~J;lg~~stal:>~ishme!ft~ and exper!!ll~n-~1 labor
U a<•r .1·"Jl!d1,) ·_a;tg_~;~~!l-·~11ggg~d :01!. ,c]_!l!lS\fie_d _,w.ork. O!; prgj~!!tll• ~1!41 to. -~iii tary posts, 

1 
IC.J .fl;'i L!.!;::.>._!!flQlP§,[;.!l;l!d,, ai_r.~~!<;ls_ ~o_n]y1 ,9~r ~w:ritt~I\·!:a.utl.!RritY;<;oJ:;Jhe Assistant 

\ )l~"!'i'!!:~ :;: ·~o Ql)._i~f:.ofJJ'iJa~, __ G:;-~;;i\Y.a;!:;_P.~pa_l:'~ll!enLGen~r~! ~taff~o w · 
""' :;;r" ;~ r::d2k.tPP.liS!!.!:iQn-;~or :!.§tlch·-;:Y!s_its_ . .:will .. b~ z:m,adti!~ t4r<;mgh..[t]le appropriate 

!o i:r.s.wii iu·.cliP.l.Q!!!at.ictJ:epr_!:!§entatJ.v~s,,e~septj iP.: .tl;!e; ca~e1 .Qf :f!Jreign nationals 
employ~!IJ>y,<;itjzens :of the Unite.<! States or, l_>y, fir.;ll,l!l·PJ corporations 

-nJ !-:l ,"~ r1{.•9,'Yn~dlQ!-"-~ContyoJleq_by <;i_iizens•9f:.the-.pnited -l;!tates, rfQr. 'YbOJA'.ap
:tG!"ntfJ .!t(c; · p~i.C!lt:iQJ:l,S, 5'\'i!lLb~·- sllbll!itt~d .by_;·Jh~iJ,:,;..!l_QlPJQY~.fS, l'mP,rgved;_QycJh!J 
•0mg9 ;..:n:·Jr;' c.o.mw::tndjl}g_ o~~~r . .or1 :m.an_ag~l.Il.~P.t o;t t)le_:es.tl!l/ljs~well,t to. b~: v!s; 
-fr'Ilir~'-''l · , ':11, ited,,:ai>,d, :forw~~deQ.:. witP. , th.e; reC!)Il!IJ).~IJ§!l.t}Q, ~f :.the_; chie,~, Qf;, t!>,e 
<.!0//; fl<t 'f',,:; -~ t~clln~ca_lj .set:vjcg.-:or,1 appr~prja_te:. <;qmmanQing/g~!!er!lH>f. t~e !!.ervice 
no:;~ J'·; J •·:<: C9_!Ilm!,lpd c,on<;mwc;I to. ~he 0-.ssis_ta.n:tQl:\.ief, o~;-~t!lJ.'f, g.,.~,. war: p~ 

· partinent Q-en~.riJ.~·:S.tafl',. r i.f·::- ,.:,:~>) t'.' , •. ··(.:, c'tc!· .·· , . :.-, ·:·J 1 

~ !: ; ~ 1 ! 3) -;APPltc.!!,q9ns Sl}bl.Ili tt~d ·thrqpgh -~i t!'cJ()r-<?f th.e; chaJ;J,ne~~, dfts_crib_!!d• a~ove 
·u't::~.;'·. ,., ;>~~~mrJnc.lu,de:the,{o,~l(lwiqg--Ln~9,r~ation·; :; ,, .. i':i:;.. ;~;;,;~·, : .. • ·::.i-~:. 
ci!lL~l.:~ 1Dr.i:i:~--r~uo(a)\i~Rt.;1~."4~;.fJ.Ijl~ .. ;:-Ji,l . ~-" ;.r:: •. 1 ~ ... - .;;.~·~·~·. ~·. ~:lti~· o.·.j ·c 

. ·lit7 r:·>, 1·•.-:.ti·_;·r:tr(•b) Qffi~ial.;t~tl~w;po_s_it!on,_:, ,,., ·•·• ._., ·"·: .,(.,~ •:.;, 1 ,,·r:;_ ., 
(c) Name of plant or plants, posts, camps,-or;airflelds to which 

admissiqJ?; lf!;d~~Jred;., ..... -.:;': :,.~- ',,; •J.!:;·;:;-~_:·~-.~·-,~) ... , -~ 
(d) pat~! of visit or dates betw,\l~!l;·~!r.J.~h,yi§Jit;f?il.!-.r~u~~~ire!l; 

rAG01:448 

...:· ,::: ~:J..lJ) j~.tp;pq~e~:9~ v,i~1t~~J..l- ·:<-~~'"'!1· · -~·· {· "d7t a! 7.:.\·Jt ... ·~--~ (;.:\ 

For foreign n·ationals.u~.J!!pl_oy~q:!Jy; ~W-~eJ;r.s ,of:,!h~; Up~ted(S!ates or 
by firms or corporations owned,or,controlled•by•citizens-of the United 
States the following additlonai inf~rn:r.'i:tti~~>~ill be. req;;i~ed;' 

(f) Nationality. 
(g) Length of service wltb present employer . 
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t(}::fii SAFEGUARDiNG 'MrtiT:Aii:Y ;INF0RMATION' 

( 4) Prior to authorizing a~ vlsftl-'to ''a War Depart;nent or· commercial 
manufacturing establlshment.engaged in classified work or projects, 

~~- •:··· .1 __ the Assistant Chief of'st'a'if,.;;G-2, War Department General Sta1r, 
-,~ , _______ .wlll ·secure_ .the recommendations __ of the_ Navy. pepl!r!m~nt:- \ill~, t4~ 
0 1' . chief- of- the. technical-service--concerned. --Members'· of:<.thel'armed 
3 ' -- ---··ford;e.··ofcinadiitand M:hi.co'·m'ay" h"oweverr be''admitted''to ''Arm'Y 

:~ · -:--vasts; camps,--and airfields-neai' £Ii~ l>oi:·dMrfuof''tlid~" c6u'~triesn.'iai 
'.: ': ~·· l'J •;:•sti'oc(~'asiotial-·V:isits• ·on' the ·iiuthdrity of-'-tli'e''conimanding:tgenerar of' the 

army, defense command, or service·'coillniatidl·lfaviiig"jurisdicti<in 
:J" r;!>i !U·;in'over'!nich~postS,'tcaliips: · or•aii'fields/"wlthouHe:i:efeiice to lii'gher au-

( thority. - ,h_r:_, -· 1•·i•,(':i" '1:' 

·-Yc},\':UnitiidFState8 'cltizens;.!.....o.Subject :t;o ~the,approtal ''of itbe!'ct:ifuniandlng officer 
or the cimtractor/Uilited •States =-Citizeiis,:te:tcept'thosecrepresentti:ij(a foreign gov
einfueiiti firili\1of':coq)Cira tion, may' tle· admitted ito Wai''Beparfm'en t ·oflcommercial 

.. iliai:n1facturirig esfablishments. engaged· bn 1classifie(lr.work£'orcproject~ under the 
foliowiilg'coiiditioriifi"' 'll:''l ·:) '-,.~,; ••. ·.,-.' ") oJ ,>j;ll·;· flu ·,; ·Jm;r 

i;· ·f.' '"{l)"Ga'sual-visitors m.a:y- iJ:e:a'dmitted· provided n'o'dassifie'd'~work or project 
' is shown or discussed. .P·i >JLU!•! ··" ;' rn·.er 

' r:i..' :(2·)f:.Rerifeseniatfve'ssof'othe'r trnitM·:stai:ek Goverfim·ent~agencies,'l:nanu-
- facturers, or their representatives, engineers, and inventors cooper~ 

·'·~.i. ·_In!! ·"') ia:tin{f -in •war•·Department'::work ·andlhavi:tig ar'iegitiinate· ·interest 
·j:, ·, ~- ,:;,•· .• t· .<therein 'may lie -sliOwn.Js·uch'Work's 'or projectS· as 'tirl:F consid'ered · nece&

sary and desirable by the responsible chief of- technical service: ·Aw 
_q :!IDuti'T:l'i'tthority'for'lidinissio:iiiwill'be·fri.~Wi'itinglfW.<•lff,:' r-; '·;?u·: ':-1 
• -j(:j ;;I (Sf • ~ccredited·· 'reporters,·; photogfaphers; ••anaa 'oth'ef "representatives of 

,_, '•<-o- 1 -._l. ·: Ji::pubiiclty agehi!H~s niaf-i:ieiadmltted·:to•maiitifacturing-'establlshments 
·· ·"jvtw- b. :Aengaged~onlwo'rk for'tlie War-Department,- provided 'classified matter, 

proje{itS,~ or'iptocesses :i)fJ:fuafn'ifacture:care''not<•siiown' or discussed 
::...: b ~:-; <<.i<: 1~ with cflierii!' J N e·wsr i teins,t'photographS,':and-'m6Uoii 'pi'ctures resulting 

.,_;H,wiib: nt'ftom the·:vi!;liPniilst: be:stibmitte'«Fto·the~Wiu·)bepartment Bureau of 
,., ;h-•"G!,~ ··<• Public;Rel'atioi:ii:Ho'i! revie·w pf~ior-totcpublicationt:·1Jf![!":; 

·'"'71•;-··:Responsibility ~:of· comniandiiig:i•officer)'"Army·~repr'esentative, or in
sp~ct6r. [!_,_a: 1Tlie coiiui:u'inding 'Cifficef·i of ~at military ·!m'anufa'ctill'ingt:establishmen t 
·o-r"'th~ Ahoy -represeritativi or iii'spect'or'.'at' aTcOiJifuerciail;fi}aniffacturing estab
lisluneridiftte·local representative'of'tlie War :Deparfmelitf:in' alhnatters regard
In~' the ·ad.niissl<i'ii>Of.'visltors:n•I-f?in'•his•opinion;th'eJsitilatlon' rattlie time makes 
tlie admission of 'iiHti'sitor':inadvisable;Jhe'tis emri6'w·eroo to posfpd'ne the visit and 
request instructions from the office which .a'utliO'rizoo''itf' !t l!T"H;:". 

"'v·IJ'}'The' comma·Jl.'dirig'officer 'or·; :A:i'llfyl'l'epi'esenfaifvEiiwm :make.latlrepo'l_.t to the 
Assistant Chief of Staff, G-2,'\Var~D~partirient'General 'Sta'ff;•throtigh the appro
priate chief of technical service or commanqingigeileral;''servicel~ommand, giving~ 
the following information COncerning'Jfo'feignersl:~hQ'I!ylSlt esfablishments en
fgagOO in da'ss'med -projects·':' , :, .. ,,, .::.Ja.cr~_ 'J,_, jr.r-<q ',., .::: ;nv: tL 

(1) Name, official position, andi·natlonulity;'l: '''-''··: 
(2)'· :authOritf:.fO~r~the·;·viSitYr:·s,-t .-.. ~lDu -:0 jr•_•!"'; !; ·)- :;~·J ·~! : :J! 
(3) Matters in which the visitors showed the'greati:l'st Interest. 

w ·:,-yJ,,(4Jf:dimeral·natui:e'oh1uesiloiis.-aslieu.'1r::~olh !1 f.;':'-;,.", .,.,.,, 
::'JihiJ (·5)' -'E:t:PressciJ· o'b'jeetP'of'the:'vfsu.wo ~::.•o:)i/w,:~o-) ·w '-d,,~:1: -~:~ 

! (y;;,:,·,,-,·;··f c·~t H !\7 u:;flJ .. U.£'( t:A:a! : ·~fi(,; Hh'Jn rf'i·,7eiL/t :,rrt .. ;o,r.t;.J~~:; 

-..__ .1(.1l!r.!tc;i'r•;:l' ' ' l 

.'!~V/)Ji.jfa-: L. '.)e;::'l;t 1i~~W "::>i?~.Sfc~ ·;_,; ~/J"::_.f.·~\.1 ( ~~) 
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(6) Inspector's estimate of ,t_he .real phject of the visit. 
(7) General estimate o_f ability, intelligence, and technical knowledge of 

e:: c~: ;.::··~the~ visitor and 'liis pr6flciericy in th"e :English"lariguage • .'.'; . · · 
(8) A brief list of what was shown··and explained. 

'1"-72.~·,Responsibility of Government contractors.-a. Contractors or subcon
;tiactors· engaged--in· work· for·the War Department ·must pla'ce':sucii ·rest:ri'ctiorls 
'on the movements of Jiersons employed or entering their'planbi'o'r offi'cJit'as'~n'l 
'giV·e adequate security to secret; coiifi,d'e1ftiiil; or·reitt'icted miitters'tlr:th~it posSes
sion." In vie'W:of the wide' diffe·rences'lin orgaliiziition;- ·arrangement; iand pliysica_l 

. -'make-up' of'Jridividua] plants, no: specific· rules' are'-pril'cticablet::•rherefore,-local 
con'dit'ion·s: at •uie'plant' hnd the classification of the •project will determine"-the 
security measures to be adopted~-·:::----.··. ·r:• .:. --.··· .,,i,-.. ,:'J ,J~ .. j:· ,· _,;,: '-'L> ·"'- -,._ 

-.
1

: b/'T!ie :following: geneii~Fprocedure·Jiri- regard' to'-visHofsT•i:tt: establishmehtS: or 
'plants engaged in.cllissified•projects for· tile War Departiriei:ins presci;ibed': . ,, ,; 
'~'hJl.c'(l:)u .. Visitors ··wm ·b'e·'accompanied' durini their stay "at~the pliint. by the 

inspector or Army representative, a member of his office,\·orJ.sbme 
r:-r·: 't'• ~,.:n::~ resi>onsiOle person{ who is;specificall;f:hiformed- as ··to the 'necess·ary 
c::: ;: , '•'.' '· c.'!"·' '-lin':iil:ations. or!,restricflons; "the' scope of ·the• visit,: and. th'e' 'infoniia
·r:, "l•.':·r;_, 'tion\vhich ma:Y:be:furnished;'--·····r .:JI,_.,,' ·1·;'"' --:-.r:'c: 1·· '.: -···i·.-:_;: 

1,:-.l ;, (2)': urlless' specifically' authorized" by the''aiitlior'ities: meritioried ·hi para
·.c:J. ,'Y.. ::- •'; graph 70, visitors wm·n·of be[ allowed ·in· any>'shop: laboratory, dfaft
i:\ l.c • .,b .:.;;,ing':rooni; --or.::section of. a•:pliint 'wh'erer:secre't,:con'fidential,. orJre~ 

stricted materiel is located or where classified work is·:ur.:progress, 
-fl~.·;,. :1 ; • ···-·nor wifi they• be ·pednitted'~to .. take'i)hotogi'ilphsl ,·-' ";,~· ·.,, .• t,,. -'.: -'' 
,,.J;c." (1) W.at. Department.Jcoritractors ·w:ilP'submW-to:the:'cominanding general 
,:; --''' ,,1 • .• -' of.-tlie''ser'vice:c'ominanil, -chief of 'technical· :servicei or•Corrimailding 

·::; ·' i1 ;--.~ :;·:::'General; MateriePCoinmi.ind;t A:rmyrAir'-Forces, whichever··is appi.·o-
priate, immediately upon compietion-\.. of".the- tisi( 'Ja"'report 'of'' all 

,:l-T:; !J :::n 'Evisitors;:E~xcej;it-'United:states citizens and· Canadian. nation'als/ who 
., ~ :.,; ·:~r;r:·•·.! :havel gained. illformati'on concerning·:tte •ciassified work' 'o!.• 'projects. 
-: l G.'' ''"''"'The reports will incliide'the following-information':':''>< ··, · ··iL-:.::ng 

:•.·:.·:,i:u . .:.·:: •(li)"Name, oiijcial~p·osition;. and• nationality.'; •,:) !.' .:::.'!~\Jih ----~::.in 
(b) Authority for visit. . -
(c) Matters .in whihh 'the'\isitors showed th~greatest interest. 
(d) General natl15~,of,,qu_e~t~?~1~ asked. / _ 
(e) Expressed obJect of the visit. 

, .• ',; (f) .. Estimate~ot'the real object of<~ .. visit:•;. ·,' r•. ~-.,: :.1•: 

(g )c-Getieral' estimate of ability, intelligence, and technical knowl
edge of the visitor \lnd · his proficiency' iii tt:iie Erlgllsh 
language. ·. •: ···-v;,;_ '' 

(h) A brief list of what was sliown':and explained.>' •:: _, .•i• -.·, ·•' 
,w,: '.:· ':(2)i'Tne"conimanding:.g-enei·aJi{)f: the1·service command;-· chiefrof technical 
w' : . · · ' · · sel .. vice? or ·commandin-g. ·oe·neral,: lMarerie:t:'1Cominafid, Army Air 
;~,_, ,,,,., · .. - ·':·.Forces,' whichever' is ifppropriate,': wilP submit'1'the;'reports to the 
~·-~~ •t c' -;; 'A.ssistant•Chief>of Staff;:G-£2,·War Dep'm'tment'Geilei'al'Staff, through 
'':i,.,._.;:-, ~·it -th'eiappropriate·'chief of technidtl service: JL. ·. • ''~ '~~ .. 
JS.fJiJ·,;..~.·.iF"f,: s_.-~ vL·~~"' f··;"''>Jh; 1 ,i.;7 . •... !,, ;.·c ··: )~ .. ; ·~ J• 'i ··' .·t~ ",.'!l~t.l 

:! : ,fi!.J•1 ·-l~t:f'!;"L'lJ .. ' ,···:·1 ·r~--·-: .~';.·.·_~:_._ .... -~~! .. L.".t.:.;:.~i< !~ "r •• ~J!~u l,:~~J ':n 

"1:~f}!>!:U•I_:~ri) 1 .,;:::-f ... ~i;JJ!') 1"'.:':-~··~··: .. v:; '{;" .jj_~ .-:· •. !,J::·.·.:_·,,-_.y-_. :.;~!t_t.:.!'~; .. 

:'tt1ir:tJ J·"-Y . .-,J~r ·:ri1 :H ~1 r. , w·-~.1"-· :-; •:.:: .. :.1 :1 .. ~u ·:~·; · .· ... ·Frli:~~, -J,, ti.! 
~r-_ :.1.:... ~~- .:·:·.-.··· ';I.;t :~;~ :'t·•,')ir .... L,1,•'":.r ~ :·,,l·a l;:Ji. 'll~· ·:.JJJJ(, 
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SECTION :VII ' '. 
t_ ..... J:._i'/1!-lt·~·- .. __ ,.·.:: _'_.:. ,. •.···· .,;~·'"'· ~· ··:,, ',.tt*.··: ~i···:":' t'': 

AIR SPACE RESERVATIONS, RESERVED; AREAS, ·-AND, RESTRICTED 
.f, " ·, ·" AREAS··-:·;;.,,, .. : .. l-.:~ ':.·,~·.· J, ·' ·. 

-•7 :..:.t . ". _· .. : ·~. 1:t .~~~-~- ~...,:-~·· .. !::.., . _ · .·~ ~~,; -~;.:.-·.!.:·_ .:.r: ::Raragr·aph 

,;~t~~ft~~,r~~r~~~~~~=;;;======~=====~===.~;=;~;;===·======~======P~~==;==~~~==~ ·· ·~·t; 
··~ ~7~,11 4i_z:;:,sP.ace r~s(:lrvatio:t;ts.-;-:-(J.. Esta?JU.shrnent.-Air space .r~ser:vation~ ove.; 
·military ,installations or reservations, over which ·the .flight of .aircraft· is pro-, 
hibl.t~<i_~qr:rRs.trict~d fpr the' 11,urP9s~ gf national d~f~ns!J or for othe,r, g~_erpinent~:~:i 

·P.P.rPO!l.e.s·c.ll,Je: est!tbttsh_.ed,,by .. :.ExeClJtly!) :.9!'df!r, of, the, :Pr!ls.ident . o!: tMJ:U.n,i_tg~ 
States, or by a State, Commonwealth, or Territory,:_-··:'• · ·', · · · ·•:· ·,. ·· ··. ·· 

•:: 1 b.j.Ter:·rjtor:y: of ·Ha,u;a.!i.,-:,Sect!on 3;. Mr"COIIlmerce JRegp.].a~io:ns Qf"the Terri· 
tory :Qf; H!l~ail; :prQ}libits. priyate ·and· commerci.al· airc.raft :·fronr firing .. ov!)r•or 
cros~ipg :iwy part ·of DiamoJ!d ,Head. apd ·the. -~ortificati0n,s' of ·FOJ;t: Ka~p.ehameha 
an<J. .. F.ort:We~ver: j · .. ,_.~:·. )t._.:; 1"'.J: ... _,_,~,.:.·~~.-· .::l:.'lf -~.;J._: ',t, ·.-···· ·~-~-:·~~ 
·.: c., Ph~lippine Oommon1Ve!klth."":E1yin~ .by any, aircra~t, 0ther than those of .the 
. '(Jn_ited St!ltes;and Philippirre Goveruments:wj thin. a·;distance ;of, \1 miles from the 
perimeter of Corregidor Island, Frail e.-Island, cGarabao Island,•1and Caballo Is· 
la~,d; Manila. EllY; aJ1d:tSubic B!).y; I;>l~nd:of ]Juz01~;; and within 2;,!Diles of the 
perim()t~r.wf Cav!te :Penins_ula, Manil;l! Bay,. :is prohibtted. by. section 80, Air 
C0mmer~e1 :Regulations;, the ·.Gpvernment of. the· ·Philippine, Islands, dated 15 
,Qc,tob,er:JHI3q.: .' .'' ·· ~ .. .-~;-, .. :., ·'"'-':: .• ·,. <" • :· ·· • ', • ·:. : · •• ~ . . :L 

d. Responsibility of· commanding; officers.;t-Th\l. commanqing officer of a mill· 
.tary ~eseryation,·.post, camp;·.station;. or. installation over::which an !lif space 
·reservation has been ·established :is responsible for the· surveillance of the desig· 
~a.ted ~lr·space and f0r.prompt_report to The.Adjutant~General, ·through 'military 
.channels, .. orany illegal1J.ight ther:eil,l .... · .. ' · ··· ,li · :. • .;., 

·•::74.,-:B.efi"t;ricte.d,;areas.-:'--;ac Desiunation._:.,The. commanding ·officer of a post, 
C.!lll}P, s!a.tJo~;.o.r install!ltion cis~responsible for·the designation ·and proper safe
guarding of restricted·.areas. rif·,local :conditions dictate, ·he. will mark all or
dinary entrances or appJ:oaches to sm;h areas, with .a sign J:eading as follows: 

('. 

, ·r .~ .... : -~' ~,. ~ 

It is unlawful to enter wttlifh, this'; lr.!..'.!..::_; __ c,!._.:-.!.:..L:..:..:.:_.:.:.:.'_.!_;;,; _______ without 
•r· ·...: ... ~' .,;·.- •.• +; ,.. ~-~·-' }•·, · -· ,-:- 1 i~; .. ~" .x..i~(Ai-ea·tiuildlng·fetc~f 

.ir~tten"l?~·rP:i\\l~ion ·~'f: ~~~='.~,.,.;~~ .. ~;:;:--:;,,,:~.7 ~:.:~. ': :-:. • ~ :,., • · · 
· (.Authority) ·'·" .,.,_ ·; . 

b. Procedure.in case.of:viqlfl,ti01!-J a;:,·'.:.;>···'·, ;._;. · :. •!,.. : .• : ~ 
: , : . :. ( 1 )· 1TI:).!J. ~l):!lli~ndJng officer ,O~,!lq~ilitary. res~r.v!ltion, post; ·camp, )station, 
, -'· .. , ... , .. ·,:.or -ln§ltallatiopJ:~!ll, c~u!l_e '!lny.,persopunot subj!)c.t. to. miFtary law , 

• _ ':. ,~ ;1 , <~ 'Yht?i ~nters ,a. restricted· a!.ea: o~ builcling; t_oi be d~t!lin,ed, warned of 
.::'!· , .... ,_ .. jf;his. rights,,_a_nd:·fnte.rrogat~d,'by.:prop~r!-.author~ty. It it is a first 

offense and there.· is ·.no:·e_yJg,ence• of:.j:leliberate .. fl,lten.t, the offender 
may be warned against repetition and rele~sed upon the surrender 
of any unlawful photograph, sketch,' picture, drawing, map, or 
graphic representation in his possession. Otherwise the offender 
will be delivered without unnecessary delay to the nearest United 
States marshal with a written statement of the facts, the names 

.• , I 

SA:FEGUARi)!-NG MILITARY INFORMATION1 
.A:a:asQ.:..s 

7~76. 

·: .C :• • ralii:!·a~dresses of'the··wltilesses; and1such'pertiiierit'exhibits as may 
be avatlable: .:.'c".·.·.•: ,,,.", ,.: 

·•1.• ' '(2) •Wh:n'•afi :rnvestigiltlon1 reveais that a:~];\efs6n riot' subject to military 

1 
~-J; •: . . ,·,; ~Iaw~·F:as. entered' sucli a r:stricted .a:rea'·or building, custody of the 

.;... -lndlvidualc not· having· been· effected,·. the ·commanding ofiic2r will 
promptly forward in writing to the nearest United States district 

. at~orney:'ti.' report ·of ·all tiie facts, includill:g. the· names and ad· 
L.~~-~:..~.~£t:) · !dresses:·of:the -WitneSses."'·: -;l.. ·:. :t ., -· .'.-, ··- · -,::. · # ·:.~·:-~ •• ~ : :· .~;-

:• .. :(~) A report ~·ill be m~~;de through• miltnry c,hann~ls to the commanding 
. gen,~ral of the service 'command of eachl'ciise· brought to the atten
... tlon•of Clvil·autliority·and' wilHnCiude a ·J:)i·lef of all the facts and 

copies of all pertinent communications,· ' ' · · 
··'"" ..... , .. :r.~~,~~ lJt.l.\.·,. ·l •. , .. _.J. i.1 ·~,, ~' .• _ _:_ 

4 ,. •t *' 4'1 

.,._ .. ;, L"··- TR?OP, MOVEMENTS AND INDIVIDU:AL,~RAVEL 
.... !":.:.· ... 

i~{~;~~:~~,~~~~-~[",~"tt~r:y1~i;:f:f'~~{f"_:PJ''~'~~ 
Returns to United Stlttes . · ---------------------- 82 

· r;~?llg~~~i;~~~~~~~~m~?~:~~~m~:~~I~12~~~=~~l~~;;=~j;~~, ·.~l 
;~·-~5: G:en~ra,I:~Comm.anding -officers·'of'lroops· or·lndividuals ro:ffecti~'d · b; the 
provisiOJ_JS of •this ·sectwn· are ·resp<ihsible that'·suchJ t'roops''oi ·individ 1 · 
in'structed-•in s·uch 'provisions; 'ad,'ised of· tlieir applic'ab!lity; a'n(Fwah'le~~ 0~ .:~: 
danger, ~nvolved · ~n the sp!·eading of·infoi·mation· 'ci::ince'rnirig troop· moveni.lm'ts; 
InstructiOns _of thrs·natm:e·will be· given prior to the ove·rs¢a tt'oop mo'veinent'.bi::ith 
at·h01;ne statron•and stagihg'area. · · · · ·,. i·. ·•iL ,,. ~ •. , . . , .. ,. ' .. w ;

1 
· 

~6:. Class~~cati~n requir~ments.-a. Movement of troops 'or'•indlvldtials;··· or 
~ny ~ron~ o~-class of such. movements, will be classified a~ secret, ciJnftdentiaZ; .-0 r 
restt~otea b~, or J?Y· authonty of, any officer authorize'd·:to·illake' or' authoi'ize secret 
cl~ssifi~at~ons-_nnder paragraph.9a. '-·It is essential 'to.proper'Classification that 
ofhcers authonzed to' classifY. 'documents are able to<identify· classified' ·1 · · t 
f 1 f t' · . ·u . . , e emen s 

o. n o~m~ 10n, par cularly those elenients•requirihg iHiecre'H~las8ification:·..:···; ·; 
:·:.b:''The fo!Jo":ii:g'eleri:Jenfs of'information 'concerilihg 'troop movements'·or •ln· 
dlV~.d~al t~avel_ W'lll n~rmally be classified·'as indfc'lited'below<inceach case: :•: ·'. 
":· · ·(·l) Seoret.'-Documents wllicll'contaiihiny one 'Of the followilig 'eiemerits 

':; '•1 
!!:"'•'." ··m. 'eith.~rl dire.ctly or: by;_limplica:tion; require' a classification~'of seofet: 

· • .t .. ,.u · '·. · .. ,q·a ~~Oversea or, in terthea tei• : •geogra phi cal · aestiila tid its <(except 
.: 'If .. " •'"·

1:..ln·u-1n 'thosein.AlaSira;·can.ada/an'd .. Mexico):::; ... '· '· ,· :-.: 
-e·.~ .. /] 1 :.c'·> r:!l Jl(·b') 7 Date and ttme·of,departure'fro .. " · ·t·' p··· ·b· ·· ' · ' . , · . · m por O.l."·em arkatwn, port 

.' en route, or airport. .' · . ., 1 

(e). Route, name, or destination of ship ~r convoy. . 
,' 
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), 
I 

I 
I 

1 

,;, •) 
jl 

' 
.. 

r 
l 

l 
I 

'-

REF ID:A4127207 

~\·~38~5, 
'?',1},-7~ f:!AY.!J)GUAJWI~G -MJ;LI'J.'M\Y -~~FO~~:A';l'IQN_; 

·::-u.t <>:; ,,;,;u:..:(l.l:) .• ~stlmated. time-of -arrival.at.oversea· or intertheater destlna-
.. ti())~- ~r ·p~rts. eU: .ro~t~.... . ........ _:.,;:-:·fi~~.;· D~ 

~·r: q;~,, .,., ·,.,.(e);; ~'l.mei\J?~ng o!,lassigi).ed, ~h_lpgtent. num.!J~r.E!.f:!Orfa~~JaS the 
;· :i "· -;~·J,'l<J. •Oversea or.intertheater.-.destlnation,fs concerned. 
~: · · .; . _'r::" ;!'' ;( h ; ~~- O~!Jr.se~;~: ·o~._!n!~rtl;~S~t~i·d~~tJ~~-t~~~ (rgPf.~~nted by a tern-
>·,· ·h ,,. •'llP. 1:,.·poriJ.r:y.-+,\P();nu:r;nbeJ:.;i·•.t i' [.· S.'<• '': ..-'•·:.·:..·; 

<1r. i .. •: ........ , .. (.?) .. Eyent~. en ,r~ute.lnvolying. enemy, action . .' ., .... , . -~ 
(2) Confidcntial.-DocumeiJ.ts which cgntf!in any, of·.tht;._following elements 

:·,.'' ,. , . .,,, '~iH be ~ll).ssifted cfJnflderl,fwJ.~· 1::·J .b•".' ·:· .. ).:· .. ·~~~·,. '• -'• ;r:; _ 
•• ,. ~,:, , .J, •·; . (~) ;Infoqnatlon or: ~eS~J:\P.tlon .of:unit .. mgveme_nts of nonopera
; ... , ~, · · ·• ;. .• ; ._ . :tl9na1, s_ig)?.i!i,~!lnCe• ip 1 are.a~ -wi~~.in• or :adjacent to opera-

,; 

\.;· 

tional theatep§., •;:•rr, .•. ;') ···:·. .• •:r .• .... 1 .·.: 

· (b) Complete list or tabulation of·units combin~ with and in
cluded under: 11. ,single. -sl}ipment nui:nber for oversea ship
ment. The combination of a single unit with its oversea 

' ..;, "-• shipment number iuid letter,'· however; .is restricted infor
mation. 

(8) Reatricted.-Orders, communications, reports, and other documents. 
. . ... _con~e.r~i~g. !r:ooi>: move!Ji~!lt~ •. ei~~pf as indic~t~cCiri ·(1),;ii,i14;'·(~)~ 
. . ..... above, .will..be. classified .. as restricted.. However, :reports' and, como: 
- .. ·-- municat!ons concerning movements need not ·-be" clasSified. if the 

t'. ···classified elements of·inform·ation ·and""iJuit des!gnattolls·-are~ho(:Iii; 
: · c]ud_e(!_J:.hereiii_·,an.c! _r.ef~~en(!e_ tQJlie n'!.o~~nientri~;ip_l\-de~~Y~~hipll}e~j:~ 
• number .and letter, by temporary APO .number, or .. by main number!. 
·. '77. Dissemination of. information.-'-'G. Officers and men ~il·l ·hJ!d tiilk''ot. 
discussion of ·military movements witli. civlliims and will vfeW.~~itl~ ~~s:PiJiriri 
any person asking -qitestions ab.out such movements .·or. di~~ussi~g topics Pe'rta.'i~lng! 
thereto. -- --- · --- .. 
.. ,.b. Al1.·nerson!i ~co.nn~t~d: with the military.- SElrvice, who . receive...IJ;lformatlon 
c.onc~rniqg- mo:ye~.pents o~; organizati(ms,· deta.chments,, or individuals, .classified 
in: ac<:;ordaqce, with p~ragraph,:J9, a1:e forbidden< to make pubpci_or to _inform: un" 
l_tUtP,orlz,ed pefS.O!lS c;!Oncerning the clasi!J~ed·element!i,of suc,h movements; , "·' 
~ J:!·:i Wbe.n .l,t is .ne~~-~.ary. t~ .a_dvi.se ,re~~~ives o.r. _other· persons; ,o;f, apprp!}cl:!ipg, 
departure, individuals connected with the militl).ry ser~!c~,wil), ,n()t;;disclo~;;_eca.ny; 
clas,sfAe4rip._fO!'!Ill!-tiqp. : .. ·. ·~c ·;r;;·. ';cr. -~ ~ -'·'-. ; •.:·· ,, ·.· .. lf y. : : ,-;7 J•:. ::: J,\ 
.•. ,7,8< l;tl,l.il \ !!<nd,' mo~or . ~pve,m~n tf!.;-a .. ,~il apd , ¥J_otqr movemfZn ts .pf:. tr09,P!!
in··~ll~ T}.nit~J§t!ltes; including-thos~. to ;1\,ie:x:ic~ .!l.nd Qanad_a.-:wiJl ,nol'll).ally be. 
classifieQ.; ri:J.s~ripfed.. ~.owe~er,::r~P()Fts c_gzt~el'Il!ng, arr-ivals, and ·depa,rtm:f.l. o.f:f!ucP, 
movem.~!}tf> maYJ 9e·. transmit.teq ·to pers,gn!l.Jl.uthQri~eQ. tQ, r~ceiY.<l:.su.c}! 1 :repg):'ts, 
unclassified, ·provided, '!]nit de~lgna.tiop~ .. a:r~r11ot incl\}J'Ie?,_t:q.~r~iP:': ,d.: .. :a.· .. : 1 , o ,, 

,, b. When· ra.i~ .or w.otqr :movements :Jlre, .~a de pre)im)pary: t~.: !ll\, oy_e:rsea: :.!Iloye
ment f'\'om the ,lJnited States, :cars,-,p~ggag~· and-impediJpent'a will not- ,be ,marked 
~nt th~·. clear, -~o s,how -destination, d_a t~ 1ot, depa_rture, .n.a~e. of· ship,, or other class!~ 
(iedeJel!l§nts .of.inf?rmation. In SlJC1) 1cases1 irqp~dii)l_enta,~m. b,e,_~.pa'rked ~ith the·· 
~~fligne.d ~)liplll,~nt.numl!er and)etter .. _' '.rb,e-,un~t deslgnat~on~~ill; not be used as 
a marking on lmpedirpenta;:~lthough the. cqmpf!p.y_letter .or abbreviation may. be 
1}1\l~d ~g idel]tiJy t}le -impedi,menta of;each company .o.r-sh:p.H~rtunlt in the move-
ment. . . 
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·r)1o.11 Diit;ingthe progress ofla •i:novemerifby-rail'or motor witllin' the United. States, 
iildividtialS 'participatfng"therelii will not communicate ~ciassified: ififl)rma tlon -to 
unauthorized. persons. ' .::•,: .. :·:' :· .. ! ·..-·.:·:•'!·.· ... ,,; ··.0 :::~ ·. -,,, ·.:-.:.r ··~ 
,, 79:•.1ID.: 'stagingtare'as.La!liinsiructions' wili t)e-given. to::an.lndivlduals con
cerned•in'the'applicable'seciidty provisions ot this section:' :•;,~<··:; .; ': ' .• -:. .: : ;• ., 

b. Commanders ·(if:ports··or 'air!Jorts of embarkation are ·iii:ttli"or\zed'to :resti:ict 
to> pfesb'ribed eli hlitS. 'all•lndi vidua1s · under 1 oversea, movement orders·: foi'• a· period 
iioti 'to;:exceecP'l8"hotirs pflorrto departure; for'Yoverseaif or(futettlieater! destina
tions~ .:;During i this -period of restr!ctiori) :conimu'nication• with 'civ.!l!an:s: i:nay • ·lie 
prevented or limited as may be considered necessary by the port or: iJ.irp~h·i coml 
!ll};t,J?d!;l',;CO~~~r4"d, /, "~P~!!ll- a~t.horit);;;Jllm!t c be. 9.J:l.J:.aln~d. fr.Q_m. t!_let war I PE?P~·rt
ment>;( i:Mn· ijle!U nlted S til tes). or, the theater :~orilman!}er. .( if:oV.e~seas) ·for placing 
lndi viduals: in· restrictioili more' than '48• hours prior to '-the'. expected sailing: ot .de~ 
PRF}ll:~~~~d~t~·I ;:~· ,.,~ l· ,.·;~~--:ri r:; ·-:r _.-:!:....''~_~ i.~~. t·~.·i·: ·-;.:n.c .. :., ::· -- .:-t:: :.·-. () .\~; 
gnS.<?:'j~:gl.b~rf.!:!l-tiop.~;;-r;a:_,Ar9op t ~o.Y,~!-!lei!.ts :'vin.l>\-'l, .m~.d-~. J!(), far, a~. P/:!l<;~!c.~!>},<il 
-W.~~t/P!!J .?.ttr:;tr.~t~g. ~ndg~;p,tt~p_tigp .. , :4.V~!l£r1tY;.!9 u.s~_l,l,a?,,ds.5~U.ring ,~wp~rJt~W~B
of troops Is lef.tt\J;t~~ !lj§~lje~.~~~ <l~1 ~t;t,co!P._w.apJ1_et;s.;w~~Ie1.}~, tP.e.~r ?P~IIl9~!Jlt!l 
~!iiY!Hgto~. ~)?a.w'!r~~~~1!1P! 1 j~pf!.r<J!z~Jh~ ;se,c~~itY.,·~tth~:~?Ye~_ent,~ ·•: .. •L' " 
'!:;~·r,A._ll.1IM.:[.S?,P~d/2k,~n. R!f\c.~a1 .~l;IS,h,l~~.~Fln ,be<Je~~cJu~~~ ~rP~ .t):).e ,pler:s. ~t·B:9 
.~i.W,7~:_, :.'; ~1 : .. (.c .. J ;:.:1n01:1 ~~0 o ~if<:·~oi LJLLi tl.it'"'li'-'1J?. ~) -~.:>~.')L-)~~ s.. ·di :.·· ·-~i ,,~.-_;:;::c 
'1: ,g,.:~lf.~~o~pe,l.W.t\Y.l!!'l~tti~.!llflel,'f!§ m~J:\1'?-. th!3)llfll~~ro:fJ.l,l~.P,_i,'H'/?~ ov~~~e~11.: subj!r~.t 
!,?}.~W J;_~s!t;}S~i.'?~)IR~s.e,I'!IpY,"t)llll~.O~~p.n<;J.~er;:<?t tp~-,t1or.t! 1 !!,h_ill,: t,he!l~er •. o,,r,ot:p~f 
·p-.J~~; £31?-~C~~~~q.J.~:.;:, ,.r·-~:;::;!.r-":~1-rr :1·1·· ~-~c:~!f >:..tj.· 0:li1 /1t':t~~~--;r!1 A'J~,tr ,_·; H: .... ·· _. s:: 

d. Members of farnilles,.relatlve.s, or friends .of,those. saillng ,will not ,be allowed 
at the piers or th~~e~b;;~ts on 'ti1e day "o'f ~~ilii:tg'~"-.A~y"s~~h-~rso~s·f~u~d there 

•• 1 . -':·"- i,,) ''· u.·,,.; .h .. • 
will be ordered away summarily by the guard and report will be made to the ap-
propriate authority of the officer or enliste<rt;;'an·With"whoin ~they'~were. seen'· or 

. with who'n1Yliey-atterii'ptoo to communicate. 
8·l:···Movement of vessels in harbors.-Vessels loaded with troops or supplies 

will be moved under cover of darkness, whenever possible. If vessels -must) be 
moved during daylight, the commanding officer of troops will hold 'his men below 
deck or within deck superstructures to prevent attracting'attention.', Signals by 
flags or whistles will be Umited to those necessary)for'safe navigation. 

82. At sea.-a. After sailing from the port of embarkation~ .~.he _?v;~~~~!l~ or 
intertheater destination will be disclosed to individuals aboar9 ship on~Y;It~ neces
sary for training or indoctrination en route. When such• information is dis
closed, the individuals will be warned of the secret classification thereof. Par
ticular care will be taken to insure that this warning is given all individuals who 
are allowed ashore at intermediate stopping points. 

b. Events at sea concerning or resulting from enemy action will be considered 
as secret information by all individuals concerned. 

83. Returns to United States.-Classified elements of information concern-
ing a return movement to the United States are identical with those enumerated 

, ·in paragraph 76, except that the United States as a destination:: is restricted 
information only. However, the specific port of destination in the United States . ( 
is secret. 

84. Movements by air.-a. Generally, the same requirements for water, 
motor, and rail movements apply to oversea movements by air. However, greater 
care must be exercised by all concerned to the secrecy of speCific oversea or inter
theater destination, since such movement orders normally disclose a geographical 
d~tinatlo~ g~ 
?.!'-:-. )~:CJ. 87 
AGO 448:;; ·::J.t-;~; t:t1H.~;H T · ·~,:..,~:r.;:- ~... ,t! 
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.b. 4-lUudivlduals ii~volved In such movements, comm.unlcating from Intermedi
ate stopping pol~ts, will refrain ft:om diSclosing ~las~i1led informa.tlon, pJirtJc:u!a~; 
ly their oversea or lntertheater destination. · i. ,. :· .'.· . •:. 
_,8§.-HigP,er, classi:fication,.:._A higher cl~sslfication than that indlc!!ted··ln tpls 

section may be assigne!}lf the order, message,.or other COIIlmunicat_iop ~ontalns · 
tnform.atlon.whJ\!h $ould be protected by.a.hlgher-classiflca~ioiJ.•: · ,., .•.r·. . 

' .. 86. Reaspn ·.for, classification.-W,hen~ver . a . classif!ca tion:. hig~eq· th~IJ.:, re
stricted Is assigned to a movement.o_rder, the reason for snch·.hJgher .. cJassification 
.wpl ,nor~ally.,be ,included ther:ein.· .A~. e~mple of. an· explanl!tory. paragraph 
ls.a~fOll()WS: .. ,: •: e-.~. , ..... ;:••.; •:!· ""'··· 

· "The.· following; secflit tmd coilfidentia] 'elements. of iDtormation are ·contained 
herein: secret equlpment·(par. llc)·; tabulation'of units '(par.Jl); confidentilil 
mission. (pars. 2~and 3). • AI! othe,r etements pf. this order IJ.re 1·estricte4. . . . . . 

87. Overseas. -a. After arrival . overseas no information wlll be' given· con
cefnihg 'n'a"m'es or de'stiP.'ations bf orgari!Zation:s; niunes. of' vessels; data::Ci.mcernlng 
cob.voys; routes1 ~ursued; measures tt1ken' to avoid 'attack, dates o'f arrival, deb1ih
'atfo:ri,' or 'departure; or'riurriber of troops/Or kind of·~argoiis carried> . ' ' " J ' ' 

b. The disclosureq of the ·pl~ce' o:f'i~xecut:'i'oii 'Jr· ackiioVvledgefuent.o:ri a legal iii: 
s'trumenTt'tiy one in' or with the'ariil~d forces:ovede!ts' fs authorized; provided the 
military necessity of secrecy of strength and location of troops does not n!quire, 
~uppression ·of such 1iiformaiion~ provided 'aiso;· that such' (usciosure is 'necessary 

''i:o'the iegality of tli~ instruineni: and th_e ei:ecutlori·of the instrilmen't 'cilnnot te'<i&. 
ferred without undue hardship, and provided the information discl'ose<i' will be' of 
no' substantiai value td.tlie-ene-D:ty' wheii'iina lf it may reaoch·:hlm.':' .. ~. _- .. 
··~.·,[.i:G:38o.oi<ili"Ma~44/J ·' ;!·· ..- ' ··,··; ... ·•' ·,,_ 

.l ·, , • ~ 1 •·r ··• , .-- " ;~ l-r:~--.:rj-1 ;-;- .. ,t .~ ~·,_,-. , 1 

..• ~.; OR!>EB,t;lr_TH~ ~;'E:cB,ET:A-~Y.of 1W A& i •. :. ~. . , ;~ _, :-· . :. , ... , 
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• ··t~ ·. ~"-":' I .: ·:L . l• 
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ARMY REGULATION_S l 
No. 380-5 · I 

WAR DEPARTMENT 
WASHINGTON 25 D. C., 6 March 1946 

SAFEGUARDING MILITA~Y INFORMATION 

Paragraphs 

SECTION I. General ----------------.---------------------------------- 1-23 
II. Nonregistered documents ___ ..: ____________________________ .:._ 24-33 

III. Registered documents-----------------------------~-------- 34-46 
IV. Cryptographic security -----------------------------------;, 47-60 

V. Materiel -·-------------'----------------------------------- 61-74 
VI. Visitors --------------------------------'------------------ 75-78 

VII. Air space reservations, restricted areas, and reserved areas ___ 79-81 
VIII.. Troop movements, individual travel, and movement of sup-

plies --------------------------------------------------- 82-95 

SECTION I 

GENERAL 
, Paragraph 

Military information------------------------------------------------------- 1 
Need for classification ___ --------------------------------------------------- 2 
-Definitions-------------~------------------------------------------------- 3 
Categories-----------------------------------------------,---------------- 4 
Top secret Dlatter---------------------------------~----------------------- 5 
Secret· matter------------------------------------------------------------- 6 
Confidential Dlatter_ ____ _:-_______ - -----'-------- --. --------------------"----- 7 
Restricted Dlatter--------------,--------------- ---------------------------- 8 
Grading-----------~--------~--------------------------------------------- 9 
:Authority to classify _________ -----------------------------------"--------~ 10 
Classification .of Dlatter from other governmental agencies---------------------- 11 
Dissemination of classified Dlatter------------------------------------------- 12 
One . classification' only-----------------------------------~---------------_.__ 13 
Overclassifica tion--------~---------- ------ ______________ :_ _______ ----------- 14 
Responsibility------------------·---------------- -------------------- --- __ -- 15 
Cancellation or change of classification______________________________________ 16 
Loss or subjection to compromise-------·------------------------------------ 17 
Reproduction of classified Dlatter------------------------------------------- 18 
Photographs or othe'r reproductions of classified matter _ _:______________________ 19 
Requests for military information _________________________________________ -:--- 20 

Dissemination of classified Dlllitary information----------~-------------------- 21 
Testimony before Congress-------------------------------------------------- 22 
Legislation pertaining to War Department ___ :.._______________________________ ·, 23 

1. Military information.-The War Department defines military information 
(including intelligence) as all information primarily under· the control- and 
jurisdiction of the War Department or of primary interest to it. This meaning 
rests primarily on· the idea of control, jurisdiction, origin, or degree of interest, 
rather than on substance of the information. 

2. Need for classification.-Military information is of varying degrees of 
value to enemies and potential enemies of the United States and therefore re
quires corresponding degrees of protection. Official matter must be· examined 
and, if protection 'is required, graded in accordance with' the degree of protection 

•This pamphlet supersedes AR 380-5, 15 March 1944, lncludi~g C 2,. 23 August 1944: C 3, 
5 February 1945; C (, 14 July 1945: section I, WD Circular 244; ·and paragraph 1, section I, 
WD Circular 298, 1945. · 
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SAFEGUARDING MILITARY INFORMATION 

necessary. The policies and definitions herein stated are furnished to insure 
accurate and uniform grading and appropriate protection of military information. 

3. Definitions._.:._a. Active theater of operations.-A theater of operations in 
which there is organized enemy resistance. 

b. Aircraft.-The term "aircraft" includes all weight-carrying devices or struc
tures designed to be supported by the air, either by buoyance or by dynamic 
action. 

c. Air space rescrvation.-An air space reservation is the. air space located 
above an area on the surface of the land or water, designated and set apar(by 
executive order of the President or by a State, Commonwealth, or Territory, over 
which the flight of aircraft is prohibited or restricted for·the purpose of national 
defense or for other governmental purposes. 

d. Approved circuits.-Approved circuits are electrical means of signal com
munication which lmve been approved by competent authority for the trans
mission of information of a secret, confidential, or restricted classification. 

e. Classified military information.-Classified military information is military 
information which requires grading to indicate the degree of precaution necessary 
for its safeguarding. 

f. Cryptographic material.-Cryptographic material includes all documents 
and devices employed iii changing plain-language messages into unintelligible 
form by means of codes and ciphers. 

g. Cryptographic security.-Cryptographic security is that branch of signal 
communication whicl~ deals with the provision of technically sound cryptographic 
systems, their proper use, and their careful safeguarding. 

h. Cryp.togmphic systcm.-.Code and/or cipher and instructions therefor. 
i. Documents.-Any form of recorded information. The term "document" 

includes printed, mimeographed, typed, photostated, and written matter of all 
kinds; charts, maps, relief maps, photomaps, and aerial photographs and mosaics; 
drawings, sketches, notes •. and blueprints, or photostatic copies thereof; photo
graphs and photographic negatives; recorded engineering data; correspondence 
and plans relating to research and development projects·; and all other similar 
matter. 

j. Doumgrading.-The lowering of classification of classified documents and 
material, including declassification when appropriate. 

k. Engineering data.-The term "engineering data" comprises drawings, blue
prints, photostats, photographs," mathematical calculations, formulas, processes, 
and all similar items that can be reduced to documentary form. 

l. Foreign government.-The term "foreign government" includes any recog
nized or nonrecognized government and any faction or body of insurgents within 
a country with which the United States is at peace. 

m. Impedimenta.-The term "impedimenta" refers to organizatipnal equip
ment which accompanies troop movements. 

n. Inactive theater of operations.-A theater of operations in which organized 
enemy resistance has ceased. Competent authority normally will announce when 
a theater of operations becomes inactive. 

.o. Materiel.-Any article, substance, or apparatus. The term "materiel" com
prises military arms, armament, equipment, and supplies of all classes, both com
plete and in process of development and construction, models that show features 
in, whole or in part, design, mock-ups, jigs, fixtures, aud dies, and all other compo
nents or accessories of military equipment. 

p. Munitions of war.-Any item used for war. 
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q. Numbered documents.-Any document numbered for administrative con
venience but for which no short title or accounting is necessary. 

r. ·Order of battle.-Important disposition of armed forces with the identities 
of the units and formations composing those forces. 
. 8. Paraphraili~g.-To paraphrase a message is to rewrite it so that its meaning 
IS the same but Its phraseology is different. 

t. Photomap.-A reproduction of a photograph or mosaic upon which grid 
lines, marginal data, and place mimes may be added. 

u. Plain text, clear teiJJt, or plain lanuuage.-"Piain text," "clear text " or 
U 1 • 1 II • th t I p.am anguage IS e ext of a message which, on its face, conveys an intelli-
gible meaning in any known language. Such a message is said to be sent "in the 
elear." · · 

v. Registered matter (document).-Any document or device registered usually 
by number and periodically accounted for. See section III, Registered Docu
ments. 

w. Short title.-A short title is a designation applied to a classified document 
materiel, or device fo~ purposes of security and brevity. It consists of figures: 
letters, words, or combinations thereof, and if registered usually contains an 
abbreviated designation of the office· of origin, without giving any information 
relative to classi~cation or content of the document, materiel, or device. 

1/J. Technical information.-"Tcclmical information" shall be deemed to include 
information on weapons and equipment, including instructions on maintenance 
and operation and any descriptive matter or components. It further includes 
means of · ~anufacture, techniques, and· processes of weapons and equipment, 
together with information pertaining to the various sciences relating to weapons 
and equipment and to direct and indirect measures which may be employed in 
warfare. Information of a strategic or tactical nature is specifically excluded 
from the meaning of this term as are "user" aspects such as functioning and 
general instructions for tactical' use and employment. · 

y. Travel.-The. term "travel" refers to the movement of an individual who 
is not part of a troop movement. 

z. Troop movements.-The term "troop movements" applies to the moving of 
units. , . . 

aa. Unit.-An organized group of personnel with its authorized organizational 
impedimenta. Organized detachments, even though temporarily/ ··organized as 
such for the purpose of the movement, are considered units whert organizational 
impedimenta i~ auth?rized for them. When a code designation' such as a ship
ment number IS ass1gned to a troop movement, each unit therein is normally 
designated by shipment number and letter. ' 

ab. United States.-The term "United States" as used hi these regulations 
includes the Canal Zone and all territory and waters, continental or insular 
subject to the juri;=;diction of the United States. Sec. 1, Title XIII, act 15 Jun~ 
1917 (40 Stat. 231; 50 U.S. C. 40,· M. L., 1939, sec. 2187). 

ac. Visitor.-As used in these regulations a visitor is any person admitted 
to a Government ·or civilian establishment or area in which classified work or 
project is being conducted for the War Department except-

(1) A person employed on the work or prcject, ~r 
(2) A person directly and officially concerned with the work or project. 

4. Categories.-Official matter requiring classification· shall be examined 
~raded, and marked top secret, secret, confidential, or restricted. Top secre; 
1s ·a special grading given to certain secret matter. 
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5. Top secret matter.-a. When classified top seoret.-Certain secret docn· 
ments, information, and materiel, the security aspect of which is paramount, and 
whose unauthorized disclosure would cause exceptionally grave damage to the 
nation shall be classified TOP .. SECRET. 

b. The following are examples ·of matter which normally will be gra4ed TOP 
SECRET. 

(1) .·War plans and plans or particulars of future major or special 
operations. 

(2)· Particulars of important dispositions or impending moves of our 
forces or convoys in connection with (1) above. 

(3) Very important political do.cuments dealing with such matters as 
negotiations for alliances and the like. 

I ( 4) Certain informatfon of the methods used or success obtained by our 
Intelligence Services and Counterintelligence Services or infor
mation which would impern·secret agents. 

(5) Certain new or specialized techniques or methods to be used in future 
operations.and identity and composition of units, wherever located, 
which are especially intended for employment of such techniques or 
methods. · 

(6) Critical information of new and important munitions of war, includ-· 
ing scientific and technical developments. 

(7) Important particulars of cryptography and cryptanalysis. 
6. Secret matter.-a. Documents, information, or materiel, the unauthorized 

disclosure of which would endanger national security, cause serious injury to the 
interests or prestige of the nation, or any governmental activity thereof, or would 
be of great advantage to a foreign nation shall be classified SECRET. 

b. The following are examples of matter which normally will be graded 
SECRET: 

(1) Particulars of operations in progress. 
(2) Plans or particulars of operations, or war plans, with necessary inclo

(3) 

(4) 

(5) 
(6) 
(7) 
(8) 

·(9) 

/(10) 
(11) 
(12) 

(13) 

sures thereto, not included under TOP SECRET. 
Instructions regarding the employment of important new munitions 

of war. · 
Important improvements to existing munitions of war until accepted 

for service use. 
Information relating to new mat~riel of the type described in a above. 
Certain information concerning specific .quantities of war reserves. 
Certain development projects. 
Information of enemy or potential enemy materiel, procedure, dispo
. sitions and activities, the value of which depends upon concealing 

the fact that we possess it. 
Certain reports of operations containing information of vital interest 

to the enemy. 
Vital military information on important defenses. 
Adverse reports on general morale affecting major operations. 
Important cryptographic devic4?s and material unless assign.ed to a 
lower category. 

Certain military maps and aerial photography. 
(a) In the continental United States, thOse showhi.g vulnerable 

points or vital installations except that such classification 
must be approved by either the Assistant Chief of Staff, 
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G-2, War Department General Staff, the chief of a technical 
service, the commanding general of a defense command, or 
the commanding'general of a service command. 

(b) In oversea possessions or foreign territory occupied by forces 
of the United States, those showing the layout of perma
nent defense works and naval bases, other vulnerable points 
orrital installations, and the adjacent terrain vital to their 
defense; and those that serve to fix definitely the location 
of any element· of permanent defense works and naval 
bases. 

(c) Aerial photographs and negatives of foreign'.areas when 
necessary to protect the source or to accord with con
.ditions imposed by the foreign country concerned. 

(d) Maps, relief maps, charts, and photomaps prepared from 
aerial photographs or negatives will be graded in accord
ance with the · actual details shown thereon, and not 
necessarily in aceordance with the classification of the 
photographs or negatives used. Classification of aerial 
photography will be determined by the content thereof or 
the provisions of .(13) above, and not by the classification 
of directives ordering its accomplishment. 

(14) Information indicating the strength of our troops, identity or com· 
position of units or quantity of specific items of equipment pertain. 
ing thereto in active theaters of operation except that mailing ad
dresses will include organizational designations. 

(15) Information on the order of batiJe of a foreign nation win be clas
sified according to the means by which it was obtained and the 
importance of concealing that we possess it. 

(16) Certain new or specialized techniques or methods to be used in future 
operations and identity and composition of units, wherever located, 
wh~c~ are especially intended for employment of such techniques 
or methods. 

(17) Photographs,' negatives, photostats, diagrams: or models of secret 
matter. 

7. Confidential matter.-a. Documents, information, or mater.iel the unau
thorized disclosure of which, while not endangering the nationall~ec~rity, would 
be prejudicial to the interests or prestige of the nation, any governmental ac
tivity, an individual, or would cause administrative embarrassment, or difficulty, 
or be of advantage to a· foreign nation shall be classified CONFIDENTIAL. 

.b. The following are examples of matter which normally will be graded 
CONFIDENTIAL: . 

(1) Matters; investigations, and documents of a personal and discipli
nary -nature, the knowledge of which it is ·desirable to safeguard 
for administrative reasons. 

(2) Routine operational and battle reports which contain information 
of value to the ·enemy but are not of vital,interest to him. 

(3) Routine intelligence reports. ' 
(4) Military radio frequency allocations of special significance or those 

.- which are changed at frequent intervals for security reasons. 
(5) Military call sign assignments of special significance which are 

changed at frequent intervals for security reasons. 
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(6) 
(7) 

(8) 

(9) 

(10) 
(11) 

/'(12) 
(13) 

- (14) 

(15) 

(lG) 

Meteorological information of designated areas. 
Information which indicates strength of our troops, identity or 

composition of units or quantity of specific items of equipment per
taining thereto in areas adjacent to active theaters of operation. 

Certain technical documents and manuals used for training, mainte
nance and inspec;tion of important new munitions of war. 

General tactical lessons learned as a result of operations which it is 
desirable to withhold from any foreign nation. 

Regulations governing joint action of the Army and the Navy. 
Information relating to the design and development of new materiel 
and containing information of the type described in a above. 

Certain cryptographic devices and material. 
Certain military maps and aerial photography. 

(a) In the continental United States, those showing lay-out of 
the permanent defense works and naval bases considered 
vital to the defense of the United States, and those that 
serve to fix definitely the location of any element of such 
permanent defense works and naval bases, except that 
when the complete map of a defense area consists of more 
than one sheet, only those sheets showing defense elements 
need be classified as CONFIDENTIAL. 

(b) In oversea possessions and foreign territory occupied by the 
forces of the United States, those not classified as SECRET, 
showing lay-out of military and naval radio stations, air· 
bases, airdromes, air depots, supply bases, arsenals, proving 
grounds, or any area vital to defense. 

(c) Aerial photographs and negatives of foreign areas when 
necessary to protect the source or to accord with condi

. tions imposed by the foreign government concerned. 
(d) Maps, relief maps, charts, and photomaps prepared from 

aerial photographs or negatives will be graded in accord
ance with the actual details shown thereon, and not neces
sarily in accordance with the classification of the photo
graphs or negatives used. Classification of aerial photog
raphy. will be determined by the content thereof or the 
provisions of paragraph 6b (13) and not by the classifica
tion of directives ordering its accomplishment. 

Technical information, such as of research or processes of manufac
ture which may be a distinct military asset and not a matter of gen
eral knowledge, and other technical items of the type described in 
a above. 

Information and records compiled at the request of the War Depart
ment for its use in the assurance of adequate provision for tlle 
mobilization of materiel and industrial organizations essential to 
wartime needs. See sec. 5a, ad.ded to act 3 June-1916, by sec. 5, 
act 4 June 1920 (41 Stat. 764; 10 U. S. 0. 1193; JJf. L,, 1939, sec. 
1925). 

Shipments of machine prepared and manually prepared monthly 
personnel rosters and WD AGO, Form 303 (Report of Change) for 
organizations and individuals in active theaters of operation. Ros
ters and reports of change included in any shipment need not be 
individually classified. 
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(17) Certain information relative to specific quantities of war reserves. 
(18) Photographs, negatives, photostats, diagrams, or models of confi

dential matter. 
8. Restricted matter.-a. Documents, information, or. materiel (other than 

TOP SECRET, SECRET, or CONFIDENTIAL) which should not be published 
or communicated to anyone except for official .purposes shall be classified 
RESTRICTED. 

b. The ·following are examples of matter which normally will be •graded 
RESTRICTED: . 

(1) Information indicating the strength of our troops, identity or compo
sition of units, or the total quantity of specific items or equipment 
pertaining thereto in areas remote from active theaters of operation. 

(2) Training and technical documents for oflicial use only or not intended 
for release to the public. · 

(3) Photographs, negatives, photostats, diagrams, or models of restricted 
matter. 

( 4) Certain parts of mobilization plans and regulations. 
(5) Documents relating to the design and development of new materiel 

containing information of the type described in a above. 
(6) Certain procurement plans. 

V(7) Certain cryptographic devices and material. 
(8) Certain documents regarding engineering principles and design de

, tails, composition, method of processing or assembling, which are 
vital to the functioning or use of an article of materiel. 

(9) Certain military maps and aerial photography. 
(a) In the continental United States, those showing military and 

nava~ radio stations, air bases, airdromes, air depots, sup
ply bases, and arsenals, considered vital to the defense of 
the United States. 

(b) During times of active hostilities, photographs and negatives 
not otherwise classified of territory under our or enemy 
control in or adjacent to active theaters of operation, and 
of territories under our control remote from active theaters 
of operation, 

(c) Maps, relief maps, charts, and photomaps. prepared from 
aerial photographs or negatives will b~ graded in accord
ance with the actual details shown thereon, and not nec
essarily in accordance with the classification of the photo
graphs or negatives used. Classification of aerial photog
raphy will be determined by the content thereof or the 
provisions of paragraph 6b(13) and not by the classifica
tion of directives ordering its accomplishment. 

(10) Compilations of permanently assigned call signs or allocations of 
frequencies that are individually unclassified. 

9. Grading.-a. The designation of persons re:;:ponsible for grading and re
grading will be made by authorities listed in paragraph 10. 

b. Each document should be graded according to its own content and not 
necessarily according to its relationship to another document. This also applies 
tc extracts from previously classified documents except messages. See para-
graphs 51c, 56b, and 57d. . 
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c. ·The grading of a· file or group of physically connected documents shall be 
that of the highest graded document therein, A letter of transmittal will be 
graded at least as high as any of its inclosures. 
· d. Whenever practicable the classifying authority will place a notation on 

the document that upon the happening of a specified event or the passage of a 
riamed date, the classification of the document will be reduced or canceled with
out reference to the originating or higher authority. 

10. Authority to classify.-a. Top secret and secret.-Matters may be classi
fied as TOP SECRET or SECRET only by or by authority of the Secretary of 
·war, the Under Secretary of ·war, an Assistant Secretary of War, the Chief 
of Staff, the Commanding General of the Army Ground Forces, the Commanding 
General of the Army Air Forces, the Commanding General of the Army Service 
Forces, an Assistant Chief of Staff of the War Department General Staff, the 
chief of a technical service, a general officer, the commanding officer of a depot, 
post, camp; station, or independent command, the commandant of a general or 
special service school, the chief of a military mission, a military attache, or a 
military observer. -

b. Oonfidential.-Documents, development projects, material, or technical in
formation may be classified as CONFIDENTIAL by any commissioned officer. 

c. Restricted.-Documents, development projects, technical da:ta, and material 
may be classified as RESTRICTED by any commissioned officer. 

11. Classification of matter from other governmental agencies.-Matter ob
tained. from the Navy Department, other governmental agency, or friendly foreign 
government will be placed in the same or equivalent classification category as 
that in which it was placed by the originating agency. 

12. Dissemination of classified matter.-No person is entitled solely by virtue 
of his grade or position to knowledge or possession ~f classified mat_ter. Such 
matter is entrusted only to those individuals· whose official duties require such 
knowledge or possession. . 

13. One classification only.-A document or article of materiel will bear a 
classification at least' as high as that of any of its components. Pages, para
graphs, sections, or components may bear different classifications, but the docu
ment or article of material will bear only one over-all classification. 

14. Overclassification.-Documents or materiel requiring classification under 
the provisions of these regulations will be assigned the least restrictive clnssi
fic'ation consistent with the proper safeguarding of the information of materiel 
concerned. Overclassification will be avoided since it causes unnecessary delay 
in the transmission of documents and. depreciates the importance of classified 
information in the minds of handling personnel. 

15. Responsibility.-The safeguarding of classified military information is the 
responsibility of all military personnel, civilian employees of the War Depart
ment, and of the management and employees of all commercial firms· engaged 
in classified work or projects for the War Department. Classified military in
formation will be disclosed only to military or civilian personnel having a 
legitimate interest therein. 

16. Canoeliation or change of classification.-a. The authority making the 
original classification, or higher authority, may cancel or change the classifica
tion of a document by writing or stamping over the mark at the top of the first 
page, "Classification canceled or changed to_, by authority of (officer author
ized to change), by (name and grnde of officer making the change and the date 
thereof)." This paragraph will in no way be construed as a limitation upon 
paragraph 54. 
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b. The authority making the original classification or higher authority may 
cancel or change the classification of materiel by letter of instruction to all 
offices or personnel concerned. See paragraph 62. 

c. In the case of messages which have been previously cryptographed no change 
in classification will be made unless the text has been carefully paraphrased or 
unless they have been transmitted in a cryptographic, system not requiring such 
protection and are marked to indicate that they may be handled as correspondence 
of similar classification. 

d. It is the obligation of aU authorities to keep classified matter of"'current 
interest or continuing value constantly under review a:sd to down grade it as 
soon as conditions permit. · 

e. When documents of the same type which accumulate in bulk have been 
down graded, individual documents in the file series need not be stamped as pro
vided in a above until the document is charged out of file for use. The change 
or cancellation of security classification will be indicated inside the file drawer. 

f. Matter which has been classified solely to accord with conditions imposed by 
a,foreign nation may be down graded or declassified with the consent of the nation 
concerned or the approval of the State Department. 

17. Loss or subjection to conipromise.-'Any person in the military service or 
in its employ who may have knowledge of the loss or subjection to compromise of 
top secret, secret, confidential, or registered documents, or articles of materiel, or 
restricted codes or ciphers will promptly report that fact to the custodian of the 
document or materiel who, in turn, will notify the proper commanding officer. 
The proper commanding officer will notify the office responsible for its issue by 
the fastest means available of the loss or subjection to compromise of all top 
secret, secret or registered items, confidential or restricted codes or ciphers, or 
confidential operational plans, weapons, or equipment of vital importance to cur
rent or future operations, and will then make a thorough investigation of the 
circumstances, fix the responsibility, and send to The Adjutant General through 
military channels a report with his recommendations in the case. 

18, Reproduction of classified matter.-a. Agencies entrusted with the print
ing or reproduction, storage, and issue of classified documents will be informed 
of the applicable provisions of these regulations. The authority directing the 
preparation, printing, or reproduction of classified document,s will be responsible 
for the disposal of the notes, manuscripts, type, plates, stencils, negatives, and 
waste incident thereto in a manner which will safeguard 'the secrecy of the infor
mation being reproduced. / 

b. The commandants of the general and special service schools arc responsible 
that the printing or reproduction plants of their respective commands release 
no classified information to personnel or agencies not entitled thereto. 

c. The Commanding Generals, Army Ground Forces, Army Air Forces, and 
Army Service Forces, are responsible that service magazines or journals published 
under their supervision comply with the provisions of these regulations relative 
to security of classified military information, and will submit all doubtful material 
for such publications to the Bureau of Public Relations for review and action 
before release. 

d. Whenever correspondence, documents, drawings, . prints, photographs or 
models pertaining to top secret, secret, confidential, or 'restricted materiel disclose 
Information regarding engineering principles, design details, composition, methods 
ot processing or of assembly which are vital to the manufacture, functioning, or 
use of the materiel, they will be appropriately classified.· 
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e. Preparation of p1·ess releases based on coded messaues.-Officers authorized 
to prepare information to be made public will constantly bear in mind that 
such material may be of great value to the enemy signal intelligence service. 
The clear texts of cryptographed messages will never be released verbatim 
but will be carefully paraphrased before being released to the public unless 
they have been transmitted in a cryptographic system not requiring such pro
tection and are marked to indicate that they may be handled as correspondence 
of similar classification. 

f. For additional instructions relative to the discussion of military, political, 
diplomatic, and classified subjects, see AR 600-700 and AR 600-10. 

19. Photographs or other reproductions ·of classified matter.-Photographs 
or other reproductions of classified features of military equipment or of other 
classified items will be made by members of the military service, by civilian 
employees of the 'Var Department, or by civilians specifically authorized. by 
proper authority to photograph or repmduce such classified matter, only when 
necessary in the conduct of their official duties. Agencies of the 'Var Depart
ment may have such materials developed, printed, processed, or otherwise re
produ<>ed in commercial facilities if adequate government ·facilities are not 
available, but in such event are responsible to insure that the material is safe
guarded at such facilities in accordance with the provisions of these regulations. 

20. R-equests for military information.-a. All requests from private in
dividuals, firms, or corporations and Federal or State agencies or departments 
for classified. military information (except those requests defined under b and c 
below) are subject to policies established by the Assistant Chief of Staff, G-2, 
War Department General Staff. 

b. (1) Exchanges of classified or unclassified military information, other 
than technical information, with foreign nationals will be made 
only through or with the express permission of the Assistant Chief 
of Staff, G-2, War Department General Staff. 

(2) Exchanges of classified or unclassified technical information with for
eign nationals will be made in accordance with existing 'Var De
partment instructions issued on this subject to the Commanding 
Generals, Army Ground Forces, Army Air Forces, and Army Service 
Forces. 

c. Applications for information or records compiled and furnished at the 
request of the 'Var Department for its use in the assurance of adequate provi
sion for the mobilization of materiel and industrial organizations essential to 
wartime needs will be referred to the Under Secretary of War for necessary 
action. The service of any process or subpoena for the production of any such 
record will be reported immediately by the person on whom it is served to the 
United States attorney for the district in which the service is made and, at 
the same time, direct to the Under Secretary of War. 

21. Dissemination of classified military. information.-a.. Cla.ssi{ied military 
information.-VVhen classified military information is disseminated under the 
provisions of these regulations to persons not subject to military law, they will 
be informed that it affects the national defense of the United States within the 
meaning of the Espionage Act ·and t11at its transmission to an unauthorized 
person is prohibited. See also paragraph 24b. 

b. Publication of articles or boolcs.-The inclusion of classified military infor
mation in any article or book published by a member of the Army of the United 
States or by a civilian employee of the Military Establishme,nt is prohibited unless 
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specifically authorized by the War Department. For additional information rela
tive to publication of articles, see A:k 31(}-10, AR 600--10, and AR 600-700. 

c. Oral discussions of classified military information.-Either public or private 
discussion of classified military information with or in the presence or hearing 
of any person not ·authorized to have knowledge thereof is strictly forbidden. 

a; Leua.l instrument.-The disclosure of the place of execution or acknowledge
menton a lcgaf instrument by one in or with the armed forces overseas iseauthor
ized, provided that in wartime the military necessity of secrecy of strength and 
location of troops does not require suppression of such information, such dis
closure is necessary to the legality of the instrument; the execution of the 
instrument c'annot be deferred without undue hardship, and the information 
disclosed will be of no substantial value to the enemy when and if it may reach 
him. 

22. Testimony before Congress.-a.. When a person in the military service 
appears before a committee of the Congress and is called upon to give testimony 
which he knows to be confidential or restr-icted, he will respectfully request that 
his statements be taken in executive session only and not appear in the record of 
hearings, the Congressional Record, or other document open to public inspection. 

b. When called upon to give testimony which he knows to be top secret or 
secret, unless he has previously been authorized by the Secretary of 'Var to 
give such testimony, he will respectfully state that he is not authorized to disclose 
the information desired, and will inform the appropriate Member of Congress 
that a written request for the specific information should be transmitted to the 
Secretary of War. Testimony of a secret nature, when authorized by the Secre
tary of War, will be given only in executive session under the conditions cited 
in a above. 

c. With regard to policies and facts which the public interest does not require 
to be kept top secret, secret, confidential or restricted, see-AR 600--10. 

23 .. Legislation pertaining to War Department.-a. Recommendations to the 
War Department for legislation will be classified until released by the Secretary 
of War. Prior to such release, no information as to any legislative recommenda
tion will be revealed to any individual or association not under War Department 
control except as may be required by law. 

b. The nature and content of reports of the War Department on bills referred 
to it bv committees of the Congress will not be disclosed to individuals or agencies 
qutsid~ the War Department. · 

SECTION II 

NONREGISTERED DOCUMENTS 

(For 7wn.dlinu, accounting, a.nd disposition of registe1·ed documents see sec. III.) 

Paragraph 
llfarldng of classified documents--------------------------------------------- 24 
.Transmission of certain messages by electrical means------------------------- 25 
Handling and transmission of secret matter---------------------------------- 26 
Handling and transmission of top secret matter ________ ----------------------- 27 
Handling and transmission of confidential matter ___________ ------------------- 28 
Handling and transmission of restricted matter--------'--------------------- 29 
Correspondence, receipts, and returns--------------------------------------- 30 
Storage of classified documents not registered-------------------------------- 31 
Return of top secret, se·cret, and confidential documents _____________ :___________ 32 
Destructi9n of classified documents------------------------------------------ 33 

24. Marking of classified documents.-a. Ma.nner of marlcinu. 
(1) Classified books or pamphlets, the pages of which are permanently 

and sec11rely fastened together, will be plainly and conspicuously 
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marked or stamped, not typeil, top secret, secret, confidential, or 
re13t;icted on the cover, title page, first page, back page, and back 
cover. 

(2) Classified communications and other material not permanently and 
securely fastened together, except as indicated in (3), (4), and (5) 
below, will be marked or stamped, not typed, with the appropriate 
classification at the top and bottom of each page. The marking at 
the top will be so placed that it will not be hidden from view when 
the pages are clipped or stapled together. 

(3) Classified drawings or tracings will carry a legend of the proper 
classification in such a position that it will be reproduced on all 
copies made therefrom. Whenever practicable, classified photo
graphic negatives will be marked in the same manner. Continuous 
cover aerial reconnaissance and mapping negatives in roll form will 
be marked with the appropriate classification at the beginning 
and ending of each roll. These and any other negatives which do 
not lend themselves to marking will be handled on a classified 
basis, and will be kept in containers, properly secured, which will 
bear the classification mark to which the contents are entitled. 
Photographs and reproductions made from negatives which do not 
carry a legend will be marked on the front and on the back. with 
the appropriate classification. Classified motion picture films will
be kept in containers, properly secured, which will bear the classi
fication mark to which the contents are entitled, and in addition, 
will state in, the title the classification thereof. Classified sound 
recordings will be marked with the appropriate classification if 
practicable. If marking of the recording is not practicable, its · 
eontainer will be marked. 

( 4) Contracts for· the manufacture of classified materiel will be plainly 
and conspicuously marked, not typed, with the proper classification 
on the first page. 

(5) Classified maps and photomaps will be appropriately marked under 
the scale. 

b. Additiona-l ~tarking of ciassi{ied docttments issued to authorized civilians.
Docnments containing classified military information furnished persons other 
than those of the military and naval services and their civilian employees will, in 
addition to being marked top secret, secret, confidential, or restricted, bear the 
following notation: 

This document contains information affecting the national defense of the 
Unit!id States within the meaning of the Espionage Act, 50 U.S. C., 31 and 32, as 
amended. Its transmission or the revelation of its contents in any manner to an 
unauthorized person is prohibited by law. 

c. Special marking of top secret and secret documents.-All top secret and 
secret documents will show the authority for the classification, the initials of the 
classifying officer, and the date affixed. See paragraph lOa. 

: 25. Transmission of certain messages by electrical means.-a. The highest 
grade cryptographic systems available will be used for the transmission of top 
secret a~d secret messages. · 

b. Secret, confidential, or restricted messages will not be transmitted by elec
trical means in the clear, exceptin accordance with the provisions of paragraph 
58b (2) or ove~ approved circuits. In time of war the War Department may 
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delegate authority to approve electrical circuits for the transmission of all 
classifications of traffic, except top secret, to theater commanders and depart
ment commanders. for use in their theaters or departments under policies pre
scribed by the War Department. 
. 26. Handling and transmission of secret matter.-a. Between offices of 

same headquarters or stations.-At headquarters commanded by an authority 
qualified to make the secret classification, the commanding officer will provide 
for the security of interoffice transmission of secret documents. 

b. Ea:cept as in a above, sec1·et matter will be handled and transmitted in ac
cordance with the following ntles: 

(1) Preparation tor transmissiqn.-Secret documents when transmitted 
will be inclosed in double sealed envelopes, the inner one marked 
secret. Typewritten matter in the document will be protected by 'l 
cover sheet, or by folding inward, from direct contact with the inner 
cover. The. inner cover will be a sealed wrapper or envelope ad
dressed in the usual way but plainly marked secret so that the nota
tion will be seen· when the outer cover is removed and will contain 
·a receipt form which·will identify the addressor, the addressee, and 
the d_ocument. The outer cover will be sealed and addressed in the 
ordinary manner with no notation to indicate its secret classifica
tion. 

(2) Receipt system.-Transmission and custody of secret documents and 
materiel will be covered by a receipt system. 

(3) Responsibility of officer or civil-ian.-It is the responsibility of the 
officer or the civilian holding a position equivalent to that of a com
missioned officer having custody of secret documents to ensure that 
all security precautions are taken to guard such documents at all 
times. 

( 4) Secret documents.-Secret documents will be transmitted by officially 
designated courier. Where officially designated courier service is 
not available, secret documents may be transmitted by registered 
mail service or mail service superior to registered mail service, if 
the service is completely within national control. 

c. Subject to 'the foregoing standards, secret documents will ,be transmitted 
by any of the following means: 

(1) Within continental United States. 
(a) Officially designated couriers. (officer messenger or o:tficer cou

rier, including warrant or flight officers). 
(b) Registered mail (including registered air mail). 
(c) Protected commercial express, air or rail, under billing which 

· assures the highest degree of protective handling. See· also 
paragraph 74. 

(d) Military aircraft. (The documents will be entrusted to are
sponsible-officer or crew member on such aircraft with in
structions regarding their security and delivery). 

(2) Outside continental United States.-Includes transmission of secret 
documents, except secret cryptograph!<; material, from points within 

.- the continrntal United States to points outside the United States, 
an(! vice versa, and between points outside the continental United 
States. 
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(a.) Officially designated couriers (officer courier, including war
rant or flight officers). 

(b) United States Post Office registered mail through Army or 
Navy postal facilities, provided the documents do not pass 
through a foreign postal system. Secret documents may, 
however, be transmitted to and from United States instal
lations in Canada by United States and Canadian registered 
mail, with return receipt. 

(c) State Department diplomatic pouch. (This means will be 
used exclusively for transmission through or within a 
neutral country.) 

(d) United States or Allied military aircraft. (The documents 
will be entrusted to a responsible officer or crew member on 
such aircraft with instructions regarding their security and 
delivery.) See e below. 

(e) Commanding officers of United States Army transports. 
(f) Reliable citizens of the United States (that is, officers or 

officials of other Government departments or masters of 
vessels of United States registry). 

(g) For specific means of transmission of secret cryptographic 
material, reference should be made to letter instructions on 
this subject issued by the War Department. 

d. Action upon receipt of secret matter. 
(1) Prior to opening a sealed package or envelope containing secret docu· 

ments, the seals and wrappers will be carefully inspected to deter
mine whether there has been any tampering. If any evidence of 
tampering is noted, the facts will be reported immediately to the is· 
suing authority, who will initiate an investigation without delay. 

(2) The inner cover marked secret will be opened only by the addressee 
or his duly designated representative. The receipt form will be 
dated, signed, and immediately returned to the sender. The inner 
cover will be destroyed by burning if the. subject matter of the 
inclosure has been in contact therewith. 

e. Security of secret documents.-If a military aircraft carrying secret docu
ments is forced down in enemy territory, the documents will be destroyed- by 
burning. If not subject to burning, they will be destroyed by such other means 
as are necessary to render them beyond recognition. Similar action will be taken 
if forced down in neutral territory, if capture appears imminent. If the aircraft 
is forced down at sea, the documents will be sunk by the most practical method. 
For detailed instructions on destruction of classified documents in emergencies, 
reference should be made to letter on this subject issued by. the War·Department. 

27. Handling and transmission of top secret matter.-a. Top secret matter 
will be handled in accordance with the rules given in paragraph 2Gb with addi

. tional ·safeguards as follows : 
(1) Under no circumstances will top secret matter be transmitted by 

registered mail. · 
(2) Under no circumstances will top secret ,messages be transmitted by 

electrical means in the clear. 
(3) It is mandatory that transmission and, custody of top secret matter 

be covered by a receipt system. 
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(4) The unnecessary dissemination of top secret information will be 
avoided. Only the minimum of information necessary to proper 
planning and appropriate action of a subordinate echelon will be 
released to it. 

(5) The transmission of top secret information will be effected by direct 
contact wherever practicable. ,.,. 

(6) Transmission within a headquarters.-The method of handling and 
transmission of top secret matter within a headquarters com
manded by an authority qualified to make a top secret classifica
tion is discretionary with the headquarters commander, except that 
the principles stated in (1), (2), (3), ( 4), and (5) above and para
graph 26b will be observed. 

(7) Transmission outside of a headquarters.-The hanclling and trans
mission of top secret matter outside of a headquarters will be by 
military couriers who will be commissioned, warrant, or flight 
officers not acting as airplane pilots or by specially ·designated 
civilian couriers, 'i. e. State Department or other high Govern
ment officials, etc. 

b. Receipt of top secret matter.-Commanders will appoint certain officers 
in their headquarters to be known as top secret control officers, wbo will receive 
and maintain a register of all top secret matter. Top secret control officers 
will open and deliver top secret correspondence to such individuals as must see 
and work on the correspondence. Persons who work on top secret matters will 
be kept to a minimum and will be individually warned against disclosing such 
matters to personnel whose duties do not require it. Top secret matter which 
is addressed by name on the inner envelope to a particular individual will be 
delivered unopened to such addressee. 

28. Handling and transmission of confidential matter.-a. Confidential mat
ter will be handled in accordance with the following rules: 

(1) Confidential documents will be prepared for transmission in the 
same manner as secret documents, except tbat the inner cover will 
contain a receipt. form only when the sender deems it necessary. 

(2) Confidential ·documents, except registered, will be transmitted by 
approved official means. 

(3) Registered confidential documents will be handled in the same man
ner as secret documents. 

(4) It is the responsibility of the commanding officer or equivalent 
official having custody of confidential documents to insure that 
appropriate security precautions are taken at all times. 

b. Subject to the foregoing standards, confidential documents will be trans
mitted by any of the following means, whichever is most suitable: 

(1) Within continental United States.-Confidential documents will be 
transmitted in the same manner as sec'ret documents, except

(a) Any a~thorized messenger may be used instead of an officer 
messenger. 

(b) Confidential documents, except registered, may be trans
mitted by ordinary mail when in the opinion of the for
warding officer no serious consequences will be entailed by 
their loss. 

(2) Outside continental United States.-The handling and transmission 
of confidential documents except confidential cryptographic mate-
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rial from points within the continental United States to points 
outside. United States, and vice versa, and between points outside 
the United States, will be done in the same manner as -prescribed 
for secret documents. 

(a) Specific means of transmission of confidential cryptographic 
mater·ial.-Reference should be made to letter instructions 
on this subject issued by the War Department. 

(b) Action ttpon receipt of confidential 1iwtter.-The standards 
prescribed in paragraph 26d(1) will be adhered to. 

(c) Sccm·ity of confidential document.~.-The same precautions 
as prescribed in paragraph 26e will be adhered to. 

29. Handling and transmission of restricted matter.-a. Restricted matter 
will be handled and transmitted to provide a reasonable degree of security. 
Registered restricted documents will be transmitted in the same manner as 
secret documents. 

b. ·subject to the for~going standards, restricted documents will be transmitted 
by any of the following means, whichever is most suitable: 

(1) Within continental United States. 

(2) 

(a) Authorized messenger. 
(b)' Ordinary mail. 
(c) Express (rail or air). 
(d) Freight. 

outside continental Unzted States.-Includes transmission or re· 
stricted documents, except restricted cryptographic material, from 
points within the continental United States to points outside the 
United States and vice versa, and between points outside the con· 
tinental United States. 

(a) Vessels or aircraft of United States registry, Allied registry, 
or such vessels or aircraft, although not of United States 
or Allied registry, which are controlled and operated by 
the Uni~ed States, provided such vessels are not subject 
to foreign postal inspection. 

(b) United States Post Office registered.mail through Army or 
Navy Postal facilities, provided the documents do not pass 
through a foreign _postal system. - Restricted documents 
may, however, be transmitted to and from United States 
installations in Canada and in Alaska through the Canadian 
postal system. 

(c) State Department diplomatic pouch will be used exclusively 
for the transmission of restricted documents through or 
within a neutral country. 

(d) For specific means of transmission of restricted cryptographic 
material, reference should be made to letter instructions on 
this subject issued by the War Department. 

30. Correspondence, receipts, and returns.-Correspondence, receipts, or re
turns, and reports of possession, transfer, or destruction need not be classified if 

.reference therein to classified documents is made by file number, date, and subject, 
provided the subject does not contain information which is classified. If the 
subject contains classified information, a short title will be used for the subject. 

31. Storage of classified documents not registered·.-a. Top secret, secret, 
and confidential documents.-Top secret, secret, and confidential documents, other 
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than registered documents, will be stored in the most secure files available. 
Unless such matter is stored-in ·a three-combination safe or an equivalent secure 
steel file cabinet, it will be-kept in a secure room which is locked when not in use 
and which is approved for such purpose by the officer in charge of the building 
or the commanding officer of the installation. Such approval will not be construed 
as relieving the officer concerned of any responsibility. If the foregoing safe
guards are not available, the documents will be kept under armed guard when not 
in use. 

b. Storage of 1'estricted documents.-Restricted documents will be stored and 
handled in such a manner as to insure a reasonable degree of security. 

c. Daily inspection.-All- holders will make a daily inspection to insure that alf 
classified documents are properly stored and that· all cryptographic documents 
and devices are properly accounted for and properly stored. . 

d. Security in field.-In tactical op'erations, actRal or simulated, the command
ing officer of the unit concerned is responsible that all documents are given the 
maximum security possible under the circumstances. Classified documents will 
not be taken further forward in combat areas than is absolutely necessary. No 
secret cryptographic document will be taken forward nf battalion command post. 
Field commanders will include instructions in standard operating procedures for 

,the emergency destruction of TOP SECRET, SECRET, and CONFIDENTIAL 
documents when capture is imminent. 

e. Se-curity aboard ship.-Where a ship's strong room is available; classified 
documents in transit will be stored therein. 

32. Return of top secret, secret, and confidential documents.-a. Upon 
change of station or separation from the military service, an officer will return 
to the source from which ·received, or otherwise properly account for, all top 
secret, secret, and confidential documents which have been issued to him. 

b. Restricted documents, if'nonregisterecl, may be disposed of at the discre
tion of the officer: 

33. Destruction of classified documents.-a. Top. secret, secr1_3t, confidential, 
and .registered restricted documents. 

(1) When destruction is authorized, (see AR 15-15 and TM 12-259) top 
secret, secret, or confidential documents and registered restricted 
documents will be burned by tke custodian thereof in the presence 
of a disinterested officer. When destroying cryptogt;aphic material, 
it is not necessa!'Y for the witnessing officer to be cleared for cryp
tographic duties, provided his inspection is limited to the cover 
page to verify the short title and register number. A certificate 
of destruction will be signed by both the custodian and the wit
nessing officer in the case of top secret or secret documents and 
submitted to the officer directing the destruction. If a registered 
confidential or registered restricted document is destroyed, a cer
tificate of destruction will be similarly prepared. Certificates of 
destruction of all registered documents will be sent to the officer 
directing the destruction, who will forvard them to the office of 
record indicated in the registered documents. If the headquarters 
has only one commissioned officer, the repot·t will so state. Excep-

. tions hereto may be authorized only by the '\Var Department. 
(2) Preliminary draft, carbon sheets, plates, stencils, stenographic notes, 

and work sheets containing top secret, secret or confidential data 
will be destroyed by the person responsible for their production 
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immediately after they have served their purpose or will be given 
. the same classification and safeguarded in the same manner as the 
material produced from them. 

b. Restricted documents.-Restricted documents will be destroyed in any way 
which will render them useless. · 

SECTION III 

REGISTERED DOCUlliENTS 
Paragraph 

Definition and identification-----------------~------------------------------- 34 
Office of record----------------------------------------------------------- 35 
Title page ________________ c-----------------------------------~----~------ 36· 
Addi tiona! markings ___________________ -~----~ _________ ----------__________ 37 
Correspondence and reports ________________________ -------------------_-·-___ 38 
Handling and transmission ______ :_ ___________ ~-------------------------____ .39 
Storage of registered documents--------------------------------------------- 40· 
Revision or reproduction ___ :._ ________________________________ ~-------------- 41 
Notification of change of classification_______________________________________ 42 
Inventory and report of possession--~------------------------------------ 43 
Report of transfer and destruction___________________________________________ 44 
Prescribed forms---------------------------------------------------------- 45 
Disposition or destruction of registered cryptographic materiaL---------------- 46 

34. Definition and identification.-a. A registered document is a top secret, 
secret or cOnfidential document, or a restricted cryptographic document, or device, 
carrying a register number, a short title, and instructions to account for it 
periodically. A registered document is not to be confused with a classifi~d docu
ment to which, for administrative reasons, a number or short title is assigned 
for bookkeeping or reference purpose only, and for which no accounting is re
quired. In the absence of markings required above, the document will not be 
reported upon. 

b. Documents will be registered only if it is essential for the issuing authority 
to control distribution and maintain a record of the custody of all copies. Officers 
authorized to originate and issue top secret, secret, or confidential documents and 
restricted cryptographic· documents will designate as registered only such docu-
ments as they deem necessary in the inter~st of national defense. · 

35. Office of record.-The office of record is the office to which reports of pos
session; transfer, and destruction on registered documents are sent. It is not 
necessarily the .office ~of origin. . · 

36. Title page.-The title page or inside front cover of a registered document 
will state that it is a registered document, will show the register number, both 
the long and short title, the office of origin, also the office of record to which 
returns will be made, and instructions covering the· returns for its accou'nting, 
and for its ultimate disposal. In addition, if a new document supersedes another 
document, instructions will be incorporated covering the disposal of the obsolete 
document. If any accountable document consists of more than one volume, each 
volume will bear a separate short title. If the above is not practicable, the 
required data will accompany the registered document on a separate sheet. 

37. Additional markings.-Each ·registered document issued after 1 January 
1946 will be marked "Registered Document," on the front cover. For the manner 
of marking the classification of registered· documents, see paragraph 24. For 
the authority to classify, see paragraph 10. 

38. Correspondence and teports.-All references to registered documents in 
possession or transfer reports, ordinary reports of destruction, or. unclassified· 
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documents or correspondence will be by register number, date, and short title 
only and such reports or correspondence need not be classified. In using a 
short title, every symbol of the short title will be included. Any corresponuence 
or paper which refers to a registered document by a title other than the "Short 
title will be assigned a minimum ·classification of restricted, if the reference 
discloses that the document is registered. 

39. Handling and transmission.-Top secret registered documents will be 
handled in accordance with the provisions of paragraphs 26b and 27. Secret, 
confidential and restricted rPgistcred documents will be handled in accordance 
with paragraph .26. 

40. Storage of registBred documents.-a. Registered documents will be stored 
in the most secure space or file available, preferably the equivalent of. a three
combination safe. If a three-combination safe or its equivalent is not avapable, 
then the document should be kept constantly u-nder armed guard. Field lock 
safes in continuous custody of military personnel will be considered the equiva
lent of three-combination safes for the storage of registered documents for units 
serving in the field outside of posts and garrisons. 

b. Only commissioned officers, warrant officers, and specially trusted enlisted 
men and civilian employees will be permitted to have access to the containers 
of registered documents or the combination or keys thereto. 

c. Safes containing registered documents will habitually be kept locked with 
the full combination whenever they are not under the direct supervision of a 
person offidally entrusted with the combination. 

d. Cryptogt;aphic documents so far as practicable, cipher tables, alphabets, 
and keys will not .be kept in· the same container as classified code books, docu
ments, and devices to which they apply. 

41. Revision. or reproduction.-a. A new or revised edition of an old ·regis
tered document may be assigned a new short title but, where this is undesirable, 
the old short title followed by a symbol which will differentiate the new edition 
from the old edition is permissible. 

b. Reproduction of a registered document in whole or in part is forbidden 
except by authority of the office of origin. When authorized, reproductions will 
show the reproducing office, authority for such reprod\lCtion, and the number of 
copies reproduced. In addition, the office or record will be notified. 

42. Notification of change of classification.-When the classification of a 
registered document is changed, the office o.f record will notify all offices to which 
it has been issued. 

43. Inventory and report of possession.-a. Custodians will keep a complete 
inventory of all, registered documents· except those listed in c below and will 
make, or have made, on 30 June and 31 December of each year, an accurate 
return therefor to the pt·oper office of record. See paragraph 35 for definition 
of office of record. 

b. In. making a semiannual report-of possession the following details will be 
observed: 

(1) Each item will be ph:v._sically inspected and its register :iJ.umber checked 
against the inventory. I' 

(2) At headquarters having two or more commissioned officers the 
custodian and one disinterested officer will make the inventory and 
both will sign the report. If the headquarters has only one com
missioned officer, the report will so state. 

AGO 3182B 1!) 



:I 

,;, •J 

~ I 

I 

AR 380-5 
43-45 

REF ID:A4127207 

SAFEGUARDING MILITARY INFORMATION 

c. No semiannual report of possession will be made of-
'(1) Registered documents which have been issued, subsequently. destroyed 

and a destruction report rendered thereon within a single semi-
annual report period. . 

(2) Registered documents which have been placed in custody or storage 
for historical purposes with the expressed, approval of the office 
of record. 

d. Whenever a registered document is discovered which is not charged to 
the finder, and the custodian thereof cannot be located, the proper office of 
record will be notified immediately. The document will be properly safeguarded 
until disposition instructions are received from the office of record. 

e. Holder of naval registered documents will make semiannual report to the 
appropriate Army office of record. 

44~ Report of transfer and destruction.-a. When a registered document is 
transferred from one person to another, or if the custodian remains the same 
but the organization's designatbon changes, a certificate of transfer in triplicate 
will be made. The certificate will be signed by the transferring officer, and 
will be dated and signed by the officer acknowledging receipt. If·the receiving 
officer is a newly appointed custodian, that officer will have his name, grade, 
and Army serial number typed below his signature on the initial report sub
mitted to the office of record. 

b. Immediately upon completion of the transfer, the original of the transfer 
certificate will be forwarded direct to the office of origin. A copy of the certificate 
of transfer will be retained by each of the officers concerned. · 

c. Whenever a registered document is removed from its proper place of 
custody and issued for temporary use to another person in ·the same head
quarters, the. custodian will require a written receipt. No report of such trans
action will be made to the office of record. 

d. Registered documents will not l;le accounted for as prescribed for ordi
nary property in AR 35-6520. The forms described in paragraph 45 'will be 

• used in lieu of shipping tickets, memorandum receipts, stock record cards, etc. 
e. The issuing authority normally designates when registered documents 

will· be destroyed and upon such notification registered documents will be 
c:ies.troyed as indicat~d in paragraph 33 and report of destruction· forwarded. 

45. Prescribed forms.-a. War Der}artment Form 32 (Record Card-Regis
tered Documents or Devices), or shnilar·form, will be used for recording all 
temporary transactions involving an individual registered document. 

b. War Department Form 33 (Record Card (for Registered Documents or 
Devices-Station)), or similar form, will be used by each officer making a con
solidated record of all transactions concerning registered documents. It serves 
as a check to prevent the undiscovered loss of the individual card, 'VD Form 32, 
or similar form. · 

c. War Department Form 34 (Transfer Report of Registered Document (or 
Devices)) will be used in issuing or transferring registered documents or 
devices. 

d. War Department Form 34a (Semialilnual Report of Registered Documents 
(or Devices)) will be used in reporting a semiannual inventory of registered 
documents or devices. 

e. Other forms authorized by separate branches for special purposes such as 
report of destruction will be employed where applicable. 
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46. Disposition or destruction of registered cryptographic material-a. 
Whenever a person who has been issued registered secret, confidential, or re

·Stricted codes, ciphers, cipher devices, or documents pertaining thereto, has no 
further need for them, he will report that fact to the Chief, Army Security Agency 
or in the case of the field forces in time of war to the signal officer of the bead
quarters charged with the issue of such docuH;~ents. 

b. When it has become highly probable that cryptographic material will be 
subject to-loss or compromise, all documents and translations of messages will 
be destroyed by burning, and the cipher machines or devices will be destroyed 
beyond use or repair, and if possible, beyond recognition. 

SECTION IV 

CRYPTOGRAPHIC SECURITY 
Paragraph 

Authorization of cryptographic systems-------------------------------------- 47 
Restrictions on use of authorized codes---------------------·---------------- 48 
Personnel authorized to perform cryptographic duties___________________________ 49 
Responsibility for security---------------------·-- ________________ ---------- 50 
Precautions necessary to insure cryptographic securit)· ------------------------ 51 
Responsibility for classification of messages---------------··------------------ 52 
Drafting messages ___________ -------------------------------·-------------- 5R 
Selection of cryptographic system___________________________________________ 54 
Paraphrasing messages--------------------------------------- ___________ -- 55 
Method of handling outgoing secret messages------~-------------------------- 56 
Method of handling incoming secret messages_________________________________ 57 
Method of handling outgoing and incoming confidential messages_________________ 58 
Method of handling restricted messages ______________ :_ ____ "----------------- 59 
Transmission of literal plain text and paraphrased versions of classified messages__ GO 

47. Authorization of cryptographic systeni.s.-;-All codes, ciphers, and cipher 
devices intended for use in the military senice will be authorized only by the 
War Department, For forces in the field in time of war, this authority may be 
delegated to theater commanders and to oversea department commanders for 
special use within their theaters or departments. 

48. Restrictions on use of authorized codes.-a. The use of any authorized 
code, cipher system, or cipher device for cryptographing personal messages is 
forbidden. 

b. Messages for other departments of the Government and for commercial firms 
engaged in producing war material under Government contract may, when 
necessary, be. cryptographed in War Department systems provided the text as 
supplied by the other Government department, except the Na1:y Department, or 
firm is paraphrased, without being referred to the originator, prior to transmis
sion and also prior to delivery to an agency outside the Military Establishment, 
exc;ept as provide-d in instructions pertaining to cryptographic systems issued by 
the War Department. 

49. Personnel authorized to perform cryptographic duties.-a. General.
No authorized cryptographic system will be employed by any person who is not 
thorouglily familiar with the provisions of these regulations and all instructions 
pertaining to the cryptographic system to be employed. 

b. Classified mcssages.-The cryptographing and decryptographing of messages 
classified as top secret, secret, confidential or restricted will be performed under 
the supervision of a commissioned officer, but not necessarily in the immediate 
presence of such officer. For the specific qualifications of personnel who may 
be permitted actually to perform cryptographic work, reference should be made 
to letter instructions on this subject issued by the War Department. 
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50. Responsibility for security.-a. At each headquarters holding crypto
graphic material the commander will be responsible for all measures necessary 
to insure cryptographic security and physical security of cryptographic material. 
He will appoint a commissioned officer, properly cleared in accordance with 
War Department letter of instructions, as· cryptographic security officer. At a 
headquarters where a message ceQter is maintained, the cryptographic security 
officer will oroinarily be the officer in charge of the message center. The crypto
graphic security officer will be the custodian of cryptographic material and will 
represent ·the commander in all cryptographic security matters and all matters 
relating to the physical security of cryptographic material. It is the responsi
bility of the commander to make, or cause to be made by a commissioned officer 
cleared for cryptographic duties, other than the cryptographic security officer, 
a thorough periodic check to ascertain that cryptographic material is being 
properly handled and accounted for and that all directives pertaining to crypto
graphic operations are being strictly observed. 

b. If the cryptographic security officer believes that, in view of his knowledge 
of other messages on the same or like subject, a message has been incorrectly 
classified, or if he believes that the regulations governing the .drafting and 
classifying of the message have been violated, he will request the originator to 
make the necessary change in the message or in its classification. If the 
originator does not comply with .the request of the cryptographic security officer, 
the matter will be referred to the ·commanding officer of the headquarters 
concerned for final decision. 

51. Precautions necessary to insure cryptographic security.-In order to 
insure cryptographic security the following principles must be observed: 

a. Cryptographic material will be given the most secure storage available and 
will never be left unattended except when locked in a three-combination safe or. 
its equivalent. See also paragraph 31c in this connection. At a headquarters not 
maintaining a message center the files of literal plain text messages and of 
cryptograms must be stored in different locked containers. The literal plain text 
copies of messages must be st<F.red in a three combination lock safe or its 
equivalent. · ' 

b. Classified messages must be carefully drafted. The originator of a classified 
message is responsible for strict compliance with the provisions of paragraph 53. 

c. The classification of messages must receive careful consideration by the 
originator, since overclassification and underclassification are equally to be 
avoided. Each message will be classified according to its contents in compliance 
with existing rules governing the classification of information (see pars. 11 and 
13 to 17 incL), subject to the modifications in d and e below. 

d. Each message making a direct reference to a classified message by subject 
matter or reference number will be ~lassified at least RESTRICTED except for 
a mere acknowledgment or as provided in e below. 

e. One or more of the following italicized words may be used to make a plain 
language reply to a classified message the address of which is transmitted in the 
·clear, provided the plain language reply consists only of a reference to the date
time group (which is transmitted in the clear) of the ·classified message and one 
or more of the following italicized words: 

(1) AFFIRMATIVE, means "yes," "permission granted," "granted," "im
thorized,'~ "concur," "approved," "recommend approvai," "action 
completed," and equivalent expressions. 
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(2) NEGATIVE, means "no," "permission not granted," "not gran'ted," 
"not authorized," "do not concur," "not approved,'' "do not reconi

. mend approval," "recommend- disapproval," "action not complet~" 
and similar expressions. 

(3) INTERROGATORY, means "question," "I do not understand," "need 
more information," "meaning not clear," and similar expressions.· 

(4) COMPLY, ineludes "will comply," "have complied," or "you are to 
comply," according to the contents of the message to which it refers. 

(5) LETTER, includes the meanings "letter follows,'' "replying by letter," 
"by letter," and "reply by letter.'' 

(6) ACKNOWLEDGED, means message has been received. 
f. The selection of the proper cryptographic system is a responsibility of the 

cryptographic security officer or the custodian of cryptographic material where 
there is no cryptographic security officer. He should be governed by the provisionS 
of paragraph 54. 

g. If time and availability of personnel permit, the cryptographed text of mes
sages should be checked prior to transmission. The check should determine that 
the instructions governing the system employed are carefully followed. Particu
lar care must be taken to assure that no plain text appears in the body of the 
message. 

h. The handling and filing of both plain and cryptographed text should con
form to the procedure described in paragraphs 56 to 60 inclusive. 

i. Paraphrasing is resorted to as a protection to the cryptographic system- and 
will not warrant loose handling of classified messages. Paraph~asing is to be 
employed when-

(1) The content of previously cryptographed messages is released to 
the public or giYen a wide distribution within the Arm;v. 

(2) It is necessary to send in cryptographic form-
( a) All or portions of a message previously transmitted in plain 

text: 
. (b) Extracts from publications, regulations, or instructions. 

(3) It is necessary to transmit in plain text all or portions of a message 
previously sent in cryptographic form. . 

( 4) A classified message is recryptographed in a different cryptographie 
system. · :' 

(5) A classified message is recryptographed in the saine system. 
Exceptions to .the necessity for paraphrasing may be granted only in accordance 
with instructions pertaining to certain cryptographic systems issued ' by the 
War Department. • 

j. \Vhen it is necessary to indicate in the text of a classified message informa
tion as to the ultimate addressee or the signature of the writer, such informa
tion will be buried within the text of the mes,;age before cryptographing and 
will not appear,either at. the beginning or at the ending of the message. 

52. Responsibility for classification of messages.--a. Within the limitations 
prescribed in paragraph 58b- the originator of a message is responsible that the 
classification given to it conforms to the definition given in paragraphs 5, 6, 7, 

•and 8. He is also responsible for the proper marking of the message before 
forwarding it for transmission. · 

b. A ··message will be marked top secret, secret, ·confidential, restricted, or 
unclassified in accordance with its contents, except as prescrib'ed in paragraph 
58b {2). 
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53. Drafting mes~ages.-a. Routine reports and messages which must be 
given a wide distribution, or the contents of which have been or may eventually. 
be furnished the press, or which contain extracts or quotations from a newspaper,' 
magazine, or any other document available to the public, will if possible be pre
pared so as to permit their transmission in the clear or will be cryptographed in 
special systems which permit the handling of the plain texts of the messages .as 
correspondence of similar classification. otherwise, such reports and messages 
will be paraphrased in accordance with d below. 

b. Standardization of the content and form of such documents as field orders 
and operation instructions is necessary, but when fixed expressions are repeated 
in a message, cryptographic security is greatly endimgered. Hence stereotyped 
phraseology and set form of expression, especially at the beginning or ending of a 
messag\! which is to be cryptographed will not be used. A list of words considered 
universally to be stereotyped is furnished by the War.Department. Except as 
specifically provided for in certain cryptographic systems, or as specifically 
authorized by the ·war Department, the use of dummy letters or irrelevant text 
as "padding" for the purpose of concealing stereotypic phraseology is prohibited. 
Personnel concerned with the drafting of classified messages will guaru against 
repeated use of the same words or phrases. 

c. Words not imp,ortant to the sense will be omitted. Conjunctions, preposi
tions, and punctuation marks will be reduced to a minimum. Unless it is known 
that a message will be sent in clear text over an approved circuit or in a crypto
graphic system capable of enciphering punctuation marks as such, all punctua
tion marks inclmled in the body of the message will be spelled either in full 
or abbreviated form. In similar circumstances, numbers will be also spelled out. 

d. Except when it is known that a classified message will be sent in clear text 
over an approved circuit or in a cryptographic system not requiring the protection 
afforded by paraphrasing, the originator of all classified messages will paraphrase 
such portions as are quoted from-

( 1) A message in clear text. 
(2) A message in the same or another cryptographic system. 
(3) A newspaper, magazine, or document. 

54. Selection of cryptographic system.-a. Cryptographic systems ar\! sup
plied for handling messages of all classifications. All classified messages except 
those transmitted in accordance with the provisions of paragraph 25b and para
graph 58b (2) will be transmitted in cryptographed form, unless specific exception 
is made by the War Department. 

b. Selection of the cryptographic system to be employed for the cryptographing 
of a message will be based on the following considerations: 

(1) A system authorized· for the particular type and classification of 
message will be used. 

(2) Where all addressees can be reached by the same system, the least 
widely held system available will be used, unless a definite opera
tional advantage will be gained by using a more rapid system for 
one or more of the addresses. Where all audressees cannot be 
reached by the same system, the same principle will be applied to 
the extent permitted by the available systems. Cryptographi~g. 
of the same or related subject matter in different systems should 
·be kept to a minimum. Headquarters or commands in frequent 
communication should normally use the same system for exchange 
of the sam~ type of messages. 
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. c. The determination of the need for paraphrased versions is a fu.nction of the 
cryptographic security officer who ~ay require the assistance of the originator of 
the message in the preparation of the necessary paraphrases. Where practicable, 
the cryptographic security officer will furnish copies of the paraphrased versions to 
the originator, except as noted in paragraph 48b. · · 

'55. Paraphrasing messages.-a. In paraphrasing, it is not sufficient to para
phrase only the beginning or ending of the message. The entire message will ' 
be subjected to the process. 

b. When paraphrasing must be employed, all of the following processes will 
be applied to the message: 

(1) Changing the sequence of the paragraphs. 
(2) Changing the sequence 'of the sentences in each paragraph. 
(3) Shifting the positions of the subject, predicate, and modifiers in each 

sentence. 
('4) Changing from active to passive voice or vice versa. 
(5) Substituting synonyms or equivalent expressions. 
(6) Changing the length of the paraphrased version of the message in 

order that the final cipher text will not r,esemble the original cipher 
text with respect to length. 

c. A paraphrase of a message normally will be accorded the same classification 
as the original message. 

56. Method of handling outgoing secret messages.-a. The procedure here
inafter described.wiiT be followed at all headquarters, except the War Department 
in which the procedure will be as determined by the Chief of Staff. 

b. Except as noted in c below or as authorized in ·accordance with the instruc
tions pertaining to certain cryptographic systems issued by the War Department, 
the originator will prepare and number all copies of secret messages, send the 
original to the message· center, and may retain, when security is not ·imperiled 
thereby, one copy for temporary file. . Other carbon copies, all numbered . and 
bearing the following notation, may·be sent to local officers directly concerned: 

The making of an exact copy of this message is forbidden. Only such 
extracts as are absolutely necessary will be made and marked SECRET. This 
copy will be safeguarded with the greatest care and will be returned to the 
originator without delay. 
All such copies will be carefully accounted for by the originator and will be 
destroyed when returned. The copy in the temporary file ~ill' also be destroyed 
upon determination that the message has been correctly dispatched. 

c. Messages pertaining to tactic~l operations, simulated or actual, m~y be 
prepared in triplicate. One carbon may be retained by the originator and the 
origina1 and one carbon delivered to the message center. 

d. The original plain-text copy sent to .the message center by 'the originator 
will be cryptographed at the cryptographic section of the message center The 
number of copies of the cryptographed message will be kept at a minimum com
mensurate with the necessity for furnishing copies .to the various transmission 
agencies. All work sheets used in cryptographing the message will be destroyed 
by burning. The placing on the original plain-text··copy of any marks or nota
tions to indicate the steps following in cryptographing the message, such as 
underlying, key words, indicating groupings corresponding to lengths of columns 
of keys!. etc. is forbidden. All copies of cryptographed messages retained by 
transmitting agencies will be safeguarded so as not to fall into unauthorized 
:pands. 

AGO 3182B 25 

.I, 



AR 380-5 
56-58 

REF ID:A4127207 

SAFEGUARDING MILITARY INFORMATION 

e. The original copy of the literai 'plain text will be marked SENT (date) 
and returned to the originator who will place it in his secret file for outgoing 
messages and destroy' the retained copy by burning. . 

f. The transmitting agency will send the cryptographed message, retaining 
at "least one copy in its file of outgoing messages for final disposition in accord
ance with local regulations. 

g. When certain cryptographic systems are used in which no copy of the 
cipher text .is available, if copy of the plain text may be retained by the message 
center for file. 

h. The method of handling top secret messages will conform to the procedure 
outlined abo1•e as modified by tbe provisions of paragraph 27a. (2) and (3). 

57. Method of handling incoming secret messages.-a. The procedure here
inafter described will be ioHowed a.t all headquarters, except the \Var Depart
ment in which the: procc;:ure will be as determined by the Chief of Sta·ff .. 

b. The original copy of an incoming crYiitographed message as made by the 
receiving operator will go to the cryptographic section of the message center . 
.A. duplicate copy may be made by the receiving operator ·f0r the files of the 
receiving station or message center, where· it will be disposed of .in accordance 
with local regulations. 

c . .A. cryptographer will decryptograph the. message, making only one copy of 
the decryptographed literal plain text, which will be marked SECRET and de
livered to the addressee. The cryptographed version will be retained in the 
files of the message center; where it will be disposed of in accordance with local 
regulations. .A.ll work sheets used in decryptographing will be destroyed by 
burning. The cryptographic section will not retain any copy of the plain text 
for its files, except as provided in paragraph 56g. The placing on the message 
blank of any marks or notations to indicate the steps followed in decrypto
graphing the message, such as underlining, key words, indicating groupings cor
responding to lengths of columns of key, etc., is forbidden~ 

d. Except where authorized in accordance with instructions pertaining to 
certain cryptographic systems issued by the ·war Department, the addressee may 
make and circulate only a limited number of literal copies for the information of 
other officers directly concerned. These carbon copies will all be numbered and 
bea'r the following notation: 

The making of an exact copy of this message is forbidden. Only such 
extracts as are absolutely necessary will be made and marked SECRET. '.rhis· 
copy will be safeguarded with the greatest care and will be returned to---
without delay. 
.All such information copies will be carefully accounted for by the addressee and 
will be destroyed when returned. 

e. The method of handling top secret messages will conform to the procedure 
outlined above as modified by the provisions of paragraph 27a(3). 

58. Method of handling outgoing and incoming confidential messages.-
a. Procedure.-The procedure to be followed in the handling of messages in con
fidential codes or ciphers will be substantially the same as that prescribed for 
those transmitted in secret code or cipher, except within the War Department, 
in which the procedure will be as determined by the Chief of Staff. They will, 
however, be marked and safeguarded in accordance with provisions of these 
regulations governing confidential documents. 

b. In tactical operations, simulated or actual. 
(1) All messages not classified secret will be regarded as confidential but 

need not be so marked. .A.ll wire and radio messages except those 
"noted in (2) below will be transmitted in cryptographic form. 
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(2) When the in:(ormation to be transmitted, if intercepted b th · 
canno~ be acted upon. in time to influence the situatio: in ~::~~ 
and time cannot be spared for cryptographing the com d" · 
officer or his authorized representative may OJ,"de~ the' tran:a~ ~ng 
of a. message in plain language by a radio station serving hi~~::~od~ 
quarters or command. ·Such written messages will be marked SEND 
IN CLEAR. over the signature of the commander or his· auth . ed 
representative. orrz 

. 59. ~eth~d of handing r~stricted mes~ages.-The procedure to be followed 
~~ the handlmg of messages m restricted codes and ciphers will be substanti~ll 

e same as th~t ~rescribed for those in confidential code or cipher. y 
fi ~0. Transmrssron of literal plain text and paraphrased versions. of classi 

0
;. messages.-~. The sending by any means whatsoever of the literal plain tex~ 

stri~t~e;:~~~b~:~c:x:e~~ ~:e~a~:dw~~~o~: transmitted in cryptographed form is 

(1) .A.uthor~zed specifically by the War Department. 
(2) .A.uthonzed local distribution within a headquarters by. mess · 
(3) In exceptio 1 , enger. 

- ~a cases, when necessary in the performance of his duties 
an authonze~ person may carry the literal plain text of a classified 
m:ss_age provided the security requirements pertaining to the trans
mrsswn of classified material are observed 

( 4) Where authorized in accordance with instru~t" t · · . 
t · t . rons per ammg to cer-
am cryp ograpluc systems issued by tl1e War Departme t 

b. In cases of emergency or •t n · 
a crypt " h d . necessr Y paraphrased versions of the plain text of 

o,rap e message will be sent- ' 

c;j In accordance w_ith the provisions of paragraphs 5li "and 55c. 
(2) In accordance_wlth the provisions of paragraph 26 as applied to secret 

cryptographic material. 

(3) When it is necessary to send between headquarters by mail or courier 
a paraphrased copy of a message which h' b . 
graphed, copy wiii be marked or stamped ~~hr:se~sor Will bhe crypto-

. 1 . a parap raBe." 

SECTION V 

MATERIEL 
.Authority to classify___________ Paragraph 
Notification of classification or .re~b~~lfl~;tl~~=-------. ------------- . 61 
Resp~nsibi.lity for safeguarding technical infor,;;tl~~ ------------------------- 62 
C~assifi:ati?n of information from commercial firms ------ ------ 63 
D!ssemmahon of classified technical information ---------------------------- 64 
Destruction of classified materiel ---------------------- 65 
Invitations for bids and contract~===---------------------------------------- 66 
Consultations with. responsible mauf~~t;;r-;,~~--------------·------------------- 67 
Respons~b~l~ty of .Army. representatives or ;~;;;,;~~;------------------------ 68 
ResponsJbJI!ty of Government contractors ------------------------- 69 
Tests of classified materieL__ ------··- ---------------------- 70 
Public display of classified mat;;;lel==---------------------------------- 71 
Release of information or sale of mat~;lel _____________ /___ --------------- 72 

Protectio~ of shipments via commercial ~~~;le-r~--.;lthl~- U;lt-ed--S-t--t-------.-t- 73 

74 possess1ons -------------------------------------------- a es or 1 s 
61. Authority to classify -Wneneve th · 1 · -----------------

"br· · r e c nef of a technical service re-
s~onsi e for a research p~oject or for the design, development, test, or production 
0 procurement of an article of materiel or a component thereof shall determine 
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that the maintenance of any degree of secrecy regarging them is S).lfficiently 
important to the national defense, he will classify it as top secret, secret, confi-
dential or restricted. . . . 
'62. :N~·tification of 'classification or reclassification.-Whenever the chief of 

a technical service in charge of a research project, design, development, test, or 
Oduction of a unit of materiel or component thereof shall determine that 

pr . 'fi d ft . or materiel of interest to other commands. sho~ld r:mam. class1 e .a er ~ssue 
that a change or cancellation of classtficatwn 1S desired, he Will notify The 
Adjutant General, who in turn will inform all concerned. . . . . 
, 63; Responsibility for safeguarding technical informat10n.-a. Chiefs of 
technical services engaged in the preparation of plans, research, and develop~ent 
work or riew design, test, production, procurement, storage, or use of classified 

· mate~Iel are responsible for the promulgation of such additional instru.ctions as 
may be required for the safeguarding of information in the offices, establishments, 
laboratories, shops, or Army posts under their jurisdiction. . . . . 

b. All top secret, confidential, or restricted models, exhibits, dies, machm~s, 
and other similar items which are to be loaned, leased, or given to a com~erciUl 
organization will be properly marked to indicate classification when pract.Icable. 
If such marking is impracticable, the commercial organization will be. spec1ficall! 
notified.in writing of the classification of such items and of the pertment provi-
sions of the Espionage Act. . 

64. Classification of information from commercial firms.-Informa~I~n ob
tained from civilian manufacturers concerning proprietary processes Will be 
classified as confidential unless otherwise authorized by the firm co~cerne.d. 
, 65 Dissemination of classified technical information.-Classified mforma

tion ~oncerning technical projects or developments may be imparted o~ly to those 
individuals whose official duties require such knowledge or ~ossesswn, a~~ to 
accredited representatives of foreign nations in accordance w-1th the provisions 
of paragra-ph 20b, . . 

66. Destruction of classified materiel.-a .. Author1ty to dtr~ct.-Whenever 
the chief of a technical service responsible for a research pro~ect or for. t~e 
design, development, test, or production or procurement of a~ art~cle of matenel 

a Component thereof shall determine that their destructiOn IS necessary to 
m . ~ 
safeguard information thereof, he will issue the necessary d1rec Ive.. . 
. b. Procedure in destruction of classified materiel.-When destructiOn of clasSl-

:fied materiel has been directed- · . 
(1) The custodian thereof will remove all compon:nts. of .a classified na

ture and destroy them by burning or by mut11at10n m the presence 
of a disinterested officer. The balance of the materiel wi~l the~. be 
processed in accordance with existing regulat1ons for the disposition 
of unserviceable property, or for salvage. . 

(2) If the above is not practicable, the custo_dian will destroy the entire 
article of materiel by burnjng or by mutilation in the presence of a 
disinterested officer. 

(3) In either case the certificate of destruction will be signed by both the 
custodian a~d the witnessing officer before submission to the officer 
directing the destruction: If the headquarters has. only one com
missioned officer, the report will so state. Exception hereto may 
be authorized only by the War Department. . 

67. Invitations-for bids and contracts.-a. Prior to fur?~shing ~ pro~pectlve 
bidder, subbidder, contractor, or subcontractor with drawings, spec1ficatwns, or 
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other pertinent information concerning any project or projects of a top secret, 
secret, confidential, or restricted nature and annually thereafter so long as such 
documents, etc., are in his custody, clearance will be obtained in accordance with 
separate letter instructions and a general secrecy agreement reading substan
tially as follows will be signed by the individual or by a responsible officer on 
behalf of the firm or corporation concerned: 
. In consideration of the receipt of drawings, specifications, and accompanying 
mclosures, model~, or materiel, and information disclosed orally, concerning proj
ects of a top secret, secret, confidential, or restricted nature delivered to the 
undersigned prior to or coincident with the date of this agree~ent and listed oil 
Exhibit A which is attached hereto and made a part hereof, or to be issued to the 
undersigned subsequent to the date of this agreement, the following terms are 
agreed to by or on behalf of the undersigned individual, firm, or corporation, and 
any and all representatives, agents, employees, or subbidders or subcontractors 
thereof: 

1. The undersigned will neither supply nor disclose any information regarding 
the drawings, specifications, and accompanying inclosures or models'or materiel, 
or information disclosed orally, referred to herein to any unauthorized person, 
or incorporate in other projects special features of design or construction peculiar 
to such drawings, specifications, and accompanying inclosures, or models or. 
materiel, or information disclosed orally. 

2. (a) The undersigned will not permit any alien employed or to be employed 
by the undersigned or by any subbidder or subcontractor· to have access to the 
drawings, specifications, and accompanying inclosures, or models or materiel 
referred to herein, or to engineering principles, compositions, subassemblies, or 
assemblies which are vital to the functioning or use of the article or to _the work 
under, any contract for the production thereof, or to work in connection with 
the contract .trials, without the written consent beforehand of the Secretary 
of War. 

(b) If the project or projects bear a top secret or secret classification, the 
undersigned will not permit any individual to have access to the top secret or 
secret drawings, specifications, and accompanying inclosures, or models or ma
teriel referred to herein, or to the top secret or secret engineering principles, 
compositions, assemblies, or subassemblies, or to work under any contract for 
'the production of such top secret or secret items, or to work in connection with 
the contract trials, without the written consent beforehand of the Secretary of 
w·ar. 

3. The undersigned will not make or permit to be made reproductions of the 
drawings,' specifications, and accompanying inclosures, or of the models or ma
teriel, except as specifically authorized by the contracting officer or his duly 
authorized representative. If reproduction of any drawings, specifications, and 
accompanying papers, or of models or materiel, is authorized, t_h'e undersigned 
will promptly submit the product obtained to the contracting officer or his duly 
authorized representative for censorship or such other action as he may deem 
necessary. 

4. If ii bid is not submitted on a project of a top secret, secret, confidential, or 
restricted nature as to which classified drawings, specifications, and accompany
ing inclosures, and models or materiel have been issued to the undersigned, or 
i'f a bid is made and not accepted, or in case award is made, upon the completion 
of the contmct,the undersigned will promptly return by hand, by registered mail, 
or by insured express, such drawings, specifications, and accompanying papers, or 
models or materiel, together with all copies thereof, to the office from which the 
original copies were received. Registered mail or insured express will not be 
used:in returning top secret matter. ' 

5. (a) The undersigned agrees to bring or cause to,be brought to the attention 
of all persons engaged in tl1e preparation of the bid, whether submitted or not, 
including sub bidders and their employees. the following provisions of law: 

Espionage Act: Subparagraphs (d) and (e), sec. 1, act 15<iune 1917 (40 Stat. 
217); sec:.l, act 28 March 1940 (54 Stat. 79; 50 U.S. C. 31; 1\i. L., 1939, Supp. I, 
sec. 2181). 
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Sec. 1, act 12 January 1938 (52 Stat. 3; 50 u. S.C. 45; M. L., 1939, sec. 2187a), 
and E. 0. 8381, 22 March 1940; 5 F. R. 1147; 50 U. S. C. 45; M. L., 1939, Supp. I, 
sec. 2187a. 

Second War, Powers Act, 1942, sec. 1402, 1403, act 27 March 1942 (Public Law 
507-77th Cong.), as extended by act 20 December 1944 (58 Stat. 827; 50 U. S. C. 
Bupp. IV, sec. 645). 

Cb) If the successful bidder on any project, the undersigned agrees also to 
bring or cause to be brought to the attention of all persons engaged in the 
performance of the contract, including persons employed on subcontracts, the 
provisions of the law enumerated in (a) abov~. 

6. The undersigned further agrees that no information in connection with any 
confidential or restricted project will be given to any person not in the contractor's 
or subcontractor's employ except upon the written consent beforehand of the 
contracting officer or his duly authorized representative. 

b. The execution of the general secrecy agreement required in a above with 
any individual, ,firm, or corporation whether it be the prime contractor or sub
contractor, prior to the delivery of 'any classffied military information, and the 
'annual secrecy agreements executed thereafter, will constitute authority for 
delivery to such individual, firm; or corporation from time to time of other or 
additional classified information pertaining to any top secret, secret, confiden
tial, or restricted project, without the necessity of executing a specific secrecy. 
agreement in each case. A receipt substantially as follows will be obtained when 
the additional classified data are submitted to those who have entered into such 
agreement: 

Receipts is acknowledged of ---------------- and it is recognized that these 
data are classified and come within the purview of the secrecy agreement signed 
by ----------·------ on ----------------· · 

c. If the project(s) or contract(s) bear a top secret or secret classification, 
two copies of the executed secrecy agreement or agreements and two copies of 
each·annual secrecy agreement executed thereafter will be transmitted promptly 
by the procuring agency to the commanding general of the service command 
·within the geographical limits of which the work will be, or may be, performed. 
The commanding general of the service command will retain one copy and for
ward one copy'to the Provost Marshal General. 
• d. It is the responsibility of each representative of the War Department who 
invites bids in connection with a projeCt or projects of a top secret or secret 
classification, to transmit promptly the following information in duplicate to the 
commanding general of the service command within the geographical limits of 
·which the work will be, or may be, performed : 

(1) The name and address of each prospective bidder or subbidller. 
(2) The address; full first and last names and milldle initial; date and 

place of birth, of each officer and director and of all persons who 
will have access to the top secret and secret material. 

(3)/ The location of the facility at which the work involved will be, or 
may be, performed. 

( 4) The date of invitation for bids. 
e. It is the responsibility of each repriesentative of the War Department who 

enters into .a contract classified as top secret or secret, to transmit promptly 
the following additional information in duplicate to the commanding general of 
the service command within the geographical limits of which the work will be, or 
may be, performed : 

(1) The name and address of each contractor or subcontractor. 
(2) The address; full first and last names and middle initial; date and 

place of birth, of each employee or other person who will have 
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access to the top secret or secret materiel not included in a (2) 
above. 

(3) The location of the facility at which the work involved will be, or 
may be, performed. 

( 4) The date of award of contract or subcontract, and probable date of 
commencement of work thereunder. 

f. The commanding general of the service command will retain one copy o.nd 
forward one copy of the reports received in accordance with d and e above, to the 
Provost Marshal General. 

68. Consultation with responsible ~anufacturers.-The commanding officers 
of arsenals and depots and other officers engaged in work on Government con
tracts are authorized to consult with all interested manufacturers or their rep
resentatives, inventors, and other persons concerning technical matters in which 
they have .a legitimate interest. They will, however, inform all such persons 
of the classification of the projects, works, and developments. 

69. Responsibility of Army representatives or inspectors.-a. The Army 
representatives or inspectors of the technical service are the local representa
tives of the War Department and will take the necessary measures to insure 
the safeguarding of classified information or projects in the hands of the con
tractors or subcontractors or in process of manufacture in their plants. 

b. Army representatives or inspectors will advise contractors or subcontrac
tors as to their responsibilities and the practical measures to be taken to safe
guard top secret, secret, confidential, or restricted matters, and will act favor
ably, if practicable, on any stiggestion or request of the company tending to 
preserve secrecy. If at any time' conditions at any plant, or any action of a 
company or its employees, jeopardize the security of classified matter pertaining 
to the·war Department or violate the provisions of the Espionage Act, the Army 
representative or inspector will request the c~mtractor or subcontractor to take 
prompt remedial action. If adequate precautionary measures are not taken 
immediately, he will report promptly to the chief of the technical service con
cerned and, if the situation requires, to the commanding general of the service 
command in which the item is in process of manufacture. 

c. When Army and Navy inspectors are on duty at the same plant, the Army 
inspector 'will coordinate all security measures with the Navy inspector in order 
to avoid conflicting demands upon contractors. ' 

70. Responsibility of Government contractors.-a. A pi.ivate Individual, 
firm, or corporation which enters into a contract to engage in technical work for 
the War Department becomes responsible in matters within his or its control 
for the safeguarding of all top secret, secret, confidential, or restricted matters 
that may be disclosed· or that may be developed in connection therewith. A 
clause to this effect will be included in such a contract, but its omission will not 
release the contractor·from his responsibility under theEspionage Act and other 
pertinent laws. 

b. Contractors are responsible that all classified projects allotted to subcon
tractors or agents are fully protected by a similar agreement. 

c. Whenever for any reason a contract agreement or subcontract has been 
made which does not include a security clause but later is found to involve top 
secret, secret, ·confidential, or restricted matter, the technical service concerned 
will take the necessary steps to insure that the project or work is properly 
classified and that the contractor, agent, or subcontractor is informed of the 
classification and of his responsibility in the matter. 
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71'. Tests of classified materiel.-Tests of ·classified materiel will be ade
quately safeguarded by all responsible officers. 

72. ~ublic display of classified materiel.-a; Co!mi:J.anding officers are respon
sible that all classified parts, components, or features of materiel are properly 
safeguarded during maneuvers, drills, parades, ceremonies, assemblages, demon
strations, or exhibitions, or exhibitions open to the general public. 

b. (1) Photographs- of equipment while in process of development or those 
revealing processes of manufacture are prohibited unless authorized 
by the chief of technical service concerned. After an article of 
equipment has been issued to combat units, release of photographs 
is permissible ·unless specifically prohibited by the instructions 
issued therewith. · 

(2) Requests for permission to take photographs of classified mater!ei, 
projects, or processes of manufacture will be referred to the War 
Department through the proper chief of technical service. If 
authority is granted, it will be with the understanding that the 
resulting photographs will be submitted to the War Department for 
review prior to release. 

. 73. Release of information or sale of materieL-a. General.-Domestic sale, 
divulging information in connection with negotiations for foreign sale, and foreign 
manufacture of items of Army and Navy materiel and equipment are not permitted 
unless the War and Navy Departments are agreed that military secrecy is not com
promised thereby. 

b. International tra-ffic in arms. 
(1) The State Department administers international traffic in arms and 

military materiel coming within the scope of the Regulations Gov
erning the International Traffic in Arms, Ammunitions, and Imple
ments of War and Other Munitions of War. 

(2) The State Department will,not release for foreign sale any it~m com. 
ing within the scope of these regulations until the War and Navy 
Departments have stated that there is no objection to the release on 
grounds of secrecy affecting the national defense. 

74. Protection of shipments via commercial carriers within Unted States 
or its possessions.-a. Selection of shipping method.-Disclosure of information 
pertaining to classified materiel will be prevented during transportation by one 
of the following methods of shipment, to be determined by a commissioned officer 
of the service, force, or organization authorizing its movement qualified to make 
such classification, b~ a higher authority so qualified, or by a military attache. 

b. Protection documents.-If size and quantity permit, classified materiel may 
be handled in the same manner as provided for similarly classified documents in 
paragraphs 26 to 29 inclusive. In cases where materiel is of such size or quantity 
as to create suspicion of its character and _entail additional risk when transported 
in the same manner as documents, another niethod will be used. · 

c. Ruilwa~ exp1·ess sm·vicc protected by carrier's guards.-Top secret, secret, 
or confidential shipments may be shipped via Railway Express Agency, Incorpo
rated, after advance ·arrangements have been made for carrier to guard materiel 
from the time it leaves the hands of consignor until delivered to consignee. Not 
withstanding the general prohibition of insurance on Government shipments any 
elassified shipments may ·be shipped at their actual value and notation of such 
value made on the bills of lading. (S.ee AR 55-105, AR 55-155, and TM 55-550). 

; I 
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The officer determining the method of shipment will certify to the officer issuing 
the bill of lading the valuation to be used. 

d. Ordinary railway express service protected by military guards.-Tbis method ' 
of shipment may be chosen for top secret, secret, or confidential materiel as pro
vided in a above. In such case the principles of regulations governing guarding 
of freight shipments (see par. 8, AR 55-155) will be followed so far as appropriate 
for express service, with the definite exception th~t guards with express ship
ments will be furnished with transportation requests. The number of guards 
detailed to protect the shipment will be a minimum consistent with security 
requirements. 

e. Air express 'Via commercial air lines protected by military guards.-The pro
visions of d above will govern generally. 

·f. Rail freight service protected by miUtary guanls.-See paragraph 8, AR 
55-155. . 

g. Ordinary motor tnwk freight protected by military guards.-The principles 
of paragraph 8, AR, 55-155, will govern. Only one guard will be used for short 
runs unless more are necessary. 

h. Water freight service protected by military guards.-The principles of para
graph 8, AR 55-155, will govern. When vessels are used which have arrangements 
for carrying passengers, transportation requests will be issued. When vessels are 
used which do not have arrangements for carrying public passengers, carriage free 
or at a reasonable charge, appropriate arrangements for meals will be negotiated. 

i. Straight or mixed troop trains.-Classified materiel accompanying troops 
will be adequately guarded by organization personnel. 

j. Gua.rds.-Guards sufficiently armed will be provided in accordance with para
graph 8, AR 55-155. Neither carrier's nor military guards will be used for·the sole 
purpose of preventing dis~losure of information of restricted materiel. Guarded 
service may be used on any shipment when necessary to prevent physical sabo
tage. When possible, where concealment of the arm is not necessary, subma· 
chine guns, automatic rifles, or riflos should be provided in preference to pistols. 

k. Shipment, confidentiaZ materiel without guard.-Shipments of confidential 
materiel, except cryptographic equipment and components thereof may, at the 
discretio!l of the chief of the technical service involved, be shipped by one of the 
following methods, without. guard: · 

( 1) p'rotected express. 
(2) Sealed freight or express cars. 
(3) Sealed truck under own motive power. 
(4) Flat car, provided trucks or crates containing said equipment are 

suitably locked and/or sealed and 'locked and/or sealed to the 
car. In addition, the equipment will be protected from external 
view-and injury from normal hazards in shipping. 

l. Shipment, restricted materiel witho1tt guard.-Shipments of restricted ma
teriel, except cryptographic equipment and components thereof,. may be shipped 
by one of the following methods, without guard: 

(1) Protected express. f 
(2) Sealed freight or express cars. 
(3) Sealed truck under own-motive power. 
( 4)_ Flat car, provided trucks or crates containing said equipment are 

suitably -locked and/or sealed and locked and/or sealed to the 
car. In additi(m, the equipment will be pr.otected from external view 
and injury from normal hazards in shipping. 
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m. Shipment, cryptographic matcricl.-For specific means of shipments of 
cryptographic materiel reference should be made to letter instruction on this sub
ject issued by the War Department; 

n. Shipment, classified files.-Shipments of classified files to records depots and 
War Department reeords depositories will be made as follows: 

(1) When the quantity of top secret, secret, or confidential documents 
remaining after down grading is small, the documents will be trans
mitted under separate cover as provided elsewhere in these regula
tions for the transmission of indiYidual documents. A charge-out 
will be placed in the folder which contained the document and the 
document will be properly identifi2d as to the file and folder from 
which extracted prior to transmission. , 

(2) When the quantity of top secret, secret, and confidential documents 
which cannot be down graded makes the procedure above imprac
ticable, the files in which such documents are maintained will be 
packed in the standard records boxes prescrjbed by TM 12-259, 
securely fastened by flat steel stravs. 'l'he outside of the· box will 
contain no indication of the ·classified character of the files. The 
boxes will be shipped under security regulations applicable to bulk 
shipments of classified materiel except that top secret and crypto
graphic documents and messages in all cases will be accompanied 
by an officer courier in addition to armed guards. 

(3) Shipment of restricted files. Such files will be shipped in .standard 
records boxes in the same manner as prescribed for unclassified files. 

SECTION VI 

VISITORS 
Paragraph 

Classification------------------------------------------------------------- 75 
Authority for admission.--------------------------------------------------- 76 
Responsibility of commanding officer, Army representative, or inspector___________ 77 
Responsibility of Government contractors------------------------------------ 78 

75. Classification.-a. Foreign nationals.-For the purpose of these regula
tions, the term "foreign nationals" includes all persons not citizens of the United 
States, and citizens of the United States while a. representative, official, or 
employee of a foreign government, firm, corporation, or individual. 

b. United States citizens.-All citizens of the United States not inclm~ed in 
a above. 

76. Authority for admission:-a. General.-Correspondence and communica
tions relating to visits will be routed direct between the various offices concerned. 

b. Foreign nationals. (See par 25a.) 
(1) Subject to the approval .of the facility concerned, foreign nationals 

may be authorized by local authority to visit commercial facilities 
provided no classified work or project is shown or discussed. 

(2) Foreign nationals may be admitted to military installations for social 
purposes, for activities open to tlie general public, and in connection 
with emergency landings, by authority of the commanding officer 
provided no classified features are shown· or discussed. 

(3) Foreign nationals may be admitted to Government facilities; military 
installations except as provided in (2) above; and commercial facili
ties where classified work, projects or features will be shown or 
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discussed, only on written authority of the Assistant Chief of Staff, 
G-2, War Department General Staff. 

Application for visits· which require War Department authorization 
· will be made through .the appropriate diplomatic representatives 

except in the case of foreign nationals· employetl by citizens of the 
United States or by firms or corporations owned or controlled by 
citizens of the United States, for whom applications will be sub
mitted by their employers, approved by the commanding officer 
or management of the facility to be visited, and forwarded with 
the. recommendation of the chief of the technical service or appro
priate commanding general of the service command concerned to 
the Assistant Chief of Staff, G~2, War Department General Staff, 

· who will secure the recommendation of the Navy Department. 
·Applications submitted through either of the channels described 
above will include the following information: 

(a) Name in full. 
(b) Official title or position. 
(c) Name of plant or plants, posfs, camps, or airfields to which 

admission is desired. 
(d) Date of visit or "dates between which visits are desired. 
(e) Purpose <if visit. 

For foreign nationals employed by citizens of the United States 
or by firms or corporations owned or controlled by citizens of the 
United States the following additional information will be required: 

(f) Nationality. 
(U) Length of service with present employer. 

(5) Prior to authorizing a visit to a War Department installation or to 
a commercial facility where classified work, projects, or features 
will be shown or discussed, the Assistant Chief of Staff, G-2, War 
Department General Staff,· will secure the recommendations of 
the Navy Department and the chief of the technical service con
cerned. Memliers of the armed forces of Canada and Mexico 
may, however, be admitted to Army posts, camps, and airfields 
near the borders oi those countries for occasional visits on the 
authority of the commanding general of the army,, defense com
mand, service command, or air force command having jurisdiction 
over such posts, camps, or airfields, without reference to higher 
authority. 

c. United States citi.zens.-Subject to the approval of the commanding offi
cer or the contractor, United States citizens, except those representing a foreign 
government, firm, or corporation, may be ad!l,litted to War Department or com
mercial manufacturing establishments engaged on classified work or projects 
under the following conditions: 

(1) Casual visitors may be admitted provided no classified work or project 
is shown or discussed. 

(2) Representatives of other United States Government agencies, manu
facturers, or their representatives, engineers, and inventors coop
erating in W'ar Department work and having a legitimate interest 
therein may be shown such works or projects as are considered 
necessary and desirable by the responsible chief of technical serv
ice. Authority for admission will be in writing.' 
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(3) Accredited reporters, photographers, and other representatives of 
pubpcity agencies may be admitted to War Department installa
tions or manufacturing establishments engaged on work for the 
War Department, provided classified matter, projects, or processes 
of manufacture are not shown or discussed with them. 

77. Responsibility of commanding officer, Army representative, or in
spector.-a. The commanding officer. of a military establishment or the Army 
representative or inspector at a commercial establishment is the local repre
sentative of the War Department in all matters regarding the admission of 
visitors. If, in his opinion, the situation at the time makes the admission of a 
visitor inadvisable, he is empowered to postpone the'visit and request instructions 
from the office which authorized it. 

b. The commanding officer or Army representative will make a report to the 
Assistant Chief of Staff, G--2, War Department General Staff, through the appro
priate chief of technical service or commanding general, service command, giving 
the following information concerning foreigners who visit establishments en
gaged in classified projects : 

(1) Name, official position, and nationality. 
(2) Authority for the visit. 

· (3) Matters in which the visitors showed the greatest interest. 
( 4) General nature of questions asked. 
(5) Expressed object of the visit. 
(6) Inspector's estimate of the real object of the visit. 
(7) General estimate of ability, intelligence, and technical knowledge of 

the visitor and his proficiency in the English language. 
(8) A brief list of what was shown and explained. 

78. Responsibility of Government contractors.-a. Contractors or subcon
tractors engaged in work for the War Department must place such restrictions 
on the movements of persons employed or entering their plants or offices as will 
give adequate security to top secret, secret, confidential, or restricted matters in 
.their possession. In view of the wide differences in organization, arrangement, 

• and physical make-up of individual plants, no specific rules are practicable. 
Therefore, local conditions at the plant and the classification of the project will 
determine the security measures to be adopted. 

b. The following general procedure in regard to visitors at establishments or 
plants engaged in classified projects for the·war Department is prescribed: 

(1) Visitors will be accompanied during their stay at the plant by the 
inspector or Army representative, a member of his office, or some 
responsible person who is specifically informed as to the necessary 
limitations or restrictions, the scope of the visit, and the informa
tion which may be furnished. 

(2) Unless specifically authorized by the authorities mentioned in para
graph 76, visitors will not be allowed in any shop, laboratory, draft
ing room, or section of a plant where top secret, secret, confidential, 
or restricted materiel is located or where classified work is in prog
ress, nor will they be permitted to take. photographs. 

c. (1) War Department contractors will submit to the commanding general 
of the service command or chief of technical service, whichever is 
appropriate, immediately upon completion of the visit, a report 
of all visitors, except Unihed States citizens, who have gained 
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Information concerning the classified work or projects. The rep2rts 
will include the following information: 

(a) Name, official position, and nationality. 
(b) Authority for visit. 
(c) Matters in which the visitors showed the greatest interest 
(d) General nature of questions asked. 
(e) Expressed object of the visit. 
(f) Estimate of the real object of the visit. 
(g) General estimate of ability, intelligence, and technical knowl

edge of the visitor and his proficiency in the English 
language. 

(h) A brief list of what was.shown and explained. 
(2) The commanding general of the service command or chief of technical 

service, whichever is appropriate, will submit the reports to the 
Assistant Chief ·of Staff, G-2, War Department Gene1:al Staff 
through the appropriate chief of technical service. ' 

. SEarroN VII 

·AIR SPACE RESERVATIONS, RESTRICTED AREAS, AND RESERVED 
AREAS 

Air space reser.,;ations---------------"------------------ ----------------=~~agra~: 
Restricted areas----------------------------------------------------------- 80 
Reserved areas ; establishment_ ___________________ -------~----~------------ 81 

79. Air space reservations.-a. Establishrnent.-Alr space reservations over 
military installations or reservations over which the flight of aircraft is prohib
ited or restricted for the purpose of national defense or for other governmental 
purposes are established by executive order of the President of the United States, 
or by a State, Commonwealth, or Territory. · 

b. Responsibility of commanding offieers.-'l'he commanding officer of a military 
reservation, post, camp, station, or installation over which an air space reserva
tion has been established is responsible for the surveillance of the designated air 
space and for prompt report to The Adjutant General, through military channels, 
of any illegal flight therein. 

80. Restricted areas.-a. Designation--The commanding oflicer of a military 
reservation, post, camp, station, or installation is responsible fo{tbe designation 
and proper safeguarding of restricted areas in his military reservation, post, 
camp, station, or installation. If local conditions dictate, he will mark all ordi
nary entrances or approaches to such areas with. a sign reading as follows: 

WARNING 

RESTRICTED AREA 

It is unlawful to enter within this ----------------- without written permls
(Area, building, etc.) 

sion of ----------· 
(Authority) 

b. Procedure in case of violation. 

I 

(1) The commanding officer of a military reservation, post, camp, station, 
or installation will cause any person not subject to military law 
who enters a restricted area or building to be detained, warned of 
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his rights, and interrogated by proper authority; If it is a first 
offense and there is no evidence of deliberate intent, the offender 
may be warned against repetition and released upon the surrender 
of any unlawful photograph, sketch, picture, drawing,. map, or 
graphic representation in his possession. Otherwise the offender 
will be delivered without unnecessary delay to the· nearest United 
States marshal with a written statement of the facts, the names and 
addresses of the witnesses, and such pertinent exhibits as may be 
available. 

(2) When an investigation reveals that a person not subject to military 
law has entered such a restricted area or building, custody of the 
individual not having been effected, the commanding officer will 
promptly forward in writing to the nearest United States district 
attorney a report of all the facts, including the names and addresses 
of the witnesses. 

(3) A report·wm be made through military channels to the commanding 
general of the service command of each case brought to the attention 
of civil authority and will include a brief of all the facts and copies 
of all pertinent communications. 

81. Reserved areas; establishment.-Areas reserved for military or national 
defense purposes, admittance to which is either restricted or prohibited, are set 
apart by executive order of the President of the United States or by order of the 
Secretary of the Interior. 

SECTION VIII 

TROOP MOVEMENTS, INDIVIDUAL TRAVEL, AND MOVEMENT OF 
SUPPLIES 

Paragraph 
General------------------------------------------------------------------ 82 
Classification requirements------------------------------------------------
Dissemination of information------------------------------------------------

83 
84 

Rail and motor movements ___ ---------------------------------------------- 85 
.In staging areas----------------------------------------------------------- 86 
Embarkation-------------------------------------------------------------- 87 
Movement of vessels in harbors--------'------------------------------------- 88 
At sea-------------------------------------------------------------------- 89 
Returns to continental United States------------------------- -------------- 90 
~Iovements by air--------------------------------------------------------- 91 
Theater of operations in continental Unite<l States_____________________________ 92 

Higher classification------------------------------------------------------- 93 
Reason for classification ____ ~----------------------------------------------- 94 
Periods of peace or following termination _of hostilities_------------------------ 95 

82. GeneraL-a. Application.-The provisions of b below and ]}aragraphs83 
to 94 inclusive, will apply during periods of hostilities. The provisions of para
graph 95 will apply during periods of peace or following the termination of hostili
ties and before peace is formally declared. 

b. Responsibility of commanding oflicers.-Commanding officers of units, re
placements, or individuals affected by the provisions of this section are responsible 
that such personnel are instructed in these provisions, advised of their appli
cability, and warned of the danger involved in the disclosure to unauthorized 
persons of classified ipformation concerning troop movements or movements of 
supplies. Necessary instructions will be given both at home station and staging 
area prior to· movement to a theater of operations. 
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83. Classification requirements.~a. Movements of personnel or supplie&.
Information of movements of personnel or supplies will be classified, when ap
propriate, as secret, confidential, or restrided by, or by authority of, any officer 
authorized to make or authorize secret classifications under paragraph lOa. In 
order to insure proper and uniform classification, it is essential that documents 
concerning movements be classified, when appropriate, in accordance with the 
principles contained in this section. · 

b. Troop movements or travel of replacements to theater of op'erations.
The following elements of information concerning troop movements or travel 
of replacements or individuals to a theater of operations will normally be clas
sified as indicated, except as stated in paragraph 91: 

(1) Searet.-Documents which contain any one of the following ele
ments, either directly or by implication, require a classification of 
secret: 

(a) ·oversea or intertheater destination in the 'clear, when such 
destination is an active theater of operations or a specific 
location within an active or inactive theater of operations. 

(b) A specific port of destination within continental United 
States for return to continental United States· in travel by 
water. 

(c) Date and time of departure from a port of embarkation, 
a port of debarkation en route, a port of aerial embarka
tion, or a port of aerial debarkation en route. 

(d) Route, name, or destination of ship or convoy. 
(e) Estimated time of· arrival at an oversea or intertheater 

destination, or at ports or airports of debarlmtion en route. 
(f) The 'meaning of an assigned shipment number so far as 

it represents a specific oversea or intertheater destination. 
(g) The oversea or intertheater destination represented by a 

temporary APO number. 
(h) Events en route involving enemy action, 

(2) C'on{idential.-Documents which contain any of the following 
elements will be classified confidential: 

(a) Inactive theater of operations as a destination, in the 
clear, provided the exact destination within the theater is 
not shown. I 

(b) Information or description of unit movements of nonopera
tional significance within areas in or adjacent to active 
theaters of operations. 

(c) A list or tabulation of two or more units combined with 
and included under a single shipment number or other com
parable code designation. The combination of a single 
unit with its oversea shipment number and letter, or other. 
comparable code designation, however, is restricted 
information. 

(3) Restricted.-The following types of information, or documents con
taining this information, except as indicated in (1) and (2) above, 
will normally be classified restricted : 
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reports and communications concerning movements need 
not be classified if the classified elements of information 
and unit designations are not inCluded therein and ref
erence to the movement is made by shipment number and 
letter (or other comparable code designation), by tem
porary APO number, or by main number. 

(b) ·Troop movements between inactive theaters of operations, 
bet\veen the United Stlttes and inactive theaters of opera· 
tions, within inactive. theaters of operations, and domes
tic troop movements within continental United States, 
provided such movements are not associated with further 
movement to· an active theater. of operations. 

(c) Continental United States as a destination in the clear, pro
vided the specific port of debarkation in travel by water 
is not shown .. 

c. Domestic travel within continental United States.-Domestic travel within 
continent111 United States of individuals which is not associated with further 
movement to a theater of operations or with classified activities will not nor
mally require classification. 

d. Movements of supplies. 
(1) Movements of supplies and impedimenta which are to accompany 

units, or are destined· for, or otherwise associated with specific 
units or specific troop movements will be governed by the classi
fication requirements set forth in paragraph 83b. 

·(2) Movements of supplies which ·are not associated with specific units 
or troop movements: 

(a) Movements will normally carry a coded destination symbol 
such as a shipping uesignator or shipment number. Docu
ments covering such shipments which by inference or by 
literal reference compromise the meaning of the cooed 
destination symbol will require a classification at least as 
high as that of the meaning of such ·coded symbol. 

(b) Movements niay be audresseu in the clear to oversea destina
tion when authorized by the Secretary of War. ~'his method 
of addressing will not normally be used when the presence 
of military installations such as oversea ports, combat air
fields, harbor defenses, or similar establishments will be 
exposed thereby. 

(c) When a coded designation of specific shipments, projects, or 
locations, such .as a consignee combination, is used in combi
nation with a coded destination symbol, the coded designa
tion will be classified at ·least as high as the meaning of 
the coded destination symbol. Documents and reports 
covering shipments may be unclassified where ·the ·meaning 
coded destination symbols, coded shipinent designations, or 
other· coded data covering the shipment are not revealed or 
otherwise compromised. 

e. Movement of personnel or suppl·ies by hospita-l ship.-Orders for movement 
of personnel or supplies by hospital ship will be unclassified if it is necessary 
that such orders ·accomp:;tny the personnel or supplies aboaru the hospital ship. 
See AR 55-530. 

40 ; I AGO 3182B 

J 

·-- -- -t·. 
----------------------------------------~-------------

SAFEGUARDING MILITARY INFORMATION 
AR 380..:_5 

84-88 

84. Dissemination of information.~a.· All persons connected with the mili
tary service who receive information concerning movements of personnel or sup
plies classified in accordance with paragraphs 83, 90, 9B, and 92 are forbidden to 
.make public or to inform unauthorizeu persons concerning the classified elements 
of such movements. 

o. When lt is necessary to advise relatives or other persons of approaching 
departure, ind·ividuals connected with the military service will not· disclose any 
classified information. 

c. Arrival in a theater of operations does not diminish the necessity of safe
guarding classified elements of information concerning the movement. After 
such arrival, no information will be given to unauthorized persons concerning 
names, destinations, or organizations, names of vessels, data concerning convoys, 
routes pursued, measures taken to avoid attack, date of arrival, debarkation or 
departure, or xmmber of troops, or kind of cargoes carried. 

85. Rail and motor movements.-a. Reports concerning. arrivals and de
. parture of rail or motor movements within the United States which for any reason 
are classified, may be transmitted to persons authorized to receive such reports, 
unclassified, provided unit designations are not included therein. 

b. When rail or motor movements or travel of personnel are made preliminary 
to movement to a theater" of operations, cars, baggage, and impedimenta will not 
be marked in· the clear to show oversea destination, date ·of departure, name of 
ship, or other classified elements of information. In such cases, impedimenta 
will.be marked with the assigned shipment number and letter or other comparable 
code designation. The unit designation will not be used as a marking on impedi
menta, although the company letter or abbreviation may be useu to identify the 
impedimenta of each company or similar unit in the mo.vement. 

86. In staging areas.-a. Instructions will be given to all individuals con
cerned in the applicable security provisions of this section. 

b. Commanders of ports or airports of embarkation are authorized to restrict 
to prescribed limits all personnel under orders for movement to a theater of oper
ations for a period not to exceed 48 hours prior to departure. During this period 
of restriction, communication with other military personnel and civilians may 
be prevented or limited as may be considered necessary by the port or airport 
commander concerned. Special authority must be obtained from the War Depart
ment (if in the United States) or the theater commander (if ov~rseas) for placing 
personnel in restriction more than 48 hours prior to the expected sailing or depar
ture.date. 

87 .. Embarkation.-a. Troop movements will be made so far as practicable 
with\)ut attracting undue attention. Author:ity to use bands during embarka
tion of troops is left to the discretion of port commanders, where, in their opinion, 
the playing of a band will not jeopardize the security of the movement. 

b.:All persons not on official business.will. be.excluded from the piers at all 
times. 

c. Personnel may take cameras within the limits of the pier or overseas, subject 
to the restrictions imposed j>Y the commander of the port, ship, theater, or .other 
area concerned. 1 

d. Members of families, relatives, or friends of personnel under oversea move
ment or travel orders will not be allowed in the vicinity of piers on the day of 
sailing. 

88. Movement of vessels in harbors.-Vessels loaded with personnel or sup
plies will be moved under cover of darkness whenever possible. 
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89. At sea.-a. After sailing from the port of ·embarkation, the destination 
will be disclosed to· members of units, replacements, or individuals aboard ship 
only as necessary for training or indoctrination en route. When such informa
tion is disclosed, personnel will be warned of the classification thereof. Partic
ular care will be taken to insure that this warning is given all personnel who are 
allowed ashore at intermediate stopping points. 

b. Events at sea concerning or resulting from enemy action will be considered 
as secret information by all individuals concerned .. 

90. Returns to· continental United States.-Classification requirements are 
the same as those enumerated in paragraphs 83 and 91. 

91. Movements by air.-a. Generally, the same requirements for water move
reents apply to mov~ments by air of units or subdivisions thereof to a theater 
of cperations. 

b. In documents containing information of travel to a theater of operations 
by military aircraft of replacements, . and individuals, as distinguished from 
units, the inclusion of the following elements normally will require a classifica
tion of restricted only : 

(1) Oversea or intertheater geographical destinations, unless the presence 
of troops or particular military installations at such destination is 
classified higher than restricted. 

(2) Date and time of departure from port of aerial embarkation, or air
ports en route, subsequent to such departure. 

(3) Air route, unless the air route is classified higher than restricted. 
(4) Estimated time of arrival at specific.oyersea intertheater destination 

or airports en route, subsequent to departure from port of aerial 
embarkation. 

(5) ·oversea or intertheater destination represented by a temporary APO 
number. 

c. The provisions of paragraph 83 will apply to information concerning the 
oversea travel of replacements and individuals when both air and water transpor
tation are employed .. 

• d. Orders and allied papers for oversea travel by commercial aircraft of 
replacements and individuals may be unclassified, even though they contain 
elements of information for which a classification of restricted is required by 
o(1), (2), (3), and (4) above. 

e. All individuals involved in air movements, communicating from interc 
mediate stopping points, will refrain from disclosing classified information. 

f. Operational messages limited to information concerning movements of air
craft in a theater of operations may be sent .in the clear when authorized by the 
theater commander. 

g. The specific airport of destination within continental United. States for 
returns to the United States by air from theaters of .operation is restricted 
information. 

92. Theater of operations in continental United States.-'The foregoing para
graphs of this section are based on the assumption that theaters of operations 
will be lot;!ated overseas. However, should any portion of continental' United 
States become a theater of operations, the provisions of the foregoing paragraphs 
nevertheless will apply, subject to the following: 

a. The portion so designated will be treated as an "oversea designation." 
b. The terms "continental United States" and "United States" will refer· only 

to the zone of interior (see FM 10.0--5). 
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c. The movements or travel by rail or motor from the zone of interior to the 
theater of operations, the security provisions applitable to ports of embarkation 
will also apply to points in the zone of interior from which direct movement 
tb the theater commences, and the provisions applicable to water movement or 
travel will apply to land movement or travel. 

93. Higher classification.-A higher classification than that indicated in this 
section may be assigned if the order, message, or other communication contains 
information which should be protected by a higher classification. 

94. Reason for classification.-,Vhenever a classification higher than re
stricted is assigned to a movement order, the reason for such higher classification 
will normally be included therein. An example of an explanatory paragraph 
is as follows: 

The following secret and confidential elements of· information are con
tained herein: secret equipment (par. llc) ; tabulation of units (par. 1) ; 
confidential mission (pars. 2 and 3). All other elements of this order are 
restricted. 

95. Periods of peace or following termination of hostilities.-a. Appliea
tioll.-The provisions of this paragraph will apply only during periods other 
than those of hostilities. 

b. Normal security requirements.-Information or documents concerning 
movements of personnel or supplies will normally be unclassified. 

e. Classification requirements. 
(1) Elements of information (such as destination, mission, and other 

elements which should be safeguarded) concerning movements of 
personnel or supplies, other than movements within oversea areas 
in which United States Army forces are stationed, will be classi
fied secret, confidential, or restricted only when such classifica
tion is authorized by the War Department. Separate instructions 
directing such classification will be issued to the offices and 
personnel concerned. 

(2) Commanders of United States Army forces stationed in oversea areas 
are authorized to classify elements of information concerning 
movements of personnel or supplies within their respective areas . 

(3) The provisions of paragraphs 84, 85, 86, and 87 will apply to classi
fied movements. 

(4) Whenever a movement order is classified, the reason for such clas
sification wm normally be included therein. An example of an 
explanatory paragraph is as follows: I 

The following classified elements of information .are contained 
herein. Secret equipment (par. lla) ; confidential mission (par. 
1) ; restricted consignee combination (pars. 2 and 3)·, All other 
elements of this order are unclassified. 
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