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eclassified and approved for release by NZA on S Bast 38th Street,
[7-30-2014 pursuant to B0 13546 Now York, Sept. 165, 1919.

Irigadier Genoral M. Churchill, U.S.A.,
Director of Military Intelligence,
Washington, D. C.

Dear General Churchill:

I have your letter of September 9th with enclosures reguesting
that I state frankly ahd fully my idea of Colonsl Fabyan's susplcions concern=
‘ ing Colonsl Mauborgne's motives.

I doubt Colonel Fabyan's sinoerity in this matter, but in order
to point out how the descipharer is very often sincerely suspicious of the en~
cipherer of problems, I wish to state briefly ths charge that was once made
against me by a Lieutenant in the Navy, who at that time was the Navy cipher
sxpert. When I explained to him how messages in & running key could be solved,
he asked that I submlit him several messages in & rumning key. I turned the
work over t0 & clerk and sent the cipher to Lt. Smith without even knowing
the content. He deciphered the message and in his letter of transmission, which
I am unable to £ind, sharged me with a dsliberate offort to make the message
indecipherable. His sharge was that in the cipher of two hundred letters there
ware three places where the running key and the text stopped at the same point.
Ina my reply I told him that I had had nothing to do with the preparation of
the cipher, but that inasmuch as the average length of English words was ap=
proximately five letters, according to the law of averages when two lines of

‘ Inglish were written without space ons above the obher the words of each line
should end at the same place every twenty=five letters, or at eight points in
two hundred letters; that inasmuch as there were oanly three such places in my
test message the problem was three times as easy as it should have been accord-
ing to the law of averages. I make this point to show how prejudiced the de-
sipherer very 0ften bacomes.

My opinion of Colonel Mauborgne san best be explainsd by reciting
briefly some of my experiemee with hime. TFor & period of two or three years
bofore the war Colonsls Mauborgne and Hitt had advertised through the Signal
Gerps an invulnerable method of using the U. S. Army eoiphsr disk, namoly the
running xsye. The running key is & key that is not camposed of & group of
letters or a word but of & paragraph or a page of some book that is as long as
the massage +to be ensiphesred. This affords a key that never repeats and was
bolieved by Mauborgns and Hitt to be indscipheradle.

I talksd to Mauborgne sbout this in Ostober, 1917. I told him
I believed I oould dssipher messages encliphered in & ruaning key. He langhed
at me good-naturedly, saying that he and Hitt had tried 1t; that I wounld find
when I began to attack the messages that I would get all sorts of things. The
cipher burean immediately bogan work on a method of solution and it was mnot

until Decenber 1, 1917, that Mauborgme finally submitted test messages. On
Decexber 6, I returned to Mauborgme the decipherment of the messages he had




RE [D:A99658 i‘

| rorarT=n [T

=
4 HUI\II T TT T

-2 -
submitted. ZThe letter of transmission is gquoted verbatim:

. * December 6, 1917
"iajor J. L. Mauborgne,

Signal O0ffice, Land Division,

Room 722, Mills Annex.

Dear Major Mauborgne:

"I am enclosing herewlith deciphermsmts of the slx mossages
in the sams running key enciphered with the U. S. Army eipher disk,
that you submitted to the Cipher Bureau.

“In three of the messages you start with proper names; in
the entire six messages and key you use only one conjunctiom, two in-
finitives, four prepositions, and two adverbs.

"0f course 1 don't wish to say that this is an unfair problem
put I @0 wish to call your attention to what I mentioned in our con=
versation; namely, that being an expert oryptographer, you do, unson~
sclously, select very difficult and unusual passages of "English"}

"Cordially,
lst Lt., Signal Corps, U.S.R.™

Please note that in paragraphs two and three of my letter I ocom=-
plain of the sort of language Mauborgne used. I have since learned by exper-
isnce that the problem was a fair problem, for in the field one can never be
certain that meossages are in the same key or in the same cipher, as far as that
is soncerned, and the intercepting stations usually garble the messages about
ten per cents 80 far as the language is concerned, it was only Saturday that
we decoded a message about the shipment of bananasl

In judging Colomnel Maunborgne's astlon when he received this let=-
tor, it should be remembered that he and HEitt were responsible for the use of
the running key in the Army. He did not wait to write me but called immediately
by telephone, was profuse -in his congratulations and begged that I immediately
submit a memorandimm to0 the Chief Signal O0fficer of the Army stating that the

running key was unsafe and should be discontimmed at onsce. This I did and
the Chief 8I _S§ALff cabled Pershing to discontinme its use unless the cipher was
modified with a transposition. Unfortumately I have no copy of the memorandam
in my files. You can probably find it in the M. I. D. filese

Colonel Mauborgns like any other eipher expert is very firm in
his opinions, but when shown that he is in the wromg is only too glad to admit
it and ask for improvements for the benefit qf he service. Both Ga?.ln Manly
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and I have a very deep affectlon for Colonel Msuborgne, because of his franike
noss and willingness to accept suggestions for changes in Signal Corps methodse

Fhile mentioning the rumning key I wish to add another paragraph
that has nothing to do with Colonel Mauborgne but which will give you briefly
all the facts regarding this particular subjecte I think 1t was ir October

. or November, 1917, that Captain Powell left Riverbank and stopped in ¥Washington
for a fow days before sailing for Europee. He was asked at this time what
Riverbank knew about the solution of messages in the running key, and he replied
that Rliverbank knew nothing, that Rlverbank had never worked on messages in the
running key and did not even know that Mauborgne and Hitt had recommended its
use to the Army. In the latter part of October General Pershing asked for
four code and cipher experts for intelligence dutiew and the cipher bureau
immediately began to select out of some twelve students four suitable men.
Duaring the period of training these men were instructed in the methods of
solution of the rumning key and when they went to Riverbank, at Colonel Fabyan's
estion for further instrustion, they explained to Riverbank our methods of
solution. I have it from one of the men that when they arrived at Geneva,
Riverbank knew nothing about the running key.

o
o

~

I am enclosing herewith a Riverbank publication entitled
"Mothods for the Solution of Rumning-Key Ciphers™, on the fly=leaf of which
you will find a note to Colonel Van Deman dated Margh 17, 1918, and signed
George Pabyan. You will find also & reprint of a letter to Fabyan dated
Jamary 18, 1918, signed by Mre Friedman, who at that time was a civilian,
I quote the letter herewiths

)
%y dear Colonel Fabyans: January 18, 1918n }:% U Yo
"I have the honor to tramsmit to you Publication mmber ...
16, of the Department of Ciphsrs, "Methods for the Solution of Run=- -
ning-Key Ciphers." e U= i .&
"S >d.n-&'a,.¢_‘

"Concerning the possibility of the decipherment of a mes=
safe Oor a series of msssagos enciphered by & rumning-key, it wasa
said until as recently as three months ago, ™It can't be done™ or
It is very questionable.™ It is probably kmown to you that the
U. S Armry Disk in connection with a ruxning-key has been used as
& ciphsr in field service for many years, and is, to the best of
ourr kmowlodge, in use today. I suppose that its long-continued
use, and the confidense placed in its safety as a field cipher has
bean dne very probably to the fact that no ons has ever taken the
trouble to sese whether "It could be don.™ It is altogether probable
that the onemy, who has been preparing for war for a long time, has

not neglected to look into our field eiphers, and we % g
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eredlt hin with a knowledge equal to or superior to our own. We have
been able ta prove that not only is a single short message enciphered
by the U. Se Army Disk, or any similar device, easily and quickly de-
ciphered, but that a series.of messages sent out in the same key may

be dsciphered more rapidly than they have been enciphoredl

. "Honce, since not destrustive but constructive eriticism is
the puwrpose of the Department, we have earnestly endeavored, by point=
ing 6ut the defects of the old system, to show how the same may be
remodied, and how the system may be made more trustworthy. The final
paragraphs of this book state our conclusions, galined from the results
of our investigations.

"It is our hope that this booklet will be a source not only
of interest to you, but of active benefit in these times when the fate
of nations 1s more than ever dependent upon effective means of secret

communication,
WWJ%:,.MM u):)?"} pﬁﬁ‘f}p "Yery respectfully,
e %’nﬁxﬁo‘i}i ¥. F. FRIEIMAN,

[
of o < Director.
V":L,:)" >~ d-‘)' . U Ll Department of Ciphers, *

~ 1 shall not discuss this deliberate steal for it is already a
Riverbank scandal (the next steal, as I have already pointed ocut to you, will
be of methods dsveloped by the service in the A. E. F.), but I do wish to
point out the manner in which they submitted their information to the War
Department. ZFrledman states in paragraph two of the above letter that as far
as he knows the method is being used in the army and notes in the last paragraph
that "It is hope that this booklet will be a source not only of interest
to m 'bya:n but of agtive bemtit in theso tmlw
.u a mttar of mt the 51@&1 corpl and tho L. Ee ¥« had been :l.nformed that
meosssges enclphsred in the running key were unsafe, but Friedman and Fabyan
did not or pretended they did not imow that its use had besn discontizued.
Instead of informing us in secret sbout the "fate of nations™, Colonsl Fabyan
publishes, copyrights, and dsdicates & copy to Colensl Van Deman}

But I have got off of my subject, but feel the foregoing may
help you to form an opinion.

When I was in Washington the week before Labor Day Colonel
Jisuborgne took me to the Signal Corps office and showed me the A. Te & T»
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cipher maghine in operation which had been put up especially to encipher
messages for Colonsl Fabyan. I heard him give instructions to the Lieutenant
in charge how mossages for Colonel Fabyan should be endiphered. He merely
told the Lieutenant to go to the Signal office, take from the files a day's
business and bring the mesgages back and ensipher them jJjust as if he were
sending them officially to Hoboken. He did however tell him to change the
. dates of the messages for he feared gome effort on Colonel Fabyan's part to r
obtaln the original text from the files of the Signal Corps.

It is a psychological fast that the decipherer is always sus-
plcious of the encipherer but Colonel Fabyan's charge against Colonel Mauborgne
is in my opinion entirely unjustifieds It is merely another exsmple of
Riverbank's methods.

As you asked that I discuss this subject frankly, I have felt
free in the foregoing to call things by their right names.

Yery sincerely,

ot

‘ Major, Ao

1 encle.




