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.lr1p41er Ge:aer&l ll. CDmrchlll, 11. s • .A. , 
Director of K111tar,r Intellisence, 
waah1J181;cm., De C. 

Dear Ge:ael'&l. Chvchllla 

' . 
.l 

·;~/f/3 I --6 ~ 1;. 

¥'1·(· 
r/ 

s ••t 38th Street, •n York, Sept. 16, 1919 • 

-
~ 

I llaft J'OV letter of September 9tb. Witb. enoloavea requeatlq 
that I atate flt&D11:17 abd. tal~.,. idea of ColOJltll PabJ&u'a aup1c10DB conoerA-
1:ag COlonel Ka:a.borsae•s JIDtiftB• 

I d.oa.'bt Colcmel ft.b71m'a a1Doe1'Q' 1D Wa matter, 'ba.t in order 
to polD.t out how the uclparer 1a '"~"~ often s1noerel7 aip1c10'U of the en­
oipherer of problema, I willh to atate briefl.J' the charp that was OBCe -.de 
agalnat me by a Llauta:aant 1zL the :la"fJ', 1dlo at tbat tiM wu the Iav o1plutr 
e2jpe!'1;. Wilen I u,plalnad. to h1ID. how ••aasa• in a l"'mni:ag a,- could be BOlTed., 
he asked that I aubmlt h1D1 aever&l. ua.apa in a r•nnd:ag DJ'• I turzl.ed the 
wozk oTer to a clerk &114 sent the cipher to Lt. Sial til w1 thoa.t eTen la:lOiriJIB 
the content. Jle 4eoiphe:red. the meaaap au4. 1n hla letter of ~sa10ll, "'lh1oh 
I • uable to find., obarpd. • witb. a deliberate effort to -.a the measap 
indeclpbel"&'ble. Bla sharp waa that in the olpber of' Wo h1m.4Nd. lattera there 
,.... thne placea ·where the l"'UlDi:ag :m,- 8Zld the tezt atop,pecl at the aame point. 
Ia J11V repl7 I told him that I hacl hacl noW:ag to 4D w1 th the pre;p&l'&tion of 
the cipher, but that ina.moh u the &Yezoage le:agth of' JIDSllllh warda wu 81P­
»1"0Zimatel:r f'1Te lattera, according to the 1• of &Te:rapa w:bell two linea of 
asllllll wre wzo1 ttan w1 thout apace one &boTe the ••r the words of' each line 
llhouJ.d. encl at the aama place e'¥8!7 twen.'tJ'-flve lettera, or at eie;b.t po1Dta 1n 
two hlmdrad. letters; that 1D&SDI1Ch as there ware all' three such placea 1n.,. 
teat mea..P the problem. was three tU.a u eaa7 u 1 t should. li&Ye baa acoorcl-
1Dg to the l• of &Yer&se•• I Dl&ke 'lohla point to 8hcftr how pre~'lldlced. the d8• 
oi]harar ftr.J often beca.ea. 

~ op1:a1on of Ooloul K.&uborpe oa beat "be Ujpl&1u4 b7 reel tl~~g 
'rlafly soma of .,. u;per4.._. with hia. hi' a ptrlocl. of' two or three JW&l'B 
'Mfora the 'II&!' Colonels Kauborgae and. Bitt ::bacl acl.Tert1aed th1"'a8h the' Sigaal 
ler,pe a 1n'fUl.nerable method. of' UBiDS the u. s. ~ o1p'her 4111k, DU181J' '&i1le 
:nntDS D7• e. ~"~"'"''DC :U7 ia a a,- that la not o011p)ae4 of a 1'1"0ViP of 
letters or a worcl 'llut of a pansraph or a pace o~ ._. 'HOk tb&t 1• u 10118 u 
tb.e ••aase' te 'be eDOiphezrecl.. !!b.la &f'~rta a ke7 that uwr re;peata aclwu 
1Mt1left4 'b7 :Ka11'11orpe atl lU. tt to H indeo1pbuU1e. 

I tlllDtcl. to :Kau.'borp.e about Wa 1n Oeto'ber, 1117. I tolcl JWa 
I 'elleftcl. ~ oe'lllcl. cle~lpller maaaase• acl:p'beret. ill a Z'D111DS D7• Be laa&he .. 
at me sooa.-:aanred.~, 11QS.21B that he aa4 Jl1tt llacl vte4 ita tb&t I would tb4 
11ben I 'bepa to attao.'lt tbe maai8P• tll&t I wo-al4 set &1.1 aorta of thlDBB• !11.8 
o1Jib,er 'b'area 1Daed1atel7 'bepn wol'k ea a •thecl of aolutlcm mel 1 t waa :aot 
'IID.til DeoeJIHr 1, 1917, $bat Jlaubors- ftD&ll7 1111bm1tte4 teat 1118....... oa 
lMcellber a, I returael to JlaUltorpe t'b.e d.eoip'bei"DMmt of tile me 
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n'bm1tte4. !he' letwr of trauam1aaion is quoted ftrbatima 

li.MaJor J. L. Jra:a.borSDS, 
Sigaal Of:l'ice, Land Di viaiOD., 
:aoom 722, Jlilla Amlez. 

Dea.r :lf.&Jo:r· lfauborg.ae : 

• December 6, 1917 

"I am el'l.Closing herewith deciphe~ts o~ the aiz messages 
in the aaa running DJ' el'l.Ciphered with the o. s. Artq cipher disk, 
that :vou submitted to the Cipher :Bv.reau. 

•I:a. three of the mesaages 70U &tart with proper Dames; 1D. 
the entire siz messages &ud lteJ' J'OU use o:nl7 ODe conJ1:motio:a, two 1D.­
t1n1tivea, tour prepositiou, ancl wo adverbs. 

110f course I don't wish to II&J' that this is a.u UD.fa1r problem 
llut I 40 wish to call J'O'I11" attention to what I mentioned in our ca­
'1'8~satio:a; Daa~eq, that being an a;pert c:r,ptograpb.er, J'OU do, "aDOO:a.­

scloualJ', select ve'r7 d1~~1cul t a.ud Ull1Uia.&l passage a of' "BDglillh111 

•cord1all.J', 

1st Lt., SigaaJ. Corps, u.s • .a. • 

Please note that in paragraphs two a.ud three of' rq letter I oom­
pla1Jl of the sort of la.ugaage llau.borga.e ued. I haft s1:nce learned bJ' e~r­
ie:noe that the problem waa a fair problem, for in the field one ca.u na"Nr be 
certain that mesN&es are in the same keJ' or in the same cipher, as f'ar as tbat 
is ooDOerned, aud the intercepting stationa uau&lq garble the messages about 
ten p&r cent. So far as the l~mga&ge is concerned, it was oDJ.J' Sata.rd&J' that 
we decoded a message about the BhipDeD.t of bannu& 

In 3uag1Dg Colonel lf&u.borsu • s aotion 'llhen he reoe1 ved this let­
ter, it should 'be remembered that he aud llitt wre responsible for the use of 
'the rmming k87 1n the J:l!al8• lie did not wait to write me but called immecliateq 
'bJ' telephou, was profuse ·in his ooDgr&tul&tiou aud begged that I 1mmediatel.J' 
n'bmi t a memora:ndDin to the Chief Sigaal. Officer of the .A:I:'Iq statil2g that the 
razmiq bJ' was 'lms&~e and llhould be cJ1sco:at1zmed at oue. !his I did and 

tlle Chief •:r _l.aft cabled PerDizlg to 41scont1m:ut ita uae 1Dilesa the cipher wu 
JDOdified w1 th a tr&118posi tia. OD.fort1matel7 I ha"N no cow of the mamoraadmD 
in rq f'1les. You 0&11 pro'b&blJ' fiDel 1 t in the L I. D. files. 

OolODel Jlauborpe 11ll:e uq other cipher eli;Pert is 'V'8'r7 f'im 1D. 
his opinions, 'b"mt when ahOWD that he 1• in the "ft''IIS is oDly too sJ.ad to adm1 t 
:lt &Dcl &8lt fo~ l.Jii'ro"'"eDe8nt• fo~ ~ ,beufit ·,Oflft ~- aerrice. Jo'tb. C.~n JlaDl.7 

t . :·, .. ~ ..... ~ .. ~.: ~ ~ .. ""\-l 
' . [Or-:JFIDEr(ffiA0 
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ad I :baYe a very deep affection for Colonel J!auborgne, because of his b-ank­
'!181!11!1 and will1ngneaa to accept suggestions 'lor ch.&ngea in Sigaa]. Corps methods. 

'lhile mentioning the runni:ag kel? I wish to add auother paragraph 
that has nothing to do with Colonel lfauborsne but which will give J'OU briefl.J' 
all the facta regardiq this particular sub~ect. I thi:alt it was in October 

a. or Bovem'ber, 191 "7, that Captain Powell left Biverbank aud a topped in Washington 
W" for a fw ~ before sailing for Barope. He was asked at this time what 

Riverba:nk Jmew about the solution of messages in the 1"1U1lling key, and he replied 
that .Riverbank k:r181r nothing, that .River'bazlk .bad never worked on messages in the 
l"lp'ntng ke7 and c11d not even know that Jlauborgne and Hi tt had recommended its 
use to the ..lrmJ·· In the latter part of October General Pershing asked for 
four code aud cipher ez,perts for intelligence dutin and the cipher bureau 
iDinecliately be@an to select out of same twelve students four IIUi table men. 
_])alting the period of tZ'&ining these men were instructed in the methods of 
solution of the raDZJ.iq 1te7 and when they went to B1 verbBZilt, at Colonel l'&bJ&U' s 

·n. or.. I ~estion for farther inatl"UCtion, theJ' ~laine4 to Biverba.nk ~methods of 
AXT~ aolution. I uve it from o:ae of the men that when they arrived at Ge:a.eva, 

· ru.verb&Dk: 'k:nn nothing about the 1"1Ull1ing key. 

I am eDClosing herewith a BiverbaDk publication entitled 
IIJ(ethods for the Solution ot inm~':ng-Xey Ciphers•, on the ~le~ of which 
70U will find a note to Colonel Vau Dema.u dated ll&rOh 1 "7, 1918, &1ld aigned 
Georse labJ&n• You will find also a reprint of' a letter to P&b7an dated 
Jazm&!7 18, 191.8, siped 'b1' Kr. lh:'iedman, who at that time was a civilian. 
I qaote the le1;ter herewith: 

tiJI;J dear Ctolonel Pa.b~a January 18, 1918" 

"I bave the honor to tra:nsmi t to you Pllblication :zmmbar 
16, o-£ tho Department of Oipbers, IIJiethoda f'or the Solution of Blm­
ning-XeJ' (Ji::pb.ara.• 

"CO!lOel"'ling the poas1b111 ty of the decipherment o'l a mea­
.._ or a series of mssages enciphered by a rarmi:q-U,., it waa 
aaid until au reoentl7 aa three months ago, •It cm•t be 4cma• or 
•It is 'Y8Je7 qa.estioD&ble.• It is prob&bq laLcnnl to J'OU that the 
u. s. ., Dillk in co:nnection w1 th & ra:tiDi.DS-lr::aJ' has been used as 
a cipber :ln field service f'or III8Zl1' ,ears, aucl is, to the beat of 
our kDO'Irl•e.dge, in use todar'• I sap,pon that its lo:as-cont1Du.ed 
use, and the conf'tdance plaoea. in 1 ts aafe't7 as a field cipher has 
been I!D.e 'M!'J' p:rob&b~ to the fact til&t no cme lias enr taken the 
t!'Ollble to see whether •It could. be d.cm.• It is altogether probable 
that the •Jlem7• who has been prepRing for 'W&l' tor & long time, l1a8 

DOt De&'lecteil to look into our 'lielcl olphera, azul we az:cc6a~~,"d] 
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01"841 t him w'i th a lt110wle4p eqaal to or ~R~;"Perior to our cnm. We have 
been able tG· prove that not cml7 ia a ai:agle mort message enciphered 
'b;v the u. s. J:trq :Dillk, or &'111' aimilU' device, easU7 and quickl7 cle­
cipbered, bl:Lt tJ:l&t a aerlea .of meaaagea aent oa.t in the aame D7 Dial' 
be clec1pheret4 more :rea>i~ tb&u the7 have been enciphered& 

"Btmce, aiDCe DOt cleaVa.otive 'but ocmatra.ctive oritioiam ia 
the PLU"PP•e of the Department, we haTe ea.r:aeatl.7 endeavored, by point­
iDg out the dsf'ects of the old &7Btem, to llhow how the aame 1118¥ be 
:rema~el., and how the a~tem 111&7 be made more t1"118twortb7• The fiZl&l. 
pa.rai:l'aph8 of this book state oar coDCluiona, p.1ned from the results 
o'f our invelltigationa. 

•I·t 111 our hope tllat this booklet will be a source 110t onJ.7 
o'f i;n.terest to 70111 but of aot1 va ba:Defi t in these times w:ban the fate 
of natlona 1a lDOra thm:l. ever dependent "DpOn etfecti ve mea:rlB of' secret 

~~X~~~~~~ -r,respeoUDlq, 
~ _. ~~~,y\.-~)v. Y ~ t..: ~;.,_._t\_~- G"'V 11. ~. DIBIIWT, 

..,_,N ~,9..,o-r ~ < ~'i ~- Director. 
~ . ·:.0 ~~.._ -\-" ~ 1-'- Department of Oiphera, • 

~ _,. ~ ~ l. ~all DDt 41acus ttlis deliberate steal for it ia ~a.q a 
~-~JU.verba!t ~~ (the mxt steal, aa I have alrea~ pointed out to 70111 will 
~ be o'"•thode lterreloped by the service in the .&.. :1. P.), 'but I do wish to 

point! out the manner 1D which the7 aubmi tted their inf'ol"DBtion to the we 
Department. :rr~.edmu1. atatea in :pa1"&8'Z'&ph two of the above latter tbat aa tar 
u he ll:llOwa the Dethod is beizag uaecl in the &l"JJW' a.ud notea in the last pazoagra.pb. 
tb&t •I,_ is crq; hOpe that this booklet wiU be a aovoe not onq of' interest 
to pa. L"&b.J&uJ but of aoti ve be:ne:ti t in these tS..t Pp 1:b• f&H of' ;pat1ona 
1• wpm Fbp evtr doptp.dant BPOJl ef(eqtive •e• of aeoz:et QPP'PP'oatiqg.• 
.U a •tter of' :tact the Sipal Co:r,p• a.ud the A· •• ... had been informed tll&t ••811&8• enc1pb.ltre4 in the Z'IDIDiDB key wn unaate, but b'iedDa'D. u4 J'&'Q'u 
cU~ DOt or pre'ttl:a4ftcl they- 414 not lai.OW that 1 ts uae ha4 been disoontl:zmed.. 
luteacl. o:t into:l'llliq u 12l Mont &'boa.t tb.e •tate ot :aatlou•. Ooloul :r&'bJ'a 
pgbl1ahea, oowrig!ltl, &1lCl de4ioatea a cow to Oolael va ~~ 

But I have &ot off of liiJ' su'b~ect, but feel the :torepizag 211&7 
help J01l to tom an opinion. 

llben I wu 1n Waahizagton the week before Labor Day Coloul 
Jrau.borsae took • to the Slpal Oozop• ef'tioe and ahon4 • the .&.. !1!. & ~. 

I ~ ~ J+i(). 
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oipb.er maobine in operation 'Which had. been put up eapeciall7 to encipher 
messages for Colonel :r&byau. I he&l"d h1m g1 ve iDstructions to the L1eutell8Zl.t 
in eb&rge how maaeaps for Colcmel lfa'byan should be eD41pb.ered.. Be merel.J' 
told. the' Lin:te:aant to go to the S1pal office, take :trom the files a da7''s 
lruaineaa and br:LDg the maaa.ges back and emipb.er them just as if he were 
sending them of:ricia117 to llobo:t:en. He did. however tell him to change the 
dates of the me1ssaps :tor he :teared ._ e:t:tort on Colonel :r&byau'a part to 
obtain the orig:lDal text f'ram the tiles of the Sigaal Corps. 

It is a psychological faot that the decipherer is &1_,.. sua­
~ticious o:t the nncipherer but Colonel hbJ'SD'• charge ap.inst Colo:ael Jl&uborpe 
is in 1Q' opinion entirely un.1uatified. It is merel:r azaother e:DDq)le o:t 
B1 verbazlk' s metlLocls. 

Jl.s you asked. that I discuss this nb~ect fra:Dkl.7, I have felt 
~· in the forE,going to call tllilJBB b7 their right ::aames. 

Ve:ey sincerely, 

1 encl. 


