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' - FOREWORD

In One respect the classification of this FOREWORD and of the
accompanying papers is & rather remarkeble anomaly and one . .that may
be of interest. I shall begin'the story by ncoting thaet when cor-
rectly used, thZ currently employed | is, cryptographnic-~
ally, almost anfexact replica of a system developed over 30 years
ago by the Amﬁr can Telephone and Teslegraph Compsny, for the U. S.
Army in World,Wéb I. A rather detailed description of the system
apd its apparatig was disclosed by the American Telephone &nd
Telegraph Compan¥ in a technical paper vhich was written by the
principal invent®r, an A. T. & T. Co. engiheer named Vernam, and
¥hich he pwesenth before the midwinter convention of the American

-Institute of Electrical Englneers at New York City in February’

1926. The_Vernam paper was later printed in the proceedings of the
Inst 1tute,1 It seems almost a certainty that the cryptographic
principles on whidh[:::::]is based stem directly from thet paper.

Our records show that the A. T. & T. Co. development was
initiated in 1916, but was perfected too late to bhave been employed
extensively for U. 3. Army traffic in thld War I. A set of four
intercommunicating stations was established in the autumm -of 1918,
primarily for test purposes in the United States,? and & limited
amount of actual traffic was handled in this system as a preliminary
to possible wider usage by the U. 8. Army,' both in the United States
and in Burope in 1918. In the spring of 1919, upon the close of
World Wer I and for & number of reasons, one of which will socon be
made clear, the system was abandoned. Someé 22 ysars later, in the
face of & real nsed for secure teletypewriter communications and
vhile awvaiting the completion of nev equipment spscially designed
for the purpese, I suggested that ‘the old "double-tape system' be
resuscitated by thg Signal Corps as an emergency means of telelype-
writer crypto-communicstion. The A. T. & T. Co. was very helpful
in this and the emergency system was successfully used from the
middle of 1942 until early in 1043, vhen it was veplaced by better
cnes using more modern equfpment.

\

\ |

It vas the contention of 21l concerned in the original A. T. & T.
Co. development in ¥World War I--the enginsers of the company and
those of the Signal Corps, a&s well as the cryptenalysts in the :
Military Intelligence Division, General Staff, im H@shingtoﬁ«»th&t
the system and apparatus as developed &nd proposed for use wvas
"absolutely indecipherable without the keys."” Indeed, the Director
of the Military Intelligence Division went on record officially to
that effect and a copy of the letter, wvhich was actually prepared
by Yardley (author of “The American Black Chamber"®), is still avail-
able in our files. ) )

\

lVernam, G. 3., Cipher Printing Telegraph System« for Secret Wime
ard Radilo Telegraphic Communications, Trans. A.I.E. Ea, Vol. 45,
ppr. 109-15, 1026 (Vernam is the man vhose name gave risse to the .
rule which ve nov call "Vernam addition.”)

24 Gocument dated 23 Sept. 1918 entitled "Regulations for the Test
of the Printlng Telegraph Cipher” is still extant. .
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Of possible lnterest to the reader are the circumstances under
which the apparatus and the system were explained to me in New
York, in the early part of May 1918, as I was about to embark for
var service in the Code and Cipher Scolution Section of G-2, GHQ-AEP,
in France. From the summer of 1915 until May 1918,,_y I had bsen a
member of the sgaff of an institution known as the Riverbank Labora- .
tories at Geneva, Illinois, a private research organizatlon operated
by & sopmevhat gceentric but wealthy Chicagoan named Colonel George
Fabyan. One of the fields in which research was conducted at the
Riverbank Laboratories by a small staff was that of cryptography, &
subject in which I took an interest as.an avocation. But soon it
became my vocaiion, vhen in the latter part of 1916 Colonel.Fabyan
made me Director of the Department of Ciphers in addition to certain
other duties. From then until about the middle of 1918, in a guasi-
official relationship with, and 4t no expense whatever to, the
Government (Colonel Fabyan, as a patriotic citizen, footed all the
bills), the Department of Ciphers conducted cryptanslytic work for
the State, War, Navy, and Justice Departments. Nome of these ,
large organizations bad any cryptanalytlic units whatever until the
Army established & unit {under Yardley) in the latter part of 1917.°
It was on the basis of this earlier guasi-official relationship
that a disclosure of the details of the A. T. & T. cipher machine
and its operation was made to Colonel Fabyan and to me in May 1918,
as noted. (Security considerations were just in their infancy!

As explained to us by the officials of the A. T. & T. Co.,
the cryptographic system they proposed was based upon the use of

two -Baudot random-key tapes 1
| |, one axactly 1060a the other, exactliy ¢ Characters im -
length; both were to be chenged daily. Single tapes were never to

be used--always both tapes were to be employed simultaneously, in
combination, to generate by their interaction & single very long
key of 999,000 characters. : i ,

I heard nothing more about this machine until April 1919,
vhen I was demobilized and rejoined the staff at the-Riverbank
Laboratories, to resume my position as head of the Department of
Ciphers —with no other duties.’ The A. T. & T. cipher was then
being carefully scrutinized by my staff. -

Having bhad a good opportunity to study the system, the conten-
tion of invulnerability to decipherment without the key (the word
cryptanalysis had not as yet been coined) was deemed to be unwvar-
ranted by the cryptanalytic staff at Riverbank. After noting the
results of their theoreticel studies and elaborating the results
further, I became the principal contestant of the slleged invul-
nerability of the system. For this and for other reasons, I was
directed by Colonel Fabyan to put ths results of our studies omn

. paper and thereupon ‘wrote a brief brochure entitled “Methods for
the Solution of the A. 7. & T. Cipher Machine.” The paper wag
prepared in March 1919 but no copy was sent to Washington at that

4

ICourtesy title (an honorary colonel on fhe staff of the Governor
of Illinois)..  He died in 1935.

2The Department of Justice had 6ne roving agent, on the Southern
border, who from time to time solved some simple Mexican clphers,

mostly monoalphabetic in nature.
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time. Instead, Colonel Fabysn began writing letters to certain
piople and made vhat appeared to them to be some rather broad
claims. .

In August 1919, &fter a considerable amount of correspondence
vhich was becoming rather acrimonious (largely because Colonel
Fabyen, purposely or inmadvertently, wrapped a vell of obscurity
around vhat he thought we were able to do), the then Director of .
Militery Intelligence, Brigadier General ﬁarlborough Churchill,
gent Ma jor Yardley to Riverbank to look into the claims which
Fabyan was making &8 to the vulnerability of the system. The prin-
ciples we had slaborated to solve this cipher vere explained to
Yardley, who returned a few days later, accompanied by Lieut. Colonel
Mauborgne, the- Signal Corps cryptographic ezpert vho had been
directly in charge of the development and who, 20 ysars later, was
to become Chief Signal Officer. The proposed solution was explained
to both officers, but Colonel Mauborgne contended that Riverbank
really did not know the Signal Corps'® method of use. Although it
vas true that permanently fixed lengths of key tapes (1000 and 999)
had been contesmpleted ln the original method as proposed by the
A. T. & T. Co., Colonel Mauborgne stated that the Signal Corps had
different ideas: the two key tapes, he seaid, could be variable in
their lengths, prime numbers being preferable and there were other
nevy procedurses in thelr usage which would invalidate the solution
proposed by the Riverbank investigators. The record contaips the
following: "Colonel Mauborgne left with us a rough pencil sketch
of the ménner in which the machine is nov used, reiterating his
opinion thet as novw used, the cipher is’ invulnerable. ... Colonel
Mauborgne sald further that 4f ve could break the cipler whem used -
in accordance with these rules he wvould then acknowledgs that wve -
had broken the cipher &s used by the Signal Corps.”

A day or two after the departure of these officers, .t¥o coples
of my paper of March 1919 were sent to Hashington, one for the
Signal Corps, the other for G-2. The conference 2180 resulted in
an agreement that Riverbank would accept the gauntlet thrown dovwn
,by the Government and would try to prove its contentlon of vul—
nerabilit¥ of the.cryptographic system by solving & set of challenge
messages.

The Riverbank cipher staff studied the nev situation presented
by the change in procedures adopted by the Signal Corps and found
it unnecessary to change 1ts original position regarding . the
vulnerability of the system. Again I was asked to put the results
of our studies down on paper, and wrote an addendum to the original
paper (Addendum No. 1), which is dated 19 August 1919. The
Riverbank. staff then awaited with confidence {not ummixed, however,
with some trepldation) the recelipt of a promised set of 150 clpher
tapes representing the "challenge messages.” . These wére to consist
of messages sent in one day's tr&ffic awmong, four simulated stations
forming & simulated net.

Unfortunately, when the cipher tapes arrived on 27 September
1919, there vere found among the "challenge” cipher tapes four
plain-text tapes, the latter having been inadvertently imcluded.
Rather than accept this "bust® and becloud the issue further, we
immediately notified the authorities in Washington of the error and.
on 8 October 1919 recelived & nev batch of cipher tapes./l This time

11 must admit, hcvever, that ve nevertheless derived considerable
benefit from the "busit," for it told us much about the construc-
tion of the messeges--the nature of the addresses, signatures,
etc. It will be seen later hov useful this knovledge bscame in
solution. I do not think we could have met the challenge success-
fully bad it not been for this error! .

+
.
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no plain-text tapes were among the challenge messages and the River-
bank staff began its work. The labor was somevhat &rduous and after
some six weeks'® steady work, often 12 hours a day, my collaborators
had all deserted me, when all our efforts seemed fruitless and the
problem & hopeless one. However, with what appears to me today as
rather dogged determination (how I yearn for those days of youth!),
I stuck to the task 8ll alone. Finally, on 8 December, exactly two
months after receipt of the “"good” challenge messages, I, too, came
to what seemed the end of the trail--mentally "down but not out.”
\

Reviewing the situation quietly, with my feet on top of my desk
and pulling at my pipe (yes, I smoked one in those days!), I came to
tvo conclusions: first, the princliples of solution were correct and
had to yield the results we were seeking; second, somebody had made
an error somevhere 1n the work and the error had to be found before
further progress could be made. What we had received from Washington
vere perforated tapes and these had to be transcribed into characters
on sheets of paper. Could it be that one of my assistants or I had
made an error in this first step? There vere three crucial messages
involved--they had been the rav material for endless experiment-—&nd
I decided to check the trenscription from the tapes myself. No
sooner thought of than I proceeded to the task. 4

My ruminations were quickly rewarded when I discovered that
one character had indeed been omitted accidentally in transcribing
one of the three tapes--but that character was at a very crucial
poiat.' Making the necessary correction, 1 called my staff together,
explaeined the situation, and asked for volunteers to tackle the ‘!
problem once more. There was 100% response {all six of them!),
although I could easily detect that my staff remained cynical but
had decided to humor me in my fatal delusion. However, it was no
delusion, and I, myself, was the lucky one to dispel it. For within
ten minutes and with mounting internsl excitement (some of my readers
. will recognize the symptoms) I had obtained, &s & resultant of the
trial of .two hypothetical addresses, the letters EQU. Not much, to
be sure--we had often before obtained excellent trigraphs, tetra-.
graphs, and even pentagraphs that turned out to be discouraging
accidents. But I continued, thinking to myself: "If the next
letter turns out to be & vovel, preferably an I or &an A, maybe I
really have something here!" The letter that turned up was the
letter I--EQUI! Hardly able to repress my excitement, I went on:
"In the neme of &ll the patron saints of the Kingdom of Cipher, let
the next letter be the letter P," I prayed. And a P it was! Itye
got 1t!" I shouted, "I really have, this time." It was a bit dif- '
ficult to convince my collaborators and echoes of disbelief rever-
berated. But soon, gathered about in & tight huddle, a convincing
demonstration, consisting of adding € few "good" letters immediately
before and after EQUIP, left nothing more to be desired-—-except the
reconstruction of the key tapes. The challenge had been success- 1
fully met, but it had taken much longer than had been anticipated.

The tvwo unknown key tapes were reconstructed coincidentally
with the solution of a few of the challenge messages and then, to
prove beyond shadov¥ of doubt that the system had been solved, we
enciphered three messages of our own, addressed to certain officlals
in Washington, .using the reconstructed keys. Our messages were
enciphered "by hand," for we did not bave any of the machines. The
Telephone Company in Chicago kindly gave me access to & keyboard
perforator, by means of which, very laboriously (by the "hunt and
pecld method), I punched out the cipher tapes. The latter vwere then
sent by mail to Colonel Mauborgne in Washington, where, promptly on

1Becauae of the tramnscribing error mentioned above. But not all the
time lost on-that account was sheer waste, for it was during the .
perlod of fruitless struggle that all the short cuts vere developed
which'greatly hastened solution once the error had been found.

4.
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receipt they were deciphered by machine with his own key tapes.
Colonel Mauborgne immediately thersupon and without reservations
acknowledged, &s promised, that the_validity of the Riverbsnk con-
‘tention had thus been fully proved.l Soon Colonel Mauborgne and

Ma jor Yardley visited us once more, to learn the details. The suc-
cessful outcome of this experiment naturally called for another
addendum to the original paper, and this became Addendum Fo. 2,

By this time the crypt&nalytic staff of the Military Intelli-
gence Division, -finding 1tself in a rather embarrassing position
and insisting that the initial point of departure in the Riverbank
solution was & knowledge of the starting peoints of the two key tapes
for each message {(how true!), proposed that these initial points be
disguised by means of & specially prepared small code and then
enciphering the code groups by three independent mixed alphabets.
The proposed method (but not the code or the special alphabets) was
submitted to the Riverbank staff for comment, and I wrote & third,
addendum to my original psper (Addendum Fo. 3), proving the inade-
quacy of the proposed method of disgulsing the indicators. Two
coples of Addenda Nos. 1, 2; .8nd 3 vere now sent to Washington. By
this time ths var was receding into the dim past, the Army author-
1ties vere tired or scmevhat groggy over the whole business, and
thought 1t best to call a halt to it. As & conseqguence, further
vork on thé A, T. & T. Co. Cipher Machine was stopped end the
machines put in storage. Soon thereafter I left Riverbank to accept
the position which vas established for me in the Office of the Chief
Signal Officer in Washington, as the chief (and only) cryptanalyst.
I did a 1little research, when time permitted, on improvements in the
printing telegraph eipher and proposed one which was soon made
public by the issue of & patent. (Hovw naive we were in those days!
God forbid that the improvement disclosed in this patent be adopted
and incorporated 1n[::§::]ﬂ)mmm B

EO 3.3(h)(2)
#0®8 % % % PL86-36/50 USC 3605

In viev of the present situation in regard to the[::::::]sys—
tem, it occurred to me that the Riverbank technical papers on the
A, T. & T. Cipher Machine, even though they were written many years
ago, might still be of some value or would, at least, be of histor-
ical interest. A search through the old files at Arlington Hall
yielded a copy of the basic paper, Addendum 1, and Addendum 3, but
alas! & very thorcugh search of all files in Washington failed to .
turn up 8 copy of Addendum 2. A letter to the Riverbank laboratories
brought nothiug Colonel Pabyan had long ago deperted tc the next
world, as had his secretary. The Deaprtment of Ciphers had ceased
functioning soon after my departure and all its files had been
destroyed. S¢ there was no Addendum 2 to be had, which was unfortun-
ate, becguse it was perhaps the most interssting one of them all:
it wvas the one vhich dealt in detail with the solution of the chal-
lenge messages. The only materisl I could find smong my old and
very dusty personal papers was & badly marked up first draft of
Addendum No. 2, with many diagrams missing but with considerable
number of mlseellaneous sheets of notes, Queer "doodlings,‘ etec. I -

lFollowing is quoted from & letter dated 29 Dec. 1919 from Colongl
Mauborgne to Colonel Fabyan: "fou have done & great work and your
contention of last March is sustained - that the method of using
the printing telegraph cipher as used last year by the Sign&l 4
Corps vas decipherable. This 1s, perhaps, the toughest indivi-
dual cipher  Jou have ever had to tackle. To the victor. belong
“the spoils!® )

N
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do not know whether 1t vas “worth the effort, but I have done my .
best to reconstruct Addendum 2, within. the limited time at my dis-
posal. It is not adequate, and I am' sure that the final Addendum °
2, wvhen-it left Riverbank, was a very much better paper. However
1t is my hope that some of our workers and collaborators on
may find in these papers some tiny fragments of interest. For me,
% they are an echo of interesting events of a distant age; but the

. thrill of a successful meetlng -of a serious challenge is still

. vivid in memory.

E I have made no changes uhatever in the texts of the basic
¥paper, or in Addendum No. 1 and Addendum No. ». Because of the
unfortunate failure to find Addendum No. 2, I have had to use, as
noted above, the first draft. This, too, I have failthfully repro-
duced without changes of a material nature. The papers should '
therefore be read, not in the light of the present state of crypt-
analytic science, but in the light of the art as it was in 1919~
& long time ago, vwhen considered in terms of the progress that has
been made since then. -.

- In the light of these resuscitated papers of long ago, one
ract takes on & special significance: the present usege of a system
over 30 years old points to a lack of sophistication or imegination
in cryptographic invention. This lack recelves confirmation vwhen
ve take into conslderation other things that ve knovw, and 1 feel
that vwe should not be too pessimistic about the future Currently, '
the[_____ | problem is, in certain respects, much more difficult
‘than the one which confronted the Riverbank staff in 1919.
‘ than were - those involve n
the Riverbank solution; but more important by far is this difference:
,§%there are|

3 J] because 1n -the
- latter neither key tape was ever used by itself,; only in combina-

.Etion, ang |

it is frequently the case that thel

[[ this is something which would have greatly
agslsted in the Riverbank solution«~in facu, it would have elimi-
nated most of the problem. . A

Finally, there 1ls one more aspect well worth noting and of.
current interest.

The Riverbank staff solved what was for those days, I think,
a very complex problem, and 1t accomplished the task under cir-
cumstances which, considered in the light of what can be done
cryptanalytically today, vere rather difficult.

/ In the first place, the staff was very small in numbers and,
with one exceptiony its mmembers had relatively little tralning in
theory and very 'little practical experience 1p operations as

AlAs of possible interest t0 my readers vho may care to look into
it, there is on file a paper entitled: "Extracts from corres-
pondence relating to ‘solution of A. T. & T. Printing Telegraph
Cipher," together with certain letters which explain why the
Extracts were prepared. They give further details of the story
and its background. Co

~ -
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conducted in these days. In the second place, its procedures and
"tools were relatively weask and undevelopsd, for modern methods and
techniques were just in thelr infancy. Im the third place, it had
only one set of messages on which its contention of vulnerabllity
had to stand or fall. And if it had failled on that single set, it
vould have completely fallen down on the job 1t hed undertaken-——

for no other set of messages, I feel sure, would have been made .
"availsble to permit another trial to be made. In the fourth place,
ané possibly of greatest import, the Riverbank staff solved the /
problem without the ald of mechinery of any kind whatever.

0f course, ve vere alvays on the lookout for “short cuts” and
"hend” aids to speed up the cryptanalytic testing. I do not think
we suffered from lack of imaginstion, but the machine age in crypi-
analysis bhad not yet dawned. Tabulating machinery was just in its
infancy; its use 83 an a8id in cryptanalysis was not even conceived.

But the Riverbenk staff, small as it wvas, without adeguate
treining and experience, lacking special machinery, using wvhat may
today seem rudimentary methods, and having only a single, relstively
seell sample to begin with, nevertheless successfully met the .
challenge offered by the Signal Corps and G-2. Today, with the ald
of high-speed electrical and electronic devices, with much advanced
cryptanalytic theory, methods, and techniques, with an adequate
staff of enthusiastic, competent researchers, and & pluvrality of
sources from which examples to be vworked upon can be selected, it
seems to me thatl should not be & hopeless problem. While
the odds against our pressent Workers may be greater than they were -
against the Riverbank workers, the tools and methods of the former
are very much better than those of the latter; and over and beyond
these considerations there 1s this one: the urgency, importance,
and possible frults of & successful meeting of the 1948 challenge
are so much greater than those of the 1919 challenge that no com-
parison whatever can be made in these respects. Just as the
Riverbank workers met the challenge presented to them in 1919, with
far less at stake, so I feel sure our wvorkers will success-
fully mest the far more difficult but Buch more important challenge
offered them in 1948. ‘ ‘

E033(x2

PL 86-36/50 USC 3605 : E '"
" i Cf g C.

21 July 1948 , WILLIAM F. FRIRDMAN
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1. OPERATION OF GIPHER MACHINE.

Advant ages, sp;@d and ease of operatiang, aéam.cy and
possibilities in the way of difficulty of decipherment.

Weaknesses, danger of overlapping bortions of messages;
necessity for certain characjfers. vhich opsrate th® machine and are nec-
essarily a part of the eimex-' messags§ reciprocity in cipher square
makes easy reconstruction.

2. Solwiocn of sipg)e key msssages which overlapj detecting
overlapping places. ‘

3. Solution of dqh\ubla running key messages which overlap; re-
construction of keys from @lved or captured messagss.

4. Decipherment by superimposition of cycles with nothing given
wwthtmmhmimwdtthmmMmimﬂ& Decipherment of Sub-
saquent messazes with mcovared keys.

5. Length of cycles determined by solution, depending upon key
indieators.

6. Cipher square or chart.

(a) How it is constructed, primary form.
(b) Changed from primary into secondary square for con-
venience.

(c) Reciprocal relations however used. Makes reconstruction

of square easy.
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FRINCIPLES USED IN THE SOLUTION OF THE A. T, & T,
MACHINS CIPHER.

In June, 1918, there was cubmitted for ocuw eﬁminat&m by the
Ao To & To Compemy, end the office of the Chief Sign:d Oificzwr of the
United States Army, detaile “axnd aenples of the vork of a cipher mechine
%o be used in trenaaitiing csoret official cmmmi&atienso After consid-
orable stw w3 have formed ths opindon that the syolcm possesess esrtain
waalnegses which permit of an atbesk upon the ciphce and render it unsafe
for mtgers of importancs.

- We shall try to show first that the slightest carelssaness on the
part of any individual entrusted with the actual work of &lciph&‘:ing will
lay ell the messages mciphé‘srad by means of the same keys open te easy sol=
mtionu Sinco carcleseness ¢n the part of the peraonnal ¢o be entrusted with
ths oparatim of the mchﬂm and ignorance on their part of the reasons for
every praecaution nscessary m cipher work are to be expected, the existence
of this opening for an attack must be sdmitted. Secondly, we shall attempt
to show, granting not only an absclutely infallible operation of the machine
by the psrsonnzl, but also ‘?l‘h@ theoratical ebsolute indecipherability of a
megsase anciphered by means uof a random-mixed, single, ntn-repsating, running
key, that the mechanics of the machine, and certain features of the gystem,
are such that an attack is not only practicable, tut easy under normal con=
ditions.

It will bs unnecessary to & into details of the opsratiomm of the
mchine, inasmuch as this report is addressed only to those who submitted it
for examination, I‘

We shall discuss the solution of two cases:
(L) Vrere nmesssges have been enciphered incorrectly,
two or mére being in the same keys. \
(2) "here messages have been enciphered correctly,

none bsing in the same keys.
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1, SOLUTION OF A CASE VHERE THO MESSASES HAVE BEEN
ENCIFHERED BY THE SAME KEIS.

Izt ve suppose that in the two messeges given below the first

has bsen enciphered by the keys indicated and that, through an oversight
or caralssensss, the sccond messapge wes then anciphtered by ths sams keys,
baginning at eractly the saims 'pcinﬁ in each key., Ths result of such an
error is that both méasages have been enciphered by the same single key,
and we nay-disregard for the presemt the fact that a double ksy was used,
We give the detalls of the solution of such a case, not because there is
anything original or seamﬂgly imposaible contained therein, but becauss
certain phases of the prim;i:i.ples elucidated will be used later in the dis-

cugsion of a mors eomlicatfed c2888.

leEYTPP'QPEJMY Q!;;RMV MXMMO X6HDP
ITN3RF V?lGCG 3NRXQ YGGTE IFORT
TYGIH JBPS5 DFJ5B KNMAX CGX3U
ELRYTU PY}QNX LEEKEWU OYSCR X“IEetCo
stooetc. é'E’sz C38KG¢
2.EYTPP QP%&JMY QPRRB SJETH FMLPF3
MNOAU FYGCM JXECTI X3I7P K3GJ1I
TDWI'Y SE7E2 KZ2P6 SHI25 FPLWY3
UQHAM WLDMT GES5GC DVHJIT X1 Qete,
etc. etc, LHZUF CR3LX JP63Q UQ
We may disregard t.he first seven letters in both messages,
since they deal with the lcey indicators. The next four 1etlters s JsMY,Q,
being common to toth messages, probably represent 4425, (functions of
machine: carriage return, 'J.ine feed, letters). Ve may begin working,
therefore, from that point on, as shown below, putting the messages di-

rectly bensath sach other, -
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Mossol ~ 4 RHVMYXHMEOXG6NDPYN3RFVTICCO3RRINYGG
Mosg.2 - P RRBSJETZTHFMLFP3IMNOAUFPVGCMJIXECIX3I
Yesgol ~TRIFORTTYGCTIHJIJBPSSDFISBEKYMARXCGE3U
Yoss.2 ~7 PK3CGJITDWIWSETE2KZ2P6SHIRSFLWY3
Megsol ~F LHYUPYJNXLEXEXWUOYSCRYXIEetco etcoa CEL 2
Messoe2 = UNHANUYLDUVTGESGCDVHJITIXL Qeteoctco b HZ Y
I
Mess.l = V¢ 3S K C
Mess.2 «F CR 3L Y

How in all messages ve may expect to find beth & series of 3's
(spaces) and 442 (carriage rotwm and line feed), repeated irregularly ab
intervais throughout the messages., I vie can locate in ome of the messages
a sexiss of 3".; or the oombix%ation z.z.z,. or any othsr plain text; then we may
find what the plain text of ﬁhe corresponding portion of the other message is,
The complete syunsiry of the clpher square, g:‘wing rise to reciprocal rela~
tions betwsen the three elemants, key, plain text and cipher, in a menner to
ba explained balow, makss it posgible to recower the single key, given the
cipher amnd the plain text. This is the first weaknsss in the cipher system,

In this example, we may start off ty assuming thst the plein text
of ore of the mssages‘cmsigts of nothing btut a S@iés of 3%s, and then
find out what the plain text of the other messags wuld be on this assump-
tion, by referring to the cipher square; that is, by finding the single key
letters concerned for the té;rbatively deciphered portions and applying them
to the corresponding portions in the other messags. For emample; the first
cipher letters in the two n::%swgea as arranged for deeipherment are 4 and P,
If we assume that the plain ;texi; equivalent of 4 is 3, then the key letter
would be N, in which case the plain text eguivalent of P would s G, I£,
on the other hand, we assume that the plain text equivalent of P is 3, then
the key letter would be Ly in which case the plain text eqﬁivaleﬂb of J would
ve G also. DBubt the resull of assuming the key letter to be 3, applylng it te
s which gives N, and then épplying § to P, is also G; and the result of as-
suming the key letter to be 3, applying it to P, which gives L, and then ap=-
plying 1 io 4, is alsc G. Thess rdlations, 2s ‘s’pawd dbove, hold true be-
cause of the complste reciprocity of the cipher square, It is clear there-

ford, that we cen omit, forf the present , the intermediate step of determining

=3=
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the ksy letters, and find simply the plain text of the other message

directly {rom the mquare,fby considering only the three elomentas

assuned

This can be done

plain text, cipher of messags 1, and cdpher of messags 2.

in ons operation by proceeding down the columms headed, for example by 4 and

P, in the cipher squars, until we coms to 3 in ons of the columns, viere-
upon it will be found that G is in the other colwm on the same line as 35

or we can proceed down the columms headed by 4 and 3 to P in one of the col-

Any three letters may be chosen to find the fourth in like man-

umns, vhereupon G will be found to be opposite P in the other column cn the

same lins.

[
]

ner, since the four elements, &4, P, 3 and G, exhibit compleis reciprocity.

Iy

will be noted that the lstbers 4, P, 3 and G appsar at the four corners of a

rectangle in the cipher square, and that there are six times 32, or 192 such

rectangles in this squars;, at ths corrers of which the letters 4, P, 3 and G

See Figo le‘

will ajpear.

FIG. 1.

CIPHER SOUARE
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SR NHEANDHREOEDONARNPNNBECADHNME MO E
MO HRENAPHNMDS LS AT ONT OGNS0 InM
NEBOWELDAMOLOAMBMPLOLINMHIDANSENNOREAMRKMN
N -tMNOEHRIE 2 nCUELdmAOD N OEmEMLKNEBANTESME a2l
HAEVIAZOREAEELODOAR NN O A H IO N o b
HeMPBPEEHRDODOOVA AKEMNGS B OO RSO PE N Mo
EemlHoAb0DNOSA N OMNMO, <O NN Q0S5
PHDHROWVNEMPEOMNEZENMHSIAamOON~ER <S>
M OUMEHER S SH O NN ENGEADN O MN<SMOED
HEOPMOANMOSNALOVOINANEZEIHDOPH;CONEZ N RO N B
OHIERENA NN LU OCNQAR T ARSMNOL ORI Mk
EAQEMNCSDHEEREOOCALHA WIS MORDIE @ WND 30N
OEUCMNPALMO RSN ONHOMAES M OADHQMNE AN NS O
LNHMONGOYENHNKEAE OB SN 30" DI, (3 L
COUMANRAMNNEE NN tORLANINEHSOERABERND IO
BHEMNNERMAMOED L EPHREDNOVYHAED JAOANRAHMOSAT O
BN RNNNH 2RO DA MNEONMEARKE OX <D

NS EOENIHTITAROERE NN COMMHERMD &0 MA W

MEARHMONMOANMXYESCN O NSNS IO DR
BDEAONEHRNSNEEENACD R M EHOVOENOL PO QK <X b
HONG KPR RERNICMASUREPHNESESLLHONROECOANO M K=
HOROGHMHMON T AD M -FOEN <SRN OE R DO MM S M
ML EEYOOSNNIHANZRHNEMNAOAD KD OE AN RS
BOECARDPMIMDMHAUNNBMHOOD INEES O RO U 0
BNOK I ZOHDROEREOACL S MRHN A It nAb oM
AEEDNSINE RHMMNIHOMHON NS IE0OCE X E O™ i Qe D
VOIS N R EANAOMMNDE O HKEYVINGE 4O
NYNOHOE<SENRAASUMEMOrEASDENBEIORNH NG
XU BEENOROCNIENNKEONEAHEN KL 3Rl RO <
COORMAEOE DM S E O O E Db 5 b b 0 08 6 P O B

%
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Applying this process of assuming one of the messages to consist
axclusively of 3%s, the plain text of the other message is shown in Fig. 2,
on the line labeled '"Equivelernts of 3."

! FIGs 2a

Messags 1= LRUVHMIMMOXO6NDPYNIZIRFY?PGCGEG3NRX
Messape 2= "PRRBSJETHFMLF3IMNOAUFVYGCMIXEC
Equivalente of 3-G7LAXLBOLHATTPF30FCQG332JYEQ
Message 1= QYGGCTEIPORTTYGIHJBPSSDFJISBEW
Messape 2~ IX;IZPKBGJITDWIWSE7E£KZ£P§SH
Ecuivalmtsof}YiJGOHWFFIS,L@_OFEARML?BZOFFICA
Message 1= MAXCGX3UELHYUPYJNXLKEWUOYSCR
Yessage 2~ 125FLWY3UQHAMWLDMTGESGCDYMJT
Bquivalemts of 3=V S 1 3N RY3Z2E3L5EAIHDNRHF Y YKXEV
Message 1- X IE atc, eteco

Message 2- X 1 Q ete. ste.

Equivalents of 3= 3 T &

Hote the \mderlineh portions of what is apparemtly excellent plain
text, The f:}:pst one gpells out 3QF, which suggests 30F3. Twenty-two letlers
bayond that ve find 3OF3ARM, which suggests JOFIARMYS. Five letters beyond
that, we fird OFFIC, which suggests 3FFICE3, or 30FFICER(S)3, or 30FFICIAL3.
Thesa plain text portions ma& or may not belong to the same message, since
we §mmt tell yet to vhich message any tentatively deciphered portion belongs.

" Ist us now try a ééries of 442°s in place of a series of 3's. In
other words, we may assume that one messazs consists exclus;‘nre]y of a series
of 442's;, and see what the plain tex} would be for the other messags. We may
start by assuming 442 to occuwr at the beginning of one message, and see what
it gives for the corresponding place in message 2, thus: .o s

| Message 1 - L R M
Mesgage 2 = PR R

Assumed plaintext =4 4 2
Eguivalents of 442 - P L H

Siﬁce PLH does not constitute any part of a plain text word, we

try the sequence 442 one spsce to the right. Thus:

Message 1 nlg,RMV
Message 2 = P R R B
Assumed plain text - 4L 4 2
Equivalents of k42 - 4 V'S
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This combinaticn, 4¥S, is likewise no part of a plain text
word 5 éo wa try the seguencs 442, one, two, thres . - - « o Spaces to
the right, teking nots of an‘r the good combinations which result in
the other messags. HNow, a short cut to this process is to £111 out
on one line the equivalents of 43 on a lire below, the equivalents of 23
then the first two members of any sst of the three eqivalents of 442 will
be found by taking tw seque?% letters on the first of the two lines of
equivalents, and the third meimber of the set of thrse equiv;.lents will be
found directly to the right 6f these two letters on thse lower line,

Thus:
Messape 1 = L R UV MX (P4H
Messape 2 ~PRR BS J Equivalents of 442 ( 4,V S
Equivalents of 4= P4L VK 2 ¥V in successions (VK6
Equivalents of 2- HS 6 H %KZH
etec.

Applying this process throughouwt both messages, we have what is
shomn in Fig. 3, which includes the equivalents of 3, since we may as well
combinz the rasulig of both experimsnts into ons figure to see if we can
plece togebher such portions 1}oif.‘ the tentative deciplsrment as may be given.

FIG. 3.
Mossap 1l -LRMUVMIMMOXG6KEDPYN3RPY7GCG3NRX
Mosgape 2-PRRBSJETHF MAF IMNOAUFVGCHMJIXEC
Equivalents of 3~-G7LAXLBOLHATP7PF30FCQG332JYKQ
Equivalents of 4 -PLVYKZVYH3O0OKNRGELHE26PLL4LCUBAG
Equivalents of 2 = HS6HS5VCLSIITI2VILZM223P 7D 2
Mossase 1 = QYGGTEIFORTTYGIHJIJBPSS5DPJIJSEBEW
Equivalents of 3 -YNGOHWFFISL30F3ARML7B2OQOFFICA
Bouivalents of L =B7PHOSEERDVLHELKITVYNYCHEERZ2K
Equivalents of 2 <=WRMVLYJJTAH2YVJI2SNGHIS5S53VJIJIT74LS
Message 1 =M AXCGX3UELHYUPYJNXLKKWUOYSCR
Mossage 2 = 1 25 FLWY3UQHAM JLDMTCESGCDVYMJIT
Equivalents of 3=VSI3NRY32E3LSEAITHDNRHFFYKXETY
Equivalents of 4 =L DRJIJTZ7IBJCPLVWPKROST7IOEEBAZFL
Equivalents of 2 -0 A72RNV23U2HBUST7LEKRNLJISTDOUO
E&ese&gel‘”XIEco‘oooehCo
Message 2 = XL Q o o o o o €bC,
Fguivalents of 3= 3TL ‘
Fquivalents of 4 =4 UV
Equivalents of 2-2PH
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Tmmediately preceding SOF3ARM (the result of a szeries of seven
395) we heve L and before that ERA (%he result of h42). Noting that the L
can he joined to the ERA and then to the 30F3ARM, we have the following:

Plain text of onemessage ~ORPS 442333 333334K
Plain %ex% of other message = 3 GENERAL3OFP3ARMY S

Tomediately following the place where ARM occurs, we have the
| .
following:

Plain test of one ressage ~NY 30
Plain texé of other message - 4L 4, 2 3

We can join these two portions, and assumning that ORPS is a part

of the name 3SIGNAL3CORPS, w%e haves:

t 1

Plain text of onemessage ~3S ICNAL3GORPS 442333
Plain text of other message = 3 ADJUTANT3IGENERALS3O
Plain texb of one mesesage = 333 33ANI3ZOFFIC
Plain text of other message = F 3 ARMYIAL A4 233333

With this amount oif intelligible text to build upon, it is not a
difficuit mat ter for the cxyrptog*apher to complete the decipherment of these
two messeges, applying the principles slucidated above, with this medifica-
tion: that continuation of :taxt in one message results in continuvation of
text in the cther, without a}i recourse to the assumption of a series of 3's
or 442°%s, ‘ | |

To recover the key we have but to take the plain text of either
nessage; and one of the cipher messages and refa;r to the cipher square. Tere
the two messages exactly the same in length, it would be impossible to tell
whethsr the cipher message labeled 1 sbove applies.fno the plain text messape
beginning T0 ALL OFFICERS, or to the other messags. In this case, however,

the nessages are not the same length. The endings are as follows:

lcoooooCEL}Z‘rYCBSKC
2, 0000 LBHZUFCR3LXJIPG63QUQ

The decipherment up Lo the porticn where “he two messaR2s mo

longar overlap is as follows:
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slow

It is evident that the second message ends ..... VOCATE3

The completed work appears as shown in Fig. 4,

GENERAL3, and we can now attach each cipher to the proper plain text.
of such a case present no great difficulties to the decipherer, although

Cipher message 1 begins TO ALL OFFICERS; cipher message 2, COL J B

the mrocess may be rathsr

Single key ©

FRERSON.

ey i L Bt oD T b

P E SlnminE olzaleE L

ol NmoHAa Ko@PsE &

Bl mSeaoe & e
2CR.,N..I.» mion =1l N0 o] .
MiRpo = < ajn@lao |
Nje S B Hft@lOon Nmplkp
i @om eltdine Bmop e

oml=En <= D gk
ofnmla ofaalme moamks B
M N o ofe afzooa e
OlRmEmun NOMSH HHonjom o
Mlt N> M O s N AV N O
Ol | N K Hio N e
Alo ol e wjn <o pufe el o)
Oft~ ©Of-2 fa  Paft Bofbd & A8 HIE T B
Shano @ =Himolel i Mo el o
SN Qb1 b A i 4 - om0
=t
3
- (X

%WQQ ormalse slncax  slo=

Dle Mt <@ MinSilmm =

SO YN QKN ol 0
pnim s’ =

' 0

-

s s Nl afe nhng, mie it
e i i) 0 <y Hip W Nimolo o
2l B B IOV © B B N <[\ o O

0

g

m

0

Plain text of one msssage
Plein text of other
Cipher = = =

Single key

Ciphep = = =

%
3
5
q
&

Ciphep =« - - =-E YT
Ciphee = - -=RB YT
Plain text - 3
Flain text = 3
Cipher ~ = =
Cipher = = =
Single key

Flain text

s

35KC
R3LXJP63QUQ

@ eofe  mhmoetite el gt mis. M n
b O <ok Al m e o e
ainolm o < bl gloela s

VWZRMOPN 64

we
FC

2
U

Single key - 3 X K C
Plain text =

Cirher = = =
Cipher = ~ =

Hﬁnwﬁ
Flain text -
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2, SOLUTI(N OF A GASE;GIVEN FIVE MESSAGES CORRECILY
ENCIPHERED, NONE BEING IN THE SAME KEYS.

I} is cleapr that if ona key is 1,000 letters in length and the
other 999, the resultant singlé key could n&. begin to repe'at itself until
999,000 letters lave bezn enciphered. This fact obviocusly precludes the
possibility of an attack upon '?he same principles as explained in the pre-
ceding section, since werlapp#rg messages would very rarely,‘ if ever, cccur
except as the result of ermrsl ¥hile it is tyue that the resultant single
sy iz a mon=repeat ing, random-mixed key, yet the fact that this single key
results from two keys which rez‘:zxain constant , though shifting with regularity,
peramits an attack to bz made upon the systam.

It is clear that if a message begi®with the keys 00L-001, after
1,000 lstters have been wciméred, the longa key will have made one com-
plete revolution, and the ehorter key will have mede one complete revolution
plus one lstier, resulting in bringing back ths longer key to OOl and the
shorter key o 002, Thess two ‘revolutions constitute what we shall term a
cyclo, and in this instanse, the first cycle will heve been corpleted. After
2,000 lettgzrs, the longer ley wWill have mede exactly two comiete revolutions,
the shorter one will have made two letters more than two complets revolutions,
resulting in bpinging the 1onggz= key back to OOL, and the shorter key to 003,
This would ba the end of the sscond cycle. These relations existing between

the two keys and the cycles are illustrated graphically in Fig. 5, in which

seguent cycles are superimpose{lo

FiG. 5.

Cycle 1. longer kay = BQZV3PNVOHORKetec. - o T XM
. Shorter key = NVA?XQSRTSBQetc.coRKN
i} “
Cycle 2. longer ey = BQZV 3PNV OORKsetece o« o« VXU
Shorter key = VACXQS5RTSBQete - .RKNY
Cycle 3. Ionger key = BQZV 3PNV E6ORKetce . . VXM
Shorterkey»ACXQ5RTSBQetcooRKVNA
Cycle 4. Longer key = BQZ V3PNV G6ORKetc, . . VXM
Shorter key = CXQ5RTSBQeteo o c REVNAC

gte. ete, etc.
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Ve shall taks as t?a measure of a complete cycle the longer key.
ote that we may x"ggard the longer key as stationary, and merely shift the
shorte sy one letter to the left after each cycle has besn completed.

The basis of the abtack on this case consists'in (1) determining
and superimposing sequent cycles; (2) assuming the presence of such characters
as 42 and 33333, which cannqt be eliminated and still have the machine func-
tion properly; and (3) recover ing the keys step by step simultanecusly with
deeiphernent .

In order to simplify the explanation of this case we shall show
first how the double keys ar? recovered and tested as to correctness, using
a certain amount of cipher tht with its eorrgspomiing plain text, disregard-
'ing for the present the muestion of how the letter is obtained. e shali as=
sume that the portions of teéct given below belong to the same section of three

acquent cycles, and that we have the plalin text for the first two cycles.

ﬁ PIG. 6.
Ciphsr = GNUQR X 5 etco
Plain =44 25 A 6 M ete, Cycle 1,
Cipher = 28 4L WP WH etc,
Plain - 6M5 UNLE etec, _Cycle 2,
Cipher = S E 4L YT K I 4 etc,
}:laé.in"‘ ‘ etCa chj-eao

Wow the successd.vq ateps in the recovery of the duble key are
1lustrated graphically in Fig,\/’if, and the subsequert discussion will refer
to the various sections of ﬁhis figtxreo e do not know vhat the combination
of letters in the longer and the shorter key is which produces cipher letter
G from plain text 4 as the fg.rs; cipher letter in cycle 1, and cipher 2 from
plain text 6 as the first eipher letter in cycle 2, Rt we may assume in
cycle 1 that the f{irst 1ett§r in the longer key is -4, in which case the cor=
respording letter on the shorter key must be Z, as shown in (;!.) of Fig. 7:
in cycle 2, remembering that the longer lkey remains stationary, and that |
the shorter one shifts one space to the left after eaéh aycle, if the first
letter in the longer key is w.t‘., then the corresponding letter in the sharter
key, to produce cipher 2 from plain text 6, must bs G, as shown in (2) of
Fig. 7.

P 20—
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How since the shorter key has shifted one letter to the left in-

cycle 2, the letter G can be placed next to Z on the shorter key in gycle

1. Ses {3) of Pig. 7.

If the letter in the second position on the shorter

key in cycle 1 is G, in order to produce cipher N from plain text 4, the

corresponding letter in the same cycle on the longer key mist be V. See (4)

of Fig. 7.
(5) of Fig. 7.

e may now place ¥V next to A on the longer key in cycle 2.

See

In order to preduce cipher letter S from plain text M in conjunction

with V as the letter in the longer key, the second letter on the shorter key in

cycle 2 must be U. See (6) of Fig. 7.

te may now place U next to G on the

shorter key in qycle 1, as shown in (7) of Fig. 7, and find the corresponding

letter on the longer key.

The process set

It is 2. See (8) of Fig. 7.

forth is continued, resulting finally in the re-

construction of a double key vhich will produce from the cipher letters given |

in both cycles ths correct corresponding plain text.

Cycle 1.

Cycle 2

We may test the

cycle 3, Thus:

Cycle 3

% see here the

sure of our keys,

Thuss
longer key = AV 2XTHY
Shorter key -2 G U YD G X
Ciphep - ~- GNUQRZX S5
Plain text ~=»!;,b,25A6’M R
Ionger key = AV 2X 7MYV
Shorter key =G UYGCG G X W
Ciphsr = 2S5 LUV PUYWN
Plain text = 6M5UNLE

correctness of these keys by applying then to

longer key
Shorter key = U ¥
Ciphep = = = B
Plain text = ER

-AV2
-=UYD

L
A

@™
bl R
) =

< <g

Il

@

ending of a word like GENERALLY and we may feel

Now in the reconstruction of our keys above, we began arbitrarily

with A as the first letter in the longer key. ‘e might have begun vith any

other one of the 32 possible letters of which the cipher square is composed,

and thus tuwild up another

pair of keys which, though in external appearance

althogether different from the pair recovered akove, would serve just as well

as the latter. In short,

it is possible to derive 32 different pairs of keys,
alleu
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any pair of vhich might bas the originel pair, but since all pairs give
equivalen‘t; results, it will be unnecessary %o find out which pair wes
really the original, ‘

In the ‘preceding example, the decipherment of superimposed '
portions of cycles 1 and 2 was given, it havirg been stated that we should
" disregerd for the moment the cuestion of how'this decipherment was procured,
e shall row proceed to the next step, which is to deeipher ard weconstruct
the keys simultaneously, given no decipherment whatever to start with., For
this eaee we shall show the steps in the actual sdlution of a problem where
only five messages have been inmtercepted. Since the principles to be eluci-
dated require but a small part of a laiger body of text, it will not be nec-
essary to glve the whole.of each of these five ﬁessagese V& shall show first
merely the key indicators and the length of each message.

KEY INDICATORS AND LEIGTH OF MESSAGHES.
1. 060-050. Length, 610 lstters.
2. 670-60. Length, 555 lstters.
3. 225-216. length, 482 letters.
Lo 707-698. Length, 884 lstters.
5. 591=583. Length, 572 letters.

Assuming keys of 1,000 and 999 letters, we may indicate graph-
ically the relative positions in which these messages will fall by a diagram
such 'as that shown in Fig. 8, In t‘his diagram we show exactly vhere each
me ssage begins and ends, what the key indicators are, etc. Ve can take for
experiment any vertical section of these suparimposed cycles. Let us take
the section cons‘:lsting of 25 letters in each of messages 1, 2, 4 and 5 as
indicated by the serrated lines in Fig. 8. This diagram shows that letters
1 to 25 of message 1, 391 to 416 of message 25 354 to 379 of message 4 and
470 to 495 of message 5 fall within this sect:im. We therefore take those
latiers from our messajes. They are as follows:

Mogsage 1. Letters 1-25,
5927C 3RNK6 R7RA JLUX6 CJOAd

=12~
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Message 2. Iletters 390-416.
5JBOB G3L77 D7SVZ BIVIR S50BRG
Message 4. Ietters 354=37%
ICHLT JQJUH WASC3 VAREF STWI
Message 5. letters 470-495.
CXURW K3722¥ P70N2 . GVRNP  26NTR

Let us place thess four portions directly beneabth one another.

’I;hus:
FIG, 9
Cycllel -5Y27C 3RHEKEG6 R72QA JLUX6 CJO0AJ
Cycle2=-5dB0O0OB G3L77 D78SVZ BTVIR 50BRG
Cycle 3-XCHLT JQJUH WAS5C3 WWMBF ST7U01I
Cycle ,=CXURW X3Z22Y PFP70N7 GVRNP 26NTR
Now 1f we can find the plain text for the series of letters

which fall dircctly beneath one enother in cycles 1 and 2 we can begin
to reconstruct the keys. It bscomes a question therefore of assuming
the plain text for the first few letters of cyles 1 and 2, recovering
the keys upon the basis of such tentative decipherment and then testing
them upon cycles 3 and L. If the tentative decipherment is corrsct, the
application of the double key to cycles 3 and 4 must result in the pro-=
duction of intelligible text. If such a result is not attained then it
means that the tentative decipherment upon which the recovered double key
is based is not correct, and we proceed to try a different tentative de-
cipherment for cycles 1 and 2. The incorrect assumption can involve ei-
thereor both of the series of tentatively deeiphered letters. Coviously,
if we can be certain of the decipherment of one of the seriss we will be
on surer ground and will have to modify our assumption only for the other
of the series when our trials of recovercd keys prove the tentative de-
cipherment to be incorrect, Now the beginning of nearly every message
can be assumed to be ld;25,»in order to insure a proper adjustment of the
receiving machins. Ist us begin therefore by assuming tha’t our message
1 starts with 4425, and since the portion of this message which falls
within the section to be analyzed contains letters 1 to 25, we may insert
tentatively the decipherment of the first four letiers of message 1 as
4425, Then let us assume for the mo:’nent that the portion directly beneath
=3
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in message 2 consists of a ssriss of 3%s, reconstruct the keys for these
two portions (as illustrated in Pig. 7) and test them on cycles 3 and 4.
The result of thess steps is shown In Fig. 10,

FIG. 10
Jonger key - AS R 4
Shorter sy = HOR
Cycls 1. Cipheyr - 5Y¥ 27 C 3 R N ate.
Assumsd plain teet = 4L 4 2 5
Ionger key - ASR 4
Shorter ey = OR Q H
Cycle 2. Cipher =5 J BOBG 3 L atc,
Assumsd plain text - 33 3 3
Longer ey = ASR 4
Shorter ley = R QO H
Cycle 3 Ciphe =X CHL T J Q J etco

Resultant plain text-H M R
Ionger key = ASR &4
Shorteyr key = Q K
Cycle 4. Cipher = C X UR 7K 3 Z ete,
" Resultant plain textG N
These results prove that the assumption of a series of 3's for
the beginning of cycle 2 is incorrect, since the letters given for cycles:
3 and 4 form wintelligible text. We therefore try out another probable
combinat icn for message 2, such as RE3, rétaining as our decipherment of
the corresponding portion of message 1 the combination L425, and see what
result this gives. A list of the polygraphs which would recur most fre-
quently, and vhich would be tested in conjunction with 4425 for message

1, is given in the following tables

33333 PFIT 3P 3ATT
3THE3 ATI VA-S,R . D3TH
3AND3 HAT3 VER SN
ING3 ’ EST3 IT-3,H S3tH
ERE3 HE(3)S T3TH TER (3)
3THA TION3 3/RE3 RE(3)A
ENT3 EFTH N3TH 653
HE(3)R(3) Hs3 3ALL3 éN53

The successive trials tale very little time, since the §orrecta
ness of any trial is speedily proved or disproved by applying the resultant
keys to cycles 3 and 4o, In this case, the trial of the polygraph 30N3 re-

L=
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sults in sxcellernt combinations in cycles 3 and 4. Thuss

FIG, 11,
Ionger ey = A S P Y _
. Shorter ey - HOP A
Cycls 1. Cipher - 5Y¥27C 3R ete,
’ Assumed plain text -4 4 2 5
Longer ley-aASPM'
Shorter koy - O P A
Cycle 2. Cipher = 5J BOBG 3L ste,
Assumed plain text -« 30N 3
Ionger key - AS P H
Shorter key = P A
Cycle 3. Cipher =X CHL T J Q dJd ste,

Resultant nlain text = 4L 4 2
longer key = AS P M
Shorter key - A 7
Cycle b, Ciphey = CXUR WK 3 2 etc,
Resultant plaintext = C O
It is evident that in cy<de 3 we have struck a "carriage retumn
and lins feed;" in e¢yele 4, we probshly have a word beginning with CO, and

we can try to build upon this digraph such words as suggest themselves, as

the followings
CODE CRHMAND CONTRACY
COLUMN COMPANY CONVOY
COLLECT CONDITION CoPY
COME CONNECT CORRECT
"~ COMING CONSIDER cosT etc, ete,

Tt mey take considerable tims to test out all of the words
vhich suggest themselves, but it is only the start which is laborious,

far aftep this the messages almost ?olve themselves, Let us see what
P

happens when we try COMMAND. Givemg ? in cyele 4, the blank letter is
(1}

(M
F. This enables us to place F beneath Y %n the lower key in cycle 3, and
M
gives A as the plain text letter. Given %? in cycle 4, the blank letter is R,
R .
{H
With these additionel lower key letters in place throughout

cur deci herment we have ths follovdng:

-15-
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FiG, 12
Jonger key = AS P M
Shorter ey - HOPA ZF R
Cycle 1. Civher = 5X¥ 27 C 3R N etcs
Assumed plain text = 4 L 25
Yonger @y - A S P M
Shorter sy = OP A7ZFR
Cydlae 2, Cipher = 5Jd BOBG 3L stco
Asgumed plain text 3 0N 3
longer ey = AS P M
Sharterkey PATFR
Cycls 3 Cipher =X CHL T 4 Q J ete
Regultant plain text = 4 4 2 4
longer key = AS P M
Shorter key = A 7F R
Cycle 4 Cipher = CXUR WK 3 Z etes
Resultant plain text =C OMMAND

Ve are now ready {0 determine the next letter in the loz(lger key. In
?
the colwmil headed by the l?tter to be sought, in cycle 1 we have (7 3 in
? ?

(c

eycle 2, (F 5 in cycle 3, (R . (?
(B (T
(7 (?

It is evident thet we want such a letter in the upper key as will produce the
best plain text letters from the given ciphsr letters to add to the alrsady
dseiphered text. We could try out all the letters of the alphabet in turn,
beginning with A, tmeas

If A is the ; (a (a - (A
upper key let-= ) in cycle 1,(7 =F;3 in cycle 2, (F = Q3 in cycle 3,(R =B
tep then (c (B (T

If B is the (B - (B - (B -
upper key let= ' ) in cycle 19 7 = Q3 in cycle 2, (F = F; in cycle 3,?1 = A
ter then c_ (B T

If C is the ) (c (c
upper key let- g in cycle l,(?’ =7; in cycle 2, {F =G in cycle 3 (R=H
ter then (c (T

etco etes etc,

A short cut to the finding o&f these successive equivalents is
accomplished by the use of the glphabets of the cipher square cut apart and
mount.ed upon sirips, It will be noticed that the successive equivalents for
the conbination Z Inecycle l are Fy Q; 75 o o o o 5 for the combinationg
in eycle 2, Q, F5 G5 o o o o 3 for the combination I.; ingycle 3, B, A Hy o o o o o

’ Now note the élphabets in the cipher squars headed by the intersec=
tion letters of the combinations g 9g &Yldg s Viz., C; H, and G, respectively.
In the C alphabet the sequence begins I'; Q, 7, o o o o It is evident that this
alphabet will give the complete sequence of letters resulting ifrc;m the application
b= '
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of the successive letters of the alphabet to the combipstion ¢ » The H
alphabet will likewise give the complete sequence ‘of letters resulting from the
application of the successive letters of tixe alphabst to the combination SS

and the G alphabet will give those applying to 20 Therefo!ra, if we take the
alphabets of the cipher square, cut them apart, mount them on strips, select
those headed by the letters C, H, and G, and set them so that the letters of
all thres coincide throughout their length, we have the complete series of
letters resulting from tﬁe application of the s:uccessive letters of the alphabet
to these combinations. The successive letters or equivalents of this operation
will all be found on the same horigontal lines. By sett:'uig the 7 alphabet oppo-
gite our strips, the letter in the longer key necessary to produce the equiva-
lents which fall on the same line will be indicated on the 7 alphabet at the

same time, as shown in Fig. 13.

FIG. 13. If the high frequency letters appsar in red on these strips,
7CHG we can begin by selecting that herizontal line which contains all

red Jetters. In this case;, with V as the lstter in the longer key
for the column under discussion, the three high frequsncy letters,
Ty R; and 3 are given. These, added to our partial decipherment,

give the followings

CHLUBVOYWOREMHSBNLMBIRIDNLOwW
MUOHGGUWmOTWIDEREIMWVE QN> RCEIO T
ZWwNGERMROSFHOOWMPQODKX QAR
HAOLHAEINTIREGNEQ3O 05X » o

FIG. 14
Ionger key = ASPUV
Shorter key = HOP ATFR
Cycle 1 Cirher = 5Y27C 3 RN etc,
Plain text = 4L 4 25 T
Tonger key = AS PNV
Shorter key = O P A7FR
Cycle 2, Cipher = 5J BOBG 3 L etc,
" Plain text - 30N 3R
YVTIRJ3 longer ey = ASPHUV
WXUD ’ Shorter key = PATFR
XWDuUu Cycle 3, | Cipher = X CHLTJ QJ ebe,
Y6EK Flaintext = L 4L 2A3
2584
2NPO longer key = AS PMHYV
3RTV Sharter key = A7FRC
LIML Cycle 4. Cipher = CXURVWK 3 Z etc,
5ZdS Plaintext = COMMAND
6YKE

=17-
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In cycle 4 we have gf which gives C as the corresponding let~
ter in the shorter key, as ahc(rgn already in Figo 14, We may try out in
cycle 2 the letter E after R, This would give Z as the letter in the longer
key for that column. Applying Z to all the combinat ions in this column, we
have the following:
FIG. 15
longer koy -
Shorter key -

Cycle 1. Cipher -
Plain text -

::

g Bha]
> =
3N
- .
<2

R A b'

Vit ~3
=)
=
&
Q
°

=

Longer key =

Shorter ey -

Cycle 2. Cipher -
Plain text -

1)
oo walid wwed aola <
Q

L étCo

W

longer key =

Shorter key -
Cycle 3. Cipher -
: Plain text -

Longer key -

Shorter key =
- Cycle 4. Cipher
‘ Plain text

QJd eth

BrNER WO

%

zadT DINY 2wt N

Z ete,

QO s-><*ua> W\ R
oMM Qi oNUT Ko
ZERMEN Mo HOIITN Ow

& ol =
oW

The first messaze begins with TO, and we mey place a 3 after it.
This gives the letter in the longer key which applies to that colum; viz.; 3;
ard this, in turn, gives the plain text letter C following E in cycle 2, making
it probable that the word is RECEIFT or RECEIVING or RECORD etc, Thus:

FIG. 16,
Tonger key = ASP MV Z 3
Shorter key = HOP A7ZFRC

Cycle 1. Cipher = 5Y2 7C 3 R W ete,
Plaintext - 4 4 2570 3
longer key - ASPMV Z 3
Shorter key = OP A7F R C

Cycle 2, Cipher=5JBOBG3Letco
Plain text = 30N 3REC
lorger key = ASPHVZ 3

) Shorter key = P A 7F R C

Cycle 3, Cipher X CHL T J Q J ete,
Plain text L4 2A3H
Longer key - ASPMVZB
Shorter key = A7F R C

cycn.eho Cipher"’CXUR‘HKBZetCo
Plaintext = COMMAND :

=18=
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(2 ‘
Prom the combination (? in cycle 4, L is given as the letter in the
(K
(w (3 :
short er key, which, in turn, in cycle 3, in gL s glves the plain text letter E,
) Q

(? L}
suggest ing the word HEAVY., Tk can test out the words which suggest them-

selves in cycles 2 ando 35 and see what we gel in cycles 1 and 43 or we can
test out the words vhich suggest themselves in one cycle by applying the
resultant key letters to any other cycle at the proper point‘o

Enough of the mocedure has veen shown to prove that the method
is perfectly rracticable. If 44,25 tried out at the beginning of the message
does not yield good~ results, there are many other places to try ocut the same
combination further along; for this combination, 4b2, must appear at inter=
vals of approximately 55 to 70 lstters. Or, this failing, the ends of messe-
g8 can be‘ tested for 6M5, i. e., "periocd." Should the decipherer be fortunate
emugh to ﬁﬁd two messages vhich begin within ones ox; two letters of one
another in sequent cycles, then it will be unnecessary to assume any plain
text other than 4425. O, if he should find that the beginning of one message
falls within the same sectlon ae the end of enother, the plain text will bs
4425 and 6M5, When a place is reached whers the proper continuation of the
messages 1s difficult by reason of the failure of the preceding text to suge
gest the suceseding text, recourse is had again to the alphabst strips.

Tt is to be noted further that these alphsbet strips may be used
to find the letters in the shorter key as well as those in the lomger key,
The arrangement of the messages into sequent eycles is such that the lettiers
of the shorter key are sMQ&r on diagomal lines, Given the letters of the
longer key and the cipher on a diagonal line, e proceeds to set the strips,
applying the same principles as before, remembering only to add the high
frequency combimations found diagonally on the. styips in the messages as
arranged for decipherment., The letter opposite the high frequgqcy o=
bination on the 7 alphabst, will be the diagonally constamt letter of the
shorter kay.

The complste deciphermsnt together with the double key for thess
partisl messages is shown in Fig. 17.

<19-
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FIG. 17. .

‘Ionger Key =~ ASPMV Z3EKT7O0OJNALIRBGU3HWPFD "
Shoxter Key ~HOPA7FRCLDPEKZTUMPAIZULFT7A
Cipher  =5Y27C3RMNEKO6RT72QAJLCXBCIOAJ
Plaintsxt =4 4 25TO3ALL3RESERVE3O0FFICE
longesr RKey - ASPMVZ3EK70JNALIRBGU3HYFD
Shorter Key = OPA7ZFRCLDPEKZTUMPAZULFT7AV
Cipher -5JBOBG3L77D7SVZBTVIRS50BRG
Plaintext -3O0N3RECEIPT30F3AN3O0RDER3F
longer Key - ASPMVZ23EKT7O0JNALIRBGU3HUFD
Shorter Key = PA7FRCLDPERKZTUMPAISULFT7AVC
Cipher =XCHLTJQJIJUHWASC3WIHBFSTTZ7U

Plain textx* -4 4 2A3HEAVY3BARRAGE3ON3THE
Ionger Key - ASPMVZ3EKT7OJNALIRBGU3IHWFD
Shorter Key = A7TFRCLDPEKZTUMPASULFT7AVC2
Cipher ~-CXURWK3Z2YF7ON2GVRNP26NTR
Plaintext -COMMANDING36WWISTH3MINEVE

We have seen that the knowledgs cof the length of the key was
necessary in order to arrasnge the messages in the preceding case for de-
cipherment. Granting that the lengths of the tapes beafing the keys would
bas changed from ;’1@' to day, and that "breaks” between messages would be made,
it would nevertheless be an e;zsy matter for the @eny to superimpose cycles
correctly, without a knowledge of thess lengths or these "bx"eaks"g since
the key indicators which must accompany each message afford ample data
ijor the nlacement of messages. For instance in the preceding case we can
determine the cycles to which each message belongs relative to the first
message, merely by finding the dif ference between the key indicators for
the several messames, though we may not know how much of a message is to be
found in one cycle ard how much in the next cycle, Thus » the indicators
for message 1 are 066 and 050, the difference being 10, Those for message 2
are 670 and 660, the difference aleo being 10, Therefore, the beginning
of the second message is in the same cycle as the whole of message 1, The
indicators for message 3 are 225 and 216, the difference being 9. This shows
that message 3, with respect to messafge 1, iz in cycle 2; since in the first
message the two key tépes are 10 letters apart as regards their points of
origin, and in the third message only nine letters apart. Now the differencs

- -20-
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between 225 and 060 is 165. So that we may place the first letter of
message 3, which balongs to cycle 2, under the 165th letter of message 1.
We can now fit in the portion of message 2 which belongs in the second cycle,
since we note that the placement of message 3 allows room for 225 letters of
’message 2 in cycle 25 leaving 330 letters, which will be exactly enough to
f£ill up 1,000 letters in the first cycle. However, we do not need to do even
this much, for we can work with beginnings of messages. Thus, given the
following series of key indicators for as many messages, they can be arranged
as shown in Fig. 18.

’ MESSAGES
. ¥Mess= Indicators . Diff= Cycle Yeso~ Indicators Diff- Cycle

age . arence ' age argnce

1 LD=385" 35 1 VN A2-189 23 13,
C 2 4,30-399 31 5 15 517=-483 3% 2
3 320=292 2 29 7 16 476-456 2 16
A 755-729 26 10 17 706687 19 17
5 830-802 28 8 18 L68-450 . 18 18
6 103-075 2 12 ©19 316-299 17 19
7 L65-433 .32 4 20 011-99%, 16 D
8 001-978 . 21 15 21 050-035 - 15 2
9 6T0=643 27 9 22 200-186 U, 22
10 210=177 33 3 23 - 286-273 13 23
n 035-010 25 11 2 095-083 12 2,
12 212-190 22 14 25 001=989 11 25
13 516486 30 6

There are several points whese an attack may be made, when the
messages are arranged as shown in Fig, 18, Both keys may be recovered com-
pletely or nearly so. No matter how the lkey indicators may be used, given
a suf ficient apzount of intercapted tx;affic, anough text can be cobtained to
make it pos sibl? to arrange the cycles with reference to one another so
that a solution may be achieved. The c:ryptograpm:- is guided by the key
indicators in his arrangement of messagss preparatory to decipherment /aml
not by the ordsr in which they happened to have been sent.
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ADDENDUM X.
\

OPINION DNASED UPON THE SIGNM- CORFS® MODIFIED METHOD OF USING
FHE A, T. & T. MACHINE CIPHER. |
The purpose of this memorandun is to set forth our opinion, with the reasons,
that the A, T. & T, machine cipher as now used by the Signal Corps is declpherable
by the ssme principles as already established and as slready admitied to be effec-
tive by the representatives of the M. I. D. and the Signal Corps. '
The following is a transcrigt of the rules for the operation of the machine
- for cipher pwrposes, as set forth in a pencil memorandum by Lt. Col. J.0.Mauborgne.
Qrder of Punching Tape,

10 line fesds '
6 letters representing mmem.a of tape a@%in@
as PPPTVT (000525)

During Capt.
Fovler's time
enciphering began here.
Iatter — op letters desi@afcing d.phsr offioe, as "{n, NPV etc,
Figure shift (6) : .
Cliphsr bureau serisl mumber of messags
Space (3)
Figures (6)
" Check or word count in mmerals
Lettors — line fesd (5-2)
Place from ==
Date
Tm filed
Carriage return = lins feed.

Early 1919
Enc iphering .
begins
Mame ~= address == body of messaga - gignature
Enciphering ends. g
Cne line feed — 15 carriage returnsa

Note = Tapes A end B vary in length depending upon mmber of letters

%o be sent in one dgy. For example, we might use 700 on the A tape
and 699 on the B, or 650 on the A tape and 365 on the B, stc.

* # 3 3 #*
The differences between the original method and the modified method of

vsing tho machins can be summarized as follows:

QEIIGINAL METHOD MODIFIED METHOD
TAPES
1. Oe taps is one letter 1. One taps may be any number
longer than the other tapes. of letters longer than the other tape.
2. The mmber of letters in 2. The tapes vary from day to day.

cach tape is constant from day to day.

°1¢=
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SHIFTING THE TAPES

- 3. The tapes are either 3. The tapss are shifted an
not shifted at all between . unequal. mumber of lettsrs after each
messages or ars shifted together message. For example, the A tape
the same rmumber of letters. may be shifted 10 spaces, the B tape

1ko '

BEGINNING OF FNCIPHERTD MESSAGE

h, Fach message begins with L. The enciphered portion of message
the functions represented by LA25. begins at once with the name and address
of the person to wham the message is sent.

USE OF FUNCTIONS AND PUNCTUATIQN

5. All functions and 5. Some functions and punctuation may
punctuation are used as in or may not be used, 1. e., there may be spaces
ordinary typewritten matter, (3) vetween words, commas (éN5), paragraphs

(44,233333) etc.;, with the exception of (442)
vhich is absolutely necessary for the function-
ing of the machine,
We shall now show that these differences as set forth asbove do not change the
natur-e' of the cipher in a’ manner so as tol prevent an attack by exactly the
sams principles as elucidated before, first, because it is unnscessary to know
either the lengths of the tapes, cr by how mch they dif fer, secondly, because
the shifting of the two tapes an unequal mumber of ?.etters has no bearing upon
the case at all, third, that even should the encipherisnt begin with some unlnown
text and not with the functions 4425 that there is a sufficient number ~of possi=
bilities to try out in other placess and fourth, that the presence op absence of
certain functions and of punctuation may make ths problem a little more difficult
but‘ by no means wnsolvahle,
| | 1, THE TAFES.

In order to climinate all ambiguity we shall define the vord "cycle"
and the phrase 'sequent cycles" as follows: ‘

(a) CYCLE. That relation which exists between the two key tapes after
one tape has made cne éomplete revoluticn, Cycles may be measured by either the
longer tepe or the shorter tepe; and in our work we hwe used the longer btape as
the measure of a cycls,

(b) SEQUENT CYCLES. Two cycles are sequent vhen the longer tape occupies
the same absolut..e position in both cycles and the shorter tape is displaced one
and only one lstier in one cycle as compared with the other. In 21l the drawings

and figures this displacement is to the left. 'han the key indicators for cne

=
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megaage diffsr by an amount,; X, and those for another message dif fer ‘by
X+loprX-=1, thc»m‘we have a case of sequent cycles, '-‘Ihgn the lengths of
the key tapes are unknown this difference must be expressed in terms of
either a positive or a negative quantity. Example: Key indicators 075 -
125, dif feremce = =50, Key indicators 125 = 075, difference = + 50,

In the original method the knovledge that the two. tapes differed by btut
one letter in length enabled us to say that seqi;ent cycles r