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From: George Fabyan, 160 W. Jackson Blvd., Chicago, Illinois. 

To: The Chief Signal Off~cer of the Army, Washington, D. c. 

Subject: Printing ·Tel-egraph Ciphers. 

Your communication of S~ptember 19th,with enclosures 

as stated, was received. Diligent, conscientious work, con-

sistent with the importance of other work we have on hand, 
- - -

will be made on the problems presented and the result, if ... 
any, reported to its source. 

. 
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.. -· .. .... -_ .. 

1!\pproved for Release by NSA on 11-18-2014 pursuantto E .0. 1352e 
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, R DEPARTMENT ~ 0 
WA Ch' f Signal Officet . ; . 

&ffiCi' of the . le .., 
washington 

[ l• With :ref.reme to Ol1i' letter at Qeptember auit ·then 
are ~r484 •""w.l.th one hq4re4. $14 tld~tf~Ji':llv'l' ci:Pher tapes prepared 
trom the 'total Xltmibe_l' -ot naee~a$ed ac.tttal1J ~t 4111. one 4r;w by the tour 
stat10'111s· Qt ·t~s l'l'1.nt1ug '!ele~h S7$tem now- op-.~crtcl 'bJ tbe tSlgDal 
o~tps bet_.n Wa~Jl1,_illgtofh. :fJWfolk,. De\V tor~ q:l·tt • ~-· · · 

2• · All -.ese tapoa !aft b8en prep:ri)4 br - se ot one 
set ot ktW tapes • lD ~is Oa$e 0#' fourth ot the A D7 tape was allotted. 
as the 1~t tQI' eeoh stattOJl!,] 

a. A small :rtUDiber· of. ti.POSl'S.P~OS.l ~Gl"S !laVe been fourut 
in &'lOme Cif· the ID)ssagej• but Q· tlle•·• -•~ ·aot;;al111C14enta ot tJla c1a1•s 
tft.J1$m1a-1cm ·•• are ao1pheted ._.tlr •-• ~ md..Gt•a• ~N .. ve 119t 
'bee~·iat~uoe4 to eA4 41tftou1ti to ttie .~act1pJ:l9~,. ta. oi"d81" ~ be 
asaue4- that ao trick. qr U1l1JS11a1 eil01lil&:fmEJJl t. wac et.Lte"d into.- an 
't'Ddlltereste~ of'ttoer,.. oa11e4 1n to ver1fJ this :tact 'b7 _.tual o'baer
'fa ti~ of tile. methocl med as 4emo~tata ttd bJ' tJ:e 4$o1pheJ'IDBilt • In hie 
pnsepcae-• t4 the IB&$8~ belng eat J'OU• 

•• '!his o:tftoe l'elalr$· e:i'Mt copies ot· tbe clpbal' tapes tor• 
warded to BiverbaDk aa 1'811 as tile. '"*'1mnat lingllah tap,.o,. the keU tapes, 
.an4 the pap proot ebeets uaal.lr uat• ·-4ui.1:DB •• entiphel'DJellt • 

5. 0. meaaage ne so 10- tllat lt riaqttil'ai eiz &Jheeta to 
prtat lt, heD06 part& ot thle me$eage, are to· be toaal OD .Sa aepal'ate 

, ~- eaclpb~Cl tn acooraance wl~ the ex1et1DC 118'1*1 Ooi'PI. tre.ffS&s 
l'Ulih1. Qt ls to be JJOte4 tbat a.U Ole 1'1Je8sages e.ro ••lphe1'84 exaotlJ 
aa-preeoribe4 111 the OOP7 ol op,mt118 l'lll$8 t-.nlshecl to ,au 'b7lt1ct

,.em·nt Oolc>ne1 J-. o. laubo1WU U-pcirl hle ·t.sat vla._t ·to tJJs B.lv&rbaDk 
J.a~atort.e!] al14 that ao attampt; baa beeJa matte to dl"asa.tae the cipbe:r 

,< 
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tacu.eato-w.J. so~ .. it ts. to be -.ot$4 --t. tit a\1 ht'cll9 wolk 
ot tJJt S)g~&l C.sw wU!l tb» oiplBI- -••t•.• t-JJa c.,.lphBr 1Jld1oaton 
wt.U be ••• 1D eC'i)tuwei ecte •• • 'o pnvnt * .,..~, 
ot •• JMt&~ s.a•i'J'~• aJ.Dh J# 'Wl46$to~ to be ~ -.s. 
zoequl~at 10 t1ae .,.._ 4ftfll.O!Mid bJ tt.te· D.l.,..baDk LabG'a.toJol• 
10r •• attaolt • 1M btats.ns YelAtgrspb •li*• · 

&•, lt s$ to tae "lhtt4t4 t•t tliJ· ..._.. otlto• Mee aor 
- 4'lat1 wltb - c ll&WW Matiag t!elegr&plt -·- aai ltll ..... 
up10JIItt~tc • o.ttlelal. 'Inial••• ma118 tt •o•181'J to •. .-. tl'.l8 
'liGS1fa.pa to ,.W la 'tJJe· e'lSIIJ&l ~ ,_.. !Jilted of 't*las 
tlaalatea ·t.atO a:tglleb -.r•••• with G'a:l.t.al;le n.listltutt& tt....
ife. tJa ·so oal'-4 n--.a'* :a1s-1D• One actrafttase• h....,, lbiOh 

· wl11 e.qoru• 18 tl8 hOt 'lat "~~~bela tJe -"1:01"1: 18 4.- by "lfJfl' OM 
fQHe, tnow 1ft tl'tUOl'lbi'IB wt~.tott. uds'b.t o-.mse oeout- w111 
1M:t el,S.1.dtua.'le4 

/ 

·. [y. l ~ -- ••• ot tha .-sau1t wlll be aw.e.i td 114th 
sr.•t la,.,..._ • -.u ur -• 1~--ue WlAo' JOU aa7· 
~ abo•t •• "''._ 'fih·to~t. qbl be .taJea ~ or ta v.. 

._tta ..... J 
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O.O.l:i.O., September 11, 1919 - '.i!O l>ireotor, M. 1. J). ~ 'f 

,-.-, iff~ I - 6-.r f.. ,:; 
1. .lieturned, aok:lloylledgi~ receipt of oiplsr indio·ator o'C?de d ;E, 

which is approved, and vhich will be used in all future work with~1he "V7 
cipher ma.c·hine in question. 
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4131-526 ' .. WAR DEPARTMENT ' I o.c.P.B.· 
OFFICE OF THE CHIEF OF STAFF 

' \ 

WAaHINGTOit. 

Septe~ber.2. 1919. 

From: Director of Military Intelligence. 

To: Chief Signal Officer of the Army. 

Subject: American Telephone and Telegraph Cipher-Machine. 

1. I am informed that recently Lieutenant Colonel 
Joseph o. Mauborgne, Signal corps, of your office, and Major 

· H. o. Yardley, u. s. A.rray of the Code and Cipher Section 
of this Division, have been in consultation regarding same 
means of disguising the cipher indicators that ,.r.e.Q.e.dt} 
messages enciphered in the A. T. and T·. Cipher Machine. 
A practice of sending these indicators en clair makes it 
·possible under aertai~ oiroumstanaea for the enemy engaged 
in the solution' of intercepted messages to arrange the 
messages in cycles. All the methods of sulution of this 
cipher known to the Military Intelligence Division are 
possible only when messages are placed in correct cycles. 

2. With a view of preventing the solutions obtainable 
as indicated above, enclosed herewith is a proposed A. T. & T. 
Cipher indicator code to be used for encoding cipher indicators. 
~his code is prefaced w1 th t'tlll instructions both tor encoding 
cipher indicators and tor enciphering the code groups. 

3. It is recommended that this cipher indicator code 
be brought to the attention of Colonel Mauborgne for his 
consideration with a view, that if approved, in fUture should 
the A. T. & T. Cipher Machines be taken out of storage and 
used again, the cipher indicators be encoded in the proposed 
A. T. & T. cipher indicator cod~, and that the three alphabets 
for enciphering this oocle be oba.l'Jged as often as key tapes.· 

717/ 
14 CHURCHILL 

jvk Bri8&dier General, General Staff. 
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From: Director ot M111tar, I~telligenoe. 

~o: Oh1et Signal Officer ot the ~. 

Subject: American ~'elephone and ~elegt"aph Cipher Machine. 

1. .t am informed that recently L~eutonant Oolonel 
Joseph o. l!auborgne, Signal Corps, of ~our otf'ioe, &nd Major 
H. o~ Yardley; u, s. Arrrr$ o~ th& .Cods and Cipher section ·· 
of' thts Division, _have been in oons.ultat~on regar41ng some 
means ot disguising the cipher indioo.~oru that W.~Q.t:ti~ , 
messages $UC1phered in the A, T, and ~. Cipher Mach1'11EH 
A praot!Qe of sending the•e indicators en ol~ir m~ke$ lt 
possible under certain oiroumstances tor the enemr enaaged 
in the solution ot intercepted messages to arrange the 
messages in.cyclea. All the methods of sulution of this 
cipher known to the ?dilitaru Intelligence Division are 
possible only Wben messages are placed 1n correct cycles. 

2o With a view ot prev&ntblg the solutions obtainable 
as indicated above, enclosed herewith is a proposed A. T. & ~. 
OipbG~- indicator code to be "se4 tor enoodin~ cipner indicators. 
This code is pretaced with tnll inst~~ct1ons both tor encoding 
cipher indicators and for enQ1phel'iDB the ood.Et groups~ 

3, !t is reoonDettdad that this cipher indicator oocle 
be brought to the attention of Oolonel Mauborgne for hie 
consideration w1 th a view, that if approved, in future should 
the A~ T. & T. Clphe~ Machines be taken out of storage and 
used again, the oipher indicators be encoded in the proposed 
A. T. &: ~. o!phor. indicator code, nn4 that t-he three alphabets 
tor enciphering this code be Ohango4 as often as key tape$ •. 

M CIIUROHILL 
Brigadier General, General Start. 
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MEMORANOOM FOR CHIEF SIGNAL OFFICER OF THE ARUY. 

Subject: Am.Tel. ! Tel. Cipher Machine. 

I ' 

l. 1he Mil.Int.Divn, is informed that the cipher 

indicators that precede messages enciphered in the · 

A T & T Cipher Machine, indicating the exact posit-

ion of the two Cipher Key tapes, are sent en clair. 

2. such a practice makes it possible under certain 

circumstances for the eBBmy, engaged in the solution 

of intercepted messages, to arrange the messages in 

cycles. All the methods of solution of this cipher 

known to Mil.Int.Divn, are possible only when messages 

are placed in correct cycles. 

3• Enclosure one, is a p&roposed "A.~T & T Cipher Indicator 

Code" to be used for encoding cipher indicators. T.hia 

code is prefaced with full instructions both for en-

coding cipher indicato'rs and for enciphering the code 

groups. 

4. It is recommended that sho~ld the A T ! T Cipher machines 

be tak~n out of rstorage and used again, the cipher indicators 

be encoded in the enclosed "A T i T Cipher Indicator Code" 

and that the three alphabets for enciphering this code be 

changed as often as key tapes. 

1-A. Churchill. . 
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3 East 38th Street, 
New York City. 

Colonel John M. Dunn, 

Chief, Positive Branch, 
' 

Military Intelligence Division. 

Washi~ton, D.C. 

My dear Colonel Dlnn: 

Referring to my letter of August 20th to General Churchill, 

telling of my recent visit to Riverbank, and Colonel Mauborgne's re-

quest for a method of disguisicg the cip~er indicators of tho A.T. ! 

T. cipher, I encl~se herewith memorandum to the Chief Signal Officer, 

together with a proposed "A T 8: T Cipher Indicator Code" which is 
I 

prefaced with appropriate inat~~ctiona. 

I respectfully urge that this meoorandum be sent directly 

to the Chief Signal Officer-.as a recommendation, rather than through 

the Chief' of Staff and the Adjutant General as a positive instruction, 
' 

. inasmuch as the entire procedure in this cipher is tentative. If it is 

necessary in order to conform with army practice that the memo. be sent 

thirough the Chief of Staff, I urgently request that I be informed be-

fore any action is taken. Will you kindly send me a copy of your 

memorandum as it goes to the Chiof Signal Otric_er. 

Very truly yours, 

H.~~c!'J M~ ~r, 'y f/s1
• A. 3 ENCL. 

! • 
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2 Septembm:p l~H9 

1. J'.cknc".'lletl{:;e :receipt of ;y-uu:r wleQ,::'<·'-11 lJU :.::~no7!8lf io 
our telegrar:1 of August 30t~ and also y-our le\.;to:? o2 i:u~:;-wst 3lot 11 

which requests tm enci);iherrrent of' all tho DOOc;:1~i8:J so:nt i:a o:no de.;? 
by all the st2.tions of the 0iglal vori1s' illGChino telo[;l~e.p:i~ so?v2.co 
now in usa in the United :;)tates. 

2. The idoo in sugge;Jt-lns th.si ',7o usa a coo~)lete 1l2;y's 
busiooss :was, firnt of all, to obviate the neaossity o:? \1:dti~1,c;: c::. 
considerable number of fie ti tious me3 sazes; ;;},ncl, so co ndly~ it ic 
believed that by this method the Eessl!:'.t;os \Till bo l7lore t;:;rp:i.c::.:.l o::· 
a.otu.al arn:~,r work, :more concerned iTlth wCSc".2.';es .?·~'·t2.i21izlC, to Gl18 
::.1e rvic e of ;;iupply than to to.c ti ca.l nov e""-en tr:.. 

3. \7o \Vi. 11, thorefol~ e, accopt yom_, o Ciud1 t. i 0::1 ::.':d c:l ~.; o 
you9 within a fet7 days, e. dey's busi:oooo com1 iotir("~ v.f a 'bon·~ :no 
hundred a.rii fifty rreosages of reyy1·esent:::,tiv0 lou~;tl1 c;:.1u to::t. 
Unfo rtune. tely, as r..IJO ere h8l!diOa9p.cd by 1~:1ek of of' no o io:.·c,'l~ 1:1r3 

will l)e 'll.I!able to translate t,"J.e tapes into \-fi'it·i.:-:-.,1 J:'o:tJYL> !.JH1i;:J:.:.i..1 

we vill ser.ii ~rou actual ta,pe::; ruc·,l o,::; yo-.;;. ';;-ould !svo to:trc'1 o}f t>o 
line with yow tapping instrunm:ntQ lR'":,rltine; the OGGiYUJin;:;s o::· tL: 
tapes so that that vlill {;resent no difficw.lty 0 and ':ro 'Jill l.!D.vo ~D 
rely upon yOU!' genercsi ty to IJl"O\Tide tJ1::J ]:X:J!'Gonnel to i;y·,:~nslu. I~:) ~:.:;~c 
:9UI1Ch8D. Cr.aracters into Wd tto:n J..ette!'O 2..:>11 f:l(~t!i:'GSo 

4. \'.ii '1;}1 rexe:r'8l'm0 to yo·us S tate;;unt t.h.:.t c:~yOU ~ .. -:JV:10. 
like to have liolonel I:f!,Ubo!",;gne' G opinio:u 0::1 ti>.e t:iK)o::c~'3i;iua1 a3jDCtD 
of the solution as eluci&l.ted in :\ddGnC!:im.: l to th:J 01,i~;L1~ll ,):;_" 1::010:nt2Uo:u:'1 -

Colonel L.:Gubo:rgne states tlmt h:l.s vhni3 m'!09 in effeot0 bom1 !):fesm1'2;:J~' in 
tbe letter of tho 29th of '~tt;nst, 1919, siG00-.2 by 00il9!c'al Ul,':ffi.~ehillv 

't'ii11Ch \'J8,S f.'.'l.'epal"0d c:,ftor 8. CO!.'Bt1lt2.tion bet'.700ln. r·;:,jor YJ.~i':J.l0] C'o::- ~;o1onol 
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L:<:;;ubor£.~13. llou u.'iJ.doubt<.'illy r2-;;e rcolv;:·d. :2. ~~-,_t J!3l'X>T by this tirr:.s 9 we 
no c'.oubt have 110 ted '(;be G:rrce:~')tianB t<::.Ken to sor.B of yutli' l'.llde:rl;rlr:g 
i1!'8;'21isos" Fe "~.>31levos th;:::t nothins; f'uY·ther naed be add.eti at the 
p:resent tima, tind is c:.msi::.;ten'G in his belief tnat no c:atteT ho>:;; 
1Ei2Ch the01!'8ljW2,1 6E.cEvYWtratiu-n rray be TJ:i."'sen.ted, ycm· sOl12.'tiOil uepends 
upon so '"'8li~l col":i."ect gu.eases CJ3 ':Jell ;::,s UT,Km so Ea~l otllel7 coincidences 
t~1~.1 t tJ:13 only sati sfactOZ:';'J arlj'L1StL1En t of tt..s ant li'e i'JS1tter iv fo~: :10n to 
<::Gtu<:clly break sv!:B !:.essn•;-3s ?Z'Gpz:.:rod ~cy tl:e Si~;n::::,l Co~ 1_J;~ ~1ioaJ v.p 
to ti12 )rezent ti3Ja, has oove:rr' bom: d.on'3. 

5. Yo-llic vo:rk? hO':JGVm·~ ~c.B 0 olonel :.":.2:v.b01"gW f!Oints out, lms 
·beol:l of inestin18..ble v3luG to tha ~1 igt10.l Cox'ps bec21mc H; ;1.as pointed 
out at lea:.~t hu salient uoints r.hich 71111 bo tili:e:n ad.tr<?.nt8.{!,€ of by i11G 
Si(jml ~a:-.; "B. rme fil~st is 'l.ihe,t? i.n futare vm:rl~: \7ith this mt'W .. hinc 9 cit1he:r 
inrlic o;to:rs should 9e codode SocoY~JJ.l;]? your develo)r:1ffit of the ove:elcp-.flins 
featm~e ;.:oor:ml till'S fr'OD the u.ce o::: 'i::.oy t;:;pes ;ta<Jin:; a total :nur:Der- of 
c~1::.racteX'c r;,1®. '(,j1.D.t the Jl'J..<l1:ber on om tapB E:E:-Y be divided ',7ithout 
:reR::-,inder into the nwJ1lo? 011 tho otlll?i? tEJl;G, o:;;" th.:1t fue nllilibs:r on 
botl2 tapes EJ.,S be CiiviocC: by th:;. samo m:nr.:ber, sill p:cOvc o:? d:3cided 
co.dv8D.'G2-.'}3 iu the selGcti on of th<J 1G~t~1 of 1:-e~r tc-,:r,Je s. These t:70 
fcatU'.ires CJ,lorH:::, r8t;m"u1oos of othor f'(;;;.:"tures ·chich -r:ay ::]'.Gvelo~) as 
yoUI' "o~r 'l:roX?esses. 9 leaVe I>T--oveC. of iTI':::1ense vclr!e t:.J the Si;,;ml Cm:opc 
m1d I t21co tb is ocC::-:.si on to express rzy tiJ.&,.n1ru .DOG only fCii' the 
eE!_10Dd:!., tFre of til:9 0 lE~ Ol' f.l.nd wo!le~r ',7hiCil you h2-ve r:r:,do en thi~ 
Ci{lhc:;~~ b1·1c ;:;.lso ol"i tfl...e ct lilll' cri phe:r;:: su IY::-1 ttod to :yuu. i:n tl-10 l:X'l.E t 
by t1J3 Si;:;r.cl Golf"lls. lt in tow tll'V.Stcd cho,t you\7ill rontinue to givo 
to t.h::; :3:l~:;ml GoJ:~:)s I\ive:r'b8~1k~!ii hoo,rtiGs'G co-0[1B:R'/Ijion aril you r.~y 
\)() ?rSSU1'<'1Cl. t!'F.>.t yov? e:Z::'o:Y;ts d ll c,l-:73YG 1)8 l'(::)Ci:~J!.'OCcted.. 

6" e ex) sc t to ':.le 2 b 1 a ·i:D :i'dl!.1i &l yow. t~10 :GBS s<.:>.:::;es you 
lle:;ir'e r:J.e'C.in (_\ ·;·e~;).l: cnC trust tl.£'-t ;7D12 nil!, cor:CGlit:<_',.te yDltr cf:?o:rts 
0~1 ·L~'lB '):i-.,r:.Gt5.c:._~l ":-;)-,:~;: o:? c1eci}):i"tm~in::; tl1.crr:. 

Gr80';..'S8 O. Sf!'J.ie:C'II 
z:ejoJ." Generol ~ 
Ghi<:d' :JiG11S1 Offic CE' • 


