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Bubject: Guide Lines for Hecurity cm;ﬂica,tion

Tor AG Fromt B8/ASST (Mr. Friedmen) 16 June 5k  Comment #2
60493 /can.

1. 8ince the principles contained in Appendix B of the UKUSA Agreement
are mandatorily the basis of all owr regulations and directives foxr the security
and dissemination of COMINT, it is recomended that s detailed conmparative study
be mads of the subject Guide Lines and Appandix B.

2. A limited study hes been made. In an effort to make the proposed
NBA Quide Lines more completely consistent with Appendix B, and for the sake
of olarity, it is suggested that the below mumbered parts of the “Oulde ILines
for Security Classification” be changed as indicated:

SECTION 1 ~ QENERAL

Pags 3, Paragraph 3 - Underscore the vhole parsgraph.

Pege 3, ~ Insert the definition of COMINT (Appendix B, Page 1)
between paragraph 4 and peragraph 5.

Page 3, Paragraph 5 - The third sentence should reads "Initially, COMINT
meterial comes to ...

Page 4,Poragraph 5 - Recommended: “Cryptinteliigence is that COMINT whish
resiits from cryptanclysis of the systerm utilized by
mesgage originators to protect the traffic during its
transmission. This includes speech and facsimile
socurity systems.”

Paragraph %b - Recommended: 'Traffic Intelligence is that COMINT
which results from traffic analysis and from plain
texts. Thix imcludes COMINT produced dy sll means
short of the aetunl cryptanalysis of intercepted
commanieations.”

Peragraph S5c - Omit.

Paragraph & - Recommended: “Information derived from these processes
{cryptanalywis and traffic anslysis is ... "

Paragraph 6o ~ The second senience should reads ”... of certain high
level systems ax spscified by sxisting suthorities.”

Paragraph b - Recommendad: “Category II COMINT is lass sensitive
than the preceding category in that protectiocn of its
source ix not always the over-riding considsretion
and s ome vhich tan, by accepitance of a cialeulated
risk, be dlsseminated with a less rigid standard of
security.
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Page 5, ~"This category will {nclude ..... security systems as
specified by existing suthorities, It $s... "

Paragraph §c - Recommendad: "... low level COMINT as specified by
existing authorities. Materisl .,. "

Paregraph Ta - Recommended: ... mutuslly agreed upon by UK and U3
to be in other ecategories. This list ....."

Page §, Pavagraph & - Recommended: "As a means of further nssistance to
personpel within NSA the following classification
gulde lines have been established. Remember they
are only general in natuwre and that the classificstion
of sny given item must be established SOIELY ON ITS
OWN MERITS,™

Page T, SECTION II - ‘POP-SRERET-CODEWORD
Baction II should also {nclude:

"Crypt Intelligence except where specifically amsigned
to other categories.

"fraffic Intelligence involving such conmbination
{"fusion") of separatie Traffic Intelligence or other
Category II scurces a§ produces information whose value
is so great that security of content becomes the over-
riding consfderation.

"Material involving sensiiive collection procedures

ar the revelation of succaess against unusual, seénsitive
or complex transmission procedures and devices.”

Page 8, SECTION II1 -—POR-SECRET
Paragraph 6 -~ Cmit
BECTION IV - SECRET CONSHORD
Bection IV should alse includet
"Crypt Intelligence specifically assigned to Category II."
SECTION VII - UNCIASSIFIED

Page 11, Psrsgraph 1 - DNacommended: "... service cryptologic sgencies as
& vhole; sn? msscciation of NSA with the Bervice
exyptologic agencies as a whols."

WILLIAM ¥. FRIRDMAN
Special Assistant




