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‘3o A UKUS ceatemc to consider the improvement of the communications
security of NAIU countries was held in hashington, 5-12 June., USCIB 23/63, the
Cmfcronco Report, 1s attached as TAB "A",

2, CIA filed a paper, USCIB 23/67, vhich essentially dissented with re-ulu
of the conference, (TAB "B"). This paper was discussed by USCIBiC on 6 July, and
88 a result, CIA indicated its dissent would not be presented at the Board meetw
ing mlua the Diregtor, CIA, perscnully desired to raise the differeices noted.

3. A retuttal to USCIB 23/67 was preparsd by NSA reymeautive-. (TAB "C*)
RRENT CONSIDIRALIL )

4. USCIE is scheduled to vote on the conference results at the 10 July
meeting. ‘ :

5. The wain conclusions of the conference were essentially as followss

A, The diplomatie commnications of certain NATO sountries sonstitute
& potential source of valuable intelligence for the USSR,

b. Action should be tnkcn wuly to mt.i.ﬁ ull vulnerable communi-
cation security practices of NATO gountries.

6. An approach should be made to m P‘ranch govmt by the cognisant .
UR~US authorities with the objective of bdringing French Commnication eesurity wp
to an agreed UK-US standard; an approach to the NATD countries, other than francs,
should be made Ly the Standing GNup of RA”O, with tho Ubjm:lw &3 above,

6. Actions remaining as result of conferense:
8. The ocognisant US authorities must be designated.

b, In paragraph 104 (TAB A) it states that the means of improving comsmni-
cation seourity of commercial cipher machines, without redusing UK-US oonm',
would be & subject for further canc.tdmtim

e, In paragraph 21 (TAB A) it statos that the UK and US will formulste
agreed and detalled minimm se¢urity standards for YATO eowmtries.

d. In paragraph 24 (TAB A) it was suggested that a small combined working
group should be set up in Washingtomn, made up of intelligence, political, and
teclnicel interests. The exact composition and teorms of rofcrmn to be doc.tdad
by cognigant UK and U8 authorities.

7. It is recommended that the KSA mbor vote tor approval of the cmfcrenc-
report, USCIB 23/65. (TAB A) .

8. Approval, however, should be made with the recommendation that USCIB
appoint an ad hoc gommittes, somposed of US delegates to the recent eonference,
whose functiom will be to work out the d-t.nh for the US astion nnuniu from
the conference,

cet ¥r, Frisdman
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It is recommended that the Final Minutes of the 85th USCIB Meuting
be appreved as amended,
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l. A UK-US Comference to consider the improvement of the commmunications
security of NATO ocountries was held in Washington, 5-12 June. USCIB 23/65 is
the Conference Report,

2, CIA filed a paper, USCIE 23/67, which essentially dissented with results
of the conference, Ihis paper was diseussed by USCIBE:C an 6 July, and as a
result, CIA indicated its dissent wonld not be presented at the Beard meeting
unless the Director, CIA, psrscnally desired to raise the differences noted.

3. A rebuttal to USCIB 23/67 was prepared by NSA representatives.

he USCIB is scheduled to vote on the conference rosulis at the 10 July
meeting.

5. The main conclusiens of the conference were essentially as follows:

a. The diplomatic commmications of certain NATO countries cemstitute
a potential source of valuable intelligence for the USSR.

b, Action should be taken immediately to rectify all wulnersble ¢cmmuni-
cation security practices of NATO countries,

¢. An spproach should be made to the Fremch government by the cognizant
UK=US authorities with the cbjective of bringing French Commmnication security up
to an agreed UK-US standard; an approach to the NAIO countries, other than France,
should be made by the Standing Group of NATO, with the objective as above,

6. Actions remaining as result of conference:
a. The cognizant US authorities must de designated.
b. In paragraph 104, USCIB 23/65, it states that the means .of improving
comsmnication security of commercial cipher machines, without reducing UK-US
COMINT, would be a subject for further consideration.

¢. In paregraph 21, USCIB 23/65, it states that the Uk and US will
formmlate agreed and detailed minimm security standards for NATC sowmtriss,
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Item 2 (oontinued)

d. In paragraph 24, USCIB 23/65, it was suggested that a small cembined
working group should be set up in Washington, made wp of intelligenee, political,
and technical interests. The exact composition and terms of reference to be
decided by cognisant UK and US asuthorities. !

RECOIOGHDATION

7. It is resommended that the NSA member vote for approval of the
canference report, USCIB 23/65.

8. Approval, howsver, should be made with the recommendation that USCIB
appoint an ad hoc comnittee, composed of US delegates to the recent somference,
whose function will be to work out the details for the US action remaining frem
the conference.




