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UK-US_COMMUNICATIONS SECURITY CONFERENCE 1953

Report of the Operational Rquirements Sub~Committee

to the Exeoutive Committes

Security devices for I.F.F., Navigational Aids

and Data Transmission Systéms -

1. I.F,F, Security Systems

a, The present combined UK/US agreements for I.F,F. systems envisage the
use of S,I.F, with I.F.F. Mk, X as an identification system. Both
U.S. and U,K. have studied these proposals from the security point of
view,

b, The Sub~Committee recommend:-

(1) That the attention of the CAN~UK-US J.C.E.C.'s should be
directed to the fact that the securlty agencies of both countries
agree

(2) that the present proposal for using S.I.F, with I.F,F. Mk, X,
with code changing on Mode I, is insecure as an identifica-
tion system; :

(vb) furthermore that the peréonél and functional identities of
Modes IT and ITI could be a valuable source of intelligence
to an enemy.

(2) That the CAN<UXK-US J.C.B.C,'s be invited to restate the security
requirements for a system to operate in conjunction with I,F.F,
Mk, X, This specification should contain information about the
degree of confidence in the identifiecation required, and the
amount of risk which would be acceptable.

(3) That when the security requirements have been received from the
CAN-UE-US J.C,E.C.'s the cryptographic agencies of the U,S, and
the U.K. make JOlnt technical proposals for. & new ‘and secure
L.F.F. system on the following basis:-

(a) That if poss1ble it should be compatible with the Mark X
transponder unit

(p) That if (a) above is founl to be impossible they should, in
conjunction with the apvpropriate communications agencies,
recommend development of a new system providing the requirel
security. This system might have to be integrated with its
own transponder if this is desmed advisable,
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2. Navigational aids and Data Transmission Systems

a. It was assumed that security systems for Navigational Jids and
Deta Transmission Systems might be required for two reasons:~

(1) To deny their use to an cnemy in wartire

~and (2) To prevent the eneny gaining any intelligence from their
designed use by friendly forces.

b. No combined requirements for security systems for Navigational ALids
had been formally submitted to either the U.S. or U.K. cryptogrephic
agencies, Both agencies however, realised that such requirements
might eventually be formulated, and had devoted some effort to
theoretical stuldies of the possibilities of Security ideas for
particular systems.

(1) In the U.S.

() On Navigational Aids, some theoretical studies had been
undertaken under the General Research and development
programme in N, S, 4.

(b) On Data Transmission technical assistance had been given on
specific projects under development in Service ILaboratories,

(2) In the U.K.
4 start had been made by inviting all Services to submit
: details of Navigational Aids in use or projected, This data had
now been received and some amplification of specific items was

being sought prior to further deteiledl study.

Ce The Sub-Coﬁmittee agreed fhat

(1) Neither the U.S. or U.K. cryptographic agencies were at this stage
able to put forward any practical solution to these problems,

(2) The Executive Committee should take note that in both countries
it was considered that insufficient effort was as yet available
for the dctailed studies of these problems even on a
theoretical basis. Both Agencies would probably require an
increase in personnel or an alteration in priorities if this was
to be rectified.

(3) The entire field of I F.F., Navigational Aids, Deta Transmission,

“ete. represents a new fiell for which security must be provided,
It appears that completely new cryptographic techniques will be
required for it, Because of this and the peculiarity of the
signals, the use of the signals and the stringency of size and
weight factors, the development of the transmission portions,
control portions, and security portions of these equipments will
probably have to be done together. Therefore the attention of
the J.C.E.C.'s should be directed to the necessity for require-
ments for these special equipments to be stated to the
appropriate sccourity agencics as suon as they are generated.
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'@_’ . Report of the Operational Requirements Sub-Committee

to the Bxecutive Committee : ';

Security devices for I,F.F., Navigational Aids

and Data Transmission Systems

Ie I.F.F. Security Systems

The present combined UK/US agreeménts_x for I,F.F. systems envisage the use
of 8,I.F, with I.F.F. Mk, X as an identification system, Both U.S. ani U.K, have |

stud:led-these proposals from the security point of view.

The Sub~Committee recommend;-

1.  That the attention of the CAN-UK-US J.C.E.C.'s should be directed to the
faet that the security agencies of both countries agree
(a) that the present proposal for using S.I.F. with I.F.F. Mk, X, with

code changing on Mode I, is insecure as an identification system;

(b) furthermore that the peréoné.l and functional identities of Modes II
| and III could be a valuable source of intelligence to an enemy,
2. * That the CAN-UK-US J.C.E.C.'s be invited 1';0 restate the security
reqxﬁ.feménts for a system to operate in conjunction with I.F.F. Mk, X. This

spe'u.:lf_ioation should contain information:about the degree of confidence in the ‘

' identification required, and the amount of risk which would be acceptable,

‘3, That when the security requirements have been received from thé
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| CAN=-URK-US J,C.B,C.'s the cryptographic agencies of the U.S. and the U,K. make
Joint technical proposals for a new and secure I.F.F, system on the following

pasisi-
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(a) That if possible it should be compﬁtible with the. Mark X transponder
unit |

(b) That if (a) above is found to be impossible they should, in
conjunction with the appropriate communi cations agencies, recommend
development of a new system providing the required security. This
system might_ h_av‘e to be integrat;-d with its own transponder if this

1s deemed advisable,

II, Navi_gational 41ids and Data Tfansmission , Systems
1. It was assumed that security éystems-for Nevigational 4ids and Data
Transmission Systems rhight be requirea for two reasons:-

(a) To deny‘theif use to an énemy in wartime, ' A
and (b) To prevent the enemy gaining any intelligenée from their designed use

by friendly forces, |

2, No combined requirements for security systems for Navigational Alds had
been formally submitted to either the U.S, or U.K. cryptographic agencies.
Both age_noies howeve.r, realised thaf such requ:i‘.rem'ents might eventually be
formulated, and had devoted some ef‘f.'c_:x.-t. to theoretical studies of the
posaibilities of Security ideas for particular systems.
In t.he U. S, |

On Nav:i.ga.tional Aids, éane'theoretical ‘studies had been undertaken unier the
G;aneral Rescarch and deévelopment programme.in N.S,4. On Data Transmission
technical assistance had been given on _specific projects under Jevelopment in
Service Laboratories,
In the UK

-4 start had been made by inviting all Services to submit details of
Navigational 4ids in use or projected, This data had now been received and some

amplification of specific items was being sought prior to further detailed study.
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It was agreed that

(1) Neither the U.S. or U.K. cryptographic agencies were at this stage

(2)

(3)

able to put forward any practical solution to these problems,

The Executive Committee should take note fﬁat in both countries it
was considered that insufficient effor# was as yet available for the
detailed studies.of thése.préplems even on a theoretical basis, Both
Agencies would probably require an increase in personnel or an
alteration in priorities if this was to be rectified,

The entire field of I. F.F..,- Navigational Aids, Dats Transmission, etc.

represents a .new field for which security must be provideds It appears

that completely new cnyptographic-techniques.will be required for it.

~Because of this and the peculiarity of the signals, the use of the

signals and the stringency of size and weight factors, the
development of the transmission portions, control portions, and
security pertions of these equipments will probably have to be done
together, Thefefore the attention of the J.C.E.C.'s should be
directed to the necessify for requiremeﬁts for these special
equipments to be stated to the appropriate security agencies as soon

as they are generated, .
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