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From: Berlin
Tos Kebul.
14 April 1944
GEC

Yo numbpsy

CITISSIME.

&

In reply to telegram of the 1lsi, #177.

Below, the BIEFANT radio ﬂata‘&re translated:

The radlo version of the MARY-ELEFANT commnicetion
pilans '

MARY calls daily at 1930 GMT an freguency A which

' i

Le 5891 kilowycles, EIEFAR? snawors on Irequengy # whichis
5945 kilocycles; at 1530 GNP, MARY on frequency B which s
(7928%) 5 kilocycles, ELEFANT on lrequency L which im Gebl
wilocycles; &t .5 GMI, MARY on € whick is 14150 wnGenD, BLEFANT
on 7 which 15035 --G--. |

'Fréquancies\by 6sA plug frequency istter.

Call-signs of MARY: MARY calls: Moucwy PLE, Tuesday

.

OHL, Wednesdey DQM, Tiniesday YGW, Ivlday HRU, Seiurday 50z°.
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Callsigns of ELEFANT: ELEFANT answers: Mondsy MZR,

fuesday CKS, Wednesday FLX, Thursday BJN, Frid&y}DVA,
saturday BTU, Sunday ERY.

Key phrases: | \

MARY to ELEFANT;d When folk wed they nesd moow
[sic] than =. bed. ELEFANT to MARY:¢ The ravest thing in
the world is truth.

Emergency phrasesi, ]

MARY to PIEFANT: @ We often prefer the ideas of
progresé, ELEFANT to MARY:9 He struggled for s bgtter
social liefe [sic].

The radio aspect of the NARYFELEFANT cipher in-
structionss

A. The baslis:: a phrase‘Sl 1etters long, for
examplazd His trmubles were rum and rheumatism.

B. Pr%p&ring;the cipher materisl:

| 1. The phrase is diminished in such a mannher
that each letter appears only once, that is, of letters
appearigg more than once the flrst one rea%ing from the
left vemeins: HISTROUBLE WMAND. This diminished phrase 1s
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inscribed in a -gquare consisting of 2% cells and the letiess .
not appearing in the diminished yhrass, omittlng @, are

gdded in 1exicographic order. Oubside the sguare, on each
N -
gide. those letters are to be written wvhich eppeer on Lhe

opposite margin. The sides of the square are to be Ladli-

catsd hy the figures 1 to 4.clockwise beglanlng &t the TOD.
Tz 3 tters contalned in the sguare, read from left ts‘“i%hig
gre: 1st line HISTR, 2nd line CUBLE, 3rd line WMARD, 4th

o9

line CRGJK, 5th line, PVEYZ. The letters cuiside the agusre
on side 1, above, from left to pright are PVXYZ. On slde 2
{(right) reading down awe HOWCP. Relow, on side 3, from left

to right, areHISTR. Left, on side L, resding down, eyrc REDRZ.

-~

. Fpom the undiminished phrase (see 4) a numsrical
sequence 1s formed by indlcating fyom the jofl
«ith 1. the second A with 2, the th.rd A with 3, etc. When

i saved with s .

e

there are no more A's, the first 3 &
followilng nuuber, etc. The nuﬁ”efi@ml seqguence resuliing
under the phrase is: 9 11 23 20 19‘“}\ 58 3 13 5 2h 1) &0 7
21 29 34 1 17 4 22 1¢ 8 30 15 2 27 2 2F 16,
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C. Enciphering.

1. Tbho plain-text ls divided into groupgs of

% letters each. Ag the begluning end end of the plaln-text

<

1s placed an arbltrarily chosen word, whi~nh is diffevex ¢
. \‘/

in each message and which is‘sepafated {rom the mességa
proper by the letter . Beaides, the last group is completed
with arbitrédrily chosen lefters: POOKQ THESE CONDB RITIS HALWND
vRTDDI VIBIO NISIN QCALC UTTAQ FLOWE RYCIK. This plain-text
is enciphsred with the aid‘of the square‘ebtained in
gecordance with @afagyapn Bl. The first lsuvter, B, iz founl
and replacsd by the 5 above it; the second letier, 0, by

the U to the right; ile third, C, by the W uader it; and

the fourth, K, by the J to the left, vhilile tns fiftﬁ 1ettar\
remsins unchanged. The sizth letter, T, iz <trested llke

the first, etec. When bthe leitter (. whlch iz not contined

~

in the square, appears in the plaln-text, 1t iIs to be ta

El

ken
over into the intermedlats text unenciphersd. The sencipheriag
opder of the other leitters, howevar, iz retalined.

2. The intermediate‘text thus derived is wribten

directly in lines under the numerical segusency obtelaed in

\
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sccordance vith paragraph B 2, begloning under aunmbsye 1 in

the zequence 1f the mesamgge 1s to be sent on She {irst day'
of a month, beglrming under number 2 in the ssglence if

it is to be sent on the second day of & wonth, ste.,
beginning therefore on 12 April under the 12. Accordingly
under the lest three numbers in the Flvet line are the
letters -8UW; in the second line, beginniung at the bsginiing,

JQYIDIEWUJNBZBSLUSPNEWOIHENIFSBE; in the third line, beglnaing

SN

sgain at the beginning, OLSBHNQFGEC IRLNQMEWDEZ

A

'BK. Whe
last letter, K, 1s under the number 15. |

3. Thls text i& read out by colnmmé followling fhe
vumer @l sequence, beginning under number 1, and i azxsip
written in lines under the numerical seguence, beginning
under number i in the first month of the year; beginnlag
under number 2 1in the second montih, ete$; begimﬁing THEDE -
Fore under nuwber 4 on 12 April. Thus under the last 11
nuwbers in the firat line are the letters NWIWFWEJBZR, in
the second llne; beginning at the beginning, LUHEPJOIZQLSS-
TG PENKWHEDINDESLHQO; and in the bthird line, teginning agein
at Tthe beginnlag, the lLetters ZYSNCUBIBFEQSMEBBI, The lasi
ietter, I, is under the number 14. .

German
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number and the group count prefiwed, 1t 1s writtsi out

’ () wARBEP A ekl 45 0@

T 9ED)
reemis) a0 db JINN

Y. This text is agaln read out as described in
pavragraph C3 and, with an'avbitrarily.chosen two-aiglt
ready for transmission. The eSSBS then reads: NRUATGRIZ.
WESZI NELFU SPEWN LZIIM YBHQR KIWHR OHOUJ CGMLIE WDHSS
FZQPY JLISN BFDSQ. ‘

D, Deciphering.

i. The npumber of lettera of Ll megsage
iy determined. A corrssponding number of cellis le marked
off under the numerlcal sequence, beginning‘under the ;
in the {first monthpyunder the 2 in the zecond @onth, QLT .,
heginning- therefore on 12 April under the 4. In the exawple
there are 60 letters, of which 11 are in the fivst llne, 31
in the second and 18 in the third. In the merked-off c3lls
the ﬁessage is inscribed by columns hegl:ining &t the 1.
Under the 1 is the letter W, undar the 2 aré the letiewrs
ES, undsr the 3 phe letters 41, elc.

2., The numbey of celle corrospondiug to the

\ .
nunbeyr of letters, 60 in the example, ere to he marked off
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3 oa -
rage ©

WAR DEPARTMENT

This sheet of paper and all of its contents must be safeguarded with the greatest care.
Utmost secrecy is necessary to prevent drying up this sort of vital intelligenca at its source.

Y



once wore under the scquence, beginning under number 1 ox

the fiest of the month, under number 12 on 12 April. In
these marked-of 7 cells the texy obtain@d under Dl and .

read out by llnes is to be inscyibed bv columng followling

]

the sequence. Under aumber 1 are then NV, under number 2
under 5 WF, etc.

o

3. The text thus obtained 1s di ivided into groups of

fa

5 letters and declipherad with the 'ald of the square describe
in Pl. Only the numbering of the sldesz of the sguare is
changsd: 1 becomes 3, 2 becomes 4, 3 pecomes 1 and 4 becomes
2. The first lettér, S, 1s replaced by the B bslow 1t, the
sscond letter, U, bj the 0 to the left, the third letter, W,
by the O above 1t, the fourth letter by the K %o the »lght,
The fifth letter, Q, ;emains uanchanged.
#., Remarks:
1. ’Two megsages wlth the sams nmumber of

lettenrs must not . be enciphered on one day,

2, Every deviat jon from or alteratlorn of

this system endangers'its gecurity.

a. T 2777. . V
. Seems to be "GMT" instead of "kilocycles'.

HOFFMAITN .

¢. Sunday omitted in text. g. 18 omittaed ir ters .
d. The follovwing phreqe is in English. f. 50 speiled in tewt.
Inter 18 Apr 45 - (#) Cerman - T 2925
Rec'd 18 Apr 45 _ Page 7
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