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IDOJW!DUI! FOR THE VJI!II!!RS OF USCIB: 

Subject: 

Reference: 

Enoloaurea: 

!.SIB Proposals Re l"rench Security. 

Letter from Chairlan, !.SIB to Chairman, USCIB, 
on above subject., l2 December 1950. 

A. Report. et.c. 
B. Draft ot letter to Chairman, ISIB. 

1. With re1ard to paragraph 7 (c) or the reference, which was 

considered at the Fifty-ninth Meeting or USCIB, tbe attached report 

(Enclosure A) has been prepared, at the direction of DIRAP'S.A, to 

eerve as a u. s. position in discueeiona with British representative& 

on or about 1 ~11 1951. 

2. It is requested that the attached report be considered in 

connection with Item 5 ot the agenda for the Sixtieth USCIB Jleeting, 

to be held on 9 Februar,y 1951. 

3. a. It should be noted that the attached study is roesponsiw 

to the enclotrure USCIB 14/112 and is therefore confined to the French 

diplomatic cipher security problea. However, as pointed out in 

Par. 1 of the Enclosure "Bn to USCIB :U../ll8, it is clear that cipher 

insecurity permeates the entire area ot French caraunicationa, includ­

ing military, naval, and probabl.Jr air cOI!Uiftlnieatione as well as 

diplomatic. '11teretore, even though the u. S. arrl the u. K. have 

alread7 provided the French militar;y authorities with secure Cl')'pto-

aad~t.u 
graphic machine•/~ Trl'EX) and are now considering providing them also 
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with the CCV tor the tranaission or international trattic dealing 

with Western Union and NA'l'O affaire, the securit)" of wboll.y intra­

French mil!tar,y communication~~~ on related or purely national subjects 

will remain seriously inadequate and thus will jeopardize the security 

of NATO, purely u. s., pDrely u. K., and u.s.-u.K. communications. 
ia 

Hence, it/clearly insufficient to overhaul French diplamatic cr,ypt.og-

rapbT, am the eecurit,- problem must be resolnd in respect to French 

C!'1Ptographic ayat.ala in all a.reaa, military. n&'fB.l, air, etc., ae 

well as in the diplomatic area. 

b. It is therefore reeOilllended that the agenda for any 

diecusaiona with the Pritiah on the subject of French diplomatic cipher 

insecurity be broadened to include all French CJ7Ptograph1e canmunica­

tiona and that a prc>pC~aal to this effect be made to the chairman ot 

UJIB. Enclo8Ul"e B is a draft of a letter embodying such a propoaal. 
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EARL E • STO!m 
Rear Ad1nir&l, U.s. Navy 

USCIB Coordinator 
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DRAFT 

SUbjeet: TRE INSECUR!T!' 01" P'R.EMCH n IPLOVA TIC CIPHEHS 

In accordance with Paragraph 7(c) ot SB/78), the plan which APSA 

haa worked out is tmlbodied in El'lclosure ll. hento and is forwarded in 

advance of the conference to be held early 1n 1~1, ae proposed in 

the paragraph of reference. 

2. a. !t should be noted that Enclosure A is rtUIJXmeive to 

SB/783 and ia therefore confined to the P'rench diplomatic cipher 

aecuri t.7 probl•. However, a a pointed out in Paragraph 1 or the 

Enclosure "B" to Enclosure A, it ie clear that cipher inseourity 

permeates the entire area ot P'l"ench coaaunicatiOS'U!J, including milit.&.r71 

naftl, and probablT air oomrm.mications as well as diplomatic. There­

tore, «en thOiflh the U. s.. and the U. K. have a.l.ready pr-ovided the 

French a:Uitar,y authorit.iea with HCUJ"e OI'J'PWgraphic machinee &lid 

syatema (T!'PEX) and are now conaider:lng p1'0Yiding them also with the 

CCU tor the transmission ot international traffic dealing with western 

Union and NATO attain, the security ot whol.ly intra-P'rench mi11t&r7 

conaunioatioaa on related or purely national subjects will remain 

aeriouel.3 inadequate and thus will jeopardize the security ot NATO, 

purel7 U. s., purely u. K., and U. s.-u. K. conmmications. Hence, it 

ie clear~ inautfioient to overhaul ~nch diplomatic cr.yptograPhT1 

and the security problem must be re•olved in respect to French orypto­

g,raphic systems in all areaa, mili t.a.ry, naval, air, etc • , ss well aa 

in tbe diplomat.ic area. 
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3. USCIB therefore aeeka the oonCVJ"enoe ot !SIB to expand the 

ecope of the conference to be held earl.7 in 1951 to inclllde diacu.saiona 

reprdi.ns action NqUired to improve the aecuri ty ot French govern­

mental comrmmica tiona in all areas. 

4. The plan which ~.IPSA has worked out as regarde the :iJipJ"'noMR\ 

in French d.iplomatic OOIIII'mlnioatione (Enol081D"e A) is readily euacept­

ible of application to PTencb military, na.nl, and air communica.tione 

or the highest echelons down to and 1nclud.in8 thoae of headquarter• ot 

Diruion. Should the discusaiona a.t the forthoomil\g conference exteDcl 

into the field ot tactical communications ot formations below t.hoee 

equivalent to d1rlaion headquarters, it is probable that the recom­

mendation. which would be made to the French authorities concerned 

would have to be eDJ!Jined in the light of what diacloaures would be 
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