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2, Fran en over-all consideration it is concluded that if the French

I wed) be s
/A{iplomtic wyptogaphic gystems are to be improved. tho—felhwing ts neoosaars;\.
@e Replace the current Fronnh‘ I{ijlmatic ﬁstems with secure systems;
b. Provide adequate tre;.ining in the nevw gystems for French c_nrpto-
graphic persomnel;
Ce Establieh #ppropria‘oe commnications security procedures in the

French Foreign Officel ., .., W



4, Maintaln careful technical supervision over the Frtnch,ﬂ/iple-
matio communications.

3. In regerd to the current Frenoch systems, it is concluded that ob-
sexved French cryptographic practices in system design and distribution
provide direct evidence that the present cryptogrephic organiszation does
not possess the necessary oryptenalytic apprecietion te insure provision of
systems affording adeguate cryptogrephic security. It is slso concluded

aeg Wmﬁa‘t&\.&.
mt,myﬂi‘ infrequently used one-time pad system; none of the Fremch
: -4

/l‘;plmtio aryptogreaphic systems poss.sl?’yauffiohnt inbherent security to
poxmit f\ho;. improvement to & point vhnro,\thr may be ommsidered agceptadls.
It is therefore necessary to discard the current systems and replace them
with other systems besed on better aryptographic prineiples.

k., In regard to 2b, 20, and 24 ebove, the ourrent prectices of the
French shov a lack of appreciation an their part of the impartance of these
points to communiocations security. It is felt that able technical assistance
from outside the rx-.my;,fﬂipmuo eryptographic service will be required
if adequate mecsures are to be inmugurated in regard to these points,

5. In view of the foregoing, it is cenclnded that & coamplete "house-~

weukd e
olsaning” of the Fremch Cryptographie Bc:r’!tuhér necessery. This would
involve not only informingf) the French that their present systems are oen-

o whuedn
sidered insecure but also ¥ estebliahing of o basis weessie the French

vould be provided with eppropriate technical assistance to emzble them to
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3
reeorganise their aryptographic amervice to insure secure handling of oonmuni-
EO 3.3(h)(2)

ot lons PL 86-36/50 USC 3605

T. The British in the paat have hed many oontacts with the French

eryptologists. It appears sdvantageeus that, if the French are approeched

( , S EO 3.3(h)(2)
donse wealoderndly omd w»,iut,w? PL 86.36/50 USC 3605
on this matter, it be M’\WS by the British. .
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Yo 1ol
Suak 2 couwse of aotiom weuld mnnt‘\additiml sdvantages simes—is (a)
A w62 unestivannte dusclne
A‘.""“"“"““”"‘""“*"" the J
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F {h ]J;anbn_nm_ﬁmd% 86-36/50 USC 3605
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agenoles axre the only losers. If, howsver, the French are anly W

. partlally penetrated, the action disoussed sbove will be of advantage in

Nduses Fog g o

that it will loocalizxe and oonsoqumtu,\n&nmm information obtained

by the msaim.%w CoMINT ofexatows,
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