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OF 'l'HE 

U.K. - U.3. CCJfFf!JiliNCE Oft SF.X:Ukm OF .Ffta'lCR CCIIMUNICATICiro 

H:':U> AT ·.;ASHINCT<m, lilA! • 14 HAl', 19Sl 

b. 'l'd asaoaa t.he e.dvo.nt~os and dleadvanta.gen ot such an app~aohJ 

c. To develop, it an approach should be madeJ 

(1) a spuclf'ic ple.n fol' !mptvving tho securit,y or French caa-

unm.tcations, and 

,(2) a opocit!c Pl"O(:I'SJU ror approachinc the r·nnch Govenwent. 

2. See Jmcloaure "S". 

3. It ia eonaluded that: 

b. In Yiew or t.he facts that -

EO 3.3(h)(2) 
PL \.86-36/50 USC 3605 

\\\\ 

(1) the U.K. and the U.S. Oovemment.e, through the moahcnism ot 

NA'tol lhaveuinitia~eduactlonuwtlida ~~i6~i~~~~ USC 3605 

is expected to correct in large measure the insecurity or the im-

pgrtant cryptocomnunicationo ot the Frenoh Amcd Services; nnd 

(2) aey correction of ~he remaining important areas of insecu. 

rJ.t.i ot the cmt,ocamnuniclltiona ot the Frenoh Amad Semceo \«»ulcl 
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REF ID:A522570 EO 3.3(h)(2) 

2 EMVI!{>P SE(~ll:ET CAP,OE PL 86-36/50 USC 3605 

807 direct approach to the French Govemmmt ahould be reetrlcted 1D 

scope to the iltprovement ot the oacurl t7 of tbe cr.vptoCOIDDlQica.tlODa 

ot the Fnnch "·.F.Ao 

c. !he Cr.n1tographic SerJice ot th9 French M.F.A. does not po .... 

~the neaeiSUJ' c~VPf;811al;rt.io knowledge to inaure proVision ot qat_. 

"); atfoJ'd1ac adequv.t.e ci7]Jtograph1c security, or, it it does poalle88 t.M 

requieite Jmowl.adge, the 1ntormat1on ie not. being applied or properl-Y 

anplGJed. 

d. fbis dtuaUon can be 1JiproV6d onq b7 a drastic end «J:peDidft 

A )~rawdsatlotl ot the CZ7Ptographic Service ot the French H.r.A. aad 

'JY approprl.ate ~.'epl.aoanent Of its cr,yptograpbiO sy8tfOB and praot.ioea. 

e. lQ ,.,rder to assure a realization by the P'reneh M.P .A. of the 

neceaalt)' ·:or such a clrast1c overhaul ot cxyptographic eyataaa and 

praotta. 1t v111 be nece1Bal7 to bring the situation to the att.ucn 

ot the X.F.A. in a ~UDDer so d1'811Atic as to shock that Kild.etr,r 1!lto 

takiq ~ 8Dd etteot1ve action. 

t. tt a shock of the clegree necoooa17 to prod.uca ett•ct.ive aeU.on 

1 

1 
~~ .,. P*11>1•/ 1~2 is~J~~~~ usc 3605 

~ / \ i>b!.o t;li'P" of approach t.o tiM hoDah ,.U 

, be . ._. old'v1MbleJ however, tor reasons eet. .tort.h 1n paragraphs 2S and 

:t6 ot taoloare •aa (fAB A), an approach o.t th1e eort. would t• 1aecleqaaat.e, and 

an appJ:OaOh ilrvolv:tnJ aucb l'8Y1Wlt1on must therefore be~~ 14th c.-
ead.taat. r.l.lka ar.l.etn& hom general lnaecur.l.t7 1D tho French OcweiMIQt. 

I• D pnseat the French Government 1e inttltrated 'tlltb Cce••alata 

obbel" 41al.o1&1 or untrustwort.~V pereonnel, 1e subject to~ in

t.emal d111MDSlou, aDd 11 cueleea of it.e om MCQr.l~ to a dqnil .... 
' 

1ta. o'Jaea1f.te4 Jzltomation 1a eer.Loaaly 1n daqer of leaJcaSe. 

h. Althoqh dlreot evidence is l.ac1d.Dg th8t Ccmmuniata 1n Fnaoh Oatem-

• 1 JBCt poaltiou anc1 U.s.s.R. agents have paeaecl clusif.lad 1DtoJUticm 1n 

~ ~ \0 tbe u.s.s.a., 8llah pae- ot :lllto~ - be -·•· 
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REF ID:A522570 
T0 1

" S_ECRE1~ CA "iOE 
1W SBefaiH eAHOE . 

1. The principal risks to the U.IC. and i.he u.s. Govemaeata 1JI _,. 
. E~.3~~ 

approach to the French Govel'IJIIeu.t 011 tbe IUbject of tbe in8ecar.l.fi7 of PL 86-36/50 usc 3605 

ita cc:mmmicatione arer 

/ 

lS 

( 

(3) Disadvantageous political repercussions; 

(4) Pressure rran the French .ro~ follaboratlon~ ~~ i6~i~~~~ usc 3605 

j. frovided the condi tiona set forth ~ paragrapba 46 through 48 or 

1
Jf2""A Enclosure "B" (TAB B) for minim1z1ng these rls.ke can be met_, an app:roach to 

the French M.F.A. is warranted. 

k. Since the report ot the Tr!part.ite Group now st~ the intemal 

(\_ --\ .... ..- security or the French Government mq well add to our knowledge 1D this 

'-f'l'"'· regard, &nT approach to the French lt.P' .A. should be deterred pencl1ng con-
EO 3.3(h)(2) 

siderat1on of that report o PL 86-36/50 USC 3605 

xi l. The urgency tor improving the security ot Frenchl ~~-

qvJ· , cations is such that a program to this end should be undertaken as aoon &IS 

-~\~~-PoSSible • 
m. The specrl.tic technical plan tor the replacement or insecure ci'1J)to

graphic systems and practices or the French M.F.A. (set forth in Enclosure 

. _) /.o_"A") should be presented to that Ministry in accordance with the approach 

~\,;\»-=set forth in paragraphs 49 through 53 of Ehclosure "B" (TAB C). 

~r· Implementation of the plan will require the long-temloan to the 

~ French of a limited amount or U.K./U.S. cryptographic equipuent. (This 

[.!;) loan should coneist initially of about 20 Canbined Cipher Machines (cCM); 

subsequently 60 additional CCM should be eaN~arlced for this pu~se, the 

latter being phased in consonance with NATO needs.) 

-3-

NSA Forno 181-(135 1 Jul 57 TOP SECRET Cl\:NOE 



' 

TO'P S~~R~~2t3~~0E 
'I'OP SEiSFM 6AHOI!I 

o. This problem should be kept UDder cont.1nuous review until ad&

cision to approach the French has bean made and the plan baa beat 111-

plem.ented. 

4. It is recoaaended that: 

a. The above conclusions be approved; 

b. The proposed approach and plan be implemented whao ~IB and OSCIB 

have agreed that the requisite conditions have been met.; 

c. The respective Chaimen of l:)IB and USCIB and/or their DDIIdnees 

visit Parls in order to brief the U.K. and the U.S. Ambassadors and also 

to participate as required; 

d. WIB and USCIB keep this problan under continuous review, and take 

such implementing action as may be agreed to be necessary; 

e. The U.K. Government provide eight and the u.s. Govemment. twelve o~ 

the twenty CCMs required for initial implementation of the cryptographic 

planJ and that the additional sixt.y CCMs be provided by the two Qoyem

ments in a program phased in consonance with their respective NATO 

commitments. 

-4-
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TAB "A" 
EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

AITROACH TO TH-~...;;F.-;li-;:"':::c~~:!:::=========;----11 
25. An approach to the French I I hi• been tor,.._ 

sidered, suc-h e..n approac~ to be re•trtcted to olferin£ tl•e 'NGGh tt. .. t .A. 

crypto~raph1c material 9 including mac:hl.Ma, .... 1 _____ __,.;... _______ ____.1 

2!J.. Such an arpro1.ct: is deaned inadvisable tor tbe tollowiftg reucna: 

'!. The impact or. the French is likeq to be too teeble to etteet. the 

desired resulto A drastic overhaul or \he Crypt.Qgrafllte ;;.ervic:e ot the 

French }': .F .A. is needed and th1a would requir.r the ,..uocation ot additional 

funds which tr.Ould probably not. be torthcOIIing Wll.eat~ the Fr.cb receive a 

major shock. 

b. Even it the French acquieac•d, t.here wou.ld, in the abaece ot 

assurances of improved aecur1t1, remain the poeeibU1t7 ot t.he u .. s.S.IL 

aequiri ng the necessary CI'JPtognpuc •ter1ala through l'lethod 2. * 
e. Any half hearted approach mi&ht. p-eJudice a later approach band 

L...--------------~'/turthei'IIIOJ"e_, a.qy approach by etag• llieht lq 

the U.K. and the u.s. Governments open to French accusationa ot 1neincerit.J'n 

d. Acceptance by the French M.F .. Ao ot participation by U.K./U .. s. 

experts in the necessary drastic reorganization of ita Cr,yptograpbic 

Service would not be likely to toll~ this approach~ 

e~ The necessary number or ciJiter machines tor this purpose is not 

available to meet French needeo .E.VW1 if they were available, it could be 

anticipated that other NATO countries would make similar demands ldlich 

could not be meto 

*Bf obtaining ph7Bical possession of the Cl')'ptolllaterial (key liste, code books, 

etc.) necessary tor direct reading of the intercepted traffic .. 
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TOP EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

46o In order to induce the rreuch ti~F ~Au to Wliertake ~ drastic overhaul. 

required tbr real improvanent in its ccc::amwUcat.i.ona seciu'it7, any U .. K. or U,S" 

approach should be calculated to shock the Hinistry into maldne a major effQJ"t.,, 

It ia considered that t.he on}¥ e!!eeti~e and practicab1e ahoek/ 

I / 

47o Revel.ationL-1 ___ _.lentc..ils sudl grave risks tllat it should be subject 

to tb.e coud1 tions outlined. below: 

a.. Prior to the initial approaQh tbsre must be Y&l.id 1Ddieot1ons that 

the French HoF'c""" an4 those other Freh.~h Government Departmmta and Agau:i.$s 

which have aceeee to MoF .,A., caonmications containing intb maation handled on 

a claasitied baais by tile U, .Ka or the U.S .. Govan111111eta haYe the intl!llt and 

capabil.it'if to utabli.ah arrang81118Dts to protect this Wcrat1CGi tbeH 

arrangemmta must be su.Itioimt 11 :in the agreed opiniao ot the U.l" and the 

U .. s. Oovenamte, to Jerrant mak~ an initial approacbo 

b 0 '.ftle initial approach JllUIJt be made at a point of CCQt.act 1a tbe 

Fnndl K.l' oAo, 1111lic:b contact. ia discreet9 reliable, anc:l at. a 1..-.1. ot 

Rfficient authority., 'lllia contact o..hOI) \<\ ~t., intcmaed: 

Form 781·C13S 

(l) 

(2) 

{)) that.~ 8hould he not bel.itrYe t.his eta.te-.t., a <lemonetratioD 

will be g1wn to h\s experts provided he wUl give 

aaauranou that his 111nistry will: 

(a) unclertake an energet.ic program fbr reorpnisatioo or its 

Cryptographic Service and appropriAte replaccmt of ita 

present oryptographie ayat.a and pract.1cea; 

(b) accept without quali.ticaticm lftCi pramulpt.e U .. IC/U.S., 

eaaa1tial, standards ot sec:urlt7 ill eaab pbaM and aspect 

ot the progra; 

(o) accept ci1reot u,.K .. /U.s< part.icipation m C~DCUtma the 

progJWB, :lncluding participat.i<ll'l en a worldnc lnel by 

repreeentativee qwtlifie<l in the i'ielcl of general sec:urit.J 

u well u all aepecte ot coaramiDat.ioas seaurit.J" · 

TOP SECRET CANOE 



TO<Pz SE~t¥~A~~OE 
TQP SESf@t' AOORJJ -

EO 3.3(h)(2) 

TAB nan .fm:iTINUc.Q 
PL 86~36/50 USC 3605 

Co Should 

be unnecessary to convince the contact as to the 

nevertheless.~~ before any further steps in the program are undertaken 9 

the assurances set forth in paragraph b(3' must still be obtained .• 
EO 3.3(h)(2) 
PL86-36/50 USC 3605 

48~ In informing the French ~~.F .. AQ of details ... l _______ .... tof its 

cryptographic Byst.ems, it is essential that a.s little information a.s _;::ossible 

be divulged \ 

J 'These should be selected so as to reveal the minimwn amount of L------
technical information, which should be restricted to the level of 

L...-----1 systemso If any disclosure of._l _____ ___,,info:rmation relating to 

L-------------~~oul.d b~ f~und necessary in order to i>Otain Fr..nch 

acceptance to the conditions specified in paragraph 47b!' such. disclosure will 

not be made without prior agreement between the u.r.~ and the V .s. Goverr..ment.s~ 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

• 
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. . 
TAB 11 C11 --

MEANS OF APPROACH 

49. An initial approach to the KnF 8A., at a level of sufficient authority 

offers a ehoice between the Minister and the Secretar,y-General, It is con

sidered that the latter -would be the more ruitable point of izl;ltial approadl 

tor the following reasons: • 

a.. The Secretary--General 1a a pe1'111Bllent official, 1GUe the Minister 

ie liable to replac ... nt ; 

b, Ae a Department official, the Secretar,y-G·enoral is more likely 

than the .-J.nater to take a cOillprehensive and. continuous view of the problem; 

Co The outstandiJJ& personality and known reliabllit7 of t.be Secretary

General, M~ Alexandre Parodi, are bell.evetl to be sudl aa to otter good 

proepects ot effective implementation of th• U.K./U.So pLan. 

SO o All eubaequent widening of the circle o! ciia cuss ion will require 
EO 3.3(h)(2) 

precise definition and prior U.l~/U.S~ a8rHJJ~ento PL 86-36/50 usc 3605 

51, \'he nrioua risks arisin& 

require t.ha 
~--------------------------~~----------------~~---, 

but not. both., the lo£ical nominee being tbe U .K 

the French haTe been a•aociated. in tho pe.st, 

52, There wwld be clietinct a.dvanta.ges iD a U.K~/U .. So Joint approacb 

baaed on joint. coneultation and Joi.nt reco~~~~mdati~ne in the light of the 

~----------------------.....1~/In view ot the fact that a considerable effort 

on the part of the French ia required, the max1!111111 available pressure ESt 

be exert. eel. 

53., lna811U.ch aa the U.K" and the U~S" Ambassadors in Parie have alread;J 

been apprised or this )Z'obl• and in view ot their ot!icial po~~iitiona, it 1a 

logical tbat the7 should mke the initial approach to M. Pa.rod1o 
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·:··. 

... 

.... 

OF THE 

U.K. - U.:;. CONFEltLNCI:; ON SLCUhi'rY OF FI!UlCH COI-If·IUNICA'riCNG 

Hil.lJ A!' i.ASH.INGTON, 1 I·1AY - 14 HAT., 1951 

'rl-lh Ph03u.M 

1. Tc consider the insecurity of French Government COIII!lunications -

a. 'fo determine 'tthether the French Government should be appz'Oached 

tlith a view to improvinc it~; communications security, e::.pecial.l,y that ot 

t.be r~n1str,y of l''oreien Affairs (t·:.F.A.); 

b. To assess the advll.llt~cs and disadvantages of such an appl'('ach; 

c. To develop, if an appr'Oach should be made: 

(1) a sp~cific plan for irnpt'Ovine the security ot French com-

munications, and 

(2) a Dpec1fic plOJ:ram for· appl'oachint~ the lt'rench liovemment.. 

FACTS B~:AhnlG ON T:t-; Pj.QBIJ!l{ .'JW UIS~.;U~1SION 

2. Gee I~closure "ll11 • 

· ~ONCW:3IONS EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

. , . ], It 1e concluded that: 
n':r-;..l.-: . ........_·'----------------------------------'.....---, 

\\\\ 

, .. 
b. In view or the facts that -

(l) the U.K. and the U.~. Governments, throueh the mochunism ot 
' ' ' 'j i .. ' 

·: · ·,,.: · ... , NAi'O IL...-____________ ___.1-bave----inittatea···a.ct.Ioli--whiclL 

is· expected to correct in lar~e meaSUI'C tho inaacurlty or tile 1m-

portant cr.rptocommunications or the French ADned ~e1vices; and 

(2) 8113' correction or tile remaining important areas or insecu-

, . ;; ., · rit.7 ot tl1e cryptocommunicatlons ot the I<'rencll ,·~nnod Serviceo \orould 

,.,' 
'. 

:\L .. 
f~ . . ' 

• For~ 78leC13S TOP SECRET C.ti .. NOE 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 



t' 

I 
I 
I 

I 

a.v direct approa-ch to the French Govemm~t should be restricted in 

scope to the improvement or the securit;y of the cJ'l'P"t~~cations 

of the French M.F.A. 

c. The Cryptographic Service of the French M.F.A. does not possess 

the necessary C1'1Ptanal.ytic knowledge to .insure provision or systems 

affording adequate cr.vptographic security, or, it· it does possess the 

requisite knowledge, the into:nu.t101i is not being applied or properq 

employed. 

d. This situation can be improved only by a drastic and expensive 

reorganization ot the Cryptographic Service of the French M.F.A. and 

appropriate replacement or its cxyptographic s;yatems and practices. 

e. In order to assure a realization by the French M.F oA. ot the 

necessity tor such a drastic overhaul of cryptographic syst•s and 

practices it will be necesaar,y to bring the situation to the attention 

of the M.F .. A. in a manner so dramatic as to shock that Miniatr.r into 

taking s~y and effective action .. EO 3.3(h)(2) 
PL\.86-36/50 USC 3605 

r. If a shock of the degree necess&lf to produce effective action 

were possible 

this type of approach to the French vould 
~----------------------~ 

be most advissble; however, tor reasons set .forth in paragraphs 25 and 

26 ot Filclosure "B" (TAB A), an approach ot this sort. would be inadequate, and 

an approach involving such revelation must therefore be employed, with con

comitant risks arising from. general insecurity in the French Govemaent • 

.g.. At present the French Govemment is infiltrated with COI!IIltD'lists 

and other disloyal or untrustwortbT personnel, is subject to violent in-

temal dissensions, and is careless of its awn security to a degree where 

lts classitied into1111&tion is seriously in danger or leakage. 

h. Although direct evidence is lacking that Communists in French Govem

ment positions and u .. s.s.R. agents have passed classified intoxmation in 

volume to the U.S.S.R., such passage of info:rma.tion must be assumed. 

-2-
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1. The principal risks to the U.K. and the U.S. Govemaents in 8IV' 
· EO 3.3(h)(2) 

approach to the French Govei'DIIent on the subject ot the insecurity p.[ 86-36/50 usc 3605 

ita cCIIIIIlUni.cations are: 

(3) Disadvantageous poll tical repercussions; 

(4) Pressure fran the French torc=JcollabOration. ~~ i6~i~~~~ usc 3605 

· j. Provided the conditions set tort.h in paragraphs 46 through 48 ot 

Enclosure "B" (TAB B) tor m1nilliz1ng these r.lska can be met, an approach to 

the French M.F.A. is warranted. 

k. Since the report. of the Tripartite Group now studying the internal 

security of the French Government~ well add to our knowledge in this 

regard, a.rrr approach to the French M.F.A. should be deterred pending con

sideration or that report. 

1. The urgency tor improving the security ot FrenchL-I ___ ____.Iccmmmi-

n. Implementation or the plan will require the long-tem loan to the 

French or a limited amomt or U.K./U.S. cr,yptograpbic equipnent. (This 

loan should consist initially of about 20 Ccrabined Cipher Machines (CCM); 

subsequently 6o add.ition8:1 CCH should be ea~rked tor this purpose, the 

latter being phased in consonance with NATO needs.) 
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o. This problem should be kept; UDder acatinuous rev.l• Ulltil a d&

cision to approach the French baa bec1 .-de and the :pla hall been 1a-

pl.EIIlellted. 

4. It is recaanended. that: 

a. The above concl.usione be appl'O'ftdJ 

b. The proposed appl'Oach and plan be implemented 1llben LSIB and USCIB 

have agreed that the requiat.te ccmdiUona have bee.-., 
c • The respect! ve Cbaiman ot UIB ad USCIB aDd/or their DCII1neee 

visit Paris in order to brief the V.I. 8DCl tbe u.s. Aatha88aclors and alBo 

to participate as required; 

d •. LSIB and USCIB keep this prabl.• under ccmtinu.ous review, mel take 

such implementing action as mq be agreed to be neceuary; . 

e. The U.K. Govemment provide eight and the u.s. Govel'llllellt tMelve ot 

the twenty CCHs required tor initial f.m.plementatton of the cJ'7Ptograpb1c 

plan, and that the additional sixt-y CCHa be pJOv.t.ded by the two Gove:m

ments in a program phased in consonance with their respective NATO 

commitments. 

-4-
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'fOP SEeRE'f' CldTOF SECRET CA~TOE ~6 3.3(h)(2) 
PL. 86-36/50 USC 3605 

TAB "A" 

APFEOACH TO Ttfc FRn:cH I J 
25. An approach to the French r-~----1....-------------,~r-ha-... -s___.· been con-

siderec» su{'b a.n approach to be restricted to offering the French )I •• F .A. 

CQ'J•torr:lpnh ma.teri :.:L1 J including machines~~....-_______ ..__ _______ ___. 

;:,(,. Such an arprO'lCh is deemed inadvisable for the tollOli"ing reasons: 

.;.. Th~ lmp.-1.ct on the french is likely to be too feeble to effect the 

'"':!f'eirf!d result.. A dr·a.stic overhaul of the Cryptographic :Service of the 

Frenclc r.F .A. is needed and this would require./the ;.;.llocation of additional 

funds which wuld probably not be forthcoming unless the French receive a 

major shoe k o 

b. Even if the French acquiesced, there would .. in the absence of 

assurances of improved security, remain the possibility of the u.s.s.R~ 

acquirjng the necessary cryptographic materials through Method 2.* 

c. Any half hearted approach might prejudice a later approach based 

L...--------------~~t'urthennore .. any approach by stages JDieht lay 

the tr .K. and the U.s. Goverrunents open to French accusations of insincerityo 

d. Acceptance by the French M.F.A. of participation by U.K./U.S. 

experts in the necessary drastic reorganization of its Cryptographic 

Service would not be likely to foll~; this approach~ 

eo 'l'he necessary number of cipher machines for this purpose is not 

available to meet French needs. Even if they were available, it could be 

anticipated that other NATO countries would make similar demands which 
~ 

could not be mete 

*"By obtaining physical possession or the cryptomaterial (key lists, code books, 

etc.) necessary for direct reading of the intercepted traffic. 
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TOF SB€"RET Ct\:· TOE 
~DITIOHS GOyJ!BNING AN APl'll>ACH '1'0 '1lih FR.ENCII 

46. In order to induce tbe French M .. F ,.A., to undertake the drastic overhaul 

required for real improvcent m its CCIDIDUnicationa secarit7, 811¥ U.K. or UoSo 

approach should be calculated to shock the Ministry into maldq a major .ei"tort., 

It is considered ttat the onl.T ettective am practicable shoe 

47. ReYal.ati .....__ __ ____, entGUs such grave risks tm t it should be subject 

to tbe conditions CRltlined below: 

a.. Prior to the mitial approach there must be val.1d inc11cationa tbat 

the French M.F .&. and those other French Govemment Depart'.mslts aod Apaciee 

which lave access to M .. P.A. CCJIIIIID\icatioDS containmg in.tbmation handled on 

a classified basis by tbe U.K. or the U.S. GovanBlets have the 11ltct and 

capabilitq to •Btf.bl.iah arranaaomts to protect this intar•t1oa; .... 

arrangemmte must be autticient, :lD tbe &&reed opinion ot the U.K. and the 

u.s. Oovezmacta, to warrant making an 1Ditial approach. 

bo The iDitial approach must be made at a point ot OGDtact 1D tbe 

· French K.F .A., Wlich eontact is ctiscreet, reliable, and at a lent ot 

aut'ticient authority. This contact fj\. o\A \~woaecb 
(1 

(2 

(3) that, abould he not bel.i .... this etatcct, ·a clconet.rat1on 

will be p'nll to his ·experts provided he w1ll s1 ve 
... 

aseuraDoes that h1a Mmiatr:y wlll: 

(a) undertake an ctrgetia pro gram tor reorpaisation ot its 

Cryptographic Service md appl'Opriate replac.e'lt. ot it.s 

present oryptog.raphic syatau ADd pRcticuJ 

(b) accept without qual.lticatioa and pl'CIIIlulpte U.l./U.s .. 
' 

eeacti&l ataDdards ot s8Cilr:it.7 1n •cb }iaae 8DCl aspect 

ot the progra; 

(c) aocept clirect U.K./U.So participatico ill G~~CUt.in& the 

prograa, 1ncludq put;ic1pl1;.icm em a worid.aa lwel. b7 

repreaentatiTU qwalit:iecl m tb8 t1elc:l ot general aecuritJ 

aa well aa all aspects of ao-micati.Gila aeouritr o 
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~·J Should a 

be unnecessary t~ oorrtince :the contact as to the 

neverthelesS, · before ant I further StepS in the program Ut<'\lndertaken, 

. . ' . ,. 13' t'll b bt . ~- EO 3 ,;3,(~)(2) the assurances set .~.orth in paragraph b\ J must s J. e o aJ.nt~o~~. PLa6::.36150 usc 3605 

48" In informing< th~' French MoF .. A~': or -details lr--------...,ror its 

cryptopraphic systems, it'is ·essential that as little infonna~~90 a.; pOssible 

b~ divul~ed/ 

J The~~- shouid. be·seleetttd so ae to reveal. the minilm.ul1 amount of 
L...------...J 
. tt?'chnical information, Which should be restrict.ed. to the. le.v.~ ;gf 

....._____, systems" If any disclosure e.t: I fl1formation .r.ela:t4ng tQ.. : 

~....-______ ..... lshollJ.~ beo,£fiiufd neoess&J:y in order to obt~ .French. 

accE>ptance to the ccnditiori&' specified ip. paragraph 47b, such disclosure will. 

not be made without prioX"'agreement between the .U.It; and the U.S'~ GoV.fU"l"..ments., 

-. 

r ... r EO 3.3(h)(2) 
:F>L 86-36150 usc 3605 
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49o -An initial approach to tbe M.F.A. at a lwel of ntftcleat aut.borit7 
' . 

ottffire a choice betVMD tbe ,M1D.iater and the- S.cretai"J'-C..&l~ It 11 coa

sidered t.bat the latter would be the IMH"e aitable point. of 1ait1al approach 

tor the tollawinc reuon1 a 

a. !be S.cre~ralia a pe!WaDellt ottic1al, tlbUe the Mild.ater 

ia !Sable to replac..a; 
r 

b~ Aa a llepartamt official, tbe Secretaq-Geeeral.l• •re HkelJ . 

Co 'ftle out.•taadiDc penoaalJ.t7 .ad ~ reliabiU\f ot tbe Seoretar,r

Genenl, M. .u....-. Paradi, are Nlieftd to be IU.dl u to otter ~ 

proapect• of ett~l•• ilqA-.ktiOR 0t toM U.l./U.s. plaD. 

50. All at...,.t. wld.a!N ot v. d.role ot cliaeaai• ell require 

:pr.ciae detin1t1on &Del prlor U.I.,IU.s. -i..-at. r------------------------, EO 3.3(h)(2) 
ID4>L '6.6-36/50 USC 3605 

requ1n tllat 

~----------~------~----~---.~--------------~ 
but not both, the loatcal. ~- betftc tiM U.&. 

the f'NDclb ba-... beeD aeuclat.ed iD .._. ,..t .. 

52~ !bare 1«<Ulcl t.e d1et1Det ..,.....--·sa a U.I./U.a. ~ •...-.• 
. \ 

bu4td a11 joillt coaealtatlon •d .jo18t neow•~U- ,._ tiMI ~ ot the 
r----------------'---------,' \ I ~/I. new of ~ t•ot.' ._!a ~· ~ftort. 

J. I • < ! 

on-the ~ of t.._ PnDob la. Nqld.nd• tbe •• ,,. a--] able ,...a.&n/-t 
' ~ ' 

be eurted. 

53. Iaa-·cb u tbe U.l. ,.,. tM U.S~ -.....,..... if Jteria Mft -~ 
i 

been appriaecl of tbia JII"Ob)., • ill n.w ot •:1.1' off~ poeitioaa, it ia 
., .-

l~aioal tbat tM7 lllaOQJ.cl .u1t tale laltial IPJIIG&Cb to a. Puocll. 
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