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o A conference of ASA and ﬁavv renresentﬁt*Vés on the an eét
- of CCH modification was held In Room 117 Hag., Arllngnon Ha1l"
Station at 1330 on Monda“ 1 Decejbe“ 1947. The fclloving were

present: : _ : ,
o \ . , .
Mr. VWilllam F. Fried éq Chalrren AS-14 o
Mr. Markx Rhoads = : AS-14
Lt. Col. Charles E. Eiser AS-23
Ma jor J. G. Monk AS5-23 .
-« Dr. B8, Xullbaeclk AS-T0
. Mr. Leo Rosen o AS-F0 .
Dr. A. Sinkov ' ' AS-80 }
Mr. F. €. Austin A5-83 .
Mr. K. Kuhn ' AS-85 :
MVY \ _. ) '_ - '7 E
Capt. L. F. Safford | : - . OP-20-D S ,
Cept. M. R. Gerin - OP=20~-Y ’
Capt. H. 0. Hansen ©+  QP=20-K h
Capt. J. 5. Harper P-20-N
Capt. L. W. Parle State Dep
Capt. A. M. Patterson Q2-20-R _
Comdr. D. ¥W. Setler E NC3L ’ T
Lt. Comér. J. C. Barsrsaves QP =2C-Y A -
Mr. H. Cam;a¢rne QP~20-3 . T
Mr. R. H. Shaw ' ' QP -20-K ' , R
Mr. L. D. Whitelock . BuShips ‘ o

Wr. Friedmen cpened the mzeting in the abasnce of Colonel

’a“?s who was out cf town, and oprssented the A3A's vwiewpolnt regards e

Lan the modification of the OCH {3ec Inecl. 1}. A sensral discus- - =
sion Followsd regarding the difficultles involved in the CCM modis e ——

ilcatlon prozram az opposed to ths difficulties of rewlring and

SLetyiouting rotors morg frequently. - :

.

Capt. Sefford stated that in his oninion 1t wor 1a be advisable

co nostpone & final decision inp ragard to this whole matier for .
“bozt one monih Inesrmch as some changes are to be expescizd in botyw
2vy and frmy high commsnds. For thet reason he Tely thgt no
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R écmmitments could be made at the mozment. Ia the meantime the
' }.Army's proposals vuuld be sg?d*ed by Admiral Stone..

C .

. . This snguestien b* Capt. Safford mect wi ﬁh the approval of

: Just before thé close of the mesting, Capya.,_n Safford stated
. that Comaander Seiler was vorking on & new CCK basket with improved
- contact-assembly that would give more posiilve functioning of the
stepping-control contacts and hence more reliable operation of the
. OCM. The nev contact-assembly would include bsck-contacts, and

- » 1f shop teosts indicated that the back-contacts were peliable, we

: ccmld go to 8 fdore complex métmn of the 5-rotor machine.

o . It was agreed then to adjourn the meeting, subject to call
’f?mthe Ravy.
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IKEA-Statament on CCH Chief, C "”Lnicac*ons Resedrch
) o ‘ Chaiz'man ‘

o




. ® @ = ID"AZ‘éﬁS@é'
| | Wl otk N

ARNY CECURITY AGENCY STATEMS 0 CCH

Ccnference with Xavy on i1 December 1G47

’ ) ) /
1. Baékground:

Almost cne year hzz gone by since our last conference wilith
the British on cryptcgrarhic equipment for use in Combined Communi-
- eations At that conference the principal subject vas the possible

improvqment of the CCM to Increase 1lts zryptographlic security. The
Aavy- proposed at that conference certain nodifications invclving
..the use of rotatable ard variable cem contours on the rotors for
“the CGﬂ]s- A certain smocunt of research ocnd developrent was under-
“taken by the Navy, angd after about 8 months 1t developed that the
”‘proposal was iripracticeble and could not be worked out sc as to be
‘aatisfactory in application cr usage. Thereupon other modificatic
iveré’proposed both by the Army and the Iavy,; these lnvolving chang
Ein rotor Motion 3o as %o eliminate the short internal cycle and
- ~to make cryp+analytic solution mere difficult in other respects.
i+ - Fhese proposqls vere thoroughly studled. The Army proposcl vas
'i#s'fround objectionable by the Navy on mechanical grounds. "This left
the EEVy proposal as tre only one remaining

2; NaVy Proposal

L Thﬂ Army Securlty Agency has oarefullv studied the Navy pro-
" .posal for modifying the CCM and finds the follovlng obgections
'gthereto' '

o oLE Although the proposed changes would increase the crypto-

“graphlic sézurity of the machine, thils {ncrease would not be of

- s ‘sufficient degree to justify thelr adoption in viev of the practical
'*;; difficulties that woulc be encouptered

T “1) ASA deems 1t doubtful that the proponed redifications
A ',couid be incorporated in the British Typex machines. On this
point the Navy has repcrted informally that the metter has been
atudled Tor about a year, purely on paper, and thaet the idea has
not’heen Workéd out in a concréte model. The Navy thinkz it is
posible to make the changés In the Typex but admits that they would
be major changes. In view o6 the British position, made quite clear
-at the chnference last Jarnuary, thet they are goling to discard the
ﬁisyex, 1t is véry doubtful iIf they would be wllling to undertake
& profect involving the eip“ndﬁture of a great deal of money, for
',;dh,oﬁiy'minimal benefits would accrue to them 1n a machine sooi
*d¥scarded.’
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{(2) Even 1f the foregoing point were found not to con-
stltute a difficulty and the modificaetions were incorporated in
the British machines as well as in the U.S. machines, or even if
the U.5. services undertook to furnish the British enough machines
for Combined purposes, it would tske considerable time to test
the modified machines in practical operation, to insure that there
were no cryptograpnic, mechanical, or electricsl defects arising
from the changes.. As the CCM machines nowv stand, ve know that
mechanicelly and electrically they are sauisxactorj and stand up
well in operation; cryptographically we know where we stand, as a
result of several years! study of the present errangenments., But
we have not had any lengthy period to.study the new proposals for
motion snd reversed stepping; it is impossible to forecast wvhat
unforesesen cryptographic weaknesses might be uncovered by further
intensi»e study. : .

: (3) Im executing the Army's SIGROD prcgram, it has been
necessary to use the SIGAMUG. These components were the ones
originally used to convert the SIGABA's into CCM's. The SIGROD
machines resulting from the conversion can still be used as CCM's,
when CCM rotors are provided, so that the Army has not lost any-
thing in regard to facilitles for Combinzd Comrunications by virtue
of 1ts SIGRUD program. But to incorporate the proposed Navy {or
even the proposed Army) CCHM chenges lnto the SIGROD's would mean
recalling a1l the SIGROD*s which have already been issued and are
now in service, thus putting the Army back to practically where it
vas over a year ago in the SIGROD program. Moreover, the Army has
been endesvoring to completp the latter program so that 1t could
commence on the very urgent program of renabilitating all crypto-
equipments being held in war reserve, a program which has already
been delayed unduly.

b. The ASA beiieves that while at this moment the incorporation
of either the Navy's or the Army's proposed changes in the CCM
appear .to offer the possibility of currently improving the CCM
cryptographically, thls improvemeant does not even now appear to be
quite sufficlient to eliminate all questions as to vhat the security
of the so-improved GCM aight be say five years from now. We know
now that a theoreiical solution of CCM messages would still be

. possible and we also agree that granting that there were & suffl-

cient desire to mske what 1s theoretically possible a practical
reallity, by use of many people and analytic machines, dally solu-
tion of CCM keys could pe achieved. Thus, nothing substantial or
of long-term benefit would be gained by modification of the CCM
along the lines of the Navy's or the Army's proposals, which
involve mere changes in rotor motlion, wlth or without reversed

tepping.
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¢. In connectlion with the Jest-mentionsd item, reversed
stepping, the Army would liXkxe to point out one thing and to query
the liavy thereon. In embarZing or its program tc piroduce CSP-2G00
machines, one of the moilvating rcasons therefor was to have one .
machine representinz an lmprovei:ent on the ECM, conceraniung which
not even the British would have an ldea &s to 1its crypiogrephie
nature. One of the principal featuves of C3P-2900 was the intro-
2vction of reversed stepplng. The Navy proposal for CCM modifica-
tion includes this very fcature of rex?cszd stepping. 1Is this not.
inconsistent with the basic reasof for produelng CSP-25067 Gf - -
wvhat anticipated value vould the CSP-2500 be if the same principal
change vere embodled in.the CCKY : -,

d. The ABA has recently considered various modificetlons of
mor¢ radical naiure tharn thosc prcpesea elther by the Army or the
Navy thuc far, and finds that some of these more redical modifica-.
tions eppear to be feaslble, on paper at leaszt. But the practical
emhodimert cf these modificaticns in an operative msnner in the
mechines would involva a certain amcunt of research and development,
anG ASA cannct even suggest undertaklng such reszarch and develop-
ment for the Tfollowinyg ieasons: : R

~ -

(1) The formsl and broad directive of the Research and
Development Division of tha General Staff, Cepariment of the Army,
*In respect to rescarch and development Is thet no funds or effort

.'S .

be expenced in trying to improve existing equipment by mere modifi.

cations thsreiln.

(2]} The commitments of the ASA snd apecifically of the
Research Laberatories Division for research and developieuat of
equipment for the Army and for the Air Force are suck tual no fur-
ther projects can be underisken withcut jeorardizing the projects
whicn have already been suthorized and which have ilius Jar been
seriously delayed by causes not unier ASA control.. Very close L
scheduling has becen necessary to Xeep these projects Zolug in satis-
factory manmer and ithe position in this respect is rather pracarious,
there being little ieeway for dlsruptions which might result from

introduciug any nev projects, no matter how minor they may appear.. .. . .

- (3) The rehabilitation program assigned to the Security
Division of ASA 1s &t present far nehind schedule. In fact, it 1is
so far behlnd thaet an emsrgency a2t any early date would find the _
Army and the Air Force with an insufficient number of useble cipher .. .
machinss to permit the use of any 3ingle one of the various types
of equipments for general commuaication. The Security Division
will shortly begin an intensjive program of rchabllitation to remedy
this situatlion and any delays introduced by modificstions or changes
in any of our machire wouald only csuse further postponeuent of the
whole program. It 1s for this reason that the Securlty Division
cannot undertake any project of modifying Aray CCM_macn;nesr
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3., ASA Recommendationsi

in. view of th~ fnct th 'y, the Prmy finﬁs the “uvy propouel

L B
“for CCM nodificgtion 1m;ran‘icq1 eng tnat-tdc Army i% convinced
. that any proposals which would lnvolve material physical changes

.in the CCM vhich cannbt be mede in the £16¢1d are impractical and

inadvisable, the Army bclleyes thot as aninterim maesure addi.

- tional security in Combined ccﬂ,mur.icaticnq cen more readily, more

economically, and more—practicah Yy te achleved by more frequent |

-ehanges 1in rotors. - The ASA therefore pro“oﬂes th*s a7 an .ntﬂrim&
a

solution to the probler.’ In coPnPctJon vith this, ey lists sh
not be put out in sdvarce for as long a. pEricd as 15 nov t*e cans, "~

and ve might even consifer the boasib111t" of 7 twice aaily Instea

of a8 aingle dally chings in set inps. Also it 1s’ poqs*hle the
Savy might push to completlon 1ts progrem’ of davelo“i_ the anto-
mptic rotor wiring mac“tne.- This would faellitate rewl r!ng rotors

JT'and might simplify the prob len bf'more frequent Fhange or rocfors

L T .

-t

Jointly inforn the Britieh o

_for both Navy and Army._._u . . ,

b. The Army feela e shoLlﬂ an emergéncy ariee in the near
édoubts about the security of

. futura malking . volumfnous comoinzd Communications & necessity, ugﬂ_;

should ;th2re at that tine be'an

thoze cammunications with the use .of the CCM, the SIGABA;ECN could’

be 1ssued to the British, pPovided po other suitublc mgch_ne

wore available for the purpose, Rt that time.,_

“ Flaally, the Armg ‘feels that” the Arm? and’ Favy should
tbe ’oregoihg-an& seelk thei# oninicn

thereon. N 2 - i
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