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13 Berch 1947
MEMORANDUR
From: Ofp~20
T0s ‘ Fleet Admiral Rimitz
Yia Dp~02, UF~03, OF-09
Subject: Cuollaboration between Oritish and U.8. on levelop~

mant of & Hew Combined Cipher ixachine

1. juring recent dimscussion betwesn U.;. and 3ritish re-
presentatives, thes 3ritish proposed collaberation on the develop-
mant of what they termed a new and revolutionasry idea for a
eipher machine. This visusilzed a 2{-vheel machine. Our opinion
wag that cryptographically the propoped British machine was
good, but it would be highly cowpliecated, and not practical for
englneering snd maintenance reasocs.

2. Qur counterproposal was t:e introduction of modifica-
tions to the exiasting Combined Cipher Lachine which would greztly
strengtien it corgptographicsliy. The Zritish will consider our
proposal, making a delailed study thersof,

3. Be proposed further that Lhere siould be bettar Secur-
ity fules to properly safegunrd sny cowbined ery;to gystem. Tea
feel that while the British are security-minded, thay should
provids better physical security for erypty machine.

4. The British crypic parsonnel bave returnad to the United
Kingdom, They will make a detailed study of our preposals and
formulate a naw set of security rasuiamtions for submlission to
the CCB. ¥s will throughly test our proposed modificstions to
the present cambined cipher machine, and makse the resuliis kiown
to the British. FWe wlil also submit s new set of mecurity
regulations to the CCB for consideration, ia orcer t. attain a
wutually sastisfactory sscurity basis for any future coliabora-
tion.

5. The 8ritish indicated that they know & zreat deal about
the ZCH as a result of observations during ths ear. Actuzlly,
the British vere never given the LK officially, a.thouzh it
wiy used in eertain Britigh Commamds with U, S. personnel provided
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to operste and safeguard it. They have the highest apinion of
it from a crypto sscurity viewpoirt and progosed that it {:Ci)
be used as tie high~levei combined ecrypto aystem, instead of

Lrying to develop a new combined machine. ¥e &o not favor this,
tha principal reasons being-

“'THT‘HH DW‘WWT’T

s, ¥a would lose control of its physicsl security -
which we hgve thus far managzed to maintain effaeclively.

b. If the il ehould get into the hands of any cther
natlon, it =ight in the future be used for trafliic which we
probably could not read, 1f wa so desired - at least not with-
out s 3 emendous expenditura of fuads for anaiytical machinery
which dces not yet exist and for employwent of numercus par-
sonnel to operste that machinery,

¢. ¥e feel that the combined cipher machine (CC&) we
now have is ssoure for gombined use, and with proposed modifi-
eations should be secure for many years hence.

4. ¥e have no better cry,.to davice for cur use than
the ZCU anc if we sghared 1t with any other nation we would have
Qifficulty applyina modifications to the L¥ in the future,
This laat ites is extremely impo acause our gnly present
idgas for greafer cry“to sacurity lie in thé”Iiﬁ?gg;;§5€~E?'Eﬁa
m QW o h
—

6., If the present conbined eipher machine shouiu be don-
promised, and if tbe Britieh and U, S, are aliied in a future
war, we could give the British the ECHM (if that should then be
necesssry). Hovsver, at this time, I rscomzend that our present
pelicy of reaervang the BECE strietly for U. 5. militury use be
sontinued and any relaxation of this policy be resortsd to at
a later date only as an extreme amergency measure.

7. 1f wa goliaborate with tha Sritish in the future on a
new conblipned cipher machine, the British wiil probably expect

the U, 5. to assure major responszibllity for engineering deveiop-

mont rork. I do not believe thut the British will reproduce
our LK for their ow use - even though they claie to know the
basic principles of the HCH beceuse of axpense and difflculties
invelved, However, this is s possiblility, which wd should oot
sneours ‘e,

8. This receat combinad eryplo coaferaunce was of value to
both British and U. 8. I recommend that we (irmy and Havy)
continue present limited eryi.to ccliaboration with the Rritlsh,




