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SPSIS-3 2 May 1945 

SUBJECT: Investigation of System Indicator Encipherment 

TO: Major Horton, Security Division 

1. The attached study shows that a good deal of thought 
has been devoted to the problems involved in the di~guise 
of system indicators, and presents a very good case of the 
difficulties that would be encountered. 

2. I regret that I have to say that I do not agree 
with the conclusions reached therein. I think that sooner 
or later we have got to do something along these lines of 
protecting our communications to the maximum degree con­
sistent with operational practicabilities. Even a delaying 
effect would be useful. 

3. In view of the ract that there is a good probability 
that an extensive survey of the security of our communications 
will be undertaken by a special committee under the JCB, it 
is recommended that this study be held in abeyance until the 
survey referred to i.s actually undertaken or a decision not to 
have such a survey is made. We should know the answer to this 
''i thin two or three weeks. 

1 Incl 
S/S, same as above 
subject 

q()3,a::-
WILLIAM F. FRIEDMAN 
Director of 
Communications Research 

Declassified and approved for release by NSA on 05-20-2014 pursuantto E.O. 1352e 
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TO THE FOLLOWING IN ORDER INDICATED• . 
NAME OR Tll1..E ORGANIZATION BUIL,DING AND ROOM , INITIALS .. 

Chief SecuritY Division· 
DATE 

< 

' 1. The attached investigation or the 
problem of system indicator encipherment is tor­
•rded tor your information. 

2. Concurrence is Mquested in the pro­
posal to table this investigation for the follow­
ing reasons : . 

a. Our lurestis&tion has indicated 
that it will be impractical to employ enciphered 
call signs or a policy ot frequent changes of 
radio frequencies on the War Department Canmand . 
and Administrative Network. 

b. Veey·little, it any improvement, 
in security may be anticipated·rraa enciphering 
indicators in tactical formations only. 

c. The attached report indicates no 
reason to encipher s,ystem indicators tram a view­
point ot cr.yptographic security. 

J. The general problem of system indica­
tor encipherment will be kept on the docket tor stu~ 

FRO II: 

W. D.,.&.. G. O.l!'Orm. 8111 
10atebclll&6 

TEI.B'HONE 

261 
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I~TIGATION OF SYSTEM INDICATOR INOIP:B:Ero4EN'l 

I Scope: 

To investigate the following problems with respect to enoipher.ment 

of system indicators: 

1. What are the requirements of a system for enciphering system 

indicators? 

2. How is system indicator encipherment to be accomplished% 

3. What changes in cryptographic systems are necessitated by system 

indicator enciphermant? 

4. To what systems will system indicator encipherment be applied? 

s. Will system indicator ancipberm.ent apply to cryptographic sys-

tems or all echelons? 

6. 'What is interrelation of u. S. Army system indicator ancipher­

ment with Joint and Combined systemai 

7. What is interrelation of u. S. ~ system indicator encipher• 

ment with systems of other u. s. governmental aganciesZ 

II Discussion: 

Problem 1 

1. Whatever cryptographic system is used for enciphering system 

indicators must tultill certain requirements that usually are not of prime 

interest in the general cryptographic system. These re~uirement8 must be 

considered in designing a system for enciphering system indicators. 

a. The system must be capable or world-wide use. 

b. The system must be a Cryptographic System unrelated to u.y 

now in use. 

- 1 -
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c. The solution of keys tor one day will not ccmpromise the 

keys of a~ other day. 

d. The system must resist. solution in cases where many encipher-

manta of the same plain text is available tor analysis. 

e. The system must pro~uce a different encipherment of the sys-

tam indicator in each message. 

2. It is obvious that a single world-wide system must be employed, 

otherwise indicators for indicator systems would have to be set up, which 

is absurd, and could be extended !!! infinitum. 

a. A world-wide system involves several problems in production 

and distribution but these are generally similar to those now arising in 

the production and distribution of other cryptographic systems. The amount 

ot production, .of course, depends on the type or system adopted. Dis-

tribution will follow the channel~ now operating. However, consideration 

must be given to oases of compromise of the system and the action to be 

taken when this happens. World-wide distribution does encounter delays. 

b. In the compromise of the usual cryptographic systems there 

must be allowed a day or two ot delay merely to permit notification of' all 

holders. For the system with a few holders there isn't much danger or 

overlooking one or two and tailing to notify them of the compr~ise and 

resulting changes. On. a world-wide basis, though, a notice must be sent 

to all holders and it is quite possible that some will be overrOoked or -
will receive the notice after a delay of' several days. UDder these con-

di t~ons there will be contusion at those headquarters on incoming messages 

and at stations receiving messages trom these headquarters there will also 

- 2 -
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be con:f'u.sion in identification of sya tems. Consequently, explicit in­

structions must be devised to cover all situation• involving delays. 

c. Distribution and use of the systam must be coordinated on 

a world-wide basis. Consider the general cryptographic system: Should 

a headquarters tail to receive a key list on ttae there is no great har.m 

done since the previous key list may be re-uaed tor a short time or elae 

a stand-by system may be used.l If this is done unenciphered syatem in-

dicators immediately make this tact known to recipients but may require 

services ·on messages received in the "undelivered" key list. On the other 

hand, without the current key list to encipher system indicators there ia 

no immediate solution to handle incoming and outgoing traffic. locoming 

messages may be tried in a sys~ known to be held by the originator but 

the classification will remain unknown. 

3. There is no cryptographic system held in common by all holders. 

Therefore, a system to encipher indicators must be an extension or a 

present system to all holders or a new system· issued to all holders. It 

is believed that no u. s. Anri9 cryptographic system now in general use is 

suitable for enciphering system indicators. 

a. The Converter M-325 has been proposed as a means of aocam-

plishing enoipherment of system indicators. 

b. The Converter M-325 is available in quantities and it is be-

lieved could fill the needs insofar as distribution is concerned. The se-

curity of the Converter M-325 does not appear to be adequate and this ques-

tion is considered in paragrap~ a. 

1 It is believed that inherent security in most liar Department systems is 
sufficient to recognize that occasional re-use of a system is not harmful. 
Every effort is made to have systems in the hands or holders before the 
errecti ve dat87 

-
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4. As a practical matter there should be no linkage tro.m day to day 

or, at least, it a solution is possible an whatever system is adopted the 

difficulty or solution each day should be the same. It unenciphered sys-

tem indicators change only when key lists change, as at present1 solution 

of the system indicator system will give the plain-text system indicator 

for other days prior and subsequent to the compromise. 

5. By the very nature of system indicator ancipherment, depths 

will exist in greater numbers than have ever been considered to exist in 

!1 cryptographic system. 

a. It may be assumed that the en8JII1 is familiar with oui ad-

ministrative nets and there is no reason to believe that these nets will 

change at the time system indicator encipherment becomes effective. There 

are a number of holders of only ane or two cryptographic systems a.nd these 

will have been established by observation of present practices. When sya-

tam indicator encipherment is instituted it would be natural to assume that 
' 

these holders will continue to use only one or two systems and must be 

applying enciphermant to the sam:e system indicators .from day to day. (Not 

necessarily the identical system indicators used prior to encipher.ment but 

changes contingent upon change of key lists.) By collecting all such 

tra.i'i'ic, study can be directed to these particular cases for intensive 

a.nalysia. Solution of the indicators on these few messages will compromise 

the world-wide system. 

b. Errors of several forms are certain to occur in encipher.mant 

and should be overcome insofar as practicable. For examplea ·Messages will 

be sent without enciphered system indicators, thus providing plain text, 

- 4-
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if it can be recognized. Mistakes in encipherment will occur which might 

reveal information. Similar unenciphered system indicators may provide 

a means of entry into the system. 

6. It is desirable to limit the amount of information which vari-

ations in method of applying the enciphered system indicator may produce. 

a. Two alternatives are possible in the encipherment of system 

indicators with r~spect to time: 

(1) The system indicator of' every message to b·e enciphered. 

(2) The system indicator to be enciphered only at stated 

intervals, i.e., every tenth message, once each day, 

once each week, etc. 

b. In all but strips and double transposition the problem of 

8olution on u. s. Ar.my cryptographic systems is essentially a daily one. 

That is, a solution on one day does not contribute to the solution of 

another day except f'or such information found in the traffic of' the solved 

day which may be extended to contents of messages oi' preceding and follow-

ing days. By enciphering the system indicator once each day little will 

be 7.ained in protection of' cryptographic security since the traffic for 

each day can still be sorted into homogeneous groups. Longer periods add 

nothing at all, being worse than merely a daily change. 

7. With encipher.ment of the system indicator for each message some 

means must be provided to vary the encipherment. This means can be found 

in either the message indicator or in the cipher text or the message. Either 

of these two sources may be considered to be without order and to provide 

an unpredictable key to encipher the indicator. In order to apply the 

procedure uniformly to all systems the message indicator would be better, 

- 5 -
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although one-ti• tapes do not at -1:ih.b ~e o'ontain alphabetioal ooa­

ponents. Ditticult ai'tuatiou wolild arise in sy.'t- oper-.ted on-line in 

being able to obtain oipher text· prior to idea.'tlf)iq the li)"st• to the 

addressee. aDd tor of'f'-line operat:lOl'l of' certain systems the procedure should 

perm! t enoiphen.nent to be aade prior to perforating a tape. Otherw:lse. 

splioing or other •brard arru:agemell'ta would han to be used.. 

Problem 2. 

e. Several ·methods have been oanaidered a.a a means of' acoampliahing 

the eacipherment of' s,.tem iDdioa'tora'. 

a. Aa mer1tioned in aubpa.ragraph Sb, the Converter »-325 has been 
t 

considered as a means of' enciphering system indicators. Preltadnary se-

curity telits on thi8 device in oonneoti.on with the problem rcwealed aerioua. 

wealmeaaea that make the Con:V.~ter Jl-;325 undesirable tor the purpose. !he 

natural selection of' a variable for eaeh .. aaage is the alignment of' rotors • 

.Ae indica.te4 in paragraph 7 the external Masage ind:loator oould be uaed 

, for thia purpose .and would therotore indloate the aligD11l811t of the roton. ,. 
!be exterD&l message indicator being sent in clear. initial ali~ent of 

rotors for eaoh s)"Btc. indicator enoiphered would be known. From th1a in­

formation. and with an assump1;1on o~ identical plain text (see -the dis­

cussion in aubparagraph 5a) i't would be possible to reoonatruot the rotor 

wirtDBs. end-plate plugging. and reversing rotor. Reconatruotian of these 

elements 11 autticiant for the da)" since the alignmeDta of eaoh aystan in­

dicator are gi van in the message and all system indioatol"s tor that day o811 · 

be found easily merely b,y deciphering the indicators. 

b. A secand method proposed tor the aocipherment of syatea in­

dicators is the syatem used a.t the preac't time b)' the u. Se Ba"f)" for en;. 

ciphering call signa. !his is a wtragraphic traotionating s)"Btea tJia't 

BET 
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uses a 4th order matrix as an enciphering equation.1 Such a system would 

have to be changed to a pentagraphic type to accommodate 5-letter indicator 

groups. 

(1) Aa in any devioe whioh may be required for encipherment 

of' system indicators, design and procurement would have 

to be instituted sometime prior to the date pl&mled to 

place the encipherment of' indicators into ef'f'ect. The 

system would require that each holder possess a 64-page 

document each month containing the matrices f'or enciphe•-

ing and deciphering. 

(2) The method can be applied by' pencil and paper alone but 

still requires the monthly keying information. However, 

with paper and pencil the job is rather slow and is 

subject to errors in addition and subtraction by using 

personnel. 

(3) The type of' analys.is that is used f'or solution with this 

system consists in solving a large number of' simultaneous 

linear equations, about 34 as the minimum f'or a 4th 

order matrix. For this purpose it is necessary to f'ind 

about 35 encipherments of' texts which overlapped, as 

ABCD, ABCE, AFGE, etc., with equivalent plain text. If' 

such overlapping enoipherments cannot be f'ound, it is 

necessary to have about 150 enoipherments With equiv­

alent plain text. Solution of' these equations 

1 
The principles of' the method are well known, having been published in 

mathematical journals several years ago. 
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compromises the system for the day. With a different 

matrix used for each day the solution of encipherments 

for the next day is a new proble.m to be treated as in-

dicated above. 

(4) Solution of equations of the above mentioned type, while 

not difficult, is laborious and time consuming. More-

over, in the solving of these equations, the Navy has 

~-found that only a few people (3 to 5) are able to 

work at one problem, and that additional personnel 

hinders rather than aids in the solution beoause more 

interfere with each other. Machines of the kind nee-

essary to solve these equations are not in common use; 

but since they need only perform a large number of 

arithmetical processes, there is no reason to doubt that 

such equipment could not be constructed to perform the 

job daily.1 

c. A literal one-time system with normal alphabets offers no 

security at all because the specific key will be known from the message 

indicator (see paragraph 7) thus determining' the plain text. With an un­

known alphabet relative values can be established which will be as ef-

fective as the genuine indicator. Relative values may be linked from day 

to day by analysis of transmission data. 

d. Numerical additive systems will involve conversion trom 

letters to numbers and from numbers to letters. Such a procedure is sub-

ject to error during the conversion as is any add~tive process involved. 

1 
The calculating machine recently constructed by International Business 

Machines for Harvard Uni't'.ersi ty may be capable of such work. 

. SECRET 
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e. From studies of various systems proposed for use as methods , 

for enciphering system indicators there are indications that ~ method 

which makes use of a letter for letter substitution based upon a known key 

is subject to a great many objections tram a security viewpoint. The best 

t~at may be expected from the system is a delay in solution. 

r. It appears that of the various systems considered, the only 

type which will provide the necessary security is either an additive system 

with one-time characteristics or a fractionating system. A fractionating 

system which includes all the letters of the indicator and a key contained 

in the message seems to offer the greatest protection. A fractionating 

system, since it involves all letters of th~ indicator, will require so­

lution to be based upon the indicator as a unit. To achieve a solution, 

much material will be necessary and although it is likely that this may be 

obtained, same delay in solution should be expected. A one-time system 

would require an enlarged production plant to produce the system. 

Problem 3 

9. The primary result to be expected of system indicator encipher-

ment is increased security in all cryptographic systems. This may be 

desired because of inherent lack of security in the cryptographic systems 

employed. On the other hand, if the systems used ~o provide a great deal 

of inherent security1or control is exercised over elements which may be 

weak in otherwise strong systemsl, encipherment of system indicators may 

not be necessary. That is, the question may be asked, "It the traffic ~ 

not be solved what degree of security is gained by increasing the diffi-

cul ty of solution?" 

1 
For example: Message length, traffic volume. 

S~~R_ET 
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10. Enciphering system indicators must be integrated with other 

changes in cryptographic systems if it is to achieve its purpose. For 

example: Disregarding the system indicators altogether, other character-

istios in the traffic will reveal same information about the various u.s~. 

Army cryptographis systems. 

a. Teletype systems (except Converter M-294, of which more 

shortly) can be separated immediately from all other traffic. Converter 

M-228 and SIGTOT can be separated on the basis of differing forms in the 

message indicators. This type traffic is characterized Qy lack of group­

ing in the cipher text. other individual characteristics are present.l 

The traffic from Converter M-294 is spaced into groups when used off-line 

but may be differentiated from all other teletype traffic by the eight 

letter message indicator. Traffic from the Converter M-294 may be dif-

ficult to distinguish from traffic from the Converter M-228 when the 

Converter M-294 is operated on-line. 

b. These three types of systems can be screened from the total 

mass of traffic without any difficulty. To break them dawn into •eparate 

systems will involve the techniques of traffic analysis and a more de-

tailed analysis of the systems than indicated hera. Without going into a 

detailed analysis of this problem it is sufficient to state that a good 

knowledge of the various nets and with a knowledge of the systems those 

nets are accustomed to use it is believed that a separation could be made 

with some success. 

c. Literal one-time pads, Converter M-134-C, Converter M-325, 

and strip systems have the same general characteristics. The screening 

1 The group count, for example, is a word count and is immediately apparent. 

SEORET 
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CM.m be ad_•• ....... in cme-tlae pads .. d c~~rMI" ~134-0 ........ .. 

laager leDg'th than •••ac• in atriP•. or OODerter 11-12&. ltrip .,.._ 

oarey ••sage :lndioatora withopt repeated letter~~•. !b8 po88i'blli'bf a­

iata tha~ ,atrip •JBt._ _,. be id8Dtit1ed 'bJ oharaowriatioa of i.D~r•• 

~quellOJ of lett.... Aph, kll•ledie of ~e o..Pm:toatian pattem and 

prerioua uage of •7•t- in a sa~ will d.d ocm.eidera'bly in ael"tiq ill-
' 

"di"f14ual 8)'11t-. 

d. Double-tr&ZU~poai ti011 a,at~ azul tbi War Deputamt !eie­

graph Code 0811 be separated baediatel7 'bJ' their izuJJ.:ridual ~n.oileriatios. 

•• Any other aye._. wtd.oh M.7 be ill use or will be placed in 

ue in the fUture om b~ jucJ&ed u to izuU. 'fidu.&l ohal'aoteriatioa by •--

...;- ,;_ .. - pariaOD. 1111ih eld.atillg s78'taa. .·A Mre detailiJd mal711i• ot 1ila.e obaraote:r-

. :' ·(~"' istioa of ·eaoh type of •7•t• would 1111doubtecll7 add other it-.. of uiliat­
'1;'/ __ P· 
: lv' aiJoe in ol.uaifying eaoh •7Bt-.. luoh a studJ' ia not per1511l•t to this 

~lysis. 

11. JD.other oouideratlOD t~r •olpheriac sJ'8t.a izulioatoz.oa is the 

oanoeal.Junt of UJ¥ intoratioa wbioh _,. ~ belpt\li . to 1Jhe en-.r lD 'braftte 

uaa178ia. 

a. !M:re ·1• a oorrela'tioa bftlrea olualtioa~a &lid pr•­
oedcoe, Nld. oertain other oharaoteristioa of the ~ssica. . ·!lie o~­

sitioation, if 1 t oan be deterJiined. for -.oh •••ace, pend. ta ual~i• . 

of flow· ot 'trattio 'to 'tie -.de OD the buia of olaaaUioa1;lGil Wbioh -.y · 

rn•l mf'oi"DI&tion u to order of batt1e, troop aonMnta, e'to~ 

2 
!his praotioe om readily be ohaced &IL4 ahould be u eo• u .'there ie 
••~ tha-t the._, hu ·learned. ot the eb.uage iD •••age iDdioa._or n.-
o1ph81"11l81l't ~or strip· I)'B'tale · 

~· ..... ::tr 



,-
. . 

be !here t. other 1Dto~id.GIIt hGireY.-, whioh Hll. 'be .piucl 

t:raa the h•di:ac 'rithout· reteftlioe to 1;he ay.tem iiLd:l.oator. Pile 1d.a8 a.4 

tranemiaaiOIL 1;:l.Ju OUl be uaed. . to ga:l.IL -:lDf'on&tiODe !he wluae ot Vatf:l.e, 

it. direot:l.on ot n .. , azul preoecla.ee are other :1.1;- wh:l.oh ..,- be aub­

jeoted to 8Zl&lya:l.a to ga:l.D 'ftluable :l.DtOI"'I&'b:l.on. 

Probl•' 

12. SJ8t• !Dd:l.oato:r lllO:l.phera•t oould be applied to all_ '9P• ot 

•JB'b- umeq, W&l' Dep...-..t_ .,....._ !heater ay.t., allltaoti.oal a,at.. 

ued by oambat t:roopa. 

a. Wa:r Dep&l"ttam1t .,...._ :requ.l:re u. ~cl:l.oator to :l.de:a:t:l.t)r ~· 

apeo:l.t:l.o ·ay.tem ad in ocmjUDot:l.OD. with this :l.Dtoniiat:l.on 1lo iD.tioate ·the 

oluaif:l.oaid.on ot the •••&P.• !hea'ber •Jilt- tor the Mat part alao re­

fl'l:l.re :bld.:l.'ri.dual :l.de:a:t:l.f:l.oiLt:l.OD 'blat •Jilt- in uae by. taotloal un:l.ta oa. 

d:l.apeDae 'rith iD.d:l.oawn 1ro a la:rge ·ezb•• Iafl:l.oato:ra &l'e n-.•••U7 :l.a 

... ouea, perhape, to &'ft:l.d oaatul• but 1 t B&7 be that a l'ftia:l.on ot 

tJa.e d:l.atr:l.'blat:l.on :lJ1 taotioal 1111ita oalcl elbd.nate all neecl ftr •JW"- :In· 
. . 

dloatora. It anaul'!- be notecl, though, that the ~OOZ7. uU:r wldoh -. •• 

• ,. .... an uaecl :I.e a d:l.atrilnlti.Gil ot watfie loacla to proteot the •••nv 
ot the BJII'ts•· (the -- to:r 1;h1a :baa -- mdell'b :l.IL ue ot the Ocmwrte:r 

K•209 ad dbtr:l.1Nt1on ot wattl~ letad8 at:l.ll oould be :l.Jip:rond..) · Ill .U, · 

:l.Jlatanoea ·~t• :l.Jldioato:ra are nOb ua .. ~ :relat:l.CD betna. the 8J8t.la 

:lnd:l.oato:r ott the me~aage. 
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iDfona'bioD ~UII:mitted in elKre ~- ft'S.d•ee. eXl•te that ~- ot · 

hiper Mhelau ~re not IIIOilitot"ed ~t ... ,..t tb.i• 1•· 1D~onelu•1n.2 

o. It •:vet• 1.D41oator eiloiphW~UD.t were appl1 .. to War De­

partil.ent •J"•te. 8Dd. related !heater apW. there are 'tn pl.&M. ~oh 

laJ' be omeidered. ~ ie to applJ' the eJJDipherMDt to all •p'ti-.. !M 

other -ie to enoipber the ·~t.. 1Ddioa~a Ot aa.~7 oertaiD .• ,.._w.. 
(1) !o auwer 1rhe •eoCild point tint •. bprdleae. ot &liN 

ooDB1deratioDa of oeyptocrapbio •eeurltj, 1~ ad'ftlltage 

oould be taken of the ep tea butioator ill ·tratf'io ·. ua-

1781• it would eeaa d .. 1rable to eae1ph8r a~l apt.. 

indioaton ill orcler to aw1d thla oon~ tion. 

(2) !he worJE; inTol~ ill eno1pber1q all •JW'- 1Ddieatora 

ia but 11 ttle 11101'8 thu. tor part of thea. Produotioll 

would be about the aNUi · u would di•tri'buti-. • 

. (I) Buil7 :ldentitia'ble .,..t_. ('ID.I.'C) -.,. be a w~e•• S.t 
. . 

the .,..t• :lnd1oator i• •o1pher.a.. Prcrria1CID would mw 

to be •d• to oh&Dge tld.a lD.dloator trequelltl.J". 

(4:) .... aag• to and tr• 11:1.11 tAry Attaohe. are eu117 
. . . 

1d•tif1able azul while vattio iDt ..... tioll &w.llable trca 

the!la aouro .. .,_,. 1M •light, eDOipberaat ot the •ptea 

1nd1oators _,. b .. _. poilrte for aal,aie of ·the •JWt• 

:llldioator eno1phe--t a,at.. 

.. 11 -
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18. It enoiphenuat ia applied· to all eoh~lcma1 ooori.iliaticm. Will 

Jlaye to be etteoted by !beaten wi thill tho !heater tor pNdao'td.cm of •711-
t- to anoipher eyatem indioatan·. rD thil · ~ozmeotion ~- point B~Bt 

not be O't'8r~ooked. It ia laia.a tria a atuciy of S·OI '• that ~ -~ tiplioi ty. 

of 171teml e:d.at thrcntghout the ftl"iou theatera. (Kazv" 89I'a trca 811PA. 

UJd POl han not been reoeiftd tor e..S.~~a.U.o.n ao 'Wiat a ·b.•led.ge of •P­

'bala ·in 1• eoholCIDI 1a aou.v.) ·. llhile ~ of tlwao do not uae a a,atn. 

indicator IIDJ' whioh do .-k• uae ot a qat• iD.dioatal' -.t be aui-.ble · 

for enoiphel'IUDt or proriaiozi 31ade to oh&Dge it. !110 that it ·- oaae w1 tld.a 

the 11111 t1 ••••~· 

14:. thleea a ·a71t• ia de'riaed whioh require• '"17 .little prod:~10tiOB 

1111d oaa.pila.tion in •e prep&ration of a ·:~~:.,- liet1 planning 11811ld ban to 
. . . 

inolude· oonsidera.tioDB· tor p_roclu.ot1on of thee e bJ'• for theater• 'bJ' tl\e 

Sipal Seouriv ~may. 

Probl• 8 

16. It 1a poeaible that moipheramt of 111t• indintore ·WG~~ld not 
. . . . . . . 

be :lJIMdiatelJ aooeptable to ti:L~ Ue Be Ba.'9J' for -UIO in the • .,.. Ill UIJ' 

·nat ooaaideraticm. ahould be gl"'WD to hllldling of Jo1D1a a,Btna. !h•e 
• 

qat.. will :bmediately 'beooao evident the ~taut tb.q are plaoed on a 
. . 

.ar., oiroui t wbieh balld.l• U., trattio with moiphered . 1171W. 1nd1oatora • 

Jlll:q of the eame eitaatio:ae will aiat in oeabined a,-t-. 

Probl• T 

18. A. aOMIIhat aiJdlar ai1;uti0n. to that of Probloa 8 aria• :ln the 

oaae of othe.r u ••• gcmt1"11Dl81ital agnaiee tor "wbioh the .u. a • . Arlq aote .. 

- 16-
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d'daer • •ttera oGDoemill& ... ~ ~ oiphon. Ill ._. ••• the 1.:nf1 

prod.•• the 8711t- -ued 19' 'U&IIee accot•• I'll ia ••trable to -*• ·all 

• .,.i;_ 'll'hioh pua _owr .Ar11J eire'ld..._ r••bl•. Anrr ~·· ID JlliD7 ouea 

( CBtJ. tor ·~1•) th•• .. , .. s... Jlan pllo1111arlt1•• iD tlle1r vaftto wld.oll 

would eatabliah it u distinot nm ""-oup ,tho .,.. ... 1D4ioa1:1en were 8J!II-
. . . 

oiphered. !hese cH.tterenoea ahould 'be ~uted before U7 ftDal a_tepa a~· 

III Canaluaiaaa. 

17-. Before the moipheract of •Jilt~ 1D.d1o•wn oaa ~· &oocapliehed 

_praotioall)' a n~er of 1111Dor probl- w.lll ban tO 'be wol'bd out, aa 1D.­

diaated 1D the Dlaouaaim. lluJ¥ of theao are UDJ"elat.a to eaoh .other ad 

•tail relatiTOlJ' little ohage f'r• 11he aeour1t,- "11.-poillt •. JlaDf' will 

be • erioua tzoca .. praottoal open:td.OII&l d.-point. ror illatuoe, the . 

\ 1~ of BIGA.BA. -.aac•_ wu ohuged fl"CIIl a l~t of loO SJ"01Ii,. w 160 

I. I ~· ~ ..... - pr1aril.J' - uPedlW hoaclllllc ot 1--·oc·· _ .r-•• aoaurit,. of 8IGABl ta· nO'b launi!D. to. a'IJ1'~er acler thia _uap _-: Cl"•iJ 

~ ad:vantage baa reaul t~ in prutioal -.,pU.oa'tion of~ the IIGA.Bl. 

~~ 18.· there~··~· po~~iUTe nideee tha1J '0'. a .• U., • .,....._a~ 
.i/ 2 . -oal lnel are -IIC •-::111 - -· !bere 1e -14-ble uc­

JT) , ~ ... .nd .... 1lldeh - to ·--- 1ola• ... .., le """ _.. ·- ~ 
II"~ the "hip-grade" • .,.t .. generally ued aboTe the lml ot Di'YiaiC. .or 

. .., "-' 
~~ 

.-~··\ 

oaaparable unite •. It ia k:a.an that ~tioal 8)'8tba auoh U tbe Ccm.Terter 

:t· . ?I the OMIQ'• There 18 ao. indioatlon that a fflfi aoatterecl atrip 8J8Wma 
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to~ a.oipbermg 178-b• iD.dleator1 to .. prori.4e .proteoU~n tor ot;her tlwL 

tutieal .IJ8'tea 4o• DOt om.te 

19~ :rrc. 'ftri.ou IOUI'O• it 11 kDGIIIl tbat aft'eral taoton oaatribute 

to aolut!cm. ot taotloal IJ8W. bJ the ....,. U.e. ot •JII'- iadieatora 

••• nob ha,.. a- dlreot -·~bag an the 1olu1d.on beoa.uae __,. ot the •JIIt­

ue no 1)'8 .... indloatoril. IIMtsperi•••• operaton ad ood.o olerk1 are in­

di•wd to be 'bile cr•w1t 1izagle a0111"oe of erron whloh l•d to oi')'Pt-
. 
ual)'tio ooaproml.ae m th•• apt ... 

• 
20.. It apP8ara llblJ tba'b Do · 171t• oa be d.weloped whioh Will 

·:meet all requiNmCta ·tor a 1711tea iDdioat'or ODOlpheriDg Qllt•• the 

b•t that~ be attained la a delq. For 1801U"l't7 of a erypbograpbie 

171tem •relJ dela)"iDs i1 not autf'loi.,:b UDleaa lt i1 tor a appreoi•blo 
. . . 

·§ \period of time. !here ae~ to be DO. po1Dt 1a propoaiq to •• a a,.t.a i"/ whiob ·~· cml7 to delq. It ia dittieult to •tabliah the •tiae of 

. dol&J'" &Dil it.-.,. be .OZ.e apparet thaD real •. The ••d tor oaualq un-
. I -, >/ ~ oatuillll IUI!I ...,..1: - DOt ap-r ~ lie juaid.fieol 'bT 1he ...,_ 

,.,J )i. . 1ulta to be upeoted 1n cmlJ a del&J'• 
-~ .r ·J 
/. 21. !here w:lll be 00111iderable ocmf'Qaion re1.ultiq iD a oliuge· ot 

the .ap1 twle oeouioned 'bJ c~lphenact ot 171tea indloaton. Caretal 

thought azuf: plazmlDg w:lll be abaolutel)' neoea1aq :la prepari:ag to plaoe 

auoh a aoh•e 1D'bo etteot. ao aa to aTOid thrari.Dg obaol into a ocmanmd­

eatio• a)'Btea .that ia now tazecl, at tiaea; to mow Vat.tio. ~1 
. . . 

obaag• iD· prooedure dealped. to tu:r1iher the p:rojoo'b ahould be a'tudled 
• 

. with oare 'before being put into etfeot, otberwlae,. aubaequell'b o'b&Dg_. 

baaed. upcm. later 1Df'ormatlcm. MJ' Mb 'bhe tlr1t 1UlDOoeaaaJ7 ~ required 

atill fUrther .,dltioatloDa lD it. 
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22. !hr•• other pha8ft ot aa O'tW all oownmsoa'tlon aM111"i't7 piui. 

whioh are rela~d to the pr"•" probl• -.t be kept :I.D ailld1' 

a. Proteotin 880Qr1tr. 

b. CODYCticmal. •oip~~t ot oall aipa. 

o. Ocmo•l.MD.t· ot all bitonation iaoludila& the 'bota1 DOUD ot · 

trattio 'bJ' _.. ot oip~OJJl', oitaz, or a!a:l~ ••••. 
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