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. SUBJECT: Historical Study.

Director

Armed Forces 3ecurity Agency
The Pentagon

Washington 25, D. C,

ATTN: AF3A-14

Atiached study prepared in the Historical Section, G2,
Army Security Agency and entlitled The Cclmar Compromise 1s
forwarded for reference and file.
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Araed Forces Security Agency
The Pentagon

Washington 25, D, C.

ATTN: AP3A-13

Attached study prepared in the Historical Section,
Are.y Security Agency and entitled The Colmar Compromise 13 =
forvarded for reference and flle.
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Tis Document contains the Pollowing TP SRCRET Pa "es,.

Text material = L7 pages
Chronological Sumiary 2 pages
Tab 2 7 pares

Tab 3 5 pages




ARMY SECURITY AGERCY

WASHINGTN, D.C.

Prepar+d under the Directon of the

Chiief, ARMY SECURITY AGEBMCY
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HIS MHRICAL V1T

Tis historical s'udy, danling with the Colsar Comprotise in Franes”
,m 19)&, wtlﬁm; ths emerrency messures which must be taken whea fm
‘c«owi..ss of u:}ar ﬂ’;’!’:&f- nsccurs, ad Indicates the enorwous amount:

of wort involved in replacint these systems, Purther, it mvulu th'

sll concemned fiad theasslves, 'lmeq, u mvmn hporr.mt orimnt‘ian :
for psrseaal in com ication mmv duties, The mmm,megjm_ '
war m-ﬁmiﬁm ‘because the e Was no :.emx m-pm-a

e study was ¥Titten to be Lhapur NI in the manuscriph it

of dissimilarity and npooul inumct, the eomm- lm is .ﬂ.m

geparate distribution,

15 April 1952
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ourt Martisl Orders 282, ok, and the
testimontals of the Sfficers and men
- involved in ‘the compromise

3, Charges and additional testimonials

he Depariment of the army, affice of the
Secretary of Aray Ltr, dated 16 Sept 19L5,
to Mr, Teorge 4c-racken from Mr, Henry J,
.- Sommer o
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THE COLMAR COHPROMISE

Ae OTonoral

In epl @ of the carefully worked out asasures conceming the physical

aacurit;r of the M=13.1-C (TIfABA), and the hirh degree of cryptographic seo-

urity established for it, a very seri-us compromise of irzmy and Combined
eor Pro-aphie Cysieus and materiala sccurred at a Nivision Headquarters in

Purope J.vate in World war 1I,

Hoadquarters, Communications Zone, F10, (Paris, Franoe®, dispatched
an Urpent-lecret message on Twesday, & February L1945 at 2)@Z, to all strate
e ic co~rands in Lurope, informing their simmal officers to suspend certain
- . . systems due t0 a noasible corpromise. The War Departmens received ma info
' 1
oopy of this nessage 'los "X=95403, and by 149, 7 February, Arlington Hall
‘of flcials had read the following communicationg

Saspend use lmvediately of editions 18 and 19 of systems 2201,

2222 and 222, editions 10 and 11 of CrBP 0125 md 0126 and

adition 2 ox system Slh,

" (rave possibillty of compromise sl) mentioned exists, all Com=
manders t3 be ‘nformed of poseitdlity of enciphered tratﬁ.c via

mc&omabm:ptmbdnpn.dwm Reserve systems now
being distributed, :

'me only securs landline, conrlcr, or reserve mt.-l where a=
vailable mitil security rYestored, Nete 12, 1.;3111;. 15 amd 17
mtaﬁmtdunllmmcm,mm by above, Ine=
form all subordinate wite mm. S C ‘

1, D copy to S™IC = Code leti s for irlington Hall Station
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‘he fHllwin  iay l('}‘!'l Ls) "h) weo - Aybe tJm raatone, ™, sut on

she 71h mer~ receive: a. 'rlin Lo, Hall.
oo 195681, 18Rz 1 ¢

lise of 'T] 0122 +-15 suspenied immediazely dus suspected
comprondise, ‘sccor.ain from subordina.e holders uncder your
Jurisdiction and infara this headjuarlers sarlies prssible
L> put edition r=16 LaL~ effec:,

0. 10 95ThY, 19007 -3

rriny 11t2 effact immediatcly ~rap 131l for intrae

fservics U, S, ArmMy use only as “emporary msasure, 'is.ri-

obution now bein: made in Army Groun: " rces for imsue to

#ivisins, Crouni lorce ivisionr will comaence use ae

soon as ‘ocument availadbl:-, riround Vorce divisions will

h>id 7~ 0131 wntil normal system an. security resiored,

A fourth -essape, ‘lo, 960!;12 had been received a’. the "ar Nepartaent
and subsegaently by AYS o1 } February, which suill ave nn Jefinite informs
atisa nor detalls conc wmin  the compromiss, It was no. wntil 10 February
at 2754, when the officer i1 charpe of the YWar Nepartmen: "ode Center called
rloael 1 aton Ae Allsopp, "hief, Security "ivision, 1H3, to tell him that
an +x.renely important message, '{n, 969213 concernins the compromise had
Just besn received, did a'm officials become co.nisant of the fact that the
S ARA itself and ro.ar baskeus, “ICIVI and SICA U7 were lost, “he mesese

read as follows:

"arked truck beloanrin 4o two eipht infantry division cons
“aining f51llowin~ documents stolea in rolmar Fraice: STRam,

NLgoing messare ‘lo. 1ix 96041, 8 Peb 45, from I'q, roaZone 19457, Mek:
iussaye si ned t’.anhower, read as follows: ‘iow susvectcd compromised
QI FSr=3 smer_eacy distribution in pro-ress in sn effor. :> make 12
T“ebruary date for edition L possible, ‘lotify all holders coacerned,

3o at;oin- Seeret lecsa-e ‘o, X 96921, 10 Feb LS, 117, froa Yq, "ome
one, urspean ‘heai T of “peraiions, US:, ‘'aris, ‘raice,

‘i‘“ : 2
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e f7llowin ay (¢ LS) 'ths wée"dred Teon rom7one, ™), sent on

“he 7th werc regeived a. *‘rlin to:a Hall,
10, ¥ 95681, 18827 =vro 7

Use of "TR 0122 1«15 suspended immediasely dus suspected
coupromise. ‘scer.ain from subordina.e holders under your
Jurisdiction and iafsrm chiv headquarters esrlies. prasible
Lr pus edition #=16 inio effec:,

0. ¥ 9574y, 19007 7R -

Reinp iato effect fmmediascly ~rap J13lelk for intrae

service Us 5S¢ Army use only as .emporary wsasure, I'isiri-

bution now beinr made la Arqy Groun: Forees for iasue %o

divisions, (round Force ivisioac will comoence use as

soon as document availabl:, fround Vorce divisions will

hold ¢~FP 0131 mtil normal system an: security resiored,

A fourth reasape, Yo, ¥ 9601112 had been received a% the "ar "epartaent
and subsequently by AUS o1 3 February, which still ave no definite informe
atl>a nor celsils conc:min the compromise, It was no. until 10 February
at 2783, when the officer in charge of the War Departmen: Code Center celled
€:lo.ael Clinton 3, Allsopp, Chief, Security "ivision, AHS, to tell him that
an ~xurenely important message, ‘in, 969213 concerning the compromise had
Just been received, did AWS officials become co:nissnt of the fact that ihe
STTATR itself and rotor beskeis, “I(IVI and SIGA NG were loste he mossa-e
read as follows:

marked truck belonrin- to two eirht infantry division cone
~aining followin~ documents stolen in olmar France: <TNAM,

2. ulpolap messa;e ‘jo. & 96041, 8 Feb 45, from Pq. roa’ons 19457, Mook
~5s8.@ si-ned ‘i_anhower, read as followss; Yow susoected compromised
SIC FSre3 emer_eucy disiribuiion in pro-rees in an effori i3 make 12
“ebruary date for edition L possible. ‘otify all hol.lers coancerned,

3o atroin- Secret fessa-e ‘o. "X 96921, 10 Feb LS, 117, froa ¥q. "om-
one, “urspean ’‘heai. r of “pera.isas, USt, ‘aris, ~raace,




