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A test of the cipher machine disclosed the following:

He Sgeedo

{1) The maximum mechenical spced of the machine, determined
by deprsssing the écme key repei.tedly und 8s raopidly ss possibdle,
is 33 depressions per minute.

{2) Tne maximum speed of epciphercent or deciphzcrrzent by
an operutor working us rupldly us possiile for « sort length of
tiwe, aoprozxim:.tely five minutes, ie 30 lelters psr-minute.

{3) The nverage speed of encipherment or decighercent by
ar operubor working in o weticedical masnsr for ¢ Jeirly long
period, asoproxim:tely 30 minuteg, is 25 letters cocr minute. This
averuige is bused unon the uetual encipherment und decijherment of
1066 five=leiter gzroups, equivslent to wpproxim.tely 6000 leiters.

{4) Compsruiive speed Lests with Cipher Levice =94 und
with the Divieion Field Cods, using rortions of the gume text ws
above, shosed thui the cicher muchine is approximutely itwiec ws

fost o the T=94 deviee, tut no Puster then the Tivision Field

GOd. .

(5) Purther remurks on the subject of gpeed will be found
under paruzgraegh 2 g.to d., incl.

b. ZReliubility. o

In zenerul it muy te suild thut the nachine is quiie reliuble
in operuilen, but the following mechusical fellures vere noted during
tiie tests

{1} vhen the keybosrd keye sre allowed to come uj slowly
efbecr depressing, the cipher wheel cccusisnully faile tc retute
aﬁd crient itaclf to iis next correet pesition. This failure scems
tq be coused by fuulty wction QF tuc tope~sicnping wmechunism, .nd
rerders all subsejuent text incorrect. JTn normul opsrution of thé

keybourd, nowever, thia fuilure does not upnears
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(2) Ceccasionally, the cipher wheel ie brought to a stop in
a poeition slizhtly off thut reqrired to bring the contucte on the
wheel im juxtaposition with tho=e on the fized diecs bLetween which
it reVolveS. scen tuiw bu.vene the lumns will fail to lizht end the
cipner wheel zust be jiven u slisht pusn by heud fu order to estub-
ligh comiact for lamp indicatlion.

{3) Unless the parforutiocns in the keytupe .re accuriiely
placcd =ith respect 4c +he pins of the keytupe tranenitier, there
will be occunions wken the transmitter pins will be sct up for a
permutction either sct reprecenicd on the eiphcr wheel, or not
sorreet -ith respeet to the tunce hen this Luppens the cighér
wheel, in the first case, will not stop revolviny, wtd in the
gecond cuce, yill £3Cp oi un incerrect vosition. Chile the first
cs2e happenmed miny times duriag the test, the second eitier did
net Egppen, or 1f it did, remzined unnoiiced, uc it invelves

only a sisile-leiter errcr,.

e, Security.

Theoreticully, the mzthine cun bs usged 10 srosuc: eryptosrums
that wie abaolutely indecinhoruble cithout pocse2sion of the key-
tupe. This mediod ol opersticm weald requiref thc aze of u key-tepe
representing o randon-nized scyzence coincident in leazth with the
total lengtn of the traffic %o %e euncishcred. Such a meticd would
obviously involve grect Gifficulties im practice =ith rczurd to
. the preduction, distribution cud munipulstion of key-iupec smong
the officee or orgn:iza%iaﬁa srovided with the moohincs. If seve
eral offises use the save key~tape wnd the laidcr ie employed re-
peutedly, even with different inistisl poin?s for differeiii meaw
sugzes, um accumelution of iruffic thut is solvable without pog-
cezsion of the key-tape wmould usdoubtedly recnli, ond tie syeiem
would net be s.fe for use betwsen the h%gher heydjuurters chere

communicutiong secrecy for ziore thiea o« fes hours must be muinlained.
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™he following comenis gre mude:

3¢ The pruaent linituticn oo the speed of cperuticn of the muchine

is imposed by the fuct thst the eisher wheel muet Ve disnlsced through
irrezulor anzular disruncesand breught to & stop ut a precise sool,
Slthough it mizht e peseible fo increcse che speed of sihis dls; nluce~
mint, it would be uccomplisied most probebly ut the expcnse of (1)
Qertainty of operetion end {2} g muech increvsed weur uad tser on ihe
gtortinze-gtioppiny meckonien, itk consequent luck of ceulinued ssr-
viceuoiliiy.

Es If o printing mechunism stre widded o the muchine, ihe epeed of
operation would undoubtedly be 1ncreleed but to vaul exend cunuol

be gituteds Jertainly 1t would uct be very srest becuuge mont of the
time loszt in oresent cperstion ie due to0 the veceselty for waiting

{a varigble Length ef time in ewch eose) until tke cicher wheel hue
stered to the proper positien., Thie delay would still intervene

even i the satire operytiow fron deprevsion ef & i€ to orinting of
ki Qharcciesr uere uutamﬁﬁic, tegeuce it ia un iubcrend f:ature ol ke
pregent ciphsr mecuunism.

¢« If o priciinz mechiuvciam ie added, full advunbtize ou:it to Le tuken
of guck u feutrre by freeiny it, &f poceible, of the indiveoted limits-
tions imposed by the elpher mechinism. By remevin: these linmiisticre
the epeced &f onergtion ceuld 0s incrc.ced to three or Tonr tinee the
present 8pecd in encipkerinz or decliphsring.

.08 .&s ncted dn purugruph 1 e, ihe crypiogruphic securitly depgnda

upor the use of indivicual, extremely long key-iupes. If Lhe preseunt
model were eush thut the epoed requirezcunte werc eusily fu1r111ﬂd,

gnd thus presented yrexi adveniizes frum tae point of vice ol epeeding
up the cryplorryphic operciione, it would e poesikle to inlrcduce core

toln mediTicaticne which wsould redunce to ¢ minimur Lue disudvantes.s

und difPficultics of tepe -rcductics, Aistributicn, .und muaipulaticn.
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Two snch modifications have alresdy muggested thomselves., But it
is belisved that the present design offers littls possidility for
increasing the speed of operation to the necessary ainimum, 60 char-
actera per aloute; and ﬁ. is safe to sey that the desirable optimum,
200 to 250 charsctsrs per mimate, could asver be attalned by s mschine
apsreting upon the gresent princinle of an irrsgularly displaced
¢ipher wheel, |
3. It shounld be borne in aind thet the present dsvelopment is %o be regarded
as representiag the initial, exporimental phapes of s project to produce &
safe, sutomstlc, rapid oryptogrsphe If the first wodel thus yroduced jresemts
defects and dissdvanteges this 1s nct more than aight be expected in s fleld
vhere nany triels have been made by commereial interests with little or ne
éueoess thns far, because so far ss is known, no sutomatic cipher machines
are in sctusl service sither ip coanercisl or gowernzentsl offices anywhere.
#hile the sodel produced by the Laborataories represests a fine plece of en-
gineering akill apd mechanical worksmansghip, the defects and disadwantages
pointed out above, especially in regard to speed of operastion, are such ss
to lead to the following conclusions:

A+ The present model should ds regerded as s mechenize resulting
fron' preliminery experisents, and showgthe possibilities and limita-
tions of ope type of deaign.
be In the belief that the limitations of the present model are
seriégs apd diffieplt if not impossible to overceome in s machine
intcnded for actual service where speed 1s an esseatisl factor, the

? »-:_\t;;'o_, ssaple machines thus far produced should de set aside temporsrily
' a.nd further work on this tyse of design should be zuspended., It may
well be that in the nesr future special u.;e cah de found for this
model, in offices where speed is pot rn essentisl factor in secret

communicationse.
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£+ A different basic design ehould at once be studled, with a

vise to overcoming the limitetions of the first design.
4o lnssmuch as it seems advisable to chamge the basic design of the machine,
sar;ma considerstion should be given to the possibilities of the scheme oute
lined in the stiached description (sutitled "The Propoeed New Oryptograph®)
xS sccompauying photostat of & system besring much resemblence to the present
developaont but which, it is belleved, offarz mmoh greater ﬁvmtagas then
dose the prosant model. It is believed that nob only could the nevly proposed
systea be oparated os fast as a typist could asnizulate a keyword, but alse
the degres of gygtographﬁ.c seourily affarded by the use of relatively short
keytopes by all commnicsnts over & period of msny dsys wonld be suffiscient
for comsmunicetions exchanged betwecm swven the highest hesdouarters. -In this
way the difficuliies of tape production and diatribution would slse be
avoided, In fact, the advanteages offered by the suggested new model, as sst
forth in the atiached ﬂss&iytinn') are believed to be so great as to warramt the
inittm‘fion of work op the production of such a nodel ab the earliest pozsidle
zoment. This is urgeatly recoazsndesd. This office cen furnisk a machine
wvhich will, it 15 believed, readlily lend itself to modification for tho pur-
20808 iz mind, All that wmould be necesssry would be 4o add %o it the presunt
k@y~-tape transaitter, five magnets and sssocliated shscl-stepping aechanis=as
consizting of sisple legvers acting alrectly upon the present cipher wheels.
The mgdification smuggested aight be accomplished in this zanner within a short
time and witzout diffieuity.
5« It is further recomsended that Lf work on ihe progosed printing stiackment
hkas not yet been commenced, it be delzyed until a zoedel of the new type has
been produced, as it may influence the deslgm of the privting ettactment,

Attached:
Descristione
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TRE SLOPOSED HE: CEYPTOCEAPH - '
In Fipure £, which i3 mereiy uz dlsgramaatic regraseﬁtation of ths

sroposed new cryplopragh, there are shosm the following elements all of which
&re well-inown in the sri apslicsble to modern cryptogrsphs: 1, a standerd
typewriter koyboard provided with s set of 26 keys for closing 2 set of 2
contacta corresponding to the <6 letters of the aighubet; 2, a set of 26
indiceting devicer which may take the form of magnets of a srinting mechanlam
or of lights to indicate by illuminetion the euivalents resulting from encipher-
ment or decipherment; 3, s sst of five roistable circuit changers constructed in

the form of cipher wheels mounted uson a essxon sheft and arranged in juxtaposi-

tlon to urovide a larje series of 7ariahle 2aths for the passage of adeeirit tur-
refits representing message charsacters, the sxact path in each instsnce bedng
determincd by the relative roiztory position of the wkolce set of ciplier whaels

at thai instent; and £, = %ape transmitter of the type employed in Baudot systens
of printing telegrsphy. In addition to thesc well known clements, thers iz shown
8 et of five magnets; 5, and = cannectibn.changer, 6, the surpose of which will
no¥ be explained.

In all the previous erygtographz based upon the use of rotatsble cipher
wueels of the iyge refsrred to above, and arrapgec a3 indicsted, the genns en-
bodied in thoge eryptogrepshs for chunglng the ;elative rotatory positions of the
.cighar wheele are of 2 definlte and predetermined character. For example, in
Hebern, U.3. Petent Ro. 1,633,072, the fixed chsracter of the successive rotatory
movements of the cipher wheels is explained in qulte a detniled manner, snd the
seme is true as regards similar cryptogrzphs producei abroad. Tﬁis invariability
of motion prouuces, however, predictable relstionshins between the plain-text
characters and the cipher churtcters for sny given inltlsl arrungement of the
cipher whecls. Thus, should the whole cryptogranh, =ne clpher messesges fall
into the tands of unauthorized partles, the latter can place themsglves in a
aozition to decipner the messages larygely 83 o result of the predeterminad

nature of the successive rotstory displacemsnts of the cipher wheela.




REF ID:A522105

The baslic festure of the proposed new systes is the‘substituticn
of & variable mechaniga for displacing the ecipher wheels for the fixed mech-
anilga referred to above, and this iz sccomplished by means of the tape trons-
aitter, 4, and the set of five magnots, 5, controlled by the tape trmmmitter.

-Tape transmitier, 4, conslstes of the usual five movable contacts
6, 7, 3, 9, 13, operatec by a tspe beering & serles of perforations- norres-
ponding 1o a rendom, unintelligible sequeonce af characters in fire Béudat sodn.
The perforations control the sction of the five contact wmembers, 6-13, woich,
in turn, control the action of the five amsgmets, i1, 12, 13, 14, 15, as a set
of elemente operating in 2 permutstive mupner. The connection beblween tus aug-
nets, 11~-15, snd circult breskers, 6-10, is also subject %o varistion ihzuugh
- the comnectioa chunger, 16, whick i8 similar in form and function to thet dis-
closea in U.le Patent 1,522,775 of Jenuwary 13, 19235. For the setiing shown ab
16 in ¥igurc 1, whers conductor 17 ie comneected, through the switclbosrd 16,
te conauctor 23 by & pluy and jack arrsngemsent, conductor 12, to conduetor 2,
and 50 on, the effect of the pessssge of Baudot character 4 - - - ¢ would be to
actusle magﬁets 12 amé 11, rsgpectively, euivelent o the Baudot charseter
-t~ |

The magnets 1li.to 15, coatrol, reapectively, the displacement in step-wise
anBner, of the cipher whesls 27 ta.jl, wnd thmg determine the rotatory positions
of the five cipher wmhesels in cacipuerasnt or ceelherment. It iz assumed nat-
urzlly that correspyoncents must be squipped with similsr cryotographa, wired
identically, and provided with: identical key tapes for controlling the sovemsnts
of the cipher whesls. Tho exact dnitlal settings of tne cipher wheels, the per-
matation set up et 16, and the initizl point ai actiosn of the key tnge must slso
.be the same between correspondents, sad osn be predetermined by agreemeat.

The worklng arrspgement may be auch that on the back stroke of any

3':

key of the Zeyboard, s conbtact controlled by & unlvera&l bar on the Xeyboard

A
is closed, and the circuit for operating the tape step-forward magnet is closed.
The next charscter on the tape is brought luto play, the cipher~sheel wmagnets,

11 to 15, are opersted end the cipher whecls are =zet to & naw position for the

encipheraent {or decijphermant) of the next chuvacter of the aessags.
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Since the cipher equivalent for a letter depende upon the rotvatory
sosition of all five cipher whecla, and since this porition is subjsct to
variability by means of the connection changer, 1€, it iz obvious that for
the same key tspe sel st the same initisl polnt tlie cipher resultsntsz will be
different for esch permutation set up at 1lo. Again, with the same permutation
set up at 1%, snd the sase key inps, the cipher resulisnte will be difrerent
for each different initlel setting of the key tapc. In addition to these
gources of varlabillty there arae, of courss, siuo ithose erising from changes
in the Initisl settings of the eipher wheels, and thelr relative arrangessnt
porizontslly ujon the nhaft. Thus, with but a singlc key tzoe =n enoracus
gerics of differcnt encipnerments of the sase silzin-test megnnge can be pro-
duced by chaniging the other werisble fuctors wabodiea in tha systom.

In order io provide for equivalency betwecn encipherment sni decipher—
asnt, there must be intergosed betwreen the shole set of connections leading
from the k%yboﬁrd ané the whole set of connections lesdiny to the mogneta of
the printer {or lamps of the lisbibank) mesns for interchanging the connections
o ihe left and the right fiied sequences of oluier wheels, 27 to 3i. Figurce B

nowy disgramxaticxlly bow thiz zay be sccomslishaed by means of a plate, which,
sctusted by s serew, can e movad to esteblish one or the other zet of connections
3s recplred for enci heraent or declpherment. This means 1s, however, not novel
and alrepdy existz in ot least one cerypstogresn a2lready on the amrket.

A vory importsnt sdventege which this mystem offers is thel it will
sermit of using two keytape tronsmitiers associated in an interactisy relationmship,
as in the originsl Asericsa Telegraph snd Telepbone Company's Yrinting Telegraph
Cipher Oystem. Thus, by eswployine two “aytnpa transmitters controlled by iwo
relatively sbort, circulur tspes, say 100 and 99 cheraclers in length, respectively,
a resultant single key of 9300 olements can be dbrought into play to sciuate tlie
cipher wheels 27 to 3. 4 tspc containing lOD.Bsuﬂot chsrreters ie aporoxlastely
10 inches im length, =0 that suck tapes woulu involve very little difficuldy in
Jroduction, distribtution and bandling. dorcover, the mechanlse of the erypstogrsphic

systea is, in thls cage, suck that the fact that two lntefﬁuflna, revolving

B 1
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keytapea ars employed to produce 2 single resultsnt key does not, as in the
hgerizun Telegraph snd Telephone systea, introduce amy cryptograshic weskmeas
#rick can lead to solution of messages wlthout the Xey.
Fego Avl Wil 2. Dt dsst O
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Contacts &, b,-c, end d (four of a set of 52 similar contacts) are
all mounted upon the same plate which can be moved to the left or to the
right of neutral position shown. When plate is moved to right, contacts
ere made for enciphering; when moved to left, for deciphering. Thus, if
in enciphering A (Plain) = ¥ (Glpher), then Y (Clpher) A (Plaln) in de-
cipheringe. :

Lerr FixeoSeouence . CIPHER WWHEEL 'S RienrFixen Sequence

LTI I/

? . S

s J

TITLIIIT
T I T
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