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‘FCTION I = GENEVAL
1, The elassifying of information and material within the N.tional

Security Agency in an inwolved and comnlex -roblem, Py -ry jocument to
be c¢lisaified st be concidered .s b~ing unique .nd one . hose claxsifi-
¢.tion is dspendent or rue:tors existing ithin that dociumont ~lone. The
decision a3 to the orcner -lassification of a docurment *s-nrot -wbitrari-
1y be determined by vefarr-l to oth r documents ar to specific rules and
regul..tions, Ea'.!}_l_lt!'ﬂ of informition or m.terisl must be udjui. - solely
on its wmn rerits and shall bas classified according to ity owr content.
There are, howaver, certain basic nrinciples of cla sificetion which wdll
be uf a.slstance o irdividuals ithin NSA in the solution of their c¢lassi-
fleutinn .roblems, und it ig -ronosed to consider theses bisiec »rinciples
in this docurent,

2, AB 5 ba3ails for c¢i wwsification, iL is nccasgary that all personnel
be thoroughly converasnt vith the security classificitions -st.blished by
tne Venirtwent of Jefeonse: 0° JECR.T, IO T and OIF! #LTiAL (it will

be roted as of 15 vecember 1953 the classification cstegory RV"TUCTED

Declassified and approved for release by NSA on 05-08-2014 pursuant to E.O. 13525
/7 .
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w:s 3bolished by Emecutive Qrder Ho. 10501). By definition these security

clasifications cun ba stated us follows:

8s Ton Socrut: *Hxeeit 33 may be expressly nrovided by astatute,
the ioe of the clacsifisation Ton Lecret shall be authorised, by nporopri-
ate . whaority, only for defense ir.fomat:on or .m.erui which reculres ths
highest degree of nrotection. The Tob vecret clsssificution shall be
4 lied only to that infomatior or s:terial the defense nnpect of which
is poramount , und the umut;m'ized disclosure of which could result in

axesutiontlly grave darage to the Nation such x. le.ding to a daefinite
oreak in di-lomatic relat.ons a ‘feoting the defense of the ‘Inited Ttates,

an &rmed ailtack gainst the Unmited 't .tes or its allies, 3 war, or the

corpromise of wilitary or defense plane, or intelligence on=rutions, or
sclentific or technological develoments vital to the n.tional defanse,
b, Seeret: Ixceot as may be exvresgly wrovided by sloilute, the
use of the classificat won Secret shall be authorized, by zprropriate
st hority, only for lefense informution ar material the umauthorized
disclosure of which could result in serious damage to the Nation, such as
by Jeopardizing the inteprnational relations of the United {tates,
endangering the sffsctiveness of a program or policy of vital importance
to the national defense, or conpromising important milit-ry or defernse
alans, scientific or technological develoouents ifiortant to netional
defense, or information revealing imwortamt intelli.ence operations.
c. Confidentlal: Excepl as may be exprsssly nrovided by
statute, the u o of the clasaificstion Confidential shall be authori:ed,

SECRET
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by eppwopriate euthority, only for defense informtion or materisl the
uneuthorived disclosure of which could be prejudicial to the defense
interents of ths natiocn.

3. yzmmmmmxwmmmmm;@a

be disseminated it must be dsterminod that the rucipleat hal & ugel-tu<kz.M.
perTment” The missiou o

All infanuilon of an unclaseified cgtogory, Fertednisg to NOA aetdwdin:,
Aenswelby, should not be discusgsed with anyons suwcept fra 1icinl nuunts
PpOSSs.

4. Beyond the basic classificatisng established by ths Departusat
of Defensc, wo recopgnize that within the National Security Amency, there

considerations vecopwach
are speciel Simseiticetions which must be ecasidered taly due to
special cousidtrations

their inherently sensitive mature. Thése ero-tho-elassifissticns portain-
8¢ o specific catugoeios of commnications intelligencs information amd
Wi5Sh axe dsrtifisd by the assignment of a distinctive code word.

—‘%_\,ﬂr:}\wt Cc oIV NT
5. T™a classification of COMINT involves two distinct cxnidazuticnsy

mmwwmmmmumnmmmmm and

sonssTivs T .
the oewfw of the source fron vhich this informatiin wed “m.aved. Tiiba
or both consideretions may affect tho classification, depexlent upch
Wh}ﬁmﬂmw&amhﬁemm&ﬁw. Initially,

widtron

mAmwmwummmhmmmwedw
fisld station sctivities througbout the vorld., This traffic is classi-

£181 CONYIISRTIAL until such i as eny analytiosl jwocsasing is begua.

SEERET
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‘u‘].{h& ‘
Fror. me-dwroenelng of Lthis raw irafflc, we derive three types of

inforaiion:
wr  wtvotimelligenes hich result et - arcarful wely L
-, #0d solut.on of the ry teme shich were utilized by tne arigliitors to
Covaot the tralfir dairg ite L-aarlaslon,
be Maitle in'elil-n. e vhich results “m e w2 .2iu)
. i1:lyels of ‘he axternsl coh. ract-ristics of the encl-hered or encoacd

e ge. <5 — pecodavee witu PLEE
(—«,, inforastion th't i derived froa anilysis of -lainteny

teaffic.

&, Nt N derSved fro- thesa three nrocesses (eryntavalyse )
t-affic o w nd lilntest analysis) is divided inte three sscurity
*oTesnroene

~s LiILegor: L1I -5V Is of the hiphest claeaific-cion .nd

Mot genal Live O tegesy and ke a.s lied Lo that m ter.al o3¢ souree

wyal, be npvgentad L)) coats, In general, this 4. . i~ . x. ‘oo .
pnalyss
dieriwed M~ CrFOL debapi-pends (esie X Tor cortadn specule--l_‘.y evenmy
plawalysis avalysis
Colador: o8}, oallivange 0 te.CTle trtertbireice of
v 5 PC“Jﬂf&t b.: ex 18 hw ﬂu"hD\'"\IG“ ,.MFL

cartsin nigh Level systens)s . ng Y=
MLM_M.J 1t 1s this material in Cu egory

I.s +nich 13 consllersd to te T  MinT Codmord, (Sec Sectrou 1)

#

b, tategory 1I .UVINT 1s lemy sensitlve thsn the ureceding
m HaT profest ww oF (fs seuwe 15 wit olways e overndugy ccusrdevalna
c.-LalpryA'a 7d is >ne snose niteriul cun by accertanze of : 21devl ted

) risx be fuaswl_._m-d,bd Lhout cver-riaing concern faor :..no\-aqga;ra.t; of :

wiT% a liss vilid shandevd of security
¢ EO 3.3(h)(2)

o ; (b)(3)-50 USC 3507
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ihe—soures. This category will include traffic intelligence <hich has
-0t hieen pecifically -liced into cther s:tegories :nd cerymt intelligence
‘esulting rom rhe solution of certuin low lavel codes und other security
')_H-‘La.iSY it is this m. terial in Calegory 1l which is tor- ilered Y e
FIUT Solusrd, (See Sectiow IT)

¢ Category I JOMINT i subject to the lesst restrlit,-w 4 4

lutions ol the three categories amd will include cert.in iypus of 107 igvel
w3 spect J'-fa b':! ex:s""*%. a-;‘h.wn‘l‘u(s

OAUNT M:terial in this

category Will be clussified CUINFIJDNTIAL without the use of any codeword.
‘xtreme ¢ re st always be wilized in nlicing COMINT in this category.
{See naragra-h 7, lectlon VI - OLNFIVENTIAL.)

7. In adiition to thess categories, there are certain other basic

statementa th.t are acceptudble as gulde 1ines in determining classifications.

a. CIMINT will normally be consliered us : :d'tng athiu (at gr py

”I excanl. for such speelfic systems cs hive been msiually agrsed —pun i
wm  otwey catigovies

Sm"anu Lhe 1),5, to be dom-m—od—a-cs-tegefr-ﬁ Thie 1ist ¥+ ¥t 1y
in FROD (us.\-ml).

b, 5Sturding ober-ting -rocedures, rnersonnel reno-ts, organizu-
tional ch. rts and instructions ranuals gcverning resnective CUMINT organi-
zations will be classified according to the information contalned therein;

those indic.ting operattional capscity or success will be classified at
le:.ot TRORFT,

S. Tha problen of classifying organlsstivnel rharts
betanse of variahble aspects involved is considersi t- bs suf.

ficiently censitive to merit Wf,’ Classificatim

-]
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Panel. Churts ‘hich -re provosed for publication will beo sent to the AG
for reference to this Panel as required.

d. In reference to t.ype: cerypto_pystems, the t-rms "low grade",
"redium grade” and "high grade" are often used.. Definition of these
categories are as follows:

(1) low-grads, ndj. Pertaining to a cryptosyster: vhich
offers only slight resistance to cryotanalysis; for
exanple: (1) Playfair ciphers, (2) Single trans-
nosition, (3) Unenciohered one-purt codes.

(2) mediun grade, adj. Pertaining to a cryptosysten which
offers considerable resistuance to cryontanalysis; for
examole: (1) Ctrio ~iphers, (2) Polynshase transoosi-
tion, (3) Unenciohercd two-part codes,

(3) high-grade, adj. Pertaining to a cryptosysten which
offers a maximum of resistance to cryotamlysis; for
exsmple: (1) Complex cipher machines, (2) one-time
systems, (3) Unknown two-purt codes encinhered with an
additive book, T

8. As a me:ns of furthullr asaistanse to prrsonnel within KSA the
following clxagalﬂcgtlon gulde lines have been esiublished, Re'iuber,

however, they are only general in nzture and cannot be applie:! to specifi-

cally euch classificytion nroblem, Utilization of these guide lines can only
be done through analogy, comparison and evaluation. In any event the, classi-
fication of a glven item of infornation. such os training publications, will

be JCLELY ON ITS OSN MERITS. _S_EG_RH

6




o SECREP: @
EO 3.3(h)(2)
¥ ; ~ PL86-36/50 USC 3605
of - cd R . "
o Tt > %L%;%(;QM SthMiBion. ..J‘unesi;
i s * SECETON II 2 TOP SPCRED OCDEWORD -
A Treffic Intelligence imvolving call-signs or mhoumg-
encyyptad in codes or ciphers of high security . ve
) (_;JL'- :L CAR ot L(, ‘JI\-J‘—::C:/AS V‘C:u_/fn—:-g S
3 4. mmwAmmwammmum

paregveph 3, Section IIT - T0P SECHET, pavesreph 12, Section VI - :
-ﬂm:z,smm-mm,
SEOTION III - ZOF SHCRET
1. The detalled mission of & COMINT agency oF & mMjor ooupcusnt thersaf.
2. The existence of pescetim collaboration in COMINT matters

/&Iul'.l""",
U.8. aganciss au_l other foroign govermants, exsapt for t.l.l.’/l collaborwtion

vhich is SECREY.

3. Intelligence darived fyom the cryptanalysis of high-Grode foredgn
cryptosystens during World War IT, peovided the reference camot lsad to
infersnces as to the specific systems involved. (s.'_.m,mb.’
Section II - 0P SECRET CODEWNORD, and pavegreph 12, Section VII - USCLASSIFIED. )

T
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h. Codewords sppliceble to Category IIX coumwr( corri=/ ? """’m’)

4. Disclosurcs of both the identity und detalls of the cryptanalysis
of low-grads enemy milit.ry cryptosystems during ondembSter ‘orld war II.

AR AT T
of suce ve t. %ﬂﬂedwes .'md/}lces.

SFCTLUN 1V - SECHFT CODEWORD
1. Tra/fic Intelligence derived from the analysis of foreign comuni-
cations after . Septe-ber 1945, -
2, Texta information.

whel caw bt *uff/ar n‘:.,/f,.,!
3. Intclligence derdved from study of |

L ax“it a8 mmdm

paragraph 4, Section .7 - TOP SFCRET CODEXORD, and pz-:ra.gmpl’!;{b,«*s&éﬁou'III -

TOP ¢ :I'GR«FT.A o« REP
Q .
% Beevityy odes SECTION ¥ - SEQRET £y o an
¢ ‘9 fECTION V - SECRET p| g86_36/50 USC 3605

l. Iatercet assignments.

2, Intercept and D/F nlans and over-all operational effectivensss of
intorcept nd D/F organization us a whole.

3. Genersl referrnce to the fact of cryptanalytic success against lowe
grade ensmy military cryotosystéms during “orld war II and the Korean con=
flict, 7ithout any detailed deserintion of the cryptanalytic methods used.

4o Detalls of traffic amlysis as _gpnuad to enemy comrumicnt ions
during orld war II, -

coMsm7 l

5. Description 3f o uipment pecnnar t.o intercert statiomns.

SEERET
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('w""f

@}/M 6. Detalled listing and locution of US Cervice oncrat.edﬂlntereept.

stations. S g0
7. FExistence of peacetime collsboration botween the US and UK (e )

1 reports for the gntire Apengy, civilipgd or ry,
zation3l el PAQ

title or symbol, oF by function.

in the CUMILT flield.

9. Codaword apnlicable to Traffic Intelligence,
10. Information relating to un entire system of cryptologic (R/D)
squipment.
11, Jlryptanalytic short titles.
SHLOTLUN VI - CONFIDENTIAL

1. Association of opsrational COMINT functions with specific a.tivities
and organizations by name (except as nrovided under paragraph 1, Section VII -
UNCLASSIFIFD).

2, Individual intercept and D/F station products and statements of
operatioml effectivensss,

3. Intercepted raw Lraffic that shows no evidsnie of "processing" for
JIMINT ourposes. lFrocessing rdoes not include case notations, frequencies, or
call signs.

4. Intelligence relating to D/F mission assignmenta, besring re,crts

and fix reports (i.e,, target frequencies, call-signs, "piped sigmls,"
other signal infomation, beurings and fixes), provided that no complex
changing callsign systems are included,
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5. The terms "United States Comunication Intelligen:zs Board' und
"U,S, Communicution Security Board" (abbreviations “U:CIB" and "USCER" 2re
unclassified), '

é. Flaintext tactical or operational traffic provm.ad that nc inter-
pretations of complex changing callsign systems, enciphered map references,
or results or aivanred traffic analysis are included, This material shall
include local nrocedural and local grid and zone systems used for artillery
direction, tactical control and movement of front line units, early warning
and exercise of tactical combut control of aireraft.

7. Intellipence lerivei from analysis of radar tracking reports and
visval ohserwation reports as found in tactical or oper:ticnsl traffic,
provided that cncinhered aircraft type designutions or intermretations of
conplex changing callsign systems are not included. Inclusion of local
grid or zone references, local procedural codes used for brevity an?d :.lain
text interspersed with cover words is permissible,

8. OMINT concerning weather derived from the socurces described in
paragraphs 6 amd 7, above, .

9. Special Intelligence from Naval tactical maneuvering codes and
brevi.y codes.

10, Special cryptologic features of and mgnitude of effort with
computers.
11, Detailed references to, and Jescrintion of , cryptanalytic success

against specific militnry cryptosystems used by foreign powers between

11 November 1918 and 1 Septenber 1939, Pyl m’b uAJJJ yuartl .

10
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Imelligence Jderived from the eryptanalysis of the

,het.wean 1. November i918 rmdl Sep’.enber

119,
13. The extent of coll-borition in CAN/URAUS COVSEC matters.

14, The gxtant of nro-metion of cz',v'uu;ﬂht.arial

15, The fact that NSA is assignel

16. Diagrams and descriptions of OMINT ard CCMSEC corrrunication net-
works or related communication nlans ircluding crrptographic arrangements
except where higher classification is justified py the listing of sensitive
intercept stations,

17. Cona-lidated listings :nd rscords of ¢ yrownterials and crpto-
n+ldings hy short title,

18. The broad cutlines of Oparationa:. Traflic Analysis orocesses.

S+ CT;iN VII1 - UNCL:SSIFIED

1. Assoclatiol of NSA Ath cryitolugy; non-specific or hypothetical
references to Comnunicatiorn Intelligerce or (ommunicaiion Serurity without
any as:ociation of that fur:tion witl specific ~ctivities and organizations
other than the National Somrity Agency as - whole sné Service crymtologie
agencles as a wholey and .ssociation of NSA wit! the wurﬁwaw:to :35:0’95'0 ageaeads
2, Identification w.th NSA of NJA authors »f tschnicn) papers on mattors
slready in the public doe in.

3, The terms NSA Fiald Activity 7ar East (lSAFR), NSA Pield Activity

Europe (NSAEUR), NSAAL, SAUK, NSA=PW™U ‘ANT), :nd NSA-FWPU (PAC).

SECRET
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'ho Civil Uervice Job Titles and M5A "Classificstion Standards “anual®,

5, NSA's possession of or interest in computers or m:-.-ld ansiyt tcal
machinery, oxcept ns noted in Paragreph 10 under Secti~n VI = CGHFIDFATIAL.

6. Srecific comporents of eculpment under rescarch, if use of component
is not revealed.

7. Remort of inspection triv to uncleared compaony thut is a prospective
contractor, if no mention is made of nctusl spplications of comoonemts.

8, Short titles, cover names, and code words. (les the following
exceptions: TP.ragraph 4, Jection II ~ TO™ (+CR'T JOOE ORD; paragruph &,
Section 1II - TOP CFCRFT; parngreph 9, Section V - S[CRIT; paragrenph li,
Section V - “FCR T, and paragraph 17, Section VI « CUNFIUFNT1AL,)

9, Cormunieations giving a1 person's security clearines and type of
indoctrination,

10, Projects nuwab~r ana titles used in justification for purchuse of
mrterials whean no technical usage 1s specified.

11, Detalled referencs to, and description of, cryntanalytic success
apgainst Jorld #ar I military cryptosystems.

12, Relerences to intellisence dsrived from cryntosystems in which
successful crymanalysis has zlready been revealed by officlal U,S. action
(8.8., the Congressional inveatigation of the Peirl harbor attack),

13, Ay referencs to intellirence or cmt-am-.l,y.tie suceers againet
operational cryptosystems as iisclosed by foreign nublici.tions appeiring in
the public domain, Therss references should be accomoanied for Lhe purpose of
clarity by the source and be without further elaboration or ampliZiveliun.

12
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14, The fact that NSA vroduces and nrocures cryptomiterial including
rotors, key lists, one-time tapes, one-time pads, codes, discs and other
broad cutegories of keying materials, and employs special emuipment to
produce some of this material.

15. Tre fact that the US collabor:tea with other NATC vowers on COMREC

matters,




