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1. Th~ elasa:Lf)lng ot intOI"'IKlt.ion and 'ft."''terial wtthtn t.he N:.tional 

~~ecur1t.y ,;.gf:nq ill an inwolved om CO!IlDlex "n"'blem. l-'I'"I"Y Jocumeat. to 

bl!t c.LL:ssitied r.\118t. be coneidered ,.;.s b·--iag wd.que .tnd one . hose cla.f'sitt-

C ·.t\.on i.'S dependent "~' t~.ACtOI'8 ex.istJ.ng ~·it.hin t.hnt. JOC:I.Iftmtt. ..tl.one., the 

d'!Cia1on '~:J t.o t.he orc:ner .:lass1C1ca.t.ion ot a ::ioc\E'.Cnt •:".l!r.ot. ·.rbitrari--
17 bF: ~"t.errdnell by rc rel'T'·l t.o ot.h r doC\IIflent.a ar to specific rulr.s ;tnd 

reguLtioM. ~:_~ _ 'Lttm of intor.rat.i on or rn.:t.erinl mw-.t be hdju·•, ·1 solel.J' 

on lttJ. ,., ... T. ·rerit.s and shall b~~t clasalf'ied ac:eorcU.ng 1.o ita C'llor"To cont.ed:.. 

There .1.re, hoi!M9~r, cert.air. b.te1c nrinciDlea ot elo.· si.t1C.-!1:.1on which \d.U 

be ..:tt a .. ud stance to :1.! dividuals !thin ~~A 1 t\ the s,lut.~on of theS.r cl.aeai-

1 n t b is doc:ur.:.mt. • 

be '.10t.e4 as of 15 ,JeC:O"'iber 19')) the cl.a.sai tlcat .i.on t".;otegOI")' Jt~''''!"~CTI-0 

Declassified and approved for release by NSA on 05-08-2014 pursuantto E.O. 1352a 
I . 
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REF ID:~9BB 
SECRE·t- e 

z -elt::! 

cla~att1c~tions can bo s~~~ed :is follows: 

•• T-.,T) $ocrat: "lCc:e'*- ::us ~"&Y be exlftsal,y .,roYided b'; etatut.e, 

the JDe or lhe cld~Bi tleilt1on 1'o" :.•P.CNt. shall be authol'i..-ed, b7 ;&n-"l"opr1-

ate . uthoritJ', onl¥ tor cletense u.tol'!l at• on or .:\.1 t.er1&l. which reo..:u.lNs the 

hi&hast. de&fte of 'l'lrotect.ion. The Ton :.7ecret· rbss1£ic&.UOII shall be 

a •• , 'Uecl onl.7 to t.hat. 1nromat.1oo or .r..-~ttarlal. t.he d.efenae r.~:pect ot whlc:h 

ta poramo~.U~t r and t.he un~&uthorized di&cloe .... of ~aicb could result, in 

~~c4t:..4:. Lonally gr:.~ve dalr.a&e t.o the Nat.ion sucb ~. le .. ding to a clartn1le 

fll"ttak lr. di-,lorna t1 c rclat ~ons a. ·reat.ing tbe de tense of t.he 'Jn! ted !'tat. as, 

an 4:rmed aLtaek ··aainst t.he Unit~d ~·t. tea or ita .slltea, :1 Wi•l" 1 or the 

CO!fPromiae ot "1111 t.a:ry or detenee ;1L'me, or intellit;erce OIY,:>r.at ions • or 

sclentJ.rlc or t.echnoloaic:ll denlom.ent.e 'ri.t.al to tha n .t1onal det•n:se. 

b. ~ecret.z l.xceot as mq be er.:resal.v !)rovi..ted b7 st. ... t.ut..e. the 

:,ur.hor1t7, only tor le::-enae 1nt0l"llbtion ar ra&t.eri.al the W'I.':W\.horlzed 

c11sc:loa11N or which c:oul.d result in ael'1ous clwluge to t.he N~l~on. such as . 
by Jeoflardlzln& t.h<t 1nt.ernat.1onal relat.ions ot t.he Unltecl ftE<t.aa, 

endangering t.he etfeot.1wnass ot a progrom or oolicy ot vit.al. 1mport.an:e 

t.o the nat.ional cletease, or ccnaprornlainc lmport.allt lllillt·.r,r or datense 

~w..ww, ac1ent.ilic or t.echnoloe1cal deYel.O':)':lnftta 1 .. '\'!lOrt.rtnt. t..o ~tiona.L 

detense, or ~nrormation re'N.U.n& i:lmort.a& 1ntel11.:ence ooer::.tiona. 

c. Contide~\al,: Except. a.s 11181' be exoresaly nrOY1ded b7 

atat.\lt.e, the u.. o of t.he clasa1t1Cr,ttion \.:ontititnUal. shall bfl autbor1:ad.-
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t1y fliPIWOpaiate &~tl:ai._,, ~ t'ar detease 1rltclmatoioa oz: riatezo1aJ. tba 

~ dtr1o.Jft at vb1cb ccul4 be JlftJuiU.Clal to tb8 d8teaH 

1Dtenflta ot tbe :aatlaD. 

3· ~itbf.n the llatloral Seculi:tvr A€!1""'13 w DUSt ~ ~-~ 

~ ~-~ actlvi~-~ 8N ~.tar .wAr~~ 

~ _d~~atet 1t llll8t be datend.mc! t1at tile .-~t 1Un a unl·W.~: :v., 
~~r""'"'-r- "1li11'14o$t'I~W fJ~ 

AU 1.Dftlll'u.'W:m at • U~J~~:bt•U'W cat.eew.Y._i.t1 1 !18rl to.~ ~tl)a.&. 
" 

~· 
4o ~ tJle ba81o cJua~ •tab]f'!W b;v tbe ~ 

ot ~. Wf ~ tlat v1tb1D tbe lfat1aaa1 Securlt¥ ~. tt.e 
C~H~IJt.,_AftoVt.r =£;~~~ 

oiiN SI*'ie.l ii1 Mif.ttcat#.eM vb1Ch UU.'t be ~tel¥ clua to 
S(Jt-l!lil co~.-~ ~,,J'/'"a"/,ooc.S' 

t.blt. ~ MllfJ:lUw Jatmoe. lbiiiM •a tile •lii8&A!!!I--. po.rtaS.n-

.,. to ~c ea.~ t1 cnnmm1.c:at.S.ol8 ~ ~ad 

'Bib 81"8 ~ tv the -tcP•JW.t f1 a ~- code VCI"4o 

-->;:> .:(~ .J,,.t' C 0 !VI I /\IT 

5· !a..a clua1t1ca.tlem ot CCIIDfl 1mlol'NB tuo 4S.at1Det mm14e:rnt1rcJtt 

thll ~.:tq at tba 1atta1iat1all CCIIJta1m4 vltbiD 8D 1Dllv1dlal \\a~ t.'lli 
fli'III',Ttv, f:J_ . 

the II"Pft't!V of tbt ICIUI'09 fla3 vtd.cb tb:l8 i.Dftlftatk..n H.J ~._ ;.~.,e~ • V·U-2' 

or botb cem1Asat1caa-:~ affect. tiD cla881ftca'UaD, ~ u.p:1 

~ tb1 t.raf\Ji'eats.cm ar tb3 8W11Ce 1a tba DD1N ... :lU'V8o Inltia\l¥~ 
,q~il-r•"ltl 

CXIIIUR OlXI88 to tba ~ • 1111' ta.ttS.c vb:lch hM 'besl s.ntarceptei b:f 
1"\ 

tt.l4 ll'taUoD actl vi t1e8 ~ tbe ._,or·l.do !h1a tzuftlct ia claasl• 

tl.l4 cxtniUm.L WlW. lOCh tlra:;· 85» aiW ~ proceaa~ S. blguD. 
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l .,.,.. ., .. 

•-''i&+•t. 
f..,.., Ua~ '1roCe"'ld.n.R ot \.hls r.tw -:.r"'ftlc. • 'We cler1Ye t.hrH tyoea of 

~ 

J nfor-a.Llona 

.... ; ,.. '' • ,I,..C.-!r • f'l..,\ 

·~ IJild ~.on of t.hc.o ~Y ~n• ~~th1c:h :4re ut.1 Uzed ~ L="e .,!'"1.t!aL ~ors tn 

• "'1)\.•ot. t.tae tra r r',. .1 ...... ,.,, ! t.s t. o• ll'k8 r.lselon • 

...- IJI.C('OY'Jif,\A.tl ~~~ J!fHSA 

lntor-~M.t.i"n tn·.t. b aeriYed. rro'l ""'•b'eia of .. l.dntext L --
~'"-ttt1c. 

"'· ,nt ,...,,,, n <~•r'""CI fro· t.ht,se t.llree ='rocesee• \C17J•\iiM,Jff·,.,,. · 
r 

~.._A .•-......,;. 

t. .... ( n C' if I t' { fid:O'l' -=.ra..1 '1 Urrte~-:t. <lR'\l.f818) iS d.i'W1.ded i tJt.o \tV·H 9'tC~1t.J' 

••• 1 .. 1t.•cor.o .tll . ·1 1l'r.' l• or the hlrJle:st c-h._tl.t fir· •.ton .. nd 

........ t .,,.. .,r«. ... r.~.,o2 ·'- •J.J coat..a. 1n ....... ral, tb1s .d..~ h.·. \\. .... ~ rtl :r• 
~~I•S 

Jo~or~ved r...., .. ·~l"'':ll 'i r \ r !* wtl,. • ~e.<~'C';Jt. r~r o:ort·..S. ft zspecltl~r.}l.J e:rtllllt .. 

~=·\ .. ~or= ••J •I ~J~~'f~~ .... e .m t .... rrtc t .. 'W."-/.'t!i;. ... or 
. ,.J;; .~ptrr.J,~-t '-' .... 'ttrc"t, ... ~ .ttr.c."'k•"P•1r~l'. 

<"n&"'·"'1n !\1&h :..r'l"el s,yst.~JP&•f.411va.l:: •• · bueA tM.•-'""""· j 11,. t~ii&e\lJ!il . ··.. .. "· 
d· r•cUy .. • !" ··e• 1 wUI cl. tt .. e e .. tei}JJ7J lL 18 t.bla lll.!il ... rhl. tn Cr.. et;)r, 

J. l ..,hicn 11 r.'lii51:Se.!"ttcc t.o t-• r=>r ,.,:Jz.T co~,..,"' (s,~ s,,f,~va .n-) 
b. ~,, • ...,.. IJ .:z.JvJ. Nl' 1s leM ••nsU.ln than the urec.U.• 

, .. -rlt6'f pYo'fh.t ,,... .~ ,fs ....,. ... , ,,. ,.,., •'-:~• ~r. PWm.,l.,~ ~c ~~~·A•r.rl,..,.. 
(.at.•MPrf 'l "14 i8 )D~ o'lllOIH M.:.Wri..l Cdft "J ac.:e:o tanee ot : "Hlf!Ul.t.ed 

1\ . , 
1"1 81& .,,.. ift.e9~ftlll.• d., \!-'H.t...,~Jt. oYar·rl.cU.• eoncern fGI'" t.a• ;,~ewe .a.,, .Jt_ i 

"''"" A ''ss t-•!•J lfAMAiwl ,£. .llf'~rrtj 
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~:]iJfpBB a 
5------ -

..Lb• aevc.e.. "l'his c;,t.f'&OJ":J will i"lcludo trarn.c 1n:.elbgence .~h1cn h.la 

.IIC¢. b••n ueelticallJ ·>L:.eed int.o ot.her e~t.eaories =~I'd crypt. intollipnce 

-e'!tulti~ rrocr: y he aolut.1on or cert.uin 1~ le'l'el !=odes -~nd other aecurit7 
v 

·~!·\te.i•.. .i.t. 1a th1s -r:~ tfri.al ln CaLegoz:r 11 which !.~ oo,..- i~e··,·d "..A) ~ .. £ 

r ·; ti .r ·,;o h: ... ICJt'do ( ~ ~sc+ 10 V\ rr) 
c. Cate1017 I wu:«m' is subject to the 'le-;st. r-u3tl"1• t.; •\..~ -'f ..... 

1.u t.. &ona o: u.e t.hrPe cat.esor1aa am will 1ncl ud• cart .in :., ..,... ot J.CH ~·svel 
~·~ ~(V'tl s;~~J b':3 , ... ,s'#u .. ,. CA; ... 'f'\.I.DV',.,.,,s 

... Cf~.U·T ·» 0 IUl ... ••161e&cenaiP1di!7--s;:ri-:s+ hiH a •Uwu~ K:!t.erial in t.hia 

c..~tc~ry ·All be cl:.,asltied CC.tfr"l.J.l\.'TlAL vit.hos t.he use of any ~:ieword. 

'"xtreme c re ·'lUst. alwa.ya be Ut. U1zed. in nhc1 na ~11'11' in this CllteaoJ'7. 

{See n.:tragr:o-h 1, ::ect.lon VI - U.. :FllJENr l.AL.) 

1. ln ad:!lt.ion to these categories, there are eort:d.n ot.her baalc 

~t.at.ement11 t.t..~t. are acoept...able &s guide linea in determining claaa1Acat.1ona .. 

b. St.ar.dlng ooer:.t.1n& ?l'ocedurea, r)f!raonnal moo·-t.a, org3Dia-

t.lonal ch. rts Ql\d instructions r-anua.la goYel'fting reanectiYe C(I"UU'l' Org&ni• 

7.&t • ona will be claa.S.t1ecl according t.o the intoi'!Dat.lon contained the:reln; 

t.ho::-oe indic. ti"l opera:t.a.onal capacity or 811CC888 will be Clll8sitiad 1\t 

le:.ot ~1-.CRJ- ·r. 

=. ~u problar.t at olua:l.f7ias Ql"&lld.lf f.1i.i. .. :r,__l ,.,w&'rto 

beeaa6 of 'V&1'Iahla •peota tznolwt ta eo~~~~Kenl. t":' " eu£ .. 

tt~ -1uw to ~t S'E'eRE.Iif'v OlaM:I.ftcati·~ 

' 



• 

5th 'lenaion: 1 Jb·• -;4 

Panel. Ch~s ~.hich • re DE"ODOBed for publication w1 11 bo act. to the AC 

for retr.rence to this Panel aa reqaind. 
~~ 

cl. In reference to tn-" ci7Pt.vTatem•, t.he t'".!l"l8 "low gaden 1 

"r.wd1ta grade" and ''bl• gr.a.de11 u:re often Wllld. . Detinlt ion of these 

categories are aa tollOVBt 

(l) low-grade, raclj. P..rt.a1n1na to a crypt,osyatr. •1c1a 

otfera only s11gbt. :resistance to c:eyot.aDR1Js1a; tor 

exa:uple: (1) Plarf'air ciphers, (2) SinaJ.e traM-

nos1tit)ll 1 (3) Unenclllherecl one-JXll"t codea. 

(~) rnecU.\IIl qacle, r1Cij. Pcrtain1n& to a cqptosysten. whicb 

ortera conaidera.ble resist.ance to cryotanaqaie; f'or 

eXBIIlDl.et (1) !"tr1n ~1phere, (2) Pol7phase tranaooei­

tion, (3) UneDCi'Ohei"'d two-part codes. 

(3) hiah-8£!d!. aclj. Pert.al.alrw to a cr,ptoayatem which 

otters a maxiiiWD or resistance to cl")'ut.alll17818; tor 

ex&mple: (1) Co"nplex ciaber mach1••, (2) one-time 

a;rst..,., (3) Unknown t"WO-~.Il"t codes enciphered with an 

ad41tt:n book. .,. .. '· 

8. As a nec-..ne of turtlhd" ll&ai.st.a.nce to p:oraonnal within NS,. the 

following clnsalticat.lon guide linea han 'been eslo.blishect. Rrnaaller, . . ' __ ...... 

ho~e'Yer, thtr,y ure onl7 general in ~ture and camot b~applle.S to snec1f1-

call.7 e:.ch cla~aitication m"obl•. Utilization or theoe guide lines can onq _ ...... ----- --
be done t.hroush analog', campo.rison and e'Yaluat.1on. In aft~' cwnt. the. claaai­

timtion ot u p;lym ltan ot intolinatioa. such as training publieatiODI, will . 
bt. :.:<..t.ELY ON I'r~; O.oiN l't:lUT~i. SECRET 
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..... 

EO 3.3(h)(2) 
n ~ . PL 86-36/50 USC 3605 

~~-<~ ~ t~tY0') 5th Bevia10D:; - .1\»!e 54 
~ ( ' ~-,Jd'~ - -->~'· 

,-_k liiC'Itp! II • mP Mjt!W cgpp!ll · 

a.. ...Ulc ~z:rtensaance s.avoJ.'V'iDa oall..etsne « ., ... hll4f.Dal 

a:ua:nta4 ill ocd.a Gl' C!.Phen ~ b1gb MCUr.t.'ti' SJWI.1ns• ~ WOUl4 be 

lS.ste4. ----tel¥· J j UJL.,cL ca .... •-.bt' ~ ..... -t.l:e p.-s v-e~.,__/i,~ 
""3 ~. IDtAJlS(JIDM ..... WI! fl'om tbe ~ ol ~ vblab Ia ~211! 

~ 3, SecttoD ID • 10P UCift, ~ J.a, Seotioa VI - CCI&'Di&IIAL, 

IIDl :peng"\4)b 12, 8eCU.oD VII - ..mA&JJrDD. 

aanpm-
1. !be detaS.W mtuioD at a CiCiaUl8811""W cw a_,... oa~ 'u.nof. 

2. !be u1ateDae ol ~ collabolraticxt 1D ODIIDif •"M118 betlt\IID 
rtft~.t,_j,,.·.,. 1 tfu.!" 

u.s. as~~~CS. 8lll ott.r tc.e18D ~, ~ ,._ u.~ 00''.,...1-z 
. A 

1lh10b 1a riiCMfo 

3· lzlte]l1....,. d&riwcl ~ tb8 ~ at ~ ~ 

~ ~ Vclrl4 Will' u, ~ tbe ..,..~ C8lmOt 1ea4 to 

mr.r.ou .. to tba apec1t1c .,......... illvol.ftl!. cse. ~~ ~ ,, 
SecUcll II - !OP SBC1Wl' CCiaall\ lllll ~ 12, &ect1aD m • UlnMSD'IU.) 

7 
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5th Revision: 1 ~ 54 

. hstJit t,) 
•• CaleuCIIda -..Jt•~ to ~ m tftjDf( 0.() rrt "'7 9 £) 

.. ilbclDa\lrr"s of both tbe i:Jenttt.7 and <iet.ails or the crypt.ana.~S. 

or low-poade .... m111t.ll")' ~OQ'Btta during Ultt Mer .'orld ~ar II. 

-~ K.]t~~ "tm)l'\J eenJtit~ct.~eduna 01' the reYela\n 

ot suee~_tp¢~ual ~.~ ~'Dis~n prr»e~· am ~cea. 
~'FC'l'llft lV - ~C'llo~ CODE\·:atD 

1. Traft1c Int.ellipnce derlve•l trarn the unalyeis of foNi§l CGnuni­

Cc:ot.iotiB ntt.er .~ Septer-ber 1945. 

2. Text.a 1ntomat ion. ) 
wt •C"~ CA., bl ,),,. f,f., l.lt.;.=S'___;_....;;..;;::;..._.....z... _________ __, 

3. Intolllgence 4e:toed from At.~ or 

e;c.eeJ:* aa not.e d u 

J)dr<Jgrapb 4, Sec:t.lon .: !' - TOP 5F.CR.E'f CCJD&•atD, and P6 ragraph 6, Section· Ili -

TOP" fiMJlf. T • o tf 
'-4, foA.IOA "' ,.. 
(. lh~11;Y\j ~.,J~s EO 3.3(h)(2) 

f~CflON Y- SEQI!t.'l PL 86-36/50 USC 3605 

1. lnt.P.rcept. aaa:lgnmeat.a. 

:?. Intercept and D/P nlans and o'ler-aU operaticna.l etfectlftiiBaa ot 

int.crcept -.nd D/F organization us o. whole. 

J. General roter~"DCe t.o the f:kct. ot cr,vpt.anal.Jt,lc aw:cess al'..a1Dst. low-

graie enesv millt.aey Cr:JOt...,_._ during ·'orld \-;ar II and the Korean con­

nict., ··dthout 8ft,)' detailed doacrlotlon ot the CJ7l)t.an~c met.hod.a "sed. 

4. Details ot traf'ft.c araly'da aa apol1ed to e'D81111' ccmruaicnt.iona .. 
d.-ing ~*'rld ~~ar II. 

COI4••7 f!I'IJj 
5. DescripUon . .,t ec1ui:pment. peO\lJ,1ar"' t.o ir&ercef,t, at.at.iona. 

" 
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roP'N'f 
\ _,iV~/ 6. Oet.a1lect 11st108 and. lo<Ltion of US ~E'rYice oocr.=Jte«},lntercept 

~ otat1one. ~f~ 
7. F.xiatence or peacetime colbboration b-=tween the us and UK ·~) 

in the \A..'"UI .. T tield. 

' 9. Codeword Ct.JlOllcable to Traffic lnt.elligence. 

10. Information relatina to .. m entire s;yst.em ot cr,yptolosic (R/D} 

equipment .. 

11. Cr,ypt,anal7tJ.c Ehort. titles. 

f.\-.C'rlON Y1 - CONFlDEHriAL 

1. Association of operaUonal CO!UN'l' functions wit.h spec1t1a A·:t1dt.1• 

and orgaDizat.ioDB by ~ (except. as orav1clacl under paragraph l, Sact.ioa VII -

UNCLASSIFIF.D~ r. 

2. Indiri.dual illtP.rcept and D/r atat.ioD -practuct.s ~d statAment.s ~ 

operational ertect.iwenass. 

). lnteo-rc&!lted raw ~rattle that l!lbowa no eri.dan.:e •)f "processing' tor 

.·r.MJNT ~poses. t'roeess1na rioee not 1nclt&ie case no'-at.:.on•, treqwne1as, or 

call ai&Da. 

4.. Intelligence relat.ln& to IJ/F nd.eaion assiglllldo, bea rlng re,-'Orta 

ard fix 1'8porte (i.e., targe-t rrequenc1ee, call-eigne, ''piJ)ed elgnau,•t 

other sip 1 1ntozmat1on., bearinp and ftxe~.), pro..S.ded that no ccmplex 

chan&lns eallaiSD BJBt•• are 1nc:l\1Sed. 
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5. The t.el'IIB 11United Sta.tea CO'YIIlwd.C..'ltion lntel:i~::e Boord• ,.AJ1d. 

unclasa1t18d). 

6. l'la1~ t.actical or operational traf'tic prcn·lded. that 'I'Jc 1nt.er­

pret,at1ons ot complex changing callaip SJ&teme, enciphered nap retere~~eea, 

or results or a Jvan-:ecl traftlc anal7&1a are included. This :!ICAt.er1al shall 

include local nrocedural aud local grld ard zone &y'staaa used for art.ille17 

dir,.ction, tact1e&1· cont.rol m'ld rnn'VUileDt ot front line units, earl7 W#l.rnlft& 

and exercise ot t.act.lcal eom'but cont.rol ot uircratt. 

1. lnt.ellieence Jeriw:l rmm analysis or rad.u- tracking reports and 

'riaN.l. abM~J.t.ion re'Port.a as found. in tactical or opor• t.icnal trnftic, 

provided that. onct!'hered aircrart. type desiptiona or intAnretationa ot 

canplex changl.n& call•i&D s,yst.aas are not irK:ludecl. lncluaion ot locdl 

grid or zone reterences, local. procedural codes used tor bre"ri.\7 an'!f :-lain 

text interspersed wit.h cover WOI'ds is pendssible .. 

8. •.OMINl' concemlng we.:a.t.h .. del"iwd from the sources described in 

paragrapba "6 ani 71 aboft. 

9. ::ipecial lntAUif(tlllce trom Naval t.act.1cal. rnaneUYer1na codas and 

brm~ codes. 

10.. Sped.al Cl"l'Ptol.cslc teat\ll"ea ot unci na.gn1t.ude ot etlort. w1th 

oomp&t.era. 

llo Detailed reterencee t.o, and Jescl'iption ot • Cf7ptanal7tic aucceaa 

against specific m111t."Jl"1 CI'JDtosyat .. ued by toi"81&A power• betweera 

11 November 1918 and 1 Septenbu 1939, ~ ~ ~ ~ · 
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13.3(h)(2) 
Pt.>.86-36/50 USC 3605 

12. lntelliy.ence 'le:r1Ye4 from t.be Crypt.ilnaly.&ia or the 

~------------------------------~· 
2etween l~ N.nea.bt-r i918 nrd\1 ~e-p".ebt!r 

I 

13. '!"he ex.temt. ot coU"'bonUon in CAfJ,IUJC,'U~ CO''~J\C ·-.t.t.P.J"a. 

14. The ed.ent. or f"'.ro . .uction ot cr:vot.O"'.,terlG.ll \ I 

~--------~----------------~ lS. Tho fact. that r~SA is aasl. p t I \\ \. 

16. Ui.3graru and deacriptlons or ;(lit niT a:! cl Ct'MSEC CO!'!t'UILI.cat.ion net.-

\CtJ'ks or rel.u.ed co:'1111Uft1cat.1on nlana 1rclud1ng cyrpt.oar(lPhlc arrllftgeiDerata 

except. rr~here bighrr claas1t1cat.lon ia just1t1ed P1 t.he 11 sting ot aena1t1WJ 

1nt ... rcept at.ntlona. 

17. Conr.lidat.ed llsttnaa :Jtd recorda •Jf c TJl.D"'\'lt.er1ala and cr:,•ptu-· 

h·'llt!int;s by short ti t.le. 

18. The broad out.l.1nea of Opnrationa L Tl'art"i~~: .\nal,)'ll1a ~ocessea. 

1. Aasoc1~t1on· ot NSA 4th crJJ,,~o]uiJJ non-spec1.t1c or hJ'potJlet.ical 

references to CO'Il'ftanicution lnt.el.l:lger.ce or C.?fllftwd.c:a\.1on Se·:urity without 

an7 as:oc1a.t.1on ot t.h.tt hr :tion witt specltic '\Ctlvitieo and orsanizat.l ana 

ot.hr-r Ullll the N~t.iorn 1 Sf•:urity Ag-.r7 as .. , 'Wb·lle an<! f.ernce cryr;t.ologl.c 

agmc1es as a whole 1 ond ~saoc1atJ.on r~ NSA wlt: t.he 1 2 MJ~o.-;.t,.,,n c'"~p'l.lo8'c lllGt"tr-ts 
A~ Q -.uk11ft: 

2. ldent.1t1cat:lon w.Ul NS" of JHA aut.hors ~~ t'c:lmicnl oapera 011 nat.tora 

alreacv in the pd»llc dclrr ln. 

Jo The tPI"'IIB NS.o\ FJeld Activity 7ar East. (liSAl!) 1 NSt\ Field ~ct.!Yl t.r 

t.urOlJe (~U;UR) r NSAAL, •sAm:, 'iGA-f'\PU '.'.ANT) • .end tQA.-F'tiPU (~lAC). 
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~. C1'1'11 :.~-rY1ce J~ Titles ~and rfi,\ "Classi11c.,.t.1on ~tandarda ~ual''• 

5. NS1. 1 a oosseaaion ot cr interest 1n comput.era or r-... ; .. 1 d ant.J.yt leal 

ach1.nel"1', o·~capt. .-~s not.ed ln Pnrape.ph 10 ~ ~ect.i~n VI - COIII-"l:Jr-t.T lAt .• 

6. St1ec:U1e COIDDOftl-ftt.a ot enuipwnt Wider resoarcb , it use ot component 

7. Reuort. ot inspection t. rio to t.UI':l.eared CORIDDI&J' tJau t. is a proapecti" 

cont.ractor 1 if DO mf!lnt.ion 18 'rada of nct.ual .1pplicut.ions of C011m0ftent.So 

8 o Short. t.1tle s 1 cav~:r MIII!S 1 and code "WOt"da. (~ee thlfll tollowin& 

a'CceptJ.oJWa r •. r-o.gnph 4 1 ~ecti~n II - Ton !1-.Qi.".T ...:0!:\E .QI\0; prir;"gnrph 4, 

Section III - T\Jl [:~"CRfT; parngra.rb 9, Section V - r:r·CRI-1'; ~ng:raph U., 

Seoct.lon V - ~:'f'Ql T, and pa.rngra.ph 1?, Section VI • .,;cJNF !a..'F.N'l'l AL.) 

1nioctrlnat 1on. 

10. Project.9 nurab,.. ana. titles uaed in just1t1c:;st1Dn for purclu.aa of 

l'llilt.erlala "hen 110 t.f!chnical uaa~e 1• anecS.fted. 

11. !let.alled Nf~P-rence to, and description ot, c,.,-nt.ana.1Jt.1c success 

ag..ainst. .iorld "dar I mlllt~try cr,ntt.oay!Jt.P.IIII. 

12. Ret"'renees t.o intel.lh~nce deJ"lwd from C"ryot.osyat.ema in whlc:h 

wr.ressful ci")"'!"Jt.Ulal.1'•1• has .::.lready bP.en reTealed by or.n.e.lal u.s. actJ.on 

<••&•, t.he Congressional 1.nvost.1.gation of the Pe.\t-l k&.rbor ?.tt.ack). 

13. A:ry 1'\'!!ii!NIICe t.o 1ntell1P.ence or CI")'Ut.an~:.]3t1e ~uc·~eas apino\. 

operatlon;:U. c:qpto!lystema as .:iiad.o•d by torelgn o~lie~..tions appe trln.g in 

the publ1c dollld.n. Thr>se r.etenmces aboul.J be acccmoanif"c1 lor t.hP. pwpoae ot 

claritJ' by the source and be wl.t.hout fUrther elabor"ation or a.,pl.Jiic:z.l.!..:.:.A. 
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~ Reria1ona 1 ~ 54 

]4. The r.,ct. that NSI\ 'OI'Oduces :md OI'OC\11'188 C:I"7Pt.OIIl5terlal 1ncludil'f8 

I'GtOI'B, key liet.s, one-tl~~~~t t.Rpes, one-time pacSe, codes, discs and other 

broad c:...t.egories or ke71n& m:.t.eria.la, und aapl()J'a special 81nlipmeat, to 

prod&tc• BO'ne of th ls 1"1&t.crial. 

lS. The tact, that the US eollabor:..tes wlth other NA'l'O powel"l!l on CO~$EC 

mattnl'llo 
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