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.l8-6{2) Seourit.y' ot .D'SA. comm.tmioation circuits 

I lfay 50 

1. !he attached memo f'raa AFSA-OOB. dated l<i April 1D50. i• fdrwarded 
tor your comment• and recommendation. 

eo 1 .AJ'SA·lS 
I•/ s.P. OOLLIIS 

8 6P cr OOLLIIS 
Calomel Signal Corps 
Deputy Director • .AlSA. 

J'rcmu AFSJ.-oft Dates 2S JIA.Y 60 Comment lfo. I 
Xr. Oorry/428 

1. Surnilla.noe of' communioatio~ iDtelli,eZJCa aotiviiiiea haa been largely 
limited in the paat to oocaaional apot-ohecka because of' limitations an peraonnel 
&Tailable tor auoh tuka and bac&UIIe of the trem.endoU8 1co:P9 ~valved in a 
thorough analyaia. A rou&h eatimate indioatea that AFSA oommunioationJ represent 
at leaat 76-80 percent of tbe total enorypted :msasace volum.e of' the Armed :roroel. 
Included am.oiJg a.ctirltiea ool:lduoted reoentl,y alo~ thi8 line area 

a. .A.pproxima:tel;r a ;year &&o, om traf'!'ic aXJAly•t was uaigned the tuk 
ot determil1ing t,ypea and amount of i:at"ormation avaUable throuth external exam.ni:aa
tion ot .A:rtlq Security J.cena,y trat.f'io. Cowrage wu limited to AJJJ.. tra.ttio appear
ing em J.CAB oircuita which were \mder BUM'eillance tor ordinary security' monitoring 
purpoa••• Do formal report 1I'IUI rendered but n-idence 11'&8 au!'tioient to imicate 
that the toll(M'ing conolu•iona could be lub•ta.ntiateda 

{1) That tha peculiar oharaoteriatica ot intercept tratfio maka 
it euily identifiable am that axw- attempt at oon.csealment 
would haw to be of' auch draatio nature u to make praotioa~: ':' 
\ilit,r quaa~ionahle. 

(2) That it ia probable that the extensive Ulle of' radio comm.u.xdca
tioDII tor .torwardiDC ot iDteroept ia unjustified., and that 
proper aegregatioh and uae of' courier airoratt would result 
in reduoizl& radio trattic volume to auoh an extezrl; that oon
aideration .teuib1;r mit;h't be g:S:n:n to application ot tran~ ... 
ld.aaion aeourity meaaurea to reduce recognizability • 

{ s) !hat the .A.nzia' Seouri ty' J.Cenoy tiel d. intercept organization 
{i.e. • "Order ot Battle Information•) could b& recon11tructed 
with a minimum ot ettort. 

(4) !hat aome "•peoial" operatint; practice• which tend to further 
aegregate intercept trattio might be el:ill1.nated without 1m. ... 
peeling trattio halldline;. 
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(5) That o!rou1t di•ciplina and operator e~tioieno;r. although 
appro:d.m.ating the O'V8rall A:r:fq lewl# could. 1tam oonaider
abl• improvement. 

(8) '!hat ••t&bliehm.ent ot a procedure whereby the aeouritJ' monitor
in& aotivity' aight insure that correotive action ia taken in 
odell ot JIULjor tr~ll11a1on 1eourit;y rlolationa, would be 
bsmfioial. 

(7) 'fhat, umer certain oiroumata.ncea, it u poaaible tor an enem;y 
to dste:rmine apeoitic intercept target• by oar•tuJ. padding ~ 
hia trati'!c nlum.e and oloae anal;y~~ia or Tolume originated ~ 
aertain intercept atation.. 

( 8) !hat. 'bT obaenation ot 'YOll.De or1gi:aat1ng in certain areaa, 
it ia poalible tor r;e:neral u-.u ot: emphui• tor intercept 
purpoeea to be determined. 

b. Within the past yeu and • halt, Op-20!X oo.nduoted a aurTe;r ot 
Oommunioati~n SupPleJ118ntary .A.otiTiV !rai'.tio aimilar to that carl'"4-6d on ~ Arrq 
leourity' .Agenoy. The conol~ionl were adequate, not tml,y waa "Ol·der ot Battle 
ID.tormation" obtained but the olu•itied call aig111 and delinry g;roup1 in uae on 
the aupple118ntaey :rwt were recOTared in full. 

o. · Sta.tiona origiuating intercept trattio have been a ubjeot to the aa:m.e 
T1olation,. com.pro111ae,. and tr&t.tio TOlum.e reporti:D& procedure• aa all other Armed 
:rOl"cea actiTitiea,. thua providing om .maans of' oontiuui:og aurveillance. It li'U in 
aonnaotion with t be carr-.ring out or thia procedure that the recent deoiaiona oon
Oer".D.ing the inadequaciea of OSP 1615/SIGGUll were determi:r.led. 

'd.. A. program. to aToid aaaooiat:l.on ot direct oomection bettreen certain 
•oritiotl area" Special 8eourity Otfioer• and Arlington Hall Station hal been in 
efteot tor aome time. Thia program. inTolvea careful control r4 external &ddreaaing 
ot eommunioat1ona and,. in •ome oa•••,. uae ot di•&ui•ed o:ryptographio •1•tea indioa .. 
tora. 

•• Spot-oheoka of meaaage hu.dinga t4 decrypted tapes have been made at 
irre&ular intervals in the put tor imicator deptha and tor oareleaa praotioell in 
indicator aeleotion. 

t. Re-evaluation ot: orypto-aeourit,y provided by .ASAX 2-1 baa been i:n 
proceaa tor the put aeveral 118eka. An aiitempt ia beint; made to deYiae a one-time 
~y procedure acceptable tor tnteroept •tation uae. 
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Subjeott Security at AFS4 communication circuit• 
J'romr J.1SA.-o4 Dat•• 23 Jll.Y 60 Canment llo. 2 

Jlr. Oo:rry/4=26 

!. It il believed that a more complete and more thorough security anal.yaia of 
.A1i'S4 communications is (eairable, to obtain tactual data to aubatantiate ooncluaiona 
preaented in paragraph ia bove • &:Dd to provide a pla.nned clleck on cryptographic op
erating practicea. !hh will require aome aaaistance from USA-oz. ' 

I. It ia recommended that the attached Diaposition Form, requesting aaaiatanoe 
frOllL AFSA-o2, be appro'ftd and forwarded. 

l lJ\01 
DfF from AFSA-04 to 
AFSA-o2 aubj u above 

/a/ H.O. HA.NSEJl 
H.o. HANSEH 

Oapta.in, u.s. Jla..y 
Ohiet, Oftioe of Sealli:i ty 
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