NATIONAL SECURITY AGENCY
WASHINGTON 25, D. C.

Serisl L00548-3
17 Dec 1954

SUBJECT: Report o’ Communications Security Violations

TO: Chief, Army Security Agency
The Pentagon

1. Attached is the quarterly (July through September 1954)
compilation of comrmnications security violations reported to or
noted by this Agency which occurred in commnications of those
Army suations which handle COMINT traffic. You have been notifled
of completed evaluations of possible compromises which are reported
herein as violations.

2. This report is furnished primarily for guldance in improv-
ing the security of COMIITT communications. Similar reports are
forwarded to Commander, U. S. Air Force Security Service, end Chief
of Naval Operations. Upon request, additional copies of this report
will be provided in sufficient quantity for dissemiration to those
activities under your Command engaged in COMINT operations.

3. Extracts from this quarterly summary may be classified
SECRET if the extracts are restricted to lists of violations which
involve messages classified no higher than SECRET., For example,
the list of violations commitied by an activity which originates
messages classified no higher than SECRET may be extracted and for-
warded to that activiiy as SECRET material. The key list is SECRET
in classification.

k., fThis correspondence may be downgraded to SECRET upnn removal

of Inclosure l.

GEO E: CAMPBELL
COLONEL, AGC
ADJUTANT GENERAL

FOR THE DIRECTOR:

Leclassified and approved for release by NSA on 05-15-2014 pursuant to E.O . 13526)

2 Incle:
1. Commmnications Security Violatlons

by Army Stations.
2. Key list of Army Violations,
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cc:  NSA Europe
NSA United Kingdom
NSA Far East
NSA Alasks,
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M/R: This is a compilation of commnicstions security violations committed
by Army COMINT stations during July, August, and September 1954. A similar
report will be forwarded to CNO end C ASA furnished 4O copies.
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COMMUNICATTIONS SECURITY VIOIATIONS BY ARMY STATIONS
G TRIGRAPH KEY NO. REMARKS
UsM-1
SEPTEMBER

2 Sept 9 Operator inadvertently pleced
. equipment on line while pre-
paring additional copiles

of ICR DCR .
UsSM-3
JULY
021100z AKA 3¢ Broke on OODLRE vice Q0DLZ
0406597 BFW 1 Broke on PM rotor arrangement
0818312 CHQ 6 Broke using trigrsph CHO
1214007 MO 1 Broke on AM rotor srrangement
1h001TZ DWB 3d Broke on GFQXB vice GFCXB
1905052 HWM 3d Broke on AKCTT vice TKCTT
1908107 HXF 34 Broke on DRSDX vice MRKDX
1917197 GBZ 34 Broke on HITSZ vice HDTSA
2117527 G?P 3d Broke on FRFDQ vice FRFDS
2022167 HCL Ta, Broke on BB vice AA
AUGUST
051hk17 cZq 34 Broke on UTPFU vice UCNFU
0517582 CXF 3d. Broke on WVHCS vice MWFCS
161135Z HBF 3d. Broke on FUVLY vice FUVIT
2810307 KFQ 3e Broke on ZTXYC vice ZBXYC
SEPTEMBER
0208547, ZEA 34 Broke on XXYEU vice XXYEZ
2200342 BCF 3c Broke on VYZBK vice VYZTK
2319362 BHD 3d Broke on TIPSS vice TIUIS
2419547, BKH 3d Broke on XVUVZ vice XUUVH
USM-U4
JULY
0222437, v 3d Broke on FIDXAD vice FDIAD
0223457 UzZG I Broke on CNQIP vice WNQIP
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VIOLATIONS (Cent'd)

DIG

032250Z
1420502
14153027
1602157
190535%Z
2105417
2300032
2304192
2512257
290130Z
3016277
3018087
311230%

0109002
0123187
05220772
061.000%Z
061730%
0618307
070105%
0703152
090850%Z
1001312
1007352
1k02557
1403467
1412067
190310%
200300%
2014302
250400Z
2901252

ok19507
051416%
0602007

Incl 1

TRIGRAPH

VHL
XvQ
XTW

ZKN
Z0Q
ZYA

BDO
BIS

BV

BUQ

DIA
DOO

Iy AR
DuG
Dvs
ENS
ERQ
ESM
GGZ
GIB
GIO

IoT
IYZ
JSI

KPF
KRL
KSo

KEY NO.

3ec
34
3d

3d
3d
3d
34
3d
34
3d
34
34

3d
34
34
34
.3d
34
34
3d
3d.
34.
3d
3c
34
34

3b
34
3d
34

3¢
34
3d

REMARKS

UsM-4 (Cont'd)

JULY (Cont'd)

Broke on KJRXV vice
Broke on CIJAR vice
Broke on YHWRQ vice
Bump rotor failed

Broke, on YNBCQ vice

Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke

ADGUST

Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke
Broke

SEPTEMBER
Broke

Broke
Broke

on
on
on
on
on
on
on
on

on
on
on
on
on
on
on
on
on
on
on
on

on
on
on
on
on

on
on
on

YQWHV vice
GCKHN vice
CQLIO vice
SYSRF vice
CXAUX vice
NILHHL vice
HORPO vice
IBXZ vice

KCIKL vice
SGCNU vice
YBYXJ vice
XTYYN vice
ULZXU vice
AXINO vice
DPJPY vice
MKTAQ vice
XDPAL vice
XHULJ vice
DEJSE vice
CQZCO vice
IWQcX vice
GDAPA vice
AA vice BB
XXDBU vice
TT™MZB vice
AXNYS vice
BTAXM vice

GPDRN vice
KBGFG vice
NBQXR vice
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KJRXT
CIJAY
YHNRQ

YJBCQ
YQNHL
GCKWW
CQLFO
LYSRF
CXUUX
NLHRL
IIORPT
LBJXZ

HEDPH
SGCNL
RBYXJ
ATYYN
GLZXU
AXINF
APJPA
MDTAQ
GDPAL
XHJILJI
DEESE
CQzZvo
IMECX
GDAFPP

XXEBU
TT™MZS
AXNYC
STAXM

GCDRNV
KBGNG
NMQXR

oF_7
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VIOLATIONS (Cont'd)

] TRIGRAPH KEY _NO. REMARKS
USM-L (Cont 'd)
SEPTEMBER (Cont 'd)

0617002 Broke on JZIIW vice JCLDW
0810007 Broke on GSNER vice GSEER
1h1khsZ7, Broke on AA vice CC

150550z Broke K on MEZJZ vice MEAJZ
1506302 Broke on PVAQOG vice PVAYG
2200027 Broke on JLDIA vice JWDIJ
23220572 i Broke on HFJDI vice HJJDI
3001002 Broke on LIUHD vice LIUHO
30133072 Broke on UDQRJ vice UDQRU

0900102, Broke on EOUHR vice COUHR
0906102 Broke on RQUVD vice RQUVG

SEPTEMBER

010700Z Broke on AA vice BB
USM-7

SEPTEMBER

214115382 Broke on KZEVR vice KZEVT
26129557 TOP SECRET message contained
SECRET codeword

using btrigraph AGZ

on PM rotor arrangement
using trigraph BCU

on PM rotor arrangement
on EETGG vice UKTGG
using trigraph CQF
using trigraph DEM

on OWVJIM vice OWVJIW
using trigraph BKH

0521307
0908557
1014457,
1411257
170220%
1817102
2106507
2602072
2800472

AW O\ O\
p‘O\ p'I—'O\I—'O\
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VIOLATIONS (Cont'd)
DTG TRIGRAPH KEY NO. REMARKS
UsM-9 (Cont'd)

JULY (Cont'd)

2906497 EAT 6 Broke using trigraph ETA
3101407 3b Broke on EBBYH vice DBBYH
AUGUST
0101402 FGD 34 Broke un FSSNC vice FSSNQ
0116002 FJIN 3d Broke on PZRTJ vice XUMYN
0301382 QI 3¢ Broke on UASGL vice UASBL
0502402, GDD 3d Broke on IQTIM vice IQRIM
1301152 HOZ 3d Broke on TOWWU vice TOJXU
1315122 HXB 3d. Broke on NJXMK vice SJXMK
1409497 HVU 3¢ Broke on YYPJV vice YYPJE
2120347 JIFX 3d Broke on FMCNW vice FMCNQ
2301382 JLA 6 Broke using trigraph JILB
2504312 JWD 3d Brcke on DKHIE vice HKHIE
2900427, KST 3e Broke on CMBET vice CMBVT
3114202 1HK 3d Broke on SPXNQ vice SDXNP
SEPTEMBER
0821352 MRS 3d Broke on YRMKG vlice YRMIG
190627% OJR 3d Biroke on JMSWF vice JFSWF
2502167 PFF 3d Broke on MAAGS vice MAASS
2502207 PFV 34 Broke on XURRT vice XERRT
2513312 PIP 3d Broke on JSNHA vice QSNDA
2801072 PQL 3d Broke on SIZRE vice SXZRE
3002457 P70 6 Broke using trigraph PZD
3012072 QBH 6 Broke using trigraph QBU
USM-652
JULY
0306507 AJC 3d Broke on TXUQE vice TXUQX
USM-6T6E a
JULY fﬁj
1613252 ATY 1 Broke on AM rotor arrangement %
3]
5018T CRG =
JULY 2
= .
0505152 AGP 3d Broke on OJRJY vice OJRJHN;[‘ROL #5&—3505%
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VIOIATIONS (Cont'd)
DTG TRIGRAPH KEY NO. REMARKS,

501ST CRG (Cont'd)

JULY (Cont'd)

100315Z BIA 1 Broke on 9 July AM rotor arrsngement
1003252 BIC 1 Broke on 9 July AM rotor arrangement
100330% BID 1 Broke on 9 July AM rotor arrangement
1006107 BIE 1 Broke oy 9 July AM rotor arrangement
1006302 BTI 1 Broke on 9 July AM rotor arrangement
10063027 BIK 1 Broke on 9 July AM rotor arrangement
1006302 BIIL 1 Broke on 9 July AM rotor arrangement
1007307 BIM 1 Broke on 9 July AM rotor arrangement
1007307 BIO 1l Broke on 9 July AM rotor arrangement
1203307 BNH 3c Broke on DANMV vice VANMV

3009507 cwe 3b Broke on RFVPC vice EFUPC

3016557 DAT 34 Broke on KIPSI vice KISSI

3116077 DJU 34 Broke on FNAAM vice FNTZM

AUGUST

0301007 ANE 34 Broke on VYHVU vice VYHWN

0604052 BLE 3a Broke on PWCWA vice PNCWA

0610242 BOG 13 DTG should read 0618247

1617132 CHP 3b Broke on FDFSV vice FDFTV

1800157 COB 2 Used key list assigned to NSA
1800352 COE 2 Used. key list assigned to NSA
1800407 coM 2 Used key list assigned to NSA
1801507 cov 2 Used key list assigned to NSA
2400047 CcuJg 3a Broke on IMAEZ vice IAMEZ

2400152 ceF 34 Broke on OCFAG vice OCXAG
2402087 CWH 3d Broke on FBLDV vice FYLDV
160005% 9 Keyboard operation

ASA ATASKA

AUGUST
2703407 11 Message classified SECRET contained

SECRET codeword

ASA FUROPE

JULY
0109137 9 Defective key tape
1010297 10 Key tape stuck
1511382 BSD 5 NGIGM
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~TOR-SECRER—

brG

2000067
2017352
2020012
2202547
2608052

0513252

0503072
0913252
1421437
2220207
2219417
2313137
232153%
2415017

261235%
2615282
© 270500%

0108522
020536%
0Lko809z
080615%
0816517
1207392
1212452
1318252
1621012

1712097
1819072

TRIGRAPH

. 698
iir (E)EE o N VAW l]L.[Lr%li

VIOLATIONS (Cont'd)

REMARKS

ASA EUROPE (Cont'd)
JULY (Cont'd)

Broke on OVMVW vice OVMVR
No rotors in cipher unit
No rotors in cipher unit
Broke on CC vice BB

Broke on HBTIU vice HBKIU

AUGUST
Same segment used for 0515272
SEPTEMBER

Broke on AKZIG viece RKZIG
Broke on UYNMB vice UENMB
Tape reel stuck
Broke on AVCFQ vice AVCFO
Broke on OGJVJ vice OGJYJ
Keyboard operation
Broke on SHKPL vice SHKPT
Message indicator derived using
deciphering procedure
Broke on PWIDY vice HWIDY
Broke on APYUB vice AYYUB
Broke on SGQDA vice SGODA

Broke on HZGSX vice HZGSK
Broke on AKHFW vice AKHFX
Broke on WFDDT vice WSDDT
Broke on AAVZS vice AAVZT
Broke on SZQFD vice SZQED
Broke on UFWPT vice UUWPJ
Broke on NRIOX vice VCIOX
Broke on DCXSI vice DOXSI
Message indicator derived using
deciphering procedure
Broke on XOAHJ vice 1I0AHJ
Broke on GNMWT vice CNWWJ
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VIOLATIONS (Cont'd)

G TRIGRAPH KEY NO. REMARKS

ASAFE (Cont'd)

JULY (Cont'd)

2019397 MFE 3b Broke on LNSIS vice IMSLS
2121217 MOB 3a Broke on XUAOI vice XUAIO
2200297 MPP 6 Broke using trigraph MQP
271839Z OXE 3d Broke on NBSRV vice NCHRV
2905082 PWV 3d Broke on KJBTX vice KJBTD
AUGUST
0605127 9 Key tape ran out
1315457 DZI 3a Broke on USXNI vice UXSNL
1400407 EFZ 3a, Broke on JUAKJ vice JUAJK
2208312 GXP 3e Broke on VENZG vice 'VKNIG
2208577 GXB 3d Broke on KJSSJ vice.DJSSJ
2403397 oM 8 Message indicator derived using
“deciphering procedure
2808097 LJR 3b Broke on XXBZX vice, XXBZW
2901417 MBB 3d Broke on PSHAJ vice PSHAB
SEPTEMBER |
0114187« AEU 1 Broke on AM rotor arrangement
0115332 AMT 34 Broke on GJTZ0O vice GJIMO
0116312 ANT 3d Broke on EQOGFP vice AOGFL
0214172 BMF 38, Broke on VCZYJ vice VZCYJ
0512517 DLI 3d Broke on UOHFM vice URHEFM
0815032 EGM 3d Broke on VMJYO vice VMJSO
1520597 wrY 3e Broke on KHUPD vice KHUED
1715237 JIB 3d Broke on IVJJY vice ILVJIM
1814597 KQT 6 Broke using trigraph KQU
1822072 KVK 3b Broke on FVNOM vice EVNOM
1904317 KT 34 Broke on QQHGX vice QQHUX
201927% 1XT 3d Broke on JTBRY vice JTBCY
2221037 MXC 6 Broke using trigraph MXK
2901087 QLI 34 Broke on TSWGB vice TSEGB
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3.

l"‘

—EHOREE -
KEY LIST OF ARMY VIOLATIONS
. JULY, AUG.,‘& SEPT. ¥95k
ROTOR ARRANGEMENT
l. Use of a rotor arrangement for an inappropriate cryptoperiod, dey or

month. (Reference AFSAG 1262, para 5006a(l))

Use of a rotor arrangement from a key list assigned to another station.
(Reference AFSAG 1262, pars 5003b)

ROTOR ALIGNMENTS AND MESSAGE TNDICATORS

Discrepancy between the message rotor alignment resulting from decipher-
nent of the message indicator and the message rotor alignment actually
required to decipher the message, although the latter was correctly
derived. The discrepancy involved (a) transposition of letters, (b)
substitution of & letter alphabetically adjacent to the correct letter,
(c¢) substitution of a phonetically similar letter, or (d) errors in
encipherment.

Failure to tail previously enciphered message. (Reference AFSAG 1262,
para 6002a(h))

5. The message rotor alignment was transmitted in the clear as the last five

letters of the message indicator. (Reference AFSAG 1262, para 6002a(5))
KEY GROUP

6. The trigraphic key-group indicator in the message indicator did not
correspond to the key group actually used for encipherment. Reuse of
a key group was not involved. (Reference AFSAG 1262, para 5004b)

MACHINE DESIGNATOR AND MULTISWITCH SETTING

T. The machine designator in the message indicator did not correspond to
the multiswitch setting used for encipherment. The messages were (a)
correctly enciphered or (b) incorrectly enciphered.

ENCIPHER DECIPHER CARD

8. Incorrect use of an OBCUS enciphering card tQ produce a message

indicator. (Reference AFSAG 1262, pera 5005¢)
ADDTTTONAL VIOTATTONS
9. Transmission in the clear of classified ianformation.
Incl 2 CRYPTOCIBARANCE REQUIRED
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10.

1,
12.

Tranemission of classified information in monoalphabetic substitution
cipher.

Revelation of COMINT information to unguthorized personnel.

Transmission of a messige in which there was faulty rotor stepping
during encipherment. (Reference AFSAG 1262, para 6002a(3))

Transmission of a message containing an incorrect date-time group.

Reuse for encipherment of the same segment of key tape.




