NATIONAL SECURITY AGENCY
WASHINGTON 25, D. C.

Serial: 000549-~S
17 Dec 54
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SUBJECT: Report ofw Security Violations
TO: Commander

U. S. Air Force Security Service
San Antonio, Texas

1. Attached is the quarterly (July through September 1954)
ecomplilation of communications security violations reported to or
noted by this Agency which occurred in commmnications of those
Air Force stations which handle COMINT traffic. You have been
notified of completed evaluations of possible compromises which
are reported herein as violations.

2. This report is furnished primarily for guidance in
improving the security of COMINT communications. Similar reports
are forwarded to Chief, Army Security Agency, and Chief of Naval
Operations. Upon request, additional coples of this report will
be provided in sufficient quantity for dissemination to those
activities under your Command engaged in COMINT operations.

3. Extracts from this quarterly summery mey be classified
SECRET if the extracts are restricted to lisis of violations which
involve messages classified no higher than SECRET, For exanple,
the list of violations committed by an activity which originates
nessages classified no higher than SECRET may be extracted and
forwarded to that activity as SECRET materisl. The key list is
SECRET in classification.

k. This correspondence may be downgraded to SECRET upon

% l-../'_
GE o L"LP u

COLONEL, AGC
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Leclassified and approved for release by NSA on 05-15-2014 pursuant to E.O . 13526)

2 Incls:
1. Communlesatlons Security Violatlons
by Air Force Stations.

FOR THE DIRECTOR:

2. Key List of Air Force Violations. —POP—SBOREE- CONTROL #_54-3502
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M/R: This is a compilation of communications securlty violations committed
by Air Foree stebions during July, August, and September 1954. A siwiler

report will be forwarded to Chief, ASA, and CNO.
USAFSS furnished 10 copies.
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COMMUNICATIONS SECURITY VIOLATIONS BY AIR FORCE STATIONS

o] PRIGRAPH KEY NO. REMARKS
USA-33
JULY
0300022 AEF 1 Fit'th rotor straight rather than
reversed
0300457 AEB 1l Fifth rotor straight rather than
reversed
070020% bp, Broke on ADYRY vice ADRYI
1516157 AXC Le Broke bn KHRDO vice KHRZO
AUGUST
260005% BHP 8 Broke using trigraph BKP
SEPTEMBER
0315152 APC 1k Fourth rotor failed at counter
reading 0280
0412052 BFN ha Broke cn DLJNB vice DLJNN
2106107 ik Fourth rotor failed
UsA-3h
SEPTEMBER
0918552 12 Key tape stuck
120800% 12 Key tape stuck
USA-34B
AUGUST
162230Z 11 Keyboerd operation IR
USA-38 "
JULY
0701502 BRT 8 Broke using trigraph BJT t. %
2001287 XC b Broke on DYWBB vice DXWBB O
2001287 DXF hd Broke on FFMKH vice KFWKH Seede
AUGUST
092315% BHR ha Broke on XRFNS vice XRFNV
—TOP-SHEOREF-CONTROL #54~3502-B
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—TOR SRCRAT-
VIOLATIONS (Cont'd)

DIG TRIGRAPH REMARKS

USA-38 (Cont'd)

AUGUST (Cont'd)

2501077 Broke on JHJFN vice UHJFN
« 29001527 Broke on ZDNEG vice ZDNEF

SEPTEMBER

0Lk19207
1002457
2300452
2400502
3013002
301300Z
3015552
3015552
3019302

Broke on KGTAL vice AXTAL
Keyboard operation

Broke on HMNXN vice HMNXS

Broke on MARIA vice MARDA

Used key list assigned to USA-368B
Used key list assigned to USA-38B
Used key list assigned to USA.38B
Used key list assigned to USA-38B
Used key list assigned to USA.-38B

W LW W W W ggt:g

020115%
1002567
2712052
2712062
2714297,
2715167
27155072
271555Z
2716057
2716457
2717592
301515%

using trigraph AJL
on ARTNY vice ARENY
on AM rotor arrsngement
on AM rotor arrangement
on AM rotor arrangement
on AM rotor arrangement
on AM rotor arrangement
on AM rotor arrangement
on AM rotor arrangenent
on AM rotor arrangement
on BNPYQ vice BNPYG
on HZANK vice HZANG

gﬂmmmmmmmmg’m

1419502 Key tape stuck
2402047 Broke on DIMFV vice DIMXU
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VIOLATIONS (Cont'd)

nIe

0810482

2900012

1010157
120355%
1619542

030400%Z

072030Z

2800457

0223407
0223407
0223402
0223407

132153%
240400Z

0710552
2100152
2512357

Incl 1

TRIGRAPH

—————————

caox

BCI

CIX

ACR

ACS

ACT

BFZ

CFC

KEY NO.

13

11
11
1h

1l

he

Fr v B B oR

E

FOPSEERET

REMARKS
USA-51
JULY
Use of incorrect Top Secret
Codeword.
Broke using trigraph CUK
AUGUST
Broke on PM rotor arrangement
Keyboard operation
Keyboard operstion
SEPTEMBER
Random rotor failed at counter
reading 1458
Keyboard operation
USA-53
JULY
Broke on XBWVB vice XBWVG
AUGUST
Third rotor stralght rather
than reversed
Third rotor straight rsther than oo
reversed HEE
Third_rotor straight rather than :.:.:
reversed.’ ER
Third rotor straight rather than oot
reversed
Broke on PDCJU vice PDCJH
Broke on JPQFR vice JPFQR . o,
SEPTEMBER -

Broke on PM rotor srrangement
Broke on FKZTU vice FKZTH
Bump rotor failed
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VIOLATIONS (Cont'd)

DIG TRIGRAPH KEY NO. REMARKS
USA-5h
JULY
0504207 AZW kg Broke on QKTRY vice QKIRY
0616302 BMQ ) Broke on RYFMV vice QYFMV
120830Z CSW ha, Broke on HRHOE vice HRHON
2101502 EJP bq Broke on JPGIV vice JPRIK
2513357 FIJ Lg Broke on KLJIW vice KLJLZ
2714507 TUY hg Broke on HIUMC vice HIUMA
2912457, GII 2 Broke on AM rotor arrangement
AUGUST
01.1.000% ACT by Broke on QWASI vice QXASI
0412087 AVD ha, Broke on NIUJX vice NIUJK
201205% EAZ ha Broke on FNDUF vice FNAUF
2807352 AJI R) Broke on WIQKK vice VTOKK
SEPTEMBER .
0820352 csY La Broke on CKQUE vice CKQEU
1314002 EEG ha Broke on SDIAK vice SDIAF
2005502, FKA ha Broke on SGTKR vice SGTKP
200550Z FRL kb Broke on JUZIB vice JVZIB
2319052 GHY hq Broke on MEKZP vice WEKZP
USA-54A
JULY,
0114307 AKX L Broke on KDXNI vice KDNXT
0202352, APG ho Broke on XNYDE vice XOYDE
0500157 BKQ 10 Message indicator derived
using deciphering procedure
0801102 CcIO 2 Broke on 7 July PM rotor
arrangement .
080930z CMA ha Broke on OKIDC vice OUIDC
100525%, DDV hg Broke on OEVDH vice DEVDH
1311252 DVQ hg Broke on VYLUQ vice VYLEQ
1613102 EPC 10 Message indicator derived
using deciphering procedure
1803502 EYX ha Broke on RDQKJ vice PDQKJ
2020562 GRR Iy Broke on HLEXV vice HLEXU
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VIOLATIONS (Cont'd)

DIG TRIGRAPH KEY NO. REMARKS

USA-5hA (Cont'd)

JULY (Cont'd)
2020562 GoX 6 Omitted traffic type designator
27030227 HZX kg Broke on EKUBG vice EKEBG
2807302 I6Y ha, Broke on TCPKQ vice TQPXKR
2909157 IRV g, Broke on CAEPN vice CEAPN
AUGUST
090535% DAL kg Broke on VFB0X vice VFBOJ
1123452 PN Le Broke on PYIFE vice VYIFE
1204302 DRI 5 . Broke on CBTZS vice COTZS
1622227, ENJ ha Broke on UKUYX vice DKREX
162352Z EOS ha Broke on DVRGO vice DVRGZ
28004527 GVL 4g Broke on RUBPH vice ROBPH
SEPTEMBER
032250% AQP 1k Random rotor failed
2912h07 EUT T Broke on XJOAK vice XJAOK
01124527 3 Used key list assigned to
USA-5h
0113202 3 Used key list assigned to
USA-~5h
0123457 3 Used key list assigned to
USA~54%
0114057 3 Used key list assigned to
USA-~Sh
USA-54C
JULY .
0803152 BCD ha Broke on PDRAT vice PDRPY coelt
1605157 CNC 10 Message indicator derdved using
deciphering procedure
161335% CPC Lq Broke on ZGNZI. vice ZGNZS ..
1616407 CPZ e, Broke on RICYC vice IRCYC e
1702282 CRI ha Broke on NDJSK vice NDJST . .
2304157 DZI ha Broke on VOHTF vice VONTEF
' AUGUST
1007002 BTS ha Broke on KMJYR vice KMJVR

—POP-SRERET-CONTROL f&ﬁ? 502~B
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VIOIATIONS (Cont'd)

DIG TRIGRAPH KEY NO. REMARKS
USA-55
JULY
0701052 ANY he Broke on ZTAQU vice ZTAUU,_
070105Z AOG Ib Broke on CXNVQ vice DXNVQ
1421157 BGJ ha Broke on YIPOH vice YHPOH
2023207 ccq ha Broke on KAAXS vice KEAXS
2700577 CNR ) Broke on PRSDX vice PRSDW
2704287 Ccow T KIMXD
3021267 (o}1/¢} ha Broke on BMDDV vice PMIDV
AUGUST
0L00502 ADW e Broke on YDOTG vice YDOTD
0522212 AIM ha Broke on ZPDIO vice 7ZMIPX
0621307 ARV ke Broke on KPGKC vice KPGKZ
10214027 AWM hg Broke on XEEMQ vice MEEMQ
2900507 DND kg Broke on NFUYZ vice NFDYZ
SEPTEMBER
0500502 ARP he Broke on PAMES vice PAMBS
1600267 14 Fourth rotor failed
1802552 BYX hd Broke on HQZFR vice HQZFY
USA-56
JULY
2009062 FNW 6 Omitted traffic type designator .
SEPTEMBER
230720% IWH Le Broke on CCSCA vige CGSCA
2613002 15 Correct DIG 2607247 *
261535% 3 Used key list assigned to 6910th
Scty Gp
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VIOLATIONS (Cont'd)

LIG TRIGRAPT KEY NO. REMARKS
USA-56A
JuLY
3012402 3 Used key list assigned to 6910th
Sety Gp ,
3014252 3 Used key list assigned o 6910th
Szty Gp
3022407 3 Used key' list assigned %o $310th
Sety Gy
AUGUST
060130Z Og, Broke on AA vice EE
2006207 2 Broke on rctor arrangement for
21 Aug
2310057 2 Broke on PM rotor arrsngement
USA-5T
JuLy
0309457, BRIT hg Broke on WEFTOR vice SFIOR
070510Z DG ha Broke on UGYWW vice UGYWI
1822457 9a Broke on BB vice AA
3016202 KAK kp Broke on KCCOF vice KCBOF
AugusT
1131145% DZY 2 Broke on PM rotor srrangement
2120307 ™ms ha Broke on DIPVQ vice DPDVQ
2600452 JNR ka Broke on 0BZJQ viece IBZJQ
SEPTEMBER :-::g
111720% CJH kg, Broke on USCJT rice USFJT eels
1618202 DIM 8 Broke using trigraph DIV
1800254 14 Fourth rotor failed
2121127 EIN ha Broke on LWRHG vice IWRHG s, *
250L257, 7JO ka Brcke on ROLLI viee ROLIR HAN
2520152 TMZ Ld, Broke on QUYTC vice QUTTC ..t
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VIOLATIONS (Cont'd)

Dre

2905307

0800102
1305207
1901452
2321402

06124827

1311202
1610157
3015002

0603452
0808457
1108202
2508302
2509217
2510007
251005%
2511427
2511457
2512002
2512002

1702007

Incl 1

TRIGRAPH

KEY NO.

AFR
BLY

CJH

BJY

BZL

BOY

USA-5TA
JULY
14

REMARKS

Third rotor failed to step at

counter reeding 1642

SEPTEMEER

6910TH SG
JULX
11

Broke on EMRBD vice EMRPB
Broke on OBRER vice RBRER
Broke on DDXIZ vice DIXIZ
Broke on RUVEY vice RDVEY

Key tape contained 12 consecutive

letters characters

APE

AUGUST

Broke
Broke
Broke
Broke
Proke
Broke
Broke
Broke
Broke
Broke

I\)l\)h)l\)l\)l\)l\)ml\)g‘k;

6920TH SCTY GP

JULY

La Broke

Key tape stuck

Broke on IHVXO vice LHVXK
Broke on PM rotor arrangement
Broke on MAFHY vice MAFNY

on BURNG vice VURRZ

or M rotor
on PN rotor
on PM rotor
on PM rotor
on. PM rotor
on PM rotor
on PM rotor
on PM rotor
on PM rotor

arrangement
arrangement
arrangement
arrangement
arrangement
arrangement
arrangement
arxrangenment
arrangenent

on LNHIB viece INULZ
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VIOTATIONS - (Cont'd)

DIG TRIGRAPH KEY, NO. REMARKS
6920TH SCTY GP(Cont'd)
AUGUST
1000302 5 Aligmment derived uaing procedure
for first message of pryptoperiod
1814352 b Keyboard opersztion
SEPTEMBER
0204002 11 Clear ‘text tupe
1207C52 11 Keyboard operation
11C9007 5 Alignment derived using proccdure
rTor first message of cryptoperiod
1506077, FRA kg, Broke on HYJAX vice HFGAK
1716172 13 Meszsage relayed to stations not
authorized to receive COHINT
information
S0 FEAF
JULY
0605582 11 Clear text tape
. SEPTEMBER
0601152 11 Clear text tape
S50 _USAFE
AUGUST
1823.00% 11 Keyhoerd operetion e

BO61ST SCTY GF

J(-IL‘! ads
060040Z 11 Keyboard operation
1203302 11 Kaybourd operation %t
200130Z 11 Keyboard operation ot

AUGUST )
0622157 12 Rotors Talled
0316467 11 Keyboerd operation
1319502 11 Keyhoard operation
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VIOLATIONS (Cont'd)

ojie] TRIGRAPH KEY_NO. REMARKS

——————an

69618T SCTY GP (Cont'd)

SEPTEMBER

0106257 12 Key tape stuck

120315%Z 11 Keyboard operation

1021132 11 Keyboard operation

1710407 11 Keyboard operation

2522047 11 Keybodrd operation
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KEY LIST OF AIR FORCE VIOLATIONS
July, Aug., & Sept., 195k
ROTOR ARRANGEMENT
1. Encipherment with one rotor reversed rather than straight, straight

rather than reversed, or with one or more incorrect rotors.
(Reference AFSAG 1262, para 5006s(1))

Use of a rotor arrangement for an inappropriate cryptoperiod, day
or month. (Reference AFSAG 1262, para 5606a(l))

Use of a rotor arrangement from a key list assigned to another station.
(Reference AFSAG 1262, para 5003Db)

ROTOR ALJIGNMENTS AND MESSAGE INDICATORS

Discrepancy between the message rotor alignment resulting from
decipherment of the message indicator and message rotor alignment
actually required to decipher the message, although the latter was
correctly derived. The discrepancy involved (a) transposition of
letters, (b) substitution of a letter alphabetically adjacent to
the correct letter, (¢) substitution of a phonetically similsx
letter, or (d) errors in encipherment.

Failure to tail previously enciphered message. (Reference AFSAG 1262,
para 6002a.(h))

Omission or asddition of one or more letters to the message indicator.
The message rotor alignment was transmitted in the clear as the last
five letters of the message indicator. (Reference AFSAG 1262, para
6002a.(5))

KEY GROUP
The trigraphic key-group indicator in the message indicator did not
coxrrespond to the key group actually used for encipherment. Reuse
of a key group was not involved. (Reference AFSAG 1262, para 500Lb)

MACHINE DESIGNATOR AND MULTISWITCH SETTING

The machine designator in the message indicator did not correspond to
the multiswitch setting used for encipherment. The messages were (a)
correctly enciphered or (b) incorrectly enciphered. (Reference AFSAG
1262, para 6002a(1))

Incl 2 CRYPTOCLEARANCE REQUIRED
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10. Transmission of classified information in monoalphabetic substitution
cipher,

11, Revelation of COMINT information to unguthorized personnel.

12. Transmission of & messsge in which there was faulty rotor stepping
during encipherment. (Reference AFSAG 1262, para 6002a(3))

13. Transmission of a message containing an incorrect date-time group.

1h. Reuse for encipherment of the same segment of key tape.
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