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MIAIJtJRES l'OR l!O'REASliD UCUil'll' C:JI OOltlUIICATIO'I liDLLIGERC:S 

!HB !ROIID 
111 r a' • r 1 • 

1. Wbat add1 t:tooal measure• ahoul4 be talaea to protect (l) proatmt 

COMII! aouro•• ud (J) •v.oh naw aouroe• u •'1' be apeoted •ocm to yl•ld 

-.u:al iutorD:tiant 

140!8 ~IJG UPOW THB !ROBLIK AJD DISOUS8IOB 

&. AI ae~ tarl.h in Patacr&pha 1.11 ill the boloaur•.,. 

COltCUiSIOlS 

I.. It 11 conolwled that 1 

a. A reT1tnr ot the ont1re problea ot tbe aeourit¥ ot preae!lt 

COlltlHt 1ourcoa 1a warrmted in tho Ught ot tbtt proaent aitua.tion wherein 

th.ra appeare to 'be a gradual leaaenln& at ••curt v 1• the taot of a mo:ro 

pre11i~ neocl then tor. 

b.. 'the p~aibillt)" ot a0lll8 apprcaoh, in the not clbtu.t futuro,. 

to a atate ot n&dability ot oo:rtain h1ch-1eva1 or,yptoayate• •G• it 

s.ap.na.tiw that the..- be 110 delay bs. the " .... aa!.l'lt\tioa et proseat C~IK:r 

HOUI"lt'J .. nnt8 &ad the tonnal&tion. and applioatiOD of DeW' Ol" &dd:l:t10118.1 

•••ur•• wbie.lt. .a'1 pntftut a J11pat1 t1na ot tho 1•••• a\d'f'ered ill tbo 

,.oent paat. 

o. Ill oonneot1on w!th all bich-l•v•l COIIIft proble9 it i• 

poaB1ble Qd !:t JNAY bo &d'riJable to iutituto 180Ul"ity aafesuaria .\¥))\ 

u 110.re in toroo in oClllmOotion 1t'i th oerta.1n h1gh-l.'V'8l COJatr.t pJ"obl•• 1a 

World War II • 
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-4. It ia r.o_.ndo4 tha.t1 

a. 'OSCIB cSireot. tt. 'OSCII leourity COJ!Udtt.e to mab tblt 

rn!ew "ter"d to in Par. :5!, utl to aulsd.t noam:raenda.t1".1U l.l"11S.ftl traa 

.. •tuq ba1ed upon oOJlllidcu. ... tion of Para. Sb and ZO ot the toregaln: - -
'b. 'fha TJSCIJ Jocur1ty CQDr.dttee be direoted to 1Ublll1:b ittJ 

nport to VSOII not later than 15 beceabor 1960. 

T~P SECRET I ACORN 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

lA.CTI WRIKC UPOJr S Pn.ODL.w.:M AWO DISCl!SSI01 

1. llJWJ the cm4 ot 'fgrl4 War II tlwre ba1 been a o01\tittua1 

1J!I.prcmn11ent ill. the typoa of Oryp'tOI;fltoiiB ~lcyctd 'b)" torolp f:OWrz=ont• 

u4 a ate&d;y ti&hteld~~& ot oOIIIIB'UJlloe.-t1oa aoour1ty praotlo••- ll&k.l»: tho 

procluoti OJ1 or COiill' • problea of OOlllli;aDtl;y 1Doi'"Oa81q dittioultte•. 

1'h1• b true ••pootallr" •• r•,ardl COJaft deal111f:~...l _____ ............ 

I. In the faoo ot tho 1noreae!n.: dittioulti.el 1n ttt produotitG,. 

tlw demand tor OOMII'f baa boo?• ewn creater IU1d tlw need tor ~···.pro

wotioa of all COMII'f aourCJGI 1noreat11f&ly imperatiVII •• Wot 0Dl7 1• tbia 

true at "'&rdl all o\U'rent COJflll! aourcea, but 110 l'I!.Wit antio1_.-t. •wu 

ana.tel" ll8oct. for- the protaot1on of DeW •~urooa. Por. UU\pl.e. when a1 

a reault or oonoentrated. •trort A1'SA suooeeded. 1n aol.rtn: acrta~~----------' 
!tho £TU1ta thoroot war• 1oon dol'de4 u,a beoause ot the .wtth• 

drura~~------------------___.faoon. atter auece1a ia 

thell' Jolutioa wu &ttaiD.Od• azz.d. w haft h"" been virtually out ot touoh. 

1. •• !be bu1o ••••ntiah ror et.teotlw •eaurity oent:rol o~ 

COMift haw ti•ll)r bean e•tablbh~~td after yeAn ot •.rtort and the 

1eourl't7 •1twt.tiq bu been o""'D81derabl7 i•prowd. 

· .. 

lt. !bent 1• a cenel"&l appr•oiatiOil ot the 'f'&lue of COIIIft' and 

1:~ DBed tor proteot1tte ita •owe••• and • ur.w hal""' tho tollawi»c 

.eobaiU•a tor bitter proteot1•• 
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(1) l. federal probtcti'?G law (Public law Jo. &1~) 

(I) Improved inveat1p.t1 ve ~~U~.C:nineJ7 

(I) An interdtpartm.Gnt&l •uthorlt)t' (USC!B) 

<•> .l •1n.;le u.s, produoor ot ~h ... lo"t'el OO.Mili"'l' (AFSA) 

(i) COI:imon ••our1t:f s'tllndal"da 

(e) 8eour1tt a,::reolfl8nt.. with wr torelp oollaboraton 

&. a • !he ~JUt played by tfSCtB S.n tho t'orer;oillg iaprewJRGnta 1ft 

~ •eour1ty ue notable. USClB D1not1ft •o. 1. approvod. on lG lmre:raber-

1948, 8l'ld roviacu:l aa ot 13 Ootobor 1950,. provide• • 

""• ... The !oard will perfom aUGh !"u!Jot10!l8 u rAy~ 

:require¢ to a.ooo~J~pl1ah ita objoot!w, but it 'llill plac• 

partioulllr emrhada upon the :rollCJ'II'i..zlgt 

• • • 
(o) Prcaor1b1XJC buio ••ourity atalldArdl t.JH1 di1 ... 

lem1nation pol1eiea to proteot all Communlo&tiona 

Idtollitonce aotivitiea and •ourcoa.• 

b. The BCJl' rot'eren.oe (Par. 11) aatabliohos, q~ other 

riaDdb:tg aG~aittue•, • Committoo = Seourlty w1th tbt :tollOtdr!:: reaponai

'biliti••• 

11 (b) Seourl,~. PontUlation ot 1atordoparbactDtal 

aoourit,y t.nd 41•eoai:na.t1o:a poltoi••• a.n4 oo

orcU:natioa ot other aecur:lt;y ma.tt•:r• under oopiaanoe 

et USC I B. 11 
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TC? SECRET ACORI~ 
•• USGlB Directive Mo. 4., &pprcrnd on 14 J1111wu•·.{ 1949_. and 

..-vbed u or 25 Octo'be:r 1950,. eat..bliat.e "wtruQ'tio.u tar tm 
C•pa.rtment&tic ot CONIIT intonation" • inaludi:a,; oertain 8Preaaut1~ 

ia d1•••Dd»a~ion an4 utilization ot reault••" 

e.. All .. aow&eq,ue:noe ot tho tol'e,ci.a:;, tbort hal been btatituto4 

wtthln D3A it1olt a. falrq ricid 17..-tea or ooapartaentation of probleiiUI, 

'" t.&ture whioh aili tatee a.~a1nat teohnioal ett1oienoy 1n COM! !I! produo

tion but whioh ia ooxw1u:red eaaefttial tor eecurity. 

t., a. Jieftrthele••• t.he VSCID Cooriiuator ia kaoa1~ 1noret.•i-l:y 

oo=onr.od cmtr 'Wha.t a.ppeara to bo a Jr&dual l••••ni~Jt: ot the aoaurity" of 

COJmi! iJl tho taoa ot a aoro preelin, need thenf'or. AlthQ'U&h laportant 

Qd ba.•io atepl bav. been taken •iMe tbe •r to eatablilh aecurity • a 

tiraar tO\Dld&tioa. other dav.lopraanta ba:ya oooun-e4 which ba"''' • to a 

J.ari• .Wat, nullitied the ettoot• ot our ad:YQc••• 

b. Deap1te tbe aeohudllll u.4 taotora tor 'batter oontrol, it 

1• not 'belleftd that the aoourity •11:;uatlon las been iaproved to a 4ogr.e 

Yhioh •rranta 'brulhiJJ& a.ido ot all to•r that ourre:o.t and future auoco•a 

o.n. hich-lewl probl.emt •:r ba :rmllifiefl by leabt;e ot 1ntorstion to tba 

Gowtm!loDta whoee oOID.li.U11oat1ou uo 11011' ba1J13 or •oon w111 be eucoell• 

tully attaokecl. :ta taot, tt. bad• tor oont1nua4 &pprolwDSlont em thi• 

aoor• n•iu 'the IU\& or tn'll!l 1trCJX1&•1" than be tore • btoa.uae of oel"taia 

., taoton 1• the OOJIIft aeo\U'1V picture. bOD: thea aro tho 

tollowi~~gl 

(1) TheN baa boen e. lte&d7 &!ld tubltutia.l i'ISOreaae ot 

'both worker• aDd oou'U&Il8n. tho 1111t or 1ndootl"iU.ted consumer• &10M 

Ill addition, 
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TJP ~CCRET ACGR~ 
thtre ha"YO been ill!l\Ua.t"ble 1nd1viduall 'brou:;ht into the tr1J!Ce ot 

bowl•~• tor ad11lbt.b1.ratift, b\l~•taey, or ott.r reucme. 

(I) a.rta.ia 41aeea1D!•tlon ae.tecuard.8 ha-n lftd'Jally been 

relued. ...te:rial 1• aow 41atr1buted all4 •1ateJ.~d. b& a uuaber of a.rea• 

la 1f'a1hi~tcm. w.ta1de tho pJ"oduoiD! &pDD1e•1 where 1t waa ...,.r permitted 

betore. Ko~ner. diat:rlbution baa bean authorised to •ttdit1ont.l e:er.otea. 

leatrlot1')J:W oa th:) di:ttri'butian ot uterial to, and ui.rltcnw1ce ina 

eooupiod are•• ha¥& al•o been oaged. 

(I} 1'ho dm1D1atra.t1w, ooJltl-ol• uad 'budptN".f maoh1Mry 

ad prooedw-e• &N auoh that lar.;• a\lll'bor• ot iltd1Yldual• au~t 'be 

appr11ecl ot numoroU* dG~il• ot CVIII'l aot1'1'1t1••· {Tba lar&e a'Uilber ot 

aceno1elt ot1'1ces, beard•• and oOIJIIittooa OOJICemocl with tbl;t opon.tiOA 

and adm1niatrat1on ot COMl17 aot1Tit1e• Deoeaaitat.a 1~rable report•• 

ju.tifioationa, oto •• whloh aro wry hal&r4oua to ••ourity. Tho arrano:»• 

•nta cowrn1:!l.& tba opon.tl ..... n ot CU. aro aoh ao:re oonduoive to ••oreoy.) 

(.fr) tho 4iatemiaati0Zl ot re1ult1 1a tar too voluzdDoua to:z

l&:tev. {OYer l.ooo.ooo oop1•• ot OOJJJ% tn.ulAl.ttono, ropre•e:ati~ •omo 

1e. ooo 1Ddi rl4ual &leo%7Pted ••••~•, were 4111eainate4 1n September, 

1160. Tho hand lin; or the German problem provecl that COMIJtt oan be 

etteotiftly u.od ewn with tho moat draatio roatrioticne on d.bae:d.M.tion~ 

(5) thertl 11 no oYOr-e.ll autho1·ity to bwure obaer"VS.JJ9 o£ 

CCJI!ft •eourity ra&ulatlODa within o.ft1cea ot COlllft oonaUWJI" ageuo1oa 

axad 4)riani&atlana. Poa•1b]¥ too INOh illdh'idal authority NUl diaoraticm 

are left to i».di'ri.dual CSOIJIJ'UilOI" ud produoor &pDOlea to insure urd.tru:m 

app11oaticn ot ac!equa.te ••ourity Maauree. (the aeour1ty oo.ntrol ot 

&tOldo emerg tnrorma.tlcm ia moro oo~ti.rrt.liaed a¥i4 r1&14. 1Dspeot10h .• -.: 
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authoriqr auoh aa t.ha1.. whlch w.• wai.ed 12! a:nd euroised by the Ceypto

Jr&phl-o 8eour1ty Board J11cht nll be veated b. a.zu1 earo!ae4 b)' 'OSOIJ.) 

'7. It 1• obT1oue that. lWl•r the tcre,obg oondi ti0218 tho lan ot 

pro'br.bilit;y are bound to o~:&·t.te to prad.u.oe iJla.d.nrtent l•aJcace of 

intOTUtion, •T•n thou:;h the quo•tiOl\ ot loyal~J mq not enter into tha 

plotu1·e at all. fho obanc•• tor tl:Ji leaka,:e inorcuea 1n diroot pro.rortion 

to the =-ber ot perausus who a.re taken into tl• pictures the ohano•• tor 

l.c;~ae ot dcoumonta i:nol"eal~tl in diroot ;propo1·t1on to the nullber o£ \loo\lmGnt• 

4ieaeatnato4, and tn tbo COUll! field tho losa ot a single 4oaUQOnt6 

•caatbS£uJ n,ud.l••• ~ 1t• apeaitio oontenta, !!Z. haw 4iautroua oCMe• 

WJ.encoa. I.t tho doouaont ehoul4 tall into the wro%16 h!.nda it ao~Jt 

oertainl7 will bo follormcl by suoh eo:aae~uoa.o•• upon our CO!tlll'l' aot1vitiea. -
a. D\l.l"~ World: War II oerta.in •pec1&1 eaotntl ty aa.te,ua~ we~ 

eata.bl1Jbocl ill particular ae;:aont. ot tM Ooran COJIIlff problea. Aotua.1 

experience With thiJ•e aa.teprda aapl.J" d.orao2111tra.ted their te=aad.bil1 ty and 

tbe pra~t1cabil1ty ot open.tiac aucceu:tully with an extremely l1m.1ted 

nuniber ot operational par•oD:Ml 1rho had a retal "neod. ... to ... bort and with 

the abaulute •i:niJDUl:l ot d.iaaem1•1..1c~,. ~h&t uporicl:lee proved tbt 

pcs•1b111ty ot M1Dta1JS1»i: the utmo•t aeourity under dittioult c.d.ro'Wil-

' attm.oe1 and ocllltitutea & oontl"'lLdiation ()t tho treqtlently-hea.rd. oontent1o&\ 

tl•t operat.1(1J).Ill c!feotiwnoaa 3~ t!Vllm ia iDevita.bl)' cteteated by too 

•triot l~it&tioA Gl d1a1e~tien to oouaumora. 

t. It- ia poaai'ble to •at•,u.rd OOIIIJT by empl1J1in& • pocie.l d.il• 

p1801 'WhiCh 11111 not Jlan.:iioap ita uaotulno•• and 'Which at. the ... tiM 

will aer'IO to h14o tb:t eaot aOUI"oe tree whiah it ocmea. 

ACORN 

i 
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10. fbB l.&tter poea1b1l1if71 toa;ether wi~h more ri;id l1mita.t1ona 

• di••em1D&t1cm. r.:¥ be neaeaear;y to 1uure ua ap1N~t th& 4r.t~ up of 

tile aouroe• ot tht. VS.tal Ultormatiaa.. 

U. a. In oozurideriDg wha.t addi ti<JA&l etep.t ahould lie t&Du. aa 

•o• ae poali 'ble 1 t ia OCID'ft:oi.ent to dl v1cle tl-'.e whole problem ot OOIIIIT 

aeourity into tour pl"in3ipal aeponta• 

(1) leourity prooaut10DI applicable to all ate~ in 

tlw produotico of the 1r11·or-.t1~, 

(t) Jora.t !)r tho 1'1•1 pz-oduot (wbiJtlw:r or uot the 

awro• ot 't...lw illtormat10D, wbell it leana tm produot1on 

q•1'l0)', 11 olrdout). 

(I) Control ot produot1on ot aop1•• and their 41a• 

HJtiU.tiGD to OOUUIII.'JT·· 

(.') S.curttr FOoautiou app11oable to thl Opt)r&tioma.l 

ue or COJaft. 

b. 'O'Ddor 1 tJ charter 'USCIB preacribee baaic •oo\U"i ty •tandarie 

~ 4illem1DAt1on polloiea and thoretoro 1t baa oo;nlaanco ot all tour 

ot tbo e.bova-mentiora.ed ae&~Q~Jnta. • ,... 
~~ ... \j 

11. a. The t18CIB Co":.'f'd1n&tor baa Ajurildiotiort ovor only tbe t1rat 

••c-nt (Par. lla(l}) ud hfl1 lutitute4 withiB AFSA •• r1s14 ••our1ty 

oou.trol• in the produotian ot COMII'l WormatiOil aa praotioa.blo \Dlder 

tb8 meohanioa ot pr:"ooe.a•1DI• Caapartaoat&ticn hal 'beoa espeob,lly rl(.id 

ba re1pect to the prooeaai~~.r: of tba prinoipa1 hip-le-..1 Ol":fptoayate• 

and it ia dwbttul wbethor further atepa oan be tabn 1». that d1:reot1on 

. . . ,.. .. .. · ... . ·- .. .. 1-.. I 
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TJ? S~CRET ACORN 
toward iDOnued ••GUl"S.'bJ'• JloiiDwr,. 'O'SCIB ~ fi•h to look i:llto th!a 

queatiers an4 inqu!r;yit welcOM4 by ttiR.lY3A. 

•• the USCIB Ooordt.l'l&tor ha• 'llO juriacU.otiou, bonwr, .,.,.r 

the nther three ••pont• ot tlw problea aa4 belie'fta tha.t it ia to thoae 

areaa, ••I*'iallr (I) ad (a), that USClJ ab.ould now 4il'flot it• 

attention. 

o. !be vSCIB loourtv ~ocmttteo c~ld be d1reote4 to atudy 

thoae ••z.:menta cr the problea ll'ld. aubmit rocoramondatioaa u resard• tha 

creator ••ourit:y pr-otDotion ot •urront •• wll •• &ntioS.rated. n&\t" aouraoa 

ot COMIIT. 

TOP SECRET ACURi~ 
' 
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RFPOR'l' BY THE USCIB COORDINATOR TO 
THE UlU'I'ED STA~S COUllUNICATIONS BOARD 

on 

· l~SURES FOR lNCfWASID SECURITI ::>F COJ~TJNICAT!OfJ TI1Tf.LI.!GBNCE 

1. . What additional measures should be taken to protect present and 

future CO~llm sources? 

FACTS Bli'ARING .UPON THF. PROBLEM AtiO DISCUSSION 

2. As set forth in Paragraphs 1-12 in the Encloeure. 

CONCLUSI~rs 

3. It ie concluded that: 

a. A review of t..'l.e entire problem of the security or present 

COMTh~ sources is warranted in the light ot the present situation wherein 

there appears to be a gradual lessening o~ security in the face of a. more 

vressing need therefor. 

b. It i£:1 imperative that there be no delq in re-examining 

preeent COJ/JN'r security ::teaeuree and in investigating the possibility and 

desirability or formula tin~ and applyir.g new or· addi tiona.l neasuree which 

may prevent a repetition of the lo8sea suffered in the recent past. 

c. Ir. connection with all high-level C01~T probl~, it i~ 

possible and it may be advisable to institute security safeguards 1ueh as 

wre in torce in connection ·with certain high-level C~INT problema in 

i,~ _.)\ i -_ 
'- - ' - ' - .... : . ( l ·~ 
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4. It is reconcended that: 

a. t1SCIB direct the USG!B Security Commit~e to make the 

review referred to in Po.r. 3! and to subr~dt reeommend~tione ~ising from 

a etudy based upon coneideration of· Pars. .3~ and .3!:_ of _the foregoing 

conelusione. 

b. 'Ihe USCIB Security Comr:dttee be directed to eubmit its 

report to USCIB not later than 15 Januar.r 1951. 

;·j '. ' \' 



ENCLOSURE 

FACTS BFARING UPON THF PROBlEM AND DISCUt~ION 

1. Since the end of World ~ar II there hae been a contin~al improve

ment in .. the typets of eryptoaystems employed_ by -foreign govcrM.ents and a . 

ete~ tightenir.g of communication security practices, .. making the . prod~c-. 

tion of CO!UNT a problem ot constant~ increasing difficulty. 

2.. In the face of the increaning· d.ifticl.lltiea .in its production, 

the de~d for COJ!IN'l' has become even greater· and "the need tor the pro

tection ot all COLUNT ·eources increasirigl.y- imperative.· t~ot only- is this 
Q 

true .aa regards all current CO!.mf:l' sources, but .we must ·anticipate e•en 

greater heed {or the protcctiou of new sources • 

.3. a. The basic ee.aentiale for effective security control of 

COtiD!'i' have fina.ll7 been eota.blished ai;ter yeaJ"s or effort arrl the 

security situation has been considerably iniproved.. -

b. There ia a general appreciation o£ the·valuQ of COMINT and 

the need £or protecting ita sources; and wo_ now havo the fol1owing 

mechanismS tor better ;proteetionf· 

(l) A federal protective law (Public· law No. 513). 

(2) Improved investigative machinery. .· 
(3) An interdepa.rtmental-~u~hority (USCIB). 

(4) A singl~ u~s. producer of high..:.level. C.OMINT (AFSA). 

(5)-Cowm9n eecuritr standards. 

( 6) Sacuri t,y agreement" with our for~gh. collabO~ators. 

4. a. , 'l.'he part played by ,uscm in- the foregoing improvemente in 

security is notable. USCIB Directive No. 1, approved on 16 November 

194S, and revisod as of 13 October 1950, providesl 

r-- .... -J 'l\ r~-:::\ r.:-J ~~ 
~~:.·!.!·JI:~>~;~ :; . 
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The Board will per.form such .t\trictions ae 

tnay be required to accomplish its objective, but it will 

place particular emphasis upon the following: · 
- ' 

aa * * 
(c) Prescribing basic security standards and di~ 

semination policies to protect all-Cami:nunications 

Intelligelice activities and sources. It 

b. 'lhe saJne reference (Par. 12) establishes, among other standing -. 

ccr.unitteea., a Committee on Security with the following responsibillties: 

· n(b) ,Security. ForLlUlation .of interdepartmental 

security end dissemination ,olicies, and coordina-

-tion of other socuri ty matters under· cognizance of. 

uscm~." 

c. USCIB Directive Jio. 4, approve~ on l4. January .1949, and 

reVised as of 25 October 1950, establishes 11 Instru,ctiona- for t.he 
. . 

. · Canpartmentation of· CO!:!INT in.tormation", including certain "Precautions 

. in dissemination and- utilization o£ results."'' 

5. As a coneeqtience of the toregoi~, . there has been instituted 

within AFSA itself a. system of compartmentation of probleme, a feature 

which miU tates again.st technical efficiency in COUDlT production but · 

. which is considered essential tor security. 

6. a. t1evertheleser, ·the USCIB Coordinato~_-is becoming. increasingly 

concerned over wh'lt appears to be a gradual les_sening of··the security of 

CO!!lNT. · Although -imprirtant and basic. eteps have been taken since the 

war·to establish security on a firmer foundation, other developm0nts 

have occurred which ha'Ve, to a. ·large ext.ent~ nullified the effects of 
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b. Despite the mecha.nieme and factors for better control, it 

io riot believed that the aeeurity situation has been improved to a"degree 

which warrants bru5hing aside all rear that current and future euccess 

on high-level problema may be nullified by leakage of ir~ormation to the . 

GoV-ernments whose corx,unications are now being or may be succeesf'ully 

attacked.. In £act, the basis for continued apprehensions on this score 

remains . the same or even strone;cr than before; hE!C~use of , certain new 

factors in the CObiNT s~eurity picture. ~Jnong them are the follo,wing: 

(1) There hae be~n a steady and substantial increase of 
. - . -

both workers and consumers. The list of indoctrinated consumers alone 

has risen from,594 in February_i947 to·l,332 -in June 1950. In addition, 

there have been innumerable individuals brought in~o the_fringe of. 
. . 

lmowledge for administrative, _budgetary, or othe·r reasons. 

(2) Certain dissemination ea.ft!guards have gradually been 

· relued. · t!aterial is now distributed a~ maintained in a number _ot areas 

in 'J:aahington outside th,e producing agencies, whe:re it was never permitted 

before, [..~o::'eover, distribution has been authorized to M.ditionel. ·agencies, 

AEO, ECA1 NSR.E, RDB, end probably others. Restrie~iona on the distribu

tion of ~i;.erial to, and maintenance· in, Qecupied areas have a.lso been 

eased. 

(j) The acm;Lnistra~ive, control~ and budgetary oachinery 

end procedures are such that large numbers of individuals must be apprised 

of numerous details of C01UNT activities. (The larga number of' agencies, 

offices, boarde, e.nd ·coJ!Icl ttees concerned r1i th tl"ie operation a.nd a.dmin-
. . . . 

. . . 
istration of COfJDJT activities necessitates innumerable reports, justifi-

cations, etc. , .which are very hazardous to securi t.y. The arrangements 

g~ernins t~el ~pe~atr~rt ~r: p~~e~ much}~1f~ ~~~~~~iVk to sec'recy.) 
r 1 / , . . .• • u 1 ·· .':i . , , , , r! I , . I 
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(4) The dissemination of results is tar too vol\Ulrl.nous for 
. . 

aatf)ty. (About 750,000 copie:;~ :ot COtm:rr tr~sla,tiona, representing some 

16,_000 individual decrypted messages, were distribUted in September, 

19.50 to consumer agencies.) '!he handling ot ·the Oerzn.e.n problem in '-'orld 

tr:ar II proved that COt1TiiT can be. effectively used even with the UlOSt 

drastic restrictions on dissemination. 

(5) '!'here is no over-all authority to insure oboervan~e of 

COMINT sec:urity regulations· within oi'ticea ot CO~NT cons~J;" agencies 

and organizat1i:ms. Possibly too IllUch individual authority and diacr•tion · 

are left to individual consumer and producer agencies to insure wrl.form 

application ot adequo.te security- measures, ('lhe security control of 

atomic energy intormation is more centralized and rigid.) Poseibq a 

p~iodic review by U~CIB ot security practicos actuallr employed b,y 
' . . 

activities under the Board's cognizance might be advisable. 

(6) Not only has there been a Signiti~~t increase in the 

· number of personnel who have been brought into the COMU1'1' picture since 

the end ot hostilities in 1945 but also there has been_ an increase in the 

rate or replacement or turnQY'er. In time of war thie turnover rate J!l87 . 

be expected to beconw greater because of reassignment of personnel to 

overseas uni.ts, 

(7) Since the end of hostilities in 1945 end the recent 

advent of new hostilities, the presence of indoo~rinated paraO~Jlel in 

combat areae haS increased the. danger or compromise or CO!!Dl'T intormation 

through capture of euch personnel. 

r -., /--::·\ ·,---.• • ~ \--
1 • I j' ''' 
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(8) The probability or ircl.nent ml!tacy and political 

collaboration with allied nations other than the British (!ti\TO) will pose 

additional and even. core dift'ioult problems in the maintenance ot CO!ID!T 

eecurity, especia~ if that collaboration oh~ild 1ncludo dieo~~ntion 

arrJ usage o! CO:tF.DlT material. 

7. It is obvious that under the~ foregoing conditions the laws ot 

probabUity are bourn to operate against the continued security or 
COlf!NT. In tJI• t'iret place, t~•e cha.naee for inadvertent leakage ot 

intormation, even though the question or loyalty mlJ:;f not enter into the 

picture at all, increase as t~e area of diescination of CO!.!INT increaees, 

!Iince the chances for the leakage increa!e$ 1n direct proportion to the 

rwmber ot Pf'I"IIOM Who are taken into the picture and the chancea for 

inadvertent loa& of documents increaae1 in direct proportion to the 

number ot documents dissemina~. In the CO!.~INT .field, the loss ot a 

einBle document, sometimes regardless or ite specific contents, may have 

-

1 r · \ . 1 • , 1 

.! :' 
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disastrous ·consequences j if the document should fall into the wrong 

hands it most c~rtainly will be followed by such consequences upon our 

COMIET activities. Secondly, the opportunities for acquiring documents 

by covert operations of s~cret agents increase as the number of targets, . . . . 

or offices~ to which COMD~T · is distributed~ increases. · · 

S.. During World War II certain special security safeguards were 

· established in particular segments of the .German COl.UWT problem. Actual 

experience with tho~e·saf~guarde amp~ demonstrate their feasibility and· 

the practicability of operati'ng successfully with an extremely limited 

number of operationSl personnel who had a real 0 need-to-know", and with 

the absolute minimum of dissemination. That exPerience proved the . 

possibility of maintaining the utmost security under difficult circum-

stances, and constitutes a contradiction o£ the frequently-heard 

.contention that operational effectiveness of COMINT is inevitably . 

defeated by too etrlct lindtation of dissemination to consumers. 

9. It· is possible to safeguard ~OMnlT by employing special dis• 

guises which will not handicap its usefulness·and which at the same time 

will serve to hid'e the exact source from which it comes. 

10. The latter posslbiUty, together wit~ more rigid limitati_ons 

on disseoination may be necesaar.y to i*sure us against the drying up of 

the sources of this vital information. 

U. a. In considering vrhat additional steps should be t~en as 

soon as possible,. it is convenient to divide the whole problem of COMINT 

security into fo~r principal segmentst 

(1) Security precautions applicable to all steps in· 

the production of the informatioJ1. ' r. ' ~ 
' j ~ ~ -- \ 

' ' " ' I' i , I) • 
' --,,. -· _)::· :- . .-... · .. ,·. 5 ' . . I I,; ' 'I 

' . I . .:... I ':J I t . I!. ' 
~.. I ' I " ' ' I . \._ ' ) \ ) I 1 f' ! I I 

:; .~,_! I,_·.- \IJ~I;, , U lJ _ _/ ' .. ../ L LILJ ,, 
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(2) Format of the final p~uct (whether .o:r not the 

source of the infom.ation, .when it leave.s the production 

agency • ie obvious) • 

(.3) Control or production of copies and. their dis-

semination to consumers. 

(4) Security precautions applicable_to_ the operational 

use or COUDI'I'. 

b. Un~er its charter USCIB prescribes baeic security standards.· 

and di~seminntion policies and therefore-it bas cognizance o~ all four 

of the abcwe-mentioned segments. · · 

12.. a.· -~e U~CIB Coordinator has operational. j~isdiction over only 

the first seement (Par. Ua(l)) and has. instituted r.d.thin AFSA ae rigid 

security controls in the· produ~tion of COl'INT inforrJation as practicable 

· under the .rneeh9nios of processing. Ocimpartmentation hat3been espec~ 

rigid in respect- to the processing of the principal high-level.cryptO- . 

eys~ems and it ie doubtful whether. fUrther etepe can be taken in that 

di.rectJ.on toward '-ncreased security. 

b. The USCIB Coordinator has no _jurisdiction, hcmever, over · 

the other three segments of. the problem arid believes that _it is to those· 

areas, ospecielly (2) and · (3), ·that USOIB ehould not direct its attention. 

· e •. The USCIB Security Committee could .be directed to study · 

those segments ot the problem and subnit recommendations as reg~a the 
. . 

greater security protection of current ae well as anticipated sources 

or cm.UNT. 

L \_, :~ 
6 },\, II t,t I '., . u~ ~·03 \UJJ L ;fyj 
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REPQRT BY THE DIRECTOR, ARlmD FORCES- SECURITY AGENCY 
TO THE UNITED STATES COMLroNICA.TIONS BOARD 

"V"ia 

TEE ARMED FORCES SECURITY AGENCY COUNCIL 

MEASURES FOR_INCREASED SECl~ITY ~F COMUUNICATION INTELLIGENCE 

THE PROBLEJI 

1. What additional measure• 1hould be takef! to protect auch COUI:RT 

souroea &I mAY be expected 10011. to yield vital information, the dry~ 

up ·of whioh should be prevented at all oost1? 

FACTS BEARING UPON THE PROBLEM AND DISCUSSION 

2. Aa 1et forth in Para3I'aphe 1-12 in the Enclosure. 

'COP.CWSIOIS 

3. It is concluded thata 

e.. A roviow of the entire problem of CMNT security _ia 

war:tanted in the lieht of tho present situation wherein there appeara to 

be a eradual lesee~ing of security in the face of a more pressing need 

therefor. 

b. The posdbility of 1ome approach to a atate of readability 

of certain high .. level oryptosyeteiDII ma:k»a it imperative that there be no 

delay in the re-examination or prcteent COMINT 1eourity meaaure1 and tM 

formulatbn and applioatiJD ···f new or additional measures which •Y pre-

vent a. repetition of the loaaee euffered in the recent paet. 

l 
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o. b. connection nth cert&i:a current high-level COlllJT 

prc;bl!$JU it h po11ible and. it uy be advisabl-e to institute eecurity 

eategut.rde euoh as were 1n .force in connection with certain high-l•vel 

COiliiT problems in World War II. 

RECODEliDA!IOJiS 

•• It 1• reco~nded th&t: 

a. USOIB direct the USOI! Security d011111ttee to IIB.b the 

r•Tin referred to in Par. 3!. and to aubmit reco.-ndatiop arising 

from a consideration of Para. 3b and 3~ of the foregoimg conoluaione. 

b. The USCIB Security Co.Uttee be directed to aubwdt 1-q 

report to USCIZJ not later than 15 Deoember 1950. 

TAP ACORN 
2 
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EO 3~3(h)(2) . . . 

FACTS BEARIN - - -··-. --· . . Pl 86-36/50 USC 3605 
G· tJ.WN ~~. PRORt.JtaLAND DISCUSSION · . .. · -

1 •. The Director, U'SA ia .beo.oming ine,.-eaaingly CQnGerned o~r what 

appear1 to ~ a. fj!-&dual leaaening or the aeourity or C~Ob"INT ia the f'a.ce 

cit a :more preadng need therefor. Althotigh a number of'. iaporta2:lt e.nd 

baste estepa haw been taken e b.ce the nr to &l~blish seciu-i ty on a 
,P ' , • - • 

0 

: \ 1 

firmer 'fotind8.tion, other dewlo~iJnta have ooclin'ed which have • to \a . 

l&rge extent. nullU'iod th$ effects ot cur adva.no.es. 

· 2, Sinco tho end o0r· i7orld· r:ar 1I thare lu.s been a continual 

improvemen~ in the. typea of cryptosyatema employed ·by foreie;n e;ovem~ - . ' . 

m.ents and a steady tightening of c.ommunieation scou,ri ty practice a •. 

3. Of the tyPes qf h1gh-lo'Yf)l .ayetems it1ll in ui 
1....-------..J 

one is unreadable and the othO::r has been re"d rra~nte.rily to a very 

·l:isdtod dee;ref;t. In the l&ttor caaa, -w-ork hu been surrounded by the . . ~ . 

most strillgent sa.f'o~ua.rda and vi_rtually :no . cliseeminati<l:n _baa been madt ~ 

or end . producu •. 

4. UJanwhile thot"e bal. been t\ ste&O¥ and eubitiLJltie.l increa~te of 
. . . . . . ·.~+~ .. -. ,~~~~Ct~~. 

both w~rkera and oonaumere. Tbb' :Lndootrino.tod. -~ has risen rrcra 
~ A . 

594: in Febr~q 1947 to 1,332 .in .J'tine 1950. · In ad~tion,· there haye . 
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been innumarable individuals brought into the fringe of knowledge tor 

adminbtrative, budge_taey, or otlier ree.aoni· • · . 

s. Aeid~ from tru;; f"oregoing. certain disseminati()n safeguard. 
. . . 

have gradually been relaxed. t;aterial ia now distributed aud maintt.i:ned 

in a number of &.reae in Washinu-t~n outsidQ the producing agenciea, whDre · 

it was never parmitte~ b~tor~ •. lioreover, distribution baa been a\lthor ... 

izad to additional ~ganoiea. Re•triatione wn the distribution or 

· matorial to, and ll'laintonanco in, occupied tu·eas ba.ve also. boen. oat~ d. 

6., In the face or all thie; the d amand for. coniNT bas becOIIIft 

inoraasin::;ly great e.nd ·the ne_ed for "ita proteoti_oni~;~.P!Jrative. We have_ 

.· .·· .·· .·· .·· .·· . 

7. Since the War, the basic cuential.s for effeoti'va •eourity: 

control have finally been established ai"ter ye&J"a/o.t' effort. We now 

. EO 3.3(h)(2) 

a. A federal prowoti ve law 
PL 86-36/50 USC 3605 

-b. Security a~reemonta with our forE?i~ oollabora.tors 

o, · Imprcved inws ti~e.ti vo machinery 

d. An .. interdepartmental authority (USCil)) 

e. Co.r:mon seouri ty ·standards 

t. A ai11;3le u.s. produoe~ of hibh-level CO~Nt (AFSA) 

6• General appreciation· of the value o~ COUINT 

(\ 
'' ,..,_, "C')[''• I .. ,, I'' - , .. 

·' ' ': ', ' I 
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8, In addition to tho fore~o~.- tharo has been instituted within 

AF3A itself' e,. .fairly ricid system of compartment&tion of problems, a 
. · Lv.. e_~Mt·NI ~ 

feature which militates a~ainst technical efficiency but which i1 con-
. ~ 

sider~a oesential for soc~·ity. 

· · 9. e.. Uowever, t.iaepite the mechaniama. a1td f ~ctor:a lifted above, 

it i25. net believed that the· eeourity aituation bau been improved to a 

l.iot;ree whioh wa.r:ranta brll8:irl.Di; a.eide or all fear that furthor or f'uture 

auocesa on hi~h-1vvel problome may ba nullified by leaka~e or informa-

tion "to tho Ciovernm.ents 1thoae communiaa.tioruJ have been succss-fully 

e:litao~d. In fact~ the be.s;i.a for continued apprehsneions on this acore 

remains tho fJQ!<lO' or even s tron.;er than before be~U410 or certain 

sllorto omln::;s iu too COllin'! ~aocuri ty p1cturtl. Amone thom e.re the 

. (1) Too much individual a.uthori'tiy and diaoz.t.tion are le.ft 

to individual ccnst.UOOr an.d producer a~encios to insure unlform applica

tion of ndeq\U\te ileourity :meaoUI'oa. (~he BGQurity control of ntomic 

enerey information ie more centralized and ri~id.) 

(2) Th~:re ie no over-all authority to inure ob~Jern.noe or 
security regulation•~ (InapeQtion authority auoh at that •hioh wae 
exeroieed by the C:ryptographi,c Securi t;y B_oaTd mght well be veated in 

USCIB.) 

(S) There ie far too wide- dUaemination of reaulta. (aver 
.. 

l.ooo,ooo copies .of CJ:.UNT tra.nsla.tio~, rep:reaentin3 cso~at 16,000 

. individual decrypted lllOSSe.ge4i, were dia~ted .in Septellbar. 1950. 

Tho bandlillg of the Ger•u problem proved that COMINT oau be effectiVely 

I· •i ! . .. ·· 
~ ~-J 



• 
0 

(4) The administrative, contJ'ol, and budgetary naohineey 

aud procedure• a.ro such that larco numbera Qf individuals must- be 

o.ppr:taed of numerous details of Cffi.UJ."T aotivi ties. (The large numbsr 

ot a.genc_ha, pffioe1, boarde, and cOllll!littee• concerned with the 

operation and admin1$tration or CO~UN! activitiee necessitate• innumer

able reports, juatii'iqatione, etc., which are_ very ba&a.rdous t~ 

seowity. ~ho arratl{;oment~& governinG '!;he operation of CIA are much 

mo:rQ conduci ~ t~ .. socl"eay ~) ·· · 

b. lt is obvioua t~t under conditions such aa the foregoing,. 

t~ laws of probability ure bound to operate to produos inadvertent leak

a3e- of information.- oven thoush tl~ question of lo,yalty mny not enter 
. . 

. into .th~ v.ictura ~t al].. Tho chance for loss o-f documonts incroasea 
w.. ~-ek·· iJ/\,~bAt~. . 
~ly, with tho number or documents disselnimLtod, .and in the COUilll' .., 

.field the loss of a sin-gle dooumDnt .• sometimea ret;ai-dll;las o£ ita 

specii'io oontent.-,· may ha-.e <lba•troue oonse.quencea - tf' the doo\linent 

sho~ld fall into t~onG ~d• itr;~j~~ ~~e_r,~inlrJbe followed by 

euoh oonso~enooa upon our.COMlNr aotlvit~e•• 

10~ Durine World War II ·cer~&.in special seowity •a.feguaTd• wen 

eata.bl!sbad in partioulal" segments oi' the Gtlrman CcmNT problem. Actual 

experience nth thotse sateguar~: 'amply demonetrated their feasibility 

e.nd the practicability. of operatin;;; suoceaetully with tha absolute 

mi~iurum of disl~minatiotL ~d of maintaining the utmost security und.er 

difficult ciroumstanoes. · That experience constitute• a contradiction 

of the frequently-heard contentio~ that opera~ional offectiveria•• of 
. . ~;)~<."'4~ 

C<r.~INT ia iuevi tably defeated by too strict limi ta.tion of dhaemi»tion. 
. " 

. ' ·. ' ' 
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11. It ia possible to sa.fegua.rd CcruiJT 'by_ employin& special dia

guieea which will not handicap it. usetulnesa tmd which at the aaa 

time will serve to hide the exaot source from which it comes. 

12. The latter possibility, together with more rigid li~tationa 

on dissemination ma.y be nece88ary to inaur• ua o.zainat the drying up 

of ·the aourco• of this vital information. 
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