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MEMC!Wmll! lOR THE CHAIBMAJI• USOIB 

SUBJJ!Xl'f I • Mea.IIUI'Gs tar the Inareaaed Securi t7 ot CQ.ID! 

REFEREIIIE I USCIB 13/195 

1. There 1a wlJIIitteci heNwith thlt report co tb1a aub3eot 
trca tbo USOIB Seourit,y Cuadttoe prepared 1n oc:mp.liaDoe with tbe 
tema ~rete~ provided by 'OSCIB at ita Speoial Meatina CD 
:3 Auguat 1951 aDd 1D ooaaiderat1CD r4 prohl.ema f4 oamr.r d!s
,..,_ticc aDd ool.labol"atico wbioh have arieen reo~t'17 D.t.-1:-m 
NATO aDd tbe Ul. 

2o Copies t4 this report have been tOl"Varded aeparateJ7 to the 
tJSOIB Coordinator tor ocwd.deraticm b7 tbe US Delegatica to the 
torthcc:IIWlg BRUSl CCIIlterGCi9e 

blowre 

Staft Stuq8 lO Jan. 052 
with hla 1 &: 2 
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RIPCRT B1' 'mE SEOUIUTI C~ 01 tJSCIB 

C!l 

MEASURES FeR THE INCREASED SIOC:URITr OP' CCMII! 

le To OCIDIIidW whither &rJT oblmpa ehoa.ld ba Dade in the liWSA 
CO!Ilfl Z'e£"U].at1cu and praatioae :ln ordttr to improve CCMII'l' aeauntr 
aDd to :lnoreaae tM eft"1citill07 r4 t.be oxpl.o1tat1cc. or Camft' aouraeso 

2o 1'be1'6 tol.lOWfJ a briet ohrcnolou or tba detvelopaant ot th1a 
probl..es 1D USOIBa 

ao ID. December 1950 tblt C~tor aulDitted a stuaT en 
tbia eubjCIOt to USOIB (13/134). '1'bia sturly wae referred 
to tbe S6CUri'tJ' OaaaittM. 

bo On 7 March 1951 the SeouritT OCIDZD!tt.& submitted ita 
tiret report CCl th1a aubjeot (13/.152) vhich dealt largelT 
\lith •ttera f4 pb,ysioal aecmriv1 peraormel, o«lif'icatice 
or aeouriv regulaticms aDd the establishment ot a tull
time usom· aflCUl"itq o.ttioer. This report wo.a ret:urned 
to tbe &cunv OCIImittee for turther •'tlld1''l! 

Oo On 30 March 1951 tbe Seourit7 Caamittee submitted ite 
aeoODI! repca~ ca thia aub~eot (13/J.63) wb1ch presented a 
propagaJ. 1ntcD4ad to eimplJ.tr Oaml! aaouriv pract!M 
tb.rougb. tbe reduotica ot tbe DUilber ot oategorisa ot 
aomrr matcn .. ial aDd the diaaeminat1ca ot cer1aill prcducte 
without erlstiD£ COOB'l oectrol&s. It vaa hoped tha-t thia 
De¥ a.pprcaoh m1ght hav• the etreot ot inoreaal~Ji tbe 
1100\1!'1 t,v ot high grade O(MIJI'r product. as well a a 1mprov1Ds 
the utUizatiOil ot l~d• CQ.IIR'.r products. This re~ 
vas retU!"Md to the Seouri v Ccard. ttee to dOOUi'Jillmt tba 
applioat.1.Ciil or thia propoulo . 
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•· an u luJ:T 1951 ..- Seourlv cCIIIIdttH 811lllltted 1• 
t.b!r4 repart • this m&b3eot (13/.1.95) vh1ch d111GU8Md 
those mat!zls prizaa!plea ot COlD! aaaurl'Q' whiah aboald 
be chlaDp4 8114 adcliticral. pri.Do1pl.ea vh!eh ebculd. be 
ac1opto4 11'1 arder to apPq 1D praotioe tblt pJlCI1'81 ic1aa 
vh1eh m.a beGD PN••tH sa the ~ zrepol't. !b!a 
report al.ao 1DolU4ed a prapoH4 re-daft or Appeadix B 
to the ma AcNEIDoGilt. oertata upaots or tb18 repol'' 
wre not aoaepta4 tv tba Board, arr4 the npol't waa N
turDed. to tiD Seourity CCIIIIII!ttee tor f'mother a~ !11 tile 
l:lght ot speo1t1o tams ot ref'eruae p1'0V14ec1 b,r the 
ChaizmaD oE the Bcarc1. (Sea tbe a:1ilraot traa tbe Mimatu 
De tbe 67th Spao1a1 Meet.iDc ~ USCD • 3 .lupat 19.51 w1d.c1l 
aN attached. ~~erato as laoloat~N 1) • 

3e !be Securi'liJ' Oaum!ttse baa NV1ow~Jcl:ltfJ repart ot U J~ 
(13/195) :la the l!ght ~ these tel'iiS ot retereuae 8Dil Sa t1D l:t.ght ot 
carta1a addi ti.Qr.Bl problaa Ji!H:-!11. t.1w 1Dt aD4 Rli'O vh1eh haw 
clewlopai a!Doe tbat repon was prepared :1D J~, :l.e. (a) the •e4 
to iJloreaM tbe U88 of tactical :aail.1tary OCIIIAUDioatiGDII :1B loN&J 
(b) tbll poealbJlJ:tq that it 11B7 be MOeBIS817 to prcm.cJ.e BRtEIA. CCJolllfl 
praduats to tb!.rd par\r raoip1ata m BA.!OJ (o) prGpOaal.e that a IA!'O 
CQIDI! ll8rVioG be establ:l.sbedJ (4) req~te ~fir s1obal. oollaboratlm 
!zl timl t4 V&rJ 8.1:ld (e) relat.1.Gll8hips vlth tb!zr4 partieao tis report 
:le cl!rected ~~ 1iclwa:rd those aapeots ot ca.cmr aecrarlv whieh 
atf'eot the JJRDSl SecN1'1V Regulat.tCIIUI and vb1oh should be 418CJ1J8eecl at 
tile torihocad.Ds lllUSA CCIIItererlce. Tbere ia tO!'Y81'CJ8d herevi tb u 
Eacl.osurct 2 a re-draft ot .lppand1x B ot the JBUS.l .lgNa118nt vb1ob 
!Dowpozoatea thotJe eh&Dpa 111 tb8 oCIIIl'td.DGd aeou:r!.'tir regulat1aaa vhio1a 
tbct Security OCIIl'd.ttee DOW OODS14en cleail'r&bleo 

4. The Ssouritr Caamittee CCIUI1.4oN that tba gaera1 p&'!Dolplllll 
cutl.iDecl in ita re~ ot 11 J'Ull' (13/J.95) are 'ftl.U IU24 ahoulcl be 
adopW. by tluJ Seaur1tq CCID!dttae but baa Oh&Dge~ ar 1d.tbdravn oertdll 
ot the ilpeo1tio proposals OCIIW1Dad :Ill that report. !hese 8N I 

a. !he prvposaa ohi.Dgea ill tb;e baa!o eategorlea ot COIDl. 
!he deftr.litlcraa ot these oategonea haw nov bef!tll ohaDgat 
vith a view toward a lllO:N approp.riata cl:latribltiaa ot the 
'VVicus Cat:D! pl"Qlucte aaq thea. 

b. The proposal that tbeee aa.tegoriea be :rurtMr aub-41vidal 
into a muber' ot olasses ot Caallf. It 1e tol.t DGW that 
t.ho1"e raust ba allcw.allCEia tor w.r10WI olaii&CJa ot mte:r!al 
vltld.D csategor1ea1 but tbat the previous proposal vu 
~ oaapU.oated ill tbat tt requi:retl a oonsidera'ble •'
ot tbaae olaaaaa a't tbe cutae'\• 
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o. !be proposal tbat U~~SDC1pberad taotiaal mUi '1m7 traft'.lo 
be eml.124ed fJ.tca COO!ll. It ia now telt tbat this tJpe 
ot mterial. shaul4 be handled as caaft, ba.t un4ezo a 
separate sat ot ocmtrols wb1oh v1ll al1c:RI tar ~ uae. 

d. b proposal that t.bsre be a separate oat.eg017 ot Cami! 
a:olusiwll' far pla!D-tazt material. It ill ncu :tel t that 
this proposal vould neither enhMice aaouri:ty :1101' eft'aoti,._ 
~ fanoGaaa tha ut!lizaticm. ot pla!D-'tca:t. 

•• !he proposal tbat CCHD! oadavardll DOt be oluaitied. 
It is DCN :tal t tbat oodevo.rde should ba clasllitied Vith 
the cm:eptiGD of an UD01aasiftl14 designato.r to be used m 
acrmeots.cm vi tb 11low-3.ewl" Caalft pl"Oducta. 

t. !he propoaa1 that aertdll CCJIIft procluota might be dia
esdm.ted regular:a,- • u UD4iaguiee4 baeia to 'IIB
:tD!cotFJ.Date4 reoipiete. It :ls DOW felt tbat the 
1r1ercaeed utU:lsatim ~ oertaizl CCilii! prcduota vh:loh 
mipt Nault U t.bis proposal. were adoptat is autwelghecl 
'bJ' tha sacuri v riaka 1Dvol"'GC1. 

s. De basta oha1lgaa to the EUSl Saouriil' Regulaticaa whlcb asre 
11011 o0Zl8:lcl.er84 desirable ay 'be 8'Q1II'l'JII.risad bria~ u tollan 1 . 

a. Material deriftcl f'rca pl'tlDB aD1 propaganda broadcallta 
abaald be reovecl :rz..aa ur.der CCMD'l aontrca.e. (See 
pa:L"&C1'8Jh 3 ot the re-draft ot Appe!ldh B which !a at-
taehe4 as bloi!Rl'N 2.) . 

be There should be oatabl.Sshed fOf%16 oawgoriea ot ca.mr.r 
(A, B, 0 and D) with allowazl08 tor tba possible sub
divisiCil or each aategar:r 1Dto aeparate claaaes. (See 
;paragzaJh 4 ot the re-draft ot Append:lz B which ie attaohed 
aa Enclosure 2.) 

(l) At the cutset tbaae tour categm-:lea would iDDl:wte 
tbD :toUGWirJBa 

(a) Cat.ga17 A (Special IutelligeDCe) - that 
mater!al nov barMJl,ed as 11Speo1a1 IntelligeDM". 

(b) Ca:tea017 B (!!ettio l'Dtelligemae) - tbat 
material nov bat'd] ad as "~ Intenigfmoe•. 

(a) Categ017 C (Vea~ I!ltell:lgence) - that 
weather m.terial naw ha""'ed ae 1 Spec!a1 
Weatber Iatell!gence" or "!letf!o hteUipDOe11 o 

-'-
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(d) Category D (low-level 1ntell1geuoe) - tactical 
plaiD-text voice ttos!'f'ic, the results o~ DF eo 
nste oarey1ng this tra.ttic, 8Dd suob other OCIIlbat 
plaiD-l.s.Dg\age ccummioations as rrJIJ:y be e.gned 
subsequentl7 betveGD USCIB am LSIB. (See 13/214 
ot 7 UOftl'llber '51 which was approved b7 USCIB 
at its Kovember Meeting.) 

c. Specific provision that C~ products rrA7 be assigned 
to the VBl'iOWI categories an the basis of' either eOUl."'CG . 
or ooutent. (See po.re.graph 4 of' thet rc-drai't ot J.ppendiz 
B whioh is attachad e.s Eoolosura 2.) 

do Specific provision that 1Ddootrin8.t1cm for CCMIIrl' shcul4 
apl'l7 «:mq to the puoticul.ar oategories or olasBOs of 
c~ to which the in41v1dual will require access on tbe 
b&Bia of' hia "~to-know". (See paragraph 8]l of ~ 
re-draft c4 Appmdix B which is attaohecl ae Enoloaure 2.) 

eo Speoi:fic provieiCID that standards tor security 1Dveet1-
gat.it'lll "'ID'' M.ficn- a.a boween aa.tegoriea A aDd B t11 the CDa 
h:.md end categories D aM/arC CD the other. (See para
grBpba Sf. and Sf. ~ the rc-drai't ot Append~ x B whioh 1a 
a ttacbed as Enaloaure 2.) 

to Prsoiee delineatiCD of the ccmdi ticns under wbioh tho 
various categories of cw:m are to be disserlJ.m:ted, 
partioulArJT as regards e!!!ergec7 ai tuaticas and 
"disgu1Nd" diaaGillinatiCD. (Sea pare.grapm 17 through 
20 r4 the re-dra:rt of ApPe!ldix B whioh is attaeld u 
Encl06Ul'Ct 2.) 

(1) The pl'aOticea to be app.UilMl to categorieo .a., B, aDd 
C ere substantial' 7 the same aiJ those nov in :f'orae 
tar special intelllgenoe, trsf'f'1c :f.ntelligenco and 
wea:ther intelligence. 

(2) Tba practioaa propoeed ~or catsg017 D envisage 

-4-
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a otJM!.d$rabl.o mJml»r ot :raoip1enta and pr.ovide t~ 
brce4 diaeem.i.natS.co ot We t1P8 ot material to 1.1D
ole&ftd reo1p1enta vbcn aui tabJT lUagu1so.:l. 

(3) 'lbare 1a to ba no diaseminatiCfl ot ~ oateg017 ot 
CCMnr.r ea. an undiaguised basia to unole8M reoip!ente 
acep\ lmfl•r speo:l.tio safntgenoy ocadi tiC'Alrl vhioh are 
dtfecribo4 within t.be aoourity regulaticoa~ 

g. Speoltio proviaiCIQ tba.t the US and 1'.11: will &XC"~ state
mente oZ tba:lr :lzmfatigat!:vo olearanae atand&t'da ~ 
camr.r Q (Su ~ph s ot t.be ro...d:raft ot Appendix B 
whiob ill attaobed u :&lclOCNl'e 2.) 

h. PrwiaiCil tor tile UN ot en UMl.asaif'ied designator in 
OCI!DDOOtian with Categcq D (len-level) COOft. (See 
pe:ragn.ph 15 ot the re-dra.f't ot .A.ppemb: B mdoh ia 
attaohod aa Enol~ 2,) Coctwords to ba ~ in oco
M!Otian v1 tb. tbt~ other categor.tea ot Oaatrl are to be 
olaaaw.d &1')(1 to be knew Cl1l;r l:tY iDdividuAls 1Dcloctrir.e:te4 
for those oa:tegaries. 

1. Speoitio proviaim tcr tbe olauinoe.t1on ot materials iD 
tb.tJ w.r!OUD os.tegorio,., i.ea OategOJfJAta A, B~ 0 r.nd D 
to be eluait-led '.OOP SEORE'.l' (oodewOZ'd), SllCRE~ (oodevor4), 
Sl!Dllft (oodcward)&D4 COOIDENT:CAL (\Ulll'thaaitied designator) 
reepoot,i~. (See paragraph 16 ot thll re-drai't ~ Appedix 
B ubioh 1a attacbecl as Enoloan.n-o 2.} . 

• 
6. With Z'e{Plrd to the apeoifio tGrmo ot ref'eNMe under vbioh thia 

report has bcson prepared (see Enol.OfJUl'O 1) it ia tel t thatJ 

ao 'fbo number ot peree113 .Hgible to haMle tho htgber oo.te .. 
gorias of Cami'l' am b:a aauvbat reduaed, and that a mlWlll 
vill ex1at to preolme tb• a.amission to tbe higher 
ca:tegorla r4 the large num.bw r4 per~~cnt~ whn wq becCIIIte 
bwolwd iJ1 bo.nd:U.ng law-lnel. intelligcmoe. 

b~ The pMJYiaion at a cuidi t1Cil51 oateg017 for la.r-level 
intelligence to be !w.ndl «l 011 e. lee a rigid ba.a:le will 
iaoro&M botb the prod.uotis end utilization ~ th1e type 
at mater1Alo 

c" 'I'M DHd to broaden the uoof'ulr..eoa ot pl.e.iD-text ia mot 
!naota.r as pos•1bJA v1 thout a.o.ritio122g eeouri ty through 
tho medi'l'l ot the a.dditiCXilel. category ot low-lavel mtelli
ger;oe aDd tho speoific pl"C1Vieiono far diaguic!len diasemmt!cno 
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4o In establ!lh'.ug rou.r separate oa.tegor1eB of OaaRr, it ie 
not telt that tbe prcduotiorland uee ot CCMil'f·~ w1l.l be 
further cmp1.icate4, but mther v1ll ba aimpV.ried and 
readeNd mo:e 88GUZ'Ge 

•• The ass!saaumt or tbe var1oas tn-• ot Oaaft prcduatll 
to each ot the tour oategoriee oa be aootJDpl.1.shecl thrOilgb 
tha prepa.ratiCil ot clear-out lists ot thoae ~pbio 
.,.._, cCIII!mm1oo.ticma qatans aDI1 t7,pe ot ~r.~bjoot matter 
whioh are to be haml84 m tbe "V&riowt oategcxdeso 

t. It !a tel.t that tM adoption of these new :p!noiplaa 8J14 
~ooedurea is not rJ1iJ:r teasibl.e l:ut neoea1111!7. Tb1a baa 
alreadT baeD dtmC~Datraw. tt».• e:xampl.e, 1D tha usa of 
tactical mUi 'tu7 tratf'!o !D. r.area. !bese priDG:lpl.as ahoul4 
p:rwide a ~ ball1• for moeting tbe complex requift
JDODte ttl%' tieaadtaa:t!CD ot Ctml"l. !biJJ' aro DUtfiolent.\J' 
tlex:lble to prGY14e tor tboaa obrmgea or e,phuia a1DG3S 
caae a.oti"fiti• whioh a w develope4 m recent J'081"'• 
ad _,- 1» 1'ur1ibv aocentlatecl :lD the DMr tutuft. Thq 
prcrr1da hr'thar tor tbe DMGarsary utll.isatitJa ot ca.snrr 
1mder aMrStma.7 conditions. 

~!l!mB!. 

7. It ill oCI'IOl.urled tbat the pr!Doipl• del.t:Deate4 ~ tbe Seouri'l:f' 
CGIIIittoe report ot n lul:y (1.3/195), aa ..mde4 aDd dasc.rlbect 1D. pare.. 
pe.Jtw 3 u4 4 abcmt, aN '¥8lJ.d aad sbou14 bl adoptcad. 

8o !aoauM ot 1Dt oloee relat.tCIIUSh1pa ot tbeae ~:l.plos to tM 
apocift8 problus to 'be 4i80U8Be4 at. the f'orthoCII.iDs Bmflil 0~1 
tbe propatl84 ~ ot .lppolld:b: B should be ocaaiderad ca.retu.ll.T 1:v 
the us Delegati<m iD prepar!J:Is i tc tel'I!S or reterome to;.• the Ccmf'ereDIIeo 

9. 'lhe apeo!lio au:l~t ot 'Wil'ioua 'tJ'pea ot COliN'!' pt"oduota to 
emoh ot the f'Of.Rt aategoriea ehou1d bo eatabl:lshlcl bt the USOIB Coord!Dab 
aut OCBQ ad &&Ned betMeea USJIB and UJlB. 

~~fa 

10. It ie :reoCIIIMDded tbatl 

a. T&. oCI'lOluaiona above be adopted by USOD 

b. 'l'be 1JS Delegat!Cill to the tortboca1Dg JIUJSA O~erGDOO 
:aagotiate tbaso obarlgea to thl BR'QSA. Saov1tl' legulatiouo 
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BASlD REFERErvOES .RIIDAHD.INO H SU.RVE!' OF 
I L a? 1 &aB z>:MITIIIIII:III;I4 :&1: I.:! H Ill I •• d • 

l.ut\SU~ 10 l!JCRF..ASE TffE SEOURift' at 

OOtUI-lf 

13/134 

13/152 

13/163 

- L 

PART I 

Statt Stuey bJ' the 
Coordinator em 
nr.feasures for the 
Increased Seouriv 
at COI:UJ~o 

First SEOCOM ~port 
to uscm on 11f.7easures 
Eor the lhcreasecl 
Security of COl·!lNT"o 

Second Sl!DCOl·l Report 
to usom on 11Iolaa.sures 
Eor the lilcraaaacl 
socurity c£ counvT1 

ntird SJOOCOl.f .Report 
to usc:m on 111-leasurea 
tor the Inoreasecl 
Seouri v of CorJJ:m1"' o 

Ratel"Nd to 
SFOOOt·t. 

Raterred to 
SECCOl( for 
further stud.v'o 

Retumed to 
SEOOOl.f tor 
amplUicatioa. 

Returned to 
Sl!XICCI.f for 
turther st1dy'. 

'.l'erns of ref'arence for Forwarded heNWith 
Sa1COI~• s reoons:J.doration as Enclosure 2o 

14/1$3. 

ot 13/J.9So 

smcor.t Report to uscm 
on ltDissemination of 
OOlfiivT to Foreign 
Nationals :In NAiO 
Commands11 o 

uscm acceptance 
st:l.ll pend:lnfu 
repen-t i'ef'erred 
to the delegation 
tor the .forth
coming conterenoao 

Enclaa'lll'e 1 j ::a . :s ...:; 
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9. 18 Dec. •SL 

lOo 18 Deco •SL 
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SO B·30/3S lJiemo from the 
Secretal'iat oonoem
mg "Procedure tor 
the use ot Co&nlorda". 

l3/2J.b. smoo!t Reaol\DBnda.t1on 
to uscm ocnoeming 
a "Proposed change to 
the DRUSA Agreement 
at.tecting the seour1v 
of OO!!ItJ i"' • 

AFSS Proposal ot 27 
Jul.l' co11cem:lng an 
"Additional Consider~ 
tion for Proposed 
Catago17 IC I CO~tiNiG o 

AFSS Proposal ot la. 
December oonoem:lng 
nusom 13/19$ and 
Related DiscudSionn. 

PART II ....... 
llo (See entr.y lJo. 1 abow). 

l2o (See Elltey No. 2 above). 

l3o (See entry llo. ' above) • 

Cmta1ned :t.natl'a.o
t1ons bom USOIB 
that SEOCOH shoUld 
oons:ld&-1 as a part 
ot tb1ll 8urv87, the 
IIIUltiple uea of 
codewrda. ~ 

Propoaad ohlmge :In 
paragraph 33a1 
Appanc!i.'!t B ot the 
DliJSA A3Z'eemant 
w1 th rega.ztd to 
tactical pla:I.De 
test wioe 
oOIIJlllUDicationao 

Forwarded hel"eWitb 
as BncloaUN 3 • 
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!.!'! !!!!~&!IIII!!!FeGaJt ;:; J .:a e • 

lS. h Dac. 'Si. 

16. 18 Dec. •.$'3. 

-

so B-30/36 Undated .Report b7 
.AFSA-12 to DIRAFSA. 
concem:tns usc:m 
Directive No. 7. 

SC B-9/h SECCOU Reco~ 
t1on to usom regU'd
iDB the "Application ot 
the Seouriv Desianator 
ISECURriY J:iFOR-MTIOii'" • 

.AFSS Proposal of 27 
July C011cem:J.ng the 
0Necessi~ tor a 
Star.dard USOIB 
ldentifioation Badge.n 

• 

Referred to 
SECOOM by tbe 
Oo~dina tor tor 
cOl'lllideration aa 
a part ot thia 
aur'V87• 

USOIB acceptance 
aWl. pending. 

ForwardEd herewith 
as Enclosure ~. 
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!~JlACT FR01.f THE nnruTV.S OF THE 67~.J~~.¥.li),MEETlH<!_ 2f-~CJP, 

3 A;ugust 19Sl 

"'!he CHAIIIU pointed out to Mr. Packard the f'oUov:I.Dg general 
princJiples which he . thought should be usod as guidance in the wr1 ting 
~t a revised Sacurit;y Committee reporta 

"•· -
"b. -

"d. -
"e. -

nr. -

Increase the security o£ COl-IlllT bT reducing the 
number or persona lfho handle material :In the high
oat category'. 

E1P lore the pdssibUi ty of :increasing the produc
tion of' cou:n~ T bJr relax:l.ng• to aome exten ta the 
clearance standards for parsonne1 who handle 
material in the lmmr categories. 

If' possible• without sacrificing secur1wt broac:lan 
the usefulness of· plain-text COMINT b7 allowing 
more latitude in its diaseminationo 

Determine the necassi ty tor tm adoption ot more 
than tuo or three categories. 

To insure the proper oatagor:tution a: individual. 
messages., and to min:fJnize the loss ot Y«luabl.e in
formation_, devise., if' possible, a standard temp$ te 
to be used by personnel. charged with the responsi
bility o£ sorting COUII~T material into categories. 

Detemine the feasibili t)qt= ot adopting new principles 
to increase the security of' COUINT." 

*(Should be "nacassi tyn) 

0 
0 

p 
y 
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EO 3.3(h)(2) 
lliEMlRANim.f FOR CHJ\Ili'JAN, uscm Security CCIIImlittee PL.86-36/50 USC 3605 

SUB,Troft Additional Consideration fer Proposed Catogoq nco COfUt~f 

1. Jh further discuasion ot the neat~ssity and feasibili'fr ot the 
propos!d Categories ot COMm1' APSS hen submitted a dratt pape:t to 7011 
which ralates to Catego17 IIJ:II ma.terialQ In CCIDDGGt1on td.th ca.teg017 
non matm .. 1al it is suggested that the following possibilities be 
conaidareci • 

3. ~e value of this material to the u.s. would certainl.3r 
appear to warrant serious consideration b;r uscm. ibis information 
would bo proti.table in the field of p1•opaganda and psychological warfare. 
It is believed that :l.t this matal'ial. uare available to the Voice of 
Alarica for exumple, programs could be presented which ~uld unerring]7 
indicate the breakdot-m in Soviet econolQ" as 1l8ll as areas ot dissatisf'actira 
and unrest, and e'V8D official polioe restriction. Inclusion of' this materia1. 
in tbt. Voice ol America prosrama 'HDUld Cluite possible spread oonster.aation 
amcng the Soviet police agencies of lollB/)lVD1 and at the same time would 
appeal to the great mass ot Soviet people uho would find the Voice ot 
America mak:l.ng specitic referenco to thl!tir persona1 problems. 

4. It is therefore reco:rmranded tbat SJOOCOM consider the pos31bili ties 
ol t.bia use of C~tego17 non Cot.J!lNT ma.ter1al. and request AFSA to prepare 
a study' of the extent ot the information of this type 'dlich 111 at present 
discarded without process:l.ngo 

Enclosure 3 

/s/ 2homas A. Miller 
m<>t!AS A. fULLER 
USAFSS lmi.mER• 
Seouri ty' Committee 
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f) -? lJN D STA'l'&S Am .FOHJE BEOURD!' SERVICE 

y C(. 0:00-6 AFSA L.IAISCil J&Ef3ECRt:r WASHiiiamN 25, n.o. 

• 1 --

s,SEGURilY INF9RMATIBN 

BDRANDm.f. FORr General Iqnn 

Subjecta USClB 13,1195 and Related D1souasim 
' 

1. For aJ.most a yee the USCIB SE1curity Committee has been 

cons1deri:.1g a number of proposals :l.ntertded to :Increase the securit7 
I 

o£ COlDI1lU»ications intall:!gence. At pr£lsent a special Ad Hoc group 

of the St!Curity Committ.ea 1s conaiderir~g proposals to categorise 

C01f1llT m1d in e!.f'ect liberalisse ito dit-smnination by the creation 

of speois.J. categories or types of COMIUTo It is felt that any 

approacl". aloug these l:lnes doos not in itaelt' increase security 

but rat'1er decreases security by increasing the dissemination, 

2, It is recommended that consideration be given to an e.lter11a.te 

propotul along tr..e .tollotdn8 llnesa 

Coda wo:t'ds should be used to desifiZJ.ate and protect three 

dist.inct twos of' materials 

a. Disseminated communications intelligence, that is, 

:fnt,.:Uiganoe derived frottl cr;yptannJ.ysis1 tl'attic anelyais1 or plain 

te>;:; exploitat:ton. Such materials to ba designated b.r a coda wrd end 

cl<ssi.tied top secret or secret accordiog to the specific item of 

~lll01'1i1Qt10h conta='.ned a11d disseminated in strict accordance vith the 

nt.ed to kncn-1 only to s-g.:te:lally' cleared ana· indoctrinated intellig~ca 

constU-aez•s via au·lihorizaci couriers or spacially designated crypto systems a • 

ln no case would such finished intellig.cmcra contain sutticient 

:identifying details to unql}estionabl,y raveal tho specific f'ore:lgn 

Enclosure 4 TOP SECRET COPY -· 
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transmission or o~togro.phic s:ystom .tram which it 1a derived. 'J.'hNe 

chief tapes or matar1aia exist, to each ot which the need to k!10w will 

datemine the diaaamination ot the and produoea fype A, communicat1one 

.i.ntel:L1£enoe derived from top level cr.yptanalys:f.s and traftio an&:cyais 

to be olass:ltied top secret and design."J.ted b.r the dissemination code 

T4i'OrdJ Type .81 communications :tntell:lge:nce derived from lowr level 

cr,yptanal7s:ls and tmf'f'ic analysis '00 be classitied top secret or 

secret as appro >riate and designated by the dissemination code 1i01"dJ 

and Type o, communications :Lntell1gmce derived from plai.n .. text 

exploitation and cla.ssitied as top secret ar secret as api)ro_l1"iate 

and designated by the d:f.ssemination oo1o word. 

b. Processing communications intelligence. such ma.teriala to 

be designated by the p.aoocess:lng cod9 'ti;:,rd and ol.assitied top secret, 

secret as appropriate, Various procossing areas will ar.tst, area A. 

high lewl cryptanalysis and trati'io a.'l&lysisJ ru"a Blower level. crypt 

and T/AJ area C plain-text exploitation, Area D I.>lain-language voice 

material~J ate. ~ such materials used in the production of CO!·Ut~T 

will be closely hal.d. within designated :major l'roaessing oen.ters or 

.field processing centers and messages relating to such mtarials w:I.U 

be tranamitted only' b7 authorized ootll'ier or in cryptographic BJStems 

held b;:r auoh processing centers. Within each p1•ocosa:lng center strict 

eampart.mentol.ia.tion will be the rule and dissmtl.na.tion betueen areas 

'Will be stric~ dote:n11ined by tho need to knou(t 

c. Planning, poliey and administrative matte1"B dealing td.th 

comJmmications intelligence 11ill be designated b7 a sepal"ata code word 

and classified top secret, socret, or coni":ldent~.al as a.ppropriateo 

-2- lOP SECREt' 5EGYRIR INRIRAUJUlN 
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d. Commurdaations security information• spec:tf'ioall7 mater.ial 

dealing \lith the communications sacuritq of the .United States whioh 11eveals 

cr.yptana:cytic or traffic an~is teohuiquoa 'Hhoee revelation to 

t"llindootrinated persons would p~e a potential darlgel' to the aacuriiiJ· 

ot tho communlcat:l.ons involved and correlate evidence o£ f'orafaD 

exploitation af u.s.co:mrmmiaa.Ucns ttl1'ough a foreign aonmm:toations 

intell:teenoe process 1ir11l be designated b.r a code 'HOl'd and class1t:l.e4 

top oecret. sacret or co.ut:l.dential as appropriatao Such inf'onnation 

triOUld be relaaaed strictJ.y on a need to know lind ODl7 to authorized 

and indoctrinated cOlllmUil1cationa security recip~ts. lhfOl"'llation on 

foreign ja.'llming of u.s. mUitary communicatiCils .derived from c0ll1m'Wl1cat:l.ons 

intell:i.genoe and not reading the specific communications intelligence . 
processin(! involved will be considel$ll to .fall within tho categoZ',Y to 

bo disseminated b7 the communica.ti~s security code mrd and to be 

classified as top socret, secret, or confidential. 

,. 

eo Subsidiar;"r des:lgnatio1'11!11 subsid.iar,y d:f.aaemination or 

pr-ocosaillg code words may- be designated as required to dctlineat~ separate 

and seJ.t contained tiolds ot cor-rnlT each to be designated by a 

separate code wrd and class:J.tiad top secret. secret, ar cont:ldantial 

es appropriateo Among the fields which may require such delineation 

for dissemination purposes are1 
• 

lo Special weather intelliganceo 

2. Communications intelligence derived from ·plain 
text exploitation. 

3.- Special intelligence produced b,- a communications 
:i.ntelligonce aot1v1tu o:ver uhich the BRUSA- agtmOiea. have 
no control and for whose produce the PHUSA processing 
agencies can n~t guarantee authenticit,'o 

4., Field COMINT ot the t,ype at present das:fgnatod WHEEL. 

I I 

3ca • ,. , r' - - " ... , I: I 4 • -
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