MEMORANDUM FOR THE CHATRMAN, USCIB .
SUBJECT: Measuros for the Increased Security of COMINT
REFERENGE: USCIB 13/195

1, There is suimitted herowith the report om this subject
fra tho USCIB Security Cammittoe prepared in scompliance with the
torms of raferonce provided by USCIB at its Special Meeting on
3 August 1951 and in ccnsideration of problems of CQMINT dis-
senination and aollaberation which have arisen rocently vis-a-vis
RATO and the UK,

2, Coples of this report have besn forwarded ssparately to the
USCIB Coordinator for cousideration by the US Delegaticm to the
forthooning BRUSA Confereasa.

Csiut & Gaadan

ROBERT ¥, PACKARD
Chairman, USCIB Ssourity Committiee

Enslosure

Staff Study, 10 Jan. 052
with Bnels 1 & 2

Leclassified and approved for release by NSA on 05-22-2014 pursuant to E.O . 13526)




REPCRT BY THE SECURITY CQMMITTEE OF USCIB
o
MEASURES FCR THE INCREASED SECURITY OF GOMINT

JHE FRODLEM

1., To consides whether any changes should be made in the ERUSA
CQUIRT resulations and practicss in arder to improve COMINT security
and to inoremse the officlency of the exploitation of CQMINT scurees.

+

FAGTS TEARDNG ON THE FROBLEM AND DYSCUSSION

2, There follows & brief chronclegy of the development of this
problaa in USCIR:

8, In Decsnber 1950 thn Cocrdinntor submitted a study on
this subjeot to USCIE (13/234). This study was referred
to the Scourity Committee.

b, On 7 Harch 1951 the Security Committes sutmitted ita
first repart on this subjeot (13/152) which dealt largely
with matters of physical seocurity, persommel, cclification
of socurity regulations and the establisbmant of a full.
time USCIB scourity officer. This report was retwned
to the Scourity Cammittee for further atudy,

8, On 30 March 1951 the Security Comitise submittad ite
necond report cn this subjeat (13/163) vhich presented a
proposal intendsd to simplify COMINT security prastioe
through the reduction of ths nmummber of categories of
CQMIMT moterial and the dissenminaticn of certain products
without exiating COMINT controls, It was hoped that this
now approagh might have the effect of increasing the
soourity of high grads OOMIRY products as well az improving
the utilization of lowegrade COMINT products., This report
wag returned to the Seourity Coamittes to dooument the

application of this proposal,
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de On 11 July 1951 the Security Committeo sulmitted its
third report on this subjeat (13/195) which discussed
those existing prinsiples of COMINT security vhich should
bo changed and additiomal prineiples whish should be
adopted in order to epply in practice the genoral idea
which had been prescnted in the preccding report. This
report also insluded a proposed re.draft of Appendix B
to the BRUSA igresment, Certain aspeots of this report
wore not acceptod by the Board, and the report wvas re.
turnsd to the Security Comittee for further astudy in the
light of specific terms of reference provided by the
Chairman of the Board, (Seo the extract from the Mimutes
of the 67¢h Spocial Meeting of USCIB on 3 August 1951 which
are atiached hereto a3 Enelogure 1).

3+ The Sccurity Camittee has reviewed its report of 11 July
(23/195) in the light of thess terms of roferemce and in the 1ight of
certain additiomal prohlems yls.so-yls ths UK and FATO whish have
developed egince that repcrt was prepared in July, 1.6, (a) the nsed
%0 increase the use of tastical military cammmlcations in Koreaj
(b) the possibility that it may be necessary to provide BERUSA GOMINT
produsts to third party recipilents in NATO; (e) proposals that a NATO
CQMINT servicoe be established; (d) requircments for global collaboration
in time of war; ard (o) relationships with third parties. This report
is directed primarily toward thoss asposts of CQIINT seourity which
affect the BRUSA Seourity Regulations and which should be discussed at
the forthocaing BRUSA Ceaferencs, There is forwarded herewith aa
Enclosurs 2 & re«dreft of Appendix B of the BRUSA Agresment which
ingorporates those ehanges in the combined securiiy regulations which
the Security Camittee now considers desirable,

4e The Sscurity Comittce ccmsidora that the genmersl principles
cutlined in its report of 11 July (13/195) are valid ard sheuld be
adopted by tha Securiyy Coamitisc but has changed or withdrawn certain
of the speeifis proposals comtained in that repord, Theso aro:

a, The proposed changes in ths basie catsgorics of CQMINT,
The definitions of these categories have now been changed
wiih a view tovard a moré appropriate distrilution of the
various COMIK? products smeng them.

be The preposal that theso categories be further sub-divided
into & mmber of classes of CQMINT, It is folt now that
thore must bo allovances for various classes of material
within categories, but that the previous proposal was
unduly complicated in that it required a considerable mumber
of thege clesges at the ocutast,




The peroposal that unmemeiphered tactical military traffie
b exnluded fran CAMINT, It is now felt that this type
of material should be harndled as COMINT, but under a
separate set of controls wvhich will allow for maximm use.

The proposal that thare bs a separate category of CQUINT
exclusively for plain.text matsrial, It is now felt that
this proposal would neither enhance security nor effective-
1y inorcase the utilization of plain.text.

The proposal that COMINT codswords not be olassified,

It is now felt that codewords sheuld be classified with
the exception of an unclsasifioad designator to be used in
connestion with "low-level"” CQIINT products,

Tha proposal that certain COMINT products might be dis-
seninated regularly on an updiaguised basis to un-
indcotrinated reciplents, It ig now felt that the
ineroased utilizaticn of certain CQMINT products which
might result if this proposal wore adopted is outweighed
by the sscurity risks involved,

5. The basis changes to the ERUSA Sesuritiy Regulations which are
nov considered desirable may be summarized briefly as followst

Material derived froca press and propaganda hrosdcasts
should be removed from under COMINT contrele, (See
paragraph 3 of the re-draft of Appendix B which 18 at-
tached as Fnclosure 2,) )

There should be ostablishsd four categories of COMINT

(A, B, C and D) with allowanoo for the possible sub-
divisicn of each categery into sepesate classes., (See
paragreph 4 of the re~draft of Appendix B which is attached
as Enclosure 2,)

(1) At the cutset these four categories would include
the followings

(a) Category A (Special Tntelligente) —- that
meterial now handled as "Speclsl Intelligence",

(b) Category B (Treffic Intelligsnce) -- that
materia) now handled as "Traffic Intelligence”.

(e) ﬁbgm C (Weathor Intelligence) —e
ther




N
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(a) Category D (lowelevel intelligents) «e taciical
toxt voloe traffic, the results of DF on
nots ecarrying this traffic, and such othsr combat
plain-longuage coxnmications as may be agreed
subsequantly betweon USCIB and LSIB, (See 13/214

PL 86-36/50 USC 3605 of 7 Hoveabar 151 uhich was approved by USGIB

at its November Maeeting.)

do

£

Specific provision that COMINRT products may be assigned
to the wmaricus categoriss cn the basis of either source .
or sontent. (See paregraph 4 of ths re-draft of Appendix
B which 1s attachod &s Fnclosure 2.)

Specific provision that indootrination for COMINT should
apply only to the partioular catsgoriss or classes of
COMIRYT to which the individual will require access on the
bapis of his "nood-to.know". (See paragrarh 8bh of the
ro-draft of Appendix B whioh is attached as Enclosure 2,)

Spesific provision that standards for security investi.
gation may diffor as betweon categories A and B on the oo
hand end categories D and/or C en the other. (Sce pars-

" grephs S and 8¢ of ths re~draft of Appendix B which is

attached as Enclesure 2.)

Procise delinsation of the comditicas under which tho
various categories of COMINT are to be disseminated,
particularly as rogards emergoncy situations and
"disguised" dimpsmination., (Sce puregraphe 17 through
20 of the re-draf't of Appendix B which is attached as
Enclosure 2,)

(1) The pracoticos io be applicd to categories A, B, and
C are substantially the same as thoge now in foree
for specisl intelligencs, treffic intellipgenco and
weather intelligence,

(2) Tho practices propossd for category D envisage
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& oonsiderable mmbor of resipients and provide fo
bread dlssemination of this typa of material +o0 une
cleaved resiplents vhen guitably ddaguised,

(3) Thara 48 to b no dissominatiom of eny category of
CQMINT o an undisguisad basis to unclearod recipients
oxrept under spacific enorgensy conditienn whish are
desceribad within the soourity regulatioms.

Spaaific provision that the US and UK will exchangs stais-
ments of thair inweatigative olearance standayds for
CQUINT, (Sas peragraph 8 of the reo-draft of Appendix B
which in attached as Enclosure 2.)

Provislon for the usa of sn mnoslassified dosignator in
sonnootion with Category P (low-lovel) COMIET, (Sea
peragraph 15 of the re.draft of Appendix B which is
attachod an Tolosurs 2,) Codewcrds 40 ba uscd in con.
nostion with the other categories of COMINT are 0 bs
olaasified and %0 be knesm only by individmals indostrirmted
for thoge ostogorien, .

Speeific provisicn for ths classification of matsrisals in
tho varicus categoriag, 1.6t Categorias A, B, Cand D

t0 be clasaified TOP SECEET {oodeword), SECRET {codewerd),
SEORET (acdeword)and CONFIDENTIAL (vmolessified deaignator)

respootively, (See persgraph 16 of the re-draft of Appandix
B whieh 1s attached as Ensloawre 2,)

6. With regoard to the specifin terms of roferamo.undor vhieh this
report has boon prepared (see Enolosurs 1) it is felt that:

8, The nmimber of persmns sligible 4o handle the higher cote.
gories of COUINT aan ba somevhat reduced, and that a moans
will exint to preclude the admission to the higher
categories of the large muber of persons who may becoms
involved in handling low.lewel intelligonos.

The provision of an additional category for loralevel
intelligence %o be handlad o e Jess rigid basis will
inoroans both the production and utiiization of this type
of ma’wr:!.alu

The neoed to broeden the usefulresa of plaine.text ia met
ingofar as possible without saorificing securiiy through

the medivm of the additional estegory of low-lovel intalli-
gorod and the spesifis provisions for disgulsed dlesemivation,




® REF ID:A55323

d, In estahlishing four soparate categories cf COMIRY, it is
not falt that the production and use of COMIN? will be
further complicated, bub rather will be simplified and
rendered more seoura,

The assigmment of the various types of CQMINT products

to cach of the four categories can be ascowplished thr

tho preparation of clear-ocut lists of thope oryptographis
systens, sommmiocations ayostems and type of sabjost matler
whioh are to be handled in the various categories,

It ip felt that the adoption of thess new principles and
proosdures 1z not caly feasible but nesessary, This has
already been derwmstrated, foir example, in ths uss of
tactical militery traffie in Korea, These prinsiples should
provide a olesr-out basip for meeting the ecomplex roquire-
nonts for disseminagtion of CCMINT, They are sufficiently
flexible to provide for those changes of emphasis among
COMIKT aotivitiss wvhioh lave developed in reesnt yoars
and may be further accentuated in the near futwre, Thoy
provide further for the nssessary utilization of COMINT
under exargancy conditions.

GONLUSIONS

7. It is ooncluded that the principles delineated ir the Seourity
Camittoe report of 11 July (13/195), a8 smended and described in pare-
graphs 3 and 4 above, are valid and should be adeptoed,

8. Bsscause of the close ralationchips of these principles to the
specific problens to be discussed at.the forthomming ERUSA Confereneeo,
ths proposed re-drafl of Appandix B ghoeuld be considersd carsfully ly
the US Delegation in preparing its terms of referense forr the Comferencs.

9« The speaiflic assigmmant of various types of COMIRT produsts to
sach of the four oategories should bo established Ly the USOIB Coordinatcr
and GCHQ and agread between USCIB and 1S1B,

RECOUUENDATIOND
10, It is recammended thats
8. 7The corwlusions above be adopted by USOIB

b, The US Delegation to the forthooming HRUSA Conference
nogotiate these changes %o the HRUSA Scourits Reguletions.
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-FOP-SEGHP-BURDE- 18 Dscenber 1951

L s

BASIC REFERENCES RECARDING THE SURVEY OF
MPASURES T0 TICREASE THE SECURITY OF

COMINT

PART I

1, 22 Lec, '50 13/13h Staff Study by the Reforred to
- Coordinator on SECCOM,
MMeasures for the
Inereased Securdity

of COITTHT®,

2 7 Ma:ch 51 13/152 Firat SECCOM Report Referred to
to USCIB on 'leasures SECCCOM for
for the Increoased further study.

Security of COMINTY.

% 30 March 51 ° 13/163 Second SECCOM Report Returned to
to USCIB on "Msasures SECCOH for
for the Increased . applification,
Seourity o COMINTS

ko 1 July 51 13/195 Third SECCOM Report Returned to
to USCIB on “Measuras SEGCOM for
for the Inoreased further study.
Security of COMINT".

5o 3 August 51 Torms of roference for TForwarded herewith
SECCOM's reconsidoration as Enclosure 2,
of 13/1950

6, 11 Sept. 51 /151 SECCOM Report to USCIB USCIB acceptance
on "Dissemination of still pendings
COMINT to Foreign report referred
Nationals in NA'TO to the delegation
Commands'", for the forth-

conlng conference,

Eneloaurs 1
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Te 17 Oot, 'S SC B~30/35  Memo from ths Contained ins truce
Secretariat concsrne tions from USCIB
ing "Procedure for that SECCOM should
the use of Codewords®”, oconsider, as a part

of this survey, the
mltiple use of
codewords, =

8. 7 Nov, ?51 13/214 SECCOM Recommendation  Proposed change in
to USCIB soncerning paragraph 33a,

& "Propoged change to Appandix B of the
the BRUSA Agreament BROUSA Agreemont
affecting the ssouwrity with regard to
of COMINT®, tactical plaine
' test voice
commmications,

% 18 Dec, t5L AFSS Proposal of 27 Forwerded herewith
July concerning an as Enclosure 3,
fAdditional Considora-
tion for Proposed
Category 1Ct COMINIY,

10, 18 Dee, 51 AFSS Proposal of 4 Forwardsd herewlth

Decorboer concerning as Enclosure L.
nyscIB 13/195 and
Belated Diseudsion®,

PART II
1, (See entry No, 1 abova).
12, (See entry No. 2 above).
13. (See entry No. 5 above).
o2
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1h, 2} Oote 'S1 S0 B~30/36  Undated Report by  Referred to
AFSA-12 to DIRAFSA SECCOM by the
concerning UCIB Coordinator for
Directive No. Te consideration as
& part of this
BUrvaeys
15, }; Dac. ¢51 SC B-9/h SECCOM Recormendte USCIB acosptance

tion to USCIB regarde still pending.
ing the "Application of
the Security Designator
ISECURITY IFORATION'T,

16, 18 Dec, 51 AFSS Proposal of 27 Forwarded herewith
July conessrning the as Enclogure S,
"Necessity for a
Stardard USCIB

Identification Badge.”

L4




EXTIACT FROM THE MINUIES OF THE 6Tth (SPEGIAL) MEETING OF USCIB

3 Augrust 1951

"The CHAIRMAN pointed out to Mr. Packard the following general
principles which he . .thought should bs usod as guidance in the writing
¢f a revised Security Committes rdports

"s. Increase the security of COMINT by reducing the
number of persons who handle material in the highe
oat category.

"bs Iplore the pissibility of inereasing the produc-
tion of COIIINT by relaxing, to some extent, the
clearance standards for personnel who handle
material in the lowor categories,

If possible, without sacrificing security, broaden
the usefulness of plaine.text COMINT by allowing
more latituds in its dissemination,

Determine the necassity for the adoption of more
than tuo or three categories.

To insure the proper catogorization of individual
megsages, and to minimige the loss of wvaluable ine-
formation, devise, if possible, & standard template
to be used by peraonnel charged with the responsi-
bility of sorting COMINT material into categories.

Determine the feasibilitys of adopting new prineciples
to increase the securdity of COMINT,."

#(Should be "necessity”)
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_T0R_SECRET SUBDE- 37 Julr 1951

: EO 3.3(h)(2)
YEMORANDUM FOR CHAIRIAN, USCIB Security Committes PL 86-36/50 USC 3605

SUBJEOT: Additional Consideration far Proposed Category "CY COMINT

Yo In further discussion of the necessity and feasibility of the
propossd Categories of COMINT AFSS has submitted a draft paper to you
which relates to Category "D® material, In conneetion with Category
nge m::erial it is suggested that the following possibilities be
considaved,

© and unrest, and even official polisce restriction, Inclusion of this material

3. The value of this material to the U.S. would certainly
appear to warrant serious consideration by USCIB, 7his information
would be profitable in the field of propaganda and psychological warfare.
It is bolieved that if this material were available to the Volce of
America for exumple, programs could be presented which would unerringly
indicate the breakdoun in Soviet ecouomy as well as areas of digsatisfaction

in the Voice of Amsriea programs would quite possible spread consternation
among the Soviet police agencles of MGB/MVD, and at the same time would
appeal. to the great mass of Soviet people who would £ind the Voice of
America making specific reference to tholr psrsonal problems,

lie It is therefore recommonded that SECCOM consider the possibilities
of this use of Category ®C" COMINT material and request AFSA to prepare
a study of the extent of the information of this type which is at present
discarded without processing,

/s/ 'homas A, Millar
THOYAS A, MILLER
USAFSS MEMBER,

Securlty Committee

Enclosure 3
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2, UNTIED STATES f.gm FOIOE SECURTTY SERVICE
CARET ODCe5 AFSA LIAISON
TAD OE L‘G"‘U WASHEIIOTON 25, D.C.

DRAFT  SECURIY-INFORMATON-

MEMORANDUM FORs Genersl Lymn
Subjest: USCIB 13195 and Related Disoussim
l, For elmost a year the USCIB Security Committee has baen
congidering s number of proposals intended to inoreass the seeunrity
o‘f commmications intalligence, At present a speseclal Ad oo group
of the Seourity Conmittes is considering proposals to categorise
COMINT and in effect liberalige its dicsemination by the creation
of specia). categories or types of COMIT. It is felt that any
approact. along these lines does not in itself incrocase security
but ratier decraas;as security by inereasing the dissemination.
2. It is recommended that consideration be given to an alternate

propoc:l along the follouing liness

Code words should be used to designate and protect three
distinet types of materials

a8, Dissenminated commumications intelligence, that is, .I
int:11igence derived frou cryptanalysis, traffic anslysis, or pla.’lm
ters exploitation. Such materials to bs designated by a cods word and
clsssii‘ied' top seeret or secret aecord;!.ng to the specific item of
infermation contained and diasemjnata;l in strict aceordance with the
nred to know only to sp2clally cleared and indoctrinated Intelligemcs
conswiers via avthorized ecouriers or spseially designated erypto systems, °
Iz no cage would such finished intelligsnce contain sufficient

Identifying details to ungisstionably roveal the specific foreign

Enclosure U _T&P-_SEGRE‘: SEESRTHINTORMATION cory
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transmisaion or eryptographic system from vwhich it is derived., Thrue
chief types of materials exiat, to each of which the need to kuow will
determine the dissemination of the end produce: IType A, communications
intelligenocs derived from top level eryptanslysis and traffic analysis
to be classified top secret and designated by the dissemination code
words Type B, commmications intelligence derived from lowsr level
cryptenalysis and traffie analysis to be classified top seoret or
secret a3 appro wriate and desipnated by the dissemination code words
and Typs C, communjeations intelligence derived from plainetext
exploltation and classified as top secret or sacret as appro wiate
and designated by the dizsemination code word,

ba. Procesaing comrunications intelligence. Such materials to
be designated by the processing cods word and classified top secret,
secrat as appropriate, Various processing areas will exist, area A
high level cryptanalysis and traffic asalysisy srea B lower level crypt
end T/A; area C plain.text exploitation; Ares D plainelanguage voice
materislsy ate, All such materials wsed in the production of COMINT
will be closely held within des:.l,gna:tfad major processing centers or
field processing centers and messages relating to such matorials will
be transmitted only by authorized courler or in cryptographic systens
held by such processing centers. Within each processing center strict
compartmentalisation will be the rule and dissenination between areas
will be strictly dotermined by the need to know,.

¢o Flenning, policy and administrative matters dealing with
commmications intelligence will be designated by a geparate code word

and classified top seoret, secret, or confidential as appropriate.
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d, Commniscations security information, specifieally matorial
dealing with the commmications security of the.United States which revesls
cryptanalytic or traffic analysis technigues vhose revelation to
wnindootrinated persons would pose a potential danger to the security
of tho communications involved and correlate evidence of foreign
exploitation of U,S.coommnisations through a foreign commnications
intelligence process will be dosignated by a code word and classified
top secret, secret or confidential as appropriate, Such information
would be releassd strictly on a nesd to know dnd only to authorized
and indootyrinated comrmumnications security recipients, Information on
foreign jamming of U.S. military communications derived from communications
intelligence and not 'reading the specific commmications intelligence )
processing involved will be considerid to £all within the category to
be disseminated by the communications security code ward and to be
clagsified as top secrst, secret, or confidential.

6, Subsidiary designations; subsidiary dissemination or
progessing code words may be designated as required to dalineate separate
and self contained fields of COMINT each to be designated by a
separato code word and classified top secret, secret, or confidential
a3 appropriate, JAmong the flelds which may require such delineation
for dissemination purposes ave;

l. Speciasl weather intelligence:

2, Commmnications intelligence derived from plain
text exploitation,

3. Special intelligence produced by a communications
intelligence activity over which the BRUSK ageneies . have
no control and for whose produce the RRUSA vrocessing
agenclas can not guarantee authenticlity.

. Fiald COMINT of the type at pr'esen‘l'. dﬁs:lgna‘had WHEELe
3. 10D




