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1., .AFSA-11 reca:nmends that we take the position of supporting tho 
prinoiplea ot thie proposal while reserving juQgel1lent au detaUs. 1'h1s 
1s s logical poeition to take, because it would be uaelstJs to belabor 
the details (some ot ilhloh need second thoughts) until we baYe SOliW es
curance that the general p,£1nciple:s on which they are baraed have geJ18l'al. 
u. s. acceptance. 

2. In my opinion, thesG princ1plea are torced on us whether we lito 
the or not. 'Jhe basic purpose ot.. the new proposal ia to J:p.o~se ,'!ihe 
secm.•itz ot reallJ' top-level, rsally sensitive OOMINT, and to inCr8§§Jl 
,the geft.llnees ot lower-level, lese sensitive Oo.Mim. It is p;ropoaed to 
4o th1e b7 eapsrating the two, and handling them. difterently, so that 
the h16halevel, s0UBitive COMIN'.r will not be imperilled by assoeiotion 
V1 th low-level OOMINT which requires wide dissemination, and the 10'/l
level OOMIN.C will not. be sewed up to tho point of uselessJ!esa by aaaooif.l
tion with hish-level G-O:t.UNT which requires stringent sategugl.'d.s. Unless 
you av.qratt them, .1.21! J!i.l! noj;. ,!Scan.R}.ieh thi.§. purpose. 

3. 'fhe salient feature ot the nn proposal, theu 1 is the .method 
ot 4i vision ot Oa:AINJ1 into separ:1te cstesoriea. The proposed categori• 
zation can be celled a departure from or not a departure from the beaio 
principles of' the present Appendix B depending on hoW far dawn .,ou go 
in yonr 4ef1n1tion ot "basic•. f.ha original 1946 Appendix B provided 
:tor dividing Co.r.mlT into categories based broadly on di:f'fiouJ.t:r ot pro
duotion. ?:he proposed version does thG eam.e thing, so that tb.are is 
reallf no departure fl"'m the old prine1pla in that respeat., Where the 
di:tterence lias is in the direction ot slicing the categoriefJo The 
original division was a horizontal ons--orypt~nalysis was difficult, so 
it formed the top cetegory, with greatly limited d1saemination--traff'1c 
analysis was leas ditf'icult, so it form.ad the lower category, w.lth lees 
reat:rf.cted disssa1nat1on. (I ignore tor the moment th~ fact that, 1n 
practice, no difference R5 made in degrees ot diasflllination.) f.b.us, 
with any mpacifie body of tare1an t:fflft1c, 7011 could cr'1Ptanalyze it and 
disseminate the produot narrowly as topr.ocstegoZ'J' OOMINT, or tl'8tf'1o
aDalyzo it end put out tho product more widely as 1011"-level OO:MINl'. 

4,., !fbis bae1o of categorizing began to come loose et the seams 
almost as eoon as it was devised., 'lb.e ll8ture ot the problem. 118B auchil 
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or be~n to became auch, that t.he neat distinction between difficult, 
sensitive cryptanalyais and easy, 1nsenaitive traffic analysis stBplJ' 
41d not hold. ~is was recognized in 1948 1n amendments to .~ppond1:a: B 
by which excapticnal shifts ot category could be made tor .epec:ltio oaaes 
ot "eaay" omtanalyoil5 and "ditf.'icult" traffic aml,aie. This make
shift seemed to patch up•the old Appendix B almoat adequately tor a While 1 

but tha plain. loneuoBS problem and various probliSI!!IS brought out by the 
Korean War11 and which have been part1all7 solved on a piece""'lZU!U!Jl basia, 
have shown that a more fa.l!domental change is needed" 

5. !r.i:l.& present proposal. provides tor a vertical oatego;rJ" division 
b-y technical 411'f1cult7 aDd sensitivity ot the :toreip. canmunicationa 
than21elves, rathGr than by what is done with them. This atatemcmt, 
thOUgh an wersimplit'ication, is aeaentially true. Of course, the pro
posed top category will continue to contain largely the products of 
cryptanalysis, and very few ot traffic analyst•, and ths bottcm cstesor,
will be heavily traffic anal'JB1s-.,.but this will be because o:r the aature 
ot th1nga, and uot because of artit'iciali ties eraated by categol:7 dafini• 
tions 11 as a+. present. (Under the propoeal 11 categorization, 1n p:raotioe, 
will be specific-tor each new oo.mm job as 1 t COillGis up someone will 
have to detem1ne what category 1 t belongs to. At present, the catego:17 
is prescribed by blanket rules which, as otto:n aa not, faU to satisfy 
the needs in individual casea.) 

6., The details ot how much we are going to take the wraps oft the 
lOB-level stuff 11 am wbt:itthe coda-worda will be, and how hanclled11 and 
whether there shall be one level of clearance o:r ii1ro or tour 1 requil'& 
some study, and I do not propose to go into that now.. It aeeme to me 
'fihat USOIB must agree (l) that the four proposed oategOl!'iea are :nseee ... 
eery, (2) that the hiBher ones mu.st oom.e under rules predicated on A!ta 
secur1 tz, and ( 5) that the lower onee must cone under l'tllee predica·;ed 
on usefulness. This much agreed on, we should presEilt these basio points 
to IBIB ,· to get their reaction. Only then need we start heggl1nf! arter 
the detaile of ~plems.ntation. ~ proposed revised Appendix B submitted 
with the paper ia marel:r one way ot doing it-there are ma117 others. 

/z/ Eo s. L. Goodwin 
Eo S. Lo GOODliN 
Oapta1n11 u. ~. Navy 
AFSA ... U 
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