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~OLUTION OF 

~LAIN T£XT AUTO KEY PROBLZK 

using 

UdKSO~N I~~NTIOAL PR~RI~S 

AS stated in Kilitary Cry~tanalysis, Part III, Page 48, Par. 32, c, 

J·:>luti·">n is renddl"ed difficult because of the lo.ck of an established 

:nethod of proving &.ssumed values. \while the followiili(; presents scant 

:t'.a.terial, because of shorta~e of time for exhaustive experiments, it is 

~elieved it may open the way for reoons~ructin6 the primDry alphabets 

becr.uee of a lQ~ akin to that know~ as the"law of indirect symmetry. 

~he first word of the enclosed message (sheet 1, pencil number,) 

~risoners 
.i .i: Y G C F ..:.:. G V adding reference nu.rnb.ers 
1 a 3 4 s 6 7 a s 

It will be noted. by reference to tlle scale im."r.ediately below, that 

cipher letters 2 e.nd 3 of the message have the same intervs.l in t~e pri­

:.ary as pl~in text letters 1 and 3. 

" A.~ a I~ G T 0 3 a~~ F J K L ~-~-~-R U V X Y Z 
1 2 3 4 s 6 7 a 9 1 1 1 1 1 1 1 1 1 1 a a a a a a a 

o 1 8 s 4 s s 1 a a a 1 a 3 4 s e 
i'ro.r. this scale t t will be observed thnt the interval betv1ee.a. 

p Euld 1 is lS letters and the san:e interval &ppea.rs between .a:: and Y. 

T~e ea:r.e rule creo. tes the interval bet\\een P. T. rios. 2 and 4 e.nd 0. 3 

c:.nd 4, i.e., the inte~val bet\":een r e.nd s is 8, and the same 

~~t~een Y and G. vf course, the ea1r.e i~1terval relot1onspip will be 

!"::!,,1ntai: .. ed thruout tAll ~.esee.e;es enciphered. by this method • 

• ttentio~ is now directed to slleet 1o. a, which graphically illus­

tru.tes this law. nhile this tly.Pe ot "box11 would ordinarily be used for 

testing assumed _probable v.·ords, it is here u2ed as an enciphering 11 box" 

to illustn •. te t!1is type of indirect syu:metry. The3e repeti tioae were 
pproved for Release by NSA on 01-22-2014 pursuant to 

take~ fro~ the bottom of shest 1. ~-0~.1~3~5~2~6~------------------------------~ 

i 
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It will be observed that the :lay v:ord, r..a.SHI~~GTON, is enciph~red 

in this group. This was arbitrarily done to show how ~t looms up_ in the 

cipher message, and, being a.l terna. tely spaced, 1 t is a s~m_ple r.ltit.ter teL .. 

insert the obvious letteTs to complete the key • 

• ~ow, checld:n.g with the enciphering chart, sheet ao. 3, it \\1,11 be 
i 

seen, on sheet a, th&.t in each improvised 11 box11 ·the column at th~ left 
I 

contains the key and the horizontal line at the top contains the ·plain 
I 

text letters for encipherment, the resultant cipher letters bein~ within 

t~e box in pencil. 

~-low, note that in the enoipherment of key pl.ue plain text, ~f the key 

P.l1d pl~.in text letters are reversed the same cipher letter results. Key 

II .R,II plus P. T. ".C: II produoee cipher 11 G11 ; key dld plus P.T. IIRII produces 

the same cipher letter. In this case, after eaoh individual enc~pherment 

the process ws s rever saO., the ltey te.ken from the top a:J.d. plain text from 

tie side, with the resultant red letter. Then, for 1llustrative,purposes, 

· ::- oenoil figure representing an interval, was plCI.ced betv.-een the red letter 

;-~A:Lci the pencil· oi;t-"9r letter in t=>.e same line. -.:.~ext.,- ti:l.e sau:.e interval was_ . -~ -- ... ~ 
acted, together wi til e. curved line, between the plain text la tters connected 

by this interval, ¥ihioh, of course, a.re always e.l ternate. 

Attention is here oe.l·led, for ,.-he. t it ie \\Orth, to the f~ot that from 

:r·=d letter V (in the· "Headquarters" box) indicated by arrow froa 11 a 11 to 

_-.. =-noil letter V, i:ldicF>.ted by e.rror. froa. 11 b 11 , t"!le su:~. of the intervals 
c,:..• 

involved is 78,/three ·time& 26. Tne same total will be found.between 

u ana s in the plain te:x.t above. Tllis mel'l.ns, if this prooees of encipher-

. .-.ent could be eccom;>lishe6 by some mechanical 6ev1oe rasembling tr..e \'", heatstor: .. e 

.~1aonanism, with th'"i:",~e concentric l?.lp:tw.bets of 28 letters each, the hand 

::·lvays moving olook.'hise do\-.n the cipher e.lphabet, fro:r. one chosen cipher 

letter to t'he ne.x~, it v:ould l!'.f\ke three oo:nplete revolutions bett~eon the 

letters just note~. Thus, bet~een hll repeated c1~her letters in ~ ~es~age, 
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will be found ~ sua of intervals divisible by 26. 

:\ov;, of what value c.re the findi'!lgs so fe.rY 
' ' 

;,. problem, usir.~.t; the se.me key vord, v;itil .r:uoh the same rnnt~rial, 

o:::1i tting, however, the encipherment of the key v~ord, v.·as sent to llr. 

H.Ot!ell 0 • .drov:n, ot Pasadena, Oaliforaia, to solve. He solv~d :this prob­

lem vr1. thin si:x to eight hours, 'by a.ssumin£ one or tv.o repeti tiona like 
I 

11 i:J.fentry11 or 11 a.ri;illery, 11 and. ,·.atching for p:i:o'be.bie 'sequenoeslin the 

primary al~1l"'..a'bets he wall' attemptini to reconstruct. Vihen he discovered 

~bout half a doze~ letters in se~uenoe the rest went ·like a. house of 
' 

oards. 

~urin~ the deorypting·of this test problem, he discovered that in 
' 

a~ e'-,la.tion suon a.s noted here, the rel£ttion between p and ;1 as 
.. 
.i!. ana Y, the same thing is true 1~ the 

interval "oety;een p a1-:.d .i£ and 1 and Y. TJ1.e.. t is to say, in all oases 

~uch as ~.T. l and 3 ana IJ,. 2 ar~d 3, there is e.n identical 

interval bet~een P.T. 1 and c. 2 on the o~~ hand and P. T. 3 

E:nd 0 •. '3 .. on t'ne other 1:~.nd. . This is a.n e.6.d1 ti.o~t fao:t~r v;hioh may 

: .. ssist in oheokins the assumed probable To"ord. 
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The following message was enciphered by means of PLAIN TEAT. AUTO K&Y 

using identical mixed alphabets with key word nA:HINGTON. 

I. i .l . I 3 . i '-1. i 5"" I ~ fD. 
a. P r i s o n e r s r~e p o r t· t h a t o.o n s i d e r a b ~ 

K J: Y G o r :r.t G v v; G 1: w s Al J a I o u :P F T G K x G u a z·· 
b. edam alg e • a sidon e b1 y our dive b olm be r s 

5 X J: P P T P i: a H: F 1.1 F lr1 U!.T G H X N X ii 0 U K Z t; U G v; 

o. t o b r i d g e h e; a d o n \II a s h i n g t o n r o a d b e: 
3 K l&. H Y K J.L P K K: B' E " i' N;.A H N T B D F X F Z S B E R U; ., 

d. t wee niB roc k,t on a n;d ~ 1 d d let on stop~ 
~ T E Y ~IJ H S P Z:V K F G GjL S U XV AS~ K F T B X W ~ 

I 
e. 1 so r e1p or t e,n em y r:e treating a;l on g ~ 

11.: P a S G sJ: t. S A G.:K lB H K PiG Q A G i' 0 D B D T i' Y i' D ~ 

f. 

g. 

h. 

i. 

j • 

k. 

l. 

I • • I 

a s h 1 njg ton rio ad a n;d t h a t·t he 1 r:r Ge g ai ~ 
A H N T B , D F IC. F z l s :s E :a: G: L P a I o J a x L Y! J-._.::;..~1!--..JL 

en t a lih e ad q'u art e;r s was de at r~o y e d a 
H .ii1i. E QJ!!C; K FE I!J V U A Q!G V SA H.F X J B .&:S G 0 X E 

i : ! ! 

n d t h eji r d i Vii a i 0 n'h ea. d qUart e~r S WaS 
G L p 0 K !L y N K v. I ~l.JLG E F ~ 0 K F E -~)'....!.._'[_.IL "I G v s 4 H 

1 I : ; 

s t r u o 'k s e v e r a l t 1 i m e s b y ;b o m b s; a t o p N 
I B A & li !z a J o o G u K x Diu H J D TIT ~"- z w D~ I B x 1 .i 

I l 
e w r e gli mental an d!d 1 vi s 1i on m a'k e s hi 
.1.: E R G p 0 JJ H II: I: 0 11:-ll G L I 'i It li li G i G E.....E. v ~ : L. A J Ill 't 

f the a~d qua r!t e r a e;s t a b 1 1 s he d;t ~om % 
o1o1 R 0 K F i: I J_!_Y.~ (¢ G ··! J tJ B 0 C Z ·R G N X: X: P T 0 Z U 

1 e s d 1 ,.reo t 1!y sou tih of N elw be r rly s to F. 
R S J F K Y G V l4 .X .J Vi a H S :0 D U P .lit .E B U G J ; P Yi B X .-~ 

3 . .,. I _r 
I· 2... RJ:"..iTITIONS • i . ~. 

~.ashingtoq Road, headquarters, regimental, division. 

/, 

.·~~ . 1(1 

.· ,.__.:.=-=~ 
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. -~~~-·-···· .... . 

. . n -L~~'-"~ ;~.fl- ;SM-. . ... . 
"R. Gr. Jf6_ .•• '""' ... '~ ....... . 

t= G. , .. p .. -· : ..... . . . ··I • 

. (f.. l' . '~ . e.. . . 
"<X b Gr 

5 ~ 0 ~ 

I C 11 U 
A\ u 'i. H 

T , . 

• I . 

• I . 

I £ fD ~ €:" 11 1"1 111\ 
0 F r tJ ""' ll ~ 

! . i : . 

N ~ . 

~1~ c~r 
I E _2z..._ D _ 
A o 1 N-

. i : .. 

Aey -
""of IT f I. ~ 

Jif;A~~IJ&S. H /< 2-S ,6 l-S' 1'4' lie 

. ,). ~ . ~ . . 1- .. .. J'V. ~ 

.w~ .H~ JTP-:N.,'~Y~!'.-.~J) 
w flc~ 1w .,_ J;Tf 3 . : ~ . . 

~ K ,_If f 
A F l'i 1:-

JJ f;. l'i 

§ 
A 
R 
T 
G 

I 
10 J 
J ~ v 
'v J}- u 

1f u & A 
1f. A '~ &. 

Q. :!. {ft 
G ,c. V 

A A Jv. H. , . .. . . . . + 

s H .1. N. . ... . 
tf N l. -r . ·;· ... _ 
I .T.·:l.. :.::B . .. ... .. . . 

·I'/ ., ......... l_ .. l.l...r=:z>, .,, ··j· •. --·!· .... ,. ; .... " 

I . 6i ~] ;.~ .~f. .. ,l .. ~-.-~---1-: I .... i-- .l.. .\ r I r· · ;F · :1. I< ; .. : : · I 

D . K I~". f. . . . I . . . . . 

"' R 
0 
A 
:0 

. f . 11- Z- . .. :. 

Z..a .:-5 . .... . 
~ .. 7; -:5. : 

_]3': l. E: 
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0-~~0DEFGHIJKL~NOP~RSTUV~XYZ-3 
:J V\ ~ L.1 V X L F J' y :z, wAr. 1' ~ ij J E'"Mt'-1 Gt G T 0 :E · 

D - A B 0 D E F G ·11. I J K L JX • .L~ Q. P Q R S T U ~"A X Y Z - 4 
e-"Rw ~X.Y MJ K"v/As l-G(H J t\JF7'c;;l;::pOJ5-C' _ 

E-ABgDEFGHIJ.KL~BOPQBaTUV~~YZ-~ 
~~ u v X '( z 1' K t... W A s 7'1 M ~ I f/ 0, .T Q i b ~~ (! -IJ · 

F-ABODEFGHIJKL~~OP~aBTUV}XYZ-S 
J '~ x 1 z.. w a LM A 5. H ' · .. -p u N at T ~< 1-o E f. c JJ t. ~~ 

.. · -·. ·- ·-

G-4BCD~FGiiJKL&NOPQRSTUV~·XYZ-~ ~ 
\I~"L f"\f'a. €-~C:.~'-')1~-:DJ'(t.vJO FAS Grit' N . 

H-dBOREFGHIJKL~NOi]P.QRSTUV~XYZ-S l 
1 E- r J t< L.:B G. :-rM -r a R o :::D " x N c. '( z. tl w A~ I 

I-~BODEFGHIJKL~NOP~RSTUVqXY~-9. D 
."J F r J< L. tv\ ~ T o 1 & "R u -l e. v' x. y o, :::r;rz- w f A s 1-1 I 

J - 4 B C D E f G H. I J. -~ L k ij_ 0 J Q R 8 T U V ij X Y Z - 10 )5 
1\ X '{Z W fi-r\ h\fs H I NU{V (}\ -ro L U B C.J:.:O rf : 

X - A B 0 .0 :if F G j{ i J K L a N 0 P Q R S T U V V,_l Y .1- lil. C 
L.. y "Z w !JrS u -, 61.. H I N (j. ~ ;<-r D :E M 1/ c.)) "e- f J ' 

L - ~ B .~J .Q E. :B;' G 5 I J ~ L .J¥,. Ni] 0 P ~ R S T U V r_· ~ Y Z - la :0 
>\ "],vv A 5 t1 v 6J. ~ I N (!. T Y 0 -if C. f }ZJ> €" f J K . 

K - .rt. B q D E :t G H I J i L .0:. N 0 P Q R ij_ T U V. i . X Y Z - 13 ~ 
"'? W A S" H. I X. "R Ll M en To \1 z. J5 c J) a'( E- F 41J: I< '- : · · 

N - Ji B 0 D ~ F G H I i K;. ·L_ ~ N 0 p Q, R s T u v ~ i !1. z - i~ F -
r~ J K ,_"" r :n. o "B LX~ o v c F x Y 1--TJ? w A N '? rr ' 

0 - a B 0 ~ E F Q H I J 1(: L i+ N 0 P 'r, R e T V, V :f X Y Z - 15.' J 
l)t\\ -p 6l ~ U J":D f V Y.. Y.? \i L W ft. S C I< t-r I 0 N 6t -r -'!~ 

P-~BCDEFGHIJKL&N~PQRSTUVf-xYz-~:K 
~~,'\ s ~ r N -< u "(:!\ -r o ] x w c ::D r: 1\ z. F J ~< L (\t\ 

Q - .n. B 0 :0 E F G H I J X L I.{ N 0 P ((. R !3 T ll V} X Y Z - 17, L_ 
~sH • N6a~YX1o.:Jc y~.])e F uwJI'-G. L.N\'f ~. 

R - ~ B 0 D i F. G H l .. J ~ L .a. xi 0 P ~ R ~ T U V I X Y Z - 18 ; tv\ 
~ 11 ' t--' r., -r ~,v '/-.. '( 0 'I c. J) -z s & f J V A l< L ""R M "P -Q 1 

S - "~ B 0 D E F G H I J K L ti.. N 0 P ~ R S T U V }! X Y Z - 19 ~ 'P 
H·:U~f J tc::-0 l"t~\...-M PQ.TC"R uv I :S X'(P, Z.WA_ ·. 

T - ~ B 0 D E 1 G H I J K L iA N 0 P Q. .R S 'I' U V Vr X Y Z - 20 a 
L' t_,_.\\'f (~ "R r C. "P u V X 'f G ~ l.. l~ .G.:.E :Ts rl 1·1 ~'-' ~ ; · 

U - .n. B 0 D L i' G H I J X L u.. :i.~ 0 P Q R S T U V w_. X Y Z - Bl ;R\ 

~ 1 N G T tJ A y 2..]1 c -].) E VJ H F J l< x s ~.- M wr ~ 1\ 
V - it. B 0 D ~ F G ii I J. K L .Jlii. i~ 0 P Q, R S T U V ~~ X Y Z - 22 U 

)\ tJ G, T 0 ]. s 7- 'J/ C Jl £ f ~~ I J K ~ Y ti t\t "P v Q R L) \ 

i - t ~ 0 D E F G ~ I ~ K L 11.. N Q. P ~ R 6 T U V ),, X Y Z - 23 v 
!\ .rJ C ::J' f: f 6, h I J ~ {... M. tJ C ·p (\F. S T"W V W ')<. Y z, : 

X - .c~. B C D l F GJ H :t J .K L ~ N 0 P ~ R S T _U V ~ X Y Z - 24 }( 
\ G, T a ~ ~ h -~V I'D ~ f J' s "' ¥- L A-\ ~ I P Q X R u _ \J : 

Y - .n. B C D E F G H I J K L .e...,..N 0 P Q i! 8 ~ U. V f, X "f1 Z - 25 '( 
::. f 0 ~ c J) \ _A s & F 'l t< H &t L 1\\ r •v' N ·. ~ R T c..J " )( . 

z - ll- B 0 D E F G H :t J K L J;J.. N 0 P ~ R ! T \U V L. X Y Z - 26 'J. . 3 
I : {) 1) c. .:D E. t.\ !i "' f J " l- \ T M I Q ; \ t; 1? u '?-V ){ y 

'·· : .~ 


