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SOLUTION OF
PLAIN TIXT AUTO KiIY PROBLIX
using

UJKNOWN IoERTIOAL PRIMARIZS

a8 stated in Military Oryptanalysis, Part 11I, Page 48, Par. 33, c,
3o5lution 1s rendercd difficult because of the 1lack of an estabiisheq
method of proving assumed values, whlle the following presente scant
mterial, becausz of shortaze of time for exhaustive experiments, 1t is
velisved 1t may open the way for reconsiructing the primery alphabets
heoceuee of a law akin to thet known as tne law of indireot symmetry.

The first word of the enclos2d message (sheet 1, pencil number,)

r=gdg as fol;oms:

prisoners
n 2 YQCPF WGV adding reference numbers
13345867889

It will be noted by raference to the acale imrediately below, that
eipher letters 3 and 3 of the message have the ssme intervsl 1o the pri-

*ary a8 pl—in text letters 1 and 3.

wa  SHINGTOBCOCOLIFJIJEL =PqRUVIEYZ.
23456789111111111128222383234d
N1334567880133465 ¢
Froxr this scele it will be observed thot the lantervel between

P and 1 is 1% letters and the same interval appears betwegan & and Y,
The saire rule creates tas interval between P.T, Nos, 2 and 4 eaund O,
end 4, 1i.e., the intervel betveen and 8 is 8, and the same
wetween Y &and G. Of course, the same latervsl relstionship will be
mweintaised thruout wll messeges enciphered by this method.

attention is now dirscted to shest ko. 3, which graphicaily illus-
trutes this law. whlle this type of "box" would ordinarily be used for
testinz assumed probable vords, it is heres uced as an enciphering "box"

to 1llustrate tale type of indirsct esymmetry. These repetitigas were

pproved for Release by NSA on 01-22-2014 pursuant to

taken from the bottom of sheest 1. E(}13525
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It will be observed that the xey word, wASHINGTON, is enociphered
in this group. This was arbitrarily done to show how 1t looms up in the
cipher message, and, being alternately spaced, it i1s a simple matter to...
insert the obvious letters to complete the key. ;

Jdow, checking with the enciphering chart, sheet No. 3, 1t u%ll be
seen, on sheet 3, that in eaoh improvised “box" the column at thé left
contains the key and the horizontal line at the top ocontalns the plain
text letters for enocipherment, trne rssultant clpher letters being within
tae box in penocll,

“ow, note that in the encipherment of key plus plain text, if the key
aund plein text letters ars reverssd the same cipher letter results. Key
“RY plus P, T, "s" producee cipher “G"; key “&" plus P.T, "R' produces
the same cipher letter., In this case, after each indlvidual enciﬁherment
the process wes reverseQ, the xey teken from the top and plain téxt from
tie side, with the resultant reé letter. Then, for 111ustrat1ve:purposes,

‘= penocll figure representing an interval, was placed between the.red letter
aat the pencll- cisher letter in the same line, -sext, tne sare interval was
aoted, together wlth a curved line, between the plain text latters conqected.
by thails interval, which, of course, are always altsrnate,

Attention is here celled, for what it is worth, to the fect that from
rad letter V (in the "Headquarters" box) indicated by arrow fron al' to
saneil letter V, indicated by errow fros "d', the su:x of the 1ntervals
involved 1is 73,7£hree ‘times 36, The same totzl will be found hetween
n ana s 1an the plain text above., This means, if thie oroocees of encipher-
went ocould e sccomylished by some mechanical device rssembling the VWheatstone
Aechanism, with three concentric elphebets of 83 letters each, the hand
~1lveys moving oclockwlse down the oipher elphebet, from one chosen clipher
1etter to the next, it would meke threa complete rgvolutions betvecn the

letters just noted. Thus, between all repeeted cipher letters in a mes:age,
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will be found a sum of intervels divisible by 38,

Sow, of what value ure tae findings so fer? :

a problem, usiiz the seme key vord, witn .uch the same matérial,
omitting, however, ths encipherment of the key qord, vas sent to ir,
Howell ¢. 3rown, of Pesadena, Oaslifornla, to solve., He solved ;this prob-
lem within six tc eignt hours, by assuming one or tvo repetitiéns like
"infentry" or "artillery," and rvatching for piobeble }equenceslin the
primary elphabetz ne was attempting to reconstruct. Vihen he discovered
~vout half a dozex letters in sequence the rest went 1like a ho;se of
cards. | |

ouring the deorypting of this test probvlem, he discovered that in
a0 equation suon &8 noted here, the reletion between p and i és
comper=d to that betwesn L &ana Y, the same thing is true in the
interval betvean p and &2 and 1 and Y, Thet is to say, in all cuases
~uch as ¥,T. 1 and 3 and U, 8 and 3, there is an 1den%ical -
intervel Yetween P,T. 1 &and O. 2 on the one hand and P, T. 3
end O, '3..on thne other kend.. This is an additional faotor #hich ney

»ggist in ohecklinz the assumed probable woxrd.

N
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The following message wae enciphered by means of PLAIN TEAT AUTC K&Y

HINGTON,

-~
S
-

using identical mixed alphabets with key word Wa
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WASYINGTON
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