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ID'BJEC't: lltm.•ton ot hpl.rtz.ent ot Ule A.nq ~ 38>-,_10 

'I'Ot fM F:towat lfvahal General 
..._ 4C *"51 lf'hct Pentagon 
W.e!zi,&tCil 25, D. C. 
lltiR'tlC!h Pl'oYost '01.'rl.a1on 

1.. Wuenee 1• Jl&de to the oonrerenee which repraentstiTe• or JOUr 
eftlc. b•ld with eecurit~ officers of the varioua tec~$dcal eervicea on 
8 ~ee!lber 1943 \.0 dlacuse the rrobletc. of rertd.ng nepartl:ert or the Army 
a-orusdul!l )80-~10. In accordsnee with tha request :;&de at this con
f~c.. the tollo.ing .ugge~tions are •u~tteJ tor cona1dorat1on. 

a. It. 1.a reeoome"lded that. t.h• ~Mta:oiarntwrl be orgw~ed Md written 
prl..u.1.'1.1J' u 111 nthorlt~Uve ¢de to .rersor:s iz:: industry, i.e., to per
aona who aN Mith~r fuiliar ;:1th Oepart:tent of tiM Anq teraa nor ha'ft 
aeeesa to npplenoent!U'7 1utruetiona, nguhti-:;n#, etc. In o\her itOrdt, 
W• aeor!.ndam .ttould be so oo=elttte in eox:tent and etr~gh.ttorwarc1 ln 
word1n& tb.t ~ plant exacutive or ccntraetin£ officer "~o ia not t~liAr 
wl\b ~. 1Dtriaate re~reroents ot ola$~1!i&d contract ~ork can, b7 tol
lDwin& th1• one -.moran~, ~ aprr1•ed or all ot tb• ~spons1bi11tiea 
~ procedures inYOlYed in aehi....tr.g th• required seouritJ. Admittedly, 
tb1a uakea the problem or reT15ing ~ memoran~ ~ =ore d1ft1cult on~, 
~ a brief aurT.,Y ot the oontuaion th~t axiata now concerning induat~ial 
•nrlty aakes 1 t obrtou t.'"l"lt an;yth!n& 1 .. = wlll only ada to the con
fwlion rsthe-r t.ha.n elldnate it. 

a. lA keep1na with t.lte :above, 1t l~t J"tll-'!&ertll!'t! thPt tl-e U"'tmt ot 
eollateral Nterlal t.o ~ich & ~~ere title referM~C• is a.ade b4a ~pt tc :a 
~~ prefwrahl1 to tho3e reJU!ationa ~r m~or~' whieh are neee~s~rr 
tor COJqJlet~cu but too len~hy tor incluei-:Jn '\r toto. It. h r.-c:oc:::ended 
that thtt pT'.a.c:Hce ot aaJrtn£ r-ete-rerces bf idenUf lng tbe source ancl quotinb 
that rort1on or tho e~~oterhl which :11ppl1e=a be ua~ Hberall,.. l'hi• )Jraetiee 
will aake the ragulatior ~o~ eor~l•tG and will 1ncrea~¢ 1ts Yalue and 
'QI&btlity. 

ft. n. 1a tu.rther wgrest.-d that. .. sloeeQ'1' of teebnieal t•nu 
lMt lllcluded in the regulation. ~re 1a • parUeu.l~r noed for cle'll' and 
acaurate det1tdt1on ot the parti•• involved and a eharp delinetttlor ot Ut• 
napmslb111t1ea ot Meh. The pre:sent period of t.ran_p t1on fl'Of!" t.'lre•-aerrlce 
JII"'etb eerrt \o ai.rlgl.e-aerrlco proeurctent 1a a ditficul t ouc tor both 
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IO!ltrat't01" and pt'Oet:~rlr;.J agenoy. Old .M !am liat" tft'!'il"l, ~a eta, I'!"H! 
poced'Qn• an bell'l! nplac~ nth nn, .a. 1c cs~~iel \h4t ... :ton tht.t 
~ ter.::inoloa ot \hU np1d.to~, 11t'ieh 't-.As a bane poattVm ir. t~-te 
...e ..men pJ"Oeu~ pl"Qel!~~•, be c:l•arly dc.fi~. 

'· 1ft rttw of lrut r.ct that ckteT""''itt:t.ti01\ or quettior-abh ery;:t.o
lAiU ol"ranc:•ft 11' to /nfJt wit.~ \M AJ'II1-1'a..,,....ur 'Forte ~ • .,~onr:el ~ecu
Jdt)" Flo&rd, it 1a f'trongq NCO~f(! t.hat. the Anf¥ f .. l:llrit7 .lgwn~, 
Wbift hla nsponetbtlttr tor GX'JT't.olo!ie eeecrlt1 ritr.tn t~e ~~, b-e 
pnssdttt'Ct "P'"~~ton Dt"i ~u boa~ ~ a ~roypt.ol.oif.e el~ttu•·.,·nef! is 
ilntttnd. ~ d•terdnction or U.Jt 4~v-e or MC'Urtty t4'1"Sit1 •ttr !.n
W11'~ in the nrl.oua ~f1f!S of a C"rnt.,loFie contnet Pr 1M .a l)t'!l7 
kjr tfti~ c:~oloP,a u~rta. lt u reslh~ t.h~t. nuy O'th1tr te('t'tlt .. al 
..-nic-e -.!."" ~ 8. lf'lmla.r p!Aa ror l"'pltoentatt<m, 'tit.at tt-41 """) lol 
don not uitt. fio other U(~nie&l nrvit-t hta cn-.r llimrt.Y-tl.Ye ~.,. ~ant 
.r 1\• ~i~ aJJd m1'rlU.ea ola•ritl~J no otltw t•e!m!eAl e1tJ>Ytt"o !s 
..t.thM ft'Qr.ttJ1:"pA.rt 1n vh1.1 Hr., J ~. !!'IMt i -rortant, no cth'!r teehn1~1'1 
.m .. •eperrds ao eoepl.daly •pon n·enrltT N~a~ tor it• erter:f 1Ym-r~ .. s. 

4. la ntponn to the ~et !Qr ideu ~plleal:-1• to the gtneJ"tl 
problft of "c.mrlty c1Mn'l"'.-et 11 tt ta ngprte<t tha.t an irtm-,ui "" •• u.jy 
'" -· or th9 pQadb1.llt1 of u.1~t pareholot1 cal test• in t(mj'a'Met ton 
'81th a lie detector t-.o dn•rln• tn. loyalty and Mntal ~abil1t.7 of & 

,e~. 1'be pnnnt ..th~ Qf Marnine ata.btllt.r AM Jud!1n6 loyalty 
aol•lr ~~ 1maat1gat1ne the eternal ap~r-l.."'l~• ~t a pen!rn' s part le 
~rd. C~e•med •• it la with t.~a ~rl'aeo. th1e Mttmd it.-n~"* th~ 
)lt'O'Ct .. r:f MtftU.l 4.-..lo~, tbe trial• o.nd •rrors 1~ln~ in aatttrlt'!r. 
n1l :l!Jitthod SMwll eft\!)" t.hl u•tak•l W ~non ll!llllce S and fa.lla t 0 det ~ t"-
Mi.M wMtM1" a JM'I"n lA~l"l''t att}"thin& t'ro:l hit ed.ataltet. Appeannce~ oe-l•b:n 
Row intent, wad tat.•rrt. 1a the primary ttlo~nt. of lo,.Uty. 

'· lu~ • .,.. apeeif1o eo~s anr4 wwntona on the nrrl•O'd 
fl'*t\ •t \M Dopart111nt ot to. AfWt io!lonn.:!'lr!'! )BQ-~-10. 

llacl 
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Cotratmtl am 9ttgcest.ione on Speetne Points 1n Tlraft of Rniaed 
DepartMnt of the AJ"11,1 Ve'IO:randura 3£1Q-5-l0 

Panlftph 2L 

P&I'&&J"&ph 4 

Paragraph 8 

Para;rarh 
9&\l) 

.Iacl.ude al')1)'tologlc clearance di:reetiw tn refeJ"C'cea. 

Iaclude definition ot cr.yptologic clearance su~atant1•Jll1 aa t~llawas 
•A ar,rptolocto clearance 1e a ror-~1 certitieatlon ot a peraon 
aathotlsing hi• to have access to ~aterial aaeoeiated with the 
eeDiitive phaaea of eo~n1cation aecuritr, co~-unication intelli
pliCe, aDd nla1.ed acrt1nt1••·" 

%Delude detin1t1on of wspen•1on of cryptologio elearanee aub•tan
t.1.&117 aa f,:)ll,o,ra• "Any contractor, subcontftetor, 01" 811ftPloyee 
pertor.d.ng work !Jft crryptolog1c contracts who does not D!let the 
~ ~1:ronmts for clearance tor cr,rt'tol;:,g!c dutiee, will be 
i....U.at.el7 J•IJIOnd f!'Om dutte• involvina access to cr;ypt:;logic 
1ntorat.1on." 

Add. aa eec:ond •entenee t "They are alao intende\! to sene as a 
~ tor cont1"&eton and subc.Jntraetor• ennvPd in elaseitied 
and/or cr,rptologic contracts.• - -
la laat •entence o.t~ at~ ar,ypt~graphic ele'~~~cee nor.• 

1M question arleea u to ....,..,. t'"- A1'AF Per110nnel ~ecul"it7 Foard 
•pectt!ee otficere •• members while t~e Industrial ~mrlo~nt Pe
d.n Board doea not epeeif;y. le it int.nded t~t'"he !oMer exelu
alYelJ •11itar,y and the latter n =dxture ot militar,y and civilian 
pel"'IO!Uiel? U auc~ 18 t~e ~•••, 1't b recolllr'ended that the ceai!
aa.tion be altered to ll&ke the C~II:£'0S1.tior ot bot'l boards a -dxture 
ot Jlilltn17 anrl ci:vlllan peraotn"el. 5oth boards will be ::>perat1na 
under broad auttotor1ta~1ve J'O'"'!"tl antf under CO"l'l'tlls1on !.Jr decialon. 
Sach cond1t1ona are oonduciYe to arbitrar.r acttor.a and re~u1re tor 
balance the compo~sattna r.etor of heterogeneous ~~berahip. 

nwtre is a c~ntlict between pl1"8,71"&eh 8 and paraaraph 6b( 1). T'oes 
t.he ~W'U.F Peraonnel Sacuritr .::;oard grf\nt (paragr&!Jh 6b) or eu;-~n·
rl.•a the granting or (paragraph 8) clearance•" 

Add.: "includin£ er,yptologio" after the words •contract. 'fi'OJ'k 1)1" 

1nto~nt1on.~ lD the •-=• sentenee. substitute t~e te~ "letter 
of cona•nt• tor Pwritten eonaent.• 
A.ld u aecond eentencer •The let1..ers of eottsent should apeeity 
whether t.be individual el)nceme-' can :»r e&l11'1ot "" on cryptoloeic 
eontracts." 
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Paragraph 12 

Paragraph l)c 

Paragranh l!!'b 
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Add as second •ent.encc: "Allene ar"* not r•r"utted aecoss to anl 
strftolorie eortraet work or 1nto~t1on.~ Underlinln! or itali
oiaing of entire sentence 1a reeol1l1!enc4cd. 

Add to ea~h subr~ragrarh ~7he mlnimn~ liMite !or the in~eeti
J&tion of personnel to be asa1gre~ to cryptologfe duties will ~ 
a Partial ::-a.ckgrourd Irrvesttgat bn conducted in aecordanee with 
Cb&pter 3, TV 30-21A." 

Add: "Crypt::l'Jgic clearance will re'1'13.1n in force tor auch perlod 
o! ti~ as tte individual 1• •~ployed cor.tinuoJsly on crypt)logie 
oontrncts. Une"M!'lorent or periods or employment on r..on
er,yrtologie work or less t~n eighteen ~th• durat!on may De 
n1ved 1n det'"'I"''rl"i"& the need !or new crypt::>logie el<itannce." 

7'111 a security eo -nhant ott!eer be aopoint~td? One ah;mld be. 

4dd aa subpa.rBer~d-. s. &.nCl chango presert .9. to ~s '"In addition to 
the above .t~nda~~, 1ndividu8la cleargd !or crypt~lo~~c contract• 
.wt be citizers ot tl-o Unitet! St&t.s:!l.a preferably by birt'"., lfho 
ba~e DO intimate c~nneet1ons with aliens in the United States, 
ite terrl.torlee or poaae••ions, or in foreign eountrles, even 
though allle<1 or .rri.,ncny.'" 

rnaert t.,llowing a• 1! a.nd reletter aubaoquent para.e;rapha' aceord-
1ftgl.7r "b. In add1tion to the above, in the caee o! cryr;t.,logic 
eo!ltraets .. interim cryptoloeie clearances will be iesusd only 
upon appro~l ot the chief of the 'agency recuestine contractual 
Hrviees. 1 " 

Sample e~naent letter: ~dd at end ot 2d paragraph: "This author1 atlon 
(does, doea not) include aceesa to erypt~logic contracts." 

leT•rae aide ot Insert ~e~olofiC" in appr~pr!ate places. 
letter atatinc 
~~~me! it ion• Uld 
nqdre.ments 

Iade7 eard Und•r ~seope ot Investigation ar~ Partirent Re~rk~" 
add1 •Partial ~aekeround Inve•tigutlon for eryrt?logie 
duties. Jonderogatn7, certi!led tor cr-rpt.:>logic duties, 
l.5 October 1949, by Headquarter•, Firat. \r:ny." 
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