P . REF 11::':_3633:6:5

. -
- . —— .
! ., ab . itz ame M by : KA. [N e — L o . - T
- 2
- - - - - o - Kl Y
S . N . 43 o 4- g o Y, kg =~ e hd

L= o v Epproved for Reloase Dy NoA on 11-21-2013 pursian 1o £.0. 13578 m it o s S

iR, -




REF ID:A63365

c'}\*. W-Jh
WMH ne to address the staff and students of the
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My talk smllixie divided into three pambacar periods, Bimwbectheresntiiy

first some
T grastetat-ton: of the histarical beckground of cryptology. Next will come a

R W vy
presentation of tha wanner and vhereby Communication Security,

- or for short, COMSEG is established and maintained; and fioally will come &
pasehtation of the basic principles, procedures, machinery, asd organization -

or SIGINT, in British terminology,
vhersby Commmnications Intelligence, or, for short, cmm',l}\u obtained, how

unrivalled
1t may be properly xmodspospsrly used and safeguarded, and its/utility dmwotie

ag an intelligence weapon in the
,(codmt of modern warfare.

Pirst, then, for historical background.

I opensd my remarks by referring to the science of cryptology as & vital
military weapon, but it has not alvays been regarded as a weapon, let alone a
vital wvenpon. 1 &m bere rexinded at this point of & story that I came across

in an old book on eryptology, a stary which is probably apocrypbal but which

I give for what it may be worth.
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language, and this is what it eaid:

0, thou vile and insatiable monster! To digturb these poor bonest
If thou had'st learned something more useful than the art of

deciphering,
Thou would'st not be footsore, hungry, or in need of moaey !

Many times in the course of the past forty years I've had occasion to

wish that I knev the old gal's sddress so that I could write her, as e first

indorsement to bher vasic commmication, the single vord “Concur.” WXXyXMGAGAG !

_thinviesnveevivicewnhdenobddoky - - |'
This being & TOP SECRET lecture it will appear a bit incongrucus that I

. - -

+ Should begin by reading from a source which youtll all recognize--TIME magasine. ,

*  I'1l read from the 17 December 1945 issue and I will preface ths reading by

by that date all
reminding you that/the war vas/over--or at least V-E and V-J days had been

some months before You'll remember the
celebrated/ anivhimiwdiexexmanx lovd clamor on the part of certain vociferous
members of Congress who had for years been insisting upon lesrning and disclosing
to the people of the United States the reasons why we bad been caught by surprise
in such a disastrous defeat snd~endwwbyy as the Japanese had inflicted upon us
at Pearl. This clamor had to be met; the matter could no longer be hushed up,

% had been and still
they contended, by the need for military secrecy. Smwhimeeivere investigations-—

of them:nﬂ now there was to be a
a helf dozen or more/ ﬂmm finale Joint Congressional Inves-
tigation into the Attack on Pearl Harbor. It was this investigation which not

only itself brought into the open every detail and exhibit uncovered by wk
- _ ——. _
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In short, when owr commandera had COMINT in World War II they were able
to put vhat smll forces they had at the right place, at the right time. But
vhen the 4idn't have 1t--and this happened several times--their forces often

took & beating. ILater on we'll note instances of each type.

[t




REF ID:A63365

I hope I've not tried your patience by such & lengthy preface to the
resl substance of my talk, so let's get down to trass tacks, and since &
bit of history is always uwseful in introducing a subject belonging to a
special and not-to-vell-known Tield, I'1l begin by giving you some historical

information about cryptology, vhich comprises two related sciences, that of

oryptograpby, and the other of cryptanalysis. They are but opposite faces
of the ssme coin, for progress in one inevitably leads to progress in the
ather.

s because of the secrecy or cloak of silence which officu}lly swrrounds

K
eld of eryptology and especlally cryptanalytics, it™is obvious

&

that autheatic oruetion with reference to the background and development

2

of the scisnce in foreign countries is quite sparse; and slthough afier World

rl

War 1I we lemrned much T ing the accauplishments in this f£ield of work

by our endmies, security mevent uy saying very much in detail about

T

how good or tad they vere in c 1aon‘ﬁth us. Suffice it to say that ve

-

looked pretty good in cryptologic s; together with owr principsal ally,
/

.

Britain, wve cryptologists mtgfim think

o

to have aislaid the peace, {:uevhere

&

4
I can only give ‘,ﬁ fairly good account of U.S. logic activities up to
’J"

& ecertain pouint time, and even then I will not be & to say very much sbout
F

them simply fecause the sty 1s too long to give in a lec or even a series

‘of t}ﬁ In the courss of my talk I will present a sumber of illustrations of

«8-
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ogrophy sid cryptanalysis, scoes of which farm pavt of my own axperlence.

Modesty dictste their omission, Lut because of their possible anterbst I

will use them wiﬂh@reaﬂmmammrumlogyrorthauﬂifortm

L d

/

PErsonaAl, Fronoun. “,4"

Now may we hxve the'€irst slide, pleasw, Cryptography anf cryplanelysis
/
&0 back to the davn of the invwention of wrilbing, and heyre I;‘hcw an Iinstence
of cipher in tbe Bible. In 25126 occurs the oxm{csim "And the king

of Sheahakh shall drink after then." o in Jarmish 51thls ™How is Sheshekh

\
taken!” Well, for many, meny years thut\‘.\{\m ‘ﬂqé-kh“ rezained & nystery.
§

f
There was no such place. But then ambm:rkﬁﬁmed that if you write the

¢

twenty~tvo letters of the Helrew alphabet in !f.wé\rows » @laven and aleven, iike

&
this, you set up & substitution alphabet )énx'ehy can replacs the letters by
Fr
thost standing opposite them. For emﬁgle, "Shin," is\represented by "Both”

or vice versa, so that "Shealakh" }vépla,tes "Babel", o ' The vowels

/
bad %0 be supplisd. Incidental];, mentioning the Bible, one‘might say that

was an early but not the first in the Bible--
Dantel, who was/Ahexfixak psy‘hmalwt[ was xium the Tirst crntmlynt. I say

\
paychoanalyst, because :r?y remnnibor how be interureted Nebuchudmt‘w's dresms.

TCEREOS et Wmmmmmﬁpxm

mxmmxrmgéwmxmmnmmmz
/

1

%
PO TN ) xmmxhwmxmxuaxwyxmmmmsuﬂc
ra
rd y
muylmumwxmxwmmummHaxwamxm\;
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Sone years later, Nebuchadnezgar's

-

5

son, Belshaszar, ves glving a féest, ‘and dwring the course of the feast the

¥
£
called In szl aucqjided not only in reading the
. in deciphering
wens, tekel, upharsin®, but also/the meaning of the . His interpretation
was "Mene" -- fiod hath numbered vhey kingdom exnd finis it. "lekel" -« Thou
&t welghed, in the balances and fouwnd vanting. “Upharsin®, rather "Peres”,
(-mmnregiiy the chap vho &id the handwriting on the wall knew::xghing or two
/
ubo}xy' eryptography, because he used "variants"!) -- Thy kingdom s be divided

ad given to the Medes and Pexrsians.®

-18-
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B"of the Sarileat FIpHErY UeVice Histury reccrds,
;wdﬁ*r aﬂ ai

used by the anclent Lacedsmonians or
L,.; Oresks. They had a wooden cylinder of specific dimensions, around which they

wvrapped spirally a plece of parclmant; they then wrote the message across the
edges of the parechment, unvound it, and sent it to ite destination, where the
réeipient would wind the perchment around an identilcally-dimensioned cylinder,
and thus bring together properly the bits of letters representing the message.
This disgram, incidentally, is not correct. The writing was done along the
eliges of the parchment, as I aald before, and not as shown in this pictwre. And,
by the way, the baton which the European field merehal still carriec as coe of
the insignia of his high office derives from this very instrument.

Cassar, of course, is well known in h:l.;:‘ tory to have used cryptography --
& very simple method, obviocusly, hecause all he did was to replace each letter
by the one that wae fowrth from 1% in the miphabset Cilcero was one of the
inventors of what ig now called shorthand. He had a slave by the name of Tiro
who vrote for Cicerc his records and so on, in shorthand or pironesn notes, as
they are called.

The beginni%jcﬂ' wodern cryptology can be traced back to the days of the
exrly ysars of the 15th Century, when the secience was extensively employed by

{4.18) the princes and chanceries in the Papal states, sbout 149§ I show next an

slphabet of that period vhich is interesting merely becmuse it shows that in those

eurly days they alrealdy had a recogaition of the basic weakness of what we call

~11-
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In inviting me to sddress the staff and students of the Semlor School
of the Marine Corps on the subject of "Communications Intelligence amd
Comminication Security” I assume that General Twining's objective is to make

¥

you aware of the role that these two bhranches of the science of cryptology
have played in the paat and can in the future again play as a vital military
Yyeapon .

Soon after the close of World War II, the coomandants of our various
service schools began %o aask the cryptologic agencies of the Arwed Forces for
lecturers to tell their atudent officers something about our cryptologic
sctivities during the war. There wvas at first serious question as to the
advisability of lifting the security veil sufficiently to permit discussion of
the subject, but in time an affirmative decision was made. The official views
of the Naval War College on the mmtiter were stated in a letter dated 5 February
1946, from the then President of the College, Admiral R, A, Syruance, to the
Chief of Raval Comxmunications, Admiral E. E. Stone. In commenting upon the fine
resentation mads by a certain apeaker, Admiral Sprusnce salds

“His treatment of the subject metter empbasized the value of
communication intelligence to naval commanders, the vital iwportaoce of
migtaining the security of our own commnication intelligence activities,
and the oecessity for observing the principles of commnication security
in defense sgainst enemy commmication intelligence. I cousider that the
valuas to bs derived from the indoctrination of senicr officers of the Havy
in these principles far cutweighs any possible loss of security reaulting
from a partial revelation of owr activities in the past war, purticularly
in view of the disclosures vhich have been made in the press.
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"It appears sxicuatic that the full benefit of coemunication intelli-
gsnce ¢an be obtained only vhan all senior officers realige its poten-
tislities for winning and losing teattles and wvars, and vhen their actions
are tempered by complete knowledge of the elemsnts of commmication
intelligence, rather than by incomplets and inaccurats iaformation obtained
through the chanvels of gossip.”

My talk being divided into three period, I will give you first some of the
bistorical background of cryptology. Next will comm a presentation of the
manner and tha spparatus vhereby Communicstion Security, or for shord, COMSEC,
is estadblished and mafntained; wnd finally will come a presentation of the besaic
rinciples, procedures, machinery, and organisation whereby Commmmnications
Intelligence, or, for short, COMINT or SIOINT, in British terminology, is
obtained, how it may ba properly used snd safegusrded, and its unrivalled
utility as an intelligence weapon in the conduct of modern warfare.

Firat, tben, for historical backgrows.

I operwd my resmrks by referring to the science of eryptology as s vital
nilitary weapon, but {t bas not alvays been rsgarded as a weapon, let alone a
vital wveapon. I am here reminded at thie point of e story that I came across
in an old bock on cryptology, s story which is probebly apocryphal but which

I give for what it say be vorth.
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langusge, and this is what is saids

0, thou vile and insatisble monster! 7To disturd these poor bones!
If thou bad‘st lesrned something more useful than the art of

deciphering,
Thou would 'at not be footsore, hungry, or in ased of money!

Many times in the cowrse of the past forty years I've hed occasion to
wish that I konev the 014 gnl's sddress so that I could write her, as a first
indcrsement to her basic comminication, the aingle word “Concur."”

This being a TOP SECRET lecture it will appear a bit incongruous thab I
should begin by reading from a source which you!ll asll recognise--TIME magazine.
I'l] read from the 17 Decewber 1945 lssue and I will preface the reading by
reminding you that by that date the war vas all over--or at lieast V-E and V-J
days had been celshrated some months bafore. Yout!ll remsuber the loud clamor
on the part of certain vociferous membars of Congress who had for years bLeen
insisting upon learning and disclosing to the people of the United States the
reasons vhy ve i been caught by surprise in such & disastrous defeat as the
Japanese had inflicted upon us at Pesrl. This clamor had to be met; the matter
sould not longer the hushed up, they cantended, by the need for military secrecy.
Thers had been and still vere investigations--a half dozen or more of them.-and
nov there was to be a grand finale Joint Congressioconal Investigation into the
Attack on Pearl Harbor. It wes this investigation vhich not only itself trought

into the open every detail and exhibit uncovered by




(2)
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In short, vhen owr commanders had COMINT in World War II they were able
to put vhat samll forces they had at the right place, st the right time. But
vien they didn't have it--and this happened several times--their forces often
took a beating. Ilabter on we'll note instances of each type.

I hope I've not tried your patience by such a lengthy preface to the
real substance of my talk, so lst's get down to brass tecks, and since a bit
of history is alvays useful in introducing a subject belonging to a special
and not-to-wall-known field, I'll begin by giving you some historicel information
shout cryptology, vhich comprises two related sciencea, that of cryptography,
and the other of cryptasalysis. They sre but opposite faces of the same coin,
for progress in one inevitably lesads to progress in the other,

It tiwe parmitted we could go far back into history to seé the earliest
beginnings of secrst comsunications and this might take us to the very deawn
of the art of writing because there is room to wonder which came {irst, ordinery,
intelligible writing o unintelligible, that is, secret writing. Instances of
cipbher are found in the Bible, for instance, and we now know that some of the
ancient Egyptian hieroglyphic writing vas sometlimms sncliphered. But we must
quickly pass over the history of the sarly days of cryptology with the fore-
going trief mention. Thers is, hovever, one item in that history which is worthy
of special notice, the scytsale, which is the earliest cipher device history
records and wvhich wvas used by the ancient lLacedamonians or Grecks., They had a
vooden cylinder of specific dimensions, around which they wrapped spirally a

8-
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piece of parclusmt; they then wrote the messags across the edges of the parchment,
wvound 1%, and sent it to 1ts destination, vwhere the reciplent wvould wind the
parchsent around an identically-Aimensicued bylinder, end thus ring together
yroperly the bits of letters represeanting the messags. This diagram, incidentally,
18 not corract. The writing was done along the edges of the parchment, as I said
vefore, shd not ss shovm in this pleture. And, by the way, the beton vhich the
Buropesn Thld mersial still carries as ons of the insignia of his high office
I
derives !ré: this very inatrument.
cmu“' of courss, ia well known in history to have used cryplography--
o very simpls wathol, cbviously, because all he did vas to replace each letter
by the one that ws fourth from 1t in the elpbabet. Cicero was one of the
inventora of what is now called shorthand. He had a alave by the name of Tiro
vho vrote for Cicdes his records anu 80 ou, in shorthand or Tironesn notas, as
they are called,
The beginniags of modern cryptology can be traced back to the days of the
arly yoars of ihe 15th Cemtury, vhen the scieace was extensively smployed by
(¥.18) the princes end chanceries in the Papal states, about 14gF. I show next an

slphabet of' that pariod which is interesting merely because it shows that in those

sarly days Thay already had a recognition of the besic weakness of what we call
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When General Twining invited me to address the staff and students of the
Senior School of the Marine Corps on the subject "Communications Intelligence
and Security" it was with pleasure mudmimseisty that I accepted the invitation
because I assumed that the obJjective of such an address ls to glve
you some background snisnksatsomaesd information about the field to which those two

Thara y
subjects belong, namely, the science of cryptology, I propose to tell you
something that science

/about how &% developed, and hmsrx to indicate the manner in which it can and

has been employed as a vital military weapon.

My talk bDeing divided into three parts or periods, asf I will give you
Pirst some i of the historical background of cryptology. Next will come a
presentation of the manner and instrumentalities whereby Communication Security,
or for short, COMSEC, is established and maintained, and finally will come a
rresentation of the basic principles, procedures, machinery, and organization

or SIGINT, in British termindcgy,
whereby Commmnications Intelligence, or, for short, COMINT/ is obtained, how

unrivalled
it may be properly mxximpropeniy used and safeguarded, and itg/ utility xmckhe
el eeoex s vxn xawfsrew a5 an intelligence weapon in the conduct of modern warfare.
First, then, for historical background.
I opened my remarks by referring to the science of cryptology as a vital
military weapon, but it has not always been regarded as a weapon, let alone a

vital weapon. I am here reminded at this point of & story that I came across

in an old book on cryptology, a story which is probably apocryphal but which

I give for what it may be worth.
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language, and this is what it said:

0, thou vile and insatiable monster! To disturb these poor bones!
If thou had'st learned something more useful than the art of

deciphering,
Thou would'st not be footsore, hungry, or in need of money!

Many times in the course of the past forty years I've had occasion to
wish that I knew the o0ld gal's address so that I could write her, as a first

indorsement to her basic commumication, the esingle word "Concur." ifedfppauuyicoms

- == - = WrAArARAPRAA LN . e i —— - - e e msm—— —

. This being a TOP SECRET lecture it will appear a bit incongruous that I
should begin by reading from a source which you'll all recognize~-TIME magazine.
I'11l read from the 17 December 1945 issue,and I .will preface the reading by

by that date all
reminding you that/ the war wa.a/ over--or at least V-E and V-J days had been

celebra':e%?e W lilot:le m:m toT the part of certain vociferous
members of Congress who had for years been insisting upon learning and disclosing
to the people of the United States the reasons why we had been caught by surprise
in such a disastrous defeat and calamity as the Japanese had inflicted upon us
at Pearl. This clamor had to be met; the matter could no longer be hushed up,

had been and still
they contended,by the need for militery secrecy. So there/ were investigations--

of them and now there was to be a
& half dozen or more/ winsbimpexpatwrels grand finale Joint Congressional Inves-

tigation into the Attack on Pearl Harbor. It was this investigation which anot

only itself brought into the open every detail and exhibit uncovered by xmi

-3-
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In short, when our commanders had COMINT in World War II they were able

to put what small forces they had at the right place, at the right time. But

when the didn't have it--and this happened several times--their forces often

took a beating Later on wetll note instances of each type.
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I hope I've not tried your patience by such a lengthy preface to the
real substance of my talk, so let's get down to brass tacks, and since a
bit of history is always useful in introducing a subject belonging to a
special and not-to-well-known field, 1°'ll begin by giving you some historical
information about cryptology, which comprises two related sciences, that of
cryptography, and the other of cryptanalysis. They are but opposite faces
of the same coin, for progress in one inevitably leads to progress in the
other.

Now, because of the secrecy or cloak of silence which officlally surrounds
the whole field of cryptology and especislly cryptanalytics, it is obvious
that suthentic information with reference to the background and development
of the science in foreign countries is gquite sparse, and although after World
War II we learned much regarding the accomplishments in this field of work
by our enemies, security rules prevent my saying very much in detail about
how good or bad they were in comperison with us. Suffice it to say that we
looked pretty good in cryptologic affairs, together with our principal ally,
Britain, we cryptologists naturally think we won the war, though others seem
to have mislalid the peace somewhere.

I can only give a fairly good account of U.S. cryptologic activities up to
a certain point of time, and even then I will not be able to say very much about
them simply because the story is too long to give in & lecture or even a series
of talks. In the course of my talk I will present a number of illustrations of

-8-
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cryptography and cryptanalysis, some of which form part of my own experience.

Modesty would dictate their omission, but because of their possible interest I

will use them and will here and nowv make a general apology for the use of the

personal pronoun.

Now may we have the first slide, please. Cryptography and cryptanalysis

g0 back to the dawn of the invention of writing, and here 1 show an instance

of cipher in the Bible. In Jermiah 25:26 occurs the expression "And the king

of Sheshakh shall drink after them." Also in Jermiah 51l:k1l: "How is Sheshakh
taken!” Well, for many, many years that name "Sheshakh" remained a mystery.
There was no such place. But then somebody discovered that if you write the
twenty-two letters of the Hebrew alphabet in two rows, eleven and eleven, like
this, you set up a substitution alphabet whereby you can replace the letters by
those standing opposite them. For example, "Shin," is represented by "Beth"

or vice versa, 8o that "Sheshakh" translates "Babel”, or "Babylon." The vowels
hed to be supplied. Incidentally, mentioning the Bible, one might say that

an early but not the first in the Bible--

Daniel, who was shismuidest; psychoanalyst,/ was miww the first cryptanalyst. I say

psychoanalyst, because you remember how he interpreted Nebuchadnezzar's dreams.
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Same years later, Nebuchadnezzar's

son, Belshazzar, was giving a feast, and during the course of the feast the

fingers of a men's hand appeared on the wall behind the candlestick and wrote

a secret message; Belshazzar was very much upset and called for his soothsayers,

Chaldean sorcerers, magicians and so on, but they couldn’t read the message--

apparently they couldn't even read the cipher characters! Well, Daniel was

called in and succeeded not only in reading the writing on the wall: '“Mene,

mene, tekel, upharsin”, but also the meaning of the words. His interpretation
vas "Mene" -- God hath numbered they kingdom and finished it. "Teksl" -- Thou
art weighed in the balances and found wanting. "Upharsin", or rather "Peres",
{apparently the chap who did the handwriting on the wall knew a thing or two
about cryptography, because he used "variants"!) -~ Thy kingdom shall be divided

and given to the Medes and Persians.”
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(2) The next is an illustration of the earliest cipher device history records,
a device which was called a scyteale, used by the ancient Lacedamonians or
Greeks. They had a wooden cylinder of specific dimensions, around which they
wrapped spirally a piece of parchment; they then wrote the message across the
edges of the parchment, unwound it, and sent it to its destination, where the
recipient would wind the parchment around an identically-dimensioned cylinder,
and thus bring together properly the bits of letters representing the message.
This diagrem, incidentally, is not correct. The writing was done along the
edges of the parchment, as I said before, and not as shown in this picture. And,
by the way, the baton which the European field marshal still carries as one of
the insignia of his high office derives from this very instrument.

Caesar, of course, is well known in his tory to have used cryptography --
a very simple method, obviously, because all he did was to replace each letter
by the one that was fourth from it in the alphabet. Cicero was one of the
inventors of what is now called shorthand. He had a slave by the name of Tiro
who wrote for Cicero his records and so on, in shorthand or Tironean notes, as
they are called.

The beginning of modern cryptology can be traced back to the days of the
early years of the 15th Century, when the science was extensively employed by

(4.10) the princes and chanceries in the Papal states, about l4##. I show next an

alphabet of that period which is interesting merely because it shows that in those

early days they already had a recognition of the basic weakness of what we call
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