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telling any outsiders what they were planning to do, and the now, when, and where
of the impending operation. Mutual confidence must be established, so that the
COMINT producers learn what the operations staff is planning; they support each

other.

_....._-_;-,- A
This ends the COMINT portion of my presentg.tion. In the next and final

period wetll devote our attention to COMSEC.
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The interception of the traffic is not only a complicated but also a very
expensive enterprise, costly in numbers of personnel and equipment. If there
were time I'd show a few slides of typical intercept stations and intercept
positions. You surely must realize that the business of; intercepting a message
while similar to is hardly identical with that of receiving a message when the
receiver is a legitimate member of the radio net. The intercept operator can
hardly break in and say: "Hey, bud, I didn't get that last group. Repeat it,
please". The detection and copying or recerding the intercepted enemy traffic
passed over modern high-speed communications systems is a very complicated but
important step--and getting the intercept copy back to whe-re it can be worked
on, that is, g(latting it there in good time, is also complicated and highly
important. Much of the traffic has to be forwarded electrically to be of

¢ st Al Tecs o alloeats. o NSR
anything more then historical interest, and this requires ASpecial commmication

(‘zQ\wQA ovad %u..tgd\a) M&Lj %\'ﬁ’ N;\H)b_ 2w oud S wen
heﬂ-ew—-wn.a—yetems—s NSA is the largest user of electrical communications in

the world; its communications center at Fort leade handles two million groups

a day; it is the largest center in the world. It is fairly obvious that it’s

-

our communications peoples® job to get the traffic to the desks of the traffic

analysts and the cryptanalysts as fast as possible and as accurately as possible.
e

o

The next step after interception is traffic analysis, that is, the

reconstruction of the radio nets of the enemy and the location of their
transmitter stations. This gives very important information on two counts.

First of all, establishing or reconstructing the nets gives you order of

-9-
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telling any outsiders what they were planning to do, and the how, when, and where

of the impending operation. Mutual confidence must be established, so that the

COMINT producers learn what the operations staff is planning; they support each

other.
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te}li.né any outsiders what the;;r vere pleaning to do, and the how, vhen, and where
'_.a Aoy, ) ' "N'-‘. ‘:-il-‘ v -

et “of the mpending operatich,’ Mutual confidence must be established, so that the

¥ e

¥
- < @
.

A cpzmrr p‘;'bd;.‘.cer-s lears what the operations staff 1s pldaning) they suppart esch

r

other. -~ .. .
AR ’ . ’ ‘ T ce ! ’ - .

" With the foregolng remerks I tring to a close my tall on COMSEC and COMINT.
-t ! . 1 - . . - i - ¥
If there is any last word or impression that I vould like to leave with yi:u
I I S - L.
let it be trat in my opiniocn the former, though fer less spectacular and

Lt

* interesting than the latter, is the more important .f the two. There are

- r - - -

* _ _two reasons for my opinfon. The Tirst is that secrecy in the conduct of
¢ wilitary operations 1s of the highest importance to their guccess, and without
rBesure commnications there can be little ar no searecy'h.' The second reason is

a:’u&_ that :is pot 80 obvious. It is that your COMINT successes will be eliminated

"~ Wnless the coﬁmmicabims over vhich the regulls must pass to reach those who

-
Fd

e e

can use then sre 4§:¢cure'. Therefore, COI-!SE'L_‘ is dc;u'bly importent, once for itself
a:-;-!'once for "é&{p@'?r;:teation. 14 the;;'efore '1;.ke t;> pres-ex;. for your

R cc;nsideratﬁi‘oxlx and r.un'.iqatiou the following s'ta.;.ément of ;rhat -I'll immodestly
call Friedman's I.:v--somtm patf'.e_.;nad artar Profesacr Pé.rkixison'u Low: A

-: ¥ toummoler pay win if Bo bas good COMINT; but he will surely lose if he has poor

.
3 fad
* . . * an - . . "
N
R “- s .- . -
.
COMSEC,
N -
L . - 2,
* a ]

o g In thanking yo; for your patience ia listening to ny rether lengthy

. -
- - &

L ;l'iscourse and for your courtesy in pa;ying éuch_ careful atteniion to what I




'REF ID:A633%81
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If there is any last word or impression that I would like to leave with you
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LoMSEL

let it be that )in my opiniorbthe,\for.mer » though 4@ less spectacular and Zma

™ INT @\h
interesting than ‘Sﬁe--latter s isht e more important of the two. There are

J Fhe -

two reasons for mg opin:!.on. The first is that secrecy in the conduct of MR AW,

,Qm\ag—/scmt&— ﬂﬁk O.ur- M&m-\v&d‘

Amilitary operations 3 8 of the highest importance to th success) m without

Gof. whithonds potrasiy mearly satiwy vhecakun 0 dsrwad. .

s A
secure communications there can be little or no secrecy)A The second reason is

Roow-
one that is not so obvious. It is that your COMINT successes w:Lll be eliminated

radbe aud B %~MQ

unless the communications over which theAresults must pass to reach those who
M—%\A&t; +o \‘:,\Q-'Etﬁ' BN muhe -}}9&- : Mwmu)
can use them are secure. Therefore, COMSEC is doubly important, once, for itself
a.qal»,o’l.ﬁew&.,‘*‘a ‘)‘um own. COMNT PMM ord Stuncad .
¢ and onceA&r-COMINT protection. 1I'd therefore like to present for your

consideration and rumination the following statement of what I'11l immodestly

{8

call Friedman's Law--something patterned after Professor Parkinsonts Law: Mb’

Wﬂw h@,céum;_but'he ﬁll\sgr_e_l;x_j.ose +f he-%ggg}‘____
—COMBEC "

In thenking you for your patience in listening to my rather lengthy

discourse and for your courtesy in paying such careful attention to what I
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A gm;gmons ‘DerELLIGRNCE
B o
;'_".,. ‘J.'hctitle.of thil_‘, theﬂm.l periola&‘nw%aik miahtvell'ba"!‘he

‘.!nfiucnce of C—Power on Biutm'y ’ uml lest some of yon J\mp to the cmcluaion

) ' . that‘ll'v: ':mdenl;' gc:le' psyv:hotic nnd an nutferilng frcm a delusion that I'm
) i ?éincqrnation “gf'f:ﬁé_ 'gi?ep.t Mn'xiral'u;ﬂ_:a.n, I_,huten to explain that the "C"
SRR :1::' ﬁ\;i_ghf'a :gii;;;a fm' my talk s not the word — but the -1et1::er "o and 1t
T '-ig;n;in for £1;e vord mec.' The ;.'ul'!. titié.- of the talk would therefore
cea L SRR L . :
‘be: "The__lxnfluence of t‘.ryptologic Pover on History." Az a lub-title I would
: ctfer t‘hm "O;huw to win ‘hatt‘ie-l n’na ca.mpaign.l\nnd &o dom; in hi.stary as a
;rea.t ;actichn,'l:ruteght and J.eader oi' men ; m', o th-e other hand, how to
‘ : L ;..:." lose ‘battlel:.nd camig:u tndgo dovm-in hilt;ry ss an incompetent c_omnn.nder ’ )
nmtity ogotame
" As tiz:lspoint Ld;‘ m hutei: t;:‘ileny that ;‘.'u cutinsa.ny refiscticns
upm céPtain i:cgeitf'\xl---pe-;t;culuiy successful comn-d-':rs; nemes will oceur
: -{-,o;ruu ﬁtho?x: nﬁr' culriin; them to your -.’_t-tention--a.m thare“'\r:-ul be names of
| .. -men fn each of 'r;ha- éwc;"c_a.tégorfes--"hw to win" and “how to loss" battles and
: | ::myaigm--and mt;; m’s,- f:;r tbat mtter. _ S
L7 ’ ‘1 '. - .- * - e . -
\3\_._ - % I;; hil ucant boék' 1-ez;hw.erl ﬁapjivo Haro (Ea.rcauz't, Brace & o., ;
New ?crk", 1953; p 5:5) flarfluu Childs hsayl’ t : |
w FThe P v _:‘,‘;"Any e;ammtion ur.tl;e rehtglmahip' ‘be'bweenaki;enl-xwer aod Marshall
S *'.H I R &,,_'.. 2ot .o,
,; -_*___, 3s Micuppedl_\uy the fact thn.t Harnhall hu never told his own -tory . "
Tf{‘.,? R _-_k;eut;a - :“ '2_ hve‘been ma;ie to' perwade hin to urﬂ:e 1:1; 'account of |

s Ed - N AR [
B "fq-.m e :‘. :- . T N ‘ . s
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» -

. .;m'é'&ie;gthmnotthatnohom-thutoiyormmmevarbeen ]
N : : S
- - wytpten, and dince he vould not vrite uilsss he could tell the truth he
tesint tc keep silent." o R

[

Could it be tha':b among other reasons v)wtﬂen_er&l' Marshall held the belief

[

_» %bat "no honest histary of any war bas ever been written® he felt that if the

s . COMYNT facts vgé included in the histary the laurels of commmnders of the

~

'S

. ‘ vtmi(.rng side m_igh‘&n'i lock so shi_ny as they aenermy npivéar? I am here

e veminded of a'“si:ory'that came to me fram a wetty reliable source s couple
.. > e g - a
" 0f years agd avout a military rigure much in the cwrent news. X think the

~
-

: ﬁei;y qnit; "upr;:iadé 1n cmpaction vlth what I've Just said.

_'_-';:' " (Btory about Géneral Mmtgcmerf ir tbere'n'time.)

&

Bometimes the cowrse of histary is mterm_‘l\v chuaed by the amount and
I“' Ly ’-‘ - L] ‘.'l t s ~ N - '1

quality of the COMINT and COMSEC avatlahle to £1eld commmndérs and also hov

; we:ll 'Ehey ase theie atfensive axd defensive vespons. Bometines it is materially
. -_ ch.ns‘edx'by the ;‘béenc; of COMINT and cowm vhere 1t fad previously been in ’
% uis'henc;‘é.ng:}i;'edx.f_ﬂe have uread;r nnted\i:m:ld‘e—nts' of the £irst type, those

 +4n i;i:'i_;cz;x lots of _f.irnf;-._;:h,_u - m available, including the COMINT available

- vyl e " -"'.i-"?" e -, L .
b?forét!}enttgckml’eu'l Iarbor. We may now take note of an incident of the

LI ~
“*

Tl weead 'Eype, one in which the Emsgquénéaa of a lack of COMINT plays the moat .

. - = -

yroatnent role. L '_ ‘ g

I have yeference here to the ﬁlnttle- of the Bulga, vherein a sericus

=

ctmﬁrc;phe vas barely uv:erted because our G-P.f- had come to rely too heavily

! -
. .
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"@caam-, sothn.t vhen 1t vas unavnila'blc they seencd toa:ach_-l_; information
i &n;i&% thyfaxtth.tm x"_‘..ia'mt .m.um ehmt.ééphé'm berely
ﬁrted tut nvm: 50 tha loslea wcro— qul‘ﬁe uvnro, as can be seen from the
‘ ‘. = .'mcmm ‘to Ei;unhwer's p;w-ouml utficar, Amricm loasus in
I N Tt
: tha httie of tha Mga f.ow.m 75,895 men, of vhom a 657 vere killed,
X e fk7:139 vounded, and ;l,JML nin.tng Over 8 gas cd‘ these cesualties were
J, - J.n ttn 156th Divisiom. naeauu of h_u.vy ﬂcrma.n a.ti;ackl, 733 tanks and
. L tna.k deatroyura v;re 1oat. 'I'wo divhiom, ’the zeth .nd lﬂ6th wm
| i_ - “mﬂly;:.;(;gplm; mmu.m, ulthmxgh the a&th Division a1a a;'buequently "
- Lty R S
i | mcmtmumgmmm."l_ |

""Ianbmn.mu;, 5 ,19h7,p. .

N s i
s _ < » pr s
L5 T

%t haypsned? th?

In a.n .;'ticla vhich il entitied ”Battlefield Intellipnc The Pattle of

”

.« Yhe Bul;n as & cm nutary" ’ uﬂ which vas px’blinhed in the i‘chrmry 1953 issus

+-

S m? mm-_rm__. Benson Mwin satdr

. Inmlligepc_e deticicnciu and an utigmtic ‘cmceﬁtrktim wpon our

P -“

. |

,A ‘t‘".- s m plnns vlth an n.hnost ccnten;ptuoua 1nd1rftrence far the enemy's, set the

S ,
. lntnp in Dgcem'ber, 19% for thc Gcrman successes h: the Battle of the
. | W--& cue hiatmry in the 'dos and dontts? ot :Lutalligence.
'_rmm on i_q.ldwi.n 'notes'thata
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*In Qeneral Sibert's vords, 've may bhave put too smuch reliance on
ogrtain techatcal types of intelligence, such as sigmal intelligence ...

and we d too little falth in the benefits of aggressive and umremltting

patrolling hy coebat troops ... . Dependence upm '"Magict, or signal

intercepts, vas major, particularly at higher echelons; when the Germans
maiitained radlo silence, ow suurces of infoarmaiion wvere about mlved."

In vhat I read from TIME in the first period, the word "MAGIC® seemed to
refer only to the mathine that we reconstructed for solving Japanese Foreign
Office comxmmications. In reality the word NAGIC was useéd as & sort of code
name spong the initianted and indoctrinated persons who wers entitled to receive
the highly sscret information that came from the solution of German, Italian,
ot Japaness searet commmmications. The term was introfuced to ws by the British
whan wve bagan to play together in the cryptologic gerdens; we found It useful
snd adopted it, too. Iater on we came %o use other secret vords to designate
this sort of intelligence and to change the words firom time to time, for security
resstas. Cwrently, COMINT is cotsposed of three types or categaries of intelli-
gencw, aod by fur the grestest part of it comes from intercepting, recording,

e studying eneny radio traffic. The three typss ar categories sres

(1) Bpecial intelligence, which comns from the solution and proceasing of the

sncrypted massages themselves snd the result is information of highest relisdbility
because 1t comes, so to spsak, "right out of the horse's mouth®, (2) Traffic
igtalligence, vhich comes from the study of vhet are called "“the axternsls? of

-
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those mwwsuges, data applicable %o such things as thwir callsigns, the frequencies

enployed, the direction or routings, and so on and frowm this comss information

from which infgrences can be drmma; and (3) Westher intelligence, which comes

from the stuly &f the enexy's weather mmssages, vhich in vartime and even in
pokcetime to a certain degree, are encrypted. In this aulience it*s hardly
necassary to mention hov important a role the weather plays ia the conduct of
var, Recently KSA bas alszc been assigosd over-all respomsibility for ELINT,
ar ¢lsotronic intelligence, But I won't go into that in this talk.

Tharse is haaxdly nesd for me to give you a definition of COMINZ, but
porhaps X should cite its three principsl objectives. First, to provide
suthmntic iaformetion for pollicy mmkers, to apprise tham of the realities of
the internstional situmtion, of the war making capabilities and vulnerabilities
of fareign countries, and of the intentions of those countries with respect to
wvar. Second, $0 sliminate the alewent of surprise from an act of sggression by
another sountry. Third, to provide unique information esssatial to the
suscesstul prosecution, snd vital to a shartening of, the period of hastilities.

It vas in response to this third sad last objective of COMINT that World
Var II gave a hrilliant ansver. I'm sure you vould f£ind the detelled story
of the successés of Kavy, Army, snd Army Adr Corps oryptanalysts, and of thedr
opposite nulwrs In the British Services on Jwrmmn, Italian and Japanese
messages in World Wer IT highly intereating but thers just fsatt time. I

thiok the contents of the Marshall.Devey letter, from which I resd & bit in the

5
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Tirst pericd, will have to suffics. However, it in itself is sufficient to
#lve you a ettty good ides of the contributions COMINT made toward our winning
Varld War II. It iz uwnfortunate that Genersl Mershall's latter was disclosed
during the Congressionnl Hesrings for it's now in the public domain and its
contents are undoubtedly aow known in all the importaunt chancerios and war
offices of the world., Genaral Marshall, you'll remsuber, in his letter to
Governor Dewey, sent dwring the hot political campaign of 104h, was asking
i Joverncr not %o use certain informetion Dewey got by surreptitious channels.
Here sre some wxcedlleat 1lluwstrations of the msnner of employment of COMINT!

“Now the point to the present dllemma is thut we have goue
ahend with this bLusiness of deciphering their ecodes until we poassess
othwr cudes; German as well as Japanese, but our wain basis of informe-
tion regarding Bitler's intentions in Rurope is obtained from Baron Oshimm's
meseages from Berlin reporting his interviews with Eitler and other
offisials to the Japanese Government. These are still in the codes
involved in the Pesrl Barbor eveuts.

“Io exaplain further the critical maturs of this set-up vhich would
be wiptad out almiat in an instant 1f the lesst suspicion were arcwsed
regarding it, the Pattle of ths Cornl Ses was bawed on decipbered
sasiagos and therefore owr fev ships wure in the right place at the
right tims, Nuriher, ve were able to concentrate oca o liwited forces

% mewt their advances on Midway when othervise we almost cextainly

G
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would have been soms 3,060 miles out of place.

"We had full information of the sitrength of their forces in that
advance and also of the sxaller force directed against the Aleutians
which finally landed troops on Attu and Efasks.

"Operstions in the Pacific ars largely guided by the infarmetion we
obtein of Japanese deployments. We lnow thelr strength in various
gurrisons, the rations and other stores continuing swvaflable to them,
and vhat 1is of vast importance, we check thbsir flset movements and the
movenents of their convoys.

"The heavy lcoses reported fram time to time which they sustain
by resson of our submarine action lavgaly results from the fact that ve
knov the sxiling dates sod the routes of thelr convoys sxd can notify

our submarines %o lie in wait at the proper point,

"Mhe cunrrent raids by Admiral Ealsey's carrier forces on Japmosae

shipping in Menils Bay mnd elsswhere were largsly based in timing on the
nown wovemsnts of Japanese convoys, two of which were caught, as

anticipated, in his destructive atiacks.

t A B K K K N NN B X

"The conduct of Ganeral Eisenhowwr's campaign sad of all cperations
in tha Pacific are olosely related in conception and timing to the
information we secretly obtain through these interceptsd codes. They

cmti-ibute greatly to the victary and tremendously to the savings of

-
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American lives, both in the conduct of current opsrations and in

locking toward the early terminatica of the war."

It will be helpful to list in sequence the steps iavolved in the production
of COMINT, First, of cowrss, there comes the intercept--you've got to have
the traffic and getting 1t is no small taick. Modern electrical high-speed
communication systems used by all large governments require high-speed
intercept oparations, and together with the intercept there must be direction
finding, vhen you are working on the #obile commmications of enemy or foreigan
aremd forces. The Russians, for exauple, have complex callsign systems,
somplicated by shifting of frejquencies, so that it is important %o be able to
1dentify trsnsmissions either by directiom finding o by one of two other
types of opsrations. One is called radio fingerprinting, wvhich takes sdvantage
of the fact that every transmitter emits elsctro-zmgnetic radistions characteristic
of that transuaitier and it is possible therefore to identify a traosmitter by
studying the clmracteristics of iis emanations. When the besdquarters served
by this trensmitier and the transmitting atation moves, the move can be
followed by means of the transmitter's Tingmrprint", so to speak. It is also
posaible to ldentify operators of Morse telegraph comsumiceations. That is,
#very operaltor has charscterigtics of his own, and you can by studying their
tramssissicns identify them wherever or wvhenevar they move. This is vexry
useful. Much work remaing to be done in direction finding, in radio finger~
printing wad in Norse operator idemtification.

-8~
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The interception of the traffic is not only a complicated Yut also a very
expensive eaterprise, costly in numbers of personnel and equipment. I there
vers time I'd show & fev slides of typioal intercept stations and intercept
positions. Tou surely must reclize that the business of intercepling a mesasage
wvidile similsr to is bardly identical with that of receiving a message when the
receivar is & lagitismte sander of the radio net. The intercept operatar can
bardly bresk In and sey: “Hey, bud, I 4idn't get that lsst group. Repemt 1%,
Pense”, The detéction sl copying or recording the intercepted enemy txaffic
passud over godern high-speed commmications systams is a very complicated but
{mportant step--and getting the intercept copy back to where it cen be worked
on, that is, getting 1t there in good time, is also complicated and highly
important. Much of the traffic has to he forvarded electrioally to be of
anything more thmn historical interest, and this reguires special commmication
of our own systizs. HSA is tha largest user of electrical commnications in
the world; {ts communications center at Fort Meade bandles two million groups
& dxy; it {» the largest center in the world., It is fairly cbvious that it's
o commnications peoples' job to get the traffic to the desks of the traffic
snalysts and the eryptanalysts as fast as possible and ss sccurately as possible.

The next step after loterception is traffic analysis, that 1s, the
swoonistruction of the redio nets of the enemy and the location of thelr
transnitter atations. This gives vury lmpartant infoarmation on two counts.
Firgt of all, ¢stablishing or reconstructing the nets gives you order of

e
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buttles which I8 wvery importent. The reconstruction of the networka is not an

snsy thiog for vhen the callsigns and freguencied are changed rapidly. It is

& curicus thing that the Germans sesmad to De uble to chenge their callsigns

anl frequencies without too much trouble--it gave us and the British a good

dexl of trovble amd ve had to keep & good many pecple working al it all the

tiom.

The second good resson for engaging iu traffic snalysis is that every

opoe in & whils your cryptannlysis seeis & roadblock and you don't have any

COMINT, in which case the ouly thing you have 4o fall back upon sre uon-COMIRT

scurces of informaticn, serial cbeervation for example, but you atill can get

good informetion from traffic aoalysis from simply watching the ebb and flow

of truffic, changes in routings, etc., from whieh you can meke infarences of

what is happsuing or going to happen. Xow these, hind you, are infereaces--
they are not right out of the horses wouth s decrypis are.

The uext step, of cowrse, is cryptanalysis, to which I'l1l return in &
few moamnts, afiar l've outlined Wriefly the succeeding steps in COMINT
sroduction., It is obvious thet the decrypts, if they are in fareign language,
bave to be translated iato good English eod with the transletion there is
alvays a cartain amount of emendation, because of errcrs in transmigsion or
tn reception, and exrrars by cipber clerks and a0 on. Then the next thing is
large scale production or exploitation. You are not dealing with single or

Just & few whssages a day--~lLhere are thousands of them. Ifll show you s

14
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gruph later an--whdt this momns,

The naxt step is the svaluation of the inforsation and mind you, I've

bsen talking sbout the COMINT profduct as inforamtion. This is sapething which

the iatelligance pecple are moet insistent about, saying that it's their Job

0 svaluate the COMINT and 10 collate and check it with infamation from other

sonces. And I suppose tlmt this ia a very necessary thing. It Ls conceivabls

that an astube soexy, aight sctuelly mislead you by semdiog cut & phoney o

two in which case the intelligence people should be able to deteoct the spuricus

sessage by collating what it says with what there is frosq other sources.

And tima thers comes fioally the dlssemination of the CQMINT product and

this has to e very, very carefully coutrolled. For this purpose there are

specisl crypto~aystims and special security officers, and the decrypts are

kept cut of the noraml commmication or message centars, 50 &8 to Reep the
muber of psrscas seeing thea to an absolute minimm, A1l of them have to have
& specisl clewrance; they take special omths on signing on and off.

How I will go deck to COMINT rrocessing add give you sass informetion about
eryptanalytic techniques and gadgetry. I venturs to say that you all know ths
wmtal pilctwre the average citizen has of = crypianalyst, for the pleture s a
vtryolﬂont,lihthouIm:hwm,wﬁithmiu,whmlmtimeﬂifwe.
En'fs a loug-lmived egg-head; he wears thick spectacles, has long whiskors, with
@nmbs in thew; he has grimy fingera aod finger mails, and so an. This chap

goes intc & haddle all by and with himself and the cryptogram and sooner or later

5
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he comes up with the snswer, shouting Eureka! Well, that picture is far
from the truth these days, for c¢ryptanalysis and COMINT is "big businesa"™
now--vary big business indeed, because we're spending well over half s
billion dollars on 1t svery year now.

Cryptansiynis of molern crypto-systems has been facilitated, if not
mde possible, by the use and application of special cryptanalytic aids,
inclwding the use of high speed electronic machinery and digital computers ,~
some of which I'11 abow in slides to come. Some are standard machines, but
nostly we device and use modifications of them, Mare importantly, we have
recently gone into the invention, development, and production of highly
specialized electronic cryptanalytic gadgetry. At this point I must take
a Tew momentes to clarify the pleture and in simple langusge tell you what
geigets do for us. As I sald befare, the mare number of permutations and
coubinations afforded by a cryptosystem per se isn't too significant; it's
vhat they amount to or ifanvolve in terms of cryptographic mesningfulness and
complexity. In modern cryptanalytic attacks on tha crypto-communications of
novledgeabls governments vhat you are up against are usually guite complex
eryptosystems vhich generally involve, for their solution,the making of a
" great muitiplicity of hypotheses each of which must be tested out, one after
the other, until you £ind the correct one. The Job of the cryptanalyst is
to devise short cuts for teating the hypotheses, short cuts often based upon

the use of statistics end statistical theories having to do with the relative

-‘-u-
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fraquency of letters, paira or sets of letters, words, sets of words, and so

1. Omnce having devised the proper test or tests for each hypothesis, or for
several comcurrsnt hypotheses, human labor could be set to work making the
millions of tesis in oarder Yo find {he correct hypothesis ar 2o cast cut the
vast majority of Incorrect ones. When eash test 1s complirated, or lengthy,
1% is obvious that you'd have to bave, as we used to say, factorial g Chinamen
to 4o the Job, or else the job would take sons of time, But 1t is owr
experience that every test which can be made by hhand can be mechanized, axnd
it 1is further our experience that in womt cases it 1s practicable to build
machines which will make the tests., I dontt have to tell you that machines
dmm't tire as rapidly as hwanns, they don't nsed mach sleep, or time out for
wals, of for recrestion or for such things as shopping, love- s BLC . mw
in short, the "care and feeding of machinea” is a relatively much more simple
metter than the "care snd feeding of human beings." 8o, we have cryptanalysts
vho devise the tests; then we have cryptanalytic engineers vho mechanize the
tests, then devise, invent, develop, aud pwroduce the machines to perform the
tests at high speed. VWe have to have maintensnce engineers to keep the mechines
in good working order; and the cryptanslytic sssistants who examine the output
of the machines and who are uswally able to take the corract hypothesis ar
fov correct cnes and go on with them to the final stage where a key is
Yecovered. Next we may have to have other machines which apply the recovered
keys to specific messages and yroduce. the plain texts from them., Dut in all

-13-
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these steps, let ue euphasize, the smchines can do only one thing: they can
only perform, at a high rate of speel, processes wbich the human Wwain and
hand can perform but only at & much slower rate. let me emphasize that these
machines don't, they can't, repisce the thinking processes involved in
eryptanalysis.

This mxy be 2 good place o read s paragraph or two from a very receatly
published book by retired General Albert C, Wedemsyer to show you what mis-
conceptions about cryplology can be entertained even on the highest levels.

Ganeral Wedemtyer states, in connection with his discussion of U.S. culpability

in the Japanese attack on Pearl En.rbar.l that President Roosevelt had ample

Yyedenayer Reparts, Heury Eclt & Co., Hew York, p. 439,

time to Lromdcast s wvarning, and he goes ou to say:

"The argumsnt has been made that we could not afford to let the

Japanese know we dad troken thelr code. But this argument against a

Presidentinl varning does not hold water. It was not a mare matter of

haring Wroken & specific code; vhet ve md done wvas to devise a machine

which could treak any code provided it was fed the right combinations by
or sxtremely able and gifted cryptographers. The Japunese kept changing
their codes throughout the war sauyvay. And we kept breaking them almost
as a matter of routine.”

Would that we had hed such a machine then--or that wa had 1t now, for it

would do vhat no machine can yet 40, 80 far as 1 am sware, namely, think, e¢ven

wlie
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simple thoughts. It is to te hoped that the rest of Ceneral Wedemeyer's book
is mcre #ccurate in other espects than he is In regexd to cryptalogic ounes.

Xow, I want to show you vhat some of these machines look like. Hera l1s a
highly-specialired World War II machine for deciphering messages; we call it an
“analog" becsuse although 1t does vhat the enemy's cryptosystem does, eny
resamblance Letween it and the enemy's machise is purely coincidental. To
explain, I'1l say this: In a cryptanalytic processing center, wa try to duplicate
with 8 few poople vhat thousanda of pecple on the anenmy side are doing, for it
takes thousands of soldiers to encipher and decipher the mesaages of the many
headquarters involved in intercammmication. All these messages, or most of
thexm are iotercapted, they all flow into one place, and you can only have a
certein number of people to proceasz them. If you have the key or kays, then it
becomas & woblam of prodaction-line deciphering; so we devise special machines
to dacipher the massages. As I anid before, the machines way not have aay
resenblance vhatsoever o the enemyt's cryptographic machines, but they duplicate
what their machinss do, and do so at a high rate of speed. Hare's a picture of
such & device. In this next slide you see a tabulator, & standard tabulator
with a dpecial attathment devised by our owa enginesrs susceptible of doing what
we call "hrute force® operations, where you are trying to solve s thing on the
basis of repetitions which are fev and scattered over a large volume cof masseges.
Well, If you've got aillions and nillions of letters, or code groups, the
locaticn of those repetitions s a pretty laborious thiag if you have to do it

-15 -




REF ID:A633%1

by hand, so we speed the search up. A wachine of this kind will locate these

repetitions in, ssy, one-ten-thousandihs of the time that it would take to do

L

\

JTRY

it by hand, Here Is a specialized machine, again a tabulator, with an atiachment,

here, that is used Tor passing the text of one message sgalnst the text of
snother message in order to find certain simillarities, or perhaps differences,
or maybe homologies, and {t does it autommtically. These relays sre set up
aceording to certaln circuitry; you start the sschine, and low and behold, it
profuces a rinted record of the message repotitions ar what not,

Here i3 = yechine which I perscnally eall "Rodin”, afier the plece of
work by the great French sculptcr Roldin, vho sculpted a plece of engineering
known as "Ths Thinker." This machine glmost thinks. What it does is thist
you feed into it a certain number of hypotheses and you tell it, "How, you
exsnine these hypotheses and come up with one which will answer all the
following conditions.® Yae wachine takes the first hypotheses, let's asy,
examines that, and as soon as 1t comes to a contradicticn it says, "Hell, that's
oo goolds X'1l go back and take up the next one."™ And 80 on. It tests the
hypotheses, one af'ter the other, at a high rete of speed, at slectronic speed.
Thatts only one ammll mection of the mechine.

We now bave more modern snd much fostser machines, aad I'll now show you

s Tow of them.
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Becaune of the complexity of modern high-grede arypto-systems, the great

mjority of them camnot be solved in the field, either at the iatercept site

o at a rear besdquarters. Certain lov-grade systems and a certain amount of

trarfic analysis can be performed by fisld units. As If've already said some

COMIRT mocessing can be done in the field to meet cartain lmmediate needs

of fleld or bexe comsands, or forces afloat; but as the crypto-aystems get

more complicated I am bagiloning to btw doubtful how far this can be pushed

wiry mch Imyther.

Each Service provides for its owmn special needs in this category but

COMINT procassing is asseantially a complex activity and much of it can be

dons well only at major pwrocesdaing centers where the limited mumders of highly

skilled personnsal can be conceatrated and very specialized analytic mechinery

ean be installed and meintained. It 1s not eanough to inatall them--you know

they have to be maintained and that's not sasy. There 1s no pool in civil

ocoupations for cryptanalytic enginesring and mmintenance perscanel--this is

an lamportant fuct 10 remsmber. We'lve got to train cour om in pretty nearly

all cases,

I vant to ssy a few words about the great lmportance of coordinating

COMINT activities with other intelligance operations and with thes tactical

sitwmtion. Although COMINT is the wmos? reliadle, the moet timely and, in the

long vun, the wmost inexpensive kind of intelligsnae, it must, as I've said

befare, still be evaluated, collated, correlated and cocrdinated with
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intelligence coming from other sources, if for only this reasont to provide
data for cover and protection of COMINT sources. When & dacision has been mede
to take action based on COMINT, careful ¢fforis must ba msde %o insure that the
sction cannot be atiributed to COMIRT alone. This is very, very important.
When possible, attion mist alvays be preceded by suitable recoanaissance and
other decsptive measures, othervise the goose that lays the golden eggs will
be killed. I am going to give one example of vhat is mesnt Ly COMINT cover.
Ca a certain day ia November 19%k, an enciphered code wessage was sent by
& cartsin Japanese staff section to a certain Japanese Alr Force unit, requeasting
air sscort far tvo convoys carrying troops to reenforce the Philippines. The
missage gave the muber of ships, tankers, sscort vessels, date of departwre,
port sxd route, and noon positions for the next seven daya, The wessage was
solved in Washington. Two days aftsr the convoy left, one raport, in s
message which was also intercepted ani solved, stated that it hed been sighted
by a B-29, with strong imdications that the other coavoy hal also been sighted,
A fev hours later, mesasges from these convoys reparted losses asz followsy
six ships definitely sunk, cue disshled, one on fire. later we lemrned from
snother source that one alversft carrier vas almso sunk. But 414 you happen
to notice that messsge about the B-291 It just didn*t happen to be cruising

around thers; it wvas sent thexre to be chserved.

of course knowledge and experience point to the necessity of exploiting
svery possible sdvantage a tactical situation affords, and the temptation is
saturally very great, ia the heat of battle, to use COMINT vhenever and wvherever
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it is avallable, This may lead to carelesancss vhich quickly Jeopsrdizes

COMIRT sources. OF course, tha full value of COMINT eannot %e reelizod unless

operational use is made of 1%; hovever, vien asction based on it i3 contewplated,

possible compromise of sourse must always be borne in mind and the danger of

compronise welighed against the military sdvantages to be gsined. A minor

nilitary advantage is aever alome suificient groands for risking the loss of

the source--this 1s e cardinnd principle.

Also we muat bear in aind that cryptosystoms ~»e ususlly vorld-wide or

aren~vide in distribution and clougeo male a2 a result of suspicion of

comprouise may therefore have & far .reaching concequence on the abllity to

woduce COMINT elsevhere. The Corpunder sseking a mincr adwvantage by using

COMINT in one loeality may thus deprive ancther Commnder of much greater

advantege & aven deny it to a Cormander of a major operation.

Fioally, asnother aspect of coordination Iz that batween the oyerations

officers sud the COONT officers. The COMINT autharities should be corefully

orlented to give the optimun coverage for operations in jrogress. There are

Just 50 weny facllities and perscamet avallsble, and only & part of the

enornwus sount of traffic can be obtainen and processed. Thearelore it is

sasential Llhat the COMINT producers be cogstantly Jnformed of current and

planned operations so as to &irvect attentlon vhere most needel. This vas a

vary, vary funportant point to get across. It was a difficult cme to get across

btecause commanders in chargs of large-seals operatlons are maturally leery of
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telling auy outsiders wbat they were yplsoning te 4o, and the how, when, and vhere

of the lmpending operslion. Mutual confldence must be established, go that the
COMINT producers lear. what the operations staff is plarming; they suppart each
othec.

With the foregoing remarks I tring to a close my talk on COMSEC end COMINT.
If there is aay lsst word or iampression that Y would like to leave with you
let it bve that in ny opinlon the former, though far less spectacular and
interestiing than the lattes, is the more important of the two. There are
tvo reasons for oy opinion., The 2irst is that secrecy in the conduct of
military operavions is of tlLe highest importance to their success, and without
securs commnications there can be 1ittle or no secerecy., The second reason is
ong that is not 30 obvious It is that your COMINT succasses will be eliminated
wiless the commumcations over which the results mmwst pass to reach those vho
can use them are secure, Therefore, COMSET is doubly important, once for itself
aud once for COMINT yrotectiom. I'3 therefore like to present for your
conaideration and ruminstion the following statement of what Itll immodestly
call Friedman's law--something petterned after Professor Parkinsont's Law: A
comender way win if he has good CCMINT; but he will surely lose if he has pomr
COMSED .

in thanking you for your patience in listening to my rather lengthy
digcourse and for your courtesy in peying such careful attention to what I

2.
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have presented for your information, let me invite those of you who care %o

sxarine some of my exhihits to come up to the tatle here and we rar look at

thew as long as you vish.




onmmrﬂ ons \NTEWLAGENCE
this, the final SRS
The title of/my talk, might well be "The Influence of C-Power on History",

and lest some of you jump to the conclusion that I've suddenly gone psychotic
and am suffering from a delusion that I'm a reincarnation of the great Admiral

Mahan, I hasten to explain that the "C" in such a title for my talk is not the

a
L

word "SEA" but the letter "C" and it stands for the word CRYPTOLOGIC. 'l‘he'\title

»

of the talk would therefore be: "The Influence of C—ryptologic Power on History."

As a sub-title I would offer this: "Or how to win battles and campaigns and go

B o

down in history as a grea.t tactician, stra.tegist a.nd lea.der “of men; or, on the

campalgns
other hand, how to lose ba.ttles and ,h:u and go down in history as an incompetent

.
l-‘_‘!‘.‘

commander, a military 'no-good-nik'."
At this point let me hasten to deny that I'm casting any reflections

upon certain successful--spectacularly successful commanders; names will occur

1".0 you without my calling them to your attention--and there will be names of

men in each of the two categories--"how to win"” and "how to lose" battles and

campaigns-~and entire wars, for that matter.

. R —

Sometimes the course of history is materially changed by the a.mount and

i
q‘izali'by of the COMINT and COMSEC available to field commanders snd also how

wéll they use these offensive and defensive weapons. Sometimes it is materially

changed by the absence of COMINT‘ a.n& COMSEC where it had previously been in

-e\o.. o.QNM—% " -
existence and used. We shall notec@.ncideniis/ ef--bobh -types—and-wve- mgy-start
—_— ——M

e ) +ouarae
with.an--incidens of the f:.rst type, -in which lots of first-class COMINT was
weludulig ton (OMINT acml b Bekps e Ao ow (Bart Nanlier,
&y ment:.onwthg nage Rearl Harbor, -asd -many of you will no-
wj. le hvhﬂ-'.\'\-m %M NP, TRV i 1'{&&_ M‘?JM“ y awa kﬂL. UJ‘(I:.L;L\_

a.va.ila.'ble;

doubt-think thet-I'm going to go into thatstill’/contfoversial and disastiroud”
oo penig qpanss mmcry A o ro.-f . CominT \:fbx& 1P v..ga?"F\o».mw"-}'MQa,
.gniﬁndeﬂ_:.n talk,. riﬂt £ 'm Botv—+-will, however, use.jl_as .a Jumping-off

podal.for what will-follow in the talk.
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<NRaiEseramander s had -GOMINE mmews £ OTTE they B

_hapwenyirpeveral Jimess-thein-forces-ultEn-Look S tISg I one-famous-er-
Yfrave pedorsa e hara o wargam

: the Battle of the Bulge, R serious catastrophe was barely
averted becguse our G-2's had come to rely too heavily on COMINT, so that when
it was tmavailable they seemed to lack all information or at least they felt Moo ul‘% .
WI said that a serious catastrophe was barely averited but even
so0 the losses were quite severe, as can be seen from the following:
"According to Eisenhower's personnel officer, American losses in

the Battle of the Bulge totalled 75,898 men, of whom 8,607 were killed,

47,139 wounded, and 21,14l missing. Over 8,008 of these casualties were

in the 1#6th Division. Because of heavy German attacks, 733 tanks and

tank destroyers were lost. Two divisions, the 28th and 1¢6th, were

nearly completely annihilated, although the 28th Division did subsequently

enter combat after being rebuilt."l

1 Robert E. Merriam, Dark December, 1947, p. 211.

LS

What happened? Why?

In an article which is entitled “"Battlefield Intelligence: The Battle of

- T . % " -

. . B} ] [
the Bulge as a Case History", and which was published in the February 1953 issue

&
~

of Combat Forces Journal, Hanson Baldwin said:

.

"Intelligence deficiencies and an astigmatic concentration upon our

own plans with an almost contemptuous indifference for the enemy's, set the

8-
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stage in December, 194l for the German successes in the Battle of the
Bulge--a case history in the 'dos and don'ts' of intelligence."

2 O AN AR B Ea REE A NS
Further on Baldwin gani wolds 10X,

"Another and e basic faflure was the inadequacy.-of collectiop; we

Just did- not get gll the facts that werela ble. There was a variety

reasons_for thi

"In General Sibert's words) 'we may have put too much reliance on
certain technical types of intelligence, such as signal intelligence . . .
and we had too litt-le faith in the benefits of aggressive and unremititing
patrolling by combat troox:s%\ ©- 1By -Ad_subStitute; “either; -for.aserial
Sir g0 bad;onl vhen e oty up Yo-the...
gur”agedty_bpd #Feat SM{ficulty- tirgettifg thrdugh,
1ciaryy s fhe u.:egj‘.ef‘\u..e a

"Dependence upon 'Ma.gic)" s or signal intercepts, was major, particularly

at higher echelons; when the Germans maintained radio silence, our sources

of information were about halved."

-

—~3-hope=i!ve not-tried your patience by.such & Iefigthy preéfacé To the -real..

substance of my talk, 86 it's-about—timé I ot down to brass tacks,- that—is, to

ph&._:tenhnim.l_asiaects of the talk:
" }‘em. W ch‘-u‘u 5 - )
In what I read from TIME A the word "MAGIC" wws uﬁed to referAto the MMW
nes Mm&.%" A \\w‘:oemeg, qu%,u D“ue_ Civmitimse o haiLs . %Maﬂd»')}

’\information that came from thé solution of Germen, Italian, and Japanese secret ‘

=
s
¢ e m
cndahm oW oA
i:;i were 2B Yo Atesn iR
b 00 SReiech e -
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commmnications.

The term was introduced to us by the B;r:f.'l':ish’ when we began to play together in

[

4

the cryptologic ge.rde'ns; we found it useful and adopted it, too. Later on we

came to use other secret words to desigrate this sort of intelligence and to P
: +

change the words frm time to time, for secu.:rity reasons. WCOMINT ! ‘%

A ;
is composed of three types or categories of intelligence, and by far the greatest -

part of it comes from intercepting, recording, and studying enemy radio traffic. 3»

o

£
The three types or categories are: (1) Special intelligence, which comes from % :,?

G Vot Juaanli o, ifpramcbion € Qe naliails Peceras, A

the solution and processing of the encrypted messages themselves '\ (2) Traffic
intelligence, which comes from the study of what are called "the externals" of
those messages, data applicable to such things as their callsigns, the frequencies
employed, the direction or routings, and so onl Aa.nd (3) Weather intelligence, 2
which comes from the study of the enemy's weather messages, which in wartime

and even in peace time to a certain degree » are encrypted. In this audience

it's hardly necessary to mention how important a role the weather plays in the

Iy ) .
ﬁ%c!. &,%! NSA Lo Hesu acen ) X a-u-n.hu.QQ_ )\36-1:@“4‘_@,& tg_(
conduct of war. ) K . \

There is hardly need for me to give you a definition of COMINT, but
perhaps I should cite its three principal objectives. First, to provide

authentic information for policy makers, to apprise them of the realities of

the international situation, of the war making capabilities and vulnerabilities

-

of foreign countries, and of the intentions of those countries with respect to

-

war. Second, to eliminate the element of surprise from an act of aggression by

~10-
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another country. Third, to provide unique information essential to the

successful prosecution, and vital to a shortening of, the period of hostilities.
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.« Péquires the ;ei':vlcea of large number:s of communications and s;pec_iha .’éa.ined
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“dpeclal security officers, so
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ten-zs. get more and more complicated, Iam beginning to be very doubf:ful

. mh . .&ch Service provides for its own special needs in this category
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l.ctivitiea vith other intelligence opérations and with the tactical situation.
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Al‘l;huug,h com-r 18 the most relisble, the most tmeiy ana the
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. dust didntt happen to be cruising around theres 'b't\rb sent there to be obaerved.
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) evlerfpéasi'bie edvintage & tactical sifuation htforhs')and the temptation is
.- wvery great ):Ln the heat of battle,to use COMINT whenever and wherever
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