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SECURITY OF ALLUED COMEMIGATIONS

1. Lack of adherence by Allied Natlons to RATO Comsanications Security
regilations has been in the past & mettar of grave comcern to USCIB., The
danger to U. 8. and NATO security, resulting from the susceptibility of
certain Allled cryptographic systems to attack by crypteanalysis, desanded
that active renedial measures be adopted.

2. With the comcurrence of LSIB, USCIB authorized the Y. 3. Asbassador
to Portugal to approsch President Balazsr to tell him that the U. 8. was
awvare of certain vioclations ef EATO regulaticns governing the trsnsmission
of COBMIC materisl. This conversation took pluce on 90 December 1351;
Asbassador MoVeagh reported that his presentation had been well-received,
and that President Salazar had issued instructions for strict and literal
compliance vith NATO sscurity regulations. An ofier of U. H. techalcal
sssistance vas, however, politely refused.

3. Concurrently, the problem of Frenoh communication sscurity vas
under considerstion by L&IB and USCIB. It vas sventually sagreed in
Jamary 1952 that, becsuse of the state of general intersal security in
France, an spprosch to the Freuch Ministry ol Foreiga Affairs on com-
muaiecations security would oot be made until the Tripartite Report on
gsneral security had been approved by the French, and the French Govern-
nant had underteken definite, implememting sction. Although the Tripartite
Report has been approved by the three governnents, apparently no definite
action has thus far besn initisted by the French. Terefore, no U. 8. and
U. K. action in the premises bas been nade.

4. Toat the Turkish Govermment is occssionally avere of ity sbort-
comings in the matter of cowmunications ssourity is evidsnced by their
approach to the U. 8. State Department to obtain cipher mechines vhich would
sssure the ipviolability of Turkish correspondsnce. Regotistions for the
provision of Combined Cipher Machines to the Turks have besn suspended tem-
porarily. On this subject, LEID has expressed its regret that it wvas not
notitied of the initistion of thase negotiations; correspondance with 1SIB on
the matter is in progress.

5. Recent develomments indicate that Allied commmications comtinue to
be & serious hasard to security.
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7. Turkish communications are so ingecure that the Swedish Government,
provoked by lsakage of information regarding businsss negotistiouns between
the tvo governments, motified the Turks that the lattera' cryptosystens
were resdable. Bacsuse Svedsn was apperently unable to convince 2urkey of
this fact, the Swedish Minister wm so she U. 8. Anmbassador for support.
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The State Department does not plan at this time %o reply to the Swedieh
Minister's request. The Turks, like the Portuguese, bave attempted to
increase the sscurity of their communications, but because of their lack

of ¥nowledge of soumd cryptogrephic procedures, and their sbuse of imhersutly
secure cryptosystems, their efforts have been unsuccessful.

8. It is recommended that USCYB agaic consider the problem of Allied
communicetions security vith a viev tovards initiating more positive remedial
action vhexre necessary.



