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Fi 30-15, Eneay Bquipsent Intelligence Service

1. The Intelligence IMvision, WDGS, 1s contemplating publisning
in the nesr futures a menual on Bnesyr Equipment Intelligence Service, and it is
desirable that the Agency have a sestion in this menual devoted to such EEIS as

it may performs.

2. The attached article has beega prepared by *DGAS=90 and includes
details of operation down to and including Divislons and #nge and is based on
the sssemption that Army Secwurity Lisison Detachmsnts are sctually ia use and
assioned to Army, Corps, snd Diviaien levels and to comparable Air Force lead-
quarterse The activitles of “NGiS«70 and WG S=80, with respeet to this service,
havs been insluded, and the article has heen coordinated with thess two divisiens.

3. Request comsents ¢nd/or congurrence net luter than 30 Janwary

1947.
1 Incl GEORGE A, BICRFR
Sectione—, Fil 30-15 Colonel, Signal Corps
. gguti ;n-r s Army Seeurity igency

et 1t e ]
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FY 30~15, SNELY EQWIFLENT IPTELL:GEMCE SERVICE
SICTTON ==
CRYFTOZATERTAL *

=, CROANTZATTON, = Each Army, Corps, snd Division, as well as comperable
Air Force headquarters, will have assigned to it an Army Security Agewsy
Iiaiscn S_e»o't{tn. One of the duties of this section i3 to provide fo; the
proper and rapid handling and exploitation of all captured enemy material per-
taining to cryptography and cryptanalysis. In order to accomplish this function,
each Army Security Agency liaison t‘:?dg..on will establish as one of its components
at least one EEIS team consisting of two officers. One of these officers will
be trainad in the fundamentals of cryptogrephy and cryptamalysis; the other
officar will be a linguist, qualified to conduct interrogatious in the
oparations area,
wwo DUTTES, = Tt 15 the responsibility of the EEIS team of the Army Security
Agercy Iiaison S&&.\;n to make an immediate and thorough investigation and
report concerming every captured enmemy item having any apparent commection with
cryptography or cryptanalysis, This investigation will include the following:

& Promt evaluation of the material; im soms cases the informatiom 5t afferds
way be of such great importanse that its imwediste exploitation may affect the
success of current opsrations. N

b, Determination of oomplete details regarding captmre of the materials
when, where, and by wvhom it was captured.

¢ Where indicated, an investigation at the scgne of the capbure, to determine
vhether other items are avallable, whethér {urther information may be fdaduced by
a trained oryptologle officer, and whether enemy personnel are available for
interrogation.
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do Imteéxrosacien c;.f gveilable enemy parsounel heving kmovledge of the

maberisl, Durizg the couree of sush interregetion the follcwing must ke
datormined: )

(1) The relationskip of the prisonmer to the captured item,

{2) The nature of the captwred item, its fanction, and the identity of
the wsing organisation,

{3) Details of operation in the cage of machanical or elactrisel machines
o devices,

(4) Other specific questions, depending upen the natwre of the weteriel.
The Army Security Agenex.liasison -‘h?gn vwill have available saveral different
yrepared iists of specific questicns for use by EEIS teamp, Tor axomple, the
qusstioning of a prisoner who worked &s a clark in a2 message ocenier would
proceed along different lines frcm thai of a prisomer vho worksd in a aryri-
amlytic section erdsavering to tresk omr om cryptosystems,

{5} The team will sulwit a report, together with the soptured materdal,
as axpsditiously ag possible $o the é&igf-ot the Army Security Agezsy Iiaiscn
S&tn of the nxxt higher eche‘.’l.m.
==y RESPONSIBILITIES OF COMMANDERS, - Commanders of aress doum throagh
Divigions, in which it 1s contemplated that BEIS teems will cparate, will
ronder nacesgary assistance to facilitete the ascouplichmsnt of the EBIS misslam,
Such assistence normally will inolude the issusros of passes, somtarzizned by
the ocammarder or his mthorlszed repressntative, permitting the teom wnrestrictsd
vassgge throughout the ares, srd access to all captured enemy crypiomateriel.
==, ASSISTARCE PROW G=2, = 0=2 will infoarm the EEIS teem régarding metbers of
wobadle intersst, such as looation of instellations or persomnel that shocld
2 imvestigatads
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=y RESPONSIBILITIES OF CAPTURIN: ECHEICON. = The capturing echelon has the
direct reosponsibility for the immediate revorting to the Army Security kgpney
Iiaison S%n at the nearest Division ::r higher headquarters of all cap-
tured material, installations, and persommel having any apparent comection
with erypbozravhy or cryptanalysis, This will inclvde practieally all
mmaterial in a captured message cenver,

8; Independent judgment must ba exercised by the capturing echelon in
the mamer of making such a report; as indicated in paragraph -a, information
regarding eremy oryptography or cryptanalysis may have a direct bearing on the
success of current operations, For example, captwre oi curremt enemy codes
or ciphars, or of plain-text messages, may make 1t possible for our owm
forces to cobtain advance knowledge of details of the enemy plan of-battle
provided the material is made available immediately to the Army Security Agesmex
Iiaison SMn for exploitation before the enemy has discovered his loss, In
such a case, the captwring echelon should make a brief and direct report to
the Army Security Agency liaison Smon at the nearest Division headquarters
by the most expeditiocus means, presumbly radio or wire, with use of a secure
eryptosystem, 1f it is necessary “o send by radio or wire. This report should
be concise and clear, merely describing the captured material in hrlef terms,
giving the exact location where it may be rfound, anxd the nmame of the organiza-
tion having custody.

bs The brief report must be supplemented by a written report as soon as
practicable, W#ritten reports will include details surrounding the capture and
all observed information regarding the use of the material,

Co Similar reports must be wade when any evidence is discovered indicating
enemy efforts or successes in treakdng owr own cryptosystems,
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