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1. a, The term Communications Intaus_g;ma (coum') dssignat.as the
information and technical material rzaultf g mm ‘tha int-arception and
study of intercepled communications. , - :

b, The tern trarr:l.c analyesis (T/A) designa.tea the omratimxs
involved in tha atudy o 8* and characteristics of inter-
cepted communications (procaduu signals, messnge headings, call signs,
sto., D/F bearings, Radio Finger Printing data, and other technical aids)
for the purpose of obtaining information® concerning the organisation srd
operation of the communication system or netwcrka on uhich the commica-
tions are pasging. ‘, ‘ «

6., The term traffic mtelugenca ('r/n 18 t-.hat. COMINT whiah i
producad by drawing erences o usidons Lrom t-he hzromtion ob’(‘.ainad
by T/A operations defined nbcve.

d. The ter: plain text (p/T) inaludas ammmnicat&om of two sortm

(1) Category 1 - Plain-langusge commnicaticns passed on
internal radioc links of the country :Imrolvad. s

~oF the world s~

«. The tem Cess. rarors to the ateps and oparat&.ons per-
formed on intercepted con cationa, up to and inoluding their translation.
It does not include the preparation of reports, appreciaticns, digests,
etc., based upon the informatiom constituiing the end-~product of the
COMINT, T/A and T/I operations) that is, the term does not include the
preparation of sc-called .t‘:!.nlshad “intelligame." 1 ,

2. a, The principal difrex-amos betwethA organisatione

and arrangements for the xn-ocessing of plun-tex are as follows:

1) Iis currently organized on
A eentralized fumt.ionﬂ. basis, that 1s, the structure as a whole

1. This and the rallo\d,hg definitions spply to the terms us specifically
used in this report.

2. This information i.a used (1) s=s a guide to efficient intercept control
and operation, (2) as an aid %o cryptanalyeis, snd (3) as a basis for
what ls defined S.n ic.

3. | Iia included in this category becauss such codes aro

avallablo and are intended for economy, not secrecy.
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gomprises nine large Departmentn uhich perrorm tachnioally di.f-

sc an, Within these Depnrtments, and whera daairabla or neces-
sary, the technical operaticns are organ.,wd on & gaographical
basin; for example,| ; L | .

Itlso perrcrms cartain

processing functdons and’ these are the cnes of immediate interest,

asince they include the pmcesamg of pluin-.text commieationa.

(2) In the case of the AF3A COMINT establishment, the primary
components of the organizational structure aye separated an s
func tional basis but from there on down the separation is on &
geographic-area basis, Referring to Appendix 2, it will be noted
that the APSA COMINT organization is divided up into three main
Departments; Collection (02-C), Processing (02.D), and Evaluse
HWon {(02-8)) under the Procesasing Dcpartment there ara thres
divisions, the Machine Divislon (AFSA-22), the Genoral Processing
Division (AFSA-QB) , and the Specisl Procasa:mz Division (AFSA«2L).

for cartain 7/A ard othaer operalions conducted in AFSA-ZL2 on
plain~texty the detailed processing of plain-
communications is conducted within AFSA-26, & saparate
division under the Chief of Evaluation (AF‘SA-OZE) , & matter which
will be discusmed detall presently. AFSA-23 deals with bath
anorypted and plain-langusage eom:runioatinns of all other govarnw
mentag AF3A~23 4is thon subdivided on a aphic-area basis,

somewhat like|
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| However, thers 1s yvery slose

_those in the homologous geographical divisions of ]

~ llaison between the workers in thase geographical divisions and

divisions, is shown in di

{c) Tha organimational structure of the
indioating the position of the plain-text and other processing
: ix the

amatic form in

~ decentralized basis, The

;;;;; (b) some

" pilain-lenguage commmnicat
1)y -and

{L)- (()M’Aﬂt AF3A, plain-text processing is conduoted on &

g of.
in

major part of ﬁm

| 18 done under

one Avislom (AF5A~725) In the Office of Uperaticns {AFSA-02).

processing {principally T/A and T/1)

a,or interpal plain~-text (Category 1) is dono within seversl

>~~~~,\\,\mﬁon of & branoh (242) of the Special Processing Divisien

(AF.:A~2&) urder tha Chief

(c) Proeagaing of
communications is done wi

of Processing (AFS3A=-02D).

lcategory 1 and Cetogory 2

thin thres geographical branches (8, C,

D) of the General Processing Diviaion {AFSA-23) undier the Chlaef

L. Tho division ®is responsible for the a’wdy and -evaluation of Task I
IR ~ |plain-text traffic, snd for the produwction
speoinlized intalligence information concerning Task II |
sconomic and industrial corganizstions and capabilities, B
on armed forces (Rear Area) am directed .

\_of APSA-2l and with AFSA-254,

0f important interest is the|

5. FPor efample, AFSA~BU2G works in close collaboration with other seotions

this information being of direct uss to

the Plant Mnglneering persommel of AFSA-282. Among other duties this

settion preparcs general plans, requlrements, ard equipment speciflca-
tions for facilitles of fixed intercapt statlions under operational
control of AFSA. See Appandix L for the other sectlons of AFSA-242.
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of Processing (AFSA-02D). Such T/A and T/I work as is necessary
or can be done on thsae commnicaticns is also done within these
sanc branches, These branches (AFSA-238, C, D} also process
snorypted communicstions and, in fact, t cn procasaing of both
wcrypled and plain-text communications is conduotsd as an
Lntagated operation - the persons who do the oryptanalysis, T/A,

on anerypted mezsages also pnms;a_cshmr 1 amd Category
2 plain~text messages in the various languages
invalved, . f f

{d) The organization of the O.rfica of Operations in regard
to tho processing of plain toxt is tleo ‘ahown in di-gramatic form

| A% A¥3A there i® now no com‘berpart. W tols, that. ins,
there is no central unit for "reporting." In fact, swsh
activities are supposed to bo "ﬂ.leznl“ 00 far as AF&A doing
tham is concerned, P .
o
() However, very recently a new departura has boen madet
gertain units of AFSA-02 are preparing arnd issuing *reports,”
with the cognisance of tha ¢ consume;’- agencies, Of special interest
in this connection arg the reports! prepared in AFGA-23D, which
deals with the Aeiatic Ares. Thpme roports are of use principally

Ijg_ﬁm_swm_nnmmnﬁn CCMINT applicable to Communist

A #imilar but smaller repart.j.ng
operatlon is conducted in AFSA-23C, the produnt of wnich is of
special interest to CIA, If this sort of Spreporting” wore extend-

ol within AF3A~02, and upecially if ths »reports" preparad uithin

- s

T« ATrsy (-2 has several representatives ﬁorld.n‘. Wit AFCAw23D porsonnal
in the preparation of these reporis.
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the various units were then pasased to s c tral report.ing unit for
the whole of AFSA-02 am directed, T am of the opinion that not only
would the efficlency of AFSA~02 operationa be increased to an
ortant degree bub also the guality of the end- oduct conaider-
improved. Sush a centrsl reporting unit would be very advise
able sinoe it not anly could fuse or integrate the reports prepared
by various amall reporting units in the processing sections and
branches, but it could merve the 1mport.ant. fumction of standard-
insing terminology, format, etc. ortant to emphasize this
z:;aa in the differences between AFSA xrechanica in hand;—
the P/L problem. | ‘ \

on subjects of :Luterea‘o

Yo 1ts consumers. Tﬁil-message tranalation method has been

regerved for the v«ary rew items which can atand slone and tell a -
od story. Only in the gase of gpecial subjeaty |

has thera been any stiempt to publish all avai.labla messages

on & subject, and in these rare instances the transiations are pub-

lished in book form rather than as individusl cards., On the other

hand, AFSA has always been under some presmureg to issus as large

a nunber of inddvidual translations as possibla., The right to

write reports is nobt universally now acknowledged. In the case of

B8hipbuilding, AFSA was enjoined 'oo restriot its efforts antirg_]i

1o message translation, , ,

. p:l.ctm'a uhich praaents addit.ions.l
operational differences betwsen| AFSA, namely those in connection with
the handiing of what is called TFore 'rade Communications,” Because of
their very nature, foreign trade communications pass scross the geographical
bourdaries established within both AF3A operating divisions
snd branches, and unless the cummuniuutmaa %0 an interna-
tional trade ectivity ox operation are available for stady by one rather than
two groups of COMINT workers, much can be loat in the way of intalligence,
For sxample, measages involving foreign-trade deals may pass between Brazil:
and Cmchcaf,ovnk:u; 1f the study of such messages is divided on & geographice
ares basis, one study group would hsndle only those originating in Cmech-~
oslovakia, although both sets of messages would be applicsble to the same
foraeign.trade deal, Racognizins this fact,|

b. There is one area

[ In AFSA, hiowever, Lhs Toreign-trade Pro
is split up among various bramhas of AFSA-23 and Detween APSA-23 ard AFPSA-26,

such a split 1 inadvisable ad in my opinion it would be well for
AFSA to follow pattern in this area of the P/L prablem and set up
a single unit to proce=as all foreigu-trade communicatione of Category 2 type.

In this respeal, you will be interested to know that AFSA-02 has planned the
same type of operation, the only problem delayihg astion being the shortage
of aritical lingulsts to work both plein language and cryptanalytia problems,
The change may well be effeci@l within the next 30 days.
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&. A minor element of differance betweeng_AFSA mechanict
in handling the P/L problem 1s that 1nv<>1vad :!.n tha scanning process. In_

Hera sorters are aupplied u:!.th cart.a.in key ﬂﬁi

and catch phrases, so to speak. They are not lingumts, but they do the
first step satisfactorily because they are qu.ita competent, to sort accoxt!ing
to anly about aix categories. ,The Aratfic, thus sorted :lnt.o ca.tegor:.es and
links, is sent to| - [ H -

AFSA operation, . there is no- praliminary scanning at the intercapt station
and all the traffic is sent to AFSA, where a branch (AFSA-213) of the
Traffic Division (AFSA~-21) under the Chief of Collection (AFSA-02G) does
the mreliminary scanning such as is done at the intercept site in tha case
ﬁlﬂm material is then sent to AFSA~26 where final scanning is done,
or the position of AFSA-213 in the arganizational strucmre ’ see Appendix

3, a. It ha.s b=-an suggested in certain quarters (1) that.l |
system of centralized P/L processing is more efficient aml better than owr
syatem, (2) that therefare we would do well to follow the

| l (3) that if so centralized the whole P/L processing opera-~
tIon could and should bes lifted out of AFSA snd made a responsibility of
some other intelligence organization which might be more efficient in COMINT
production from this source, and (L) that 1f not liftad out from AFSA worke
ing quarters the other intelligence . organiution should be permitted to

conduct the mtegra’oad P/L proceasing bj its oun persannel in AFSA work:!.ng
quarters, . , ; S g

b, A;r” to o forago.mg suggestd.ona, I think it valid
to say that if the is more efficient (and I daresay it is)
this is not because of but despite the cent.ralimtim.; Careful analysis of
the technical picture leads me to the canviction that the primary factor
which makes it moro effioient is the fact that{  [not only permitted
to engage In a so=called "intelliganca functionr but 15 encouraged and

I_amdam: 80, | |
| Insiead of havinu o do Hhat AFSA does, viz.,

process and translate millions of messages meraly to turn them over to a
duly authorized mintelligence-producing agency* which deems its prerogative
Ao put the "bita and pleces" together to make an "intelligence story,!
personnel ars permitted to select, discard, summarize, extract, etc.,
ronn the original bits and pisces, t.his resulting in a much more efficient
ocparation, since a "reporting' system eliminates the neressity of fully 8
procasain.g and translating large numbers of messages which may not be useful.

8. an sxception which is logieal unier a "reportd.ng" syster is in the case
of decrypts of diplomatic messages. Here our State Department dssires
the verbatim texts, and rightly so. In fact, it would be well if those
decrypls were turned over ginal languages in those cases
where the foreign lnngua.ges, would present little
difficulty for consumererzaders 1n_the oStata Department. Incidentally,
if this were done in the case of a great deal of labor

practice is followed
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r quality, since mmall bits
of information that turn up in processing are 1ikely to ba unknown to
purely "ntelligence” producing personnel who are marely recipients of
translations, It is familisrity with &l1 the bﬂ.ts nnd piecas that makes
for better quality of the end product.

¢, As to the second suggestion, I feal sure t.hat regardisss of

which type of P/L processing is preferable (centralised or decentralised)
the contact between the personnel processing P/L and thosa processing
encxypted messages {including the T/A and T/I phases) must be exceptionally
closa, It is true that 1t 4s closs ‘but in AFSA, in the case of
three large geosraphioal branches ( =233, C, D) which handle Category 2
traffic, it is not a case of close contact: the same people work on both
encrypted and P/L traffic. It is logical thai the processing activitles
be arranged o that this will be possible, for it is very often the case
that whether a message will be sent in encrypted or in plain-language form
is a decision of the originator and thus subject to his whim of tho moment

perhaps, Hence, it is occasionally found that both typas of messsges are
sent on the same subjeat and therefore the plain~langua.ga one form sxcellent
vcribs” into the encrypted cneaj on the other hand, the deorypted massages
often make the plain-language ones more intalligibla. In this conneotion,
in Appendices 5 and 6 will bo fowd additicnel technical remsons and.
e«xamples why the same unit should handle both types of messages and '-m
the AFS% system in this regaxrd is, in my apd.nion, better than|
syatem,* In short, centralisation of fera sdvantagss, but so does decantral—-
isation, and the technicel edvantages of each in the specific case under
discuseion must be the guide as to how much of each type of working should

be employed in rganisation, I am told, in this conoeciion by a recan’r,
AFSA visitor to 1

have, as desoribed above under paragraph 2&(1).

d, As to the third suxgastinn, I think I have sald enough in the
foregoing comments to indicate my canviction that while of cowrse almost.
anything is possible and that the P/L processing could be put in one
package and 1ifted out of AFSA, to do mo would be & Dad mistake, It wou.ld
reduce efficiency in the processing ar both P/L and enorypted co:mnunicatd.ouu.

9. Until recently internal (Catug‘or:f 1) P/L traffic was pro- .
cesaed by a section of £ branch of the Speclal Processing Division
(AFSA=2L45)3 1t is now processed by a meparate division (AFSA-25) under
the Chief of Exploitation (AFSA~O2E)3 but even the close contagt
betwoen the personnel working [ |
and those working on mwmum traftic canvot e as alli~
clent as would be the case if procegsing of both types of traffic
were under the dame division.
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e, Finally, as to the fourth suggestion, it is hardly necessary
to point out tho administrative and other problems of having personnel who
do not bolong to you work in your quarters but not under your administra-
tive or operationsl control., There are enocugh qames of this sort of thing
already -~ where the necessity for them is much more evident than in the

case under considexation,

WILLIAM F, FRIEDMAN
Consultant
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