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m . 17 December 1954

CHIEF, PERSONNEL DIVISION
CHIEF, LOGISTICS DIVISION
CHIEP, SECURITY DIVISION
CHIEF, TRAIKING DIVISION
ADJUPANY GENERAL

SUBJECT: Preparation of the BSA Long-Range EBctimate (NSAIRE)
Reference: RSA Regulation 20-5
I. FURPOSE

The purpose of this memorandum is to establish the responsibilities
znd. acbi).on required for the preparation of the NSA Long-Range Estimate

II. POLICY

1. The reference establishes the NSA war planning system and outlines
the relationships which exist between long-, mid-, and short-range planning,
and between the end-product documents which each of these processes produces.
Long-range planning deals in terms of estimested future requirements of KBA
and furnishes guidance for determination of mid-range objectives. It is
broed in scope, forms the basis for the long-range development of the Agency,
and furnishes guidence for research end development. The product of the long-
range plamning effort is the KSAIRE. '

2. The initiel FSALRE will be an estimate of the cryptologic situation
to exist during the five-year period which bvegins on 1 July 1960. It will
estimate the situation which will exist during the projection period and will
have ean effect upon the accamplishment of ESA's mission; will translate this
estimate into NGA requirements in the COMINT, COMEEC, and supporting fields
of operations; and postulate btroad courses of action for ineeting these
requirements. The RSAIRE will be revised annually in o

der to take cognizance -
of new developments; will be scheduled for publication end dissemination
annuelly by the Adjutant General by 1 February; and will consider the five
year period which begins on 1 July approximately five years subsequent to
its dissemination. Target dates shown in the following paragraph will be
extended five months in the case of the initial RSAIRE.
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.III. RESPONSIBILITIES AND REQUIRED ACTION

" The responsibilities and required action for preparation of the NSAIRE are
as follows: .

' a. Chief, Plans and Policy Division, is responsible for providing
over-all supervision and coordination for preparation of the ESAIRE and for
preparation of Annex "A" of the estimate. This responsibility includes the
provision of necessery planning guidance and direction. The Chief, Plans and
Policy Division will: :

- (1) Provide a statement of basic assumptions to be used as
the foundation for the NSAIRE. This statement will be
provided to other components of EBA by 1l October each year.

{2) Consult with planning officials in other camponents of NBA
and in the Service cryptologic agencies and the consumer
departments and agencles, as appropriate.

(3) Prepere the NSAIKRE in final form for publication and
dissemination by the Adjutant General by 1 February each
yeer.

b. Deputy Director, Production; Dsputy Director, Research and
Development; Deputy Director, Coammunications Security; Chief, Office of
Cormunications; Chief, Personnel Division; Chief, Loglstics Division; Chief,
Security Division and Chief, Training Division are responsible for preparation
of the corresponding annexes of the FSALRE and for providing support for the
long-range planning effort as it applies to matters within their purview. The
Adjutant General is responsible for pudblication and dissemination of the NSAIRE
by 1 February each year. Each of the foregoing officials will:

(1) Assign responsibility within his respective organizational
camponent for preparation of the required annex to the
NSAIRE

(2) Designate a long-range planning officer to serve as the
point of contact with the Plans ard Policy Division in
matters pertaining %o the NSAIRE, and notify the Plans and
Policy Division concerning the identity of the designee.

(3) Bubmit four copies of required annex to Plans and Policy
: Division in accordance with the following schedule:
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Responsibility Anzex Due Date
P/P o A" . 1 Oct
DD/PROD “p" 1 Fov
DD /CQUSEC "o 1 Bov
ca _ _ | “p" 1 Dec
DD/RD "g" 1 Dec
PERS | g 1 Dec
106 "g" | 1 Dec
SEC "g" 1 Dec
TG g 1 Dec

IV. IMPLEMENTATION

. 1. Implementing action on the initial NSAIRE will be undertaken
immediately. As an aid to planners concerned, the following information is
inclosed herewith:

a. Inclosure 1 - - - Format for the NSALRE.

b. Inclosure 2 - -~ - Format for the Various Annexes to the Znitisl
FSAILRE. ,

_ c. Inclosure 3 - - - Basic Guidance Information Pertaining to the
Initial NSALIRE.

2. The guidance information presented in Inclosure 3 is of two kinds;
first, the initial draft of Sections 1 and 2 of the NSALRE proper; and second,
a list of assumptions shout the situation to exist during the projection period.
Sections 3 through 5 of the estimate proper cannot be drafted until the annexes
have veen prepared, because these sections will be digests of the total
informetion presented by the several annexes. _

- 3. The purpose in furnishing the information shown in Inclosure 3 is to
orient all planners concerned with the long-renge planning effort by providing
as clear a picture of the initial HSALRE as can be drawn this early in the
plamning process, as well as to enable the initiation of work on the annexes
by stating assumptions about those aspects of the 1960-1965 situation which

will have a general bearing upon KSA's requirements during that period. The
E-SMBER P/P Sh-1466
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draft of Bections 1 and 2 of the estimate proper is intended to show the over-
all focus of the long-range planning effort and thus to furnish basic guide-
lines to be observed in preparation of the annexes to the estimate. The
statement of assumptions is intended to furnish the broad frame of reference
within which the estimate and its annexes are to be formuleted, and thus not
only to establish general parameters but to furnish the basis for any -
additional assumptions considered necessery by planners preparing the annexes.
The assumptions shown in Inclosure 3 have been formulated by Plans and Policy
Division in consultation with other components of NSA and with planners and
estimators of several cutside departments and agencies. The assumptions are
essentially projections of current conditions and trends, and it is acknowledged .
that accuracy can be attributed to them only in a limited sense and only in terms
of the broad concepts embodied; however, this limitation is inherent in long-

range planning.

k. It is important that work begin on the annexes without delay. In this
connection, maximum working-level ccoperation between planners in Plans and
Policy Division and planners in the other parts of the Agency will be essential
to successful accamplishment of the long-range planning mission.

3 Inels:
1. Outline Format for the Initial NSALRE.
2. Topic Outline of Subjects to be Included in
Annexes to the Initial RSALRE.
3. Basic Guidance for Preparation of the
Initis)l ESALRBE.

P/P Sh-1466
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FORMAT FOR THE INTTIAL NSA LONG-RANGE ESTIMATE (NSALRE)

The format for the initial NSALRE will be &s followa:

 SECTION 1 - INTRODUCTION

1. FURPOSE = -
2. mnom. POLICY AND OBJECTIVES
3. NSA LONG-RANGE CRYPTOLOGIC OBJECTIVES DERIVED FROM NATIOML POLICY
. GOMINT Objectives '
b. GOMSEG ObJoct.ivos

_SECTION 2 - STRAIEGIG APPRAISAL oF THE ROLE OF THE NSA C R!PTOIDGIG EFFORT DUHING

THE PERIOD UNDER CONSIDERATION
1. CENERAL
" a. Strategic Appreisal
b. Major Trend in International Relatioms.
c. Major Trend in Military Cepabilities
‘2. THE COMINT EFFORT
3. THE COMSEC EFFORT

' SECTION 3 - TRANSLATION OF NSA LONG-RANGE CRYPTOLOGIC OBJECTIVES INTO BASIC

SUPPORTING UNDERTAKINGS DURTNG PERIOD .UNDER CONSIDERATION
1. COMINT UNDERTAKINGS

2. COMSEC UNDERTAKINGS

SECTION é - BROAD FAGJI-ITIES ANRD OPERATIONS ESSENTIAL FOR ACCOMPLISHMENT OF
NSA BASIC UNDERTAKINGS DURIN(: THE P HNDER CON: TION _

1. COMINT FACILITIES AND OPERATIONS

2. COMSEC 'FAGILITT:E AND OPERATIONS

3. SUPPORTING FACILITIES AND OPERATIONS
e. Commnications

b. Personnal

¢. logistios
d. Semrit&-
. Training _
TION. 5 _— GUIDANGE FOR msmnca AHD DEVELOPMENT CONDUCTED UMDER THE COGNIZANCE

OF OF THE DIRECTO n NS&
1. HlJOR TEGHNIGAL PROELEMS ANTICIPATED FOR THE PEPIDD UNDER CONSIDERATION

8. OOMINT Problens
Y. COMSEC Probleme




2. CUIDELINES FOR RESEARCH AND DEVELGPMERT ACTIVFTIES DIRECNED ZOHARDS
SOLUITON OF ANFICXPATED TECHWICAL PROBLEXS. '
&, COMINT Problems
b. COMSEC Problems _
3. m-mmrmmmmmmm
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Inel. 2

. JORNAT FOR ABNEXES 0 JNETIAL NSALRE, AND DESICHATION
OF KBA COMPONENTS TO HE REEPONSIBIE FOR PREPARATION OF ANNEXES

ESTIMATED FOREIGR CRYPFOZOGIC CAPABILITIES P/P

DURING PROJECTION PERIOD (1n cocrdination -
1. CGN? CAPABILIFIES - m&n&) '
2. CAPABILETIES ’ ﬁw
3. COSIRYCATIONS CAPABILYTIES 9&

2. COMMUCTED BY CUISIDE DEPARTMENTS AND AGEMCIES

Ce.

€.

Processing

_ nepm'bing

Dissemination

3. CORDUCIED BY RSA 1 COLIABORATION WETH FCREIGN GOVERRMERYS .

Be
be
Co

d.

ESTDNATED U.S. COMSEC OPERATIONS | .. DD/CREEC

Collection
Processing

Dissemination -

1. CONDUCTED BY NSA

e

b.

TS

4.

2.

g

h.

Establisiment of Boctrine
Evalustion of OGMEEC pricciples end equipment

.Review of Commumications Cover and Bscepticn progrems

Eveluation of compromises

Security Burveillance of NBA Communicstions
Procurement of Meterisls

Production of Equipnents, Manuals and Alds

Distribution, Accounting, and Stwage of Equimem, :
Hemuals; and Aids
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R RESPORSTALE
_ 2. mmmzn.ni OULBIDE DEPARTHEIYS AND AGENCIES )
8. Implementation of Mestabnshad W—;w;im ]
E and procedures e e
b. Distribution, Aceounruns, and SWage of Equip-
~ ments, I!anunls, end Aids
¢. Procuwrement of Materiels (ancillary)
fl. Preduction of Equipments, lhmals, and Alds
(tesks as delegated by HSA)
3. CONDUCIED BY BSA IF COLLABRATION WETS POSEION GOVERINEITS
8. Establishment of COMSEC Doetrine
b. Bvaluation of COMSEC principles end equipment
¢. Eveluation of cospromises |
d. Procurement of Materials
2. I'rodmt:.on of Equimnts, Ila.nual.s andAids
£. . Distribubion, Aeemmbing, and Steraae of Equ.t]ments,
Maruals, and Aids .
"pr | COMNUCATIONS ’ ' oo
| 1. REQUIREMERTS |
a. Radio Channels
b. landlines ' i
c. Equipments
a. Persomel ,
@. ILink Stiructwe :
2. DIVISIOR OF IABOR AS EETWEEN RSA AED QUPSIDE GROANIZATTIONS

Commnicaticns Tesks to be Performed by NBA
(1) Headquarters T
(2) Pield Activities

Cammunications Tasks to be Performed by Outside
Organizations '

() Arity
(2) Havy

" {3) Air rorce

(4) . Other

POGER /2 54-1466
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RESPONBINLE
BUBJECY ' i i
FSTIMATED CRYPIOLOGIC REGEARCH ATD | W/

DEVELOFMENT ACTIVITIES

1,

3.

CORDUCTED BY BEA

a. Pertaining to COMINT .

b. Pertaining to COMSEC

a, Perta:ln!.n_g to CGRMINT

b. Ferteining to COMEEC

CONDUCTED 'BY PRIVATE SRDUSTRY

a. Pertaiuing to or applicable ;o CCRENT
b. Pertalning to or applicatle to COMSEC

1.

HEADQUARTERS

Be Military Persoonel
b.. Civilian Personnel
FISID ACIIVITIES

a. Militery Peraounel
b. Civilian Personnel

ESTIMATED RSA LOGISTIC SUPPORT FACILITIES 106

1.
2.

HEADQUARTERS
FISLD ACTIVITIES v

SECURITY CORTROL FACKIITIES : SBC

L.

1.
2.
3.

PHYSICAL SECURITY

a. At Headquarters

be. At Fleld Activitl.el_l-

PERSOMMEL SECURITY

2. .M. !e_Wn-

L. At FSeld Activities

TRATNREG . T
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BASIC GUIDANCE FOR

PART A .
(Draft of Sectioms L and 2 of Initiel NSALRE)

SECTION 1'-:_';- INTRCDUCTION

1. PURPUSE The purpose of the NSA Long-Rangs Lstimete (NSALAE) is to
tranalste nationai mW.Mo ].ong-z"ange cryptologic obJéct_ives for NSA, in
order to provids guidance for the orde_irly _developmérrb o_f NSA reaMan and

“strateglc direction for cryptologic ressarch and_de{relopment. activities con-
'ciuéted by, or under the cognisence of, the Director, NSA, in accordence with
.'the Agency'l assiped mission, | '
ATIONAI. FOLICY AND OBJEGTIW; National policy is the expresaion
of nst:loml interests, those velues which the psople of the United States
consider necessary for their security and well being, Thess interests are
exprossed as cbjectives to mest perticular situstions and are in turn trens-
lated 1nto nationsl policy in the foreign and domestic :tields. Naticnal policy
consti.tubes the frame of reference uithin which the natlonsl eryptologic effort
1s canduetod, and maxirum practicable snccesa in the-national cryptologic effort
is one of the objectivee which ia engerdered by the need for national security.
| 3. &A IDNG-RAHGE GHIPTOIDGIC OBJECTIVES DERIVE) FEO‘{ I!ATIONAL POM
| hh:l.le malw aspeeta of netionsl poliey bear in som? msnner upon the derivat:l.on
of NSA long-range cryptologic objectives, the two whi_.eh bear most dirsctly upon
these quectivea ares ﬂ.rst, U.S. reJe'ct.ion of the comépt- of Ypreventive warf; -
‘and mon&, the traditional U.S. requirement for o formel declsration of wer
before launching an all-out military effort sgainat enother nation. These con-
cepts constitute a self-imposed handicsp in terms of surrender of the initistive
st tho beginning of eny hostilities, The net ei'feet. is t.o mgm.i‘y the mport.ance
of tho ﬂ.g elenenl'. in the formila for natioml security. Ohbaining early. wern-
ingiof-the-hostile intentioms of foraim nat.iona :ls en imperative requirement for
surv:lval, end :I.s seeonded by the critical importance of baing éble to deny foreign
netions a further adva.ntage over the UoSo Yy mmring =,the ucur:lty of Federal
telocammieationa concertied uith the ns:lmtonnnce of national security. The NSA
~ long-range erypbologtc_ objectives, both gemra.'l and part.ieular, inhere _:I.n' these

Inclosure 3 BER P/P Sh-1466
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two major requirements; Therefore it can be said that the peak of our nationsl

eryptologlic effort may wsll have passed when general hostilit.ies eomnce.
2. COMINT Objectives

Tnicl o8ure 3

)

(2)

Aa appears from the foregoing statements, the over-all
long-range ob.ject:\.va of the NSA OOMINT efforb ie to. :l.nsure
that any indication of_ a potential or actual th_rea_it to the ‘
national security conveyed hy commmications monif,oifad by Uos;
coﬁmnicati.ona intéll:l.gance activities is pronptly. dlacovered

and reported to appropriste depertments snd agencies of the

government, This over-all objective gives rise to emncillary -
long-range objectives pertaining to the major coﬁqtituent
operations | of the COMINT effort: collectlon of rew material;
production o:f COMINT :!.nformat_.ion;.and diaemination .of the end-
products. Thus, the 1&1’5—range x.:b,jectiva of the collectioﬁ
effbrt. is to insure thqf the location, number, and typé of |
intercept fscilities and the capabilities of the assigned
personnel and equiﬁhz;zrb will enable effective interception and,
whﬁre apprépﬂaté » forwarding, .of desired target communications,

and thet the aseocisted operating progedures will minimize the -

elements of error and delay. The long-range objective- of the

production effort is to insure that the slze, composition,
location, facilities and procedures of U.S. Government COMINT
activities engaged in anslysis of the external snd internal
charaeﬁ.ériat.ics. of intercepted commmications will provide for

optimm, timely production of required COMINT informstion. The

long~-range objective of the dissemination effart is to insure
that the UoSo departmsnta and agencies concerned wit.h the e
maintenanee of national security promptly rece:l.va available
COMINT information in fulf:lllmenb of their atated requ:lrementso
As in the case wlth the ovér-all long-range objective of t.ha
COMINT. effort per se, each of these ancillsry objectives in
turn ex_lgenders subsidiary objectives which will eneble attain-

" mént of the larger objective, ' The identity of these objectives

. | p—eevn e RO IASER P -M
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. ani thie Bréad NSA requiremeiits which they generate sre .

prcs'entod in the attached exmexses. .
(1) The over-m long-range N3A COMSEC objective is to aoh:loye

the meximum praeticahle-security of Federal telecommunicsations.
In this conboxt the term "Foderal telocmmieationa" connotes
all telecommicaﬁons in which ‘the Federal Govermnt has

. ap. mtarast aa an originator, addreasee, or htemadiary, and
Mcludes tolecomnioations 1nvolv:lng cooperation between the

| U.sg and. fore:l.gn goverments- and international org_an.tnt:lom.
8 in the case with COMINT, the COMSEC over-ell objective

~ glves rise to aneﬂlary long-range objectives which reflect
the chief constituent operations within tho NSA COMSEC effort:
establishment of doctrine; evalut‘tion of prineiples and squip~

~ ment; review of commmnications cover and deception 'prograr_n_a;
evaluation of oouproniaes; security surveillance of NSA
comnications; procuremant of materisls; production of
.oquipmnt, mma.ls, and a:l.do, and d:l.ltribntion, aceounting,
and storago of equipmnts, ,mmals, a.nd aiday For example:
the 1ong-ranga objoetivo ‘'of the first operation is to insure
that a eoheront , realistic, easily understandable body of
doctrine uhioh applies the basic concepts of COMSEC to pre-
.vaiungconditionswinbepmmlgatedwmmtmotomti
the needs of departments snd agencies.of the:Federal Governmsnts

_ the long-renge objective of the second operation is to insure
th&_. the evaluation of CUMSEC principles and equipment will
provide maximum practicable protection against loss of security
during the handling snd tranlmiuion of Federal telecomm:lca-
tiona, md tha long-range objective of the third oporat:lon is
to .’mauro that the evaluation of COMSEC compromises will be
.accurate, timely, and u:l.]J. be followed by action to protect
sgainst .recu'rre_nee.

(2) As with COMINT, esach of the COMIEC constituent long-range

objectives in turn genmerates subsidiary objectives supporting

the larger objective. The identity of these objectives and
: v p— P/P 5"-”'66




)

the broad NSA requiremsnts which thsy engender are presented
in the attached m».

SECTION 2 - STRAYEGIC APPRAISAL OF THE ROLE OF_THE NSA
R‘IPTOm C EFFOHI‘ DURIN(: THE PERIOD UNDER CONSIDERATION -

1. GENSRAL . ‘ |

a. Strategic Appraisal. Any effort to appraise the strategic role of |
the NSk eryptologic effort during the poriod 1960-1965 mist begln with & pro-
jection of current wrjor tremds in :lnt.emt:l.onal relations snd in mi]itary caps-
.bd.].ibios of the U.5. and fore:l.gn nat:l.ona. . _

b. Majer Trend in Internationsl Rslstions. The current mjor trend in
m,omtioml relstions s to talk about pesce and prepare for war; to employ
mu.tary fores for the attainment of limited objectivas but. to eschew nctions
Judzed to Zoad to tot.al war, deepd.te the fact that excuses for larger employment
of militery force eontixm o accumulate. Projection of this trend raises the
proapeo'.. of a ﬁture situation in which the excuse for full scale mplomnt of
nﬂitary force will almys be at hand, and mn scale employment of such force
will etupt on t.he international scene u:lth 1littls or no advanced wa.ming Under
these m‘retmsbances, a major and continui.ng problem facing the various govern- .
ments of the wor;,d will be to _uq_inta:ln, or create, _th_s capability for prior, .
sccurate ;ssossmni.'or the og'caﬁ_on. and Im@_j._tude of any military adventure
b,ya fnmign nation. _ : - | _ : :

¢. Major Trend. in bﬁlitgx_'x Capabilities. The major current trend in
mllitery capabilities is the increasing destructive power which can be brought to
bear upon an opponemt. during the first. hours of conflict. Projection of this trend
leads to the future situation :I.n which tha major nations of th@ world wil'l. have
the. nilitm eapability for almoat complete deatmction of an opponent by a urpriae

attack mounted’ by any one ot smral foreim nat.ions. Undar thesa cire\matances

the concept of defense in gggg_ uil]. have given way to the concept of defonse in
tims, and the problem facing the mi].:l.tary leaders will be o ma:lntain, or create,
the eapabint.y for prior accurate determinstion of the most effective util:uation

of dutructive power against esch potentm mw, and for' comaponding dct.ord.m
tion of the most effective counter-messures agdnst an nttack leunched by cne or more

ii'

of the foreign nations.
2. 'THE COMINT EFFORT. In the future situation just visuslised, the strategic

role of 't.h_e NSA COMINT effort emerges with great clarity: it will play a leading
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role in the U.S. effort to obtain garly warning of threats to the national gecur-

ity and to obtain informstion which will enable employment of the most effective

_ counter-measures, both diplomatic and military, against such threats, The degreec

. of success or .faiiure 6£ the effort will be known only upon the commencemeat of
hostilities. | |

3. THE COMSEC mnm' Under any conditioris', the st_r’ategié role of the NSA |
COMSEC effort will rival the importance of the role of COMINT, in terms of pre-

_ se._rﬁng_ national security. It will be a principsl means of denying access by
foreign nations to cl#eaified infohaétion_ concerning the plan's ax_nd- éapabiiitiés -
.diplbmatie, military, economic - of the U.S. and, indirectly, of its allies
including mtemationai 6rganications in which the U.S. will play a leading role.

As in tho case of the NSA COMINT effort, the COMSEC effort will be a vital factor

in all strategic plamning for national security.

PART B

ASSUMPTTONS ABOUT THE STTUATTON TO EXIST DURING THE PERIOD UNDER CONSIDERATION

1. The mission of NSA will contimme to be %o provide cryptologic support
for activities of the U.S. Governmen_t conc;?ned with the formlation end imple-
mentetion of national poliey. The mission will :Lﬁclude: |

| a. Provision of COMINT information to suthorized consumsr deﬁartmenta
and agencies of the U.S. Government. L
‘b, Provision of COMINT technical support to the Service cryptologic
agencies. _
| ¢. Provision éf GOMSEC devices and supporting material to departments
and 'agencie.s of the U.S. Government ,.ami. to other nations and international orgéni-
gations as authorized by higher authority.
d.. Conduct of research and development activities pertaining to current
or anticipated ez'yp_i'.o_lo'gie. requirements. .
e. Conduct of sncillary activities m support of cryptologic operatié#s.
This will imclude activitles in the fieids of cgnmmicaticns,. personnel, lo_g:lstics R
~ training and security. The operatvicnal pattern teil]!. be predicated 'u_pon ma.zimm
prui_;ieabie decentralination of Category I, and to & more _l.imited extent category
II, COMINT tesks to the Service cryptologic dgencies. The averags cost per unit
owbgut of NSA cryptologic end-products will rise gradually throughout the projection
period. . ' | ' |

Inclosure 3




2. The basic internstionsl politicel eligrments 1 ex‘fect' as of Jouuery 1958

will remein substantislly unchanged ﬂuriné the period, -1t "nevtral bloc" patterns
of sssociation by secondary and tartiary states will ba we signdficant factors .

. in international z'elat.ions.

3. The "cold var”, the condition of entagoniem vharein the instruments of
foreign policy anﬂ international relations ars polit:!.ca.‘!., asonmeic, and

" psychological measures plus the threal of avemhelmins military pover, uﬂl nnt

glve way to tahg!. war, but conditions required lor sbrupt tranaiticn . to totel

var vill be p@esen:t throughout the period.  Sporadic, local "polit_ze actions"

involving the UR mraand.zation un, however, erupt with ldttle advanced warning.
. cone collaboraticn vith pexbor nations of the Br:l.t.:l.sh Comxonweelth

' will continue.

5. Limited CCMINT combu-atzon vith "Third Party” nations wﬂ:. supp:l.e
ment the U.S. - U.K. CONINP effort. _
6. The wistabls situation in the Middle Bast will spur ths development
of cryp‘bolozie efforts by nations in the arca, and thore will ve a daxrge req,utre-.
ment fur CMINT infarmetion sbout fshese countriea.
' 7. Groving Soviet influence and awindling U.S. - British influsnce in
Africa and vestern Asia will result in substartially larger reguirezents for

‘COMINP information about these aress.

8. Orowing Soviet influence in many Latin American céxmtrs.es {16fluence
based upon the m&is:lon of -tnble markets for rav materiais aud a regular
flow of fin.tshecl geods in rafhurn} #ill result in sharply incressed mpcrbance
of I.at:ln American mm tavgets. This will be especiclly true of ccutm'ies
wh:!.ch are locateﬂ in the southern parts of South America and sre thua further
remwed fm the influence of the U.8., but will also epply to the Central
Iuner!.ca.n countries and tbe South Americen countries bordering upon the Caribbean

" Sea.

' 9. The partnarship of the USSR and Commurist, China will be strong aod
eggressive and the Tequirements for COMINT informetion ubout the Fer East,
including _Smtbheaut'hin., a5 well ss for cgamc technical support for frienily-

0-U.8. countries in the ares, will rivel co:reupone;ng requizessuts pertainiog to
| tm“m-i':pea:'--inedi'mﬁ}man avas. The COMINT requimnts pwtam.ng to Chins

T will ve *31)1(11)’ npp:roacm.ng Toe mgn.tt-uue m r.mme. paxuuu.u.l.ug WO LUS dUbh alteu- .

L
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" 10. The strabegic concept of defense in space will be largely eliminsted
by daveloments in nev weapons exd vill be aupplanted by the concept of
@i‘em 1n tim, thus gi.Vinc edded importance to the value of Cﬂﬂlﬂf information
‘aB a potential meens for obtainiug advanced warning of tha hestﬂ.e intent:lons
of foreign nationa, and to cmmc equipnents and proeeﬂu.rea es. a means -for
denying foreign nations advenced warning about U.S. intentions.

11. The involvement of all aspects of national life in any praeparation
for initistion of total var will produce & corresponding growth in require-
ments for COMINY informstion about non-military activities and postures of
f&eisn nations. It could be a serious m.iitah to postpons any phase or
expansion of the COMINT effort ﬁee_ause. of reliance on a sudden expansion

resulting from the outbreak of bostilities.' The optimm condition will be
for the COMINT community to be very close. to wartime rosture, capacity, apd
capability befove the outbreak of hostilities. o |

12, The U.B. will provide COMSEC technical support and training to
friendly nations on an 1nu"l.sas:_tng scale dnri.ngthe period. One effect of
this action vill be to increase the difficulty of woﬂneins.cum infbmntion
nbcut the countries concu'ned. Anothu- eﬁ'cct vill be ths requirewsnt for
“a.substartisl anreaae in the sue and deylnmont of pertinent componerts of
the m COMEEC- m-ganizuuon. _ )

13. The ihdustriel capabilities of the U.S. and Gmmtst :B:I.oc countries
vill be approximatsly equal end ﬂll increasingly constitute thc basis rar
military power. m- wm. require tho U.S. Qovermsent (and hem FEA) to
provide COMSEC support for the communicetions of certain key industries.

‘Ib. The increased cost of the NSA cryptolegie effart will engender acute
problems in cornection with the sllocatian of effort.

15. Ipereased zschenization of COMINT production proeenea will enlarp
mmmﬂlmdwdltabh fumdeﬂmmuuwmmimue
HSA pusonml r-qui.rmntb acemnmn B _

SLOIRP hut:mu; 34' Soviet mplﬁn- eipnnieatiom, ard's -ubs%antm
motth.cmmatmaotmcmnﬁt nations, to major militsry figld
'uammmrwmmummcmmmawmm-
vave trangmissions vhich may rnquently utnm scrnbhr dsvieec for encu:luz-
mnt.
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17. The employmert of "me.skiﬁg" technigues in commwnications handling
(1.e., contimicus 2h-hour cperation by transmitters sending dumy treffic
during all times other than those when bone fide traffic is being passed)

vill be increasing steadily-.

18 Fm'e.sgn countries, end especislly the Communist Bloc cauntr!.es » Will
ha.ve well aeveima capabi.uties for cmmnications-dmung ooerationa.

- 19. Eoiae;-ecmunicat;ons syotems will be in use on a limited scale by
all major powers and scse ﬁ;lhor-pwem.

- 20, UHF and VBF communications, including those depending upon
tropospheric and 1onospheric scatter , Will be superceding HF radio trans-
' misefons for point-to-point cmmicaticns in high latitudes.
a1, Enciphered telephone (mnow) will be in use on & substantlel secale
by all the ms jor pwera. This w:ln mceasitate changes in FSA's requirenents
pertaamng to intercept end trafﬁ.e»hanauns procedures.

‘22, The uss of enciphered faceimile {CIFAX) will be in use ou o substantial
scale by all the major povers, and the jx-oblema counecied with the intereep"ﬁion
and hendling of these communicatiocs will be simlilar to those pertaining to

23.} '.irhe charaeterist:lcs of wave m'cpagation in outer spece vill be of
intarest L ) mA Research and. Development a.ctiv:ltles beceuss of incips.ent
developments relating to commmnications to and frm man-made setellites.

2%. High-ospeed "true" submarinss, supersonic long-range aircraf‘e;, end
long-rangs {including. 1rrher-corrtinental) guided miesilec will Gominste the
tactical concepts of the ti.me, and ISA requirements will reZisct the COMINT
and CQMBEC espects of communications o and fram such vehicles.

25. Improved COMSEC and commnications equipment and techniques in use
by fm'eiga nations will result in increased importanee of. the Special
I&entiﬁeati.on Technigues (Direetion Findzlng, Rad:lo Finggemin‘bing, and lﬁorae
_Oparetor Anal;mas) as the. mans for pbtaixnng Category. I type. mm Anformation.

la6 Subveraive qrganizations in the U.S. will bave mu-developed clangen-
tine rietworks ready to function immediately upon the cutbreak of var, and these
nétwdi‘ks w'-.i,u. be designed to handle a tipe of commnicetions activiiy {agent-
ana-patusan emznicationq) characterized by a mbde of o;peration mhedly

ﬁ l, ’ -.|f

diffevent from mi]itary, diplmb.t:lc , ar cbmilérg::lal emiegtiens. cmm

: infma:tion deﬂve’a’ fi'm analyss‘.s of these. cmunications will: be of vital -
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importance to the preservation of U.S. nstional security, and FSA must be
prepai-ed to undertake a.pp;ropuat'e. COMIRT operations on short notice.
| 27. Weather data for use in planning for total war iovolving the use of
thermonuclear, bacteriological, and ‘chemical weapons as well as guided
missiles will be an important aspect of military information. In this situation,
there will be e continuing requirement for COMIND information about weather
conditions over Commmunist m.oc nations; a continuing reqxnrment far COREEC
protection of information about weather over Western Bloc nations and Alued
nations; ana a correuponding and continuing reguirement for research and
development efforts pertaining to both the CR{INT and CUMSEC aspects of the
weather problem. |
28.. Requﬁrmnfs for CREEEC equipments and techuiques will, 1hc1uﬂe
a. A demand for compatibility with teletype equirment tranm&tt:lng
at speea.e approaching 400 words per minute.
b/ A need for on-line securiiy components for equipments sending
multi-channel. transmissions. | '
29. During the projection period the BESA COMSEC effort will plece special
emphasis on the COMSER aspects of the following probléns:
8, Date link tra.nsmiseimﬁ for:
(i) High-speed IBM accounting information.
{2) Tecticel type information.
. {3) Coutrol information to guided missiles end supersonic aireraft.
(4) XFP, aircraft, and navel veseels.
b. Teletype and facsimile broadcastis including:
| (1) CIPAX and CIPHORY
(2) Television
¢. Carrier techniquegs on coaxisl cable_a and wire lines.
d. Forward-scstter technigues for radio ﬁve propagation in the
VHF spsctrum.
€. Secux'ity ccaponents forr use with autometic switching eguipment.
f. Long “4/1;\11’://(&0&& conmunications.
g Noiee cerrier t'mnanissi@ns,
h. The increased integration of crypto-equipment with coammunications
equipnent,. | |
| i. %he securiiy requirements of the U.S, Civil Defensé Comranicatioas

networks, vith their emphesis on secure voice circuite (cIPEOM)




3 . NSA eommnicatmns #ill be employins Btandax'd 'beletype temi.nal
equ:l.pnent operating at 601100 wvords per minute.

31. RSA comunications employing teletype terminal equipment will be
secured by the use of on-line cryptographic equipment in 95% of the cases ,
and by the use of off-line cryptographic camponents in 5% of the cases.

30, WSA communications will include a emall percentage of special-
pln'pbse cammunications such as facsimile, television, and XBM Card transmissions.

33. Commnications channels will not have incressed materially in mumbei
over those available during the peﬂod FY 195'5-195§ » but the volume of traffic
being handled vill hive grovn substantially, This increased efficiency in
the exploitetion of svailsble channels will be accomplished by means of
improved methods, ine:reased operations per minute, and improved crwhoyaph:.c
devices.

3&.- Submairine casbles 9111 be in use on a substantially greater acale than
Auring the period FY 19530-1955 ; and contemporary emmica.tiona ‘planning will
provide fcr :lnereased utinzation of lum:lne cab:l.es 1n the event o:f var.

35. Gmbined cmm Communication Centers (cmc) u:m. ve operational and. -
will ‘be equipped vith mrbmatic message-routing dmr:lces tln'lrm

' '35.. The GNC'B a.nd the i.uterconnsct:lng commanication channels will sexve
coEr col]action and processing po:lnts : and will also serve all major COMIRT
cansurers in both tb.e Zone of Interior and in the various overseas theaters.

37. Each Fixed Intercept Station participeting in the nstional COMINF
‘effart vill have the capability to forvard rav traffic, es intercepted, to
individual CEQED enalysts loceted at FSA Hesdguarters at Ft. Geovge G. Mesds,

38. Hicrofi.lming or other processes. for eoncnnsation of wriiten msterial
wﬂi"“t’ be employed for rédusing the'size and veight of traffic to be form-aea
vi.a cuurier, a.nn trannit-tme will be reducea. eorresponding]y

39. A secure tehphom emmication system vill interconnect HSA
| Eeaaguartera with its principal consmera Hith:ln the Zore -of Izrhwim-.




