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AP..!"T AIR FORCEr 'riT,ITARY CIJARACTimiSTICS 
'FOR co~.,·m~ICATTONC' s~'~RI'~"' Fi'UIP'"'='-11' 

~.!X'"al ''uestions or +_!.euo.s for !>iscu.ssiop 

l. Does Amy A~ r• Forces plan t.o leave to 1\.rmy Security Agency th.e 

decision as to Wi\.et.har a. device built in rccord.nnce with the nJc•s i:::. to bo 

an integrated or non-integrated eq~nment? 

2. '·any S\Jilgestions v.ill nr{).:abl.y be l!'.&d'd wit., reg~rd to trair.ing 

paricds on all the A~ enuip!"'ent. Under the army enlistnent syste~~~. it is 

necess'!ry th"lt consid£ration be given to the portion of an cmlist"''er:.t period 
. 

given to train.Lng for a job Jtnd certain:b' the AAF sl·ould exnress t"tc.n•nelves-

on this point. T~is training tirr~ snould be minir.un consistent witn other re~uire-

ments. ijowev ~r, whcr., the use of a devlce is 1.ntC'ndarf to be cnch ar- t,o J"Qnuire 

extremely short and Bl.Mple trainJ ng psJ;""lods 11 specific reference t-o ~.h.is N~"~uire­

ment should be given .. "Yith indicatlon of tha prj ori:i:.y or this require•ri>'1t as 

comparod to requirer-entr:1 tor secur:~ty, \"lei~ht, aize 9 speed, etc.. Fe-r :f nstance, , 

with the " ... 209, whera- operators c.re constantly beinl" shot. up, to be :-c-pl.aced by 

Ptere novices, \OJith no training to sneak or, the rf"rutrell"ent tor sil"nle 1"18.intenance 

and operation train1nt, takes precedence over security, as does weight and size. 

tn this respect, t:~e Chief, "'f"Chf'l.ic'!ll Starr (':X~\~-~1) oroposed to z.i\r.o and Resed."~".lh 

and Developr ... nc. I>iv'n~o~ 1n A-wil19l..6 11 that ell future v;c~s be wr~t,en mu.ch 

like a nen·sp.Loer st0l"1:~ vdt.-.'1 ~"1rst t..h1.ngs first. Abbrevi.11t~nns of {ro •·fc•b b~ 

cutting rror; t1e end t.'1en leaves ttlE' est1ential , .. ec.uJ.rerents exprcss<•o. _ n the firs::. 

paraEranh, and a del•naation of th:sa u1 order of d~creasinv, imoort~nr.e as the end 

or the presentatJon ~s e~proachedo 

S~scific ~~Ls~ione or IteMS ror Discussion 
~~~--~-~~~--~-----------------

3. !'aste;• l ncr;rp\,ed TranSI"J r.':lion System. 

a. Present planninp: considers this systcn for uoe only between .1r 
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2.. !:any suggestions will nrobably be mad0 wit!1 regard to traininp, 

periods on· all the AAF enuip:•1ent. Under the anny enlistr~ent system it is 

necess.q,ry th't consideration be given to the portion or an enli~>t~"ler:t period 

given to training for a job :.nd certainly the AAF should express therr.solves 

on this point. This training time should be minir.:ttr1 consistent with other reruire-

ments. Eowev..:r, wher-::! the uRe of a device is intended to be snch EW to require 

extremely short and si~9l~ training periods, Sp€cific reference to this reruire~ 

ment should be given, with indicettion of the prior·lty of this requirer::ent as 

'compared to requirer:ents for security, wci~ht, size, 5peeg, etc. For lnstance, 

with the '·'-209, wh<:ra operators aN constantly hein~ shot up, to be rf?!)laced by 

mere novices, with no training t.o sr>eak of, the rcru1re~ent for sir.mlc maintenance 

and operntJon training takes precedence over security, as does weigl~t and size. 

In this respect, t~e Chief, 'T'echnical Starr ("'nr.:.f.-Pl) 9roposed to Al'l? and Research· 

and Developrr.ent Div~s.!.on in A!lril 1946, that all future ~/C'ls be written much 

like a newspaoer story, with first things first. Abbrevi.<it5 ons of tho ''/C 's by 

cutting fror-L t~w end then leaves tne essential requ:i.rcr:ents exprnssnc ::..n the first. 

parae;rar>h, and a delineation of these in order of decren.sirrr, import•·nce as the end 

of the presentation i~> l:)_nproached., 

.~pacific ~"'ucstions or Ite~1S for Discusdon 

J. ~:aster _; ·ncrypted Transn5_r; sian ::.~ystem. 

a. Present planninp; considers this syster.1 for use only be1~,-;r;en ::n.r 

.. J 



Department and theater headquart.ere. Unless AAF is organized as a separate 

service, a device under Ir-"R II, XI or IX might well fulfill thE~ conte'rlplated re­

quirements of tbe AKI. 
• 

b. Suggest that in paragraph 1 the term "infinite security'' Might be 
I 

replaced by appropriate delineati.6ri of "hi~h securitl"" mlach l~ke the reference in 

m.'R I, Grourd Point-to-Point Section of SIGlRA.. Security •Jiviaion is reluctant 
I 

to consicler security in ter.ma of itltinity. 

I 
I 

"Co In paragnph 2f {lf/C 1 $) suggest "Operate ·'11th standard ~rplicable 

tJpas or signal communications e~uipnent." 

4. Higb-~·edium Echelon Liten.J. Syatemo 

a. Indication here is for n "black box" t,hat can be used \"11-:..h normal 

applicable standard Teletypewrite!" EJauipment. The "black box" should in no 'W8.1' 

••prevent" "deliveey ot standard page or tape copy freer. this equipment, nor hinder 

the operation or the standard eauipment at the spaed ot modem printing telegraphy. 

Since planning for the future incll1Ciea 100-150 speed eoui~ents in ttte teletype 

!'ield~ some "cover" ph."t"aaeoloQ to guarantee thie :;:oa.p1d operation sboul.d be 1n-
t 

eluded. 

bo Reference paragraph 2j (r/C•u)~ Further explaraaticn of ·•nomal 

t.elGtypEn'iriter poNer st::p~lJ" is d~s.lr&blea 

c. Reference para~raph 2f, ("'/C 0s)a It is considered 1ihat ~he direct 

encr,yption or numerals, while itsa1..t feasible, would cause considera!Jta difficul­

ties in the operation of such a d~ice. The f'e.ct thdt transmission ~rs will 

occur in some degree would necess.i.tate the repetition of each numeral in any .> 

reeasage. 1\'hen transmission is by radio, this is almost certain to raault in message 

delays and loss or cha.rmel time. Errore that may occur in sin~Jle cha"t"acters ot 

numerals that are spelled out, howeyar, will not nor"18.lly cause ra~uasts for re-
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peats. .\ repeated numeral actually renuires a second repetition, if t.h3 f'irst 

repatition dif'f'ers fr.~l"' the original tranSmission, in order to 'ieterl'lln~ which 

is correct.' Howeverp tabulcltions cannot be handled by spslled out nu.wars es 

well as by' directly encrypted numerals. 

5. Low l!.chelon Literal System. 

a. Tief'erence parar,rap.'l 2a ('"/C•a). Sur1,p;est substitution o! "Be capable 

ot emergency operation from standard batter.v supoly." 
I 

b. Security or this device should be expressed as 3de"'Uc:Jte in terms o: 

the echelon of use. Policy on this matter should be promulgated and the '•/c•s 

revised ~ AA1 in accordance with the policy if' possible. 

c. Reference paragraph 2g ('VC 1s). See paragraph 4c above. 

d. Reference paragraph 2j (J"/C•s). ~at is meant b7 standard milita27 
,.., 

• power source. 

6.. Airborne Literal Systemo 

a. Paragraph 4a above acplies generally here. 

b. Reference paragraph 2j (!'/C•s) parap-aph 4c above acolie.s. 

c. For reasons unknOVO'l, soccific ~E"r supply references are not madeo 

d. Security should be carsidered on terms of the a~praved policy, as 

&de~Udte for the echelon cnnsiderado 

7 a Special !'ission S=·stem_,_ 

ao Suggest ,rephrasing of ''intinit.e" security. 

L. I~ererence parasraph 2b ("'/C's) recemr"'end subst:1t1on of "caoable of 

Multiple conf'erance operation." 

c. It is understood t'1at oaragraph 2h ('-"/C•s) ftl3ans-thA.t AAF does not 

want ~c be li~ited as to message lengths tor each indicator used • • • • the,y d~ 
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not want to ha'Ye to string out a aeries ot short messa,es to get a predetermined 

mesaase l.cmgth tor sanding with a ,.:lven indicator, nor do the7 'ld.sh to have to 

bNa,k or othersiae curtAil len,gt.he ot •ssapee aent. Uftder one ind!cator. '9ut 
I 

the wording does not claarl.J' COIW8J' this thou..P.ht. 

d. How does "mobile airborne-operation" ditf'er tran Ha1rborne opnration11? 
• 

e. Paragraph 4c abo'Ye apnliea. 

t. Further cnnaideration J!d.ght be F,iven to utilization ot a ca!ll'lOn 

de'ri.ca ror 'r/C• a 5 and 41 '"oecial "~saiaa S7ate."!1 and Airborne Literal S;ystar... It 

this is practicable the adYantagea are obvious. 
I 

s. Aircraft ••nemant Szatem. 

a. Reterenoe paragraph 2d (''/C•a) "Taoe" should be moditied. Is orinted 
\ . 

or punched tape or both 1ntenclad.., 

b. Reference paragraph 2e (!!/Cta) panLgraph 4c above applies. 

c. Reference par8«J"8.ph lc:l ('•·/c •a) what is neant by "NOI'r.IBl Code ROCII!I. 

Pc:raonnel.., Par&R~"&ph 2 above applies. 

d. Further aa:plitic&tion ot paragraph 1 ('-/C 1s) required .. 

9. "'eathar Callectlne smea. 

a. Reterenca paraeraph 1 (••Jc•a) is not weather tratt'lc sent in ,!J! 

Clal!lai t"icationa during war t111le? 

b. Rete:rence para.sraph 2j (••/c•E) 1Yhat are the present and anticipated 

a:lrbome pawer supplies? Voltu:es, etc.? 

c. Specific :reterenca ahould be made to a ren11irer-.mt ... or 1311\181 and 

autCift&tic on-line, and of't-line operation, 

lD" l'edi"~&-!fia;h "F.chelon C1phonz SntM. 

a. Rete:renc:B paragraph 1 (J'/c;•s) How ~lbout. Ton Secret? 

b. Par&grP.JJ1'1 2c (V/C•a) n:1Rhf, be more clearly stated to 1nd.icl)te that 

4 



~55. . 
a., ReteraDCII 3C (•,./C 1 a) Suggest nax:1mun: weiRhta, alsea, etc. be given. 

":bat is, or JDOre app:ropriateb, wbat will be _.11ad.tatlor.a as to weight .ad 

llisse placed on it~~~:~~ to be tranapo:rf,ed bJ "atandare cargo aircratt•? 

U. A.irbome Ciphonl f.rui ::aaAt. . 
a. naterenca parap-aph 2b (1f/C 1a) Since the c~oaraphic eauipaat 

will auppl.J' a .aifPl&]. for l!l0dulat1an onl.7 to the rad).o t.ranllld.tter and ei,nce the 

trallll!dttad aipal. will theret"ore be a cbaracterietic of the radio tranamitter 

and DOt ot the oiph007 converter it :S.a, rather ditficult to •e hem tho cpnvel"ter . 
aq aupply a aipl thatr w.lll hot be urduq atrected b7 at.":lDoph lrica and inter-

' 
terence. 

b. Reference J181"881"&ph 2:1. (''/C•a) VARU•· Does thJ.a Nan standard 

airbome power RpplT/ If' ao, what are atandard airborne oower aunnliee? '"lhat 
I • 

traDd will they take in the fut111'i19 .. 
c. Retera'lee p&rll!J'&ph 2k (''/C•a) 'The a1rtorce eou1."11l0nt would be held 

b;r P'I"CUIId force unit.a with wbiab the Air ~'orce unit wished to COI!IIINil1cat.e. '1'hia . . 
•uiplltlnt. auopliea a eignal tor aaodulatioa 'b7 HF 11ne-ot-a1sht cczmand radio seta, 

• 
wtureaa DOI'IIIBl poound units cannot use HF line-ot-a18ht tranmaai.ona except f'or 

abort d1atancea or to aircratt. Ttierefore the AAF anuirnnnt would 1"0rk 'llith 

identical equipa811t 1stmed to Arl uni:ba that noed :lt. • . 
d. Retarence para,rapb 2p ("/C•a) ••!inimum "las" probabJ.7 would do 

bet.tv than "no l. .. ..a" it _tecihnicai col'rectneea is desired. 

12. H1JilK..U.z Echelon C1tax EnuiJ!!'!G. 

a. Reterenae paragraph 2a und 2f (''/C'a) Tiaeee .ai~ht be stated thueq: 

Not adnrae]7 atrect t. 1e traf'tic hantlling ..aanacitJ, operating 

:rem~, or 1ntellig1bifit7 nomaU,- ltfforded by &ft3' t:ranndattion 

117atem with !"hiah it is used. 
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detilllte. IIOI"I!Sl voice c:l.l"aaits ax be apl1t m.a to 'ba.Ddwidtbe, tJa~ 1s11 bav:lJII 

ludw!dtba ot 1600 CIS mad c:b-ouits ot tbia 'Qpe v1ll DOt pand.t ftl.caildle 'tn.D~ 

llia_.loD. '!his o!laactarlatta m!Pt. j,S"'Uperq• at.B.te det:baitel7 tha pa:ntd.sa:lbl.e 

~ all.oaatiolaa 

Go RefeJ"IIIlC'G pal"8F&pb. 2a fUid 'act (B/Cts) Bare, e.p.!n, the 11blach 'bm:"= 

ldGila :la adftDCfd o !he seCIIII"i Q' aqulpr&eDt aiiGDld 110t1 \1haD 118eci 11'1 th facatw:11e 

GICluipaeat, tbat aaa meat 2o aad 2d (11/c• m), !A 1!.117 ;ay ..p"8fttlt the ta•:lm11e e;u1p.-

. 
a. aateNDce paraan.p!l :?a aa4 2t (11/c•a) aaa pua.graph l2a abofta 

• I 

b. Is tb:ls to be aa •mtapw• or 11blaak bmr' t.7J8 ot equlpaaat' 

e. Rat81'811G9 3b (11/C•s) 'lhere is tbat •~~a'b1le alrbome opan.tiaa 

do SGCIII"l't)' ahould be apreaead ill taNs ot the 11adsquate• polio'a' 

pa~, or at lEst &11 1adaratandiz11 ahoul4 be NLcha4o 
' 
l4a laald it be adv!aa'bla to t17 to atuldaid.i•e 1 the Ol'de1" ot• p'8s81l'tatloD 

t4 tl2e inf'OI'IIItioaliiiOb :lD the •""_. used 1D pNpm-ilac tba two ;nL-e.tta attached 
' 

oa !AB .i aD4 B! Ca cmas1411ftt1oD be pftll at. thlB time to 'ft"itiDg·th.e 1/c•a 
aitb •tirat• 'Ud.Dp f"il-at.t Otw~11 1D sa. rJ/C•a ••1Pt aad a!H &!'e aore 

iEpor'tia.nt t.llaD a~crea or aac:arlv ~ speed ot opamUcm u:d 'Vi~ 't?GI'I!&a CaD 80118 

tilxp1"1188iozl Of thle ftlatiolf ba i.Dcl'Dd.Qd :lJ1 tJo.a f.!/c1af I 

6 

\ 

..... 



e s_4. 
liilllTAitl CUJ\RACTERISTI~ FOO BDm~-=--"'IIGH ECHEL011 CIPHONY SYSTEY 

commt!ER ------

Air Foreaa baa a requirameDt f'or voice sacreCJ eq~ipment tor 

COIII!and BDd conference purposes I1DoDg hi&h a.nd mediuM eaheloDa o 'l'hiea 

equipment \iill be designed to afford secar1 v from eD8Jil7 a.lial.Jsis to Vq.ice 

• wlra and radio COJ!lllUD:lcations or classifications 1Dclud:!Dg SECRM:' aDd TOP 

c-
SECRETo 

2o OPF.RATI<XiAL CHARACTEll.ISTICS 

This aquipueDt shall: 

a o Not adversely' atf'ect the traf'f'ic baadlillg ca.paci tyl) opera ti.rli 
'-

range, or 1ntelligibU1t7 no~ attorded by' &.117 transed.&sion system \71th 

which it is usect..-

bQ Be so constru.ctted that kncJ.:rl.CJdge or the aeneml cryptOosystems 

aflll/or possession or the aqu:lpnent ,vUl DOt cmopromlee the aecuri t;r ot the 

CO'III!IUDica tioDso 

c... Be so constructed so that the specific k:a;y '!1147 be readily 

ehlmgeable by the operat1Dg :perBODnelo 

do ECiit a clear, strident W&l'!lillg to both subscriber o1nd attendant 

~ben transeission 

Bo Be provided with a uiapla cmorgcaey dest..""Uction meunao 

r o Operate successi'ull.v ,dth appropriate types or stapau.rd ... 

ll'.ilita.ry radio sf'ts intended tor voice transmssion and o:lth wire telephone 

eq,uipmllDt }'l.s.vint; e. transrdss1on ba."ld width or at least 3000 01cles per 
I 

second without modification or oithero 

SECRET 
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2~ OP'I·.f~Tior:AL CBARACT"!.RJbTICS (Cont•d) 

lo Be operable troll a s1iaztlard telephone lumds.t it cona1steDt 

~ 

ho Provid8 for multiostll.tion net opel"atiODo 

io Provide for r.nJltl•BUbacrlber operation otf OD8 terminalo 

j., De operable fran a U5/2)0 volt. 50/fiJ cyclo par~er source 8Dd 
\.. 

be proddtld with a sta.Ddahl power plaDt. co.p&ble ol continuous opera.tiono 

ko Be operable .71th correapcmding ~ Gr011Dl !i'orcea equip:aonta 

3o f!IXSIC,Y. CHARAGfiUISTlC§ 

a'll 'i'he CODV81'ter ahall be 11ght11 StUI'ci: 1 CCJ!IIPLCt and ot the 

slmpl.eat possible des1p consistent "lith other reQu1rementsc 

bo The coanrter sb ... U be houaed iD a submersionoproof ca.rrya 

ingoease or eases which are of a surt1c1eutly 1"UJaed ant! weatberoproof oQDco 

atruetion to vitb.s'b.nd noral tasa~e in +J1e fieldo 

Co l'he converter and power source shall be tl"dDSportable iD 4117 1 

ata.Ddard carco ail'crafto 

rlo ,,u ccmponents shall be so coutructed as to be cape.bl9 or 

gperation ud stora.2:e under ~11 clbatic conditions to be encountered in 

the tieldca 

ea 'the converter shall be separabla into CO"lppD('Dts fMlc~ not- to 

euaed a tvro-a&n loodo 

r o It shall bft capabla o:!" beirltl insta.Ue:l by 't'vo meno 

' 
g., "lt sball not require close. control or o.\m'J1ent terapcn·a.ture by 

~ntina J,ersonnolo 

h. It sb&.ll be ca.pabl.e or bein~ :l.nsta.llod and oreratcd in t1DY 

a.'lol ter INita.ble to the iD.cat.allation of comparable COISIWli cations equipmento 
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REF -HGJ£J5-4e 

4o 'J.llAlt•lNG jr~UlftJ:d.rJJ:'rS 

The tr&1DiD3 tor Of13rat1Dg and mainte~WJ~Ce personnel for this 
-

equiJ:IIBilt ehall be the mint1IIWII consistent t1ith cttt>er requirPIIPD.tsr;o 

( 

• 
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e REF SBIISs4s • 
fULITAlt! CHAKAC!ER.lSTlCS FCft AIRBCII.ME CIFIIOIX S!S'rEL1 

CONVER'l'ER _ ....... _ 

Air Forc.es has a J'lequirement for voice secrecy equipment ror uso 

1D ~ e~elons pointote»opoint, o.1roto..a1r, and air ... t,o..ground communicatiaaa 
I 

provid~ security to include the m1nimum elrlssif1cat1on, or C<ld''IDJ::RTlAL 

ud which 1s an il!.tegr&l. part or a:lrcrart cor.m-and commanlcations equipr~eDta 

2o Olf.RA'El<IAL CHARACT£RISTICS 
I 

This equipment shal11 

a a Not adversel;J affect tho traffic liandling CBpac1 ty, operu ting 

ra~e, or intell1g1bU:1t7 normally attorded by .1ny tra.nsr.dssion s:~stem rtith 

eich it is useda 
\ 

' 
llo Be so constructGd that knoulodge o= the senara.l crypto .... systems 

and/or possession of the ec;,111pn .... nt wUl not conpror.aise the seCQ.rlty or ~ 

communicat1onsc: 

Ca Be so canstructad so that the specific key ~y be r~adil1 

ahan€,re&ble by the oper~:~ting pcu-somolo 

d a Be an intcgr .~ol part of &.:lrel'Ui't oor'r.I6:.M r..t.d:io equipMtmto 
I 

' I 

eo Be operable Cro~ a standard micropboneo 

to Provide f"or mult1DBta1iio.'l oporationo 

g" Se operabl'! from sts.nda.rd pa•1or available in nilita.I""J aircr11!'to 

ho NCJt rettuire oonstt1Dt control of s;,rnchronizationo:: 
( . 

1.. :le operable ';:itb Air Forces equipment ;;hen held by GrO"..md roreest 

, j 0 Be usable :'or point ... to.poin1, lO'.v echelon voice trufticc 

,. 
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. .. ' e: • 2., OPF.RATIONAL CJIARACPRlS'riCS {COD.t!!d) . -
la Require thm.t theN shall be no lag betw~n tba time ot 

reception and the ti.~~e or tn.nsl'liss1ona ' 

llo Be provided with a Bir.l.,la emergency dutruct1cm meSDSo 

3., l_RYSICAL CHAt'lACURISTICl 

ao The equipaeat ahtlU be capable or beia: iDatalled in l11.f1 

military aircrai'tn 

bq The equipmont shall be capable or be1Dg operated and stored 

under aU olima tlc condi ticma to be en.ccnmtered 1D the tieldo 
Jfl 

Ca The weight or cryptou.apbic elel!lflnt should not exceed 15 

4o TRAINPIG RIHUIR?J!E!l'S 

'1'he tN1ning for operatiDg and :aintenance personnel for this 

equipment shall be the minirmm consistent vrith other re~uiremmtsa 

\ 

.. 
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