LIST OF ~UTSTIONS RELATIVE T
AR'Y AIR FORCE®™ “ITITARY CHARACT=RISTICS
FOR CO*™URICATTIONT STCURITY ENUIP'™NT

General ~“uestions or Items for Discussion

1. Does Amy Alr Forces plan to leave to amy Security Agency the
decision as to whether a device buiit in rccordance with the ™/Cts iz to ba
an integrated or non-i ntgra‘ted equinment?

2. 'any suggestions will oro:ably be made with regard to trairing
paricds on all the AAF ecuiprent. Under the army enlistment system it is
necessary that consideration be given to the portion of &an enlistmert period
given to training fc;r a Job and certainly the AAF should exuress thcmselves
on this peint. Thils training time snould be minirum consistent witn other reruire-
ments. Howev:r, wherz the use of a device is intcnded to be such ar 4o recuire
extremely short and simple training psriods, specific refsrence vo {his recuire-
ment should be given, with indication of the priority of this requirevemt as
eompared to requirerentz for seeux:.‘.ty, weight, size, speed, ete, For instance,
with the V=209, whers operators «re constantly being shof up, to be rcplaced by
mere novices, with ne ¢raining to sneak of, the reruirerent for simnle maintenance
and cperation tralnming takes precedence ;wer security, as does weight and sisze.
In tkls respect, tae Chief, ™echnical Staff (*(1°=Rl) oroposed to :A" and Research
and Developr«nc Div'szor in anril 1925, that a1l future ¥/C's be wr .. en much
1like a newspaper story, witn first things f:lrst. Abbreviations of iro */Cfe Ly
cutting from t1e end t'ien leaves tae essential ~esuirerents expressco .n the firsd
parapgrann, and a del:-neztion of those in order of decreasing imoorteace as the end
of the presentation is znproached,

Speelfic "uegcione or Itema for Discussion

3. laster .nerypled Transmission System,

a. Present planning coneiders this systen for use only betwsen ar
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2. !‘any suggestions will orobably be made with regard to training
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periods on all the AAF eouipment. Under the army enlistrent system it is
necessafy thst consideration be given to the portion of an enlistment ﬁeriod

given to training for a job and certainly the AAF should express themselves

on this point. This training time should be minirum consistent with other recuire-
ments., Howev.r, wherz the use of Q device is intended to}be sueh as to require
extremely short and simple training periods, specific'reference to this recuire-
ment should be given, with indication of the griority of this requiremeﬁt as
‘compared to requirerents for sescurity, weight, size, sneed, etc, For instance,
with the =209, wher= operators are constantliy be*nw shot up, to be renlaced by
mere novices, with no training to sneak of, the recuirement for simple maintenance
and operation training takes precedence over security, as doés welght and sizé.

In £his respect, tae Chief, mechnical Staff ("D0AS-R1) nropoesed to AAF and Research
and Developrent Division in Anril 1946, that all future K/C*s‘be written much

like a newspioer story, witn first things first., Abbreviations of the */C's by
cutting from the end then leaves tae esseﬁtial reoquirerents expressal in the first
paragrann, and a delineation of these in order of decreasing importince as the end
of the presentation is anproached,

Specific "uestions or Items for Discussion

3. Yaster incrypted Transmission Systen,

a. Present planning considers this system for use oniy between ar
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Department and theater headnuarters. Unless AAF is organized as s ssparate
service, a device under B'R II, XI or IX might well fulfill the contemplated ra-
aquirements of the AAF, .

b. Suggest that in paragraph 1 the term ":I.nfin?.te security” might be
replaced by appropriate delineation of "high security” mhch like the reference in
BRI, Ground Point-to-Point Section of SIDIRA. Security “ivieion is reluctant
to consider security in terms of ihfinity. |

‘¢ In paragraph 2f (1/C's) suggest "Operate vith standard applicable
types of signal communications eoulpnent.™ .

4, High-’edium Echelon Literzl System,

. a. Indicatlon here is for 2 "black box" that can be used wilh normal
applicable standard Teletypewriter @ouipment. The "black box" should in no way
“prevent" “delivery of standard page or tape copy from this equipment, nor hinder
the operation of the standard ecuipment at the spsed of modern printing telegraphy.
Since plamning for the future includes 100-150 speed ecuipments in tae teletyps
field, soms "cover" phraseology to guarantee this rapid operatlion should be in-
cluded,

b. Referen¢s paragreph 23 (i"7/C's), Further éxplanstion of "normal .
Leletypewriter poser supply" is dssirsbls.

c. Reference paragraph 2f, (*/C's). It is considered that lhe direct
eneryption of numerals, while itsslf feasibls, would cause considerabie difficul-
ties in the operation of such a device. The fact that transmission =rrors will
OGCI;I' in some degree would mcesait‘aﬁe the repetition of each numeral in any J
message. Yhen transmission is by radio, this is almost certain to ra2sult in messasge
delays and loss of channel time. Errors that may occur in sinsle charvacters of

numerals that are spelled out, howevar, will noct normally cause recuasts for re-
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peats. 1 repeated numeral actually remulres a second repstition, if tha first
repetition differs fror the original tranémission, in order to determine which
is correct. However, {abulations cannot be handled by spzlled out numders es
well as by directly encrypted numerals,

5. Low lLchelon Literal System. ) '
a. FReference paragraph 2z (v/C's). Susgest substitution o? "Be capable
of emergency operation from standard battery supoly.”
b. Security of this device should be expressed as ade~uste in terms of
the echelon of use. Policy on this matter should be promulgated and the */C's

revised hy AAF in accordance with the policy if possible.

¢. Reference paragraph 2g ("/C's). See paragraph 4e above,
d. Reference paragraph 23 (}'/C's). %hat is meant by standard military
. power sourcs?
6. Alrborne Litersl Systenm.
8. Paragraph La above applies generally here,
b, Reference paragraph 2j ('/C's) paragraph ke above apolies,
c. For reasons unknown, sovecific power supply references ave not made,
d. Security should be corsidered on terms of the anproved policy, as
adecuate for the schelon considerad.

7. Special !‘ission Srstem,

a. Suggest rophrasing of "infinite" security.

L. leference paragraph 2b (*'/C's) reccmrmend substation of “cavable of
multiple conference operation,"

c. It is understood tYet varagraph 2h (v/C's) msans-that AAF does not

want tc be linited as to message lengths for each indicator used . . . . they do

, 3

ST




not want to have to string out a series of short messares to get a predetermined
message length for sending with a siven indicator, nor do they wish to have to
break or otherwise curtail lengths of messapes sent under one indicator. But
the wording does not clearly. convey this thought.

d. How does "mobile airborne-opsration” differ from "airborne operation'?

e. Paragraph 4c above apnlies.

f. Further consideration might be given to utiligzation of a common
device for ¥/C's 5 and 4, “nacial ission System and Airborne Litersl .S;.vstem. If
this is practicable t.h‘e advantages are obvious.

8. Alrcraft ’ovement System.

8. Reference paragraph 2d (*/Cts) "Tane" should be modified. Iz printed
or punched tape or both intended?

b. Reference pauragraph 2e (¥/C's) paragraph 4c above applies,

¢. Reference parsgraph 3d (*°/C's) what is neant by "Normel Code Room
Persomel® Paragraph 2 above anplies,

d, Further arplificstion of paragraph 1 (/C's) reauired.

9. _eather Collecting Systenm,
a. Reference paragraph 1 (*/C's) is not weather traffic sent in all
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classifications during war time?
b. Reference paragraph 2j (*/Cts) What are the present and anticipated

airborne power supplies? Voltages, ctc.?

¢. Specific reference should be made to a remiireront “or manual and
automatic on-line, and off-line operation. ‘
10. Medium-High Fchelon Ciphony System.
a. Reference paragraph 1 (1'/G's) How about Ton Secret?
b. Paragrap: 2¢ (¥/C's) might be more clearly stated to indicate that




o, Reference 3¢ (“/C's) Suggest maximum weights, sizes, etc. be ziven.

“hat is, or more appropriately, what will be the limitatlons as to weight .and

slze placed on items to be transported by "stantiard cargo aireraft"?

1. Alirborne Ciphony Lruipmeht.

a. Reference paragraph 2b (4/C's) Since the eryptographic eouiprent
will supply a signal for modulation only to the radio tranemitter and since the
transmitted signal will therefore be a characteristic of the radio transmitter
and not of the ciphony eomert.;r it is, rather difficult to sse ho'.xl the converter
may supply a signel that will not. be unduly affected by atmosph:ries and inter-
ference.

b. Reference paragraph 21 (/C's) Vegue. Dos=s this mean standard
airborne power suppl_y‘.’ If so, what are standard airborne vower sunnliea? “hat
trend will they take in the future? .

¢. Reference paragraph 2k ("/C's) 'The sirforce eoui-ment would be held
by erround force .units with which the Alr 7orce unit wished to communicste. This
sruipment suoplies a signal for modulation by HF line-of-sight command radio sets,
whireas normal ground units cannot use HF line-of-sight tranamissions except for
short distances or to aircraft. Therefore the AAF €ouirnment would vork with
identical equivment issued to AGF units that noed it.

d. Reference paragraph 2p (/Ct's) ""finimm "lag" probably would do
better than "no l-g" if*teéhn!.eai correctness ie desired.

12, High-Yediun Echelon Cifsx Eoulpment.

a, Reference paragraph 2a und 2f (**/C's) Tuese night be stated thusly:
Not adversely affect tie traffic handling canacity, c;psratim
range, or 1nte111g1b1?.ity normally afforded by any transmission

" system with wiich it is used,
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frequsncy allooation,

¢, Roferencc paregraph 20 and 24 (B/C's) Here, egain, the hlack boz®
idos is advanced, The security equipment showld not, when used with facaimils
oquipment, that can meot 2¢ and 2d (M/C'z), in ewy way.prevent the fassimile equip-
ment Srom deing this, Perhape & rewording is in order, )

REEFT
Yo Rsfax‘e peragrapk 2§ (

definite. Hormal voice circuits may be split as to bandwidihs, that is, baving
bendwidths of 1600 CFS omd circuits of this type will not pormit focsimile ivens-
mission, This charectsristic might properly stete definjtely the permissibile
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13. Alrtorpge apd Xow Echielon Cifax Syeteg.

a, Reference yaragragh 2a and 2f (M/C's) ses paregraph 12: above.
b, Is this to bs &s "integrated® or "black box" typs of aquipment?
c. Referemco 3b (B/C's) Thers is that "mobile airborms opsration

againkl

of the mromthnmllmthembruaodinmparhg the two red=efte atiached
as TAB 4 and B? canmamuuonb;gamattmumtomung-mau/c-s
#ith "firsi" things first? Obviocusly, in some M/C's weight and 3se are more
important then 4. gree of security or spead of operation ard vice veree.
expression of this relatior bs imcluded in the {/C's?

2 Incls
1, ¥%/C's for Mediun-H

Echelon Ciphony Sysié‘;n (TAB A)
2. Bftia for Airborne Ciphony

szatan (TAB B)

d. Socurity should bs axpressed in tarms of tho "adequate® policy
paper; or at least an understanding ehould be «.ched.
4. Fould it be advisable %o try to standardise, the order of prosentation

nf' is not sufficiextly
1
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KILITARY CHARACTERISTICS FOR MEDIUM-HIGH ECHELOH CIPHONY SYSTEHM

1

CONVERTER

Alr Fo;ees has a requirsment for voice secrecy equipment for
command and conference purposes among high and medium echelons, This
equipmsnt will be designed to afford security from ememy aralysis to voico

" wire and radio commmnications of classificitions including SECRFP and TOP
SECRET, - ‘ ,
2, OPERATIONAL CHARACTERISTICS

This egquipnent shall:

2, Not adversely affect the traffic handling capacity, operating
rangs, or intelligibility normally afforded by any transmission system with
which it is used. .

' b, Bé so construceted that Inoglodge of the generel crypto-systems
and/or possesgion of the aegquipment vill not compromise the security of the

4 »

conmunications.

¢- Be so comstructed so that the specific key may be readily
changeabls by the operating rersomnel,
' d, Emit a clear, strident warning to both ubs-cr:lber and attendant
when transmission in the clear is occ{:rringa

" 8. Be provided with a timple emergency destruction means,

fo Operate successfully with appropriate types of stagnnrd
nilitary redio sets intended for voice transmission and with wire telephone
equipmont hgving & transmission band width of at least 3000 cycles per
second ';lithout mnodification of either,

SEGRET




2, OPLRATICRAL CHARACT:RISTICS (Cont!d)
g. Be operable from & stundard telephone handset if consistent

with other characteristics,

h, Provide for multiestation net operation.

i. Provide [or multi-subsecriber operation off one terminal.

Jo Be operable Pfrom a 115/230 volt 50/60 cycle pover source and
be provided with a standard power plant capable o contimuous operation,

¥. Be operablz 7ith corresponding Army Grouml Forces equipnent,

3o SICAL C RISTIC

a, The converter shall be light, sturdy, compact and of the
sinmplest possible design consistent with other requirements.

b, The converter sh.ll be housed in a submersioneproof carry-
ingeocase or eases which are of a sufficlently ruzged and weathersproof cone
struction to withstund normal usaze in the fisld,

c. The converter and power source shall be tramsportable in any '
standayrd carge aircraft,

d, all componsnts shall be so constructed as to be capeble of
oparation and storage uvmder all climatic conditions to be encountered in
the field,

8o 'rh; cenverter shall be separabls into conponents anch not to
sxceod & twoe-mun load. s

fo It shall be capable o being installed by tvo men,

€« "It shall not require close control of ambient termporature by
operating personnsl,

he It shsll be capable of beinz inatalled and oparated in any
shelter suitable to the installation of comparable commnications equipment,

2
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' 4{\- mg.mg UL F"]ITS
The training for ororating and maintenunce personnel for ihis

equipment shall be the minimum consistent with other requn:mentso




' HILITARZ CHARACTERISTICS FOR AIRBCORNE GIPHONY SYSTEM

COHVERTER :

1, GEMERAL REJUIRERENTS -
Alr Forces has a reguirement for voice secrecy egquipment for use
in Jow echelons pointeto-point, airoto-alr, and air-to-ground communications
providing security to include the minimum élnss:l.f.teat.ion\ of CONFIDCRTIAL
and vhich is an integral part of aireraft command communications equipment,

2, CHARACTERISTICS ,

This equipment shall:
2, HNot adversely affect tho traffic Yandling capacity, operating

range, or inteliipibility normally afforded by eny transmission s stem with

which it is used,

AN
p b, Be B0 constructed that knowledge o” the general crypto-systems

andfor possession of the equipment will mot conmpromise the security of the

commmnications.
c. Be so constructed so that the specific key may be readily

-

changeable by ithe operating personnel,.

d. Be an integr.-xllpart of eircrult cormena radio equipment,
8, Be opecrable fro'; a standfard microphone,
f. PFrovide for multiestation oparation,
go Ye operable from stonderd povor available in nilitary aireraft.
ho Not reguire constant control of synchronization.
i. 3Je o'parabie mith Air Forces equipment “zhen held by Ground Torees.

., Jo BEe usable Jor pointetoepoint low echelon volee trdfflc, '

k., Bes capable of hardling highly stereotyposd airetocair and aire

to=grount volce weather nessages.
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2, OPERATIGNAL CHARACTERISTICS {Comttd)

l. Require thut there shall be no lag between the time of
reception and the time of transmission, - -
m, He provided with a sim.le emergency destruction means,
3, B CAL CHARAC TICS
&, The equipment shall be capable of beinz imstalled in any
military aircraft,
b, The eguipmont shall be capable of being operated and stored

under all climatic conditisns to be encountered in the field.
. o
¢. The weight of cryptographic element should not exceed 15

pounds,, .
. 4o TRAINING REJUIREMENTS

: The training for operating and maintenance personnel for this

equipment shall be the minirum consistent with other reguirenen‘bsg




