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h & Atjached is a oopy of a interrogation report on Pow Enrique.
\J TRMP ¥ho perked at OKN & SKL III, 1943 ~ 194k, thersafter serving
Groups NERVI and SAN REMO as assistant oryptographer .

Itoms of partioular interest are i

8 9 = 19, Details of oryptanalytic work on British Naval Gode e
%ﬂ) (Braun - Auxiliary Vessels). .

"praffic became unreadsble on 18t January 1944 and continued -
0 be so" = page 10,

*"Hr . r 20.-«. '
\\. 24§08 £V

() Neval Gipher No; 3 (Frankfurt). = No sucoess after - /
February 19h3.

(b) 10X0 and COFOX. ~ Traffic read until the end.
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Copy No:

FIRST DETAILED INIERROGATION REFORT ON
IBE Enpiquo,

Neme ¢t TEMP Enmxrilque.

Rank ¢ Matrose (Civilian in equivalent rank).

Unit ¢ "B" GRUPPE SAN REMO (German Navy),.

Function : Asst grephar & translator, later WI Mechanic.
P,P. Noo s 02516 (?§

Gaptured ¢ 10 May 45, GENOA.

Secret No : M5/611

Interrogated CSDIO/CMF 1 = 12 Jun 45,

NDE

g
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1. FPREAMBIE

W 1s a fairly brisht yourg man of 26 of mixed Geman and Spanish origin.
He claims t0 be a Spanish subject. His story is an unmusuel ore, ard his manrer
does not inspire confidence; at the same time there seems to be no obvious reason
vhy he should want to mislead, umless hs hopes to be remiriated to SELIN, thercby
avolding interrmert, He talks {resly, almost too willingly. Technical informntion
is believed to be fairly sounl, in spite of the fact that PW is not a oryptographer.
PW speaks Erglish, Germen, Spenish, Fremch and a little Italian.

Reliability: Fair. (Interrogated by A.G.Bs).
2, HISTORY AMD MOVEMENTS

29 Lug 1918 : Born in BsROEIONL as the son (posthumously) of a Spoanmish fether,
Guillermo TEMP, and of a German mother Maria nee KUNZ, His
mother remerried, in 1927, a German teacher, SCHAE"FER, who owned
a private school in BARCELON:, (SCHAE'FER, born in 1900, served
as a naval cadet in the first Vorld War and Joined the German
Navy again during the present war, He cames of nawval stock, owo
of his ungles beins en almirel).

1933 - 38 $ Visited German High School at CALLE MOYA L, BaROELONA.

Jul - Aug 39 : Went to BERLIN to learn pharmacy. Apprenticed to Messrs BIEDELE
HAHN,

Summer 41 : Started work at Reichsvereinigunys Chemische FASERN,

Mar 43 : Oalled up t0 German Kavy, anl on account of his knowledge of
Erglish, pasted to Cryptogmphic Service. (CEM SKL CHEF MNDIIT).

wpe « U3 s Started work after a f~rinightt!s course.

Dee 44 : Transferred for reasoms of hedlth to ITALY, and posted first to

YBY Gruppe NERVI, later to "B" Gruppe SAN REMO,
25 Apr 45 $ "B Gruppe" 84N REMO left for GENOA, bub was stopped by & Partisan
road block at COGOLETO. PW intervened aml orpaniszed the bloalless
surrenler of the pgroup, consisting of an offr and 40 ORs. Remained
with Partisans.
10 Mey 45 : Reparted to British Fewv=l Officer at GENQL, anl taken into oustaly
two days later.
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Ao GERMAN MVY HICH COMMAND- N.VAL WaR DIRECTOR:TES.
OEERKQUMANDO DER IG.RINE~ SEEKRIECGLELTUNGEN ~ herecfter referred £o as
i SKle

B krew of the existemse of famx Nawal Var Directarates (SEEKRIEG-
LEITUMGEN = SKJ) nuibered 1 to 4, which he described as the "tactical commands!
of the Germen Navy High Cobwond (ORKM)e SKL b - known as 4. SKL after 1 My 44 -
controllel the four HQs or bureaux dealing with the Nrval Sigs SerWice (IL.RINE
NAGHRICHTEN DIENST = MND) - see B« below.

Be HQs NAV/L SIGS SERVICE (CHEF MARINE NAGHRICHTEN DIENST = Chef 10D).

Until 1 Moy 44 there were four HQs of the Germon Naval Sigs Service
vw/c SKL 4» These were called Chef MND I = IV, their full address alwmys beirng
preceeded by reference to High Command amd Directorate, for instance OKM SKL Chef
MD IVe

Chef MND I &g dealt with Geman Novy Signals System and arn codes
" % II ) and ciphers.

Chef MND III dealt with Intercept incl. DF ami Grypto},mpkw ("FUNK
AUFKL.ERUNG" or "BREOBACHTUNGSDIENSIY = "B" DIDNST ani
ENTZIFFERUNG = EZ).

Chef MND IV deelt wath Rediolooation anl Defence agaimst Redio-
locotion ("FUNK MESS" i,e, "ORTUNGSWESEN uni ASDIC
»BUER usw").

Efter 1 Moy 4l these HQs were kmown es 4 S8KL I - IV, all under 4. SKL.

Ceo % SKL ITI (Formerly CKM SKL CHEF MND IIT)

This HQ, till 1 Moy 44 Chef MMND III, when its organisetion wns the
same, is best desoribed under 1ts respectave functions of Cryptography, and
Intercept enilf, It may be assumed that on the advice of the Refernte dealing
with cryptogrophy the HY controlled the imtexcept amdl cryptographic wark (low-
srode only) carried out by the Naval DF and Intercept wnits. It 1s not certain
vhether the HQ also controlled Adnin and techmccl matters an these units.

I, Qryptopraphio Service (RERLIN)

, PW does not knov hov the Bwluation Dept (AUSWERTUNG) fitted imto the
organisation. For purposes of cryptozrephy wark was orgpnised into two "Generel
Roferate" aml a muber of “Referate", Secs and Groups.

(a) "Genernl Refernte"

These were two in mmber, one called General Refewst "F" dealing with
ROYAL NivY treffic anl RUSSIAN NiVY, ardl the other Gensral Referat "?" an "AMERIK.
Lbteilung", dealing with US NAVY, Ls PV Joined the arganization in Mar 43 he did
not knor hor work was subdivided amorg Refexmte ~ gemerel and ardinexy - in the
days when the French, Italian, Jugoslav and Greek navies etc hac to he watched on
the aire. PW only knew the orgamisation of Generel Referet "F'. This wes sub-
divided in sevaral Referate anl smaller secs or groups, socarding to countries,
type of treffic, tasks enl geograrthical subdivision of enemy wireless networks.
Sea (b) anl (o) belows

(b) The Refermte of Generel. Reforat "B

. There werc some five Referate in all, which had both & name and &
COVer=nameo.
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Warked on ngl Grede R,Ns codes.
Worked on R.N. sduxiliary Vessels code
in ugse in HOME W.TERS and ATLANTIC es
far South as FREETOWN (recipher chonring
twice monthly).
Worked on ReNe Auxiliary Vessels code
1n use in MEDITERRAIELN and INDIAN
OCEEN (recipher oharging three tums a
month) .

? Referat No detarls lmown.

? Referat Worked on Russian Neval treffice

¥n Referat - Work included that on Navel Attechs!
(after Dec 43) traffic {see further (c) below).

One Reférat dealt with SWEDISH Naval traffio.

(o) The Secs and/or Grougs of Gememl Reforet "R

These were smoller muiclel in General Referet "F" fomel edfher ad-hoo
anl disbamléd when work was emled, or permanent sub-divisions of Gensrel Referat
"F ghose functions were not large encurh to warrant the formtion of a Refermt.
(NOTE: for the purpose of this repart a Sec will be the name given to the former
type ofnucleus, aml a Group that given to the latter type)s The groups were
eather run as separate mclex of 4 SKL ITI, or worked as specinlised subordimte
units of various Referate, I remembered:~

famed after the sinking of the BISMLRK, and only existed for
about & fortnight.

no details knovn.
Worked from sbout 42 to 4k, on Neval Attache's traffioc.
Grous

FRITZ OTT0 (Fo) formed ebout end 43« Worked for Fn Referat (MUENGEEN
BRAUN) on differencing.

FRITZ MiX (Pm) formed before 43. In Dec 43 took over the STETTIN,
HaMBURG and BREMEN Seos, anl became Fm Referat.

FRITZ Qwtsch (¥) dealt wath Oxypto work at the laval Msin DP Stns (see
II. be bolow)s Warked on tacticel codes such as "LOXO",

K" Gruppe warked for Fu Referats No detalls knowmn.

"ROLL" Gruppe : dealt with "rolling" for all Referate anl Secs ani/or
Groups warking on recipher breaking.

NO'B: The HOLLERITH Abteilung which may ar mey not have been part of the orgn was
available for special work.

(a) Persommel

A staff of about 700 to 800 oivilians andl Naval (incl Ammy ard GuF trans-
ferred to Navy) persomnel, mle and female, worked at the HQ anl in Cxypto ani
Evaluation, Treining was given to ALL personnel in offices by means of a 1k
days course explaiming generally the type, purpcse and methods of the work.
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Oryptogrephers attenied the same special course which also lasted two weeks. IV
stated thet after 43 the OKM was comstantly short of English speeking personnel.
He also stated that he had been offered facilities to became an expert in orypto-
graphy, but that he had deolined 1te ("I folt that through my work I might do
herm to & mation whose enemy I - a Spaniard(l) - am XOT"), CAs only got special
trg by working - wnoffioially - wnder an 1i/o watea (WAGHLEITER) end trying to
improve their knowledge. NO specinl course was held as in ORKH.

The staff warked in shifts oalled watches (WAGHEN) under an i/c watoch,
(W..GILEITER) uswally & FO specialized GA, Each watoh corsisted of approx 10 peopls:
1~ 2 Ois anl 8 statisticians and translators. Rotataon of watches proseeded as
follows:

on 3 days from 0800 to 1600 hrs.
"o " n 1500 1] 25m ]
T w " n 2300 " osm n
one day, of f duty
two days of "extre watoh" (FLUSWACHE) from 0900 to 1500 hrs,
then as fram the begiming again,

Seocurity regs were stricte The of fi012]l secrets act or regs were read
out to persomnel every month.

Office equimmert was socarce, emonomy being the mottoe Clerks had to
buy their own indla rubbers outside and even getting a pencil was & task of same
d:.ff:l.culw.

1T, Nawal DF ard Intercept Service

There were three types of station set up for DF ard Intercept, knowmn
generically as "B" - STELLEN, or , from a oryptographic point of view, AUSSENSTELLEN.
Though the min work of most of the stations consisted of intercept of WI aml RT
traffio, they were all referred to as DF (PEIL) Stations, i.es Nawel DF HQs
(MARINE PEIL  BTEILUNGEN = M P Lbt), Navel Main DF Stations (M.RINE PEIL HAUPT-
STELLEN = MPHS), armd Naval DF Sub-stations (MARINE PEIL NEBENSTELLEN = MPNS).

The re wore also smll dets called "B" - GRUPPEN,

Traffic intercepted of ROTAL NuVY, US NAVY, RUSSIAN & SWEDISH NavIES ,
was sent in part by TP to 4 SKL IXI, SLpprox 2,000 messazes a day were received
in BERLIN from the Aussenstellens ( Details semt by TP were ‘the heading or preambls,
anl the first five anl last five groups of all messagen).

(2) Naval DF HQs (MP Abt)

These were the largest fixed stase Acocording to PW there were two in
existence, one (MP Abt DEUTSCHE BUGHT) at WIIHEIMSHAVEN/SENGVAARDEN, the other
(MP bt FLANDERYN) at BRUGES (till mid-summer 44), They appear 10 have been formed
during the war (FL.NDERN for oertein) or in any cese raised to the status of HQs
(ABTEILUNGEN) . They came directly under 4 SKL III far operstional control at least.

Their work was meanly intercept. Gis were attaohed far dealing with
lov pgrade traffics In addition MP Abt FIANDERN treined, equipped aml posbed U-Boat
DF and RT Intercept opsrators (see pore 8 and App "E").

Both MP Lbteilurgen conmtrolled a mmber of Neval DF Sub-stations (MiNS)e
Bee ymier (o) belows

Each MP Abt had the following persomels-

aprrox 25 sets (zores = BEREICHE) with 100 WI operators.
" 20 statisticians/dlerks

" 10 oryptogrephers
" 10 arderly romm end IT persannel
n

30 guard personrel
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(b) Naval Main DF Stations (MPHS)

There was & stbstantizl mule r of these, some of vhidh Iad been in
existence since befare the war, viz, MHIS AHI.BM{, LANGENARGEN and SQESTe For
other locations see pare L.

They dealt mainly with Intercept, eni ceme under 4 SKL IIX for oper-
atiorel control at lsaste They themselves controlled the work of the smll dets
("B" - GRUFPPEN), ani of some of the MPHS,

Personnel of each MEIS was as follows:=

approx 15 sets (zones=BEREICHE) with 60 WI' operetors.
" 10 statisticians/clerks.
" 5 crypbtogrephers.
5 arderly roam and IT personrel.
" 20 gward personmsl.

(o) Navel DF Sub-stations (MPNS)

These, (for Looations see pare 4) concentrated chiefly om DF, though
some Intercept work was done. They confined themselves to lower gmde traffic.
They came urder either an MP Lb% or ean MHIS. Thus, all MPNS in NRWAY and the
BALTIC area as far West as BORKUM were unier MP Abt DEUFSCHE BUCHT, those in
HOLLAND, BEIGIUM end NORTH FRANCE under MP Abt FLANDERN,

They fomed o netwark ocalled the "DF-network" (PEILNZTZ), which
however did NOT cooperate with the other services (ak, GLP eto), for mttors rel-
ating to A4 defence, Coostal defence, bambing of comnvoys, etc. Stas used GuF
IT for the purpase of intercorme. E.ge If "ANSATZ Quatach" was called over the
telaphone, this meant that a bearing Iad been chtained on a unit sigmlling in 7T
on 124.5 n (Far RT the call was "ANSLTZ Quatsch - Fonle"). (Convgy escorts
frequency, see also Apperdix "G" para C.). The matter was reported to MP Lbt
FLLNDERN and cuts and locatiors obtaimed reparted to BERLIN, PW 4id not know how
results were evaluated (? U-boats etcs).

Each MPNS had as persomel:-

approx 5 sets (zones=BEREICHE) with 20 WP operantors.
L DF opertors
2 arderly room am II personnal.
Guexrds supplied by other Mavy unita.

(a@) "B" - Gruppen

These were smnll intercept grours or dets placed in points of tactioal
importancd, Sometimes in addition to being u/o of an MPHS they were at the same
time u/c of a loo:l formation as well, e.ge "B" Gruppe NERVI was u/o 7 Securlity
Divy but also unler MFHS KLRERSEE,

In ITLIY at various times there were "B" Gruppen at RQME, VENICE, TREIESTE,
NERVI, SAN REMO eyl BADUL.

Persomnel varied from Group to Graip. Thus NERVI hed 1 officer, 2
Punlmeister, 6 NCOs, and 6 men, whereas SAN REMO had 1 officer axd 40 (Rs,

For details of work of "B" = Gruppen NERVI axi SAN REMO see pare 9.
NOrEg The fallowiny disgrem illus tretes the operetiorel chain of coammnd for
the DF anl Intercept service:-

(see over)
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L SfL 111

i 1
MP Abt DEUTSCHE BUCHT MP ibt FLANDERN

MENS in NQRWAY enl BALTIO MPNS in BOLILND,
ares as far West as RORKUM BHELGIUM & N,FRANCE

Other LZPNS VB" Gruppen

ho LOQLTIONS
NOTE: (Inf contnined in sub-pares C = G should be taken with sane reserve).

Ao ORM Ohef MND III t fran beg war In OKM bldgs 72-76, TIRPITZ
(Remamed 1 Moy L4 - L SKL III) to 22/23 Nov 43) UFER, BERLIN, W.35., exoept
General Refermt "?" (4merila
Lbtealung) in the KUNSTSEIDE

HAUSy 4, MESSDAMM, BERLIN-
CHARLOTTENBURG.

fran end Nov 43) With OKM, in Pz GREN KASERNE,
to Feb/Mar 45 EBERSWALDE nr BERLIN,

t after FebMar 4 .URICL, batvoon LDO &
TLCLSLYIN (later ?)
HOLLERITH (7) Abteilung sfrmsgmpebw %wmm,
Be Nwal DF Qs (W.RTNE FEIL ABTEILONCEN) Teb Uy ) IERSTALIE,
MP Lbt DEUTSCHE BUCHT WILHELMSEAVEN/SENGVZARDEN,

MP Abt FIANDERN $ $111 mid Jun 4 ¢ BRUGES (TERLINDEN)»
¢ after bambing §plit into an MPHS and ah
MPNS, both at BRUSSELS.

Naval Main DF Statiors (MARINE PEIL BAUPTSTELLEN),

MPHS BRUSSELS s Outside BRUSSELS in or
near Kings Oastlee

MEHS LHLBEOK Near SWINEMUENDE; in existernce
befare 1959

MPYS BEELITZ Nr BERLINa

MHES LANGENARGEN On Lake CONST.NUE, Existed
befare 1939,

MEHS SOEST In REINELND nr OCLOGNE.
Mast important sta; existed
before 1939» Todk US Navy
tzafﬁo.

No details kxiovn
Formed in NORWAY in 140.
Formed in NORW.Y in '40,

Formmed in N,DENMARK in '40,




APNS BORKUM

MPNS DEN HELDER

MENS CaAP GRISNEZ

' REF ID
0B
XY
MPHS EREST (Stas at LORIEND & :
B.YEUX) (?)

MEHS MONTPRLLIER :
MPHS BCRDE.LUX

MEHS KARERSEE :

(L4GO 44 GulDsRO)

MS (?) LTHENS
1HS (?) RQUE

MENS M.ASLOUTS :

MPNSs (two stas) BRUGES :

(?) MPME T..ORMIN. :
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No details

" n " Possibly not all
were MEHSs

f " n

Nr BOLZuNO. Formed in mid Lk, intended
to be Fwerpengy HQ (LUSWEICHSTELLE) for
KM, then at EBERSWALDE,

P¥ was not sure of these ard could not
supply any details.

De Naval DF Sub-Statiors (M-RINE PETI, KEBENSTELLEN) ,
MPNS BRUSSELS :

LONGGHAMPS, an bldg nr the Belgian
Termas Club. U/c MP Lbt FL.NDERN,

U/o MP ibv DEUTSCHE BUCHT,
Diad intercept work as well as DF,

Cover neme HELENE. 4fter 6 Jun 44
also dad intercept work. U/c MP ..bt
FLLNDERN,

Cover rame MaUSI. U/c MP )bt BL.INDEEN.

Cover yames: BRIGITE (DF on 100-200

n wave bani ), aml BL.NCL
(DF on short weve traffic only). Ufe
MP Abt FIMNDERI‘T.

Bambhed out in MRy 4k, moved to ETREL.T,
Did Intercept work as well as DF. U/c
MP Abt FL.NDERN.

Porhpps exasted till 43 (7).

Ee Goman Navy Sigs Exparamental Camends (N.GHRIOHIEN VERSUGHS KOMMANDGS),

NVK - KIEL VIEK (H.GENUK)
MK - PELZERH.KEN (mr LUEBECK) «

F« Gorman Navy Intercept and DF Stas in Spein.

These were knova urder ocovar names aril rad looations stated below:

M.RK CuSh at
MLRK RASEN .
M.FK NORTE "

Ge "B" Gruppen IN ITiI¥ (dates not certsan).

ROME

VENIQE
TRIESTE

NERVI (under MEMS KARERSEL),
S.N REMO (wrder MPHS K.RERSEE)

B (plus 7T ste).

5¢ EQUIREN

M.DRID
SEVILL.
VIGO

8411l in exmstence Amr 45 (?)
» Sti1ll ain existence ::.Pr 45.

PW supplied detarls of RT and WT intercept and IF equipment used by same of
the Intercept Stas worlang urder 4 SKL III,




&
IR

Les BT Inte H
HRO (see + below

B

C.

6.

b

CR 104
DRCM
R34 RADIONE

SCHW.BENL.ND
SKYRIDER

S..DIR UKW

Pu HED UKW

WI Intexcept Sets:
HRO (=ee + below)

06K
WO6L
SCHABENL:. ND

DF Sets (for Wi am RT).

EP2

4DCOCK CR 101

REF ID:A65385 .

=G

Makers :
Nationel Campany (sio)
Usl
Pnilips
Societe Radio Frencaise
Drs Eltz - VIENN.

Lorenz = BERLIN

UL fim, mame not
Imown to B

Sedir (FRADE)

Gexman made, firm not
known to FY,

Nationel Gompany (sic)

US.

Lorenz -« BERLIN

Teleofunlken

Philips

CSDIG/QMB/Y 37
Used it:

MP Libt FLLNDERN; FLANDERN
MEHS BRUSSELS anlGRONINGEN,

and also "B" « Gruppen NERVI
ard S.N REMO,

MEHS GRONINGEN & KiRERSEE,
MPHS HJQERRING.,

MPHS GRONINGEN; MPNS ETRET.T
& "B"~ Gruppe SAN REMO,
MEHS GRONINGEN.

MP ..bt FLLNDERN; MEHS GRONINGEN.

MHEHS GRONINGEN

MP Aibt FL.NDERN; MEHS GRONINGEN:
MENS DEN HELDER.

+ PW stated that HRO sets were known t0 exist in BELIGIUM ard that the German

authorities made drives to requisition them,
1) days leave if they helped to unearth such sets.
intercept work" Il said.

HORK .7 Fn REFER.T (MUENCHEN BRaUN),
The AUXITILRY VESSELS GODE.

H:.stogy

(W worked o this cole fram Mar 43 to Dec 4h).

Séldiers, sarlors etc were pramised

"These sets are THE best for

I+t was the name by which the

Germans referred to the cole used by trawlsrs, etc, in oomns with lanl bases, ports

and other auxiliary vessels.

this mm or not,.

P.J oould not say whether the RN referred to it by
The Germans had been working on this cole since the war began.

The Pn Referat (MUDNGHEN BR.UN) dealt exolusively with treffic in thas code
covering HOME TL.TERS and ATL.NTIC as far South as FREETOEN,

¥hen PV Jolned the Pn REFERAT the ourrent code~book had wen in use for about

nine months.

(WURMBUGE) which changed fortnightlys

The code wms reciphered with the aid of subtractors tables or boik
(Code group subtrapted from recipher group =

P7 quoted formula W=C=F 1.6« WIRMGRUPPE minus CODECRUPFE=FUNKGRUPEE) «

PY¥ thought that this oadle book wys the 3xd editiom in use(?).

It had been

resanstructed to the extent of 60 to 70% with the aid of a previocusly ourrent oale
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bock captured on CRETE, or ancther island im the MEDITERRWNE.N, The captured
bodc had been photographed and issued in the form of a photostat copy to the Fn
Referats It hore the title "NuVuL COIENo b". This made P/ conclude that the book
in use fram approx Jul 42 to .pr 43 was oalled "N.V..IL CODE No 6", but said he was
not sure of this.

&

The (?) No 6 Code Book was changed at end ..pr or beg of Mey 43, but the
same recipher bock comtinued to be useds Fraa beg May 43 to sbout Jul 43 nothing
was read until & oryptogrepher, Cadet (Feehnrich) LUSEBRINK (later Sub Laeut-
Leutnant) noticed that anz 1s of Mey, Jun & Jul treffic rewealed that FRERTOWN
hed eontinued to use the 'JgENo 6 oale bodk for 14 days after all other Teses ete
had changed over to the new book. This overlap allowed the German Nevy oryptograph
ers to break part of the new book.

In Dec 43 the recipher bodk was clenged, the cole hook introaiwed in apr/iey
43 continuing to be in use. The reaipher book or set of tables was now charnged
daily. The period of approx four weeks {? 1 Deo 43 to 1 Jan 4J) was oonsidered by
P7 as a transition pariod, for on 1 Jan 44 the traffic became unreadable ard cont-
imied to be so tall Dec 4k, when FVW left the OKM. (Watches were now = in 44 - only
two per diem 1.6. 0800 to0 1200 hrs anml 1200 to 2000 hrs), From friends' letters
to PW, in ITLLY in 45, it appears that results were NIL an 45 also, Vhen tle
change took place on 1 Jan 44 the Germens starited stulying the traffic and after a .
vhile assumed that the code book had been chemged, onoe more, as well as tle recipher
bodk ar set of tables. They suspeoted that the recipher book or set of tables
(MRMBUCH) was changed daily by means of use of & stencil (EING SCH.BLONE) which ,
altered the order in which recipher grous were selected for recipharing oode groupsj

Be Descraption of Code amd Recipher Systems

I+ Ihe Cale Bodk,

e

PW described No 5 Code of which he had seen a photostat copy as a four-figure
bock of 30,000 groups, in reality a set of three books each with groups ranging fram
0000 to 9999, Tis cadle was 1ssued in the form of an encode volume and a deccde
volume, each in three parts. The three parts of each volume were celled:

the Ships List - comtcining all RN & (?) US Navy HQs
(DIENSTSTELLEN) «

the Main Code - code book proper.
the Geographical List ~ ocontaining all geogrephical names.

Code groups from either of the a/m parts o the code were used in conjunction with
indicators (..NKUENDIGUNGSGE » These were listed at the beginming of the volume
(encole and/or decode) i
Indicators were: SIL = "followirg group is to be taken fron Ships List"
c u ] n " n n n it mm cm“
G_eo (] ] ] (] n 1] " n Geogz.. Lmtll

o mmber of four-figure groups were provided as variants far the dlear indicators
(SL or C or Ged), FW thought clear Geo was allotted 20 cadle groupss Spellers were
used in Main Code wath approx 10 variants each. The clear ward SPLIL was allotted
50 code groups. P also thought thet the code (volume conteining threm parts) incl-
uled o "dattle cole" (GEFECHTSC(DE) at the cnd of the book, but that this wos never
uwsed by auxiliary vessels. ..sked how mny groups there were on each page of the
ocode book, P7 said he was not sure, but thought there were probably 50 to a page.

No (?) 6 Code - partially recorstructed by Mer 43 - was the same cleaxr bodk,
with a different arrengement of oole proups. PV thought the last bodk the Gerren
Nevy cz:;(rp;:ogmphem rend, d.¢e in use foom emd .pr or beg May 43 to enl Deo 43,
was No (?) 7.

pocik ( fw quoted from memery the followine Code groups out of either book (2) 6 or
ook (7 7.
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Shipping Index = 9043
spell = 2820
fram FOCOS = 9088
CaC Flymouth = 6528
Geo Last = 1936
Shipping Inlex = 3412

(WeBe 411 other groups in report are for exmple's soke.).

II. Ihe recipher system,

The recipher book or sef of tables (WURMBUCH) consisted aof opprox 100

regesy ecch mge mving 5 columns and 20 - 30 lines. The Gemcns hod reconstructed
this to the extert of knowing thé followin; detcals of 1ts use:

()

(b)

(o)

(@)

ot tle front of the redipher book, or set of tobles, there wos & list of "storting
point indicctors" giving poge anl line on which recipherang begins, e.0. 8888

= poge 30 line 9. These indicntor groups were four - figure groups printed

on & page end hotted. "Starting point" meant always the middle esroup, i.e.

the third, on any given line.

with the aid of & separcte toble - on the last moge of the hook, probably -
these recipher indicotors were conoufloped (reciphered once more = UEBER=
SCHLUESSELT) so thet the indicator which was signalled had to be broken before
findang the group gaving the "starting point". This table conteined bigrems
ranging from 00 to 99, and against these were placed the camouflepe subtractors
for any "unreciphered" indicator ~ro.p. Thus: 8888 = page 30 line 9, 1s sub-
tracted from 7818 andl camouflapged to 9030 and this process i1s indicated by
neans of bigram 25. PV stoted ilet clerks at OKM had told him that at the
beginning of the war the recipher indicator was not camouflaged. Bigran 25
was sigmalled as part of the five~-figure recipher arl cole irdicatar rroup

in message, see 11T, below.

recipher peges ar tables were divided into pages (ar tables) for reciphering
addresses and sigmtures amd pages (or tables) for reciphering text. The
Germans thousht that even peges (the pages on the left of the bodk) were used
for recipherin;, addresses aml signatures anl maried them in red, (der IO
WURM) ami thot uneven pages (on the right of the bodk) were used far rocipher-
ang text aml merked them in green (der GRUENE WURM). This continued t1ll

Dec 43, after which drte all recipher proups were tnken from the some poges or
tables, the Intter chengaing dealye. The reciphering of & messoge proceeded in
this monrer: assume uncanoufis ged recipher indicotor to reed 8888, vhich
means "storting poant™ 1s on page 30 lure 9 (clweys middle - 3rd - group) am
that the sddress 1s six groups long; the 3rd, 4th and 5th groups of lire 9 amd
the 1st, 2nl and 5rd groups on lame 10 of paze 30 :(even, red) would be used to
recipher the encoded address. The first encoded group of the text would then
be recaphered by means of the Lth zroup om line 10 of page 31 (umeven, green)
ard so on, axd if the text was long, tre lst proup, line 1 on page 33 would
be used, etce Sigmtures were NOT sigmlled, (Usua].'l.y o messafe - in code ~
contained eddress only if retransmitted by WI sta, eto; 1.e. in case of Jdoubt
as to who ariginntor was. Otherwise there was NO address eithers E.i. ((EED
subtractor) SI (No) FROII FOCOS (GREEr subtractor) text).

Recipher groups (4 - figures, were subtractor groups from vhich cale groups

(4 Pipures) were subtrected (nom-carrying)e The Germn cryptogrephers at

QKM used the formula F = W = O 1.6, mrcomgram group (FUNK GRUPEE) = recipher
group (WURM) mamus code group (CODECPUPLE)e 2.8

W 0000
c 323k _
(W = F will equal C)e F “‘9'3%

IIpreffic anm andicators.

Intercepted nessages hod the following lay out - P/ quoted an exomple

Pron mmoyy (figure groups NOT real) = eoge:

(see over)
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M = 4032 DK =W = 27WWX = 25 1730
25000 9030 asne sana vess oto

sess 9030 25000 25 173(B
where ML (SC.E. WP sta) is a land WT sta,
n th n

. " trawler
W
L " e
" 25 17308 " Date anl TCO group

" 25000 stands far bigrem 25 camouflapgeing the recipher
indicator group (8888) to 9030 and 000 cole book
andisator (VEFLHRENSKENNGRUPPE; 100 variants

ovided) .

ye o
! " 9030 is cemouflaged recipher imdicator (8888).
Cs QOryptogre - Methods ani Resultis.

I, Sorting of Traffic

Intercepted traffic brought to CKM SKL Chef MND III (after 1 May 4
l SKI, III) wes first sarted out accarding to cole bocks (VER.HMREN) in a dept
referred to by FT as the VERIEILUN: (1.6, TRAFFIC SQRTING OFFICE), This was done
by olerks instructed to do the sarting by looking far certain clmrecterastios in
the preamble of the message (Fu SPRUCHKOPF), The details concerming traffic in
all types of known codes (reconstructed or umler study) were supplied to treffic
sorters by the registration or lmdexaing personmnel.

IT. preaking the Reoipher = Methods Used,

~

The next stege Wes the remearch ani/or work on breaking the recipher. (NOTE:
Messages came to MUENCHEN BR.UN where only ome type of cole was being worked on,
80 that once Ghis knew the traffic wes in that cale (..UXILILRY VESSEIS CE) work
on breaking ths recipher went straight ahead). Lt all periods P W was comneoted
with (KM this work proceeded more ar less on tlhe same limes. PW is no orypto-
grapher and can therefore not describe how the recipher was first broken, methods
of approach eto. e can, hovevor, describe the "drall" in some detail, Therxe
were six methods ar ways in whiach the recipher book or tables could be broksn
(Mar 43 aml earlier - Dec L3)s These weres

(a) with the a1d of two ar more messages with the same irdicatars, say messages
i and B both starting am enling with 25000 9030 (9030 25000)., This canstit-
uted what the Germans ocalled "eire SERIE", It amounted to working on two
messages reciphered with subtractars teken from the same "starting point" in
the book, during the same fortnight.

(b) with two or more messages with the same "suspected" recipher group (mit
selbem VERD.CHTSWURM),

(o) wmath two or more messages conteinmin: chance repeats (durch reire DOPPEL VORK GQMMEN)
-~ this wes done with the aid of HOLLERITH machines.

(@) through "rolling" (durch ROLLEN), a process recessitatirg the use of a device
called the "ROLIM.SGIINE" (see ippx "D" of report) whereby hypothetioal mar-
conigram grovps were formed with the aild of known marconigrem groups ("Bilden
von kuenstlichen Fu-gruppen durch bekamnte Fu-gruppen')

(e) through’ (breaking) decipherang of indicator groups (durch Entschluesselwg
der Eansatzgruppen) either (i) through a chain of imdicatars" (eine SCHLUESSEL-~

or (13} through a "ring. of indicators” (ein muassnr.-)—

(£) by meexs of Aifferdnving (DITTERENZIEREN).
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ITI. Brpaking the Reciphsr - Details.

(2) Messapes with pairs of imiicators

Ee.fe messages ;.. and B:

3 B
3 pen gbxz
(v) vpu (v) mta

1) 25000 1) 25000
2) 050 g 2) 9030
3) 2560-5%‘____ =8 (6 3) wee—ay )
4) 1735 1= ship 4) 90353158 SCABA WD
5 8020—%.975—-- auth:;ities 5) 6070—p— weather forecast
6) esee area 6) 178 $i11/ il
7) evse 7) eoes
8) eees 8) esse

By means of call-signs of arigamatar and addressee a fitting (sultable)
clear toxt was assumed for message ..« The cdle groups carresponding to such clear
text were looked up ard written under the line in place marked 8, (drewn in black
pencil), say 9040, 3020, 1975 etc, ard then the "suspeoted" subtractor (VERD.CHTS-
WRM) group was salculated and written ebove the line in black pencil, an place
marked. (X « (T=FC) . The "suspected" subtractor groups in the above example would
have been 15009 4755, 9995 eto. If, when applied to message B, these "suspected"
subtractar groups (1500, 4755, 9995 etc) gave ocode groups, say 0882, 5720, 3925,
vhich stodd for clear text faitting that type of messape, then the "suspected*
subtractor group was “oonfurmei" (der Tumm wurde echt gemacht) and underlined in
red and registered as a confirmed subtractor group (Echter /umm). It could be used
for the current fartnmights The Messases .. and B were then said to form a “SERIZM,
If three messages were in a "SERIE", work would be easier, however this was not
often the apses When, during the work of breaking the recipher (TURMZIEMEN) the
poiat was reached where spellers were wsed, progress was slaver, but headway could
be made goirg fram 4 to B and then from B t0 .., fitting in syllables or letters
in one and confirmuyy them in the other ressagese Time and date groups helped in
the worke Taime was encoded say 18 (group) anl 00 (group). Cryptogrephers always
tried 00 first.

This method was always tried first befare going over to (b) ar {e) etc,
belovs If messages were of the same length this was considered favourab.., and up
to 70% of the text of telegrems could be read. The Germamns estimated to intercent
gbout slx pairs of messapes with the same 1mdicatars per day - thus getting six
"SERTEN", Such ocourences were all the more frequent the nearer the emi of the
15 day period apprceched.

(b) Messages with the same "suspected” regipher (subtragtor) group.
SERTEN mat selbem VEIDL.CHTS /URM) .

Exemple: addresses (call signs) of message:
fram: (V) M. = SCAR: WT
to : 2 GZB = G GZB = GDXZ = TuNGO (trawler) with SI cale reme of 1230

§iOrE: GBXZ 18 ocall sign of ship from the "INDIGATIF d'.PPELS" encoded to GGZB and
reciphered to 227B),
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E.ge ocontents of message:

91345 . The CA assumed that group 3020
stood far olesar SI and that this
1250 alear concept was encoded by means
83 of cole group 9043 (known). He

3020 ?6;3 ST then ocaloulated the "suspected"
7 - subtractor (VERDACHTSWIRM), l.e.
159 1k
8085

TANGO 2063, and markedit wath a red dot
(in place marked () to show that
2535 gskg (V) Fecos 7, ) it is a "puspeoted subtractor.

Y
1

o ) -
£ ¥ )

This was doms mostly for addresses (red subtractars)s These "su pscted” subtractors
were then irdexed (REGISTRIERT) gnd if anbther ‘message with the same "sus peoted®
subtractar was faund 1t was placed ne:d; to the first one to be worked on. However,
the seconl message had to show the samg "suspected" subtractor group (say 2063) in
either the same place in the message (in this ocese 3rd group) ami the message was
then referred to as an "identical key series" (eine SCHLUESSELGLEICHE SERIE), or
in a place at intervals of 5 (mmber of colums in the recipher book) (FHASENGLEICH)
iwe. 8th, 13th, 18th group, eto, mn vhich case'at vas oalled "a biter series" (eane
BISS-SERIE), AND also the subtrastor had to be of the same colour (red or green).
If the "suspeoted" subtractor, when appliel to both messages, formed a "SERIE" ani
yielded clear text fittang these ’two messepes, thb subtractor was confirmed, under-
limsd an red amd registered. Apmrox 5 pairs of messares could be broken - up to
70% of text - every day. This was an ayerage fagure, PW said, results being
always better towards the emd of the;l5 day period. Short messages yielded good
results, because it was known in this case that the subtractor must be green
{text only). E.g. message intercepted: from a trewler to GRIMSBY ar vice versa:
5 . L L 5
‘ ssmue J ' '.-;_‘ Jaova ] ) l!l;] Lﬁ--.c:-]

text

Text 1s fatted in such as: sweep completed, or
request gate eto

or if frau GRIMSEY
to trawler ee.g.: gate arranged.

This saved a fair amount of time as fewer possihilaities (place of clear text and
subtractors) hed to be tried out.

(o) With the aid of mossages containing chance repeats (reine DOFPELVORKOMMEN)

Eege

1) 25705 With the axd of HOLLERITH machines
pairs of - or nore - messages were
omught in vhich the same meroonigram
group (Pu-:GRUPFZE) ocourred in *he
same place, removed at an intorval
of 5, or multiples of 5, groups
(PHASEIGIFICH) ; 1n {thais instance
Oth, 13th group, elc. FP¥ said that
an approx 50% of cases this .as
mere coincidence (ZUTUIL) i.e.

subtrector X b4
ond.
cade Y U

meroonigrem group 1500 1500
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the parcentage of coincidences (50%) being roughly the same for both red anl green
subtractorse However, all cases were tried out and if, say in the above example,
olear text fitted in message A (3rd group, 1500), the same clear text was assumed

t0 be in the 3r1d grouwp of message B &5 well. If the assumption proved to be ocorrect,
about 707 of the messages corvernel could be reed (Aug/Sep 43).

(d) Finduwg mirs of messages ("SERIEN") throush "rolling" (durch ROLLEN),

This work was done with the assistarce of the "RAL" Gruppe (see para 3.
Oe Ieo aml Appenrdix "D' of repart) aml by using material supplied by the HQLLERTTH
mochine (?) sub-sec. The various stages of the work are listed below:

(1) = with the aid of HOLLERTTH mB.chines a catalogue was drawn up, of‘all

marconigrem groups intercepted; listing groups in mmerical arder,
from 0000 to 9999.

(i1) - the oatalogwe of antercepted merconigrem groups listed traffic for a
fortnight and semmrated =~ by means of markings = red fram green
subtractor=groups «

(i12) = nigh frequemwy known code-~groups were then set on the machine (for
"drill" see Appendix "D* of report).

(1v) - all known confimed subtrector groups (bekammte echte WUERMER) were
then taken out of the reconstructed recipher book (WURMECGEN) and
put through the mechire in the hope of getting "artifioial marcanigram
groups" (KUENSTLICHE FUNKGRUFPEN). These were looked for in the
catalogue mentioned ebove and 1f fourd to oscur in two messages in
the same place, or at intervals of five, ar multiples of five, the
messages in which these "artificiel merconigrem groaps" occurred were
located amd a pair (SERIE") formed, The work was then henied over to
oryptogrephers ("WURMZIEHER"),

(¢) - the cryptographer(s) then proceeded along these lines: E.g. messages

Aand N :~
4 X
%‘32,"@ (302 or in 6th, 13th, 18th
or in 8th th b
1738_ groups, e::o. ’
"eto

(vi) - the code=group (eege 9043 = oale for SI) wes knowne The oryptographer
then tried to faml out if the 'hrtificial marconigream groums" 3026
founl to ocour in messefes A anl N were a reciphered version of the same
cod e=group, or whether 1t was perhaps a coincidence. In the latter
case the messages were serarated, no pair ("SERIE") boing formed. If,
however, by fitting in & code group for relevant cleer text, that
ood e~-group appeared to hoave heen used - with recipher - in making wp
the "artificis]l marconigrem graips" now founi in thesd messages, then
work proceeded on the two messapges A and N

(vil) = the messages were then placed side by side anl the subtrectar groups
which had beédn used to recipher the kmown code groups in message A were
applied to the same (or relative) marconigrem groups ("artificial") in
messege N,

(vii1) - P7 stated tkat this work was dons at the enl of the 15 day pericd.

(ix) = results weve mainly of historical intereste
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(e) Findi s_of messages {!SERTEN") by means of breskins ar deoi af
icatar sroups (durch Enbschluesselong der EINGATZGRUPPEN (or) KENNGRUEEEN) .

This could be dare by attempting to break "a chain of imdicators" (eine
SCGHLUESSELKRITE) or "a ring of imdicators" (ein SCHLUESSELRING).

(1) " chain of indicators".

L palr or more messages ('SERIEN") found by other methods (& - o)
were required, E.g.

A B (NOP'E: It djd not matter if trigrems in
five fagure groyps were the same or not,
25000 000 because they irmdicated type of ocode book
1527 57115 and had meny variants. 000 could be the
core vese same as 123, eto, in clear.).
suew (AR 2 ]

4ssunption: The messages & anl B, beung in the sgme "SERIE", have
actually been reciphered by means of the same tcble aml the recipher proceeded
fraa the seme "starting poimt". Groups 1527 andl 5715 are camouflaged (reciphered) .
"starting point" indicators, the four figure graip wath which reciphering was done
being indicated by bisrams 25 axd 51 respectively. (Of para 6.B.II.ba)e It was
therefore assumed that the uncemouflaged "starting, point" indicator in such a case
was 0000 (die RELATIVE GRUFPE) therefore the camouflage or recipher groups sgeinst
bagrams 25 amd 51 (on last page of recipher bodk) would have been 1527 ard 5715
respectively. (The Germen CAs referred to 0000 in this omse as the RELATIV GRUPPE).
These "assumed" recipher groups (d1e angenamenen WUERME) were then used as sub-
tractors for all reciphsred (camouflaged) irdicetors in messages with bigrems
25 anl 5L which had been registered, and were outsile pairs ("SERIEN"), far the
15 day pericd. (Recipher indicators (EINSATZGRUFPEN or KENNGRUFPEN) were registered
in mmerical order for easy roferempe). Thus:
l|xl|
Messages (aw) 1527 1527 1527 1527
with bigrams:

~ (%) ?532;) 6523 _7956_ _B719

25 500, n671 3618
(&¥) 5715 5715 5715 5715
5 (F) _9876 1245 Lk 6633
6949 4570  L67L = 9182
“I“

The camon difference of 4671 vas regarded as proof that the "starting point"
inlicator - uncamoufleged - was the same in the case of these two messages (X and
Y)« The oopplsment of this difference (6439 = 0000 - 4671) was taken ax the
difference between the original recipher (camouflage) groups wed to conceal the

tree "startirg point" indicatar. 4 new "SERIE" was thuws formed, 1t being assumed
and proved that, under the camouflage, messages X and Y were reciphered with the
seme subtractar ('WURM). The pair of messages was then harded over to cryptographers,
who carried on working as at - (&)~—-—--~-gbove.

(i1) & ring & _andicators". ‘

This was achioved when, by toking all ressages with all bigram recapher
camouflage inlicators, the "olmin of indicators" could be campleted far traffic
pessed during the relevant fortmight. In zuch oases all messages could be linked
together via their bigrem recaipher cemouflage indicators. (Intarrcsator's Mote:

PV was not very lknowledgeabls or certain on this point).

e ————
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Camouflopged recipher amdicatars:

25 sses (YT X esree
51 (XY ] sane es s

33 XXX ssne sysw

ll-l enasn
sto

-

Arrows show common differences between the two four-fimme indicator-groups
coroerned.

P stated that this methad ("chain" and "ring of indwcators") allowed the
Gemars to break into an additionel 150 - 200 peirs of messages {'SERIEN"), bub
that these messapes could anly be reed to the extent of 20 - 30% of text. The
work wos dome at the enl of the fortnight and took about 1 - 2 days. It was dome
by the extre-wtches (PLUSWACHEN). This brought the total of 300 - 400 peirs of
x;essagzs ("SERIEN") per fortnight = found by methods (a) to (d) above = to apprax
m - 00.

(£) Dafferencing (DIFFERENZIEREN),

PW described this methal as "a variety of rolling” ("Eine Lbart des
Rollens"), Two kimds of differencing work were dore at (KM:

(1) - dafferercang as an aid to recipher ard ocdle bresking; this was always
dore with the aid of the catalogue of differences (DIFFERENZENKATALOG).

(i1) - dafferencang done for the purpose of finling poirs of messages ("SIRIEN")
end "biter seriss" (BISSE zu Serisn); this type of work was begun in
or after Dec 43 when the Fo (FRITZ OITO) Group was specially formed
for that purpose anl carried on working on cld materal after } Jan 4k
without results.

I, - Dafferencirny as an aid to recapher and code breakiyp,
b

This was done whon epprox 20% of the Cale book vas known, not before."
Two messages in a pair ("SERIE'") were wanteld. Zach group in one message was
"differenced" ("DIFFERENZIERT") thwough all grcups in the other message anl vioo—
versa, The smaller difference was always teken. Differencing was alweys done
by hani = PW sail no caloulating mechines were sver wed at OKM - amd all results
were catalogued from 0000 to 4999.

E.ge 9043 - ocde for SI
6528 - rw g an ¢ PLYMOUTH
3525 catalogued = SI -~ C 11 C PLYMOUIH .

Work proceeded on the prineiple of F{ =~ F2 = CZ = C1 when the same subtrecior was
used ("wemn der selbe Wum Zugrunie liegt"), wmere F1 ani F2 are marconigmm groups
(FUNKGRUFPEN) and G2 and G1 are odle groupe (CCDEGRUPEEN), in nessages 1 ard 2.
Cryptographers resorted to differencing when attempts to treak the cale in a paar
of messages MSERIE") showed no results. The grup(s) in the messages where Cis
stapped, were differenced (smaller difference) same place in message or intervals
of fave), amd the resulting four figure graip wes looked up in the catalogue of

differerces in an attempt to fiml oclear groups wnach might f2t in both messagess
This was done separately for red and green subtr ctors.

Eege Messares:
'
11; 8765
12
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Tha differgnoe between the 1lth groupe in messages 4 and B .6+ 3579 was found
in the gatalogue to be for instance:

difference between: WEATHER and SATL
ST NOIC HOLYHELD
FROM REPEATED (W)
SFELL GEO LIST
eto atc

If none of the above fitted in the text, differencing for groups 12, or 12 axd 17,
or 12 and 22, etc, wepa trled, and so on. P¥ stated that meny Chis preferred to
avold differencing work, seying thet "there were too many poasibalities" to work
on,

II ~ Differercing for purpose of famin: pmirs of messages ("SERIEN").

This type of work, which was dane after the enl of o current fortnight,
nocessitated knowledge of the cole book to the extemt of 50% - PW did not explain
why Graip Fo (FRITZ OTTO) persisted in carrying on working after 1 Jan 4k, when
both reocipher and code changed.

Two messages which were NOT in pears ("SERIEN") and were "routine messages",
ware picked oute "Routine messages" were recognised by means of their preamble
(TUSHERUCHROFF) . P¥ quoted from memory nomes of stas signallang "routue messeges”:

FREET OWN 3 LFM (SCAPA)

SC.E. JB.THER 3 QUT = 4IG 298 (HOLYHELD)

AIG 31 CQAC = HuLIFuX = AIC 306 o 312

HATSTONE - RNaST  AIG 54 ey

S{IPS TO ROSYTH

(q23) (gntes)

' L)1 groups in two messages of this type had to be differemced place far
ploce aml at intervels of five (STELLENGLEICH and PH,SENGLEICH). This was hard

work, PW said, anml had to be done by haml. P was of the opinmion that wath the
HOLLERITH mechires avellable to OKM this work would not have been mracticable by
mechanicel means.

The formule on the basis of which this wvark wes done was: P - F2 = D,
where Fl andl 72 are asrcomigrem groups (FUNKGRUPPEN) anl D is the differemce bet~
weea F1 and F2, whetler lexge or small (F2 alvoys subtrected from Fl)e Ira
thin: D + Cl = 02 vhoro Ol r 02 rrc ocale groups in messages 1 aml 2, Strips
of poper were used, like the one illustrated below (X), on which were marksd:
nessages, say A and B, L8, 2all groups in B subtracted from their opposite mumbers
in A, the relationship of grours (STELLENGLEIGH or PHASENGLEI(H) ard the differences.

Eege: QE)
A - 3B MarconazTem prougs:
PHASE (F1) (F2) ‘
1 -5 9043 = 765k = 2499
1) 2499 0015 = 9913 = 1102
2) 1102 9091 =~ 1123 = 8978
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On another strip of paper ((Y) below) were written all known oole groups which

occured most frequently in message é. Assuming "routine message’ was sent from AIG
31 ard following groups were included:

()

SI = 9043 (real exzmple)
bourd = 0033

sail 1234
PLYMOUTH 6533

Strip (¥) was then plroed wder strip (X) ard groups added, an the sams places
‘ar at intervals of five (STELLE FUER STELLE ODER PHASENGLEIGH).

@

L - B

BUSE 1 - 5
2499 (¥)

905

7

WP W Ve )

It was then assumed that 1432 was the carresponding cole group in message B,
urder recipher. Code group 1432 was locked up in the reconstructed Code book and
if the clear ward or syllable or text fitted messapge B, 1t was assumed that 1t
was “"good" ard the next group was tried. P¥ 1llustrated this as follows. ..ssumang
1432 1n message B (v) FREETOWN = spell amd the next prowp was tried anl - spellers
being expected ~ this group was either ChA or MO. &5 & fair mumber of Spanish and
Portugese ships were known t oall at FREETOVN the spellers C4 or MO could be
assuned to stard for the first syllable of CABO or MONI'E respectively. If the
next group or two fitted the message, the full meme of the ship(s) could be founl
with the axd of GRCENE2's Handbock of Jorld Mercantile Fleets (T.SCHENBUGH DER
WELTH NDELSFLOFTEN), (Noce: these mercantile ships lists etc. were useful only
i case of neutral ships being mentioned in messages). If groups thus found
Fatted the messages, the subtbractors (F = C = W) were regaistered andi also tried
out by "rdlling" (Cf (d) above).

P¥ stated that the main aim of this method was to fard new o0de grours.
Most successes were achisved with FREETO'N treffis. Being in possession of 50:3

of code groups (reconstr\nted.) the Oryptographers could get up to 7065 by working
according to this method.

IV) Registration of Cole groups,

This was done by a tean of three men referred to as code~interpreters
(CODEDEUTER) . 411 decoded material went to them aml oode groups were entered on
oards, with indices of fréquency etoc. Code groups were olassificd as:

(a) Gemine ocode groups (ECHTE CODE GRUFPFEN), marked wath two crosses and
underlined an red,

-1'Y . _S_'E §
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(b) Balf-genuine cale groups (HuLBECHTE OWDE GRUFPEN), marked only with omse
OYroS8.

(o) Lssumed odle groups (UNECHTE CODEGRUEFEN) = no marks.

& odle group was considered to be genuire if it fatted in apprax 100 places,
half=-genuine if it fitted In approx 50 places aml an assured ane if it ococured in
approx 10-20 places.

7. WORK AT Fu REFER.T (FRANKFURT) .ND OMER SUB-UNITS

A, The Frenkfurt System (VERF.HREN FRANKFURT).

This was the cover rame for an RN code used by ships other than .uxiliary
Yessels. P thought 1t weas a high grade cole used by Flag Officers as well. It
was read till end I'eb 43, Lfter that date NO results were ontained as far as P/
k'."l.eW.

Be RN and US Navy Tactical Cales.

I Gereral

P stated that ocharacoteristic of most of these cades was the fact that
they were all letter-oodes ard that only certain letters of the alphabet were
Bigrlled, Same codes were read at Intercept am DF HQs amdl/or Stas only, some
were read at the OKd as well - see below.

PW remembered details of “he following ccles:
LOXO (3-letter cole) anl the COFOX (4-letter oode) reed throughout

the war t11l (?) Lh. STATION 31 at SOUTHEND transmitted traffio
in these codes; work was dome in Fg Group.

MEDOX (? 3-lstter cole), used in thé MEDITERRANELN, was read .n "4,

NYKO (4mletter oode) aml the SYKO (L-letter cole) were read tall Mar
L5, wken they went out of use,

TRAXO and the ECCO (? letter codes) were read at OKM in (%) Fq Grouwp;
they were known &s Invasion Codes (LuNDUNGS CODE).

US Navy ? L-letter codes 4QUA, BIKE .ND aMID were in operation after
6 Jun 4l anl ocoasiomlly read at OKM, perhaps by Fq Group.

II. Details of LOXO and COFOX Cales.

The LOXO was worked upon at MP Lbt FL.NDERN at BRUGES ani also at the
OXM in the Fq Group where traffic from stas other than 31 SOUTHEND was available.
Wark in the Fq Group was urier the direction of Dr. THOMu (see pare 10 PERSONALITIES
in feport). Results of cryptogrephio work at BRUGES were sent to the OKM in BERLIM
far evelwmtion anl completion. No captured tables or docs referring to LOXO were
available, but 1t was broken successfully and read all the time., The system or
the tables ~ PW was not sure which - changed in Oot/Nov ik, but traffic continued
to be read. The LOXO was used for encoling traffic dealing with gates combrol in
the TH.MES Estuary by ST4 31 at SOUTHEND, also by GRIMSBY and patrol vessels. The
Gexmans fourd out that they could elways break into the SOUTHEND treffic arml every
effort was rade to take 1t. Station 31 being ra’her weak, when MP »bt FL.NDERU
moved from BRUGES to BRUSSELS in Jen 44 they set up & "directional antenna' (eire
RICHT.NTENNE) of 1000 m length treaned on the exact bearing of SOUTHEND. Thr
code mas sigrelled in 3 letters; inclwled among those used were: F, H, J, K, M. Iy
Q S, Ty U, X, Z. The Code wes reciphered, the recipher chenging daily.

The COFOX was on the same lianes as the system outlined above. However, .
it was not used so frequently. It was also reed at BRUGES, The Code was operated
by the same type of ships anl pcrhaps on inter-convoy treffi.
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8. U-BQ.T DF SERVICE (see also para 3 C.II a anl .Lppeniix "E" of report).

Ore of the tasys of MP abt FIuNDERN at BRUGES was the traaning end equipping
af Intercept and BF operators for the Gemen submarine service., Operators were
required to speak English well and reach a good standard an RT interception amd DF
operation. PW séated that he knew of six operators who hed sailed on beard U-bmts,
but could anly recall the mame of ore, & PO(WI) (Funk Meat) GROSSMANN, to wham he
had spoken, and who claimed to have helped in the sinking of a Braitash Cruiser in
Mar/smr bhe The German Nevy Intercept Service had decided = after 43 =~ to attempt
to place convoy escorts anl mseting points at sea by means of RT intercept and DF
methods on board U-boats. PW stated thet until end .pr 43 code breaking reslis ocould
be given to U-boats. 4after emd ipr 43, wilen cryptoprephic resulis were still obtained,
but with greater dafficulty, 1t was decaded to utilize these far strategic purposes
manly and rely = if possible - on U~boat DF for locating targets.

The operator sailed as part of the crew and was equipped with a TELEFUNKEN-

EP2 speciel DF set (SPEZL.LPETLER)e (For details of EP2 am planned new equipment,
see apperdix "E" of report). vhen tle U-boat surfaced - desirable at times when
convoy armi escorts were an the air - the operator would listen in anl get the bearing.
The reading had to be reported to the Ceptain at omce. FW thinks that one bearing
was cmnsidered sufficient to give rough location of escorts ani/or convoy because:

i) 1f heard on the air ships could be at a maxiumm,distance of 100 miles (RT range),

11) Mllied convoys stretched over same distamce - between leeding and last ship -
and (1ii) what was really wanted was the bearing for setting a course in that dir-
ection. PW however confessed tint possibly the Germems oversimplified the prdblem
anl overloczed swh factors as a convoy clanging its course after netting ocalls, or
traffic being passed at a time vhen a U-bmat dared not surface. Asked if DF was
ever attempted from more than cne U-boab anl results commmacated by Wr to get a
"cut", P/ replied he did not think so, as "NO U-boat would dare to sigrel with

enemy ships arowd",

rators were instructed to Jisten-in to netting calls on the frequemcy
2410 Kea (wavelength 124.5 m). (See also Appemiix "C" para C.).

9. WORK AT "B" GRUPPEN NERVI .ND SaN REMO. (PW worked in these units as a I mechanio
from Dec L)
Work in the "B" Gruppen consisted in watching treffic in WI and RT, and
such code ard cipher work es was dore was carried out with the h;lp of material
provided by ORM cr an MPHS (an the case of NERVI anl SN REMO by MPHS K.RERSEE).

"B" Gruppe NERVI watched the "Speedboats - freguency' &scrmm. ~BOOTSHELLE)
of 2150 kcs. Whis froquency was watched both fram the lani sta{at the group) ami
fron on beard Italian amdl Germsn Navy Units sailing in the LIGURI.N SEi e.ga (?)
Italian T34s (destroyers or torpedo boats), ILNCL. barques for emn tpt. TWwo
operators (one for WT and cne far RT) sailed on €§:-.. ship or comvoy and reported

to Captain i/c ship(s) any oatents of messages intercepted from .llied ships trying
to attack thems Traffic taken at NZRVI hy opsrators stationed on lamd was sent to
MPHS K..RERSFE. v

"B" Gruppe S.N REIO watched mostly RT traffic originated by thwe ™rench.
The frequency of French patrol boat treffic was 2716 Kes and traffic was 1n & vole
mede up of cover rams (on TARNILFEL lines) with memes of colvurs for clear figures.
The wode changed at the end of Mar 4L5. PV stated the+ traffic was partly read,
minly because the French were so careless.

10, FERSOMALITIES,

(Ranks ere given in Geamen with English equivalents in bracksts, where applicable.)

Kpt-zur-See (Oaptain) BON.TZ Head of Chef MND I (later 4 SKL IIT) till beg
Dec 43« Rumoured to have been replaced by
KUFFER below because he failed to make arren-
gements for security of docs ete which were
all destroyed in & bambing raid on night of
-2-é725 Nov 43.
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Kapitaen (Comir) BUIDE

Oberregierungsrat Dr FR.NKE

Funk Meat (PO(WT)) GROSSMuNN
Kpt~zur-See (Captain) KUFFER

Faehnrioch (Cadet) later Leuimnt
(Bub-Lieut) LUSEBRINK

Regiarungsrat Dr SCHEUERLE

Amtsiet SCHULZE

amtsrat SCHWLBE

Leutnant (Sub~Lieut)
Dr ST.UDT .rnim

sdmirel (.dml) STUMMEL
Regiexungsrat Dr THOM.

Oberregiermugsret TR.NOW

GDSCD.I.G.’
C.ML.F.
5 Jul '45
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I/c Evaluation (Chef der ..NSWERTUNZ) in
Chat 13D III, lotor 4 SKL III, Tos thera
ot bée b,

Head of Generalrefegat ? dealing with US
Navy treffic.

U-Boat DF operatar,

Replaced BONLTZ above at beg Dec 43 as head
of Chef MND IXT (later 4 SKL III).

I/c watoh (W.CHLEITER) in Pu Reforat (MUEN-
CHEN BR.UN) and did good work on Luxiliary
Vessels Code (FREETOWN traffic).

Took over Fm Referat when formed, in Deo 43,
by amalgamation of SITETIN, H.MBURG, arnd
EREMEN Seocs.

Worked under Generalreferat "F" on SWEDESH
Naval traffic im Jul 4. 4n ex T operator,
O«.R..

Head (Referatsleiter) of Fu Referat (FRuNK-

Till 1 May 44 m.djutant" to STUMMEL, Should
know of ..edic defence measures plammed by
Chef MND IV (later 4 SKL IV)., Has livod in
the ..RGENTINE, speaks Spanish.

Head of Chef MND (I-IV) in 43 - May 4k
Interested himself mainly in Asdic defence.

Head of Fq Group, dealing mainly wath LOXO.
Ex MP Lbt-FL.NDERN (BRUGES),

Heed of Generalreferat "F" (Gt.BRITKIN &
RUSSIA)., Peaoce time cryptogrepher, perhaps
ox-MPHS IANCENARGEN (Iale CONSTL.NCE).

j?iu{.ﬁ] w f)

f ~(W.S. VALENTINE),
Lt=Col

t4
Cant. CSDIC,, CMF,
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PATTERN (F GERMAN JAVY INTERCEPT QSDIC/EME/X. 3L
LOG BOQE I'ORM,

{wgn 0 I T ™ ) '
i :
l ]
! Intercept Sta. Zone: Opezator. Date: No: !
5 B-STELLS: BEREICH: HODRER: DATUM: |
|
' — e
P —== e N P N R S B -
| Uame Eieqmrq% Froa, To. Oontents and Remarks
! Kos
j ~ELLE

UWRZEIT KHz VON AN X INHALT UND BEMERKUNGEN:
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Lpperdix "c" (Cf pare 3.C.II. of report)

DEMLILS OF WI ST.8 COVERED BY THE GERM.N N.NY INTERCEPT SERVICE, C.JL SINS
& FREQUENCIES MEMCRISED BY FW.

HI ST.S COVERED BY GERMAN NAVY INTERCEPT SERVICE (1943-1945).

UNITED KINGDQOM:

WHITEHLLL
ALEETHORFES
SCLEA

ROSYTH

«ULTBEL
GRIMSBY

GREsT Y.RMOUTH

B4ASES TN OOCUPIED TERRITCRIES INCL.

TIDIGENOUS STaS.

NORTH FOREL.ND RADIO
PORT B.TRICK RaDIO

MuY ISLuND
BRITIS EMPIRE:

HaLIFLX

ST, JCHNS

VaNCOUVER

SUVL (Fiji)
FulKLAND ISTsNDS
TRINCOIZLER (Ceylon)
C..LCUT T

GREEN H.EBOUR (Spitzbsrgen)
G-MUL.TEN (Greenland)

RUSSLs:

MURMaNSK
LRGHLLNGEL

BRaZIL:

RIO DE JINEIRO
RECIFE PERNAMBUCO
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v wppendix "C" oont.
Ba CuIL SIGNS.
To NAV.L GENER.L C.IL SIGNS.
CALL SIGNS:
EERIOD; ST ON: W m
1943/l WHITBLALL GYL
CLEETHORFES GYE
GYB
GRIMSBY MFC
SCuP4 WI ML, BULL TANNER/SOAPL
DOVER MIU DOVER
LIVERPOOL MD MLD
LIVERPOOL SHIP R.BBLE, SILEX, G.LEX,
LIFER.G
INCHKEITH ISA.C
M.Y ISL.ID MOSES
DEVONPCRT MIN
SHEERNESS BULL S.FETY/SHEERNESS
SOUTHEND 31, 36, 47, 48
FREETOWN VEU
BELCONNEN VHP
GIBRALTLLR GYX
HaLIF.X CFH
ANN..POLIS Nl .
SUMMIT /BALBQL NBA4
LOMLOUA LAIL/HONOLULU NPM
SHIRDOURG s NIS
PLARIS I T
MuRSEILLES FUM FUM
LEGH®RN MID MID
ITe NuV.D BASES LMD SUNHCRITIES,
SHIFS GRIMSBY 4«REL = 3 PIC
1955 /4
SHIPS AN LUMNMCRITIES
IN 4REL F5 FREETOWN « 3 PR
11T, USED BY; ?
COIE N.MES: figure - letter - figure

(RUFILMEN)
190 " 6 - letter - letter ~ letter

" 7 = letter - letter - letter
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| appendix 'CY conts
IV, SHIES AT SEa:

1543/i f c(:%mﬁ% from .B to 4Z

Ve IUER.LLIED CODE N.MES (INTER.LLIERTE RUFN. MEN) ;

1943/4)  letter = figure = letter - figure - letter.
VI. TRVLER CODE NuMES .S FER “INDICLTIF D'.FPEIS":

1943/44 2 = lstter = letter - lotter.
VILDELIVERY GROUPS (VERTEILER GRUPPEN):

UD = also interded for.
1943/ QG = rass to.
HS = ldmy. (wdmiralty)
VI, DELIVERY - ..DDRESSES (VERTEILER ..DRESSEN):
1943/k4  Letter - letter - letter.

Oy WVELENGTHS LND FREQUENCIES = (1943-45).

(NOTE: PW quoted either wavelengths in m. and/or frequencies in MOse« These
have been converted into Kcs and are shown in cols 3.)

1 — o~ neldieulpey

LVELENGTR | FREq. ""'zlmq. USED By SILS ‘L“‘ﬁi__’"zm ZONES :
m Mo Kos
35 8.2 | 8200 ;* WiBs (KLEINK M BHE.ENDE) in the

Bkt 8400 ENGLISH GHNNEL.
8500

gggg:g ; N FR.NCE, after the invasion.

2700 ST:.S: NJS & NJI in N.FR.NCE.
2716 FUM-M.RSELLLES.

INV..SION .RE. (N.FR.NCE).
Ca0 PORTSMOUTH, PLYMOUTH.

CONVOY ESCORT FREQ (GELEITZUGSWELLE) .

P.TROIS S.FR.CE 0Q.ST- (BRETON, m)
& F2).

UNKNOWN (T.RTAR, NORTON, CROSSWISE) e
SCAR., INGHKEITH, MAY ISLAND (FOCCB).

LIVERPOQL M.D to "R.EBIE"
(CiC WESTERN ..PPRO.CHES) .

SPEEDBQLTS in MEDITERRLNEAN (Gulf of
G-ENU:.) [}

RaMBG..TE to "BHEFHERD",
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sppendax "C" oont.

ZJ‘ e e~y h; i
FREQ, USED by STLS AND IN SONES:
Kos

2068 SOUTHEND 31 to ERMES Contral shipme.
1995.5 SHEERNESS,

1780 CiC NCRE, GRIMSEY, GREAT YARMOUTH, NORTH|
FOREL.ND, PORT P.TRIOK RuDIO.

1765 DOVER.

174445 uLlternative frequencies (AUSWEICHWELLEN)
170k4.6
16386
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Appendix "D"
(of pare 6.0.III.be av of report)
Le Desoription of RALIM.SGIINE, (FIG 1 on ..ppendix)

Pl carared it to an abacus anl gave the following details of 1ts construction
and landling, The mechine 18 canposed of a metal-sheet outer cesing of vhich
the top side 1s 1llustrated in FIG 1., (aree a b ¢ d). The top side of the
machine has a cover which oan be opened (area e £ g h) and part of which (area
e £ 1 J) 18 covered with glass allowing opemator to see tte first "rollers®
on each of the fair axles (axles with rollers mrked k 1 m n), The remain'ng
part of the top cover (e £ g h) i.e.area i J g hy, has four open channels
through vhich operator can see the rcllers turn., On the "window" (area e f i
J) emd the left hard sxde of cover (a e o g) Strips are provided on vhich the
sub tractor group set on the machine's top rollers ard the code groups, can be
maried before operating, The four axles (k 1 m n) have usually 10 (sawtimes
15) 'rollers" mounted on thems The machine 1s bualt in such mamner that when
,the top cover (e £ g h) 1= opened the "rollers" can move indepeniently on the
exlies on "haich they are mounbted, When the top cover is closed, the axles can
be moved axdl all "rollers" on the one axle move wath the axle, but not irdep-
endently., The axles are not coupled, they have to be moved indaviadually. A
support 1s provided with the machine allowing operators to place 1t on their
desks at on angle of approx 450 fram the horizontal.

Bs The "Rollers" (Crosg-section :llustrated in Fag 2 of fLppendix).

i3 "Rollers" are made of wood or metal, diameter approx 1 inch and are marked
Zron O 1o 9 in an onticlock-wise directions Then the mochine 1s operated the

ex’oz on which the "rollers" are mownted ere turned in a clock-wise direction

so that 1 follows 0, 2 follows 1 eto.

Co "Drall" for getting the mechim, Suppose the graips (high frequency #nown
ccde grcufé)' Yul3, 2820, 6528 etc have to be put through the rachins, They
are written out on the strip at tte sile of the machine (area a e ¢ g) starting
from a lire corresporiing with the secord row of "rollers". The top cover of

re machine 1s opened, allowing "rollers" to move imiependently on their axles
and the "rollers" are set at: (see Fig 1)

0000 on the top row

2067 * " 2pd M 1067, 8280 anl 4582 eto being the groups
g8 " " 3rd M of complements of digits (das SPIEGELBILD)
k382" 0 Lth M whach make up the code groups.

etc

“ne groap 0000 1s the basic setting (GRUNDEINSTIILUNG) for the sub'zoctor
trmaols erd 12 almys telzen - arbitrarily - for the sake of convenience. Fid
stated onz could se% thc machine at 1111 (on the top row of "rollers) or any
f1guress bl one would have to cerry on completing the cycle in ony case (see
D belcow) .

Ds "Roll-rz" - "drall". When the machine 1s set, all registered confirmed sub-~

T octor prodaps (foumd in the reconstructed recipher bodk = WURMBOGEN) are 4 wiod
cn the top ror o "rollers's in turn, anl the resulting "artiPicial marconigram
groups” are commred with the catalogue of intercepted marconigram groups. If
eny "artificanl” grevps are fouwrd to exast in the catalogue ard in the two
messages gthese ore mode into a pair ("SERTE"). In FIG 1 camplement daigits of
ccde groups oro set with assw~d subtroactor 0000, In FIG 3 confirmed subtractor
1257 has teen set by "rolling" end "artifiecic' groups 221, 9437 ord 5729
cytained.

27 stoted that this kind of wark could ne dore by herd als o, but that 1t would
toke much longer. Therefore, imsiend of takine freguent code groups 9043 2820
6528 ~ smusmected to be at the tosis of sore marconigram rroaps in traffic -
andl toyine o sublircct them from all confirmed, reristered subtroctor eroups
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knovm to the cxyptographers, suwch aos;

subtroctor group (W) 1257 1257 1257 eto

cale group (C) 90,3 2820 6528

marcanigrom group (F) 22U, 9437 5139

the @omplement volwss of oode group digits are set on the "rollers", assuming
thot on the top row code group 0000 18 set as o starting point, anl subtroctor
1257 for instarce, onl others, are added: Eege

subtractor p (W): 1257
code growp %(;3); 0000
m roonigrom group (F): 1257

subtractar groups (W): 1257 1257 1257
code groups (0): % 8280 5-_1?2
mareonigrom groups (F) 2 937 5159

The machine hos the adventage of allowing severnl cale groups to be treated at
the same tame,

Fe« "Rolling" is done separately for red subtrootars applied to addresses = code-
groups aml gbeen subtractors applied to text-cole-groups.
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"ag9i 1 c1al marconigram
groups" (KUENSILICHE

FUNKGRUFPEN) .
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) uppendix "E" (of pere 8 of report)

P _TEMP's DESCRIPTION OF U~BQAT SPROL.L
DF LPP.RiTUS & FUMALT GROSSMLNN'S EXPLOITS.

U = Boot Spezialpeilsr :

Als U=Boot Spezialpeiler wurde zunnechst der von Telefunken gebaute "EP 2" mat
Perlrahmen urd Hilfsantenne benutzt. Der EP 2 ist ein gewoehnlicher L~Roehren
Ueberlagerurg sempfaenger fuer Batteriebetried fuer Grenz wmi Langwellen. Die
Deutschen beabsichtigten smeter einen von NVK (N.CHRICHTEN VERSUCHS KCMM.NDO)
dntwickelten "SIGITPEILER" zu benutzene Der Sichtpeiler macht die Peilurg auf
einem BRAUNSCHEN RQIR sichtbar, so dass man ohme Ueberlagerung peilen kamne Imas
bedeutet dass man bei der Peilurg von Fonie~-Verkehr diesen Verkehr gleichzeitig
abnehmen kam,

GROSSMaNN hot rech seaner eizensn §childerung bei seinem U-Boots Einsatz Fonus~
Verkehr zwischen zwei britischen Einheiten festgestellt und diese eingepeilt. JLuf
die Pealurg hain soll der Lngriff auf einen britischen Kreuzer gefahren worden seln,
Durch Usberwachury des Fonie~Verkehrs nach dem Unglueck urd waehrenmi der Rettung-
saktion will er die Versenkung des Kreuzers festgestellt haben.

TRANSLATI ON:

at first the TELEFUNKEN EP2 - with DI' freme and auxiliary serial - wes used as a
U~-boet specinsl DF sete The EP2 1s an ordimary four-velve-heterodyne receiver,
working on batteriss, far medium anl long wave barmds (? 100 = ? 2000 m). The
Germns intended to use later on a Vvision" DF set ("SICHTPEILER) developed by
the Geman Navy Sigs Expsrimental Commend (Nachrichten Versuchs Kamenlo = NVK)e
The "vision" DF set permits the operator to get the beam on & cathode ray tube
(BR.UNSGHE ROHR) s 50 that DFing 18 possible without & superimposed wave. This
nears that when DFing RT traffig, the latter cen be talken down simultancoudlys
woccarding to his own desoription while seiling on board an U-boat, GROSSM.NN
inte rcepted axd DFed RT traffic between two Bratish Naval Umits. J4g a result of
DFang an attack was made on & British Cruiser, He stated that he confirmed the
sinking as a result of listenirg in to RT traffic after the catastrophy amdl during
the salvaging operatione
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