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\\x7 Degember 1950

MEMORANDUM FOR MEMBERS OF AWSAG:

Subjeot. (OMINT Coliabora%ion;‘g
1. The question of whether the United Statea

to collaborate with allled nations (other than thd

in the collection, processing, and dissemination oI com-

munication intelligance materlal eppears to warrant serious
conslderation and atudy9 on a prioriﬁy basls, in view of:

a. The present world situaﬂiono

b, The broad soope or ouzrent negotiations in
connsection with NATO planningo :

e consequent likelinood that either the U.S,
or the may at any time be approached with offsrs of
or Treq [ oollaboration in the GOMINT field,

do. The 1nternati$nal oomﬁiexion of any NATO or UN
forces whioh will be engaged ip any potential hostilities
wlth the Union of Soviet Socialist Republlcsa

2, A prerequisite to the resolution of this question
will be a determination of the extent and mechanios of
world-wide U, S. collaboration with the in wartime
Combined Headquarters at Thester and 1 18, Obvi-
ously, this must be based upon a firm U.S. global COMINT
gtrusture, the planning for which snould be undertaken
without delay. ; i

30 Whlile the reoen COMINT Conference was
in the planning stagss, ¢ |proposed thav certain slobe
al questions bs consldered as items on the agenda. The

USCIB Coordinator indicated that U,S, authorities were not
prepared to consider these global matters formally, but

were agreeable to _informal discussions of these and other

points which the[ _ [onferees proposed to take up.

o 1 =
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Lo Thesa informal discusalions were held and brought
to light certaln points in the British approach to the
problems. With respect to wartine collabo-

ration, thelr thinking appeared nOT to have progrsessed
beyond the point of ralasing questions. However, with
espect to wartime collaboration with third parties, the
[E::f:::]had reeched oertain Lentative conclusions, which
sre summarized in EneIQSLre 1.

5. During the cour informal discussions, it
beceme apparant that the| will suggest another ocon-
ference to conslder these and related matters next Spring.
In order to be sure that U,S5. national interests are maln-
tained in meeting the proposals which the British may
gdvance abt that time, 1%t 1s comsidered essentisl that AFSAC
gponsor lmmediately the consideration and study necessary
for the Servioces and AFSA to arrive at a firm U, S, po-
sition on these problems, Some of the primary considere
ations, as seen from the U, S. point of view, are set forth
in Enclcosure 2, which sesks merely to present the problem
without oftering a solutiono

6. It is therefore recommended that AFSAC dealgnate
an ad hoc committee to prepa;e. ‘

e, A plan for U, S° global COMINT structure in

wartime.

b, A global plan rof 5 COMINT collabo-
ration in wertime, i

"3, Recommendetions regarding‘ COMINT
sollaboration with third parties in warvtimes: —

7. Thet USCIB be kept lnformed ard consulted, as
appropriate concerning thess matters,

t D e
i’_«/& E:l :—-\.‘4 I

EARIL E. STONE
Reaxr Admiral, U.S. Navy
Director, Armed Foroes Securlty Agency
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JIPRESSIONS OF
WARTIME CO RE

ENCLOSURE 1

THINKING WITH RESPECT TO

1. It will npt be p
fight with forces of a thi
quarters Staff without mak
to officers of the third p

2. In a Theater con
) COMINT units as
power, 1C will be advisabl
among such: unitso

<F?IONS #ITH THIRD POWBRS

dssible £or| | rorces to
rd power under an integrated Head-
ing some[ ] COMINT available

Owerc-

taining (or Combined
well as COMINT units of a third
e to promote technical cooperation

3a Before allowling release of either intelligence or

technical information, the[
the third power satisfacto?
and use, at all levels, of

mation from all sources.

Lo It therefore fol
prepare agreed security re
ters, and have them accept

may have COIMINT dealings 1

NOTE It is believed that

marize the current opinion:
is not belleved that they
lems, nor that these are n
offieislly presented to th

should enforce upon
; ; es for the handling
1ntelligence and technicsal infor-

J,ows that thel‘mn—n—com should
gulations gov Z a INT mat-
ed by all countries with whom we

n wartimeo /

these statements adequately sum=

8 D COMINT authorities. It

have TINIshed exploring the prob-

ssurily the views which will be
JoS. at the next conference,
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ENCI.OSURE 2 PL 86-36/50 USC 3605

&T COLLABORATION

1. In view of the close| gollaboration since
the early days of World War II, IT I8 nov anticipated that the
beginning of future hostilities would present any fundemental
policy probvlems in this reaspect. However, important deoisions
nust be reached ms to the means of implementation of such
collaboration., JFor. example plans must be drawn up which will
answer, among others ‘the following questiona.

genters (National,

a, To what extent will p \
goenters*

and Theater and field) be eombined

;o" To what extent will intercept units be combined
units? 1

-5" Will disseminetion be effscted through combined
“outlets?

do In localities where combined centars and units
are not sdvisable or feasible, what arrangements can be made
for croas-dissemination” ‘

e, Where, specifiocally, will Tneatef centers be
established? l

2. On the other hand, it is conslidered almost a certainty
that combined command, with integrated staffs, will predominate
within the fleld forcas during any future conflioct with the
Soviet Uniomn, Therefore, it is loglcal to assume that officers
of many nationalities will be serving in capacitises that demand
their agcess to COMINT to enable intelligent and efficient per-
formance of their assligned duties, If this assumptlon 1s
acgepted, 1t railses a series of queations relating to the method
of disseminating COMINT at all levels of oomhined forces:

8. Shall each nation disseminate its own COMINT to its
nationals, denying it to other aliled nationals |
agreements excluded)”?

b. Shall easch nation disseminate itas COMINT to author-
ized recipients of all allied nationalitliea”

8o Shall dissemination be effected through a combined
summary containing the results of all allied COMINT Centers
which is made avallable t¢ authorlized recipients of all allied
nationalities?

TSP E;EERE[E ! eeﬁﬁoaua {2)




3. Dus to the present existence of COMINT ters w
the territory of some of our probabls allies,
in particular, and their knowledge of the benelits ol auch

organizations, it is highly probable thet the United States will
at any time bte requested to permit allied collaboration in the
collection and processing of COMINT, The extent and!degree of
collaboration that would be requested can not be predicted at
this time. It ia concelvable that congiderable pressure could
be exerted to obtain complete technical oollaboration, If this
be true, 1t is quite possible that the United States author-
ities may not consider complete techniocal oollaboration as the
most deslrable solution, It 1s essential to consider at this
time what degree or extent of teehnical collaboration we shall
permit in the collectlion and processing of COMINT material.
This determination should extend to all COMINT producing
centers from the National Center (AFSA) down to the smailest
unit so engaged. To walt until the actual outbreak of hosg-
tilitles on a global basis before establishing adequate safoe-
guards and policies could well be fatal to the COMINT effort,

Lo Another aspest of the problem 1s that of security
standards tc be prescribed for allled nations should c¢ollabo-
ration be authorized, Such standards as are determined to be
essential fox the protection of this meterlal should be made
a prerequisite to collaboratlon to any extent, Slince any
negotiations with allied nations along these lines are likely
to reveal past successes of our COMINT effort it 1s considered
that ocareful plannling and preparation are essentiasl. There-
fore, it is dssirable thet the minimum seourity standerds that
would be acceptable to the United States be determined, and
that guldsnce bes furnished as to the most feasible approach
in conduocting negotilations with the nations involved,

50 It 1s oconsidered that the problems raised herein
should be initially considered by the Department of Defense
as the Department wlth primary intsrest in military sollabo-
ration. Raesultant recommendations should be referred by
AFSAC to USCIB, as the National authority dealing with the
gsocurity and foreign exchange of COMINT,

t
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