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HEADQUARTERS a4
UNITED STATES EUROPEAN COMMAND

TTD _ ' APO 178, US Army
21 July 1954

SUEJECT: Reliability of Communications (UNCLASSIFIZD)

TO: Crief
National Security Agency Europe

1, The inclosed copy of the briefing presented at the Commander
in Chiefs' conference held at this Headguarters on 24 June 1954,
ig forwerded for your information and retention. (UNCLASSIFIZED)

2. The Joint Working Group, mentioned in Part VII, hae been
establicshed by separate correspondence. (UNCLASSIFIED)

J. i r:EW

1 Incl:

Cpy 15 of Briefing on Rear Admiral, US Yavy
Reliability of Communications, Director, Communicationg-filectronics

dtd 24 Jun 54

Tp: des Loges 8271

| NSA EUR #F_@r082%
peceapEpUNCLASSIFIED yy Cop Y'Z‘OF LCOPIES
SEPARATED FROM CLASSIFIED INCLOSURES. PAGE_, OF , PAGES
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2 June 1954
PART I. IETHOBUCTION:

In recent months. as you gentlenen are aw.re, thore has bzen a growing .
conceérn about the d.ependab:ll:.t}' of certvin U.S, and ‘Allied Hilitary Communi-
cetlons in War, The Soviet'e succies in jJamming the VOA and, otvher radio
broadcaete hae boen well known-for some time, But only ladely has there
been a proper appreciation of the military implications of ooviet’-fm:l.ng
Capabilities., We are now beginning to realize that they resent & serlots
danger in the approacking eya of Atomic Warfare, when reliable. commopications -
will become more .thzn ever-a vital necessity, Tie qenace. of subveraive . _
actions is also leoming largur, since not only may they..dlsrupt our essential -
land line tommunicntions, but may.aleo deny us the needed back-up for our vul-
nezuble Tadlo circuits, 4nd in addition, the Gispersil and mobility of
forees necessary for defense against.atomlc attack can only further compli cute .
the problem of maintiining commun:l.eations.

‘e do not suggest that these dangers nov in view are :I.naumounteble.
We are-confident thht in time adequate technical means for dealing with them
will be found, Hut it is importont to understand that such" means are not
availdble pow,: nor are they in early. prospect. Until .they arye,the least thit
. can be done is to recognize the threats" anc to prepare Jo » Geal with them as
“best we can, Accordingly,this briefing has 'been prepred with three
ob.ioctivel in mind: (mﬂ

a, l‘irst to revievw the faetors which have mued concern as to the
relin‘oil:.ty of- our military commuricatione. ) .

b. Seeond. to. examine the vazd.ou.s act:l.ons being taken to minimi:e -
the dangers. (sis&mr) .

c. Third, to consider what additional measures can now. be token.(SECYRT)

PAET. EI. . BACKGHOUKD: ;

As a basia' for considering the vulnerability of oh-r communications,
the following baekground mrormt:l.on 18 s:.gntf;eant POP-SHOFLT) -

a, First, a study conductea for the 'I'alecomuniea.t:.ons Adv:l.sor to I'he
Pres:laent 'broua,ht out the following facts. (' DOP-SEOHET) -

(1) The USSR and the Soviet 5lo¢ has an efficient electronic :
Jamning organization which u.!sutilue a mjor portion of 9600 tranamittex for: -
Jamming purposes. (TOP-fHORET, .

-(2) .'i:lgl:f:-hundréd. and eisf:ty ('850). electronic jammers.are .cu.:-rentl.v

in use by theSoviet Sloc against the VOA, HBC, &nd other psychological .
warfare broadcasts. Some of thesec are reportec to exceed & million watts in

. power, GEBP—EBM) . . - ‘-'. e m e . o

'(3) US Military, commerci-l, and ofvll agencies currently empIoy
approximetely 400 radio tramsmitters in high frequency po:.nt—to-wo:.rt
.'mternatioml service, - (EO?—SBGHT)

(4) The geo,:raphy of the world makes the US particularly vulns:able
to long~diastence, eleciremeghetic warfare with the Soviet Bloe. Un the other
hand, the Soviets cad maintain vesentizl col-unmat:.ons entirely over lamd,
ueing cnﬂbinat:tona cf long and short length. circaite nnd alterpate routing.-

eﬂer—sﬂmar - ) i
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b. Second, a study of the vulnerability of U,S, Military communications
eyuipment to jamming has recently been completed by a technical research
organization, under an Air Force contract. A4s a result of the study, the
general conclusion was reached that no communications circuit utilizing
Present -day equipment is jamproof, and that there is nec universal "black’
box™ (or cure) which will alleviate this condition. Furthermore, there is _
a firm requirement to plan for future jamming by educating all personmnel in

. the proper selection of -type of transmissions, equipment to be used, and
- proper operating techniques. (HOP-SEERET)

c. Third, intelligence estimates on Communist infiltrstion in the

_natilonal communications monopdlies (or PTTs) indicate that, particularly in
France, the sabotage of the PTT system is well within the capability of the
Communist Party., In France, reliable estimates i1ndicate that an overall

- average of 1% of thepersonnel of the PPT is infiltrated by the Communist-
fominated Labor Union, the CGT. In some departments of France, particulariy
in the Bordeaux area, the PIT is.dominated by this Lator Union. The threat
to communications is not necessarlly limited to Communis$s with the PTT,
of course. It is estiwated that throughout Framce there are 50,000 to
100,000 Communist militents; additional support might be expeeted from amcng
the 600,000 other: Communist mewbers and the approximately 5,000,000 French
cltlzens who indorsed the Communist Party. in the June 1351 elections. Many
of our communications lines run through areas of high Communist density,
where between 1/3 and 1/6 of the population voted Communist in 1951,
-(TOP—SEECREE) : ' o

d. Fourth, last year's general strikes in France resulted in serious
disruption of communications. Land line facilities, where not lost due to
the strikes, gradually deteriorated due to lack of maintenance, and it vas
necessary to establish military radio circuits acrogs France to insure
comunications down the LOC. Under emergency conditions, the activetion of
large numbers of reserve circuits would greatly increase the difficulties

in event of a walk-out. (TOP SECFHE)

e, Fifth, the -land line facilitiee in YWestern Russia and in certain
satellite arcas have undergone considerable, development and extension since
the end of World War II, dpreover, progressive-introduction of VHF and UHF
communications in those areas is making the Soviets less: dependent on HF
and MF radi? and thus less vulnerable to retaliation in any jamming effort.
(PoP-SEERET) - - C. . _

e

PART III, JCS-SG ACTIONS:

Concern with reliability of communiestions by Senior Military authorities
both of the US and of NATO, has been developimg over the past three years,
In late 1951, the JCS, in approving a report om safeguarding ailied long-
distance wireless communications, determined that positlve steps hac to be
taken to minimize the effect of possible enemy jamming of strategic communi-
.cations, 1In directives to the Services, the JCS requested early action on '
certain technical measures, on developing alternate routing for message
comnunications, and ia training programs. In addition, they directed joint
. Bervice actions.iuvolving security measures, .courier. services, and .the . .

. Gevelopment of Joint procedures for alternate routing of traffic over-military
circuits., 4nd, based on the intelligence information at the time, the JCS
vonciuded that the Russians had the capacity in trained personnei, zquipment,
and organization to jam certaim long distrnce radio communications circuits
as well as the capablllty to disrupt submnrlne cablas =ither by sabotage or
nilitary operations. (SBGRSE)

3y mid 1953, the JOS bad re-asscessed the Soviet Jamming Capability based
on experienze of Soviet Jamning efforts agaln st the VOA and similar activities
as well ss on intelligence ond spscial studies. A4s a result, a JCS diréctive,.

o donj __of Copias
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dated 28 July, was promulgated to Commanders of unified and JCS gpecified
commands. This paper concluded, from a review of the Soviet Jamming
Capability, that all U.S. long-range high frequency radio circuite ars vul-
nerable to a dangerous cegree, Therefore, the use of certain plamning .
assumptions and certain planning rtems in current and future operational
communications plans was directed, Specific assunptions to be utilized, in
addition' to that of the aforementioned Soviet capability are as foliows:

: ~a., First, the geographical locations of all US vital communication
terminals are.known to the USSR. (-TGP—SEG-IEH-)

b. Second, the US capability of mamba:.nlng any HF radio communications
to, from, and within overseas areas is considered negligible. m)

¢, Third, tactical _rad:Lo communlcat:.ons,lncludmg ViF and UHF in
%eographical proximity tb the Soviet Bloc Orhit, must be considered vulner:ible,
Ge Fourth, until all-out war is imminent, the Soviets will not initiate
large scale strategic communications or navigational aid jamming, unless
th:.s action cun be cloaked by legal or quasi-legal justification. (PP-SECHER)

e Flfth, The Soviets w111 initiate such jamming just prior to and

' _ dunng full-scale war.

Purther, specific factors which must be consicdered irt planning, are:

(1) First, the nossi‘bllit,;; that subordinate commands must.be able
to operate. for extended periods in accordance with approved plans and doctriuss
w1thout radio contact with higher authority. - . :

(2) Second, routing of 1"1portant communications by messenger, ,
helicopter, and aircraft. ( o .

(3) Third, tralmnb of radio communicztion personnﬂl m all phascs
of defense against jamming. (DOP-SHER-T )

Finally, in more recent JCS papers, we find that a Ziuropean exexcise,
lnvolving simulated jemni ‘g, was planned for June 1954, an¢ was apparently
intended as a part of an overall JCS program for extending anti-jemming
training of command ané communications personnel through periodic exercises
on strategic intér-theater circuite. We are awsiting further informetion on
this subject. —{! S ORE . '

On the NATQ side, in a meeting of the Standing Group in January 1954,
the US representative expressed himself at length on the weaknesses of NATO
communicatiors, Subsequently, a Standing Group Directive to SACEUR, SACLANT,
and the Channel Committee was forwarded in February, EKach addressee is
_required to review hisg military communications at all echelons, and consider .
all aapeotsand all defects, regardless of cause, or of the known possibility
* of el.mination of thie weaknesses. Speed, flexibility, security,reliability,
and vulnerability, including vulnerability of communications systems operated
by non—-milit)ary orgenizations (in other words, thePPTs) &re to be considered.

PART 17. SACSUR ACTIONS:
Shif#ing to the Lurdpsan Theater, we note that SACZUR's Emergency Defense
Plan, es well ag his Atomic Strike Plan and SOP. governing atomic strike
requests, are uepcnden.. upon compleiely reliahle communications for their.
implementation. -As an International Commender, SACZUR is, of course, not c¢bliged
to accept the JCS planning assumptions and planning factors with respect to
Soviet Jamning Capability. Nor can he openly question the relizbility of
specific national PIT fzeilities, Nevertheless, his actions have been

o Y A N QF:-"“E:."T Copy_____ of Copies
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generally consistent with the JCS views, (SB6RET)

First, Several pertinent Comnun1cat1ons—hlectron1cs Policy Directives

and Instructions have been promulgated within Allied Command Europe. These.
point out the necessity for defense against enemy jamming, and lay down
gertain guiding principles. SACEUR's Subordinate Commanders, at all levels,
kave been directed to analyze the vulnerability of their communications

syetems to jamming, to reduce reliance on radio communications, and to provids
for continued normal conduct of operations during periods vhen conmunlcatloas
means are disrupted, Further, the Subordinate Commanders heve been directed
to emphasize training in all phases of defensze against jamming. As to
physical security, SHAPE has promulgated policy directives setting forth. comnznd
responsibilities for establishment of safeguards for comnmunications-electrorics
installatioms, =«ll of these policy cirectives and imstructions are, of course,
currently'applicaole only within the NATO chain of commend, but efforts are
being made to obtain national apnroval ané to broaden their applicability
thraughout NATO Hurope., (&% :

Second, pursuant to the Stancing Group review Directive, SACEUR has con—
vened a Working Group of representatives of SHAPA anc the NATO Subordinate
Commands to make a comprehensive survay of SAGEUR‘s -communicetion situation,’
Zach Subordinate COqu1uer was requested to provide, by June lst, an analysis
of the copability of his assigned and earmarked communicstions elemnnte to
effectively implement the umergency lVefense Plon and to zupport active
operations for the first 90 days of emergency. - The reports were ulso to

’ include studies for each country within the respective cqmmand areas, indicating
major conmunicEtions weaknesses. . (SHGRET)

~.Third, SACEUR has reguested EMCCC to make a specific survey of the vul-
nerability to sabotage of communications systems controlled and/or operatad
by-non-military organizations (i.e., the PTTs). The EMCCC report, vhen
completed, will become a part of the S.ACEUR overall review of his communl—

cations system. (SECH:T) .

PART V: US CINGCSUR ACTIOXNS; : -

The reliabillty of communications within the US BUCOM area has meanwhile
received the attention of US CIHCEUR, particulerly in connection with assigned
zlapn;ﬁﬁ miseions and implementstion of JCS emergency planning directives,

“The following specific actions have been taken:

a, First, in a policy directive to all Subordinate Commands, US
CINCEUR summarized the situation, and in general, prescrided that the JCS
planning assunmptions and planning factors would govern current and futire
operational communications planning in the US LUCOM Area. This policy has
been written into the Communications-klectronics Annexes to the US LUCOM
‘Joint Y¥mergency War Plan and to its supplementary US Contingency Plan.(TOP—SECHET)

b. Second, Subordinate Command Communications-—Electronics Plans, as well
as other Communicetions—ilectronics. Plans,-have been reviewed in terms of
rommurications reliability provideé, and in the light of the prescribed
Flarning factors, To.cite an example, the SACEUR Atomic Striks Plan, which
recuired the rapid and reliable transmission of a series of messoges, would,
in many cases, depend upon the availability of relisble- high fregquancy radio.
The effeét of the new planning assurptions has been pointed out, and the plans
have been modified in some respects. However, in our opinion, further commini- -
cations pla?nlng is required to insure the -~eliable service needéd. '
trOP—SEEFRT

c. Thizd, US CIuCEUR reqauested the Subordinate Cormanders to forward
reports on actions elther taksn or planned within their commands. US CINCEUR
Pointed to certain immediate anéd leng-renge meagures which would minimize
the effect of enemy jamming, and, ia the light of prescribed planning

A o - oo
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assumptions ané factors, reuaested aach Comrandeér to make a survey of his
communic=tions situ=ation, Specifically requlred were those operatiomal,
procecural, technical, and training measures which each Commander had taken,
or had plamned to minimize the suseeptibility of his conmunications to enenmy
dattack. In addition, each Commander was required to list those important
radio communications which he regarded as vuluerable and for vhich adequate
protection or reliadle back-up communic>tione had not been or could not be
provided, Finally, in the light of this information, each Commander was asrad
to provide a general ecstimate of his present-ability to meintain the
éssential communlcdt1ons requlred to carry out his aseigned tasks in current
'emergency plans,

: de 'Fou.rth, $he JCEC of the JCS was asked to provide a summary of the
latest infermation on Lepartmental actions in developing specific answers to-
the jamming threat, with particular referecnce to measures applicable to
gommunications. to and within the US LUCOM area, In response, the JCEC has
proviéed the follow1ng information:, (POP-SHORHT) E

(1) PFirst, the Services are. continuing efforts to'providﬂ.alternate
routes between given points so that essentmal services can be maintained even
if one or more paths is lost, ¢

(2) _Second, the application of new ionospheric and tropospheric
scatter techniques to long~range communications is being -erxploited to the
maximum extent practicable. - Specifically, a circuit from Limestone, Maine,
to Thule, Greenland, is working satisfactorily, 'and other experimental
gircuits from the U.S. to Great Britain by way of Iceland, and by way of the
Azores, have been authorized, The usefulness of these new techniques, though

_llmltud 1s promising. (POP-SBORET)

(3) Third, the US Military is supportlng the 1nstallatlon of sub-
marine cables by various commercial concerns. One high-capacity Trans-
Atiantic cable from the U,S. to Great Britain is expected to be completed 1in

1956 and another in 1957. (TOP-CHERET)

(4) Fourth research and development projects directed at improve-
zent of equipment. design and more effectlve racio prnpagatlon are being
pushed. (QQ#—S#GRLT) :

(5) Fifth, in the relatad field of electronic warfare, JCS directives,
_which are long overdue, will soon be igsued to develop capabilities to
employ electronic countermeasures agoinst all categories of Soviet Bloc
electronic devices. "Meanwhile, US CINC:iUR has issued interim directives in
i the Joint smergency War Plan. These will also be included in the Joint -
Capabilities Plan now under preparation at this headquarters. (TOR-SLUOHET)

PABRT VI: SUSORDIGATE COMMALKD ACTIONS:

. Reports on vulnerability to jamming have now been received from each of
the Subordinste Commanders. 4As might be expected, the reports reflsct the
differences in the communicstions problems of each of the Services, which
result from their respéctive missions. The following is & swmnary of the
1mpo*taqt sections of the individusl service reports, with particular emphzsis
on the overall estimate of each service capability of maintaining essentisl
communications required for emergency tasks: {POPSHGHER)

a, USAREUR:
N
CINCUSARZUR, in his report providesz a detailud apalys’s of his

essential communicztions, broken down into four categories, ané indicates ihe
various types of communicstions 2t his disposal for each category. These
categories are: vﬁOP—EEGRET}
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(1) First - Communications along the LOC; (TOP—SHORER)-
“(2) Second ~ Army Group Gommand and lateral communicstions; (POP-SRORRT—

(3) Third - Seventh Army Comm:ind communications, 1nclu.u1'ng cormuni-~
ﬁtlons to t)hc Area Conmnds u.nt:Ll non—combatant evacuatlon is. com‘n...eted

P (4) TFourth - USAR...UR communlmtions, -provided by the erﬂy Command
gnd-Administrtive Network (or .ACAN), with the Dept of the army, and - K
pr:.nc:.pal US Commands 1n uu.rope Yorth Afr:.ca ana the Middle kaet. (-TGP—SEG-E“‘-)

In genez-al, except along the 10G, the CIKCUSAHREUR analys1= indicates con-
s1Gérable dependence on HF radio, 4And particularly, for lover echelon Army
units,both HF and VHF :field radioc play ap essential role, especially vhen ’

"‘'positions are rap:.dl,,' changing., In the case of arvored and air-ground opeva-~
t:.ons, mdlo is the only means 'of elaectrical communlcat‘ons.-(-gaeppsm)

01v:l.1 and land lines are extunsiveh' used &t present, and war plans czll
for activation of nuwuerous reserve circuits, Along the I0C, dependence on
.these lines will be somewhst lessened with -the completion of the Army—siir
.Force radio relay system acrosg Frunce, the Army portion of which wilil be in
:licited operation next month and.be completed by the end of 1954. 4mong the
other protective measures being taken is the movement this year of the main -
tape relay center, with assoclated HF facilities, from'Heidelberg to Pirmesens
Area, west of the Rhine, Further, current plans call for the trensfer of
these activities to the Orleans area in time of emergency or var, (POP3ECHRER

. GIHCUSAREUR’s conclusions with respect. to m1ntain1ng escentml comnmuni--
cations are generally us follows:- < POP—SRORETE)

2. -‘.’lith ;espect to the I0OC, essential communications can be maintained
uncer present conditions, only if sabotage to civil circuits is minor. On
complction of the radio relay system across France, this system, with suppo.st—
“ing military wire and cable, -will provide essential LOC communications, unless
there is considersble sabotage. Mail and messenger service will be used as

-Tequired, (DOP-SHEFET)

. b, With respect to Army Group Command requirements, communications can
be maintained, except to Berlin where, of course, no electrical communi-
cations can be assured, Llatermal communications will be dependent upo—x civil.

la.nc. lines and messenger, (-TGP—SEC'R'ET‘)

c. With respect to Sevcnth Arny requlrements, minimum essential communi-
cat:.ons to Seventh Army units cap be maintained in forwnrd areas by maximum
utilization of availablc eivil land lines and military wire, @#nd in rear
dareas by both fixed and $actical radio relay s; ¥estems, plus available lznd
lines, In'some cases, messenger service will be neceesdary., 4Air-ground
comnunications cannot be assured in forward aress. For the critical period
during non—combatant evacuation, GII\FGUSAREUR estimmtes thet minimum essential

_ comaunications to Lrea Coumands can be meintsined by use of the fixed radic
relay system, ava:.lable land line, and 'nessengcr. - {POP-ERERATY

d. #With respect to the ACAN, essential communicatiuv s to thc Unitcd .
States can be maintained omly 'if anterruption of civil Jund lines and of
submarine :cables is minor, - If these facilities are lost, courier service will
be recquired from Tape Relay Centers cither to cableheads or to the U,S, ACAW
communications to Turkey, Grcecc , and Forth Africa are -expected to be
negligible, ACAN Communications to Continental Buropean wreas, in CINCUSAREUR's
estimate, -can b3 completely disrupted only by such w:.de—spread sf@totage that

re—routing #s inpos sfble. " (PORP-SHEFRT)
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In this connection, CINCUSAHKEUR, in his latest imergency Plan, assumes,
for the first three months of the war, a 10% combat loss of civil comrmuni-
cations used by the military, and a sabotage loss which varies from 20‘)3 in
France and ltely to. 106 in Germany and 5% in Spain and the U.K. & 10» loss
of military wire facilities to sabotage is assumed throughout the Theater,

b. NELM:

CINCHELM® & rt.port is prirerily co'tcurned with HF radio commu.nlc..tlon,

since Javal Forces necessarily place & higher degree of reliance on EF radio

. than do other Services, Naval Forces do not operate an extensive land linc
or rndio relay nctwork in overseas areas, but rély as neceesary on lines.

- leased from an 4llied Government or used in ¢onjunction with other US Sefvices-
Responsibility for protecting such lincs is normally that of inothor agency.
CINCNEIM advises that study is continuing with a view to prep=ring his Forcss
for the conduct of oper: tions without the high degree of reliance on HF rodio

heretofore emplo,/cd .(-’.I!OP—SEG-RET)

Various .other measures have been,or are being, undertakeu. n.sme' froa
technical act:.ons, common to all the Sarvices, such as insuring proper -
antennas, fre.uencies, optimum equipment operations, stc., th: followlng
1.tems of more genzral interest reflect cu.rrent thinking: (PeP-SECHET)

* (1) First,training: CINCEELM reports some progwess in anti-~jamming
training,.which is to be expanded, particularly in manual CW operation.
CINCFELM has recommended to HiTO authorities that at least a portion of the
next large N.TO Naval® ]!.xcr":.se in the medlterraman be concucted entirely on
menual CW to;promote operator treining and to evaluate ability; to handle
traffic by this method, In addition, CINCNELM has proposed that pre—arrangnd
"M:.ninxze' procedures to reducé electrical communicrtions on short notice
should be adequn.tely tested during the nuxt large NLTO Naval Ixercise.

_ (2_) Second, mail and courier service: Considerable thought is being.
given to assuring adequate service for wartine, &nd in addition, thc¢ current
CINCNEIM war plan requires each Task Force Commander to set up a. Task Force
Courier Service. During the last NaTO Maval Exercise in the Mediterrenean,
some message traffic was actually diverted from clectrical nmeans to mail and
courier with at least acceptable results, and for the next N.iTO Naval
Aixercise, CINCNELM has recommended perlods of enforced radio blackouts on all.

m' circuits, (POP—SHETHT)

In the light of the JCS directives, CINCNELM considers that all his HF
radio circuits are vulnerabls and lacking adequate protection., Sixteen of
twenty-four circuits now in uge are clﬂssed as. cgsential, Hc considers

- the normal peacctime back-up of one HF circuit by another HF circuit to have
been ¢liminated by the JOS dircctives ﬂeHi;e'Rﬂ‘f')

s
CIJC‘ELM hes conﬂd\.r-.d the JeSs. assumptions indtvidwally in dcvelopmn
a general estizate of his ability to maintain e&sential communications to

carry out assu, ;n..d "m.rgacy tasks, (_mgp-sﬁem-)

a. The first JCS assu.mptlon that HF communications in, 9, or fron .
overscas arca caznnot, for all practical purposus, b considered ft..'lSlbl"’ in
war, iz congidcred by CINCNEIM to luad logically to thu taird assumption,
tndt contemplated operations should not rely on long-ranze radio communications.
The e¢ffcetof thesc two assumptions, says CINCNEZLM, is scrious but not fatal.
with 'a partial solution 1y1ng, at least inlulull}', in the usc of ccrtain sinpie
-measures, coupled with moderately revised Cuymmand conccpts. Jmong these
measures is the implementation, i1n actval operations, of pre-arranged working.
Irocodires to reduce comzmnications trarfic by clcetrical means and to corrert
such traffic to mail and courier scrvice, These procedurcs already exist and
have actually becn emplcha on one ogcasion ¢r another; now, however, Baval
Iort"aq are faced with the poesib:.llt,,' that ‘such umergenty measures will become

m N N o £ Faindill » 20 il Copy of. . 'Gopi-;:sj
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the modus opcrandl of a futu.r-.. war, In addition, Commandecrs of forces at
s:a and Gonmanders of other detached forces must be given inereased
latitude in day-to-day operations, Voluminous interchangc of messages bo-
twécn afloat and ashore authorities must be discontinucd, with a consequent
lesscning of the degrec of control over the oporating forces which has been
normally vested in naval shore commn.ndcrs,

b #ith ruspcct to thu JCS aesumptlon th=t VHF a.nd ‘UHF near the Soviet
Orbit must be considered vulnerable; while not qucstioning the -validity of '
the assumption, CINCNELM docs view thc situation optimistically from the
Naval point of vicw. Stations closc ecnough to jam tactical circuits are in -
thenselves prime targets for destruction, and one suggested solution is to’
‘insurc that opcrational plans include provision for timely interdiction of
Soviet Bloc communications stations capable of jamming short-range tactical
communications. - In any case, CINCNELM considers that though vulncrable,

VHF [UHF will still be available to Naval Forecs, {FOP-SECRET :

c. Finally, CINCNELM considers that the availability of low frcquuncy

and mediun frequency communications will enable Haval Forces to use radio for

soveral types of operation, Two high-powercd LF transmitters arc currsntly
be:.ng tested 2t Port Lyautey, and they should provide cover over most of tho
-Mecditerrencan drza., In addition, two very low frequency transmitters are in
operation in kngland, one in France and one is in prospect in Turkey,
Although these facilitics are not under US control, the countries concernad
will probably make them available for NaTO use. Thus, with continucd effort in
developing and trainin. on pre-arranged procedures,.with ‘the contimed use
of frequencics lower ‘than HF and of VHF/UHF, and with the possibility that all
HF cannot be jammed all the time, the threat to Naval communications and
o%ratlons may not, in CINCNELM!s opinion, be as great a2s it would first scom. .

. USAFE;

The current CINCUSAFRE Opcration Plan, for war or urcrgc.ncy, provides Fur
expans:.on of cxisting commu.nlcatlons facilitics to cover 4ir Forec rejuirerents
throughou.t the Theatcr, and, in Germany and France, ‘the USAFE Plan parallcls
- that of CINCUS.REUR in many rcspects,. Howover, u.nd‘.r the Flan, the location
of major air Force Hcadquarters in the United Kingdom, in North Africa, in
_Sﬁin, ‘and Italy incrcascs the problem of providing reliable communications.

_ The CINCUSAFE policy provides that command cormiunications will bc routcd
‘over wirc circuits, wherever available, and over radio circuits where wire -
-circuits are not available, Radio bai:k—up is provided.for wirc circuits where
appropriate, Long-haul radio traffic utilizes the world—w1dc GLOBECOM system.
‘New hcadquertcrs and facilitics .when cstablished, will be ticd by- wirc or '
radio to thec nearest GLOBECOM radio station, Thu. cormunications support for
Strategic .Jiir Command operations parallels the GLOBECOM system in nmost cascs,
with additional circuits to other locations uniquely re¢guired for SAC

operations, -CEOP-SHOREE)

CINCUS/AFE's rcport to this hc.ad.quartcrs 1ndicates that antl-—;jaannng
mncasures and studies of- vulnemb:.lltv of forces are underway throughout the
Cormna.nd Relatcd training measurcs'and technical action:r are reported to be
p{ro§mss1§ fatlsfactonl v, except for certain uqulpmcnt d.efn.c spcics,

43 to vulncrability of radlo the reports of individual iir Force Commnmds
forwarded by CINCUSAFE, eontribute to thu gn neral picture. The AACS #ing
(which opcrates GLOBECOM) indicates thut tW“‘lVL csscntial HF ‘madio circuits,
linking the UK, Germany, liorth Africs, and the United States ars hignly
vulnerable., The Air Force Security S:rvice Unit, the 6900th Security Wire,
concludes that that Command's capabllJ.t of malntz"l.n:.ng cesential radio
‘commnications is almost negligible, The Twelfth wir Force, whilce not so
pessimistic, 1n view of cxisting and planned VAF and UHF systenms w1+h1n it
arca, still CXPregses COneuTh OVeT HF redio operations. =
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) mes'scnger and’ couricr surv:l.ce is bu.ng provided. (-EBP—E;:GEHP)

~ CINCUSAFE, in his planning, usce the-following estmates on loss of
es:ent:.al civil.land line circuits by -sdbotage during.the first five days

of hostilities: - Within Franco, 50;'-, within _Germany., 308 ; between France and - .
Germany,, 65%; within kngland, 25%; and betweén France and kngland, 505, |
Gom'plct:.on of the. ery-u:.;r I‘orcc microwavé systen acrosa Francc will serwc to
maintain communications ,.along the LOC, £or OINGUS&I'E as wcll as for CINC- '
USAREUR, The coanecting.microwave’ 1:|.nk across the English Chammel; on which
construction should begin this- Eunmer. ‘will.further rcduce the effoctivencss |
of Sovict jamming-on the .axis,. _In addition, & microwavc rédio relay: s:rst-..m

has becn installed in North Afriea’, joining.the Air Force.installations in - ..

- Mproecco, . The-terminal of thé.syetcn at Sidi Siimanc is - t:.cd airectly into.
{-EOP—SuG-mT'} :

thc. G.L.OBEGOH system at’ that po:.nt. .
. r

The GINGUS:JE Opemtion Plan a]-.so calls :Eo:r the post ID-:Day 1n.-.ta11at:|.on
.of a 24—channel microwave syltr.nr acrosl Spa:l.': with conncction. links’ ty:mg in

' both the French'ahd-North a.fr:;can systoms. In the Madrid Arcz, it will con-

-nect vith. GLO.‘BEGOH for relay of commun:.cat;:.onl to other headquarters. However;
under currcat planning. the :Spanish systc.m will proba'bly not be opcrational
prior to D f 12 mopths.: In thiy conntétion, &ir Foree Eeadquarters in Washing--
ton has not yet concurred in GI‘IGUSAFE-‘S proposa-l to :I.mplc.mcnt the t:.e—in link

d;mns pea.eetime._ (-'_l'ﬁi'-SﬁeHsT') T S T
3 rmuy. cmcusm. bas mcenuy forwardcd to fho Ghicf: of SHaff, of t.m.

) .xii- Forcc & plan covcr:.ng the. comnunmat:.ons means and personhcl r..=q,uire.mcnts
) to suppert a vide-scale diépcrsal of tactmal e.:l.rcra.ft. -Approval of this - -

plan’ by Washington will permit’.CINCUSAFE to commence: implemcntdtion, and -

-t,‘pereby to reduce thy. pEysieal damage vulnera'b:.lity of iir Fors:'e comu.n:.cat:o, .

4 g P PO T
Thc comnun:.cat:.ons s:.tuatioh of US Foreeﬂ in- nustria, as- an nmy z

Command is sinilar to that of CIHGUSILREUR -but mod:l.f:l.ed by conditions . .
peculiar to, that arca, . HF :-ad.:l.o,. backed—up by austrian.and Italian land lims
facilitics, is uscd as th» primary rieahs of communications alon-, the I0C-to
I.c.ghorn. BF i#ndio- a.lonr- is.uscd for comunications to Vienna. USFI:.'s extc-nal
_ communications arc hsndled, b thy irgy Command and -dministretive Notwork,
and app:‘opriete S0Ps ‘havebech. promulga.t‘cd 1n conncetion -with a.nth-,jammmg .
meaaurcs and alternate routes:  In ad:l:.tlon, the Commanding Gcncral. USF4,

- %

reports ‘that various treining and’ techmieal muasures. to rclicve jamming ‘and to . °

:.pprove reliabilaity are boing égrricd out within his Gommnd and that adeq_uate
.With nc.ghrd to YHF 'ba.ck—up, prelim.nary tt‘.Ets hav‘. bucn 'condt.pted to

" detgrminc thp practmab:tlity of .tactical" redio 1ink comu.nlcations along’ th,e
USPA 1OC;" negotl.nt:l.ons arcreurrently unnerway with the Ital:.a.n Minister of

Duf:.nee-to cor.duct furthcr teets ;Ln Italy. . Should thusé. t\.ets prove success- o

ful, VEF comimications -would serve.as.an alternatc cmorgency mesng of com=-
gun:.cat:mns wh:Lch would be. 1\.58 susc...'ptiblc to Jammint, than HF cirdmt Be 7.

In sumary. the GBmmhding General, USFJL, cstimntcs that h:.s c-ssc.nt:.aa. .
communmatlons are high],v vulnera‘blc.. and that »ncm,r--:.mposed rnstnctions on-

. long~-range clcctrical commu.nicat:.ons ‘foa- logistical. support w211, es_ hc- says,-

< hamper the Gonmnu. " The' Command’ may be without. nceded -air suprort durirg: ]
critical pv.r:.cds. " Contact with” thc US El&ment. to Vicnna ‘would- probably be f
lust, since -such contact is m:l.nta.:.m.d only b’ :ad:.o. Howevgr, . the rcport gous
on, it’ is believed that. internmal tahti‘cul eomun1caj;:.ons. 1ncluc.:.ng a1l mesne,
- can be painteincd to. the minimm_ degroe mqured to- accdmpl:.sh emcrgcnc;.'
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?‘Lm VII- THE PROBLEM: .

It :I.s vvident from tho forego:.ng reports that there is a g* nﬁ.ral aware~ : .
ncss of threats to the reliability of our-cormunications, but thet est:.mtcs .
as to vulnvrability differ considcrably.. In any omluﬂ on "of thc- latt_z.r.
xt is important .to recogn:.ze that: -GE&G-IE‘J.")' .

a, ‘(T'u-st! ;]ammg thmat.s to ralho arc now nort. ser:.ous tha-x cvr.r before:
-, b, Second, rcsort’ to 1and lines my not 'b\. poseibl Ain mny cascs-gﬁemlr N

-.Co Th:er. any apprec:lablu loss or dxsrupt:ton :of clectr:.cal copecity
tg _qa.rrg) the h‘..avy tmff:.c loads qf wartimc. con crea.t\. great d:.ff:.cu.lt:.cn

It would a.ppea.:lr, therefore, that much remaing to ba. done’ w;th:.n each
Service. anrgctm training’ Progranas and . rexinun diversification in the.
provision andé usc of coun:Lcat:Lo:is offc r, for thx. pres«,nt’ tm nost .
promsing approachcs, (SHEM) T o Coor el

"~ Fron, the standpoint of th.. Joint Coumand‘.r, the pronlen coni‘ront:.ng
US CIuCEUR 1s to o.etcm:me, what{ -additionsl- -neasures in preperation for,
cmergencics should’ be taken jointly within the Eu.ropcan Command ‘in order to
cnsurc the bcst ‘results through joiat offort and mutual support and to )
coordinate ' Uni-Scrvicc actions to ensurc thc.d.r conpatabilit and prop\,r :

_ su.pport of ;jo:l.nt objectivca. ('sncﬁﬁl-) Coa s . ' - )

in Inter-Serv:Lce Worhng Group. as proposod. 'by CIHGHI{[M scens to [
mllc-d for. . Scrvice planning nust proe,reSI fu.rthc r, of course, beforc '

3 :I.ndividual pla.ns can be propu rly coord:.natcd and joint plans formulated. . - ) .
There is a nced, manwh:l.le for constant 1:|.a:Lson. in order to arrivec at a sound
_bagis for cstmatng vulnerability, to dcal with_ Jjoint mttcrs &8 they arisc,
gnd to afford a ncans of ‘cxchanging px.rtinent ideas a.nd ini'ormt:.on.(.-s,,g;gg_)_

;.ccordingly, US CINCAUR-intends to ;.stablish tn'ls ‘&’orkmg Group at ’
. th"' carlicet practicabls daté.. (UHGLASSIT-‘IE'D) -,

Meanwh:.lc. we hope that the comprehenswe naturc of this pres-n.ta.tin.1
w111 aid toward a befter understending by all concemed of our curro nt -

eztuation in Europu (tmcussmmn)
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