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coordinator; U““‘.ia* C.I.B.
st _'__L_ e R

,’, % have bean vequested by the Joint Intelligence
Gonmittee to wrlite to you in donnedtion with the tgifcmd
semorandun vhich 4s shortly te e tabled by the
AN - ) l~ B8 1Y oo [ 67, af, @ anies
rranding @roup of tho North Atlantic Couneil.

2y This attached memorandun reccsmends that certain
ﬂ:gga shaulggga iﬁ:kan totplmven;h }:.ha leakage n€ HéA.g . g .Tigrom
2 on throug egure tole ¢ arrangeuents sAdT 00
& ggvars.. The underlying reasggg for profusing thla’mmmnﬂm
/ clude knowledge from (oming that st least some af the Dep-
- / uties on the Worth Atlaxptic Council have not besen making use
of Typex Mavx II when txransmitiing highly seoret matters con-
e/ 06 the work of the oounctl.

{ . fho | | 6f the Bocurity Coordinsting

! amittee are BIT 2 ed and are being informed of
these undarlying sessons, Tho J.I1.0. gonsidered that, if
possible, the United States merber of the Seocurity Coorilnating
Coumittee should have those undorlying ressons for ths produc-
tion of this vemorandum fully sxplained to kin, in order that
ths wemorandum should be fully understecd,

5, fhoy therefora nuggeated that Y should explsin this
sftuation to you and ask that, if possible, you should ar
for the indootrination of the United Stataes membor of tho Se-
gurity Cooxdinating Comnittes (4f he is rot already Indocetri.-
nated) and for him te b briefed accordingly.

5. 1 should be grateful for your aasistance in this

matter,
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The decision to be teken is whether the Standing Oroup should take
furthor steps Lo prevent the leskaze of NATO Informa tion through the intwr
saption of talegraphic material,

{#) By snsuring that there is no delay in squipping all sppropriste
N.A.Y. sgencies with unbreskable syphor machinery (Typox Herk 1I), and

{b) by issulng further guidsnce on the type of matorial whish should
be nent by the approved gypher syaten,

RAELLSIICH

1. Faragraph 17 of Appendix B to £5. 7/3L resdmi

¥The specisl aryptographie arrangesonis whisch have been provided
will enable national delepates or thefr national diplomatie
ropeasantatives ak the ssat of all NATO bodies to cozmunicate

with thelr Governments and will allow inter-gomrunicaticn between
all NATO secratariatn, Bim{lar arrangesents will Le made to allow
Bupsano Comanders to sompunicate with Raval, Military and Alr
Cossnanders sud Smxyvice Ministrles. The anly wryptograshie systex
4o bo used for the present time at thess levels for COSHIC Communde
eations of all securlty slassificaticns and Nr10 scaswnicabions
dlanelfied Top Beurel or Setretl is Typex Mark II with alsplex

Mtiny"»
s. As fxr as we Sro sears, the mrovisions of the paragraph quoted abave
fuve been o are being inplesenbed 1o the military agencies of NATO, If

83.7/23 is approved by the Standing Uroup, and is te bs fully chsorved,
howyrar, Typex Mark 1I Machines should be used by the Deputies to conduct
their talerrephio ecrraapondenss with their Yovaign sters and alac
She Deputisat Seeretariat and the Secretarists of ether NATO hodies in
Lendon #nd Paris. At presant, we belisve that although thers may have been
!tﬂltmﬁt Mark IX sachines they may not have been brought into
i,

orsation we have atoul the allocation of machinea is in
BI-200-30 of 20th July, 1981,
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& m Deprties! dissussions range svur wvary fiald of NATO astivity
sxcept the purely military. Even {n Ghe allitary field4 the &

Syoup mnke availabls to them Top Seeral Antormation. Individual Daputies
froquently re¢juire instrustions from their Governcents at short nctieces and
it 1s Inovitable that they should sesk these instructiens by telegraph.

12 cypher systons obther than the approved securs systom ars used, there are
gd vé possibilivies that Soviet intelligence wil) be able to mtmapt Ny
Yegrass and fron t-hasa plecn tosathor a fairly sccurate day-bo-day plature

of x.a.'r. planning.

5 From tins to t!.m \ﬂ\u Deputies mc\\dh A ters of a

highly ssoret nature which if disaloned to th could have

gﬁc political sod styrategis ecnsequences { wXATple was the
susalion of NATO paliey tmrq

é. The present definition of Cosmie material (DESCR 185-50 of lat

Rovasber, 1950) eovers enly "papers tabled at meetings of say body oo

sowittes set up onder RATO", If the fnestruction that only Cozmie material

of al) slsaifications and RATO top srorel and wecred material is to be amd

ky the approved eryplographis systen in stristly cbaarved, it would poea

that thers maj well 52411 Do a risk of lsakages through ingecurs syphor systens
avin when Typex mashines have been installed in tha appropriate R.A.7T. agenoies,
Under the delinition of Comais p\u-aly national papars which aight sontain
highly seorst material relsatsd to K.A.7, matbters nsed not be marked “Coaxie”,
In tho absence of this marking naticne are quit h{mwm in snayohering

in thelr omn, pavhans insecure, éypher systess bases on Lhone papers
which adght eoritadn highty secrat zaterial Smlus thty are axpocted Lo mavk
mich telegrans PNATO" huot thiw &s not ¢lear). It i» even possible for a

toxt which is snoyphered in this way on ons day to requires spesial prctection
an the following day ¢wing to its having been tabled in a N.A.T. camitte |

snd thereby retsliving the Cosmio marking, snd conssquently qualitying for
$ransaiasion by Typex Mark II,

e Thus there is & twafold danger to MATO sesurity (owing to the presence
of the Deputies in London the danger ¢ psriisularly serious thma).

{a) In wome sasea WATO twlegraphis procedure san net be m.t'orcﬁd
bacasuse the presaribed apsratus may not be svallable, or bave
been Brouzht into use,

(b} In other canes FAP0 nformation shose disalosure might be
dangeraus is mot subjoot to NATO felegraphie procedurs,

8, It is mubmitted that the following astion is necessaryi-

{(s) Yo wnsure that when 'r;;_;sex Mark II machines have been fssued;
they ars broughl into use with the least posssalble delny.

(b) $ince the Council of Deputisa was set up after the allsccation
of Typex Mark g machines, (80420050 af 20th July, 1950}, %o

dru the Council of Deputies’ attention $o the rzgulstions
aryptographis sharmels in erder to dstecains whether

copy m dhcahiqmret their requireerts,
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{e¢) Yo issus further guidance to NATC agenciss, making it olear
that telegraphic traffic involving not only %Cosmio® faterests
but also other tomunications related to North Atlsntie Treaty
interssts sust be sent by the approved aypher system.

RECOMIENDATL X
s, That astion should be taken sleng the lines of paragraph § above,!l




