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ARMY EXTENSION COURSES 

Suboourse-Military Crypt~alysis Par~ I 
Monoalphabetio Substitution Systems 

Introduction. 

Purpose and Soope: 

The purpose of this subcourse is to teach the student the methods of 
analysis of the more simple military cipher systems. 

The scope of this subcourse is: Fundamental principles; monoliteral 
substitution; polyliteral subs~itution; polygraphic substitution; and mis­
cellaneous monoalphabetic substitution systems~ 

Number of Lessons and Approximate Time Reqeired: 

This suboourse consists of 10 lessons and will probably requd.re 
approximately 41 hours of 'VI) rk by the average student. 

The time listed for this subcourse and for each lesson is only an 
estimate and should be considered merely as a guide. It does not in any 
way limit the time that may be· devoted to the lesson or subcourse. 

Texts Required: 

Military Cryptanalysis-Part I-Monoalphabetic Substitution Systems 
(1936). As prepared under 'he direction of the Chief Signal Officer. 

Materials Required : 

Cross-section paper. 

Special Instructions and Information: 

This subcourse and the text used therewith were prepared under 
the direction of the ~ief Signal Officer. 

So far as practicable, detailed work sheets which usually for.m a 
part of the solution should be submitted with the solutions. 

Military Cryptanalysis-Part I, l-p 1 
1936-37. 
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CONFIDENTIAL 
ARMY EXTENSION COURSES 

LESSON ASSIGNMENT SHEET 

SUBCOURSE ·Military Cryptanalysis-Part I. 

LESSON 1 -Fundamental Principles. 

ESTIMATED TIME -4 hours. 

TEXT ASSIGNMENT -Text, Sections I and II. 

MATERIALS REQUIRED -Cross-section paper of 1/4 inch squares. 

MAXIMUM WEIGHT -100. 

SUGGESTIONS •None. 

EXERCISE 

Weight: 

4 1. a. What four thiags were thought by Capt. Hitt to be 
essential to cryptanalytic success? 

5 b. What five additional elements are also highly do- . 
sira'Sle? 

4 2~ lVhat four fundrun9ntal operations are involved in the 
soiution of praoticniiy every cryptogram? 

4 3• Indicate the language in which you would expect the 
plain-text or the oryptographed portion or tho following 
message to be written. Give your reasons for your answer. 

From: 
To: 

Felipe ~mdrazo, Mexico City, Mexico. 
Andres Gonzales, Now York City. 

Su telograma relative. DIRLTIR DI MTI IHXEQMTI 
TRSID LEQE TJK DI JTIRSQKR LTIQSKR GE HEMTAJEQAE l.fl'I 
SIJIHKR IJ IRE LTIDI TRSID REGAQ LEQE IRSE 

1 4. In the solution of cryptograms involving a for.m of 
substitution to what simple ter.ms is it necessary to roduco 
them in order to reach a solution? 

2 5. Is it always neocssary to determine the specific key 
in order to reconstruct the plain text3 

20 6. In tho following passage each dash indicates the 
omission of a word or part of a word. Complete the passngo 
by writing on tho printed paper over each dash the word 
or part which seems to you the most appropr1ato. 

Military Cryptanalysis-Part I, 1-p 2 
1936-37. 
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Shortly after the disastrous ~---- of Camden, Washington 
----- to tho President of Congress, ~fhat wo nood is a good ----, 
not a ----- one." Unfortuna.tely for tho -------, the object 
sought by this -----tion, so thoroughly in h------ with our cher­
ished institutions, has only been --------- attained in ---- of 
peace. 

In viaw of tho ----th of our neighbors, the vast ex----
of our territory, and tho rapid in------ of our floating popula­
tion, tho time must ------ly arrive when intelligent and law-abid­
ing ------ will accept, and adhere to, the ----ion of John Adams 
that tho National ------- is ono of tho cardinal duties of a 
s -----lllEl.n. 

Our military ------, or us ---- would nffiem, our wnnt of it, 
has now boen tested during ---- than a century. It has boon tried 
in foreign, ------ic, and Indian ----, and while military men, 
from painful ox--------, nrc united us to its de----- and dangers,· 
our final ------- in ouch conflict has so blinded the popular ----, 
as to induce the belie£ thnt ns a ------ we are in--------· 

With tho greater mass of ------, who have neither the time 
nor tho in--------- to study the -------menta of -------- science, 
no ----- is more cammon than to mis---- military resources for 
military --------, and particularly is this tho case with ---selves. 

History records our·triumph in tho ------tion, in the War of 
----, in the Florida War, in tho M------ Wur, und in tho Grant 
------ion, and as nearly nll of ----- wnrs were largely begun by 
------- nnd volunteers, the conviction hns boon pro----- thnt with. 
us u ------- urmy is not a necessity. 

7. a. In tho following examples tho words of sentences h~ve been 
transposed. Rcurrango the words to make plnin text. 

(l) FRONT VERY IN ENEMY OUR QUIET IS 
(2} OFF ATTACK TIME ON JUMPED OUR 

b. In tho foll~~ng oxumplos the lottors of sovorul words of 
oach sontonoe huve boon transposed. Re~rrapgo the letters to make 
g.ood words that will give intelligible plain toxt. 

3 {1) Enemy OPPRSTU line DEIINS of woods is AEHILVY manned. 

3 (2) Am CEEGIINRV ho~vy EFIR from apple ACDHORR. 

c. In tho follcwnng examples tho words of euch sontonce havo 
been trnnsposad nnd inti» cnso of several words tho letters huvo 
also boon transposed. Reconstruct tho plain toxt. 

4 (1) VICINITY AFINNRTY OF IS BDEGIR ENEMY GIMNOV STONE FMOR. 

3 (2) ATTACK CDEI~OS NOW IINOOPSST IN ABDEGIR. 

Militnry Cryptanalysis, Part I, l•p 3 
1936-37. 



Weight: 

REF ID:A64648 

d. In the foll~ving oxwmplos the letters of each word of each 
sentence hAve been rourrnngod in tho order in which they npponr in 
tho normal stnndnrd alphabet •• Reconstruct the plain text. 

10 (1) EHILOST .AACKTT AHS ADEM NO EGOPRRSS .AAGINST HIST CEORST. 

10 ( 2) AACCEKNORTTTU BY ABDEGIR EEERRSV ILLW BE ACDEHLNU AT 

AABDEKRY. 

o. In tho following exumplos tho plain text has been broken 
up into groups of five letters nnd then in each group of five tho 
letters hnvo boon rearranged in the ordor in which they npponr in 
tho nor.mnl stnndurd alphabet. Reconstruct the plain text. 

10 (1) EEMNY ISSPU GHHIN AITTS ACIID~ GHITV OR 

15 (2) EGIMV EORUY CEMOR ADEMN INOST CCENO GINNR EFOSU CENOS 

ADKNT ACMOP NY. 

Military Cryptanalysis, Pnrt I, 1-p 4 
1936-37. 
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ARMY EXTENSION COURSES 

LESSON ASSIGNMENT SHEET 

SUBCOURSE - Military Cryptanalysis, Part I. 

LESSON II - Frequency distributions. 

ESTIMATED TIME - 4 hours. 

TEXT ASSI~~ -Text, Sections III and IV, and attached memorandum. 

MATERIALS REQUIRED - Cross-section paper of l/4 inch squares. 

MA.XIMlJA( viE I GHT - 100. 

SUGGESTIONS - None. 

- EXERCISE 

-· 

Weight:· 

6 1. Using cross-section paper propare a monolitersl frequency bar 
distribution of the letters of the following news item: 

"Rulers are part of the equipment of Chinese railway conductors. 
Children are paid for by the foot. Thoee under two feet six inches 
ride free, those between that height and four feet four inches pay 
half fare, and taller ones are classed as adults." 

2 2. a. lVhat are tho four most frequent consonants in English tele­
graphic .text? 

3 b. What are the five least frequent letters in English tele-
graphic text? 

1 c. Vfuat percent (in round numbers) of the letters in English 
telegraphic text are vowels? 

3 d. Vfuy are the frequencies of letters in English literary text 
different from those in telegraphic toxt? 

8 3. What four facts can be determined from a study of the mono­
literal frequency distribution of a cryptogram? 

4. Determine thee~ to which the cipher systems, which were used 
in enciphering tho following messages, belong: 

Military Cryptanalysis, Part I, 2-p l 
1936-37. 
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4 a. E. I Y T R T N S Q I F E E V U N R T M E I 0 0 I Y 

R E UN 0 

4 b. Q W T C V V C E M 1;.. Yf 0 R G F Q H H Q P V K 0 G X 

4 c. S Z P V X Z F R H B V U S Q L L A Q C E V B G 

GJV 

5 

5. Which of tho following substitution oiphors nre monoalpha­
botio? 

a. N H M Q A D S E Q. Q E P C N E M F E 0 S G H J L H 

TLSMM ETEAG MQILH GQHIX LATEO 

SMSPQ HLORL AGTQN SDEMQ NHRLX 

5 b. A M D I M M I C N R L Z E Z Q Q L Z E G V Q S S L 

MSIMD QVDAA IRVAI BQEGZ JUNJH 

ONFNJ LCAMV BLDBX UAJTI WNTXY 

AMXNF ZIIHO NFNJL CAMVL DGLJZ 

S Z K Y J V C L N Q 

5 o. T R E V N V B L F I I V X L N N V M W Z G R L M H -. 
ULIIV KOZXR MTWRE RBRLM lVHVI 

EVDSV MHZNV SZHYV VMXLN NRGGV 

WGLZX GRLMX 

6. The following messages wore onoiphorod monoalphabctically. 
Dotormino in oaoh oase whothor the oiphor Qlphabat usod was a 
~tandard or mixed alphabet and if standard, whether direct or 
revorsod. 

10 a. A T P 0 Z W D Z U C H U 0 Q J L Z 0 A 0 H U X P Z 

PVTMZ UBDHP OCQTV OADQH MZUDL 

DPOTC QLADD WDQXX 

Military cryptanalysis, Part I, 2-p 2 
1936-37. 
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b. W R IF S G H I.P Q L I I J 0 NHWjJ L I W R. M 

PI L GW Q NIH E OQNGU QED Q I AEWAI 

SQVTAW QQWFN I H N 0 R L I 0 0 N HTQME 

MNTMT LIS H D EWOQI PC N H T UNFFE 

c. H P B G Z MHMKT YYBVV HGZXL M B H G T 

MPXLM XKGXQ BMLHY ZXMM:R' LUNKZ 

KXVHF FXGYfi K X IT K T M B H G HYVBK 

VNETM B H G F T IUXXQ IXWBM xwxxx 

7. Fram tho intercepted traffic of throe intercept stations 
operating in tho same sector of tho front, the following mess­
ages wore selected for study by a mombor of the code and cipher 
solution section at GHQ. They aro undoubtedly three versions 
of one enemy cipher message, but there appears to be a number 
of differences, duo no doubt to operating difficulties at the 
several stations. Study the messages and reconstruct fram them 
the actual message sent by tho enemy station. 

I. Time intercepted 10:05 a.m. by X Y DAX v XAR 

GR 35 B T 

N R 1 7 D Y B IE D U F T 0 ..~.1. lJI E J 1 .. K I B 0 N 

s G C 0 Y F OBAK DOD LA LUFYD KAWAL 

11.. PAYN c ODAP KED U R J 0 P I D JENOX 

.MEHAZ L 0 GIS K UTE G EVA UK I P BE M 

KEHZA. HOBWE AVDUZ F 0 FA EM C 0 Z 

E G B L 0 DOFYO E N C - - MAVlEN - -- - -
- - - - - - - - - - - - - - - - - - - - - - - - -

Military Cryptn~lyais, P~rt I, 2-p 3. 
1936-37. 
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II. Timo intorcaptod 10:03 a.m. by L K DAX v XAA 

GR 3 5 B T 

N R I - D Y B IE BUFTO AMEJA K I B 0 N 

I P K 0 • F- B A K DODL.t'l LUFYL KAl"fll.L 

APAYN -- -- - --DUA - • P I D JENOX 

NEHAZ L 0 GIS K UTE G EVAUC IRBVl 

KEHZli. SOBVfE Vli.DUZ FOFET E M C· 0 Z 

E G B L 0 D 0 F Y 0 AECDA IviAVlEN --- 0 M 

EM C 0 Z ACFAH L· 0 F I R 0 9 3 5 

III. TimG intorooptod 10:05 a.m. by K Z DAX v XAR 

GR B T 

N R 1 7 DYBIE D U F T 0 AMEJA K S B 0 N 

I P C 0 Y - • -A - D 0 - - - L U F Y L K A l/ 1~ L 

A P E T Y N C 0 D .t .. P KED U R WOPID JENOX 

ME H 1~ Z LOGHKUTEG E V J'.. U K I P BE M 

K E HZ.~.-,. HOBVIE i•VDUZ 

E G B L 0 DOFYO EN C 01:.. 

EXFOM EM C 0 Z ACFii.H 

Military Cryptanalysis, Pnrt I, 2-p 4 
1936-37. 
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MEMORANDUM 

Before u military cryptanalyst oun begin the analysis of an 

enemy cryptographic system, it is nec0ssary for him to study tho 

intercept material that is uvailable to him, isolate the messages 

tho.t have beon onciphoro.d by means of tho cryptographic system 

to be studied, and to arrungo the latter in a. systematic order 

fo~ easy analysis. This work, although apparently very simple, 

may require u great donl of time and effort. 

Since, whenever pruoticnblc, two or more intorcopt stations 

are provided to copy traffic omannting from tho stations or one 

ene~ rndio net, it is natural that there should be a. oortain 

amount of duplication in the work of the sovornl stntions. This 

is desirublo since it provides the cryptunulysts with two or 

moro sets of tho swme messages so that when one intercept station 

fails to reccivo all tho messages completely and correctly, 

because of set difficulties, lo~l static, or poor operation, 

it is possible by studying the other sots to reconstruct nccUr-

ately tho entire traffic o£ the enemy not. 

In all intercept activities where operators are used for 

copying the · tm.££io, one or the most likely errors to be found 

is caused by tho human error in reception. For this reason crypt-

analysts and their assistants should be familiar with the Morse 

telegraph alphabets and the most cOllDilon errors or wire and radio 

transmission methods so as to bo able to correct garbled groups 

when they occur. In this work tho following table will be found 

useful: 

Military Cryptanalysis, Part I, 2-p 5 
1936-37. 
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MOST COMMON ERRORS IN TELEGRAPHIC TRANSMISSION 

Continental Morse alphabet (used in !American Morse alphabet (used in the 
radio~ cables, and outside u. s.) !united States, Except for radio) 

- I Letters Letters 
and Alphabet Frequent errors and Alphabet Frequent errors 

figures if'igures 

A .- i~ m, t, et A .- I i~ t· et I 

B -··· d, ts B -··· d' h, ts 
' c -·-· f· 

I k, j; r, nn c .. • s; z, ie 
D .... b, s, 1, ti D -·· b, ti 
E • t, a, i E • t 
F ··-· q, r 

' 
in F ·-· r~ q~ en 

G --· m, n, o, q, me G I --· n· c~ me 
' H •••• s· v, b, se H I •••• s· p·, z, Yl es 

I 

I 
I 

I •• a, n~ s I •• a, o; e 
J ·--- w; 01 eo, am J -·-· 1 c; k' ke I 

K -.- I"' n, d, o, ta K -·- I j; n, ta 
L ·-·. x, r, d ed L - It n I 

In: M -- a, n; i; tt M .... a.· tt 
' N i, m; t· te N -. t· te -· I o, , 

0 --- g, k' , m· 
I 

w· 
I mt 0 • • n· 

' 
i, ee 

p ·--· j, w;. g; 1, r· , an p ••••• hi s 
Q --... I g, k, 0~ XI z: ma Q .. -. f- g~ u, in I ' R 

·~· 
a, n; f, g, s, 1, w R • •• s~ i~ ei 

s • • • I hi d' i, r, u, v s ••• h, r, i , 
T e, n T 1, e· n· - I a, - , 
u s, v, it u v· a, w, it . ·- I a, . ·- , 
v h' u, x, st v u~ st -... - , ···-w .-- a.; m; o, r, ul at w ·-- If; a, u, m, at 
X -.... d, v, u, k' y, tu X ·-·· 1' y, f, ai 

I 
, 

y -·-- x, w, k' 
I o, nm y •• •• h, ii 

z --·· b, d, g, q, mi z ••• • h, o, se 

1 .---- o, 2 1 ·--· p 
2 .. --- 1, 3 2 ··-·· 3 
3 ... -- 2, 4 3 ···-· 4 
4 .... ·- 3, 5 4 ····- 3 
5 ••••• 4, 6 5 ---
6 ...... 5, 7 6 •••••• p 
7 --··· 6, 8 7 --·· 
8 ---·· 7, 9 i -···· 
9 ----· 8 9 -· ·- X 

0 ----- 9 0 - L 

Err~s frequent in both systems: 

Milita~ Cryptanalysis, 
Part I, 2-p 6 
1936-37. 
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.··· LESSOR ASSICIDIElJ! SBEBT~o 
' . 

SUBCOuimE 
. . . . 

•11111~ C~lys1s Part I •. 

LESSOR III - Mano1iteral substitution with standard oipher 
alphabets. 

. . . . 
• 3 hours. .. .... . .. 

- !~, Seotian.v. · 
. ·•": 

MATERIALS REQUIRED .- Cros.~.-seotis paper .ot. 1/4 inoh squarea. 

JIA.XIIIUII WEIGHT 

SUGGBSi'IOllS 

EXERCISE 

Weipta 

- 100 .• 

- NODG. 

60 1. !.• Solve the tollowi.Dg o:eyptogra.m.a 

.IDZYJ GR R Y Y RPli.IR ZQJlJlE 

ROJEK ADEYD JIQRYY RGJDE 

WIGJE BJEAJ LB:YPB BYBAD 

ZYRBP BDIIYB: JAOJE IIRBYA 

YB:J.AO JEJIRE YA.!JZ PDXEY 

RPHJE LVJYB: ARLJF !lEY R G 

WIYD.A BRZYR QGJZB: MADEY 

10 b. Whnt is the spooitio key! -

ZYDCC 

AlfZI'A 

JIABZJ 

TZYDC 

B.A.RYY 

A !l Z B A 

GJEB 

6 o. Home two m.othocls ot solving ~iphers ot this t:vpe. -
10 2. a. In the solution ot a substitution oipher by oam-

pletiig the plain oamponent sequence involving reversed 
sto.Dda.rd. a.lphabets, what aro tho auooeasive step&! 

. 
11111ta.:ry Ceypta.DD.lysis, Part I, S~ 1 . 
1936-37. 
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We1ght: 

5 b. If a short cryptogra.'lll 1s encJ.phered by means of a 
c1pher alphabet or wh1ch the plaJ.n component 1s a known mJ.xed 
sequence, can 1t be solved by completJ.ng the pla1n component 
sequence' 

5 3. a. What 1s the f1rst step bne should take J.n attempt1n@ 
to solve an unknown cryptogram that 1s obv1~usly a subst1tut1on 
c1pher?. 

5 b. If thJ.s step 1s unsuccessful and the cryptogrnm 1s 
obv1ously monoalphabetJ.c J.n character, \lhat type of c1pner 
alphabet may be assumed to have been used' 

M1l1tary CryptanalysJ.s, Part I, 3-p 2 
1936-37. 
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AlUIY EXTDSIOR CO~ 

J.ESSOlf ASSI GNJIEHT SHEET ... . . . 
SUBCOURSB • Military Cr.vi!tanalyais Pp,rt I. 

LESSON IV - :lono:u. teral substitution w1 th :adsed cipher 
alPha: bots. 

ESTIJIA.TBD TDm • 5 hwrs • 

TEXT ASSIGNHEBT - f~, para. 23-31, Section VI. 

lllt..TERIAIS REQUIRED - Cl'oss-aection paper ot 1/4 inoh squares • 
. 

JIAXIMUJI UEI GBT - 100. 

SUGGESTIONS - None. 

EXERCISE 

Weigh.ta 

6 1. Why do monoalpha.betic cryptogro.ma involving sta!lda.rd 
cipher ~lphabats yield such ~ low degree ot cryptographic 
seourity"l 

40 2. a. COD8truot a trilitora.l trequenoy distribution sholriug 
ono prefix o.nd. one suffix ot the tollawlrlg oryptogram a.1'Jd 
indioato by underscoring a~l repetitions of three or more 
letters: · 

IF IE X Q:MHB:J PDWTI 0 I IF P AGDQI 

XHFDA GDGJIH BFKIW PQB:HG MIIFT 

ACCIW F'J[AFQ DITAR AF.AQX BBili'G 

C I C W B IPQB:J P I T .I II WCRHB OWQJ'W 

QJIHGP D'W T I 0 I IF PI FQHSQ QB:GWA 

F·R H F Q WRQ'D'l~ QDQDI IF IEX WFI:Glf 

AFAFH HIIEWQ AB:FWP QB:DAP IVWRQ 

JHPAQ .A.RFPQ BJUAC CJIIJH MQBSK 

QDIIIH FQDIA IIJIIQS IIF 

Jlilitary Cryptanalysia, Part I, 4-p .l 
1936-37. 
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lfeig!rt: 

10 b. Propa.ro "a. oaiuienaod ta.bl"e ot ropotiticma ot tri-
gmphs· and digl"!Lpha a.ppe~ring m.or.o than trioe in the 
oryptagram gi v8h ·hi.= a.. · ·• · .. -

a 5 ... o. trsirig the" drlta. obtainad in ,. a.nd b above. oampietu 
the solution of tho cryptogram. - -

10 d. Determine the oiphel" o.lphabot D.Dd. the ~rd. 
usod.- • 

' I.' ' . 

11111 taey Ceyptanaqais • · Part I • 4-p -z·· : · · ·: 
1936-37. 
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ARJlY EX'lDBICII COURSES 

LESSOB ASSICIDIENT S.BEE'l 

SUBCOURSE • W.li tary OryptBZialyai• Part I • 

LESSOlf Y - Jlonoliteral substitution with mixed cipher 
alphabets. 

ESTIMlr.ED TIME • B hours. 

TEXT ASSIGNMENT - Text, Para •. sa .. H, Seoticm VI. 

MATERIALS REQUIRED - Oroas-aectiaa paper of 1/4 inch squares • 

.IIA.XDIUll WEI em' -· 100. 

SUGGESTIONS • None. 

EXERCISE 

ll"eigh.t• 

8 1. What tm places in every message lend themselves more 
readily to successful attaok by the assumption of warda than 
do any other places? Why7 

10 2. What is meant by" the "probable word method" of solution? 

7 3. !.• What is meant by the word formula: A B B A C D A t 

5 

6 

6 

b. For each formula given below indicate one good English 
word-that fits e:m.otlya . 

(l) A B 0 B D B E F 

(2) ABBA C D 

(3) A B C D B 0 B 

60 4. Using the cipher alphabet applying to the cryptogram given 
in problem 2 of lesson IV, solve the follcnring by meana ot ita 

WVQHM VGVNM SQBBQ ZVDGX 

BDGED XOVTD GUOGX QGEBM 

Mili ta:ry Cryptanalysis, Part I, 6•p 1 
1936-37. 
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.DJlY EX!BNSIOB CouRSES 
• I 

...... 
LESSON ASSIGNYDi' SBEEi' 

SUBCOtmsE • llilitary Cryptazm.lyaia 1 Pnrt I. 

LESSOB VI • Polyliteral substitution with·mano~dquivalant 
oipher alphabets. · 

EST:ri&TED TIME ·-~ ~ Ii-Gurs. ~ > ; · .. : .. ~-· ....... :· 

fEU ASSI~ ·:·· ..... -~J~~~ep~i~ VII •.... ': . 

.114.TERIA.LS REQuiRED·:·' - Croaa-aeoti~ paper ot 1/4 i~h squares. 
~.:: .. 

. -:· .;. 100 •. . ~:: .. : . ... . ......... 
.:~ ~- ..... ' ~.!: '"'' ~- . · ... 

SUGG8STIORS . - Bono. r· ·. . .. :...: 
• • •,· lo ... ,···. \., •• "'I • I • • • .I. :. ' ,'.•,., ... : -..' . .. -.::..:".\ ~-. 

EXERCISE ·. 
'· 

Weigb.t• 
'• 

·.: .· .. ·. . ·, . . . ·';' .. 
. ·. . ·. . .. . . .. '~ 

.• \ 
-. ..... ... ~.. \.··.. . . . . ... ;:_•. 

• . • ...~ ·-''~' 'tl .:.~ ' 
, . .. 

70 ··~···:}~~.\.~~~,~~~the_ to~~~~~·.:,· 
UAIEY IYICE YICRL 

• :·-, ,.;.,. _-r· .... 

· .A.¥':·t·-u R. '~1-~::.A.·~·ti=y B Y. E-.,. 
· Y I Y I .c E Y .A. Y I Jt B I A C 

"' o ', o • o ' ~ o • I o lo ' ' 

·~, ~ .• ··'='-'· ' " •. .•. .. ... ·. . 
A..U E U .A. C'A•:.C I C I Y I y'·A 

I g•i. R.:X · ·if'lf:k··u~~.:· .. y'i U·R·U 

B: C ~~· ~ ~ .. C B. ~ A a-..~:~ Y_ 1·~.1! .. 

YXCEY AUEIB URCAC . 
1.. ·rlx·"·~ '!\'~'"' f I Y"E·it ll- x·. 1 .. ·c A C E 

URYIY ~t.! -~ -;.JL 
..... -

. I· R IJ!·..U · 

IYEUR CAUEU EURCl" 

UACA:I B X B-.Y B K.AURC 
·-

· . ·, 
. ·. '\ . . 

Mili tar)' Ceyptanalyaia, Part I 1 6-p 1 
1936-37. 

· .. •';. . 
AYECA UKCEU ·-

... k X I.E·~. B U E Y R 

E I A 'D'·A 
\. '\. · ... 
YIYB._U 

.:.·it ~E-ii· 

~~~~\.1:. 

YIC~L 

EU.a\ CA 

UACAC 

XLEUA 

R U R .. C A Y B Y A I 

t1 ~o\ L '1· 0 .. ·-~~ ·u A I B 

ll- ~-1-, C-A.. U_il- ][ E Y 

~BYAY IYBUE 
I 

XCBYB LAXXX 

...... 
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. ll'e:lg!lt 1 

b. · Determine the keywords used. - . . .. 
80 2. F:I.Dd the aearet text in the tollaw:I.DC mesaage1 

/)-~;t;VL. ~o-:z~: 
Ulh·n jcu AUH/ ~ 

Attut. :1 tvdl f , _.~e, · 
. ~rlfr' ~- ;tk. ,cHUn . 

~II. ~12-~. J-
J /(//J"U£~1'~ .Afay ~ . 

.-. 

m.,ur ~e~11U k~ 
bUt~ Aut ~ t,;J4,«r 
IUJ'W- 3~7 1J~~~;n-;~y.iJr~ ar~ _ 
.lla~tf14~n Jtnntl'l;~. '/ ¥ . r. 'witl../t. ~ £r·r..,., -m-e ..h? , 

r--~- ~ ~~·tu-
~'lt!WUL. ~. ~4 . ~. 

ern·~*. tp~~ ·. 

Military Cryptanalysis. Part I, 6-p 2 
1936-37. 

ltJa,·~t. 
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,AliiiY BXTBRBIOB CaJRSBS 

LESSON ASSIGRIIER'.r SBBB'l 
. -

SuBCOURSB • ·:Military Cr)'p'l;a.JJalJBiS Pari; Ie 
. . ..... . . . . 

LESSOB VII - Polylite:ral substitution with poly-equi"RLlent 

ESTDIA.TBD TillE 

TEXT .ASSIGIIIIBIT 

cipher a,lplabeta • · 

- 5 hou.z"s .: · 

··Text. Seo1;1on VIII. 

¥ATERIAIB REQUIRED · - Cross aso-tion paper ot .l/4 1Dah squares • 

~"REI~ 

SU~TIOE 

EXERCISE 

•100 

•"I'OD8e 

Weipta 

. &.: ·· le a •. 11ha1; is. the. purpose ot .providil:ig variants in. a eipher 
system? · . . · . 

,. 
5 

86 

. . : . 
b. From the orypta.D&lytio point ot view • haw does 

: aimpl'e mcmoa.l~botio subati tution ditter tram monoa.lph­
abetio substitution with vari&Dtsl 

.. 
2. a. Solve the tollawing1 -
DZFVJ .XRWDX QWHZL VLllLX STPZB 

... . -· • Z l .. lr I' T FXDVC XQTIT I'ZLVP THTRV 
.. ·· .. ' : 

IVPWI XRZRW BZHTR VHZPT FVIXI 

VRXJW I'ZLXC WPXRV I'XBVB TLXFX 

HTDTJ XQXDW JTPXC TFXJW PXEWP 

TliTDW RXRVS XAEIO l1DZFV CXFWQ 

XEWI'Z FVLWR WLXBT B.XliZR XPWBT 

FXLXC WBZFW HZB'II'I XQ.lfBX BVBTF 

11111tary Crypta.Dalya1a. Part I. '7..p ,1 ·· , : 
1938-3'7. 
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. -= . . ·~ 
Weight a . ·~ 

XLXBT D T P X Q. X D W.P T. JXCTL XJWCX 

KWCTB TQ'WFX . L_VJIXO. X.L 11' J X DWKZD . .. . ... -
X F W P X. ~.X P X Q X.Q W.H T D .T D X K WPVFV .. 
CXBXJ VBZS"V HZRWR XDXJT HWRVQ 

XFWLW PVXXB TBXFX PWLVH ZBZDX 

DWl!lZF W B Z •G T B Z lt W"A E "I 0 U H TBVIX 

"it Z LX Q XQWHZ QZQT'H TLXQX :S:XI:WB 

WDXLZ DWRXB ZPVBT r··x LX B T!IWPZ 

!IZBXB TPVlfT JXQW"R WRXLX JWBZQ 

TBZJT FXCTlt TllTDW PZDXP T L.X C W 

:tlZF'WB ZBWQX QWBXC XDWPT BT.Q·WP··. 

XRVlrlX AEIOU LXPWJ XL'WBll ' :S: X L z· D 

WRXHZ RVBTF XLXH'T H.W PZ .S VBTLW . 
RWRXD XDZQZ . ~ 1 ~ B X ft. VGXltX FZLVB 

TBXST HTltWB !-~ .lf, z ~ .x. . 

6 b. ~ram the oryptogra.phio poin't -ot :rtew• what aeriou -
diaadTa.Dta.ge do•• this ~ ot ~rat• havet 

Kilita.ry erwtanal;vaia. Part I~ 7.:,P. '2 
1936-37. 

. . , 

' . 

.. 

..... : .. · .. . , ..• 

~ 

"""" 
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JlUIY EX'l'ENS IOI' CaJRSES 

LESSOI' .ASSIOHMENT SBD.r 

SUBCOORSE - Military Crypt8Jl&].ya1a• Part I. 

LBSSOH V.III · - Polygraphio aubsti tutimi. aystC!IIIIB - 4 - square 

aheokerboard dbsip. : 

ESTIJ(A.TED ·TIME ·- 4 hours 

TEU .ASSIGNMENT · • ·raxt, para. 41 - 441 Seotion IX. 

IIA.TERIAIB .REQUIRED .- Or.oaa seotioil. paper ot. I/4 inoh squares • 

JIA.Xl1[D)I WEI<m 

SUGGESTIOBS 

EXERCISE 

Weights 

..... 100. :·. 

-Bane. 

4 1. a. What is polylitera.l substitut1cm7 W.ba:t ia 
polygraphio aubatituticmt 

·b. In true digraphio aubatituticm.. if" 'llrp yields 
D 0 ,-ia it possible tor 11p to yield Ii0 'I 

2 o. What ia the fundamental purpose of polygraphio 
substitution? 

90 2 .. Solve the followings 

LOQllE ECQJrl GGQAS 

SCQBl' YLOUR PDUCI 

IHTH.A. GBCQO SHICG 

QRGXD BTQ.HR X D B>M X 

SERDI KFAHG T Q.B F Q 

FRLOU ItUQAlJ OCBQI 

LPQAF AQJ.EQ FTCPR 

HSYCC IUTPB AFGTP· 

Military Cr;vptaD&lyais. Part I, 8-P l 
1936-37. 

B:IPRII ELlA! 

EIXAC I:TI:JI! 

IQAII RDU!'E 

OGLSR DTBHG 

QCOTY EICPit 

EPTB:V TROQJI 

GIQDU XABVS 

DlJRDT SBBllM 
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FABBF CBG!Q 

.BlfGCI ll!li'SB: 

Q_lf,S V S B F C I 0 

AGI.AG RIIL.GB: 

BUSBR PBHUF 

GUOUU M We Q.O · • 
HP~PB GFUB:C 

JlSBRK FABHF 

Kili'ta.z7 Cryptanalysis, Part I, S...p . 2 
1936-3'1. 

H:MIBU UZSB:M 

UELI'A !SEQO 

.C I C I 0 ODOEP 

B G·l QA IBLUI 

·I A Ill R JILG!A 

l].Z 8 I 0 CIIDZ 

G ·I' R 11 U OECKE 

C .H "G C I AGIHR 

RGGQB 

QEQZS 

CQIIIR 

W!'SVS 

YBRHB 

S!'PLG 

LUDPR 

ABIIXX 
.-... 
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AlUIY EX'l'ENSIOll COURSES 

LFBBOH ASSIOBMElll' SHEET 

- Military Cryptanalysis, Part Ie SUBCODBSB 

LESSON IX • Polygraphic substitution systems - Playtair cipher 
system. 

ESTIVATED TD.iB 

TEXT ASSIGNMEtr.r 

- 6"haurs. 

- Text, pars. 45 - 48, Seotion IX. 

IIA.TERIALS REQUIRED - Cross section paper ot 1/4 inoh squares. 

JIAXIJIOll WEI em 

SUGGEST lOBS 

EXERCISE 

Weigllt•· 

- 100. 

- None. 

5 1. What are the oha:raoteristios of a Playf'air oipher whioh 
make it recognizable! 

95 2. Solve the tollowil:lga 

VFLQG EA.SIQ IIZYBQ KCBUI QWAHV 

FSYOY I B I X S JICDKO SYRNS KLOOS 

P G F U I YKRO~ JIPKZO PYBEZ QLDEP 

JICDRG XPXXA BVXDL R G S 0 S VZVWF 

XQWXC BYXYN Z C Z E ~ KMPOX JIGYWR 

D T S L C BUPUU :U:ZCSY R 0 R G R D.XIISG 

VUP~V ETBSY YXIIGY P G 0 Y R B U U B·Y 

TKCIX SYDMX UABGQ YXFUI YKRVP 

SYKTII CRCOS ARCRC PYDVF llBCZY 

DVFICO TICXVR ICCAYS ICQSOY RXLAB 

VFYPV WHBSil S Y C I P T G PSG B:UICYG 

A.CKBE ZESGH BRCOE llPV.XC QOXKP 
B:TGQY· XVPYS PTYST oxxxx 

llili tary- Cryptanalysis, Part I, 9-p 2 
~936-37. 
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A1UI!" EXTENSION COURSES 

LESSON ASSIGBIID!' SHEET 

SUBCODRSE . . • ll111tary Cryptana.l~sis, Part I• 

LESSON X • 111soel1aneous monoa.lphabet1o subst1 tut1on syat81118. 

ESTDIATED TID • 4 hours. 

TEXT ASSiammNT - Text, Seotion Xe 

KA.TERIA.IS REQUIRED - Cross seotion paper ot 1/4 inoh squares. 

JWtijlU)( ilEI GHT • 100. 

SUGGESTIOIB • None. 

EXERCISE 

Weig!lta 

2 

2 

4 

2 

90 

1. a. What oharaoters are most used in praotioal orypt­
ogra.phy today? 

. b 1 What is the usual prelimimry prooedure in solving 
orypt'ogram.s involving syiabols? 

o. ln monoalphabetio substitution with variants, 
what-oaaraoters are most oammcmly used? Why! 

2. Tlhat is the prima.ry purpose ~ an a.nalytioa.l key! 

3. Solve the tol1owinga 

VXOIH NONYB XWRIY IROID PXWFI 

TWHIR FXOIR XJRBH IIIDY PXJQD 

FXEYP XGWPX ZXYHP NXUDU XWIYP 

RIDVU HWIQT YPIDY PXJLB UUXWI 

WRWIP LRIIS TOPUS EKACC AHJUS 

K111 tary Cryptanalysis, Part I, 10-p 1 
1936-37. 

,· 
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FJ.XZC· E S H J·s EE:XZJ ZVNAB EDRSD 

EX OUR X B U.Q Q .A.SDZC UVOUR QAO.A.S 

CJBJV ACEEA X H QB U RSCEX AT TAO 

B:PCOD WDSDX J Q G S G Q W GA Q B:IJGY 

QBDHII XJGUX KB:JGY :MYDJS U G J G I 

CSYHD GJUSU 1: L.D J A ICQITB: I I Y J 0 .. ; • I 

DJMiiG JGQY_¥ S G T K J OPQDK YOGB:A 

CB:VQI KilG 

. """" . 

. ' 

•. -.... 

' Military Cryptamlyais 1 Part I 1 10-p 2 
1936-3'1. 
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SUBCOORSB 

• LESSOI' 1 
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ARilY ErrEHS:EOif COURSES 

SOLMIOKS 

•Mil:l.taey Cr,ptanalp~rt I. 

Weif' • 1. a. (1) persevera.raoa, (2)- careful :methods of &D&lyais, 
(3) -tutuition, (4) luck. 

5 b. (1) A broad general education. 
- (2) A.ccesa to a large library of current literature aDd 

direct contacts with sources ot collateral information. 
(3) Proper coordination ot effort. 
(4) Faculty of being able to coDOentra.te on a problem for 

rather long periods at time without distraction, nervous irrit-
ability, aDl impatience. · 

(6) A reteutive me.or,y, especially in the aolu~ian ot code. 

4 2. (1) The detemiD&.tian ot the language employed in the plain­
text version. 

4 

(2) The determ:I.Dation ot the general system ot cryptography 
employed. · 

(3) The receastructien of ·the specific key iD the·case of a 
oiJber ayst•, er the reconatruction, partial p · complete, ot the 
cede boek, in the case ot a oode ayatemJ or both, in the case ot · 
an eneiphered code system. 

( 4) The :l"eeenstruotion of the plain toxt. 

3. Spanish: 'lhe cerrespondenta are apparently Spaniards or 
.llexicans and it is natural to expedt them to use their native 
language. Furthermore, the plain-text werds in the :message are 
Spanish so. it is probable that the enciphered text is also. 

1 4. ~lphabetio terms. 

2 5, Ifo. 

20 6. Shortly attar the disastrous battle o! .Camden, Washington · 
wrote to the President of Congress, "ih&.t we ua811:·is a good~ 
DOt a lar~mw.• Ullfortwlt.tel.7 ror the o~ t1u1 abjoet 
sought by s assertion, so thoroughly in with our cher-
ished inatitutiona, has only been partially a nod in~ at 

Solutiona 

peace. · 

In View of tho ~th at our DG1ghbors, the vast extant of 
our territory, and tlUJlrap~d increase at our floating population, 
the t:lme D~~~st spPtedily a.rrivo whGD. Intolligout and law-a.bidi~~g 
pooplc will a.ooo , and adhorc to, the ipifon of Jolm Adams that 
tho latiaaal dofGDae is ono of tho card DA duties ot a sta.tos­
JIIfUl• 

.llilita.ry Cryptanalysis, Part I, 1-P 1 
1936-S? 
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Weipts 

1 

1 

3 

3 

4 

3 

10 

10 
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Our milita.ry polio~ or ail" !!:!!l would atf'irm, •ur 'WILI1t 
~ it, has :now been tea d during more·than a century. · 
It has been tried in foreign, dome"iEro, and Indian wara, 
and while military men, tram pa.iiif'1il aper18!l0e, are un­
ited as to ita def'eota and dangers, our f'iDAl"auoaesa in 
eaah aontliat baa so blinded the popular mi.Dd, aa to iDduae 
the belief' that as a Dation we are invinclm'. 

With the greater mass o~le, who han neither the 
time nor the inalination to the requirements ot 
milita.ry aoience, no error is more aOIIIIIlOtl thaD to mistake 
Dillitary reaoureea f'or Dl!iital7 streDgth, and partiouliiifJ' 
ia this the aase with ourselves. -

History reoorda our triumph in the Revolution, ·in the 
War of' 1812, in the Florida War, in the lleilaan lfar, and 
in the "G'n'at Rebellion, aDd a.s nearly all of'· these wars 
ware largely begwB b, militia aDd volunteers, tb8 oauvia-
ticm has been produced thit 1i1 th us a regular army ia 
not a. neaessi'tJ'. . 
7. a.. (1) EBEIIY IS VERY QUI!! Ilf OUR FRONT • 

(~) OUR ATTACK JUMPED OFF ON TIJ.tE. 

b. (1) ENEMY SUPPCitT LID IlfSIDB OF WOODS IS HEAVILY 

MANNED. 

(2) All RECEIVIlfG HEAVY FIRE FROJI APPLE ORCHARD. 

o. (1) BlmiY IliF.ABTRY IS MOVING FROM VICIIITY. OF STOD 

BRIDGE. 

(2) SECOND BRI Gt\DE 1(11' II" ATD.CI POSITIONS. . 
d. (1) HOSTILE ATTACK BAS IIADB RO PROGRESS AGliNST 

THIS SECTOR. 

(2.) COUNTERATTACK BY BRIGIU>E RESERVE WILL BE 

IAUlfCBED AT DAYBREAK. 

10 e. (i) Dm1Y IS PUSBIBG HIS ATTACX WITH VIGOR. 

15 

SolutiOD.B 

( 2) GIVE ME YOUR RECOJOIEIDATIOlfS CCBCER!lilfG USE 

OF SECOBD TAR COUPJtllf. 

Military CryptaaAlyala.l-p 2 
1936-37. 

' 
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.A.RJIY EXTEISI Cll CODRSES 

BQLU1'IOilS 

SUBCOOISE 

LESSOB II 

- Jlilitary Cryp~lyais., Part .. :t. · 

- Frequanoy distributions. 

Weigb.ta 

8 

2 

3 

1 

1. 

2. 

-

~ 

!-
~ =~1:.£ ~ fl 
i=J.i:i~-1=£ 

= i~~ 
- ~i tll=­
~-l~-=-j~ii - ----

ABCDEFGBIJXLKBOPQRSTUVWXYZ 

a. :tl, •• S, and Te -
!• J, x. Q,.x. and z. 
o. 40 per oat. -· 

3. !• Beoause (1) in telegraphic text words whioh are .not 
strictly essential tor intelligibility are am1tte4J (2) 
oertaiD essential words, suoh as 11stop11 • "period" • 11oamma11 •. 

eto. • lDLlst be spelled out iD telegraphic text and ooour tre­
quentlyJ and (3) tolegraphio text otta employa longer 
and more unoammon words than ordinary literary t~. 

8 3. (1) llhethar the oiphar belongs to tha substitution or 
the transposition olassJ 

(2) It a substitution oiphar, whother it is manoalpha• 
batio or pol,alphabetio iD oharaoter1 

(3) It manoalphabetio, whether the oipher alphabet is 
a standard oiphor alphabet or a mixed oipher alpbabotJ 

(4) It standard, whether it is a direct or roversed 
standard oipher alphabet• 

4 4. a. Transposition •. 

4 b. Substitution. -· 
4 o. Subatitu~iona -

;. • I •• • I ...... · •• 

Solutions 
.11111 tary CryptaDalysis • Part I • 2-p 1 
1936-37. . 
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Weigb.t• 

16 s. .!.-and .!. aro moDoa1phabetio. ,! ia po1,a1pbabetio. 

10 6. a. ReveraGd standard. 

b. lllzod. -
.!. • Direot Standard. 

10 

10 

20 ~ DAX V XAR GR 85 Bf 

HR17 DYBIE DUFTO AIIEJA 

IPOOt FOB.&. I DOD LA LUFYL 

APAYH OODAP KEDUR J 0 PI D 

IIEBAZ LOG IS IUfEG EVA UK 
.. 

IEBZA BOBli'E AVDUZ FOFEf . .. . .. .. . , 
EGBLO DOJ'YO EI'COA KAWEI' 

EXPOII EKCOZ AOJ'AH LOJ'IR . .. .. •.' 

. . 

. ~:~; · .. 

e ; • I II • •: •.... ·-- .. 
... 

:II BOB 

KAWAL 

JEll OX 

IPBEII 

BIIOOZ 

KAli'EI' 

0 9 s 6 . . • . .... 

•• ".i. • • • .• 

• 

.. . . . . 

. . . .. :· . . 

So1utiana 

. .. 
' . 

•·: 

lli11taey erwta-1ya1a. Pa.rt I. 2-p 2 
1936-37. 

· . 

.. 

. ~ . :. ... . ' . - . ~ 
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• 
ARIIY EX'.l'BNSIOJT OOORSES 

SOLU'liOBS 

SOBCOURSE 

LESSOJT III 

• H111tary Cryptalal7Bis, Part I. 

- llonolitera1 substitution with sta.Ddard cipher 
alphabets. 

Weigh.ta 

60 1. a. Plain text1 -
BOBTILE ATTACK BAS BED STOPPED IliT FROI'l OF BATTALIOJJ 

RESERVE LIIB II RIGHT CBlftER at RESISTANCE OF miRD IRFAlr.l'RY 
STOP THIRD INFANTRY IS COUI:tERATT.ACKilfG WITH REGDIEI'l'.AL 
RESERVE TO REES~LISH FaONf LI:NE. 

10 b. Reversed staJJda.rd alphabet with Ap : Ra· 

6 o. A::IJ:¥ two ot •-
( 1) Frequenoy method. 
(2) Completing the plain-oompomn:rt aequenoe method. 
(3) Fitting the distribution to the normal. 

10 2. a. (1) Convert the oiphcJr letters into their plain­
oam:ponent equivalent a. 

(2) Complete the pl.ain-oamponent sequenoe.· 

6 b. Yea. 

6 
-

3. a. Try the meoha.llioal method at solution by oampletiJJg 
the Plain-oampOD.EtD.t sequenoe, using the normal alphabet, 
first direct, then reversed. 

6 .2.• llixed cipher alphabet • 

Solutions 
llilitary Cryptaual7sia, Part I, 3-p 1 
1936-3?. 

.. 
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SUBCOURSE 

LESSON IV 

REF ID:A64648 

. ·: 

.ARIIr EXTENS IOB COURSES 

SOLUTIONS 

- Yilita.ry Cryptamlysis_, Part I. 

- Hanoliteral substitution with mixed cipher 
o.lpho.bats • :. · · · · · 

1. Because botil. oampononta ot the cipher a.lpho.bot are 
oomposod ot known saqueDOea. J~.a a. oonsequonoe it-is aut­
f'ioient to m.ko but a. single oorroot assumption. Thoy 
oa.n be solved by oampl6'biD& the pla~ o.ampcm.ent • 

2. .!• Triliteral trequOJ'loy distritNticm: 

PDTKTR.WUWPQDPQUI 
A G G C F R P Q F Q F F·B P Q B· C Jl 

Bw 
I 

0
ACGIWBAC 
CIIWRPCM 

DPGFGQPQQBQQ 
WQA GIWQ IA I I 

EIBIIl 
xoxw 

FIIBSIWAaiiAHIWAABBBK 
I P D X T X ·fl la. P Q R Q I X A H W P Q -

GAADNW.BK 
DDJIIICWW 

:U:HltMQXQRJIQQRNAQJAQJK·. 
8 HJPSBHJEOSGFMFDPFJUF 

-FTOIQKKIODHOBPTTOIPDIFPMDDJI 1 FEOIFKWIFWTWCPTHOIFFIFBVJKAQ 

JHBQQHI 
PPWBUH 

. : 

So~utions . . . 
Kilito.ry CryptflllD.lysis, Po.rt 11 (-p '"1 
1936-37. 
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L 

II Q .G G I Q H C H S I A II W 
HHIWBEIQQHMIF 

5 .a:.a:FQ 
G I B S 

O I.E I 
I)TI 

. . . 
p J"F W I J C F \1' A H F 

D A Q Q I D I .Q. I lL Q 

QXDPFAPWWFSQFRAD~PRAPJIKFI 
KIHDXHJKHQHWUDDAHJAHHDDW 

ACF'Wll 
RAHHQQ 

HHH 
BFQII 

WFIIW' 
TIAAII 

UQJ 
AA 

VIW 
w 

DIIICJIOJDGQXGEFVQ 
WTPFGBCQQTARF4QPRM 

EQE 
XQBW .· 

y 

z 

Solutions 
11111ta.ry Crypta.Dalyaia, Part I, 4-p. 2 
1936-37. 
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Repetitions a 

IFIEX QMBBJ PDWT.I OIIlP AGDQI 

IBFDA GDGMB SlKIW PQKNG KLLZT 

ACCIW FXAFQ DITAR AFAQX BNIWG 

CICWB IP9HJ PITIK WCRKE OWQJW 

QKRCP DWTIO IIFPI 'QHSQ QHGWA 

!'RI!..l_g l!...!LQUA QDQDI 'IFIEX WFIGll' 
t 

~AFH HMEWQ AHFWP QHDAP IVWRQ 

JHPAQ ABFPQ BJUAC CMIJH MQRSM 

QDIKB FQDIA KMIQW WF 

~0 ~· Trigraphaa- P Q B - 4 

Di~:ra.pha:-

QDI-4 
I IF- 4 

IF • 6 
QB-6 
~\ F- 6 
HF•6 
QD-5 

D I- 4 
FQ-4 
I I • 4 
MB•4 
PQ-4 

.. Q-3 
rx-a­
FP-3 
HJ•3 
IW-3 
Jil-l 
PI • 3 
T I • 3 
WQ-3 

a& a. Pla.in text 1 -
EBmlY TROOPS ~VE BEEN SIGHTED OH HIGH CEOUND EAST OF GRED· 

VILLE 1Jm IN THE VICINITY OF Els.GLE LAXE STOP SEVERAL COIIBA.T 

Plt.TROLS HAVE BBEN SENT OUT TO G'a.IN CONTACT lYITH THE ENEMY 

.. \.ND GAIH IBFORJIATION AS TO HIS EXt...CT POSI TIOH STOP lll: LL 

REPORT FURTHER OH THEIR HE'l'URI'. 

10 !• Cipher ~lphabetr 

Solutions 

~dn1 ABCDEFGBIJILMI'OPQRSTUVWXYZ 
Cipher 1 \'1 0 R I. I I' G D A Y B C E l B J L Jl P Q S T U V X Z 

Keyword 1 \fORKING Dla.Y. 

Milita.ey Ceyptamlyaia, Part I, 4-p 3 
1936-37. 
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ARMY EXTENSION CPURSES 

SOLUTIOIS 

SUB COURSE - llilitary Cryptanalysis, Part I. 

LESSON V 

Weight: 

- Manoliteral substitution with mi~ed cipher 
a.lphabets. 

I 1. The beginning and the end of' a message. Because althaugh · 
words may begin and end w1 th almost llDY letter of' the alphli.bet, 
they usually begin o.nd end with but a. f'n very cammo.n digraphs 
o.nd trigraphs. 

10 2. The 11probable word method" of' solution is one in which 
solution ia obtained by the assumpt::IAm. of' one or more words 
of' plain text without the use of' analysis. 

. 
7 3. a. This formula. indicates a seven-letter word iD which 

the first, fourth, and seventh lotte~a are the same but . 
different f'rom tho second, third, f'itth and aixthJ the second 
and third letters are the soma but dif'f'erent from the f'irat, 
fourth, f'itth, sixth, and aoventhJ IUid the f'itth and sixth are 
dif'f'erent tram eaoh other and a.ll others. 

6 b. (1) Any word that tits the ~ormulo. such a.s1 cemetery, 
vicinity, monopoly, division, oivilirm. 

6 · · (2) Any word tha.t f'ita the formula. such as1 a.f'f'a.ir~ 
attack, ef'f'eat. 

5 ( 3) .Any word that f'i ts the formula suoh aa 1 warta.re, 
secrecy, whether. 

60 4. Pla.in toxt: 

Specific key: Ap • Qo 

Solutiona 
Military CryptB.DD.lyais, Po.rt I, 5-p 1 
1936-37. 
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.i~ Er:rENSIOlT COURSES 

SOLUTIOIS 

• lll11itary- Crypta.na.1yaia, Pnrt I. 

- Po1y1itera.1 substitution with mono-equiva1cmt. 
oiphor alphabota. 

70 1. a.. Dia.gro.uu 

Solutions 

Plo.in text 1 

L 
u 
c 
1: 
y 

BREAK: 
vw IX y z 
q R S T u 
L )( HO p 
F G !E 1-.l 1: 
lA.. B C D E 

THE ~"'!:MY COUNTER.l.TT.ii.CK H.iS BEEN DEFINITELY S!OPPED El\.ST OF 

WRITE RUB STOP lilY LIBE HOi EXTENDS FROM RO.\D JUHCTIOR TWO 

THREE EIGm' TO THE CROSS-ROAD EAST OF Fia.UPLA. Y. 

!• Keyworda1 LUCKYJ BREAK. 

2. -Biliteral oipher. 
P1a.in toxt I 
FOURTH DIVISION S.ULED FR<II lBf YORK M:.RCH FIFTEENTH 

Military Ceypto.zm.lyaia, Pa.rt I, 6-p 1 
1936-37. 
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AlUIY E11DSIOB' COlJRSES 

SOLUTIOIS 

BUBCOURSB - Military Czowta.mlyais Part I. 

LBSSOlf VII - Polyli teral aubati tution "'Il. th poq..equivalat 
cipher alphabets. 

Weigh!:• 

6 1. a. ~e purpose of providing variants in a cipher .ayat• 
. • is to disguise or suppt'e11s the manitesta.t1ona of l'imloa.lph­

abetioity in a monoalphabetio substi~tion cipher. 

5 .!!.• In simple IIIODO&lphabetio aubati~tion: 

(1) The same letter of the plain text is i~iab~ 
represeuted by but one aDd al1111ys the IBDI8 character of the 
cryptogram, aDd 

(2) The same character of the cryptogram 1Dva.riably' 
reproae:rrts ou and alwa.ya the same letter of the plain text;. 

While in monoa.lpha betic substi tutiOl'l w:l. th variants 1 

(1) The same ~etter of the plaiD text -.y be rep­
resented by ODe or more diftere:rrt characters of the or;nrto­
gram, but 

( 2) The same oharaoter of the oryptogi'Ul never­
theless imaria.b~ repreaeuta ODe aDl al'IIB.ys the same letter 
of the plllin text. 

86. 2. a. Diagram• 

Solutions 

PlaiD text: 

TVWXZ 
BHBIABCDB 
CJPFGHII 
DIQLIIBOP 
FLRQRSTU 
GIISVWXYZ 

PRISODRS DXD .AT KILLER FARMHOOSB ARE FROll TBE THIRD 

BATTALIOB' FIFTH INF.AlmlY • PRISOJERS STA!E TBA.T TBE SECOKD 

BATD.LIOB FIFTH IRFAITRY IS II' POSITIOI AIDNG RmGE llEST 

Military Crypta.rml.yais, Parts I, '7-p 1 
1938-3'7. . 
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<P CROSSROAD THREE ONB SlitVEJ. · · A.~Otr.f OlE. PIATomr COUlt.tEk• . . . 

Aft.ACDD AGt\.IBST .TEE. I..EFl F~ OF TBE SJCO:tm DF.AJftY. .. . . 

Babe• The f'ivo lottars .1".. B I 0 U '118re iDsGl"ted between 
scm:tanoes • 

. 5 . ~· . T~ ~ ~zTtrtog_~ph1.o_.:text i~· ~I' e t~ ~oo as long as 
• ~e plain t~~ . . . 

.· 

Solutiona 
Jtilitary- Cryptlulalysis., Po.rt I, 7-p 2 
1936-37. 
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ARMY m'ENSIO!T COURSES 

·· SOLUTIONs 

SUBCODRSE 

LISSOll VIII 

···- Mil:ltary Cryptanalysis, Part I. 

- P'olygraphic substitution syatama - 4 - square 
oheckerboa.rd de~igaa. 

!!..i.Ell 
4 

4 

2 

90 

Soluticms 

r • 
· .. 

• 

1. a.. Polylitera.l substitution is that t,pa of substitution 
in which each single element (one letter) ot the plain text 
is replaced by a group of two or mora cipher alamexd;a. · 

Polygraphic substitution is tha~ type ot substitution 
in which plain-text units consisting of two or mora alamazrts 
(letters) forming an indivisible compound are replaced by 
cipher text units which usually consist ot a correapODdi~ 
number ot olemenilae 

b. Yes. 

c. The suppression o:r the frequency characteristics ot 
pla.iii text. 

2. Checkenoard design• 

.ABC DE SECTlJ 
I' G HI-JX 0 H .o\ B D 
LMHOP FGBIL 
QRSTU JIPQRU 
VWXYZ VWXYZ 

SOUTH ABC DE 
ERH.A.B I' GB:WI 
CDI'G:W L:U:HOP 
ILMPQ QRSTU 
VWXYZ VWXYZ 

Plain taxta 

MESSAGES FRCII TBE FIRST BRIGlDE SHOff THAT fBE EREM! HAS 

AT'l."i.CIED IH FORCE ALONG THE PROSPERTCJIN DASH SYDSVILLB 

H>AD OH .A FROJP.r 01' ONE THomwiD L\RD8 HCilTB AND mREE 

HUNDRED YARDS OOtmi OF TBE RO.A.B STOP· THEY HA.VE ADV.~\I'CED 

lliliary crypta.nalyaia, Part I, s-p· l 
1936-37. 
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TO HOLD THE ROlD EA.ST=.OF.RILL OlE THREE SEVER' STOP RIG­

DIB!li!A.L A.:RJ;) BRIGADE RESERVES HAVE ALL BED DG\GED RESULT­

ING IN STOPPING. !BE "ENEia" .ADJ'AllCE AT THIS POINT STOP . . .. 
DIVISION RESERVES HAVE BEEN JroVED TO POSITION .ALOlTG STREAK-

LID JUST ElST OF HILL ONE 1Il!1E Eicm. 

:· 

\ .. 
~ 

.. .. · 

. . . ~-
.. i. . .. 

... . . 

! . 

Military Crypta.D&.l)'Sia, Part I, 8..p 2. 
1936-3'7. 
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Ami! EXTENSIOlf COORSES 

SOLUTIOBS 

- Military Cryptanalysis, Part I. 

- Polygraphic substitution systems • Playfair 
cipher system.. 

5 1. The Playf'air cipher :aay be recognized by virtue ot the 
tact· that it alwa.p oonta.ina an even number ot letters &.Dd. 
that. when divided into groups ot two letters eaoh. no 
group contains a rei'etition of the same letter. as D or EB. 

95 

Soluticma 

2. Transposition rectangle• 

JIASHVILE 
BCDPGICJIO 
PQRTUWXY 
z 

Cipher square 1 

Plain text: 

HBPZA 
CQSDR 
lfFTVG 
UWI: 11" L 
KXEOY 

THIRTY PRISONERS INCLUDING mRBE OFFICERS WERE OAP.r'DRED 

AT HILL SEVEN ONE ZERO. PRISONERS ARE BEING FcmwmED 

Tq DIVIBI O!J CQ1VAJID POS! • ENEMY BOLDS SPUR BINI BmmRED 

YARDS NOR!HREST OF mEELY. HEAVY MACHINE GUli FIRE CouDTG 

FK>K HIIJ.. !BREE RURDIUm YARDS !fORTH AND HORTBWEST OF 

TURBER IS DBIAYIHG !BE ADV.AliCE. REQUEST ARTILLERY BJ'PP<IlT 

AID REEIFORCEMENTS FROJI TBE RESERVE. 

llilitary Crypte.Da.lyaia• Part I• 9•p 1 
1936-37. . 
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.ARII! EXTERSIOlf CODRSES 

EI>LUTIOBS 

- lfilitary Cryptanalysis, ~rt I. 

- Uiscellaneous monoalphabetic substitUtion syatama. 

2 1. ~· !Be 26 letters or the English alphabet. 

2 b. Substitute letters tor the syabols consistently 
throughout the message. 

4 ~· Figures. Beoause (1) the"use ct numsrica~ groups 
seems more natural or easier to the uninitiated than does 
the use· of varying cambi:aations of letters, a.r:ld (2) it 
is ea.s:y to draw up cipher alphabets in which sCIIIl8 ot the 
letters are represented b:y single digits and others· b:y 
pairs or digits thus complicating oryptaz:Jalyais. 

2 2. To indicate by means ot an outline the relationship 
existing among the various cryptographic systems. 

90 3. l.ionoa.lphabetic substitution with three different miJted 
cipher alphabets. 

Cipher alphabets: 

Plain text: 
Cipher (1): 

II (2)1 
11 (3) I 

Plain text; 1 

ABCDEFGHIJXLHNOPQRSTUVWXYZ 
DEFHIJILIQsUvwxzcRfPtodliA 
AMBDEFHIJXLNQSUVWXZCRYPTOG 
YPTOGAKBDEFHIJXLNQSUVWXZCR 

MOVE DIVISION RESERVE AT ONCE UliDER COVER OJ' RIDGE FAST OF 

J.ACOBSTCHm TO POSITION ALONG STREAMLIBE JUST EA.BT OF HILL OD 

NINE THREE ~ OJm BATTALION FIRST ENGINEERS IS PLA.CED UlmER 

YOUR COWWID STOP YOU liA.Y :ANTICIPATE EARLY COOlft'ERATTACX BY 

DIVISION RESERVE PROJI :NEAR BILL OD i'ID OHB AGA.INST E:ffEII!' 

SALIENT STOP I:NFaul COMMANDING GENERAL SECOliD BRI GlDE OF 

YOUR MOVE. 

Nate 1 Urulerlined words were not enciphered. The:y iDdicate a change in 
alphabet. 

Solutions 
llilitar:y Cl")'pta:aal.Jrsis, Part I, 10-p 1 
1936-37. 


