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IIEIDlODUII roaa Rear A.dlliral J. I'. Ienger, Deput7 Director, Iu telli­
pnce, liSA 

SUBJECT• DepartMDt ot the .lra-t BlatoriCfLl Division Stud7 or G81"11U 
Radio Intelligence 

1. Attached tor your iDtoratl.on is a cob ot a ._oraud.\8 -"'re­
pared tor t le Director ot lntellJ&enoe, US.lr, iD CODDectioa. with t}• 
Depa.rt.eut ot the .&rlt,r, Ortice ot tbe Chief ot •ilitary h.ist017 St~ 1 
•GerMa. Radio Intelligence•, liS lo P-0)8. Copies ot thia JII&Aual were 
receiftd trc. Dr. ft. t.. PetteDgill or 11SA-l82B. 

2. lot iDaluded iD Jq meaaranch• but believed to be ot 8 h1ato.r1-
cal interest• to 70u is a atate.ent. to the effect tbat tbe Ruaai­
aaptured the tilea or a Germaza iDteraept 'UIIit at StaliDgrad aud a.laoa1; ' 
~ed1atel..7 iutroduced ahluagea in their c~icationa aeaurit7 pro- ' 
cedurea. · · 
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Arlington 12, Vlr\llnlo 

r-1-r,. ,., \ 
WDC/CCO )19.1 7 .lprU "1953 

StJ.BJF.CT1 Depu1illeat. ot the A.rla7 iti.J..itaey History St.u.dy of Ge.riii&D Kac:U.o 
lDt.U.lJ.reDae 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

l. Por'IHU'ded berewi tb are ti 'Vf! co;J.l.l!IP of a Utt~lartae •. t of t.!.e An7 • 
Office or the Chiet or lail1t.UJ H.ht.OJ7, at.ud)' eu.bJecta •German RacUo 
lot.elligenae•. fhb t•t.udJ Yrf:I.B orlr DtU.l} ,)re.,e.red b)' t.l.e .bi.~:;t.orical 
Di\'"'iaiaa, Bet.dl.(uartera, luro;.;een Com.o.u.nd, Ulk.h:r & COiiflDEIITl.lJ. •ea'U1"1foJ 
cla$::1t1caUon. It bu~ oeen re-ur.deti u S.EC!t.ET by the De;&r.\5ent ot 
the A.N)'. r he • t.\IC.)" 1 t.aelt ••• t-re_..J&J"t>J un~er the direct.iou \or GerlriUl 
Lt. Geoernl Albert. n-un wbo was cJdef CJf tl~ Ger; .. Ml Ar.IIJ a.ul \,i_raed lor •• 
SJ.enal ~;a\Ul1eat1ona .... t t.le aa ·Jt lorld t.ar 11. Clen&r~...l. Pnwa •• 
a&siated by a n'UIIlbtr ~r h1Gh ranking orflcere connected tti\h Qenan Ara:f 
S11Dbl l~t.elligence. 

~. lt, is t.t• OtJ1niOil cor the UDU8!"1:1l;Ded 1.hat t.bil It~ ... at. 
1ta raised clau.iriei'\S.or~ of SICR!'l' ia UD.4er-clasait1ecl aud t.br.\ J.t DOt. 
warrentJ.ng oodeword claadtlcat.lon it. 1how.d be at l-east 'lOt SICRD aDd 
1 u dias.iiA"> t.ioa clo••l.J oontrolle~ •ODCC CQaiDif rea1~1ent.a wlt.Ja a 
clear at.at.eMDt on the docUID8Dt t.hat it oontalr.a 1ntar .. t1oa •1t.W.. t.t. 
•u1ng ot the &llf)iOGage Law• 1 fl t.le lS, U. S • C • 1 Seot.1 ODI 79J, \$ 
and 797 and Title 50, U. s. c., Section• 46 and 46&. rruaaisaiaD .:.r 
revelation or 1t.s oontenta ln uy maner \o Ul unau.thori•ed per•Gil 1• 
probibitec! bJ law. fbi• op1n1aa. t•• bilen brought to tl.e at.t.eat.loa\ ot 
lr. Iota r. 0 1 Gara, SUtJ~-D.\a.l Reaee.rch iraDCh, G-2, and it, 1a -...cs.­
at.ood t.b~~.t. be 1• purAiAg tt. •t.ter furtber w1tht.A t.beir OWil ct••.,.•• 
lowe•er, it •r. O'G&r•'• ettart. aeet with no re•ponae, it 11 re~ea4-
ed that. the 'D/I, USAF, .q •1•h t.o bring t.be •·•t.ter t.o the at.teDUOil of 
USCIB. Reason• tor the recoa:~lld turthttr up-p,ruding ot the atudJ 
der1•e• t.roa ~he tolla.lnc ooas1deratiODal 
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•strategic r~dio 1ntellieeooe d1reeto.; ~.: F.1nar. t hd RueaiaD 
.-ar yroduoUon effort ~roYit.ied a ••,•.i t.t• ot l.n.t\;r~Ua \oi.oo tar t.l'le 
en..Luat.ioD of Russia 1 s r...illt.ltry .;o"oHtbl. Oll.int -~ t.he genera.l 
d•r\.b of lO!lf-~Uat.l..nce tele;Jhone a;:d. t.eletyk'• la:-;.d oirouiu, ra4-
1o colllllunicatJ.on a&SWIIfH3 a..a eayeoia.ll)r L;_,'l.lrt.ant role !A Rue1a 
not only ,., ~U1 in~trtu:e.c•t. :::f •ili"t.liry iea.der&b1~ Dut. also aa lQt 
aedi\181 of oiYilitut co;Aiuuioli.:tio.n in a widely deoeLt.ralised aeon­
~· In kee~i~! vith it.• ~rge Yolume, mo~t ot t.bia Ruaa1._ 
radio t.raffle WIH treneait.t.ed by aut.oe.atio 11eua, aa ex.~la1.ned 
in .l;;>eadix 7. The Gera.an ~ intercepted tr.la t.rattla wi'h 
oorre•pond1nr IUtoiiUlt.ic ec;.ui;11aent. a;.d evaluated it at the OOilll­

Uilicution int.elligence control oen\er. lu.l.t.ivlu radi.otelet.ype 
liD.Ju: connected Mosca. not Ollly with tbe ~oalled tronta or 
aray p,roupa in the field, but alao •ith tbe .m1llt.a.r)t d1awi~ 
headquarters iD wnillgrad, Titlla, Baku, Vladi'YOI\ook, ud ill 
u.ny other cities. In add1UoD, t.be radio ut.l \Ailed tor tnlaad 
DA'tiia.Ucm proYided aA abuadanoe of iDfon&.tiOD. .Ut.houcb '\bia 
uo!allicall7 t.ranasd t.te4 "'•ttlo otrered a h1amr degree et 
aecuriiJJ against intercept.ioo, tbe Ruaeiana u.ed tb!J I&M OI'J~t.o-
81•'-• aa in the field tor 1eDd1ai iat'ortant W.li tary );lNI&gee 
oYer these circuits. lbl lar~t• '1'01,.. of interoept.ed aaterial 
offered bett•r o~)ortuait1ea tor German ·ary~tenalle1a. Stratec-
1o radio 1ntel.l1gence fumiesMd afor:aation t~bou\ t.he aot.1'9&t.10A 
ot raew maitl" in the aone or illterior, 1nduatrbl ;>roduct!oo re­
port• • re<;11eats for Mteriel and replacemente, COIIPlai.nt.a or1r-
1na.tJ.ng from tWd :-robleas arising at the i)roduotion cent.era aad. 
acb:U..nh:tr..t.1q aeenciea in oont.rol or the v.r ecODoa,. All tbia 
ia.t'oraation wae indexed at tbe oOt".aun1ca\1or1 1nt.elligeDH oon\rol 
oenter where re~ta Pere drawn up at regular 1ntarYal• oa \be 
!ollo11inr as;>ect1 of the ltulian war j:iroduotion er.rorta 

•Planniag a~~ oonat.ruotlOD ot ce• t•otorieiJ 

•ReloCN~.t.iOD of armaunt plM'YI ~ ..... .). ..... ~ ···'-······ !"'- .-~~ 
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•Ia• •t.r1t.l •d t.1 "'fulreaen\11 for 1nchaat.rial.\ plu\eJ 

•tlllllt mel pa ~eUoo t.iiUJ"••J 

tlfr&Upar\&t.l.oa ta.ell1Uea and ~robl••J 

•lailft7 1 1Al...S alsipp.lac, a.nd air oOIIINIU c:at.iona J 

•A«J'ioult.ural produoU•a 

•rooct cU.at.rl ba'U.oza and ra t.101liq ......... J 

.._powrer, la"bw allo•t.f.oa, ami ott.r nle•ut Mt.t.era. 

•1"\n\ecio radio iAtel.lJ.cenee tbu ude a .Uclrt. 4•t. 1A 
.._ Iron C..Wa, wbiob dlll"lJt« t.t. war w.a dra• eYeD aon Ucla\­
q tbua a\ preHD\1 ADd offend aoM 11l81tll\ ia .. t.t. operatiOG 
o1 tt. 11011t dia'-nt 81bwiu proneUon nDterl and t.be ~ 
ou war ;JOtenUal. of t.bat ae=incl.J endlea1 GPUH or l ..... 

3. The atu"" 1\eelr 11 ot OGUiderable illteraat. iA t.lle ran• 
u. pre .. t.a ot Ge~ 1r111 ex.--r1eDM w1 t h a1gaal. 11ltelligeoe 'betGI"e 
and duri.Dg World lu II. It _., be not.ed, t4ileter1 t.blt. '-be .. 1Uala 
ADd g. s. COMDI'l' aut.borit.iea DON.Iuot.ect t.boi'O\l&b iAYea"\igatioa or bi• 
•lpal 1Atell1gence 1D lforld a.,. 11 laaadia"M.t.J att.er t.aa cloae of 
-.uut1••· Tbla 1Dnatirat.1u ... ao• •• •naaM• aDd a .-,pleu 
aiae ~1•• biat.orJ 1aoorporat.l..Dg \a. reaulto8 ot the iATea\1agU• 
wu pnp.rad 'by Arrq houri t.y qaq 1ll 1946 (a.ropean A.da Sipal 
lDW Ucnoe 1Ja lorl.d War 11 u a.ftaled bJ !lOOM latenopUoaa). 
f._ Gwsi•D aut.bora ot 'Ule ~-at. report. have not. bees eoapJ.~ .... 
did 1a tbeir wr1 ~ aAcl a a:•ber or ea1N10M bave beea. obfti"N4 •• 
well a• a auaber ot Tflr7 1Atereat.1ft6 poi.Du wh1oh the)' "" able to 
aake 1a nTie111ng u.lr wr-tJ.M Ol'l&lda&Uou. Allonl tbe poiata 
•bicb t.h., baTe ooYered are ttw toU.iJica 

•· In diuua•iq O.rau r.clio 11ltelllcae• d'Ul"'i.ac ~he Polin 
eapd.p. thq po1Dt. ou~ ta. auceaa ot OerMD radio ia\el.Ugeaoe in 
1d•t11'Jiar. the Pcllab 13tq d~ .,.... clwt ~ tm Pol.••' fa1lun 
u ob8erra raclio au.... 'l')lq ••••W ~bat. \hi a-... u.q •utter- I 
.. tr. an 1.nautfie1.aq ot aot.arlHd ia\ercep\. • .. ..,..., ttwJ ta.Ued ~ 
to .-tiM t.be.t t.hi• 4etioieDq Kl Mt. bJ a lou o£ aot.«Jriaed 1Dter- · 
eept taoilitiea ti'W .. ot t~ riYal O.nu •1pal 1DHll1gcoe 
aceoiea t tha F~n..,._,., wb:loh ... t.ba Iaiii par\)' •1pal. iaMU1• 
genM aganc1 re•poaaible to Gltriuc• !he7 al•o .._at. DD the pule 
aaoq t.he Pol11h OGDuaioa»~ ... raa\Alt.ill& t'r• Genaa air 

t"1m'01:""" ~ a IU a ..... 
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npr-q alld t.~ a;...pu•' t-.r ot t• Pole1 ~ha' UJ t.nua11s1oa n­
ault.ed 1A ~ locat.ica ot tbe Vauai\~r b7 Oenaa D/r uci 1ued1aw 
ail' at.t.aok 011 t.he \:ranaalt.'-• 1-, turt.her ooa: .ent \bat the Gel"'dm 
OO'I'AIDh~a\lau WooJNI t.beMelftl e1~eaaed aiailar ....Ue dllrilag t.be 
l..._q ill"'faaioll and fl-.lq u•et t.hat. t.he te•r ••• aot.ual.l7 II"'..sl••• a1Dee it b 1apoa•1bl.e i.e ~ronde the D/f wbich •ow..d be 
..... ._,.. • reault. ot the toliala aoillll111lica tiona failure n.s tba t 
t.m Pole• ge11eral. atatt n.a liDAbl.e '&o eoa:o.wU.onte wUJ:. ita own Wliw 
and, tberetare, eoul1 only. tell tbe actl.l4l altuaUoa ot their forcea 
troa \he Oeraan officlal n••• releaeea. tllle Genlan6 c011aentecl t..t.t. 
they corrected this a1st•k• in flat.un cu14iCU but t.U..t. tbey u ... 
selftl det-~nded on Allied news broadCAeta d.UJ'1n?-: tte lat.ter •t.&i.el of 
the t.ar iD tt. 'Nst. 

b. ln OOIUlect.ion •1 t.b t.ht GerMA 1nvl\&1on of lonra,, t.he 
o.rtlun authora diaoua1 sou ot \be auocest~ee ttll.! cb Gerr;:.s.D i4rrq 1nt.eroept 
ach1e'ftd but tt.ere ie ao mention of the re;>ort.eC. Geraan tacUu troa 
C(I(UT ot Br1Uab ud french ~Jlans to ls.ur!ch au occ""'-tion r;t IOl"'WWQ' 
before tbe GermaA J.r.lvas10D. Tlc;o&i 1nvesUg~ticme ot Gel"'lb Ja.y 
COM1IT aot1Y1t.1ea elioit.d a eta~ent to t.be efteo~ \bat the 0.~ 
bad read such Bri tiab ~1d frmoh t'lama and, therefore, launched the 
Gerun 1nve.a1on or lonre.y as • preventatJ.ye ••ewe. 

o. Tbe Ge:rmen authors nter t.o tbeir euece6st'Ul i.Dt.eroept.ioa 
ot u. s. Arar tretf1o t:r011 UDJ.u in t.raill~ W'itbLB ~he II ud ~-7 
iDdJ.oe.te t.bftt. ODe of their •011t uetuJ. t.oola YAI t.he U0 a.•ber 1Ph1U 
they could ld•Ufr 1A tra1D1nf aoU Yi tiel and t.b4tn fo.l.J.ow t.o a ,. 
&ad e,_t...U.7 overeeaa. fiCOM iaYeiUI&UODa cUd not. d•Yelol t.be 
point. 'hat. the Gersaae ba4 be• able \o IIOftitor u. s. \raiAi~ aeUYi\­
ie• w1 UWa \be .U. ObYioual7, Gerlua1 abili t,- tar euch euoeaa1'1&1. 
1nt..Joeept. can be replaced br the .Rua1Ailll at. the vre••t. \iae. 

4. In oonneet.lcm Yi th RomMl' • African cnpaip, the Qerua 
aut.bor• dieoU~Ss the tal..la. whtoh a..a1 plaeed oa. Geraa a1pal1at.el.l1-
leDO• bu' \he pr"el•\ paper iapllea that \h11 waS d.er1Yecl Ml.~ J'na 
ual u 1a RP~•t. ot the Uri.- Corpa. Aeoord1Del7, the Geru.D U., 
lich Carm•ad Siga&l lfttelligence Ag«Dc,r p.ro~ded apeoial int.eroept 
faoil1t1ea in ltal7 to aon1t.or t.hB eDCi,t~hered t.ratfic or tt-.e U. S. 
11lit&17 Att.aobl in Cairo aDd tbe eolut1oDa Gt hie ne5sa.ges 1rere tel.­
'Jped ~ &oaMl. I 1 11 ar.., 1.be ;;re1en·t. Cei'DULD et.u.cty raa& .. • reter.noe 
to th1a •Fallera• 1no1dent. 

•• The GerM!l au.tbora reter to t.tw &8c;;.r1t.; of 0'. S. higb 
le-..1. •...Uoat.tona but. IUike t.he poa1t1ve et.e.taez.t. t:.r.l!lt t.ba Allteri•u 
t1eld &lpber devlee (preau.edl1 tbl M-209) was oompromi,ed Lnd oout.tD­
•• • ...... aages eno1p._.e~l by this lljst.e .. oould at first be •olftd 
..q att.er & d~ !'roa two \.o fov deye. L& t.~r 011 w hell aoro d& t.e bt.d 
be.a pthered, OAL)' I. feW bo\U"& Mft a.Mded • • .• U.· 6. COilllilw:de&tioU 
1eeur1 t7 PMi)le have i.eDdeJ t.o dNJ' Ger;aA;l cJ.a~s to be ve 6ol ved Jll-.209 
t.raft1c ill lees \baa 48 bo'la'a. 
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CANOE 
t. t• GeJ'MD au\llon refer ~ a Dn kJ.Ad ot int.eroeptt opera-: 

\ions duriac the oloai.Jag dqa ol \be WU' -~ var vattio ... IIDAiw.t. 
!t. iat.erea\lag po1u't to ~ia ntweDce to t.t. noeeaatul in'-r .. p~ ot 
JJIF tnftio ...., t.t. (iu- AJ'Il7 at. t.h11 lat. date ia t.bat th1a iDt.erMpt. 
wu u\~ ,nronded a, Gen. J.ir I ore• -.1 t.e wbo I.d bee 1Dter•~11--
1ng fir \rattle lfllr IOU t.i.M preTioualJ". 1be c.n.aa l.r'a7 autbl»ra •• 
t.bia 1\11117 &J)pu-'q peter to glo•• OYer the tact. t.bat. .. ot t.beir 
riftla Me! .acle tbe illt..roept, poa.S.'bl.e. 

I• Xa aonr.t~etiOD wit.h Cel"8Ul COIUJIT effort.• apiJaat. ea;ioaap1 
t.bt 0.... au'&hora beru to .PJ'••eAt. a l!~t. Gui te aocw-at.e pict.ve. 11:w 
11DC1"1\1oal. I"Mdw of t.ha .re•ent at.-'7 would iater t.at. t.be Gttnaa 
ligh Coma•nd ot t.t. AJ"Md Faroe• cd t.be Geru.11 knq iicaal Iat.el.ll.,.aM 
PM~il• bid bee reaponat ble ror a aaretull7 •or ked out program tor ia­
\ercertl.Dg t.be t.rattic, D/F1~ \1.• location ~r the radio tra.neait.HI'a, 
and IQP;..1Z"e .. 101l or t.he ag..nta inYolYect. J.ctual.lJ' tbe Gera,t'.UI ..,.. 
OA\JCht b7 5urpl"18e ... the YolUIIe ot &gent. tl"e.ffio and the 111gb t'on•Dfl 
or the AnMd roroea a.eoordircq ••re forced to iaproYiH ao tbat the 
Geraan J.ny prOY1ded the ory;JtaLBqaia, the Germ.n ••"7 ;ronc!ed ia­
~rcept. opera\ore and t.l'B GerLtaa Air Force detaobed a eOII&)lete intera•'' 
coa.-P.n:J for work in oceupied Fr!UlOe. 'It •:~~, ti.J.:a 1nteroeyt .,_..&n1 
•h1ch ~rovide!l t.be Yllr intercept. :r.enUoneJ above) The Geruna do nter 
to their eabe.rraesaeat. at. det.eoUD1 two .kw;eian agent.~; aacag the c~ 
a;n.11l:yst.s of t. he ligh t:o~111end of the lr.raed F orcce e.;eaq. CloselJr re­
·lf;.te:' \o the ru.dio agent t.raffio 1n the •atilt. tra~ the f.Lil'tll-.3\io number 
of re1io t.rtW~,;J!lie~iOilll e~~&~~.a\in, rro .. t.t.e i\us~l.au .,at·t.ua.L e.n<i &\IINT1lla 
uaita comaitt.ed bebind the GerMa lir.ea 1~ the east.. 'lbe .tnlllber of 
t.hec:e trtir.slli;E>ionl'i bf,oJIUfle 80 gr•~t. tb<.tt 1:1 1944 t.he Ge·,.c-• .:11'21 Nre 
forced to reaove & COil)lst.e aigna.l in"t.~t111genoo r~tgi:aont frfX. oowinc 
R~lian J.l"IIY t.r•!fic t.n.:! auigni:uf it. t.o tbe part.iaa:..1 •m-j guerrilla 
_UD.it.e. 1'his ia indica:.'-ed in tt. ,.rellen(. st.l.l.1::; bJ t.be Ger~cn Al.'fl1 aat.bora 
but they do not refer to the aloae relat1oneb1~ ~ece1sary •ith t.he 
Oera..~ Air foroe radio 1Jltel.U,cce which a.rotte tr011 t.he .Ru~•ian •Pl"7-
aect of their long rUA(e Air Foroes to iollr'Jll' tba 1f118rr1lla buada u4 
to drop ,>aracmte ageD\a behind t.he lill•a. ODe German re~>or\ a-.ulabl.e 
to TICOM indioatea that Soviet plaaee r~ed oYer woat•~n iurope aa4 
e'ftl'l 1n\o 8~ ae late u 194S • euoh aiad0111. 

b. TI~ recorda reYeal t.hat Ge~ a11aal latollicenoe UDit.a 
were in ?lace as early ae Janu&ry 1941 alan, \he eaat front and e&P­
t.ured files Sholl • fairly detailed RuaE.i&n order or battle Oil the 
urioue Ruuian &na7 froqpa a•ait.ir.c the Gerau. at.taok. U.t"'lan aut.Lor1a1 
however, ind.ioa.t.e t.bat t.he1e reaulta were not el! oOitplew &fi bad beea -
prtrri. oual;y interred. 

1. Ia t~ field or i6ersan CJ')"yt.agra;·bic aocur1 t.y, thf. praeent , 
atwy iapliee \btt \he Ger:AWl autbore direo\ed all phases o! a oo-
ordin~ ted Geraan oryptogra;- h1o 8Hllr1 t)' ;Jrogre.:a fro= t.bdr poa1 tion 1D 
the Hi(b Com~JM1d ot the .An.ed forcea aud tr.o .ll'ZJ' ligh Coa;::ilnd. .l.ot.uall.7, 
both the GeraD la11 u..d the GerJDU Air Force differed aeYerel7 nt.lt t.M 
Cer.n-':n ligh Com~tw ~.,r t.t:a A:r.~ed lore•• OD the queat10D ot the ••eur1 \7 
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et U. Clerua tart. le'ftl oiJ;~l:ler aeh1ae. As a matt.er ol taet.. Glll'llaall 
J.11o r_... 817Ptopoapa.ra 4ia&~reed •U,b the o..-Woa c,f t.bt e~erta ill 
•• lftcla C...ead of the AnaeJ Tar••• and int.roduoed oenaa eMile .. ia 
, .. ..tpa wriU.a. -.cle 1 t, •• tar as •• GerMA Alr I oro• -.. oo.nceroed, 
••• IN qalu' AlU.S CJ')'~t~aia. lt the lligla COiiW.&cd (Jt ~• ~ 
for ... bad tollawed t. .. reo~dati.ONI •"Jt tM Geraall Air lor .. _..,~ 
arap._.., u. s. and lrl\S.all ..,-j)tan&.l.711• would m~• "-n aoae•la' 
lla41cap~d. It. ia 1Dterea·Unr t.o not.e, bo ...... , that a.,~areAilJ' \be 
GeJ'Mil &ut.bora oODtinued to ba•• ao <;'U&lu •• t.o t.be aeou.ritJ of tblll" 
blfb lenl ar;rp\ocr&;ltd.c 4ev1cee, at least up to t.hl t.i.ae tbeJ wrot.e 
t.he t)naent. •"-17. · 
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