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MEMORANDUM FOR: Rear Admiral J. N. Wenger, Deputy Director, Intelli-
' gence, NSA

SUBJECT: Department of the Army Historical Uiviesion Study of German
Radio Intelligence

l. Attached for yowr information is a cogy of a memorandum pre-
pared for tle Director of Intelligence, USAF, in connection with tle
Department of the Army, Uffice of the Uhief of =ilitary History Study,
"German Radio Intelligence®, MS No P-038. Coples of this manual were
received from Dr. R. h. Pettengill of NSA-182B. .

2. Not included in my memorandum but believed to be of "histori-
cal interest” to you is a statement to the effect that the Russians
captured the files of a German intercept wmit at Stalingrad and almost '
immediately introduced changes in their communications security pro- -
codures.
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WASHINGTON D.€: CONTRUL‘CULLECT'ON OFFICE _ggpets=1706-
Headquarters, USAF Security Service
Adlington Holl Starion
Arlington 12, Viryiuioe
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¥DC/CCO 319.1 7 April "1953

YEMORANDUM FOR: Ghief, AFOIN-1A3 T -

SUBJECT: Department of the Ammy &ilitary History Study cf Gerusn Radio
Intelligence E0 330
F’L 86-36/50 USC 3605

1. PForwarded berewith are five copies uf a Uepartae.t of tie Army,
0ffice of the Clief of Eilitary History, study subjecti "Geruan Radlo
Intelligence®. This study wus orig nuily prepered by tie historical
Division, Becdyuarters, Buro.ear Comsnd, under « COBFIDEsTIAL security
claszification. It hus oeen re-gredea af SECHET by the Dejartsent of
the Army. The stu.y itself was ;reoared uncer the direction of Gerzan
Lt Geaeral Albert Préun who was ciief of tie Geri.sn army sud Armed Faroes
Signal Comaunicatione »t tle ena >f World kar 1I. Gener.l Prewn was
assistel by a nuaber of kich ranking officers connected with Gor-ln Army

Signsl Intelligence,

2. It is tre opinion of the underziined that this atudy cm at
its raised clacsificstion of SECHEI is under-classified aud that if not
warrenting codeword classification it should be at ieast TOP SECRET and
ite discesmin~tion closely controllec smony CONINT recliplents with s
clear statement on the doowwent that it conteirs informatios within the
mesning of the Bspionage Laws, Title 18, U. 8. C., Sectiocns 793, T4
and 797 end Title 50, U. S. C., Sections 46 and 46a. Transaission .r
revelation of its contente in any msnner to an unauthorised persom u
prohibited Ly law. This opinion tms been brought to tle attention of

. Mr, Jolm F. 0'Gars, Supplemental Resesrch Brench, G-2, and it is \ndcr-

stood thut he is pursuing the metter further within their own claanels.

Nowever, if ir, 0'Gara’s efforts meet with no response, it is recomiend-
od that the D/I, USA¥, may wish to bring the .atter to the attentiom of

USCIB. Reasons for the recoarended further up-grading of the atudy ‘

derives from the following considerations: '
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e, OUn page l<> of the study the following examples are

given of tlhe informetion which the Gerzans derived froa Russian plain

®Strategic redio intelligenee dirscto: ¢ ninet tite Hussian
war yroduction effort ,rovided s wesith of intfcrasidon for the
evaluation of Russia's uilitery poteutirl. Owing to the genersl
dearth of long~diatince telepbone and teletype land circults, red-
1o comnunication assumed an especialiy i: ortent role in Russia
not only as un instrumeat of allitury ieadershdy out also as the
mediua of civilian coumuniexstion in & widely desertralized eeon~
oy, In kee.ins vith its large volume, noct of this Russien
radio traffic wa: transmitted by sutomatic means, as ex . lained
in A cendix 7. The Ger:an Army intercepted this traffic with
sorresgponding mutomatic eculpment axd evelusted it at the ocomm~
unicuation intelligence control center. HNultijylsx radioteletype
links econnected Moczcow not oniy with the so-ealled fromts or
aray proups in the field, but also with the militsry district
headquarters in Leningrsd, Tiflis, Beku, Vladivestoeck, and in
meny other cities. In addition, the radio nets used for inlsnd
navigstion provided an abumdanee of information. Although this
mechenically transmitted traffiec offered a highsr degree of
securitvy ageinst interception, the Bussians used the sane cryyto-
gystems as in the fisld for sendimg important zilitary cessages
over these circuits. 1he large volume of intercepted materisl
offerec better oportunities for Germen eryytzanalysis. Strateg-
ie redio intelligence furnished inforzation sbout the aotivation
of new umits in the sone of interior, industrisl production re-
ports, recuests for materiel and replecsments, compleints orig-
inating from end problems srising st the produstion centers and
adminiztretive agencies in control zf the war economy. All this
laformation wee indexed at the communication intelligenes contrel
oenter vhere reyorts were drawn up at regular intervals oa the
followingy aspects of the Russian war ;rodustion efforts

*Planning sid construotion of rew fuctories)

"Relocution of armament plents} R j, SO fz ...... !“".‘?‘-S
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8Cosl and iron ore xn-oduuuon figures}
®Raw material amd fuel roquiromh for mdum-m phnto)

"funk and gum produetion figures;

"Trensportation faeliities and problens;

"Railway, inland shipping, and air ocommunications)

SAgricultural produstion;

"Pood distribution end rationing messures; |

"NManpower, laber allocation, and otinr relevant llﬁ‘.rl;

"Strategic redio intelligenee thus made a slight dent m
the Iron Cwtain, which during the war was drawn even nore tight-
ly than st present, and offered some insight imte the operation

of the moat distant Siberian produstion centers and the trsmend-
ous war potentisl of that seemingly eadless expanse of land,®

3. The study iteelf is of considerable interest in the review
it presemts of Germsn Army experiense with signsl intelligense before
end during World War II. It may be noted, lowever, timt the British
and U, 8, COMINT autborities condusted thorough investigstion of Axis
signal intelligence in World War II imssdiately after tis close of
hostilities. This investigation was kuown as "TIOON®" and a complete
aine wolume history imcorporating the results of the investlagtion
was prepared by Arwy Security Agemay in 1946 (European Axia Signal
Intd ligence in World ¥ar II as Revealed by TIONH Interrogatiocns).
The German suthors of the yresent report have not been completely oam~
aid in their write-up aad a number of emisasions have veen observed ss
well as a number of very interesting points which they were able to
make in reviewing their wer-time orgeanisaticas. Among the points
which they have covered sre the following:

s. In discussing German redio intelligence during the Polish
eampaign they point out the suecess of German radio intelligence in
identifying the Pelish Army deployment arses due to tle Poles! frilure
to observe radioc silemce. They commenind that the Gersan Army suffer~
eé from an insufficieney of motorised intercept. Novever, they failed 7
to meation that this deficiency was met by 2 loan of motorised inter- -
cept facilities from one of the rival Gersan signsl intelligence
agencies, the Forshmgesast, which was the Nasi party signal intelli-
genoe agenecy responsible t0 Gering, They alao somaeat on the panie

among the Polish ecommunioe ops resulting from Germsn air
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supremscy and the a.parent fear of the Poles thet any transmission re=
sulted in the location of the tramsmitter by German D/F and immediate
air attack on the transmitter. They further com .ent that the Gersman
cosmunications troops themselves ezpressed similar panie during the
Nornaady invesion and finally cemment that the fesr was aotually
groundless since it is impossible to ;rovide the D/F which wouid be
necessary. A result of the Polish cuanmunications failure was that
the Poles generrl staff wes unable w comzunigcute with its own units
and, therefare, sould only tell the actual situation of their forces
from the Cerman of ficial news releases. Ihe Germans comrentec timt
they eorrected this mistake in future campaiguns but tist they them~
selves deyended on Ailied news broadeasts during the latter stuges of
the $ar in the west,

b. In comnection with the Germen invasion of Norway, the
Germon authors discuss soms of the successes wiich Germsn Army intercept
achieved but tLlrere is no mention of the reyorted Germen tactics from
COMINT of British and French ;lans tu lsureh au oceuprtion ~f Norwey
before the German invasion. TICOK investiigatione of German Navy
COMINY sctivities elicited 2 statement to the effesct thet tle Germenms
had resd such British and Frensh ,laus snd, therefore, launched the
Germen invasion of dorwey as s yreventative measurs.

c. The Germen suthors refer to their successful interception
of U, §. Amay traffic from units in trainiug within the I and they
indicete that one of their most useful tools was the AP0 number whieh
they could identify in training activities andi then follow to s POR
and evendumlly overseas. TICOM iunvestigations did not develop the
point that the Germans had been able to monitor U, S. trajining setivite
ies within the ZI. Obviously, Cerman ability for such successful
intereest csn be replaced by the Russians at the present time,

d. In conneetion with Roumel's African csxpaign, the German
authors discuss the value which Rommel plased on German sigmal intelli~
genoce but the present paper implies that this was derived selely frem
units in supuort of the Afriean Corps. Accordingly, ths Cerman Army
igh Command Signal Inteiligence Agency provided special interoept
facilities in Italy to monitor the enciihered truffic of thre U, S,
Militery Attaches in Cairo and the solutions of M3 nessages were tele-
typed to Rommel, Neweser, the ;resent Germsn study makes we reference
to this "Fellers® incident.

€. The Germun authors refer to ke security of U. 8. high

level cozmunications but make the positive stctenment Llmt the Amsrigen
field eipher device (presumedly the M-209) wss coxpromized end contine
ues *, . . messages encipbere:l by this spsiex sould at firat be solved
only after & delay from two to four deys. Lster on when more date bed
been gathered, only a few bours wers needed,, ." U. 5. comuunications
security people heve tended to deny Gerasa claiis to heve solved M-209
traffic in less thaa (8 bours.

7RI,




f. The German sutbors refer to & new kind of interoept opers-
tions during the closing deys of the war when VHF traffic was monitored,
The interesting poiut to this reference to the suceessful intersept of
VAP traffic By the German Army at this late date i3 that this intereept
was sctually provided by German Air Force umite who had been intereept~
ing VIR traffic for some time previously. lhe Cerman Army authors ef
thia study apparestly prefer to gloss over the fact that ome of their
rivals bhad made the intercept possible,

g+ In connection with Gersan COKINT efforts against espionage,
the Germsp suthors began to present a pet guite sccurate picsure. 7The
uneriticsl reader of the wesent study would imfer that the Germasa
High Comnand of the Armed Forces and the German Army Signel Inteliigenee
people bad been responsible for a carefully worked out progranm for ia- .
terceyting the traffic, D/Ping tle loestion >f the radio transmitters,
and supsression of the agents involved, Actually, the Germcus were
oaught by surprise bty the volume of sgent trzffic and the High Command
of the Arped Forees eecordingly were foreed to improvise so that the
German Army provided the oryptaralysis, the German Nsvy orovided in-
tercept operators aud the Geruwn Air Force deteched a complete intsroept
con.eny for work in occupied Frunce. (It wz. tidz interesyt ceayany
which yrovicded the VHF intercept zentiore’ above) The Gerssas do refer
to their emberrassaent st deteoting two Kuseian agents aaocng the eryps~
snalysts of the High Corwend of the Armed Forces e;esmey. Closely re-
‘lute?! %o the rudlo agent traffie in the w»est wa: the fratustie number
of redio trsnpmizsions emanating {ror the Susaoien psrtissn end gusrrilla
uwnits cormitied behind the Germea lires iu the east. The uuader of
thece transmicsions beoume 80 grest that ia 1944 the Gercans were
forced to remove a comlate signel intelligence reagisent froc copying
Russien irmy traffiec end assigning 1t to the partisasa aid guerrilla
waite. This is indiceied in the .resent stuly by Lhe German Army authors
but they do not refer to the close relationsghi, uecersary with the
Gera=an Air Foroe rsdio intelllgsnce which srose from the Russian employ-
aent of their long raage Air Forees to suyply tbhe guerrills bands and
t0 drop parachute agents behind the iines. One German rejort available
to TICOM indicates that Soviet planes ranged over wostern Europe end
even into Spein as late as 1945 om such missions,

h. TICO# records revesl that German signal intelligence units
were in pluce as early ss Jemary 1941 siong the esst front and cap-
tured files show & fairly detsiled Ruscian order of battle on the
various Kuszian aray croups awaiting the German sttack., Gerzan sutloris,
however, indicete that these results were not aes ecomplete as had been

previouzly inferred.

i. In tb» field of German eryptogra;bic security, the present
study isplies that the Cerzsn suthore directed sll pheses of s co-
ordinsted German oryptogra; hie security progreaz froz their position in
the Hi;h Comrnnd of the Arwed Forces and the Arzy Righ Com:znd, Aetually,
both the German Bavy znd the German Air Force differed severely with the
Gern:n RMigh Command of tle Araed Foraes on the gusstion of the sscurity
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of the German high level cipber msehine. Az a zatter of faet, German
Ay Tores eryptographers disagresd with the oyinion of the experts in
the Migh Command of the Armei Foroes and introduced certsis changes ia
the enigea whieh made it, es far sz ine Oerwan alr Yorce was coacerned,
seoure against Allied cryytanslysis. I1f the High Coasand of tie Armed
Forees had followed the recomuandaticns of the German #ir Foree exrypto-
graphers, U, 5, and British sryptenalysis would have been somewhat
bandicapped. It is interestiing to note, however, that appareatly the
Germsn suthors sountinued to have no cualms as to the security of their
high level eryptogrzphic devices, at least uy to the tiae they wrote

the sresent study. '
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