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ﬁqgﬁj_gﬁu of 23 November 1943}, a nourvg.or the erypto-

SUMMARY REPORT OF CONMITTER APPOINTED TO
-~ “WERURVEY CRYPTOGRAPHIC SYSTRMS
EMPLOYED BY THR DEPARIMENT OF ATATR _ o

1. 1931, pursmant to & regqusst of the Secretary of State,
an interdepartmental comaittes mmde & survey of the tographic
gﬂtun and‘assooiated procedures smployed by the Depar t of

tate snd mads certain recommendations with a viev toward their
isprovement an regards sequrity. L o

“Pursuant to a more resent request of the Searetary of

¢_systems and of the mothods used for preservation

f the aetrsay of its highly confidsntisl commmications was
#ide by the pressnt coumittes vhich was appointed by the Chief
‘0f the Signal Bscurity Agency in aceordsnce vith & directive .. ...

8F the Chief lign:;l 0rLiger,, L L e T WTETTLAT N

} ‘!’ho prot;nt report is & summary of the detailed re-
ggi_'t_nf the f s and recommendations of the Conmittes.
° dem:g,m Taport is attached hereto as Enclosure B.

SUMMARY OF FINDINGS.

%. Although the recommendations of the 1941 Committes
referred to in paregraph 1 above bave been instituted to a
gonsiderable degros, certalin important measurss recommended
by that (opmittee bave not been carried out to the degree
fécessary to uumgihh the desired results, and eertain other

sures have not been fnatituted at all or to only & partial
gree,

« The aryptographioc saystems smployed by the Depart-
Mant of Btate for communications classified as SECRET are
hahniounz sound and eould golﬁ the requisite degree of
asdurity Af properly used. vever, sertsain of the msthods
and gooodurn vhich are assccisted therewith and vhioh veces-
sirily have an important influence upon ths security of the
Fyslens themselvea are defective in someo details,

. As regards the systems employed for communica-
tione classified maz CONFIDENTIAL, the Oommittes finds that

these are defective to & degree suffiofent o reise doubts as
to their present ssourity. —
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2 The ggrims.pnl steps vhioch are of sn immediate
¢haraoter and vhioh could ameliorate the posaibly dangerous
gondition nov axiaii in sertain of these systems are briefly
indicated in paragraph 9 bolw, and met fnrth in detail in
fontion III of Enolosure B

rgg The Department of State iz not self-sufficient in

régard to the production and sorrent use of its eryptogrephio

systems and relies upon the Navy Department and the War De-
tmemt for certain of its operations in conneotion with the

ga&notiun of aryptographic material and for technioal advice
its gorrect usage.

b. The space, facilities, and personnel availasble
for the pnpsration and ﬂJﬂLt revision, distribution, and
mf it eggtognp o systems, &8s well as for the

terance of eryptographic security on a
#ontinnd -ﬂ‘octs.vo baais, are not adeguate for the
asoret sanfidential) sommunications of the Department of

" & Tho Department has not been able to take full
ld age of the pon!.bﬂitin afforded by the use of orypto-
¢ mAchines. Buch mechines would greatly enhanse erypto-
zsaphic security and st the same time speed up the communica-

ions of the bcpartnont £ uployed on & vider scale,

' —iﬂhm Y - YR s 1 o M-
vdnm ‘1 v.l.gqr:.:ii-. " \.u._.... e At e -

‘¥g. The phyliul seourity of ‘the Btate tment Oode
éomm- uu-u adequate. Obviously, the Committee 414 not
nqt ;;.w g_;m.te the phys sal seowrity of code rooms
ﬁ&g ogntionu and csonsulstes abroad., HNovever,
the Conmittee tends %o support the belier
nny postl physiml umn;r is frmdequate.
v - . WL Ty e D6 SEAB PR LA FU I T T S R St e or oGRS %, XRF X1 Wy TS
Fhe Jomaities sould Bot investigate the manner
in vh!.qh 1 tnm;—gcxt versi .gz searet or gonfidential
BF8 Propared repr distributed, handled, and
ﬂed within the divisions and subdiyisiens of the Department
self, nor of those of the large smbassies and legations.
‘!%& An investigeation of the facts in these nttuﬂ
clou oannot be stated but the findings might have
an hzortmt infiuence upon the problem of oryptographic
aurlty of the Dowtmnt 's Omuns.ettunt 48 & Vhole,

= gy
- = v'—a- b~ T i e wa T TR e

4 ‘llﬁ!ﬂn the Dopn-tuont 1tself ‘relatively vide

nesssgen, the copies being produced by uncontrolled mimeogreph

g:“u. The coples are not registersd nor sscounted for by
register m ors. . -
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« Xo specialized or formal training in eryptography

in oryptographio ssourity is given the personnel assignsd

zg tographic duties either in the Department or in yosts
road.

I
=~}

08 yirhp, o3 A0

k. Because of limitations in the surrent salary
acsle, no careful initisl meleation of the psrsonnel assigned
to oryptographic duties 1n the sode rocms, both in Washington
snd in stations abroad is possible. Nor can the services of
sonpétent peracnnél be retained for the hngth of time necessary
for the training #&nd exparisnce of personnel regquired for the
praservation of seourlity of sommmmication.,

SUMMARY O AKQOMMENDATTONS. i

§. The Ucumittee reccmssends: i

§. That the principsl steps of an lsmediate remodlal ?
sharacter indiocated in Bection III of Enclosure B be taken

vithout delay. _ - o o o

Yhat provision be mede for the additiomal spage, =~ =

?g;!,;i_i'_._;g%', and %;gggnnol requirsd for the preparation and
or & wich more frequent revision, reprofuction and dtstribution
8f the grgtogmgt;io systems employed by the Department of State.
Department should either be made vholly self-sufficient in
g respect, eipible of performing all necessary operations
& s ‘ufgu i'fiolently adequate scale to permit of the necessarily
frequent chaagés in the materlals involved, or else these
fiterials should be provided the Department by sams other
qumiified agensy. State Department should make vwider use
of modern oryptographic mschines and should have machines
designed specifioally for its own usage. These should be
daveloped by or for the Department.

o suponly T ovatin o ol 15 T eI e
A800ADL rge ( ographle Becur TOUp, # ed with

‘67!?5 ent ozr-ypf.&gll tic and ansociated cleriea 'pcrlnnnol.

Yhose duties would be sxclusively (1) to oconbuct resesrch and

#tudies, on & continuing and sxtensive basis, on the orypto-

gﬁ-‘pﬁ!c sfstems Gsdd by the Department and sspecially on the
horoughness with vhich regulations for the proper esmployment

ot tisig systems are observed; (2) to establish and to sanduot

spec training courses for the proper instruotion and in-
dogtrination of the sode olerks employed by the Department, ‘
both at home and abroad. T e T
- -
_ ~ Fome,
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%h(l) That the Assistant Security 0fficer of the
Department be designnted &s Oryptogrephis Security
Offioer of the Department of State; that he be placed

in gharge of the Cryptographic Security Group mentioned
in lubparafnlph Sc; and that he bs given sufficient
duthority (1) to ck all incoming and outfoing messages,
As woll as all procedures associsted therev th, from the
point of viev of oryptographic seourity, snd (2) to re-
port violations of orypltographic ssourity to higher
un&hnrity for immediate disciplinary action.

That at eash post abroad a comulssioned
?ora%fn vice Officer thereat be designated as Crypto-
Security Officer of the Station, vho would be

GOhitantl on the lookout for violations of cryptographic
#a Véll as of physiocal security and vho would have
duthority to report sush violations through ochannels to

_the_ tographic Security Officer of the Department of
Btate in ¥ashington.

£, That the Becurity O0fficer of the Department of
fitate, wpon the recamendations of the tographic Sesourity
Orfiaqn. e“all neceasayry measures for the enforcement of
the regulations for the meintemsnce of oryptographia security
in & manner thet will either inaure sonformity thereto or
else cause disoiplinary action to be taken, including the
infliction of severe penalties, for infractions thereof,

» That the following racoumgndatiann of the 1341
Jommittee be executed or olrrxa? u? greatar degres than
?;u hitherto been the case: Th(l)(4); Tb(}); 7a{1); Tf(l) and

) 7g; 7h(1) ana (3).
%)m@@— o

= iedman
bireotor of 0qmmun1eations Regearch

obert b, Brovan
M jor, Bignal Corps

Saptain, li&nnl Corps

Arlington Hall Station
14 January 1944
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PETAILED REPORT OF COMMITTEE APPQINTED TQO RESURVEY
ORYPIOGRAFEIC BYSTEMS EMPLOYED BY THR
DEPARTMERT OF STATR

PRELIMINANY.

1. In acoordance with the request of the Bocrotarx of
State (letter to the Beoretary of War, 23 November 1943),

1 ml Security Agenoy has made s resurvey of the crypto-
o systems methods of classified communication em-

ployed by the Department of State. o

2, An original committee conslating of Mr. William ¥,
Friedman, Director of Conmunications Research, Major Charles
H. Biser, and Oaptain J. G. Noak, all of the Signal Security
Agoz;c_ii&‘ vas appointed by Oolonel Corderman, Chief of the B8SA,
aondust the resurvey. This committee met with Mr. D, A.
&ihpn and Nr. P, E, Goldsberry of the Btate Department 18

-~ November 15983. At this meeting it was decided to appoint a

Vorking conmittee to make the actual report and draft any
tecessary recommendations.
= — e et D ese e SR B et K L A e e L T .. TG e
— ?. At a oonference held 30 November 1943 between Mr.
Friedman, ¥ajor Brown, and Captain Moak it vas decided that
¥a jor Brown, Captain 50\:31::. and Captain Moak would form
the working committee.

2

The vorking committee called upon Mr. Salmon 1 Decem-

ﬁr_l?% and made a study of all eryptographic systems employed
by the Department. On December 3 the committee, with Mr.

_ ¥Friedman, called upon Dr. Geist, Chief of the Division of

Uommunications and Records, and msde arrangements to study the
gryptographic procedures employed within the Dgpax-tment 's code-
¥oom. The committee wonked in the code room 16 December, and

sgain 18 December vhen it completet its study.

5. The committee wishes to express its appreciation to
Mr. Balmon, Dr. Geist, Mr. Goldsberry, Mr. Neyer, Mr. lavior,
4nd Mr. Parker and many other members of the Department, all
of vhom vere most helpful to the members of the committee in
carrying out their assignment.
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II. FINDINGS.

6a. "he basic systems in use by the Department are classi-
fiable as follows:

(1) Three hsfh-mde basic systems, tvo involving
the use of automatic cipher machines, :nd one involving

the use of a hand-operated cipher device. These are
eizployed for SECRET communiocations and ars as follows:

(a) Cipher Machine MO (U.S. Army Converter
H-134-A);

(b) Cipher Machine MCA (U.8. Navy RO,
Mark I, Short Titie 0BP 112;"3

{s) 8trip Ciphers (U.S. Army Oipher Devige
Rf'l; "A-) .

- N EEVTERT .2 T * ey

| o (i_') One medium-grade basic system using "A* .
and "C" godes s superenciphered by means of oipher ta.biu.
| These codes are employed for CONPIDENTIAL communications,

5 Mo A0 SR IR e TR SR M MR DN - - N o berSTisiehll

B -‘3) One lov-grade basic system using "Brown"
and "Gray” codes, unenciphered. These codes are smployed
for RESTRICTED communications. . .
. E_, The findings of the committes with regard to each
of t?@_g stems and the procedures relating to their use are
5t forth in paragraphs 7, 8, 9, and 10 below.

7s. As regards the seorst or high-grade basic systems:

- . N A o - U

(1) The Department produces and distributes key
1i{sts apnd tables of daily settings for Oipher Nachine NO.
Gperat and keying instruotions issued by the Department
dre based upon those prepared b; the for use with the
Qonverter K-133-A. At present Washington and London are
the only holders of this device. It is used for SECHET
3 ic between these points. The daily traffie load
averages about 3000 to 3000 groups per day. A separate
set of rotors is used for the gencies vhose
gcntunications must pass e State Department.
4 nev sei of rotors is being prepsred to replece present
Btate Department rotors in the nsar future. Tho devige

. e 4 s r—— o ara
=
! . ._32-

h - N ens o - - e
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is operdted according to instruotions, exscept that cases
véré observed wherein the operator selected as & pev rotor
sligmment the rotor alignment appearing on the rotors at
the sampletion of & previous measage or part of & message.

{(2) The Department produces and distributes key

{4iats and tables of daily settings for Cipher Machine RCA.
fperating and keying imstructions based upon those pre-

@4 by the Navy are issued to all holders of the device,

ore are 10 holdera of this deviee and, since all hold
the same syatem, vertical and lateral samsunication is
possible, The device is used for SEORET traffio only
&nd the traffic load runs from 3000 to 10,000 groups per
day. %The device is ocperated in asccordance vith instructions,
sxcept that bona fide vords instead of rendom groups of
jetters ars selected for the initial aligmment. Frequently,
for mossigds Of several parts, the message indicators are
nélected from complete sentences such as "Nary had s little
1amb,* These are divided into 5 letter groups and used
.in order, as indicators. The indicators are enciphered
Zi4 do not appésr in the messsge in clear.

A R BRI i el A R

o
4

—— g
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T g) Phe rotor-sssembly tables and key 1ists for
_Egih of the foregoing mmchine systems are nov produced
issuved oh & yéiTly basis, that is, vhile separate

. &ipher keys are provided for ssch day of the year, the

' sntire list of 305 keys is prepared and issued in a

: B o doocument. This practice is not as safe, from the
standpoint of physical ssouriiy, as preparing snd issuing
koy lists on & mohthly basis.

IR — ) e TR

o ACTRIWEN R .

: . {d) The number of stations equipped with T T
5 . .gride oipher machines is relatively small and it is felt
hat the Department is not taking 1 sdvantage of the
sxcellent possibilities afforded by the use of suoch
machines, vhish could groa.ny enhance the security and
speed of the Department's ¢ommuniecations. MNoreover, a
mnohine designed specifiocally for its uss would be advisable
but thus far the Department relies upon the Army and the
Ravy for such msohines.
. As rogards Cipher Device W-I3B-A, the strip-
cipher syatemst

1) The key liats and fnstructions for use vith
#trip oiphers are produced and 4istributed by the Depart-
ment. The mixed sequences foxr thes alphabet strips are




_mAde up and typed in format by the Department. !ho{ are
then tographed the Navy Department, the sotual strips
being produced by the Bignal Security Agency of the Signa
Gorps. The same key list is in e taneous use by as
° As fowrteen holders; hovever, different sets of
strips are supplied to each individual holder. XKay lists
Are propéred and issusd for a 12 months'® period and eon-
sist of X0 key» gur 1ist, s0 that keys are used several
timos, although the strips change monthly for all syatems.

- {(2) Bome systems use what is termed & "straight
board®, that is, the sipher text for ene set-up of 30
lettors is taken from one solumn only; other systems use
vhat is ocalled & "aplit board” in vwhioh the fipst 15
gipher letters are taken from one ¢olumn and the second
15 letters are talken from a different ecolumn, vhile still
other 'I“m use channel elimimmtion, in vnlch 5 differ-
ent strips are oliminated from the bosrd for each message
or piFt, The instruotions elearly state that the geners-
trices vill be pieked at random; hovever, numerocus
instances vere found in both incoming and outgoing
mesiiges vhere no such random selestion of generatrices
had beon made, result in aumerous unnecessAry and
dangerous repetitions of some generatrices. (Bee attached
graphs, Yab A).

(3) Whet bas been stated undeyr 2(3) above as
reghrds preparation and issue of keys for the xachine-

sipher systems 1s equally applicable to the strip-oipher
Bystema,

nigh st ghe cm::mztt:u g:n:a hﬂx:;. three n::r-ugumd 1
- sic systems to echnically sound. operly
ysed gx:y could yiz;d the requisite degres of ucuutrp;ax- ¥
the seoret commmnications of the Department. Nowvever, certain
faulty details in methods and procedures sssociated vith these
systems, as noted sbove, should be corrected.

8. The medium-grade systoms:

. ’h Three basic cods books are used; "A", "B", and
"g*  published in 1919, 1922, and 1927, respectively. &he
sodes &re of tvo-part construcstion, composed of code groups
with onlin: one-letter difference. %The codes bave been in
affect since shortly after publication. Prior to July 1942

al-




the codes wverse enciphered by means of digraphie tables. Since
that time monographic tables composed of 10 pages of 20 alpha-
bets per page have been uaed.

3. VWhile instruotions far the use of thess tables
require that not more than 32 groups be sansiphered on the
thme psge, mummerous instances vere found in vhieh this figure
vas exseeded. Instructions requirve that the oipher indicators
be snoiphered only in the last position of the page. Also, it
vas found that the basic books in this system contained only
50 oipher indicators eaoh, alloving insufioient variants,

'E; fhe ¢ ttee feols that in view of their long
usage the basto codes (A, B, and C) must be eonsidered com-
promised and that the oryptographie system for supersnoiphering
noessages in those sodes does not yield adasquate security for

4 voluminous mmber of sonfidential mosssges.

8. As regards the lov-grade basic systems, the BROWK
and GRAY codes are two-part codes; BROWN has been in effeot
since 1938 and GRAY since 1918, There is g:niun svidence
to indicats that both of these codes have been ecepromised
and that the Axts Povers have been deriving useful intelli-
gonos from the reading of messages in these ¢odes. The oom-
sittes aonsiders that these codes are not adequate for use
in var-time even for restrioted traffioc,

10. Investigation with respect to general poliey and
procedures revealed the follovings

*, Alth the recoomeéndations of the Survey Com-
mittes of 1941 bave been followed to & considerable degree,
cortain important measures reccmmended by that Committee
have not as yst been carried ocut to the degree necessary to
scoomplish the desired rosults, and certain other measures
bave not bsen instituted at all or to only s partial degree.
In the latter tv? categories are the n}iw fno Tab B}
mg’ph- 7e(1)(a)s 78(3); 74(1); 7£(1) and (2}; 7gs Thfl)

p. Physical security of the cods room in Washington
appears adequate., The committes vas informed that special
agents of the Department bave recently studied the matter and
mde certain recommendations for improvement therein. In this
sonnection 1t should be stated that it is understood that in
the necessary destruction of ohsolete or defective classified
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mtorisal, vork sheets, carbon paper, eta., no adequate

mgé'rv lion i sxeroised by code room personnsl to insure that
i% tdocmntn are sctually burned and that the burning is eom-
pleote. .

é’ The comuittes could not investigste the physical
seourity code rooms in the field dut a State nt
fepréaontative mtated that his investigations in 1981 in Bouth
Amerioa revealed that physisal security conditions there were
!«lﬁe‘rally lax. Other information available te the csonmittee
sates Lhat in many posts physical ssourity is insdeqguate.

4. As regards the seleotion, investigation, gquali~
fications, and training pf personnel, the ccxmittee wes in-
formed that no definite standards have been set and followved
by the Department in seleoting perasonmel fér the code room and
that salarios and ratings are in some instances too lov to
Attract capable and trustvorthy personnel. It was noted that
the Chief of the Division is making efforts to improve this
situation, As regards oryptographiec personnel in foreign
stations, there have been instances vhers sslection and assign-
ment to code duties has not been preceded by carsful investi-
gation as to loyalty and integrity.

) &.“ The committee noted that the seourity eclassifi~
éation of plain-text versions of messages 4id not appear
sanspicuously on the pages of these messages, although a
ftawped varning that the message must be paraphrased if passed
on to & non-governmental agency appears on the message., A
symbol indicating the basic system in whish the message was
snciphered appears on the plain-text version. Yhis is & faulty

Prac oo,

£. literal plain-text versions of clasesified and
unregistered messages are reproduced by uncontrolled mimeo-
g&phing Aand are gilven & fairly vide distribution within the
Dﬂgu'tnant. These copies are supposed to be returned to the
but are not accounted for by register number and the dis-
position of coples I3 not controlled,

£+ A study of trarfic by the committes and cor-
Foboretive statemente by the chief code elerk indicate that
stercotypic beginnings and endings are prevalent. Some stations
ahow vidual initiative by burying the classifioation and
Addiess in the body of the message. It wvas slso found that in
MAny instances entire paregraphs of messages, and in scme cases
Almost the sntire message, vere direct quotaﬁm of letters,
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:guohn. and nevapaper articles. No evidence was found that
ose bad bdeen paraphrased before smoipherment.

g‘ The oipher text and literal plain-text in all
but NC and nessages appear together on the vork shests.
and gipher text versions in R0 and NMCA systems are
stapled together. These work sheets are filed and hald for
a im;hnbh poriod of time. Soms of these work sheets
¢bserved by tho somaittee bad bsen on file for a year.

118. The Department of State does not bave fasilities
mnml for ltudy its traffis vith & visv to finding
saes in it @ ':Ip gru ¢ massages and deteoting
violatiops of the ® r Preserving uzgl:gnmo seowrity.
fhe gommittes vishes to saphasise & fact
divcovered by all security groups which bhave had utull
mo tiond mcrs.mc u se nttorn m_mg_l”__g%g_-

hn of t.hcorcts.m oonudmum of un-olnbﬂur oan thcrc
be assurance that the systems are not being abused and that
the messages are not open to solution by & well-organised
Snéy cmtunuyua staff. The Assistant Becurity Officer

of the De tvhot-:neurg-ntth--mihumorm

Department ! ographic aystems does not hln the starf
AdEeseAYyY fm- such studies as the rmgon;. therefore
shnnot sheck fneoming and outg s and all procedures
Associated therevith from tho :aomt ur viev of eryptographic
sécirity. There do not to be cmtomphie seourity
officers in posts abroad vho make a st the local use of

aodes and oiphers to insure security.

L. At present ihe Department doea not have adequate
tralining courses or ;ro grams for the instruction of its erypto-
graphioc persomnnel, the most part suah personnel ars
ans d to duty and learn as best they can, by “en-the-job"
training. Ho formal treining is given in seourity matters.
With & single exception, the personnsl of the code room in
the Department bave had no formal training in orypt erlp .

epyptanalysis phie segurity. Oons
th?mqt. %hzf-nnt mtg;n of erypt ngglphto u:‘clwtt? n'u-o
recognised by code clerks or their :wvnor- *

g,r Yiolations noted either in the Depsrtment or
in posts abroad have not been followed by diseiplinary sction
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af & severity mufficlent to instill a fear of consequenses
for futurs repetition of violatiens,

KECOMMENDATIONS.

12. In order to obtain the maximum in eryptographiec
s8OuFity for the Department of Btate, the sommittee sulmits
in phs 13, 1% and 15 ncmn&ntiom of & specific
pAture for each ﬁnt of system. In paragraph 16 4t submits
redommendations of a general amature,

13. Recommendations regarding machine systems:

§. Rotor asasmbly tables and settings should be
desved on & monthly basis.

'2" Standard, authorized instructions issuwed the
Depertment should be ;onmd at all times in the selection
of rotor sligoments.

4+ A random choice of internal indicaters should
be wade by the operators.

g; Yor stations gmoﬂdnd with ocipher machines
separate key lists should be provided for ths handl of
traffic of all three categories of messages, to expedite the
hﬁndlmg of CONPIDERTIAL and RRSTRICTED mossages as vell as

1%, Recoumendations pegsrding strip systems:

&« All strip systems should be sonverted to channel
plimination, Xt i»s understood that this is deing done as
sxpeditiocusly as possible,

b. 8pecific lustruotions should be issued to insure
él) that oare is taken to use a given generatrix but once in
he same part of messages snciphered in channel elimination
systems, and (2) that in strip systems not employing channel
ixumlhm. oipher columna should be selected by the aperator
in such & wvay as to avoid sertain acolumns being used more
frequently ethers,

%. Baoh holder of & wirip system used for vertiecal
samnunication should be provided with & unique key 1ist.

2. Xey lists should provide & different arrangement

of strips for every day, but present prastice of chang
strips every month for each system should be sentinueq, 108
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15. Reccumendations regarding ccde-book systems: =
‘B ¥Yhe present systems using oipher tables for
mirm!&nrm oode mesanges in the A‘ s and ¢ ”
fhould be discontinuyed and replaced one-time pad” systems
80 fax as practioabls. Vhere subtractor tables for generel
intercommunioation must be used, & safe indicator system sust
be employed in comnection therewith,

The A, B, and 0 codes, 1if the systems loying
sueh oode%lro rot‘!,n;d, should bo' laced z{:;v muom.

%he aode book nov iu preparation by the Depar t should
inoclude figure aeode ngupn &8s vell as letter code groups, s
that either nugerical cne-time pads or letter one-time
&5uld bs used for encipherment of BRCHRT and JORFIDENT
ResNALes Yhere these aystems must be used.

« Yhe use of MROWVE and GRAY eodes even for MRSTRIOTED
traffic should be disgontinued, %The Committee feels that in
vAr-time 811 treffic should be transmitted in secure aystems.

B I L e R .

16, Recowmendstions of & general nature applicable to
811 aystens:

And adequiiely stafbed eryptoprapiils. security Eroup. udes the.

uitely » ed eryp ¢ security group er
Assintant hazrity Ofticer. latter should be glun the
reasponsibility for making & eontinuing study and sheok of
incoming and outgo mossages vith regards to eryptographie
sesurity, for report violations of eryptographic security
to high suthority for diate disciplioary action, and for
rdoommaonding fron time to time, as moaum&mngn in the
WN?‘IP c systems smployed by the Department and in the
Fegulations ¢overing the use of these systems,

b, Definite standards in selection of personnel
should be set wp the Department and that present efforts
to increase ?;vu Bervice mtings of personnel in the sode
poom be eont 4.

4. Burveys should be mmde in all fore stations
vith a viev to providing adequate physfeal segurity at all
suth stations. It is further reccmmended that perilodioc
ah:glé: &odmdo at all stations %o mee that this segurity is
Y : (- 1s 99

tgi Ciphor key lists should be zrmx-od and issued
68 & mothly rather than on a yearly basls,
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ig; All olassified messages oirculated within or
gutside the Department should be ug-picuoul stamped with
sg:h- ¢lassification, i.e., “sSEORRT®, cmm‘nm » &

BTRICTED®, and that investigators of the Department study
the handiing and safeguarding ef mush messages.

£. The prastice of indicating by speeific symbol on
the plain-text version of & message sent in aryptographie
ngj, the : f.o: in vhich the message vas eryptographed should
e discontinued,

« Bereotypis beginnings and endings of messages’
should bo‘ounmtcd. Direst quotations from mppng:r ayticles,
spseches, and letters should insofar as prectioable held
to a « In all engiphered messages vhere divect guota-
&:ﬁ' tg: nscessary, the scommittee recommends the use one-

pads.

%. The plain and eryptographis text of a message
should not be filed together at any time. To 4o so violatas
ans of the fundamental rules of arypte sgh.to security. It is
resumsnded that plain and sryptographiec text be f1led seper-
Ately and that the former be afforded the same protection as
the original oryptographic system.

i+ ZThe destruction ef all alassified trash should
be vitnessed by responsible personnel of the gode room. UOare
I_t'd.:t ;::;xorcind to insure complete destruction of all sush
Bteyr .

17. W¥inoal recommendation: In viev of the importance of
asintaining indefinitely the seourity of mes s handled by
the Department of State the sommittee re¢ that esvery
sffort be smde by the De ntts gode section to attain waxi-
mun aryptographic security. It is believed that the ultimsate
obiective of the Department should be to use high-grade eipher
shchines and one-time pads for the trensmission of all clasai-
fied messages and to insure that its eryptographie aystems are
properly ﬂlﬂﬂd- It is felt that thempense involved therein
should not he gsonsidered. To follow the regcommendations set
forth above vwill require the addttion of somsiderable personnsl,
material, and space but this is absolutely necessary if the
260urity of Department of State communications is to be achieved
sad maintained,
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