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16 July 1953

BIMCTAITIE. FUR hile FRAHE Co HABI
SCEJTCT:  Prupoeed NEC Directive for Coasmmicstions Seourity

l. 7he Departoemt of Defense oexbers of the CUMSEC Ad oe
Cormittoe aree that most of the directive, as dreftad on
3 July 1553, is practical and workable and with some Einor revisicns
will constitute an adeguate foundstion for orranising an! comhucting
the Le Ss CQISFC offort, in sccordance with the [ residentlicl
Heorandizm, on a netional scals., lomrver, thers are a fow points
which, in th» interests of conwgying the intert of the iS50 and
reoral clarity, should b reworded. It is geread that the intent
of tho Fresident's Mewrendum of 2 October 1952 is to take the
stepa neceesary to ostablish, within the limits of practiombility,
& sinrles tooimical apsacy empowsred to act for the governaont in
the fiald of CUHMBEC and & policy-saicing board to pulde tida
tocimical arency snd to enmue ths cooperetion of the executive
dopartmants., This draft sccomplishes this indtial and Loeic task
quite walll and needs only sam final touching up te become a
finished and usslle instroment.

24 Spocdfioally, it is recommonded that tho changes as shown
in the inclomurs hereto be nede in the 3 July 1953 draft of the
AT DMirectivo,

Incl:
Departnent of Defense Changos
to Proposad “5C Directive on
Clk SFCy X5 July 1953
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15 July 1953

DEPARTHENT OF DEFENSE CHAMGES TO PROPOSED NSC DIRECTIVE ON COMSEC

“1. Op pege 7, line 15 - In paragraph 2 b - after the phrase, “"depart-
memts and agencies of the govermment” add "and to adjudieate disputes arising
from decisions of the Direstor, NSA".

2eason - Insertion of this phrase provides the departmants and agencies
with additional protection by providing a means for appealing techmical decisions
of ths Director, NSA.

* 2. On pase 2, lines 9 and 16 - In paragraphs 2 ¢ (1){a) and (b) respec-
tim]y dolate the phrase "Subject to review by the 3oard in the event of dis-

agreemant”.

Resscn - The appeal procedure given in paragraphs 1 gand 1 h an
pages 5 and 5 together with the change given above males this phrase urnecessary
m.

3. On vege %, 1lines 10 and 17 - In paragraphs 2 ¢ (1)(a) and (b) insert
the mrd "Presaribe™ at the begimming

- Cryptosecurity requires strong cryptoprineiple and proper
procedures for their use. Determination of strong eryptoprineiples and pro-
cedures pequires tharough and continuocus cryptanalysis and wtilizes lessons
lsarned from study of foreisn commmicaticns This can be done effectively
and econamically only by centralizing soth the study of forelgn cammmnications
and the authority tc determine cryctoprinciples and mrocedures in ons organiza-
t.icn cerntralized and absolute comtrol over the cryptoprineiples incorporated

to be incorporated in equipment or cryptosystems is essential to assuring
ttse adequacy of cryptographic systems and high and uniform standards of com-
mmicatian sscurity as directed by the President This control involves (1)
wrescriaing principles and procedures for new equipments and systems; (°) rre-
seribing techmical improvements when existing eguipments and systems are found
4o 00 weak; (3) reviewing and approvirg all existing squipments and systems to
insure the socundness of the principles and procedures used Preseriptive author-
ity is necessary to exsrcise this control. Without it there is nc msans of rre-
verting a departmemt from using a2 wesh principle which could be solved by an
snamy and lezd to the solutlion of stronger principles used by other departmsnts.

4 Op page 9, line 6 - paragraph 2 ¢ (1)(d) - Reword paragraph as follows:
"Under palicies promilgated by ths 3oard and subject to the exception granted
the Director, Central Intelligunce Agency under N3CID Ho. 5, condust and co-
ordinate the conduct of llaisecn on technical COMSEC and related matters with
the cryptologliec agencles of foreign nations and intgrmational organizations®.

Beason - This elarifies the "technical” nature of the liaison over which

KSA should have cognizance and should sonduct under Board policies. Further
close, working level liaison is sssential to obtain maxirsm economy and efficiency
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in providing and exchanging COMSZC materials imvolved in protecting US-UK and
HATO commmications.

5 On pare 9, 1ine 13 - paragraph 2 ¢ (1)(e) - substitute the word "Bocard”

for the werds, "respective departments and agencies™ and in line 15 substitute
words, "thes departments and agencles™ for the word, "theuwf.

Beason -~ Ths Mrecter, 4S54 is guided primarily by the policies of the
Board. It would be impractical and confusing for him to attempt to operate under
the meerous and probably conflicting policies of the variocus departments. Sincs,
mevicusly, the Direcstor, HSA has provided technical information and the depart-
ments have dans ths actual training of oparating persanel, this change makss
the paragraph consistent with practice and with ths rest of the directive.

5. On page 10, lipe 2 - paragraph 2 ¢ (1)(g) - delete phrase "subject to
approval by the Board™.

Beasgn - Approval autherity sver long-range plans for COMSEC is vested
in the Board in paregraph 1 e (4) on page 5. It is not considered an appro-
rriate assigment of responaibilities and authoritiss to requirs the USC33 to
review cootimicusly the detaila of the implemmtation of plans previously approved

by 1t.

7. Oun page 20, line 5 - paragraph 2 ¢ (1)(g) - delste phrase "
of mrojects of common concern which can be more efficiently acecamplished centrally”
on page 10, lins 9 delete piirass "and coordination with” and insert “approval oy”

- In order to encourage the gererstion of ideas having notential
CQMBEC value and to assure tagir early and effective exploitation, autherity and
responsabdility for COMSEC research and development should be cemtralized, and
active participation by all JEiSEC users should be encouraged. The organization
respensible for mescribing cryptoprinciples and cryptosecurity procedurss should
Ye asalgned cognizance over the national COMSEC research and develorment progranm
in order Lo assure effective rtilizatiom of the limited ressarch and development
perzsannel and fasilities of the varicus departments and agereles. It should
oot 28 restricted to "mrojects of common concern™ if the owverall COMSEC pregran
is to bs effective in assuring a satisfactory state of security. For efficiency
and economy it is essential to national seewrity that the governmemt maintain
continuously an integrated COMGIC research and develepment program, rather than
merely “veview and coordinate” a diveraity of such programs.

3. On pape 10, line 14 - parwcc(l)(h)-klmmphreae"insofar
as practicable” and in line 15 - after the words, "the compatibility” add the
words, "and Insofar as practicadble, the stmﬁa:dimim"

Beasan - The coampatidility of crypto-equipments is esssntial to inter-
camnmication. Although different conditions call for different shapes and ¢on-
struction, crypto-equipments designed for the same gensral cormmieation purposs
mstbeabletomktogﬂhsr 3tandardication of techniques, parts, and mater-
ials to the greatest axtant possible consistent with the intended application
of the equipment will help reduce costs and will aimplify usage.
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Op page 1), line 3 - paragraph 2 ¢ (1)(1) - Delete the words "enly an
amwmmnmmm"maﬂmww
mitually agreed with the departmants and sgencies”.

Roagon ~ Tho provision of COMSEC materials and technical assistance
to the departaemts and agencies 15 a basic sarvice of the Direstor, ESA. In
ordar to be able to provids this aservice in the simplest, most direct, and
sstisfactory mammer possible, the specific financlal arrangements should be
flexible as far as this directivs is concayned. The change proposed opens the
wgy for different but mutually satisfactory arrangaments betwsen the Pirecter,
¥54 and any individusl departmant or agency.

10. On pege 1) - Add new paragraph 2 ¢ (1)}(J) to resd "The Director, HSA
is responaible for insuring sdequate capacity for and providing technieal
criteria for producing cryctomaterial to meet legitimmte requirements. Nothing
in this dirsctive shall be construed as mrecluding ths Director, IS4 fmam pro~
ducing, printing, meuring ard modifying cryptasaterials to meset the requirs-
marts of the departments and agencies or from budgeting for the conduct of his
activities”,

Hoason - The President's Memormzndum requires the satisfaction of
legitimte requirements. In order to assure tnat there are operating faeilities
and technical criteria adequate to do this and to 0e better prepared to moet
the demands of a mobilization it 1s essential that the Director, 354 oe
specifically autharized to engage in these activitiesz. The present

preduction facilities including spacial and wniqus machinery and a =taff trained
and 3killed in its use mnat be kepl in operation for the security of the nation.




‘ REF ID:A7230
CONFDENTAL

MPOBRANTIOY FOR MR, FRANK NASI, OSD
SBJECT: N3¢ Diregiive om COMSEC

1, It is the considered opdninon of the wideraizned that pare~
graph 2a of the exdant dreft establishes an arrengement which should
be &voided by the Secretary of Defanse and consequently ghould be
objwtadto.

2. In the COMIYT direetive the Department of Defenae is mads
Fxeoutive Agent of the Goverument, This dreft proposes tha Depart-
sout of Dafense as Nxscutive Apant of the United Jtetes Coorurdon~
M ons Security Boaxd.

3. This, 1t seezs to ™e, crestys a parsdax in that the Sedretary
of Defenne as tituler Mad of tie Emwegulive Agent becomes sudordinats
to the Heard, an orgenization which in tarn 1s subordinate to Hn as
o mavher of the Speeial Cownities, and which in its memberahip,
includes one of his own eubordinates, Thus we find the Socrwhiery
subordinate to & subordinete to himzelf,

4. In order that unifority of orgewmivation bstween COMINT
ard CHENC =gy be maintalinsd without confagion ! 1o establish the
Searetary of Defense on the sase leovel as the Sosrd with respedt to
the Spetial Cormd it appears mogt deeirable to retain and utdlize
in thds COMSFL ¢ a the seme relaildoneldp es uped in the QOINT
direoilive, 1.c.1 The Dapartmant of Defense is dsaignated aa exscutive
agant of the govermment for all ecarminioation gsecurfity nattecs.

Qespectiully,

ALFRED R, TARCY
Colonal, W3 Army



