
' \ 
/ 

/ . ... • li) REF ID:A70942 
t<:.ESTRICTED 

VlDGAS 311. 5 A.,.,..11rg frG ... IN t. Paolalp4 ~pble ~ 

~ ot Int.eU~ Chiot~ Aa U ~ 47 1 

1. F~ hne bMR _. ter --..., aa 1rd a.eaw, 3,400 ~pld.o _,,_ 
Ja 110leture-proot, ft~ -.tal bamne. , ... -.bt- wl1l be neonclltS.ODB4, 
aacla ~ tor opemtitlD brl'th h -_pt.lon ot 1~), 8Dd ltlle4 iD lllftld_. 
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a. Ja orie that 'talllten -.1 ~ .,_.. ~ PDI••Soa _,.be _.. wbne 
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D'IXP 
1. ~lc1.Ds aDl acoouat112g t(# atomg&-Jactqe4 eJ7ptograpb1e 

dericee. 

DQ'1S ptRI!Ii 91 'II§ J!'I'P 
2. aora..-pac1casea cr,yptographic equ1J*Dt wW. be 1188le4 1n ric14, 

mo1sture-:pzoot • 'ftpor-pl'OOf uta1 'baft'iers aDd packed 1D woo&m ebippiDc 
boDe. In order that these UD1ts 1118J be abipped at some future date, with­
out; NJ~C~YiDg thaa .troll the pa,ckaae, it w1ll be neo•la17 to ldcmUf'J' stU 
oollteDta bJ carttd.D Bal"kS.Dp placecl on tlua Bhlpping box. 

3. ':he posaibSlit,' of opening the sealed barrier to pbpioal~ in­
spect each unit would 1'8D4e1:' the entire pacld.ng PJ'D&ftiiJi 'Wielees, elnoe 
ita pazpose 18 to preserve each deviaa in pod aoDd1t1on bJ dehua1d1t1ecl 
atorap uatU the dnice 1• put into ••• It the:reto:re becoMS apparent 
that. an accounti~~g procedure which 1s at variemce with that preseJltq 
establ:lahed llii1Bt 'be put 1Dto effect. 'l'IWI proaeclure muat make prcwiaio• 
tor 'the tro.DSfeJ: ot the 4111'1ces from o:ae periOn to uother da.11'1ng the 
periad ot atorage witbout a ~ical inllpection o£ the ct.vica, the -*• 
1ng on \he ah1pp1JI& boz• aDd the ceztift.catea ot iiha officers who 18\lJJR"' 
viaed the paokagS.ng heiDI co:aaidved aa lltltticieDt evidence that the de­
viae ooutainad witbill a paokage 13 that which 18 represented b7 a:lttuml. 
mark:tzags. 

4. It 1a considered MCIJSsary that the toll.Gw1Dg iDtoration be 
noted on the shipping bmtl Short title, ~gilter Jmllber, fragile aDd 
upr1gb.t position .. Further recr.rl.retleZlte mq Dacess1tate that add1:\ional. 
iDtormation. be uoted, auch as au.bage, •i&htt courier re~eata, eta. 
but thlse data 1111r7 DDt be required oa all cuea aDd could be acl416. a:t 1iU 
time ot 8htpaeat,. All INOh mar:td.Dg, !Dcluc'iiDg addressing, is now placed 
on the top ot cases. !hla has been coD81clered and the muk1Dg pl•nzaed 
will st interfere. 

5. tald.ng into oo1111dcation 'U1e fact that a L1istake could be •de 
1n stene111Dg1 eepeoSal.J.7 aa perta1118 to the register JIUilber1 the aetal 
bamer should bear the abort title and reaister Dllllber and a fol'm be 
attached to the mxtside box which would be co~~~.pleted and returnecl to ASA 
b7 tbe ott1cer who 1Uipaoks the machine. !he receipt, or this fozm 'b7 JSA 
would reveal whtrther or :aot the achine bad been p:roperq ftpreaetd:e.4 tv' 
exterDnl Derkings. 
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6. !he otticent :raspouibl.e for the coweot...,. ot the .Uilct111rc 
should be ~ to accomplish a oart1ftea.te of oo~••• for •ob 
pacbpd unit, this cert1ticate to 1'8JIB1D OD tile at "the oftice of ncol'd 
1Ul'Ul IIUCh tiM as the card bear!pg the ... 2IJUer is reaeived froa a -
person who baa pbJsical.:Qr :I.Dapected the contents of the pactsq• u4 fOUD4 
it to be correct. The two torm OCNld thtzl be a.~. · ~ 

7 ~ It w1ll be neoeaaa17 that authorit)" be liven an accountable ofti• 
er to accept the certlt1oate Mllticmecl 1D paragraph 6 a'bcw'e •• 41'1'!dence 

that the repreaezrted equip11e:Jit ia on halld, pl"''Y1de4 a ~ oiulck ot. 

1 the plckaged 'UDS.ts has bten •cte aDc1 'thq are t01Uld to be 1D coed co:adl'U.on 
, with m evidence of tampenng or dluage to &IV' unlt. Th• use ot a spec1al • 
\ seal other than regular baDd'ng of side& IV1d ends 1e 110t bel1e'nd Deoesaar:y • 
\... 

CO!I:WSIOI§ 

s. It is believed that the fol.l.owi.Dg ahould form a pal"t of the tiDal 
instructions for storage-paclcaging of cryptographic maohineeu 

r!fArkiDf' I'll AgQO'JB$1p-Form Ro. l* will be placed :tnalda the 
canoying case co:rl't.r.iDing the derice. Two tW8ipatecl officers will 8Uper­
v1se the packaging and be responsible tor the co~Tectnes~ of 1Df'o~tiou 
atencUed on the containers. At thia time, each officer w:ll1 separatel)r , 
transcribe the reg1ster m•ber of the derice- from the Dameplate to a COpt I 
of Fom No. 2*. !':t-.ese separate transcr1pt;1on• on Fom No. 2 w1ll theD 1 

be compared tor &COU1"&CJ before the COYer baa b•n placed on the uta1 
bam•. After the tJI/#er ba• been eoldere4 on the aeta1 larrler, -
abort UUe, regS.ater nabar aDd •check this DUaber with Jl&llltplate OD 
•ch!.zWI w1l1 be atenc11ecl t~Jeeon1 the data cheeked by •ch otfiCU" aD4 
the baft'181" placed iDsida the ehipp:f.Dc boat. After the CGV'•r ot the sh1p­
P1Dc box has been put 1a place ancl taateDtd, the short "title, regiatier 
:auaber, f:ras1le and uprtpt 1DU.cat1on 1dll 'be atezacU.ed on the bca: ud 
a cow ot Foa Mo. 2 comple\ecl 1:17 eaoh ottlcer. ron lo. 3* wm be .... 
~ taateDtiCl to outaid8 of box at the t1ae ot llh1pMDt :la a __. 
eDYelopa. !h11 tcma w111 haw the coneat retm1l a.ddNee tJpe4 1D at 
that time. the .ac1 e&elope 1dll be .rked •Open rbet•. 

(1) •em •rtrm-«u ahort uu. aDd 1'81Ut• ..-.r ..w. be 
atenoUe4 near the oentw ot the Mtal 1arr1er ccrrer. !he 
pbraee •obac$: tb1a auaber wlth •-.plate on •ob1Jl8• wU1 
be etacSlecl clS.reftl7 belcnr the abort title &114 register 
aa.ber. 

(2) §IJiPIJJpg BQI-The ab.ort title atJd repat&l" llllber w1ll be 
et.e.i1e4 near the lower left cOZ'Dtlr OD one aide of the 

, ab!ppias box. 

(a) nrzasne• w11l WI steno11ed ~ acl"'88 the 
e5.4ea aDd .U in eaeh a poa1t1oa 811 Dirt to in\erfere 
with the abort title ard J'el18ter marld!lp. 
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(3) jqcOJmt'N-GD tmnsi'ar ot the paoka,gecl units tror.1 one 

custocUaD to uother, the conao11datecl War Depari;DlaJit 
!om lfuaber 34 w1U list the Uld.ta aa "Packaged sme.a., 
re~ maben, 11 2, 3, 41 8111 etc.,• as IIQ' 'be applScable. 
Fcm a,. 2, upon completion, w:LU be tued SD the NOOrda 
ot WDGAS-82 atn 8UCh tiDe as F.o:na tro. 3 1s reoe!'ftd fl'o• 
au accouDtabl.e officer who hae 'lm]lBokeCl the aquipaetlt for -
use.. At tbat time, both fol'IIMI represent.i.ng 'the same item 
of equl,nent may be deatroJecl. 

9. It is recommeDdecl that the nrocedPres tor marld.Jlg alld accOUIItiq 
as sfi forth· abcwe be approved. 

.3 IDcla 
1. Sample ~ Form No. l 
2. Sample of Fona No. 2 
3. Semple ot Form Ho. 3 
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(Date) 

% oertifJ tbat I hae th1s date wltDeaalcl the paoJraaizC 

IIJI4 -.rld.Dg ot --

Shortt !:tU. -----
ltegiatelo llallber __ _ 

ud that the abort title ancl register 21Uaber as stencUed Oil tbe 

Mtal ba!'l"ier aDd \he wooden ab1pp:I.Dg box 111 the, Mine aa that on 

the DIUI8pla\e attaoh8cl to the dsY;loe tbwe1D. 
\(s) 

(~WN)--~----------
.~ 

(Bue ~) ____ ...._ __ 

(BaS. Oa"l) -~-----
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Cll'aCI !BE BClSDR IOEIR fa i'IiiS IIDHIN& IUUID.D!'ILY AG&llBr 

mAt SH(JIN 01 !B&' COVER OF THE BAL B&NliEa. 

lllml i'BI SBOBr Jl'.l'LZ C'Jt DBVD ----------• 

Klftll !BI IUEBR SIIOIIB ON lfAMEPLlft Cl' !BE IACBm 

IJQl'Sl'ER JmiBR --------------......,.• 

llllBR !BE 1IUilER S1UifH OB COVER c»' lll.'rAL BABRlD. 

RIOBER IUIIISB - ...... ---------------· 
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