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L To comiter the tnsecwity of HATO: communioations 4R '3 ﬂie |

mtaoml commnications o MTO coumriea, 1mluiirg a review of the con~

a‘.l.miaa of the 1951 US/UK Conference on tie aecwity of Conmund ca-
\M e <. . .

t.i.oua, 1n a'dorx |
ae To determine vhe ther the MATO Gorernments shaild be approaohod

with a view to improving their comunicnt.iom secuwrity;

| c. To develop, if such an approach should be made, (1) a specific
‘V plan far improving the seowrity of inT0 commmnications aml o the mtiomal
ocmuunicatiors of NATO countriss aml (2) a specific plan far apmroaching the
. 10 Govarnmerh.a. |

FACIS DUARING ON THF PROBL'M AND DISCUSSION
I. ASSUMPTIONS #S TO THE COMINT
~ CaPABILITY OF 'mv:., USSR

2.. This Report is predicated upon the sssumption that:

. a.  The capabilities of ths USSR to intercept and explodt

radio commwnications are at least egquivelent to those of the US

b. The USSR monit.ors all landline oommnicat.iono passing
-through its own or: aatenite territory. The poesibility that it has
access to other communications psssed solely by landline cennot be
emluded, but there is no evidence to assess the extent of this
pouibility. Any traffic obt.ained by the USSR from landlines can
be e:éploited to the same extsnt as traffic obtained from radio

transnissions.

i
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3.

a. Although the US and UK views differ a.e to the currena valus

Footnote 1. ‘ ‘
It should be noted that the security system of HNATO ‘H‘O‘Vid‘ﬂ sufficient

nrotection for "COSMIC" ~nd "NATO" cosmunications pessed electricall, .
However the NATO ucurity system does not provide protection foc na.ticml
commnications carrying related information, nor dc all the N. 'm countrtea

confine "NATO" and "COSMIC" ccmmunications to approved chunnolg. Recent,

the NATO procaduren.

Footnotse 2,
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Footnote 2 (Continued)

b. The value to the Russians of the COMINT derived from the.
communications of individual NATO countries will vary directly with
both (1) their vulneradbility and (2) the extent to which they contain
information, the compromise of which would be damaging to the US or

the UK,

(1)

are on this basis alone thought to represent no
current or predictable sourcs of valuable intelligence

to the USSRH.

(2)

volume of their communications and the relatively
slight participation of these countries in matters
which would involve eritical informetion, are also
thought to represent no current or credictable

source of valuable intelligence to the USSH.
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(3)

(1)

(5)

of valuasble intelligence to the USSR,

e gl
4. Dinlomatic in wartine.

It is consldsred that on outbreak of active hostilities the
valus to tha USSR of the information derived from thes coazmunications
of NATO countries would be grestly increased.

Clrveder a8 2 '
5. Armed Forces oiphsss in peace and war.

S
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are that

ought to be denied to the Communists. ]

b. In general it is thought that under peace time émdit.ions
Armed Forces communications are unlikely to be an important Boum
of valuable intelligence to the USSR. In cases of limited Hoatilitiea,

it is, however, cona.{dored that

%\WMAWW
vulnereble Armed Forces oﬁkrs are a nenaco to the nauoml interests

of the UK and the US and in the case of genoral hoatil:l.t.iea would

becoms a real danger,

6. Clandestine Sources \ |
| &. Non-CQMINT clandestine means of obtaining inff.elngence

/ cannot be regarded as aC:;r ftute for COMIN‘I‘ as e sourcof of
intelligence. In particular, in areas where COMINT 4s o?’fectiw,
clandestine intelligence is generally less t.i.mely, less ;:omplet.e
and leas autbhoritstive then COMINT. Infomtion from clemdac-tine
sources needs a sometimes difficult process of evaluation before it
can be acecapted; is dependent on the availabllit.y of connnmica.t.ions-

and is frequently subject to considerable delay bel'ore it. is received

value of intelligence from clandestine sources can fréquent.l,y be
greatly increased by correlation with COMINT, Moreover, the capacit.y
to sustain successful clandestine arrsngements to obbain 1ntelligance
often depend® upon information derived from COMINT, '

EO 3.3(h)(2)
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b. Although it must be vresumed that penstration of EATO
nations by sgents of the USSR exists and will coniinus
to exist, it is considered that, at least, so far as
the UG, m,:lm concerned, this is becaming
tncressingly difficult.

(1) | there has besn a definite

nnrovwent in the overall security situation, and
mrhhar improvements are plamned. In the Armed Forces
a.nd security agencies specific steps have been taien

/to place in effect a sscurity system vwhich is
; L‘A‘ L ’44& Wi

[ Ww = G
of Decembar, 19527 Howevesr,. there remain
significant handicaps--political and administratives.

to improvement. The lsvel of overall security in

In the light of these develorments it caanot de
assumed that clandsstine sources of intelligence for

tha USSR will be significantly reduced in in

the near future. HNevertheless, ttyg,,««ojigfation of

clandestins sources is o.tpecbedto become increasingly

difficult, and, thercggm’,"it {6 felt that the USSR

could not find adaq_mte campansation rfor the loass of

potential ooumr through increased clandestine activity.

(2) as rega.rds othar NATO ccunitries from vhich the

,)otential valus of COMINT is estimated to be

high there is insufficieat collated evidsnce

available to this conference to assess the

state of their security. In particular there is

PL 86-36/50 USC 3605 -%-
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not available any report such as that produced by

In tine of war, due to the introduction of security messures
which are not possible in peacetime, clandestine operations
become much 20re difﬁcultl. The ready means of communics-
tion afforded by diplomatic mimsions and consulates are
also no longer available. It is therefore considered that
the value of information from clandcstine sources will be
substantially diminished at least initially by an outbreak

of hostilities,

| 7. Other Sources

[ 19

b.

EO 3.3(h)(2)
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It is difficult tc assess to what extent open sources
(newspapers, trade publications, public documents and

statements, etc,) or diplomatic reportage could be a

gsources and that, even during peacetime, this intelligence
may increase substantislly in volume and value at any tims,
In wartime, censorship and other extraordinary security
messures, will reduce drastically the flow of intelligence
from such sources, and the value to the U.SH of any
available COMINT will be correspondingly increased.

It should be noted that, as in the case of clandestine
sources, the value of intelligence {rom other sources can

be greatly increased by information derdved from CUMINT.
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10. The nature o any action talksn to reduce the rctert Jnl damge to
ths mtioml seawrit; of the U: amd UK created by the vulnerability
of the canmunicatiom o MTO court ries will be determined la rgely by
technical consid eratiors, Fram the point of view of irtelligence amd
gener .1 security comsideration, havever, such action mmst: | _
a. be designed to rectify effectively inadequute cammunication
searity practices of MATO court ries throughout.

remers —TOP-SECRET-CANOE-
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n. Inasmoh as i, appears to be impr otical Lo attempt carrective
o,cﬁon W provision € new eqmipment, action should initially be aired
at ﬂn imrorement of avallabls orxyptosystems ani camunicatioms ractioes
ﬂum psible, It is comsidered that such improvoment can be effective,
12. No mtter vhat initial aproach is agreed the iroper awtharities far
lnuu!m jssues of this mt:n'o'a:a the commnicatiors security agencise
C the MTO mtiors concermad, _This corsideration is re-infarced by that
stated in mragraph 11 a.bwé. It 48 therefare impoartant to associate
tba communications geourd ty agenciss wvith the action propaed at as early
a stage as passible. The same reasonirg applies to the wse of communica~
tion security suthait les to arigimte the action, Further factors in
| suppart of the se coams ideratiomns are thats
as, The seowity and irtelligence factars omnirat.ed in mregreph 10
above mie this the safest p-daedu'e.
b, Par reasons of economy it is desirabls that existing agems ies

o4
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commumicutions geourity d;anna]s. Two exzuples o such
 Amstances are ermmlcsed herewith as Appeniix A,
| 13.” T@ MoMuomhim between tranamission socurity and oxypto-
.qea_u-iv are sﬁoh that a complately successful ;rqram to improve
commmniocat i-ne sqcurit.'y mot deal effectively with both.
lse It 15 comidéred that there is no way to deal effectively vith
disregard of "QQSﬁ_IO" am "MATO" commundcations aomrity regilntions

tions seaurity attitude and practices d.' the offendirg court ries.
VIT ¢ @U TVWANE O DSED

N 3 S N 1
ERYE VL l"l.k_l.....u; x.aﬁ“.-iu ;lu -

15. Tho Caferernce iz agreed that the factors emmmt;d in paragraphs

10 tirough 14 abwe can bast be mot by wing the exis ting commmnic ations

seanr ity mchimry of the Stanling Croup. It is realized that the "
Standirg Group cannot iseus directives about m ttesyoteide the acope of \/
the mildtury aspacts of NATO, but it would seem right to we exintivg

Standirg Oroup machimry in an advisory camcity, since the seaundity of

MTO is Jeopardized by inseowe mtioml communicatiom .

mears to be determined and agreed by spprorriste 5 and UK astharities,

with a view:

10
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Croup as the MATO mechanisa to imrove tha comm!cat.ims security of
the cther NMT0 mt.ions and after auccoaaml initiation of the dilscussiome
ducribed in 18b above, the staniing Group will issue a memarandum to
all member mtions which wd1l:
8. Fxpress disquiet at the patential danger to overall Ni.TO
seaurity of the insecurity of the comunicatiom, dther diplomtic or
&.u MM NATO nat.iou'a SN e “’M}b‘%
~ For\evd a'list ot' % b graphic and
ocomminications ractices and procedures. This list will be AAmlly

EO 3.3(h)(2)
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2, );Ilu‘ approach described above involves ccmplicated issues
vhich A&-*';‘igfolumc and politicﬁl, as vell as ccmmunications
security,”prcblems. These will require special attention and |
repid Soordination betwveen the US and UK until the precise direction

and suscess of this program have been sesured. Among the ssveral

liaison arrengepents vhich exist nov in these fields there dces not | /[ \

exist the specific informal mechaniem which would afford the WJ

representation and flexibility required for this purpoes. /
CONCIUBIONS

source of highly valuable intelligence for the USSR.

authoritative intelligence of high value through other sources
of information.

EO 3.3(h)(2)
-PL:86-36/50 USC 3605

‘couptey wight deiect lvow the 1My :illience i not escimated
1o affect the validity of this comclusion.

| Fum7BlCI3S %Tm ' |
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20, Acticn should ba taken immedistely to rectify aQ,Q, »

vulnersble commmications security practices of HATO countriss.

h

29. Imtalligence and security comsiderations require that
auy resedial asction taken, vhile dssigned to be effective, _M%

noa-NATO mations.

30. Certain technical factors and generzl considerations

require that the action taksn shoulds

b.

d.

Qo

EO 3.3(h)(2)
PL 86-36/50 USC 3605

Attack viclation of NATO cammnicaticns security
regulations through improvemsnt of the overall
camunication security attitudss and yractices
of offending NATO countries.

Utilize the machinery of the Standing Group of

NATO as the instrumentality for improving the
security of the national commnmications of other

NATO countries.

Be taken through commmications security channels,
using existing communications security agenciss
vherever posaible.

Be aimed at the improvement of available cryptooystess

and cammunications practices Wm rather

than at the provision of new equipment.

7 A
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f. Afford maximum privacy in desaling with indiviadual
NATO countries.
31. The courss of action outlined in parsgraphs 18 thru 24
above meets the foregoing considsrations and is feastible,
32. Upon approval of this' */the following preliminary

steps must de taken: (
Edargon]

y

‘ draving of lessons from it are adequate, and no further liaison
mechinery 1s required. "
RECOMMENDATIONS

3, It is recomsnded that;

EO 3.3(h)(2)
15 PL 86-36/50 USC 3605
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n, The foregoing conclusions be approved and
superssds those of tha 1951 UK-US Conference
on the Security of[  |Communications.
b. The progmg,iﬁ";amgraphs 18 through 24 be undertaken
in ggco’iﬁ;.nce vith the conclusions and, in
perticular, that the steaps snumeratsd in
paragraprh 32 should be undsrtaken immediately.

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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12 June 1953

APPINDIX A

Examplesof Recent Instanceyin which NATO

EO 3.3(h)(2)
PL 86-36/50 USC 3605

Form 781.C13S I GI SE CH I ezt%a eE




TOP-SECHEEANOE

PSC53/:%/R{2)
Q10

FOF OOt 1 AN —=— OGOt § £ — XN UTRA 3 IO

EO 3.3(h)(2)
PL 86-36/50 USC 3605

Form 781.C135 I ef SE eitE I ez tfﬂ e E




REF_ID:A517180

w CA™

FsC53/8X/R(2)
010

EO 3.3(h)(2)
PL 86-36/50 USC 3605

e TOPSECERETGCANOE



J0,:F 130
FOP-SECRETCANOE

FsC53/BX/R(2)
010

12 June 1953

O

l. Unenciphered codss are totally inacceptabdle in diplomatic
use for transmission of classified information. In Armed Forces
comnmications they are asceptable only vhen changed at very
frequent intervals and vhen it is not considsred sssential to maintain
ths socurity of the information for more than two or three days
from the introduction of the code,
II, ADDITIVE SYSTEMS

2. Any additive (or subtractor or minusnd) system is dangsrous
unless special precautions are takea in the construction of the additive
iteelf. Many procedures that mey be regarded dy-4he-profsssional-
Sieguapher 28 "opecial precautions” are dsceptive as to security and
may even in themselves create weaknesses. '

3. Encipherment by additive can only be guaranteed to be
secure vhen the additive is used on a strictly "one-time" basis, and
systens that permit depth gain little or no security fram the additive,

b, Epcipherment by non-one-time additive is highly dangerous,
but can bs acceptable in certain circumstances for limited traffic
provided that precautions are taken to minimise overlap and to prevent \ N

eryptanalysts fram finding any overlap that may arise, &V'
\#, i d
III. NON-ADDITIVE HAND. SYSTEMS ' o~

A A
guarantesd to be sscure. '

IV. MACHINE CIPHERS
6. Machine ciphers vary greatly in the amoumt of security they
afford. Failure to cbserve in every detail proper instructions for
ele
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ocperaticn may leadtocmprmise even with the best machines.

Others, such as the mll-kno::‘n

are insecure unless precautiaﬁﬂ,\pm taken over and ahove those
recoanpeniad by the manmufacturer. Ot.bsrs, egain, are basically
insecurs apd should in no circmtancaé\be\uacdb

c. With proper precautions this machine can give very good
security for a limited amount of treffic, but {n viewv of
the number of diffsrent dangers that can arise in varying
conditions of wuse, for which 4t is impossible to lagislate

in advance, mwevber nrtions who wish to make use of the

V. TRANSMISSION SECURITY ,,

8. Ciphers, however good individually, are not anough t,o"/ ensure
communications sescurity. Transmission techaiguss and mssgé& formats
can in themselves provide considerable intelligence to aﬁ,,,r"'éra.ffi.c analyst,
Although there are practical limitations, the 1d=al t.obe striven

for is that the traffic naither of any ons typs (e.g: novel, iy foree;

EO 3.3(h)(2)
2. PL 86-36/50 USC 3605
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APPENDIX B (continued)

ote.), nor of any cne nation should be distinguishable by external
characteristics. Again, intelligence can be gained by study of

the organisation and procedurs of radioc metworks and by use of redio
direction-finding. In many casss, especially in Armed Forces communications,
a skillful enemy can cdbtain valuable intell ‘ collation of

apparently wminformative pisée-lenguags mmﬂ. It followe,
therefore, that full commmications security demands that special

precautions be observed in such matters as the judicious employment of
inicators, the selaction of callsigns and of frequencies, radio
procedures, and the restriction of the use of plain languags.
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