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1. To co ill Jdor the 1neec\&' 1ty ot-li\'l'Q- 0011111\mio a Mo-.~· ~ \~ .. · 
.-t,lornl aaamunica.tlora d: N'\TO court.riea, irclUiirg a reView r£ the oon­

olut1~ I{!~~ 19,51 US/UK Conterem e on tta Secnr it; orO Carmuniaa­

uoae. 1n Q"dGrt 
I\ . 

a. To det.el'llllne W\ether the K\TO Gatcrrmenta Ehmld be apprcnobecl 

c. To develop, 1f sun an approach uhould be nade, {1) a speoU'1a 

plan tOl' impmvirw tb.e ueotri~ of ii\TO colll'llW11cations ant d the mtioral 

oCIIIIUft1a:~tiom c£ NATO court.ries am. (2) a speott1o plan rcr ap~S"oacb1J8 tilt 

FAC'fS a:·:tl.iijNG ON T.lli!,.J:~~.!mt Q~ ... CUSSW 

I. ASSUMPI'IO!f3 /~S TO '&HE CCMUII' 
- CJ·~P[!.BILITY OF THE USSR 

2. Thie Report is predicated upon the asSUJllption that: 

· a. ·The capo.billties oi' thcs USSR to intercept, and exploit 

racU.o connunications are at least equivalent to t.hoae of the US 

L....----....lr 
.. • b. The USSH monit.ora all landline oOlD11Uilicat1one pueing 

through its own _o~- sat;el.Ute territoey. The possibl.l1ty that. it baa 

acceae to other colmnunieationa passed solely by l.andline cannot be 

e.xcludeci, but there is no evidence to assess the extent or thio 

poaai'bU1t7. An7 traffic obtained b7 the USSR from landlinee can 

be_ exploited to the same ext!Snt aa tratf_ic obtained from radio 

tranllllieeione. 
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II VAWE 'ro mE tSSR OF COIWll' DERIVED FROM 
TiiB cOiiiONlCAfioftS of DA'fu ooUifliRfES 

(see foo~Jl EO 3.3(h)(2) l·l ~~* t111e. PL 86,36/50 USC 3605 

a. Although tbe m o.Dd UK views differ as .. to the cu.--ran~ value 

?ootnote 1. 

It should be noted that the security ayatell of NA.'ro ll:rovidea auf'f'1eient 

!"'r-otect1on ~o~ "COSMIC" '"'.nd "NA'ro" ca!IIIUD1cat1ons pe.saed electrical.I.:.."• 

However tbe BAn> security system does not provide protection\ to:t" natioDAl 

eCIIIIIIWlications car!71ng related 1nf'ormnt1on, nor de all the Ii.\'ro countries 

confine "NATO" and 11C03MIC'' ccmaunicationa to approved eba:mela. Reeent 

Pooblote 2. 
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Footnote 2 (Continued) 

b. The value to the Russians of the COMINT derived from the 

coamunicat.ions or iooividual NATO cOWltries will vary directly with 

both (1) their vulnerability and (2) the extent to which they contain 

information, the compromise of which would be damaging to the US or 

the UK. 

EO 3.3(h)(2) 

(l) 

are on this basis alone thought to represent no 

current or predictable source of valuable intelligence 

to the USSR. 

,~)IL.-------------------~ 
volwne or their col!lfJNllicat1ons and the relatively 

slight participation of these countries in matters 

which -would involve critical info:rmation, are also 

thought to represent no current or predictable 

source of valuable intelligence to the USSF~G 

3 
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(3) 

(~) 

(5) 

of v11luabl& 1Dtell1get1Ce to the WSRo 
~'·~~ 

4. Dipla!Btic~we.rtimee 

l't is considered that 011 rutbreak of active hoot1lit1es tbe 

value to the USSR at the inf'ormation cldrived frau thO camznnicat.iona 

ot BAro countries WWld be great~ increased .. 
~~~~--y~ . 

5. Armed Poroea !!p1lii! in peace and war. 
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that 

b.. In general it is thought t.hat under peace time ccnditiona 

Ar.d Forces c:cmnnn1catians are unl.1kel7 to be an important .80\lroe 

ot valuable intelligence to the USSR. In caaea of llm1ted hoet.illtiea, 

L...-------------=CA5"¥i~~~~-'A..!'--"~~~~· however, conaidered that 
vul.neNble Armed Forces Ail 1 1 are a menace to the nationa;L intereeta 

or the UK and the US and in the cue or general hoatUiUea woul.d 

beooa a real danger. 

UI. VAkUS TO THF. USSR OF Jm!'{:IGmCE ON NATO 
CWN'I'RU.S D£RIVEP FROi-1 NOlf:CadN'i' SOUriCES 

6. Clandest,1ne Source• 

a. Non-cCJUNT cJ.ans,testine means or obtain1ng intelligence 

cannot be regarded as :~~~o for CU'1INT as a source or 

intelligence. In particular, in areaa where\ CCIUNT is ettect1ve, 

clandestine 1ntelllgenee is genera.l.ly leas timely, less coar.pl.ete 

em less tAUtbm"itative then COMINT~ InforDII!Ltion frC'IU cl.andeat1De 

sources needs a BOfoatimes difficult process of eftluation before it 

can be accept,ed; is dependellt on the availability ot COPIDUil1cat1ons; 

and is frequentl.Y subject to considerable delay. before •it is received 

value or intelligence tram clandestine sources can frequently be 

greatl.T increased by correlation with CGtiNT. MoJ"eover 1 the C$-pacit;r 

to sustain succesetul cl.a.ndeatine arrangements to obt.ain 1nte1Ugence 

ort.en depa'ld! upon information derived tl"om CGUtn' .. 

s 
EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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b. .Utbouab it IIIUS~ 'be pre8UII84 that peDStration ot 1\IA'ro 

natioaa b)' spnts of' tbe tSSR exists au4 '!1111 continue-

to extat, tt ia conatc1ered that, at leaat, so far aa 

tbe W, UK, .I~... ___ ___.lare coacel"D84, this 1a beca~tzJs 

1ncreu1ngly diN'1eult. 

(1) L...-.....,.... ______ ___.ltbere hu been a definite 

~l"ovement in the ~rall Heurity situation, l!m4 

t\ll"th«tr improvements are plam:Jed. lD tbe Anled Foi"Ces 

aDd aecur1 ty agencies spsc1t1c steps hAve been taken 

to place in effect a Mcur1t7 syatea which is 
tl~ ,.;;~_; 

of' !*ember, 1952, Haw iii+ tbere rema1n 

s1gnif1cant ball41ca:ps--polit1ce.l 1!1114 ndllin1atrat1ve·­

to 1mpi"CC'.rement. 'l'be level of CMiral.l aecur1 ty lD 

In the light of these develo:reents tt cMnot be 

aaBUDJed that clandestine sources of intellipactr ·tor 

tbe USSR will be stantticantl.)" reduced 1J;D1D 
tbe Dear future. Nevertheless, tbe operation of' 

clandeat1ne sources is expected to beccae :lnereu1Dgly 

dif'f'icult, I!Dd., theref'9re, it 1o felt that tbe t.ESR 

could not f'1D4 adeq,uate cC~~DpttnBat1on for the loss of' 

potential COIIDT thrQUih increaaed Qlandest1De activity. 

(2) As ~cards other NAro ce\lllt!"ies tr<:a .-bich the 

potential value of COMDPl' 11 eatilated to be 

h1sh there 111 1nsutt1e1ent collate4 ev1clence 

avaU!Ible to this contereace to aaaess the 

state ot their security. In particular there ta 

PL 86-36/50 USC 3605 ..6-
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n.ot. available 8Z17 report. such as that produc4Kl by 

• In ti:ne or war, due to the introduction of seeurit¥ measures 

which are not posaible 1n peacetime, elandostine operations 

become much lOre difficult. The read¥ meana of co:JIBUil1ca­

tion afforded by diplomatic missions and consulates are 

also no longer available. It is therefore considered that 

the value ot info:nnation £1'"001 clandestine sources wUl be 

aubatar.tial.l¥ d1minished at least !nitiall¥ b,y an outbreak 

ot hostilltiea. 

7 o other Sources 

a. It is d1tf1cult tc aeaeas to what extent open sources 

(newspapers, trade pml1ce.t1ona, public documents and 

statements, etc, ) or diplomatic reportage could be a 

sources and that, even during peacetime, this intelligence 

llla'¥ increase subatantial.ly.in volume and value at arv ttJDa. 

In wartime, censorship and other extraoroinaey aecurit7 

meGSUres, will reduce draetical]Jr the now ot intelligence 

from such sources, and the value to the u:..:sfi ot at17 

available CCMINT will be correspondingly increased. 

b. It should be noted that, as 1n the case of clandestine 

sources, the value ot intelligence from other sources can 

ba greatly increased by 1ntomat1on derived trom C<JUNT o 

PL 86-36/50 USC 3605 
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V !Jf!;CURFIY A•W lt.fft',LLl~'C E f';\C'l'QIW AFP'rCTING ACTION TO BE TAKEN 

10. Thlt ratve d any action t.aJcan to reduce tJM pct.ert.al daap 

ti'B ra t.ioral secw-1 ~ of t.be U3 ard UK created by tbe vul.nerabUJt.7 

c£ t.he CQtlJIIUftic3t.:i.ora ~ N,\TO couzt.rtee ld.ll be d.etel'llinlct la l'lel¥ b7 

t.ectlnical consid eraU.orw. Frca the pOint. c£ v~w t:£ irt.ellicence ard 

pner:..l securit-7 comidel"ation. hot89'8r, ::u:h actJ.on llllBt: 

a. be d eaigntd to reot.U7 etteat.1vel.7 inadeqw1t,e oa-mjc atiCil 

security practices ot li\.TO court. nee ttroua'l cut.. 
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U. Ira...,h as jt, ap~ to be 1lqr ..ot.toal t,o att.~ ccrreotiw 

aotl.on tr prcw1a1an d naw eqD1JDnt., aotian ltlculd 1111t.1al.ll' be a1•4 

at; tha fllr«•mt. c£ avallabla C~OSJBteE Bnl OODDdldDat.iaiB ,:raot.Ja• 

wbel'Wftl' pcuaJble. It. is oomidered till. t. ouch mrrorcate~~t oan be etteot4ve. 

12. flo • t.ter lrba t in1t1al. ap r.rcam 1a apeed tbe Jrcp11' aSbcr1tjaa ttJr 

banll~ .... d this mtm-e are the aoaram14ntJom aecurlfl' as-:11· 
~ t.be NA.TO rat.iora concerntcl. 'lbia comiderat.ion is re-Wcrcecl b7 that 

-'at-ed :lD J:&rasraph U abare. It. it thewfcre impcrtant to aasocdate 

tbt ao.~m1aat.io.rla:eeauri t7 nsenoJ&s 1d.tb thl aot.ton propelled at • earq 

a akp aa paud.bl.e. · The o.- rea.aantrB applies to tile 111e ot oa.nud.ca­

t4oa 080\II"AJ' a1&hcrit iees to c:ri&tJBt.e tbe aatl.on. Furt.ter facton ill 

stappcrt ~ the ..se oav ideratiom are tbatl 

EO 3.3(h)(2) 

a. The seauriv and 1rt.ellipme taat;cra em.Drated in pu"&paph 10 

ab«e (lnke tb:fs the adest ~ooedure. 

b. Per reascn or eoOJU:.IV' it • detdrabla that e.dlt.tnc aa-Diea 

9 
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comnamfDu.t.iom seG~&rity dlannala. Two e.xanples ~ suob 

1111tancea ore emlcaed barewltb as APrenU.x A • 
. . 

]3. · T::a irt.orr8lat.iomh1pa between transmission oocuritv and o~!So-

eealrS.iF aze suoh tbat a completely succeastul 12'CBram t,o iqrave 

coiii!!ID'dnat.bne aecurit7 ~DDt deal etfectlve]¥ •4t.h botb. 

]4. It Ja ocn1il8red that there is no wq to deal etteotl.ve4' l4th 

cU.e~ ot "~Ml011 ard 11 N.\TO" ccam.ud.cationa sec:urit7 reg1lD.t.1o .. 

]5. Ttw Contereme Js agreed that. tm factors enuasrated 1n J:aragftplll 

10 thttOQib l4 abC7le ce beat be mt b.r 111118 the em tiQl OOI'ilur\1 &UDal 

eeC. _. • ch1111r7 rl tile Stanlq O:rcup. lt is reallzecl that the 

OtanUII Olroup cmuat .t.au.e d:lreot1fta about Datte!>'ueile t• acope ~ 

tile ~IU7 aapaota at NA'ltl, but. it would seam r1aht to •• extat!JB 

stanl!li Oroap madairD17 in an aclVia017 oarad7, aime the aecur.lftr ot 

R\!0 ~ ~ b¥ 1naecqre m t1oml coJIIll1.Udcationl. 

~ to be detellldnlrd an4 agreed b7 approrrhte tB ed UK authcr1ttee, 

wltb •••• 

10 
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GroQp ae 1he N\TO achanism to iqrove tbe, collllllm'ca.tims eeaarit7 at 
' 

Uae ct.ber N\ TO nations ard after succeaetul inita t1on or the cl1acua1ca 

4eecribecl in 18b abcve, the Jtani~ Group will ieaue a ..-crancl1D to 

aU amber mt.i.om which willa 

a. ~rasa disquiet at the~ danger to cwerall N'~ TO 

••curA7 d the 1nsemr1t)r d the CI)JDDUntc&t.iora, al.tber d1plaat1o cr 

,.W.W..,.1 <{ ~ llo\TO natio.;~· ~, ~~ 
fJA·~~~ J.s.,na.,~ ~~ . ~\~~~~ 

b. Fc:rWardaTust f1 Gkamples danpr o.ttJ:t csraph1o ant 

OCIIIIIUDicatiora IJ"aCtJ.o es and procedures. This Us twill be flralll' 

, ... 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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816. ~~approach deacrlbed above 1zr"'c.?~vea cc:apl1cate4 1anea 
-~· ', ... 

vbicb K 7 . ~111pDCe aa4 pol1t1clll, as well u oa1111Wllcat1caa 
)'.• . . . ~ 

81011ri,.~:pa:lt1Me. Tbeae vlll require epec.tal attention &114 . 

NP14 ooord1Dat1ca 'betwen tbe tl3 azd UK UDtU tbe ptec1ae 41reat1co 

aJ14 IIIIOOMI ot this pragru have been assured. AllloDs tbe ...V.Nl. 

11ailall ~· uh1ch Uiat DOV 1D tbeee t1el4a tbere be not ) ~ 

a1et a. IIPIOI.fto f.lltGl'lllal .allaD1a >da1Gh voul4 af'tor4 ~~ 
-.-taU• aa4 tluibUit;y requlrod tor tills put'llOR. f\ ~ 

COICUSIOIS 

eauroe ot bSsbl¥ 'valuable 1Dtel.llpuoe tor tbe USSR. 

autb0rltat1ve 1Dtell1pnce of h18h value tbroush other acuroea 

ot 1Atorat1ca. 

·oouat17 roi&'J'&; Clei'ect i'••ao ~ :·:~ .... \.i ~JJ.tance 10 not es·ciiDClted 

to ~t tbe vaUdity ot this CODClU81CDe 

, PL86"36/50 USC 3605 
-13-
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a&. Aot1ca lbould be taken 1-.41ateq to rect1t,y ~ __ . _ 

w1Mnble oawmlcat1CDa eeour1ty practices ot 1fNm cOUDtrle~ 

29. DltellipDce PlDd eecur1ey ccms1c!arat1oaa reca.utre that 

·~ ~al aoticm taken, vh1le deatsDed to be ettecttve, 

30. Certain tealm1cal factors aD4 aeaenU. COD81&tr&t10118 

req,utre tbat tM acttcm taken ahoulda 

a. Attack violattCD of Ntd'O c,..,..mtcat1CIDI aecur1t)' 

repl.attODG tbrou;h 11aprCMIIII8nt ot the overall 

cc.IUD1cat1cm aecurttr attitudes aDd praoticea 

ot otteD41Da BAm countries. 

a. Ut111ze tbe lllfiCbtneey ot the BtM41as Oroup or 

BA'io as tbe instrumentality tor 1mprovias tba 

HCUrtty c4 the nat10D41 cOIIIIIUDicatiou ot otblr 

BAm countries. 

4. Be taken throush CCIIIDWliaationa eeaurity abalmela, 

uaiDg extatiag ca!IDUD1cat1ons security aaeDriea 

wbanrver possible. 

e. Be ailled at the 1m1n·~Dt ot available cryptOO)'Itala 

ad ca:aanmtaattona practices ~ rather 

tbaD at the provision ot Dew equiJIIIOut. 

PL 86-36/50 USC 3605 14 
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31. 'l'be course of' aat10D outliDed tn paragraphs 18 tbru 2,. 

altove .. ta tblt toregot.Dg aODS1c!erat1ou aa4 1a teaa1ble. j 
. ~A:Hi'Y 
32· Upcm approval of th1sr~ tbe f'ollovtaa preU.111Dar:r 

4rav1D& at ~aaODS traD it are &aaquate, aDd DO turtber lle.1aOD 

weoMner, 1a ~. 

~ll!l!DAa'lDJ'IJ 

,.. ~ is reccmenc184 tb&ta 

15 
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a. The foregoing conclusions be approved and 

supersede those of the 1951 UK-US Conference 

on the Security of'IL-_ ____.1 Ccmmunicat1ons. 

b. '!be program in par831"aphs 18 through 24 be undertaken 

in accordance with the conc1ue1on.s and, 1n 

particular, that the steps enumerated in 

pare.grapb 32 obould be UDdertaken 1mmod1ately o 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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I. tJlBEIPBIRBD COla 

PSC53/BX/B(2) 
010 

12 JUDe 1953 

1. UDeDclpbeNd aocJn an ~ iDacceptable in 41p1.-at1o 

uae tor tzwnw1•101l ot cluaU'led 1Dtonat10D. Ill~ Pcm:ee 

ecammtaatS.cme tbq a:re aoceptable ~ 11t1n cbluJpcl at veq 

fNcptD.t iDtena18 &IDS. 'llbeD it 18 DOt OCIII8SdeN4 euent1al to aillta1D 

tM aecuriqo ot tile iatozw.ticm tor more tbaD two or tbree <lap 

tn. tbe ~ ot tbe cocJe. 

II. ADDl'J.'IVB SIS'l!JIS 

2. AJ:q ad41tS.ve (or aubtnctor Ol' JlillueDd) ept. t.a claDproua 

UD1eaa apeclal pncaut1ou are telam ill tbe caaatl'uct1CD- ot tbe ad41t1ve 

1~. ... p~ tbat _,. be ftPI'de4 _. tile pmCHat .... lr 

4U 'PI ullnr as "apec1&1 pncautlaaa" an 4eoept1ve aa to eecurlt)r ud 

3· Eacipllemeat - aMitS.ve C&ll ODl¥ be auazoaDteecl to be 

.._. 1iltaell tbe ad41t1ve la uaed CD a strict~ "ODe•tt." buie, Sid 

.,..._ tb&t pend.t Upth pin little or DO securii;J' trail tbl ed41tive. 

4. EDai~ b7 DOD-cm.-tme aMJ.tive 1a bf.ablOY claDproue, 

1Nt OUl be acceptable ill certaill cs.rcu.tuaea for lJJD1ted tratf'1c 

p~ tbat pzoecautlaaa are taken to at.Dtwt ee OYVlap aa4 to pnvellt 

IV. ICACJIDfB CXPBBRS 

6. Maobtne ct.pben vary srea~ 1D tbe 8IIOUilt ot HCUI'iqr ~ 

attOII'Il. PaUun to observe ill fl'l8r7 detaU proper iDstnJCtloDa tar 

-1-
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PL 86~36/50 USC 3605 APPENDIX B( conti.rJ.~) 

operation JIB¥ lead to CQ!lPra:Dise even vitb tbe best machiD&o .. 

otbers, such as tbe wll-tnm"n 

are 1DHeure UDJ.eaa p:recaut:tona are takeD aver 8Dd a.bovo those 

nteCIDIDded b,y the manufacturer.. ()"t.bare, ep11ltr are batlic~ 

1DHcure &Dd ahoul4 1D no eireUJ~Stemceo bo ueed~ 

Co With proper prece.ut1ona t.bis machine ce.n give very good 

oecurity for a limited <!!Drunt of tre:f'fic_, but 1.n view ot 

tb! number ot dii"ferent dangers that ee.n arise in va:t'71D8 

cCCld1t1oos or ~me, for wh.J.ch it 1e 1mpoos1ble to legislAte 

V" TRANSHISSIOil SECtBlTY 

eCIIIBUD1eat1one security.. Tranam1se1on techniques am UI6Ss~ formats 

can in themselves provide coruaiderable intelligence to a.itra.fft.e ana.:cyst .. 

Although there are praetical l1m1ta.t1ons, t.he ideal toibe striven 

tor 1e that the trattie Mithor of e:ay oru:1 type (eo(lo naval, e.ir :force"' 

EO 3.3(h)(2) 
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APPEIDIX B ( cont111U8d} 

ete.), aor ot e:t1f cae mt1oa aboulc1 be 41attnan1abeble b1 external 

abantrteriattea. Ap1D1 11Ltell.tpnce ou be pined 'b7 ~~~ ot 

tbe orpaSMtiOD aJd procedure of radiO DWtVorb aDd by UM ot redio 

41NetJ.oa-ttDCSs._. Ill aliT eaaea, •8PH1al.l¥ ill~ Porcee ccnDmtcatioM, 

a ak1ll.tUl ......, oeD obta1D valuable 1ntell~ W collation ot 

~ UD.iDtol'lll&tive l'rhM h•s • -~· It tollowe, 

1ibuetore1 that tul1 C(alftmtcatioas M<Nr1t7 ~~~ that epeci&l 

pNOaUtioaa be observed in 8UCb •ttera aa the judicious amplcr,yment of 

'""1aaton, tbl eel.eetiaD ot c&ll.aipa aDl ot trequenaiee, radio 

procedure•, aD4 tbe restriction ot the UM ot plaiD 1.anguap. 
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