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Ejrpts from Fhe Secret Service of Amerios

1. ' Before the first World War, Ameri ing codes and C
. ar oa was us (1] N
ciphers so simple a soboolboy oould"ork them ocut. The texts of , 4
Colonel House's messages to Wilson wers undouvtedly quiokly desoded v
by every other aation. The seoret dispatohes of the American Missioa e

to Russis were used as elementary examples in the training of studeat

oryptographers just after we'd entered the war. And ob thess Ressages
depended the tfghting of the war and the making of the peaoce!

2. Even the ranking offiocers on the hestern Front oould not be -
persuaded that their existing method of ocommuniocation was entirely v
insecure. A young officer with the sketohiest kncwledge of oryptog-
raphy set out to prove this. From an intercept of an American message
he learned ths disposition &€ troops along the St. Mihiel salient,
the nunber ahd names of our divisions, and, finally, she aotual hour
at whioch the great Ameriocan offensive would be launched. The enemy,
through reading the meesages, was prepared for the great offensive of
1918 and began to withdraw. The surprise attack had missed its purpose.
p. 19

p. &

T atory o

3?\ he use of secret ink by German sples in this éountry during
the )Jast war 1s a fascinating one. Thelr cheaists®’ technigque was
perfeoted to the polnt where they could oonoeal seoret inks lapreg-
nsted, without discolouring, in «0NERG~es handkesrohiefs, ocollars,
or silk socarfs. The spy bad aldy to soak the garment in water to
bring out the ohemicals. He used this solution to write his letter,
threw out the solutign, dtled the garment and wore it until the next
time it was meeded. Later they developed a rsagent whiob osould develop
a letter written with olear water. American chemists had an anxious
time before they discovered this simple solution: Insert a seoret-
ink letter in a glasa case and shoot in a thin vapour of lodine. Thie
vapour gradually settles into all the tiny orevices of the paper that
have been disturbved by pen and water, and the clear outline of the
writing wis visible. D. 35, 42, cnd 44

4. By January, 1918, the Code and Cipher Solution Section of MI-8
bad mushroomed rapidly. At this tine seversl strange messages from
Germany to Mexico ware interesting them sspeocially. Through guess after
guess, each one oonfirmsd later by & mathematiocal forzukd, they found
that the Germans were using an English diotionary to encode their dis-
patches. The messages were beamed strainght at the government radio
station, were addressed to the German dnister in Mexico City and
suthorized a huge bribe to Mexico to stay neutral. Later dispatcbes
proved the maochinations of vapan in kexico. Then, suddenly, the station
became silent, Jjust as it promised so much. 30 ne in {I-8 was either

a German spy or had a loose tongue, for that e of information was
olosed for the re_t of the war. P. 85-689, 108

5. In February, 1918, a man was captured orossing the Mexioces
border who was bpelieved to bs one of the most dangerous and unsorup-
ulous of the German sples in America. Kothing was found on him put
a sorap of paper bearing & jumble of letters. Ite decipherment
resulted in the death sentence afxPubim for the man carryisg
the document, for it read, "The bearer of this is & subjeot of the
Eapire who .travels as a syssian under the pame of rablo Waberskl. ~
He is & Gdrman gecret agent. Give him all the protection and aa is-

tance necessary.” It was dddressed to the German oconsular autboritfes
>, 91-1.2

in Mexioco. 2.

z their own
6. The Navy Departmeant had tnsisted on organizing ¢
Cryptogsaphic Bureeut out im July, 1918, they sud enly discharged
all thelr employees, donated therf elaborate secret-ink equipment
] - t .
ur laboratory, and pleced a lialson officer in MI-8 to.r esen
zgez . Thémgh !t had beeo 1o exlstence for over & year and £K8 % [;56/
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large persoansl, it bsd fuiled to decipher a single ol or ocode
message or to develop one ssorst-ink lzztor. per

7. I the last war, the British considered the Cipher Bureau
s0 important that they placed an Admiral at its head. DBecause of
the messages that he odtained from the messages that his emormous
buresu deciphsred, this man, Admiral Hall, stood next to Llgpd
Geor in powsx. The Foreign Office envied his position greatly,
for it was almost wholly dependent on i . for information revealing
~he secret political intrigues of onemy and neutral goveroments.
Yor instance, ths fapous rmann-Carranza notse, in whioh Germany
promised Lexioco the States of dew Meiico, Texas and Arizona 1f she '
would declere war against th: United Statea, came from the Britiah
Cipher Buresy. p. 149

8. There was po wonder that England was a great Power. She
read practicelly every code telegrem that passed oved her cables.
p. 180

9. Daring the Pesce Conference & telegran was deciphered
whioh reported an Entente plot to a:sascinate President Wilson, either
by administering a slow poison or by glving him the influensa in T
There i{s noo wey of knowing whether this plot had any truth in faot
and if 1t had, whether it succeedsd. But there are these undoniubio

faots: Ptresident Wilson's first sign of 1llness ooccurred while he 'll‘

in Paris, and he was socon to die a lingering death. p. 164

10. After the war, all sections of MI-8 weres demobilized except
that whioh dealt with the solution of ocodes snd ciphera. The funds
allowed oould not be expended withing the District of Columble, so
they located in s brownstone front in the Bast Thirties in ths hsart
of New York City. There Xhiiy XXA¥il for ten years was housed the
Ansfican Black Chamber. No one knew of its existence but a few mon
in the State Department. P. 166

11. During the Washington Armament Conference held in 1931,
some five thousand deciphered Japenese messages containing the
seoret instruotions of the Japanesc delegates wers sent to Washingtwon.
Through them we learned just how close Greet 3Britain and Japan
were, and that a ocomplete understanding betwsen the two ocountries
was proposed bafore the conference. P. 174, 208

12. Por instance, Lord Curzon proposed that before the “ap anese
Goverament made any propo.al to the Americsn Government oconcerning
tRe Paciflic Conferepmce, the contents of the proposel could be confid-
entially conmunicated to the 3ritlsh Government. > 09
. 2

13. On November 28, 1921, t-.s 3lack Chamber decipaered the most
tmportant and far-reechlng telegran that ever vassed through ity doors.
It is from the Japanese Foreign uffice to the Japase:ze plenijpotentiary
in Bashington. It 1= the first sign of weakness on the ten-to-seven
Japanese demands. The following telegram defipltely dotergined the
respective strength of the fleetis of Jepam and the United States:

'Weuéii‘é} yﬁur opinion that is is necessary t. avo.4 cany clash
with Great sritein and americs, particularly Amc:ica, in regsrd to
Lhe srmsaent llmitation question. fou will to the utmoat malntalpn a
middle attitude snd rcedouvle your effortsa to carry out our pol:icy.
in case of haeviteonle necess ty, you will work to establish y?ur (t
second proposel of 1C to 6.5. Ir, in 3splte of your utmost gf orts,
secomes aneceasary in view of tbe situstion. ....to fall back On youi
aroposal Nel 3, you will endeavour to limit the power of cgng:g;€agoou
and manceuvre of the Paciflic Dy a‘gunrantee Lo reuuce or a PO
malntain the steatusd Juo of ra 1f\c‘gvten%is %doﬁg T%iin%?o% xg agreéing

{on whicn will wske clear thet this
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Bxeorvte fros Jecret and Urammt

1. 2. 48 I\ sas often veen sadd LAzt aere 13 Be SucA taing ar an iuselukle
cipher. In e etrict semse, this 1s A~ STwe, Zer in the early Niddle igee Reger
Bacchn vrete & vinle mammscriot ia s eipber that has tame far defied sammljyeis.
Bowvever, 1n sotunl use, 81l cipasrs sre k dove o rephtiti-a—and repdeisben

1o prestieally umsweidsole. And wvherever eiphere *reo mest frowucatly wsed, tasy
sast se writtea i3 & murry, usetlly oy ssa vitacmt saca srecial treiaiag, aad
sy po vithmat specit]l vparitaus. The offort to ereak them dowva wiil slweye oo
emte ay exceris vith smvle treining, & we: ltn of tine st their aispessal and

o SO%or speeial tus ey aeed.

2. P 16...A1s0, the mere cosm-leax and safe thw ¢ipher, the grester likeliheed
there is of errer. If s cipher is prosressive, a single errer readers all the
rest of the neserge ridoerish, evea to the mma with the key. Aa officer of e
British Flack Ch.aber ertimater tirt one~third of 211 the civher mees rses vhiah
phssed Shroush thet departmeat durine the Verld Var vere gurhled.

2. P, 68...The allegoriccl ocode ves very such in use at the tise of the Verld Yar,
and the ealy smsver say mation feoumd to it was by comsoriag telegraas. At 'm
tine the cemsor fousd ia hie brmde & telerr.a from & mma supected of detlag & oy.
SFether 19 decd,® the message 981d simily. The cemsor comsidered it driefly,

ch nged the tevt to "Futner is doso.-oed" ond lot it go through. DBext meraing

the revly was olsced on hie desk: °ls father desd or doeensed?®

4. P. 1¢-83,.. M0k of the conturies-¢ld mystery surrcunding the condoamatica
and execution of MAry Queeon of Sespts o0k d» glesred wp &y ovidense furaioned

ia ciphered letters. Vhen Mery wos ia cartivity and seneming for e tareas

of Rnglaad, all her corresponienss with her se-nlotters was cnsishered. Welsiag-
Ma, Dismbeth's Secretary for Seeret Serviee, treuined & young Jesuit ia
forging oad senl-dreaking 2ni muargel to plage him with the Quesa of Beote

a9 & BoSeSager for her seeret corresneadense. The firet meeeage e fall iade
Valeingban'e hande dreks Gowva easily. It expleined the detalil of a2 ingenione
plan te assbosimte Klismbedh, and waaed -~ in code mmber — oix young nea ¢f
Klisadeth's ova housedold who vere ia the schems. After Mnry defiaitely
appreved of the plet, & Mage man-Maat wes sterted wvhich had ite desired effoet—
the 91z young mea fled for theldr lives. Thay were 811 emusht, apd, vithian o
Beath, Mary Queen of Seots wce on trizl fo¥ her life.

8. P. 37-88...2ndlees rescarch hes gone inte vreviag thet Jrecs wrete all we
aev oall the ~redust of Shrkesprare’s pes— and te mo 2veil. All the attespte
elaim this fact is eaciphered in severs)l of Shelespesre's tlays, Bat they uee
a ridiculous sumber ~f variablen to "rove their -~eiat. The sati-Brecniane shew
Sh3t evea more remaricnile coincidenses of sundere ?ad text osa ds discovered
elsewmere. 1Ior example, 1t oia $0 demsnstreted tast Gnakespeare wrote the
Forty-8ixth Porla: the Poiln is mmasered forty-sivx: the fertp-sixth werd fres
the befiming 1o SRAKR. the forty-sixth wedd fros the ond is pngax: Q.8.D.

6. I'. 98....Aereb%%cCce are fn 2 g od litmr“::uum Tillen, as well as
Biger Allaa Poe used them: »d the Narvand laurests umn of 1936 was

a fomsus and sesadalous Agrostic viose hiaden prevertios the ualver:ity
amthorities ¢id met discover tidl 1t aed deon wang 1o tasir chrnel oma puslicasd

ta tae Bostea preee.

¢. Tne geweral criticies of all the Snskespenréas-desipheruests 1o Wmt Jessa's
desorivtiea of W ls »1rter:]l s stem clesrly demands o woo of twe Sltegetasy
different forms of type.(a reman feut to wutn § and aa 1t:lie, § . Breh letter
of tne Al hnoet has Asrizned te 1t 2 series of velues mde un of § 2ad ) 1n
ALfferent Comolin LiohSt ARBSS or ssash, Tor imetasce) while all the deeinhermsate

thas %ar offered depend uwnos the drtectien of mimovw veriatieas, eoftes -~ercedtidle

oly with & wmgnifyiag #laes. 12 tve fomte of iyre wnich are essestially tae
u.:. In sd.1tion, the Rlissdetian custon of walme sutferen tyoe m kes *ay ceneied-

ent oilsterel decinmermeat preciically isessisle. AL} ke technigues Covalwve

1nto anagresming or 1883aity. Tale does Aot ReBresarily deay tast Secen wiete .
the viays: it merely mefns thare is me wmquestiantble crystegrervkis ovidense

th ¢ he did.
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Bxcerpte fros Jootet aad Jrawas

8. P. 210-118...1In the 1870's Ruseis wee ruled &7 She lisere) Toar Alemasdar.
Nis vifewas progresset teo slovly for the rediosl Eihilisss ond Wy posesd &
csloan Siatence of €8243 on aim G the ons step vaich would tarew e ComalTy
into & a8ate of tarrer snd re ressica. 7The poliee succesdsd ia eapluring ome-
of tne mast Lepertaat of Ahe revolutionsries, s wan mamed MEWiIN!. A wardse
who d ixsisorted nimeelf 1ato his trust was givea 8 mlky decumsnt te delliver
to ths comredss ocutoide; 1t wog sa intricately enciphered waguecript waica e
turasd oPsT immediziely te the mothorities. DBrokez dows. 1% was nothisg more $HRR
.8 lomg hardagie o2 the woss of the vorkiag class, wnich taay allgwed te 56 -
lieaad. After the Tsar had desn killad on Xis mornimg trip throwgh & strees .
tt med besn minad, 1t wes learnsd that NMiXholiloff Med sanzgléd to the assase- - < JCNNN
ipsters & full set of directions. How? Right umder tne coses of She poliee, =
ke had comoealed 1m the saciphared taxts thst were allowed to go thresgh for
?.u.“M 8 very alever secost oipher YRich gave implicit isstrectiexs for
ns maurdier.
'S
9. P. 122-8,..Fer & orief Sime ¢uring tas Thirty Years' Var the use of xniknows
tonguss 2¢ cinlisy seems to have riser to the dimensiont of & regulAr systea.
This device mae Deen $ried since. During th grest Sepoy intiny, Britisa offiomws °
asde & regular practice of writing mssstges to one 2mother in stireighs Baglisa,
out wita Oresk charecters, snd dxring tis Boer ¥Wor, wnere few of thelr sppoRsstd
wion\ the moSt ClemeAtAry ecaohti~a, “atin wes found thorpuxhly sdecmate &s
& cipher.

10. P. 28...Psstles and ware iz all times have ceen decided oy the esility of eme
side to Dreak its ensmy'n cinkers amd codes. In the goveasesnth ceatary, s
ray*liets wader tae Primcs of Condé were laying seige to the Ruguenst streaghels ~
of Rjslacat. It laeked very wnch s3 tacnga the deseigod would held until CIFiRp:
and vy toat time Conde's arwy would be decimmtea oy ¢isease. Just 23 he whe sen
sidaring rajeing Ve seige, & 32n vas cfusAt tryiag to sasck through the liaes
asd earrying & lomg, swspiciowusly bad poem. A mearly methesaticisn vas susmensd
who by alghtfall revesledthat the message reslly askad the Engaspots in the - . ]
tewm to relieve them with munitions of war, vishout wvhich they would have o wrres g
gsr. Oomdd hsd s trumpet dlows, and under & flag of truce retarasd the Dessige i
and ite olear %0 Esalmoat. Eaxt morniag ¢hs plees surrendsred.

11. P.163...Thoash ws Are nsuslly more familier with fictiea's wes of arypto-
grapky, parsllels may oftea be foumd in resl life. Comsa Royle's cppher of
the 4ARCing men.which bs wssd so sffectively i{n tas Sdarlock Holwes stery

of 420t ramt.wves 81lso Toed Oy the secret soclety of ths C2roonari, in tae

aags of Italyio revalt against Anstriss-Spasian rule in toe nimeteeata asatary.

12. P. 145...%he gipher wvhich {s writtss by subdstituting sasicel notee far letter-
is amotbsr conveantiomsl davics in fiction. Yery effective Use of it was made in tad 3}
sovie Dlagonsxed. vitn Marleme Dietricn ce the oceuntecus lady sny wao rolled out
afﬂu@iﬁmtoﬁoﬁzolmr.inno(-hah‘-‘:rludtbnur.tmwu ’
wrote dovm the positlions of the enemy unmits on tme front, beving recorded tmd
vords in 3 masical cipher.

"1’3, P. lab...Te cw-n-\mr A slvgys Temminod vorite of the classes

vhich hawver along the edees of erimimmliity. literwtare of tromp screwli-
inegs, & circle visn a diagonsl linw- t onee sedat, "Pais fr & goed plres
%o rob.® & crufdely drevn et "Fomgn-olly in this place.’ & arudaly drewa asmer

*You'll asve tg work for anytaitwe you got.*

12 P. 1651...7The greatest disry in Begliea literature wae firss revealed to ws

throwgh tae eXil) of tme cry togTaphsr. ¥hen S3wnel Pepys ShSet wrote ais diary
during ths rule of Cnzrles II, 1t wesa done iz ¢ Band £lrost microsepvioally seall

apd 1 wnat avpearea to be some tyve of conventionzl desiga cipher wAier 20 820
vho had yet looked =t could interpret. It lay ia mamascrint uatil the aipateenta
ceatury, vosn ths hosd of Magdrlene College at Timeridge azsigned the task of
deciphering it to » divinicy stwient ssmed Joon 3migh. Some of the ™asrages

nad first ceen put into foreisn languages, spelled phonetically, thea esziphered
epd finclly written in soortband. Jopn Smith workéd over a3y msgmscript fer
three ye-rs, twvelve or fourteen howrs 8 day, &md tne reclt wes prooaoly well
worth thé labor. (lster, e cotmlete key to tne diary was found. é y
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ia e age Just dewxning the seater of gravity wrhs shifted te desiiherasms.

P. M00~09...1% took the Frence~Prussiaa War te revesl pudliely that the
powers had for soms time been quietlly cenceatreting e decipherment

:
:
k
i
i
|
3
i
5

vere forced to surrerader together.

1’. F. 190...In penestime, cryplogravhy gemerally gves to seed. Diplematic
queeticns are no loager 8s urgent as during & war. Daring the mere leisurely
aegotistiocns of & period of gemersl pesce 1t is poesiols to send omt amtaesadore
who have received full instructions oy Mand. .

. P, .63...The influsmce of the lavestiom ef the eleotric telegreph oa
o togtephy wves tremsadous. It was mow possitle to direct simmtely from &

ncme office the steps of & military, divlemstic er commercial ssasuver seing
carried on st a distance. At the ssme time, it threv thess commaicstiens opes

110, for axyone could, in a few houre, scquire the nowledgo meessssry teo
:':o:n:uw:u:lp: tremsxitted through the vires. Ciphers ceesme slmost eeligtery
in cemmsunications of grest pablic moment.

d. 14 probadly Md

P. 193...1n 1866 the first trinsatlantic cable was 1ag

ﬁh to do with the maturity of the fall code, vhick mow soon mds 1ts ADDSRIeROS.
So 4ate or place can be sssigesd te its dsbut: codes :=re an obvicus product of
the otble with 1ts bhigh rates snd emphagie en getting s great dosl of mesning {

—
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P. 184-X0,, mmmnuwumna—mmmm

mmmwmummmw. LT ;f
\bo moat condosming risses sf evidswcs was & télegran in . eolo Sowiving -

rmwﬁmsfudmmﬁum 2 e
m mmuumnmumuma'""i

R P. J01...The year 1800 13 & Xap-date {s the A
mmmmm.hmumm

},a. 2. m.mm of o-mgm Mmm

]

trcf ocsrreaysadsnse
nogpiety of the mtnmewbmmcuwstmwacm

7. ¥5,.. B tntermiiaunl maedery ¢f weo¥erld Yar § vere exncentre ol o

Tieasa, Jt ves Shere 302t Coleasl Alfred Radl, hesd «f the Austriann esyioofge -
and oouBte-eapi aIAEe. WA Blackesiled iwte Matzaying te Dussis sussria‘e war
$lana for ¥e esstern frant, dslivering W evory Aumirian B9y ia Bescia sad
tursisg over %o the Rosstons \he Justriss silitayy dictisusey cede. The Srovacn
wvig 30t diecevered t1ll iate in 1912, amd wlttmetely 204 smsh to &c with the
frighiful Msatrian defesds 1% G-lisie &xriag the carly pert of the wvav., The
Austrisan military vireiess hold so seersis 311l itn viole wystem wie chiaged
12 Fovewbar, 1914.

o . pu3...It ums a Yiemnese cryptogrenhed whe noted Whet iR disyesches cent 1w
cler.T the Aiplomats of every £r at vows? used & sarisia epaigy Fermle~—"7 bave
the DoRoY %0  Anfors your Exoellesay®. Using it unmmzonpmngw
p/ tn coded telegraxes, he attacked the commumications of 21l the smitasedsrs
with their Bome governmsnts. All the grest -ewers taowgkd thstr dioleamtio
coder eo safe they d1d sot tother te CEAAgS them: their ewngness reosmited 8
Vienme Toesoasing cods dicti~varies almost as goed a8 thoso tiS esbassadgrs

thenselvos used.
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*.!. ao.s...nmmmdn-muuum.muhumm
mn;mmm“-mncdummmmuumv
sopperetion, and their sed commsmicutions vere at tas eottew cf 18, he atr wo
£111ed wiih redio tyaffic, Premch, srit.sa, Delsias, Gerssa, oftem vith egvevel
iastraments vorking t2e sems wive-length, jJamxiag ohe another, hele sestions
of messiges secams loet or uaiatelligisle, and the lowes ¢f even cme leAten) 1a
L mesenge conpesed 1a tne Oermms Swy-viep cigher whieh isvolved demdle
tudion s ome of 118 steps, rendsres tae whele msesras githerish. Nveryiaing
aed to oe Topeated wp to five, tem or & dosem .

se8% ispertant commmsicetions failed a0t Shyough.

]
P. 230~7...8efore toe st arst ¢f the wWAr, the xugsians knev very vell shat the
were in poesession of their eciphere, Buat Adeay

thea until the very day of the declarstien. Oa
oipher cgme cut of Mding, aad for sems Lmsxplieadle resesn, wes given te Wb eme
of the two gemerals cemmmaiiag $he separdde arwies favaling Bast Prussia. S
oizmals ia s 20w cipher Vegaa te be plcked up Wy Gezmsa listesivs; thea Besenges
1% the old pecostine eipher. Ome side dad dsetroyed their ceyies of the ald
oipher: the other sids 414 net passess ths aov ons. Soen

|
|

oR the air fra; either Bagssian commmades to neud the messages ia She clear. ?

W:. 250-39...1n the Wattile of anvul cedss the tadles were tarmed, AS eae $ims,

S60% was ¢ Fuseess in conceuling the context «f the mecsagee frem the Oerstas, fer
they bad mo Capotav taterpreters: sut 1S was $00 WACE of s wmecess: The Indians
vere umsole to underetami esch otaer gver tas te tasly language Beld

2o sqguivalsat for cuch un-Iadiss devicet as "barvage® “smalins O sl "zero howr®,

. P. 26...Although the Gerssas coaaged their uaval sols aresr Jusiasd. thay stil)
could not xgep their secrets long. Hvery 11wme & suemrine whe oxnk ia walers &4
sll potsicle Tor aiving over-tioms, mea were sent down. Sure encugn, t8s Uysten-
aslc Teutons kept tneir code-cooks in tse ec@e place nosard every ruomeriase, tad

thougzh the work of extrecting thes wes oArd apl anngeres, Sritien civers -o¢
enourh of thess code-dooks $o keev them well asrorey of e latesat developments.
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