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(oo corrected by USCICC decision of 2 Jan 47)

Sr.cIMAL RTPoRT

Tror: U3CICC Suhcorrmittee on Intellirence nnd Security
To: T5CICC

subj: Use of the Code "ord "CRUAI™

l. rI\C'J-

ne The USCICC Jubcommittee on Intellirence and Security
was directed By U3CICC on 23 Aurust 1946 "to prepare, fer dis=
tribution to the member agecnecies of UBCICC, instructions on
the proper aprlicntion of the cole word CRiAll, Opecilic exe
anples showinge vhen the coide .ord should and should not be
uscd are to be included."

2o CO..CLU )IOL. _abed) 1LOOCRT nl, IATTIO0 .

8. In confTormity with the 2efinition (as corrected by
'+ U3SCICC decision of 2 Jan. 47)-="The code word CRIAl. shall be
used to desirnnte specific items of épecial Intellircnece: ine-
formntion all or rart of sJhich has been derived from srecific
itens of Specinl Intellirence, rthether or not such derivation
iz obvious, koxeept ~n nroviied in merasrranh 17 of Arpeniix R)
and inforrntion hich revenls the derree of succnss ohtrined

recific rrohlems in the

5]

or the ability to obtain sueccess in
ficld o Spncinl Int<lliercnes; nni #1ll documenis snd corrunicne
tions in which this cole vord itself nccessarily rrpears in its
code '1ord sense. It shall not b~ ugsed other'ise,"-=the uhcome

mittee cites the follouing exarrles showing +hen the col: yord

should «ni should not be used,
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(1) The code word should be applied and used to

designate the following types of material:

(a)

{v)

All papers containing Special Intelligence,
i.e., the product o decryntion (treislae-
tions, the Rulletin) and the intellizence
prcduged therefrom (the Diplormatic Summary;
lists, comrilation and other intelli.zence

reports derived from Special Intelli=zence);

such as:
4o Order of battl=s lists
2, Lists of personnel

jea
2

Other spedial reports

>

. Maps and charts

A1l worksheets, records and devices in=-
volved in the crrptenslytic and decryntoe-
sraphic processes employed in the production
of Special Intelligence., Specified 9quip-
ment, eilther captured or constructed, the
knowledge of which would disclose our
success or lack of success in specifick
foreign eryptographic systems. This

includes:
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i Reconstruqted or csptured code books,
key lists, etc,

2. Reconstructed or captured foreign
cryptogravhic devices currently or
potentially employed for the pro=
duction of Special Intelligonce.
(NOTI: Although all this material
is properly desicsnated CRuAll, nmest of
it will normally be confined ex-=
clusively to the prqmises of cor~unie-
cation intellircencc producing a~encies
and, when so confined, need not dbe
actually marked ;ith the code word.f

{e) All pavers which include specific tech=-
nical information taken from the materials
defined in (b)-1l and 2 above,

(d) All papers whi?h make specific reference
to the content, nature or status of specifiec
fields of Speciasl Intellisence and/ocr the
cryntanalytic processes or meterisls ine
volved in its production. This includes:
Progress rerorts and other technical re-
ports which would compromise our degree
of success in atiacking a currcecnt or noten=

tial forcign ceryploeraphic syster,
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(2) The cole word should not be arplied and used
to desirnate the following tyrnoes o matsrial unless these
docurenls and correspondence contain the code vord itselfl
necesnerily used in its code “rord sensc:

(r) Oreenizational and/or furctional cherts
of such or~anizations as AJA, : ., LUSIC
iLich do pot reveal dersrec of success
nttninecd or ability to obtnin success in
this fi=ld,

(b) 1Illerorania, minutes, revorts, and neenda
of or from U3CICC and U3CICC subcommittees
thieh 4o not reveal derrsc of success

| attained or ~hility to ohitnin suvecesn iﬁ
this Tield.

(¢) TRenorts or corresronierce dealine with in-
tercert sctivities even the sensitive ones
such ns the rhotoatnt traffic source,

(d) Corresronicnce or revorts -lealinm :!ith
rencrol =elations in the communiections
intellirence field, including sucl. sensi-

tive ones as U.D.=British collaboration.
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S, (e) Administrative items, such as requesss

)
} 3& %g\ for personnel, equipment, or supplies
. |
< i i) needecd fer the conmunications intell:=
F -
Ky [ _§,J§ LN genze &fTort, which must o to outsi e
)
-~ -, 5‘. - - s
5 \i }Clﬂ arencinzs., Such items should be rcviwed
¥ \{§\ b for thce utmost "sanitation™ possible by
\Y] P .
R
g f resrtonsible perscns.
<y *J
$§ g 3 (f) “ar or mobilization plans for comrun.cae
\Q a1
rxy . tions intellipence which carry no mertion
\ Y 3 e
} of the current or past activity in tle
2 -
~> T - field,

——
s

b. There are thrze rcal functions of the code wor( which

»e to be accorded primary -onsideration in arriving et & de-
clsion as to its proper appiication. These are:

(1) To control further dissemination on the pert
of the recipient of matsrianl properly so marked.

(2) To label th: source of material so marked is an
aid in its proper intelli¢:>nce cvaluation. .

(3) To label tle source of material Talling under
the definition in "a" of nancrondum dated 23 August 1946 “rom
the USCICC OSecrebarliati, sitpject "Use of Code Wecod CREAM," as

an aid in insurings it due protecetion,
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