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MILITARY CHARACTERISTICS OF CONVERTER

FOR USE ON ELECTRICAL PRINTER CIRCUITS.

l. The converter should be designed for the purpose of automatic
encilpherment and decipherment of messages transmitted by teletype or
similar printing telegraph apparatus based upon a multiple-impulse-code
such as the Baudot,

2, It should be designed so as to encipher the signals established
erther by tape or keyboard operation, causing enciphered text to be
transmitted 1nstead of the plain text represented on the tape or set
up on the keyboard, At the receiving end the apparatus should decipher
the received cipher signals, converting the cipher text into plaln text
before the signals are fed into the printer, or into the perforator in
the case of tape operation. In other words, encipherment, transmission,
reception, and decipherment are to be accomplished in a single step
rather than in two separate steps at each end.

3. The converter should use as 1ts cryptographic principle a
non-repeating keying sequence of multiple-~impulse characters, the
latter to interact with the plain-text signals according to the rule
that "like signs produce spacing current, unlike signs produce marking
current.," (The latter principle is well known an the art.)

4. The keying sequence mentioned in Par, 3 should be produced by

a pluralaty of electrical cryptographic rotors in cascade, through
which impulses are sent and recombined in a manner so as to produce
the equivalent of a random sequence of characters according to the

mul tiple-impulse-code used by the transmitter. (If teletype, the
characters w1l be 32 in number and should be in random order.) The
number of rotors in cascade should be at least three and preferably
five,

5. The rotors mentioned in Par., 4 may be identical with those
now used in Converter M-134~C. Mechanism should be provided to cause
meter-like stepping of these rotors, at least one being displaced
angularly for each character to be enciphered and transmitted, The
order of stepping of the entire set of rotors, however, should be capable
of being varied so that the complete set of factorial n motions may
be available for use, n being the number of rotors in cascade.

6., The converter should be motor-operated from the same power
source as that employed for the telegraph printer, It should, however,
be designed to function as a separate unit and not as an integral part
of the printer itself, so that elther normal plain-text operation or
cryptographic operation of the printer circuit can be efiected at will,
The converter should be capable of being electrically connected or

S T, T b amas |
£§§;EEEE§E;?§EéEEhu- ﬂ
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associated with the tape (or keyboard transmitter) and with the
printer by means of a suitable plug and jack or multiple plug arrange-
ment, so that it may be readily connected or disconnected from

operation,

7. The converter should be of approximately the following
dimensions  12"x8%x8%", and 1ts welght should not exceed 50 lbs,

Enclosure #1




= 2 et e el e e, ———— -
REF ID:A?].'__?SB

had = —_———

— —_— e &

- - -
~ - i
——

/ IN THE UNTTED STATES PATENT OFFICE

RE: Applisation for Fatent of N
WILLIAM F, FRIEDHAR and
¥RANE B, ROWIETY

L]

*

Serial ¥umber Pivision %0

443,320

Filed
16 ¥ay 1942

1

nglm- I “1
Foted - ;/MMTJ

® 2 » ® #»

For
- CHYPTOGRAPRIO SYSTEM

* " * * » » * » =

*

The Honorable GCommissionor of Patents _
Washington 25, D, C.

8irs

This 18 in response to Patent Office action of 21 July 1950 in the
above~identitied application for patent which is being prosecuted .
onder the so-galled three-year rule, Ploase amend the case as

followss

IN THE SFECIFICATION

-tll

Page 4, following the amendment of
24 October 1949 in line 19 =~ Ingert the following -~ The

' ~ stationary end plates 15 and 21, 4t should be understood,
are shalagous to the end plates 20 and 21 of m an:i
the end "oylinders" 4 and 5 of Forg. The actua::;; 2226
{(of this application) are similarly analagous to the
Fringers™ 73a~73e of Heberp and the "pawls" 42 of Harn.
Actuators 22-26 gre, in fact, electromagnetically-operated
- 2 g A it

pawls although Functionally they may be considered to be
=

gears, cams, pistons, or any of various other devices,

=

gonnatted to their respective wheels by appropriate ];i-;l_:kgggg
(as indlcated by the dotted lines in the drawings).. ,

=
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4
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g
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-
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IN THE CIAIMS

Please cancel Claims 11 and 12,

- = -HEMARKS )
The spacification has been amqndad to point out the manner in which
the geveral perts of the Applicants' gtructure coopera?e with each
other. 8ince the parts of the present case are an_gi?éﬁggytq apqpifie
¢lements shown and deseribed In the patents to Hebern and Koxp, it is '
believed that the structure and operation of the present case should be

slearly understood. i

E el ' - -

Beconsideration iz requested, in view of fhe present smendment, of the
#ogiilrement for addiiional iilustration, No fhrt@g; i;gé;;iéﬁ;pn peemg T
to be necessary, and, if the requirement is to be repeated, Applicants
wotld appreciate more specific directions therefor,

With the cancellation of Claims 11 and 12, the claims remaining in the
case are 2, 3, 4, 5, 6, and 9, all of which have been rejected only on
the grounds of insufflclent dismclosure, With the pres;;trﬁmagaﬁzhi; the - o
disclosure appears to be complete, and allowance of the claims is,

therefore, requested.
Respectfully,

FILLIAH r, FRZEDH&N_AQﬂ
FRARK B. ROWLETT, Applicants

Zttgmy r
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\ IN THE UNITED STATES PATENT OFFICE

RE: Application for Patent of
WILLYAM F, FRIEDMAN and bl

L

»
Serial Number Division 16
443,320 ol
H%ﬁ- Nay 1942 "
" Yu »f Ol YT
For '7
CRYPTOGRAPHIC SYSTEMS »

The Honorable Cormimsioner of Patents
mtlingmn 25 ’ D. C.

Sirs

This is in response to Patent Office action of 24 October 1946 in
the above-identified application for patent which is being
prosecuted under the so-called three-year ruls. Plesase amend
the case as followss .- -

IN THE SPECIFICATION
: PGGG 2, 1ine 25 -qchange ftrot to -«tm -
Fage 3, line 15 - Cancel "and" and insert - are - ,

Page 4y line 12 ~ Change "18" to-18% . ,
12 « Change "end® to - end ~ ,
19 ~ Before "The" insert -~ The manner in which the

end plate feeds the cryptographic mage and repre-

oA aS Gela W T IMmRLAT Ao T W

sentative means for providing substantially un-

. predictable movements for the commutatorg thereof
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mey both be found in prior art, see, for exsmple,

IN THE CLAIMS
Claim 1 « Cancel.

Claim 3, line 7 = Cancel "a plurality of output wires at least one of
which is comnected®.

g = Cancel "to a plurality of output terminals® and
insert - means for electrically conneeting together
sald output segments in groups thus effectively
diminishing the number of output contacts, and an
output wire connected to each of sald groups - ,

Claim /4, line 6 ~ Before “groups" insert - electrically connected - .
Claim 5, line 9 - Before "opening" insert - substantially unpredictably - ,

Claim 6, line 8 ~ Before "eommutetion" insert - substantially
unpredictable -~ ,

Claim 7 = Cancel,

Claim 9, line 10~ Af‘ter "segments" insert - any one of which ocutput
segments may according to a substantially unpredicteble
rule effectuate and stop the aforementioned current
flow - .

REMARKS

The specification has been amepded in minor particulars (to correct

typographical errors, etc.). On page 4, line 12, "18" has been changed
to 18% because of & duplication of reference characters, The Chief

=D



Draftsman will be requested to make the necessary change on the
dl'am-

The specification, on page 4, bas been clarified by reference to the
patents of Hebern, 1,683,072, end Korn, 1,733,886, The function of
eloments 22 through 26 was explained to some extent in the original
spetificataon on page 6, lines 21 and 22,

It is sssumed that, in view of the above~mentioned amendments to the
specification, the rejection of the claims on the grommd of inadequats
disclosure will not be pressed,

Claim 1 has been cancelled,

Claim 2 was not rejected on references and, therefore, is believed to
be allowable,

Claims 3 and 4 have been amended o require with more or less specificity
that the output contacts of the keying generator sre strapped together in
groups, it following, of course, that there are fewer output contacts
than input contacts. This thought is missing from the references and
goes much beyond a "pure matter of choice" as was claimed in the official
letter of 23 November 1942, ss the deviece produces a keying sequence dif-
ficult of solution far out of proportlon to the apparent magnitude of the
change.,

Claim 5 has been amended to define a structure wherein certain of the
awitches are open and closed in substantially unpredictable order, In
diop, ot al., 1,912,983, the order can easily be calculated from the
cams, whereas in Applicants! arrangement the closing of a comparabls

- - . A - S R T e g -
- X
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switch is dependent not only upon a complex electrical masze but also
upon the pressing of one of keys 10, 11, 12, sto,, with aven the
operator having no Sdea when a kny is pressed which switch or switches
will be affected, The same remarks apply to Claim 6, rejected as

fully met by Jipp, st al.

Claim 7 has been sancelled,

Claim 9 has been amended to include the cancept of actuating s particular

switch by any one of the output signals according to an unpredictable
rule and, thus, differentiates from Jipp, et gl., and Hebarn.

It appears that the rejection of Claims 10 and 11 was meant to spply to
Claims 11 and 12 since Claim 10 already has been cancelled, Viewed in
this light, it is requested that the rejection be reconsidered as Jiop,
% al., Plarce, 1,426,669, and Parker, 1,442,819, fail completely to show
that any keying sequence, once initisted, is enciphered before use, Re-
sonsideration is requested also of the rejection of Claim 10 (probably
Claim 11) for indefiniteness;y it cannot fairly be said that "providing a
keying sequence™ may be purely mental if the result thereof is capsble
of physical treatment as called for by the claim,

Continued prosscution under the so-called three-year rule is desired,

Reconsideration and favorable action are desired,

Respectfully,

WILLIAM F. FRIFDNAN and FRARK B, ROWLETT,
Applicants

L '!"*0‘.; ] ,rry‘w—-‘ "-..j MV oy . w nag, am - 1 Sy W o (7] ]
1] Srem  Coa - - ﬁ—" T ‘:’- 4 \‘
W hlrich: Rk - TFTS W Bl

Their Attorney
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3 March 1949
Kemo for Deputy Chief, Arnmy Security Agency

SUBJEQR: Return of pn&oz-s in re Patent Application
Berial o, 3,320.

b
L
1, The sccompanying £1le of documents, 811 in o
eommectlion vith Patent Application Be 1&%};}20
wA? under study vhe ven #ick leave ugust
and 1§1ramained in my basket until recontly, avaiting
aAttention.

2. 1n accordance vith direction on top routing
sheot, I am returnhing file herevith, having noted its
contents carefully,

g This FT16 Vas tnitlated by a formal letter
dated B Dec ¥7 from the undersigned to the Director
of Intelligence, THRU Chilef, Army Security Agency.

4, It is roequested that the case be completed
by & Formal reply addromsed to me in responme to the
lettor referred to in Par. 3 sabove,

Willlam ¥, Friedman

i\
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WAR DEPARTMENT
OFFICE OF THE JUDGE ADVOCATE GENERAL
WASHINGTON 25 D G

Mr. Willi&m P. Friedman
1823 Queo Street, N. W.
Washimgton 9, D, C.

Mr. Frank B. Rowlett
216 So. Pershing Drive
Arlington, Virglinia

Gentlomens

By directiom of The Judge Advocate Gemeral, receipt is ackmowledged
of your letter to the Secretary of War dated 6 Jume 1947, temdering to
the Govermment of the United States for its use, umder the provisions of
the act of QOctober 6, 1917, as amended (35 U.S.C. 42), the inventiom
desoribed and claimed im your application for patent, Serial No. 443,320,
failed 16 May 1942, for Crytographic Systems, which applicatiom and the
invention covered thereby were placed 1a secrecy by the Commissiomer of
Patents om 16 May 1947. It 1s noted that your letter imcludesa a power
to imspeoct amd make copies of the application,

The records of this office show that the above-memtiomed applieca-~
tiom amd the inventiom covered thereby are assigned to the United States
Government and were filed under the act of March 3, 1883, as amomded
(35 U.S.C. 45). However, the present tender will be made of record feor
the protection of whatever imterest you may have im this inventiom.

Very truly yours,

L

GEORGE W. GARDES
Colomel, JAGD
Chief, Patents Divaisionm
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6 June 1947

Secretary of Wapr
Wanhington
D. C.

Attention: The Judge Advocate General

A Becrecy Order under Pudblic #700, T76th Congress,
having recently been served upon, and acknowledged by,
the undersigned in connection viih Patent Application
Serial Number 443,320, filed 16 May 1942, the inven-
tion covared by the said application is, in accordance
with the recommendation contained in the Secrecy Order,
tendered to thes Government of the United Btates for its
use. The spplication may be inspected and copies made,
if desired.

Respectfully yours,

WILLTAR ¥, YRIEDHAN
1823 Que Street, N.W.
Washington 9, D, C.

—

216 So..Parnhing Dr.
Arlington, Virginia

o ey E T SRR ErE—
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To the applicant above named or his heirs, and any and all his
assignees and atlttlorneys or agents

Enclosed 1s your copy of a Secrecy Order under Public No 700,
76th Congress You are required to fill out and personally sign the
recelpt form above and return 1% to the Commissloner of Patents If _
the acknowledgement 1s not received with.n a reasonable time 1t will
be necessary to take other steps to establisn service of thls order

on you
Corn T wandt”
vaafly_ W 193

E G Haggett Jr l
Patent Office War Division Ll a ,

Msarad do wa,

Please advise this 0ffice of change of address
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DEPARTMENT OF COMMERCE MA_I— R
UNITED STATES PATENT OFFIGE - L ’ -Q-IQAZ’
; WASHINGTON - Al
Serial No _}43’320 Filed ay .g)’ 2 Division 16
Por Oryptographic Systeums T [ —
William P, Friedman and Frank B. Rowlett -
Applacant
U.9.Government
Assignee
SECRECY ORDER o Bl
NOTICE - To the applicant above named his heirs and any and all his assignees,

attorneys and agents, hereinafter designated principals B -

You are hereby notified that your application as above i1dentified has been found
to0 contain subject matter, the unauthorized disclosure of which might be detrimental
to the public safety or defense, and you are ordered in nowise to publish or disclose
the invention or any material information with respect thereto, including hitherto
unpublished details of the subject matter of said application, in any way t0 any person
not cognizant of the invention prior to the date of the order, including any employee of
the principals, but to keep the same secret except by written permission first obitained
of the Commissioner of Patents, under the penalties of the act of October 6, 1917
(Public No 80), as amended July 1, 1940 (Public No 700) as amended August 21, 1941
(Public Law 239), and June 16, 1942 (Public Law 609) 35 U S C 42, 40 Stat 394, 54
Stat 710, 55 Stat 657, 540 0 G 233 248

Any other application which contains any significant part of the subject matter
of the above identified application falls within the scope of this order If such other
application does not stand under a secrecy order 1t and the common subject matter
should be brought to the attention of the Patent 0ffice War Division

If prior to the issuance of the secrecy order any significant part of the subject
matter has been revealed to any person, the principals shall promptly inform such person
of the secrecy order and the penalties for improper disclosure set out in Public No 700,
76th Congress, and Public Law 239, 77th Congress

This order should not be construed in any way to mean that the Government has
adopted or coniemplates adoption of the alleged invention disclosed in this application,
nor 18 1t any indication of the value of such invention In order to make the details of
your invention available for inspection by various governmental agencies congerned
therewith for consideration of 118 possible use in the war program and at the same itime
to preserve your rights under the Act, 1t 1s suggested that you promptly tender this
invention to the Government of the United States for i1ts use 8Such tender may he effected
by a communication addressed to the Secretary of War or the Secretary of the Navy and
should be accompanied by a power to inspecl and make copies of the application

@ ——

This order 1s modified by the prOV131ons of accompanylng permlt A (form D-3

_ O e, i
\

- MAY 161947

Assistant

JAetxng Commissioner

—— - o rn— D ——
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" as @ocrARTMENT OF COMMER
UNITED STATES PATENT OFFICE
WASHINGTON

. M ep

serial No k3,320 Filed May 16,19%2  Division 31§ i
For Cryptographic Bystems AY 16 1347
Applicant ¥illlam F. Friedman and Frank E. Rowlett /

Assignee U.8.0overnment
r4

» PERMIT A

An order of secrecy having been 1issued in the above-entitled application by the
Commissioner of Patents, the principals as designated in said order are authorized to
disclose the subject matter to any person of the classes hereinafter specified 1f such
person 18 known to the principal disclosing to be concerned directly in an official
capacity with the subject matter, provided that all reasonable safeguards are taken
to otherwise protecl the inveniion from unauthorized disclosure The specified
clagses are -

- *
u 1 5

z t
(a) Any officer or employee of any departments, independent agency, or bureau
of the Government of the United States

(b) Any person designated specifically by the head of any departiment,
independent agency or bureau of the Government of the United States,
or by his duly authorized subordinate, as a proper individual to receive
the disclosure of the above indicated application for use in the
prosecution of the war
.- - - N
The principals under the secrecy order are further authorized to disclose the
subject matter of this application to the minimum nhecessary number of persons of known
loyalty and discretion, employed by or working with the principals or their licensees
and whose duties i1nvolve cooperation in the development, manufacture or use of the
subject matter by or for the Government of the United States, provided such persons are

advised of the issuance of the secrecy order

When requested in writing by a responsible official of the United States Government
known to the party making disclosure to be directly concerned in an official capacity
with the subject matter, authorization is further given to disclose the subject matter
to accredited representatives of an allied government  For the sake of tne record and
for their proteciion, the principals should promptly inform the Commissioner of Patents
of such disclosures together with the names and official designations of the persons to
whom disclosure 1s made

The provigions of this permit do not in any way lessen responsibility for the
seocurity of the subject matter as imposed by any Government contract or the provisions
of the existing laws relating to espionage and national security

Asslgtang Coumissioner

- - -

J - [ —— - — —~—
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Copy sent to:

William F. Friedman
3932 Nilitary Road, N.V.
Washington, D.C.

D N

'Fr.nk B.'Revlottj
2308 N. Nadison 8%,
Arlington, Virginia .

William D. Hall

o/0 Chief Bignal Officer
Nunitions Bldg.

Gity



k. ' HEADQUEREERS ARDYV:SAR LEF S

R T s
MEMO ROUTING SLIP
[ = - I ——r—ry e rrre————
10 THE FOLLOWING IN ORDER IKDTCATED s
NAME OR TITLE ORGANIZATION BUlL—DlI‘TE AI{JD%:B—‘W) INITIALS
1 /% e DATE
/ ‘ R,
174
2 1

NAM ORGANIZATION BUILDING AND ROCM DATE J
FROM
- TELEPHONE
t —
- Ef
s P Yy b
T s N e
W D,A G O Yorm 0115 This Form supersedes W D A G O Form 0113 March 1044,
1 October 1944 which may be used until existing stocks are exhausted
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“Ser. No. 443,3
¥ 7 "Filed MNay 16, 19 ASSIGNMENT

© REF ID:.;L?]—.E? T [6 i"‘“—

ESIGNKENT _RUST w582

- . - —~ v r———
- . -4

WHEREAS, we , _ Williap F, Fraedusn and Frank B, Rowlett

- S

of 3932 Military Poad, N. W., Washington and et,
lington, Virginia, respectlv , have invented certain improvements in
Cryptographio Systems .. S14, Corps Case SC-B-F18FR
for Whlch the undersigned on even date herewith

executed an application for Letters Patent of the United Stat.es 3 and
it
WHEREAS, the invention was made whale the undersigned was in the employ

of the Var Department, and pertains to a device useful in the National De~
fense, and

- e N )

WHEREAS, The Government of the United States 1s desirous of acquiring
the entire raght, title, and interest in and to the said invention and in
and to any patent.s that may issue thereon. __

NOW, THEREFORE, in consideration of the premises and one dollar ($1.00),
the receipt of which 1s hereby acknowledged, the urndersigned have sold, as—
signed, and transferred, and by these presents do hereby sell, assign and
transfer unto the Government of the United States of America, as represented
by the Secretary of Var, the entire right, tit}e and anterest, throughout )
the United States of Ameraica, and the territories and dependenc1es thereof,
and not elsgwhere, in and to the said i1mwention and to the invention as de—
scrlbed\ in the specafication executed by the undersigned on _even date

. herewith s preparatory to obtaining Letters Pat-
ent in the Umited States therefor, and to all Letters Patent issuing there-
on and any contifuations, divisions, renewals, and reissues or extensions
of such Letters Patent, the said entire right, title and interest as well as
the control of the prosecution of the application and all continuations, re-

issues and divisions thereof to be held by the Government of the United
States of America (as represented by the Secretary of Var) and adl Letters?

Patent including any divisions, reissues, renewals or extensionssthere
as there are or that may be granted, to be held by the Gover ascm
and entirely as the same would have been held by me had thas

sale not been made, The undersigned hereby gives the Gorver

United States of America the non-exclusive right to make, usegﬁseli. the
invention for governmental purposes in all foreign countries.u_,

PeEQ 82

of Patents

Provaded, however, that upon any subsequent notice of allowtdce of
application or of any renewals, substitutions, divisions, contingdtion
continuations-in~part being given by the Commissioner of Patents, the e
right, title, and interest in and to said invention and said application or
any renewals, substitutions, divisions, continuations, or continuations-in-—
part, and such paterts as mav be i1ssued thereon, will thereupon revert to \

William Fe Friedman and Frank B, Rowlebt
subject to an irrevocable, non-exclusive, and royalty—free right ard license
remaining vested in the United States of Agerica as represented by the
Secretary of 'ar, to make, have made, to use, and to sell the subject matter
of said invention for governmental purposed only, to the full end of the
term or terms for which any Letters Patent, divisions, reissues, renewals,
extensions, continuations or comnt muatn’./ozé n-part are or may be granted.

LGt o B
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W1tness

Before me, a notary public in and for the
peargd the gbove-named

&y ey

s personally Khown to me, wh
in my presehce executed the foregoing assigrment and acknowledged that -k&s-
exeqution thereof was free act and deed,

'Slgnﬁd &W &, thas /Jé_zz day of 2%;}
g /74/_2 /3 :

(8s21) -~ otary Public

s S
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IN THE UNITED STATES PATENT OFFICE

IH §8: Appiication of
WILLIAM F. PRIEDMAN
apd FRANK B, HOwiErr

eial Humbon -
4di3, 220

x * =

*®

*
*
FoP

CRYPTOGRAPRIC SYSTEMS & # S

B & % » % * % &« % =

- — -— -_

ROEER OF ATTORNEY

Flled
16 May 1942

70: The Honorabie Gomissionea.- of Patenty
Washingtom 25, D Ce

— e

——r———

Aixs

The underaigned having, on or gbout the léth day o? lny_ 191.2,
nade application Por letters patent for an mprovenent in cmto-

— e

griphle Syntoms (merial mumber 443,220}, and hav:lng this day re-
Whadapoweroi’attormygivenonoraboutthai?’thdwofhy

i e T

1942 to Willfam U Hall of the 0ffice of the mi.;&!ml Offieer,
horely appo"int Remry B, Stauffer, of Arlington Oounty, Virginis,

—r———

Reglastration No 14786, thelr attorney, with full power of substi.-

tution and revocation, to prosecute said application,_ to mlns
alierations and amendments therein, to receive the patent, and to

TV “EEmGIRw T =

trangact all businsss in the Patont 0ffice, ::on—x;eeh& ?f.ﬁ;;eﬁth

&
ﬂgmain the County of Arflingtonand State of‘? ginie this ~

st
A7 dey of R, s & D 1947
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IF THE UNTYED STATRS PATENT OFFICE

IN RF: Applieation of

WILLIAH P, FRIEDEAN »
‘tﬂ m B. 3 9y
»
Sexiel Fubor
443,220 %
Fliled »
16 ey 1942 Pivision 53
™
Fox
CEXPTOGRAPIIC SYSTERS *

- » - - L] » » L - »

BESUCATION OF FOTER OF ATTORNFY

T0: The Honorable Cormissioner of Patents
ﬁﬁﬂ.ng‘ban 25. V. C.

8ir:

The walersigned having, on or about the 13th day of Bay 1942,
appointed Willian D, Hall, of tho Offico of the Chief Sigmal Officer,
thelr atiorney to prosceute an application for letters patent which
application was fled on or sbout the 16th dsy of Bay 1942, for an
tmprovement in Cryptographic Systere (serial mumber 443,220),
hercly rewvoko the power of sttorney then given.

8ighod in tho County of Arlincton and State ef Virginia, this
AV
1[ MOf A{}p"bel 2 4 De 1%7-

Raapem.iy.

“Willian ¥, Friedman, Applicant

Frank B, Rowlett, ipplicent

3 7:/{ Fal etoa v
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COPY

SPSLG-3a 11 Qctober 1945

Subject Patent eppllcation of William F Friedman,
Serial Number 443,320 on CRYPTOGRAPHIC SYSTEMS

TO: Chief, Army Securlty Agency
Pentagon Bullding
Washington 25, D C
Attention Lt Stauffer

Your recommendation is requested as to whether sub ject
patent application should be withheld from publication and
whether your office desires to prepare an amendment An
amendment on subject patent application is due in the patent
office on November 23, 1945.

FOR THE CHIEF SIGNAL OFFICER

/8/ DONALD K LIPPINCOTT
DONALD X LIPPINCOTT
Colonel, Signal Corps
Patents & Inventions Counsel
Legal Division

WDGSS=85 (11 October 1945) lst Ind
Army Securlty Agency, Washington 25, D C , 25 October 1945
TO 0ffice of the Chisf Signal O0fflcer, Director, Legal
Division, 4D 331, The Pentagon, Washington 25, D C
ATTENTION Colonel D X Lippincott
1 The subject application 1s undergoing study wlth a
view to determlining whether the application shall be prossecuted
further under the three-year rule

2 An amendment responsive to the Patent 0ffice action
of 23 November 1942 will be prepared by this Agency

FOR THE CHIEF, ARMY SECURITY AGENCY

/s/ MATTHEW G JONES
MATTHEW G JONES
Colonel, Signal Corps

COPY
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January 19, 1943

Ex parte William F, Friedman
and Frank B, Rowlett

Serial No, 443,320

Filed May 16, 1942
Cryptographic System

e ob &6 ¢ oo

In compliance with the request in the letter of the
Secretary of War, dated December 1, 1942, this application
is placed under the provisions of U, S. Code, Title 35,
Section 37,

The assignment accompanying said letter, conveying to
the Government of the United States of America the entire
right, title and interest in and to the above noted applica-
tion, has been recorded in accordance with the Commissionerts
Order No, 3250, of September 5, 1933, for recording assign-
ments of applications that are to be preserved in secrecy,
and the agssignment is returned herewith,

This application will not become abandoned prior to
the expiration of three years from the date of the last
Office action,

CONWAY P, COE

Comnissionexr

Mr, William D, Hall
¢/o Chief Signal Officer
Munitions Building, Washington, D. C,

COPy
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Ix THX
UNIZRED BTATES PATENT OFFIOE

Ui €2 Application of
WILLIANM ¥, FRIEDMAN
wiildl FRARK B, ROWIETT

Serisl Ruder
443,320
Flled
16 May 1942

For
CRYPTOGRAPRIC SYSTEM

[ BK BRI K K BN B N S 2 B B L B R N

70: The Honorabls Comissioner of Patanta
M’-‘m, Dc C.

Sixs
This is in yesponse to Patent Office action, 23 Novamber 1942, |
in the above identified case.

' B E R A RN R EER B BN

¥isape amend the applicetion as indionted below, |
I T SPECTIPICATION:
Fage 2, Line 19 ~ Change "like" t0 « a8 « .
Ix 1R CLAYES)
Ciain 1, Line 2 - Befoxe "keying} insexrt - vardable - .

Glaim 2, Line 6 - After "law" and bofore the comme, insert - madd
1ast mentioned means including a sourco of elec~
#denl impulses and msans for enciphering the samm - ,

Ciaim 4, Line 10« After "switches”, insert - by eleotrical impulses - .

w st SsZad B ak e nak |

:
&
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Glain 5, Line 10 « After "ssquence”, insert a octma nd add = said
Last mentioned mesns ineluding meens for enoipher-
ing soid impulses before applying the ssme to seld
additional switches -~ .

Claims 8 and 10 - Cancel,
ddd the following olaimay

11, The method of snoiphering text somposed of charmoters which

ineludes jroviding s keying sequonce and enciphering the ecmponents of
said sequance befure enciphering said text,

12, The method of segret intercogzunication with printed taxt o
the 1ike through switch cartrdled means which ingludes sotuating one
wpwitoh in scoordance with a plain text chaygotor and actuating a com-
Plemontary swibtch in sscordance with an emniphered keying element,

RERARKSs

The smerdoent to $he speoification 42 in aseordance with the
Exaninerts puggeation on page 2 of the offieial setion,

Eith respeat to $he references cited, the rejection is belisved to
Yo unsound notwithstanding eertain changes in ths elaims are herein
WQ

Refexrring espeoially to Jipp, ot al., 1,912,983, principally relied

apon, the fundamental feature of the Appliearta' invention is met to be
fornd, that being the enciphorment of = keying esequence before appliocs-
o of the key to the alear taxt, The comcept and Its adaptation 40 a

2




~

and are of the utmost importunce, the enoiphermont of the key adding
aporionsly to the difficulties of suscesafully attacking the resulting
¢ipber text, In Jipp, et al., so well as in tho othor alted references,
ths most that can be claimed for the Patentscs is that they attempted
in oo ferhion or obher to provide a key, the aycle of which was as Jong
s posaible,

Rrrther regarding Jipp, et al., it ssoms unfair to use slensnts
1t through 5% so sn %0 antlaipete Applicants' sommtator 15-2). and as~
socisted parts, partioulariy if the parts 1t through 5t are also o be
vtilised 4o mewt the "gomtrol elements™ or switches oanlled for by some
of the alains and, moreover, when Applicants! strusture is commmly
known in the art as a eryplographie commutator, whereas nedther Jipp,
st al,, nor thoge familiar with ths art would ordinarily thus refer to
the switches 1t through 5t,

Claim 1 has been smended emly to hyring out that the output of the
key genarator is wariable (ly means of keyboerd 10, 11, 12, ets.). Ths
8lain is belleved patentable over Jipp, st al., for the reasons ahove
indionted, In addition, the rejecticn of the elain as "etwiounly fully
wet" by Jipp, ot al., i not justifisd since in wy eveth the pateut
fails to ehow "a distributor having s plurality of segeents.® applicants
#tata, page 6, that this distributor 60-66 is not a mere mschanical ex-

padiant,

Claim 2, ss amsnded, alsarly shows thet the elemerits of Applicants!
koying mequence are elsctrienl impulses, and that swdd iapulses are en-
tiphered before utilisation, s feature altogether abesent from the prin-
éipal reference as &iroady pointed cub.

'
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Reconaideration is requesied of the rejection of Claims 3 and 4
s the ground of indefinitenssa. The terms used in thoe claims are all
properly identified om page 4 of the Specification; for example, *input
sepomts® are defined in line 4, “eireult closers”, line 2, and "output
torzineis®, Jine 205 and the claims appear to be complete,

The dominant feature of hoth glaims is the oommsoting together in
ghotipg of the output termingls of the ecemubtating aystem, This means
that a solution of the keying sequence generator is yirtoally impospible
svan though the ontput thereof be known, This eondition results from
the faot thmt, with the commtators 16a, 17a, 18, 19, amd 20 in ome con~
ditien, the eircuits established by the closing of keys 10, 11, and 12
WAy ooba omt in ome group, ss ¥7, vhareas, after cowmtator 20 advences
eiie §tep, the three alrouits wentioned may coms out im thyee different
groups o two in ane group and one in amother,

The amendnent to Claim 5 15 sdmilar o thet made to Claim 2, and
£1lain 3 1s belisved $0 b petentable ovar Jipp, ot al., for the yeasonn

i indicated,

Bedonkideration of the rejection of Qlains &, 7, md 9 on Jipp, ot al.,
is requssted in view of the inolusion in the slaims of "somtation meanas®
o the equivalent, not to ba found in texus or spirit in the cited patent
mless the elements 1t through 5t are considered the equivalent of not
only switches 40 through 44 and 50 through &4 tut adeo comutator 13
$hrough 21 of the Applisants,

Clatnms 8 and 10 heve boen canceled, and two method olaims, 1) amd
12, added, Tho new wethod clsins sre fyes of mechanical limitations and
are balisved alsarly patentable over any of the referances cited,
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The present address of Applicamt Frank B, Rewlett is 216 South
Purshing Drive, Arlington, Virginia, Please mke the necsssary cor-
yoution,

Th is desired that wosecution of the applisation ecntinue under
the thres-year rule,

Yavarable setion iz requested,

faspectfully,

WILLIAM P, FRIEDMAN and
FRARK B, ROVIETY, Inventors

A T T A O R R T T B PR

“Hhely Attcmey
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Jipp, et al, 1,912,983 Juno 6 , 1933 V78«22
Tebern 1,683,072 Sept 4 , 1928 "
Kern 1,733,886 Oot. 29, 1929 "
Friedmen 1,522,775 Jan, 13, 1925 .
Hovland 1 111,695 Sept 22, 191 "
Vexnam 1,310,719 July 22, 1919 .
Plerce 1,426,669 Aug, 22, 1922 "

Clain 1 is rejected on Jipp as obwiously fully met.

Claim 2 is rejected on Jipp as substantially met., Jipp uses a
double pols double throw awitoh instead of & single pole double throw,
but this is so only becauss Jipp desires to use a polari.od current
system instead of the current and no surrent system used by applicants,
The oirouits betwoen the velays 6 to 1O and 11 to 15 of Plerco are
sdentical to the circuits between relays 40 to 44 and elements 50 do
8 of applicants,

Clatins 3 and 4 are rejected on the ground that applicants have
not disolosed the construotion and mode of oparation of thelr sorambling
undit 4n "puoh full clear, concise and exact texms! as are requived Yy
the statutes and Rule 34,

Claims 3=} are further rejected ms Hebern as substeniielly met,
To connact any of the oulput wires to a plurality of contacts seem a
puve matter of oholoe.

Claims 5 and 6 are rejected on Jipp ae obviously fully met,

T1aln 7 1a rejected an Jipp as uu‘bstan'&!ally ma'b. Ne invontion

wﬂg‘_b_o_ required to insert a confrol board betacen 'bhe Ba.ttery m and

" fhe Toput to the commirtator 1t to 5. - R R ASTEE S LT T

Clpins 8 and 9 are rejested on Jipp sa fully met. Ths sorambling
unit of Jipp is a commtator,

.




REF ID:ATl?S‘g )

» «
- —_ it

-

- _ R

Claim 10 1s rejected as obviously fully met by any of the above
qited patents ans as being wvague, and s inoluding appuratus limita~-
t4ons in & method olainm,
Unapplied references are nited to show the state of the art and may
be relied on in future notions,
"like", on pags 2, lino 19 should be gy, i _
The reaidente of the second inventor, as given in the cath, does Mﬂ
agt corrospond with that given in the petition and preamble, Caryection __
1s required, i -
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Patent Application of Wm. F. Friedman and Frank B. Rowlett - S.N. 143,320

1. Wm F. Fraed-~ Your patent application prepared on recent

man and
Frank B. date was filed in the United States Patent
Rowlett,

Sig. Office May 16, 1942, and received Serial No.

Intel.

Serv. Ll3,320.

W.D H.

N.M
H. Nelson Moore,

lst. Lt., Sig. Corps

——— —— - —_ —_ - -

SPSLG
May 22, 1942
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ASSIGNUENED

WHEREAS, the invention was made while the undersigned was in the employ
of the Var Department, and pertains to a device useful in the National De-
fense, and

WHEREAS, The Govermment of the United States i1s desirous of acquaring
the entire raght, title, and interest in and to the said invertion and in
and to any patents that may issue thereon.,

NOW, THEREFORE, in consideration of the premises and one dollar (3$1.00),
the receipt of which i1s hereby acknowledged, the undersigned have sold, as-
signed, and transferred, and by these presents do hereby sell, assign and
transfer unto the Govemment of the United States of America, as represented
by the Secretary of Vlar, the entire right, title and interest, taroughout
the United States of America, and the terratories and dependencies thereof,
and not elsewhere, in and to the said 1rnvention and to the invention as de-
scribed in the specification executed by the undersigned on _geen dgete

herewith s preparatory to oblaining Letters Pat-
ent in the United States therefor, and to all Letters Patent issuing there-
on and any continuations, divisions, renewals, and reissues or extensions
of such Letters Patent, the said entire raght, tatle and interest as well as
the control of the prosecution of the application and all continuations, re-
1ssues and divasions thereof to be held by the Government of the United
States of America (as represented by the Secretary of War) and all Letters
Patent including any davisions, reissues, renewals or extensions thereof
as there are or that may be granted, to be held by the Government as fully
and entirely as the same would have been held by me had this assignment and
sale not been made. The undersigned hereby gives the Govermment of the
United States of America the non-exclusive right to make, use, or sell the
invention for governmental purposes i1n all foreign countries.

Provided, however, that upon any subsequent notice of allowance of said
application or of any renewals, substitutions, divisions, continuations, or
continuations-in-part being given by the Commissioner of Patents, the entire
right, title, and interest in and to said invention and said application or
any renewals, substitutions, divisions, continuations, or continuations-in—
part, and such patents as may be 1ssued thereon, w1ll thereupon revert to

subject to an 1rrevoca51e, non-exclusive, and royalty-free right and license

remaining vested in the United States of erica as represented by the
Secretary of 'Jar, to make, have made, to use, and to sell the subject matter
of said invention for governmental purposed only, to the full end of the
Lerm or terms for which any Letters Patent, divisions, reissues, renewals,
extensions, continuations or comtinuations-an-part are or may be granted.

Witness

Before me, a notary public in and for the
appeared the above-named

s personally known to me, who
in my presence executed the foregoing assigmment and acknowledged that his
execution thereof was his free act and deed,

Signed thas day of

et —————
SE E Notary Public

(Seal)
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This inventicn relates to seeret mignalin; systems, and, wore
pertioularly, to eryptographie aystens,

In the partloular schodinent of cur invertion described below,
the gparatus is designed to be comected to existing tafagruph machines
40 make them seoret, btut 1t 4s wnderstocd th.t the invention may be built
in the maghines so that the maghine and our secrecy effecting tmprovezent
in a single entity,

Ooe objest of this Invention is to rruvide & simple device that
tay bs connected to an existing atandard *Talepyps" megh:re to effectuste
secredy of the camamication conducted over =z wire line between & tramsnitidng
station and a redaiving station, mother object of the invention 4s to
po¥ide a system of changln;, the eherasters ap lied to a wmeeret code sending
or receiving machine, to thereby wodify the code transcitted {er received)
so that secrecy 4a effooted. MNany olher objects and sdvartuges of our
$nvertion exist, and cen beat be understood by rwding the following detailed
dimeussion of the drawings and studying the appended ¢laims. The invention
bms been filustrated in detallj except that the eonventiomal ¥Teletype®
swihine has not been illustrated in all of ite detalls, Duo to the detalled
showing in the drawings, 1t is wmder tood that only such features as are
reoited dn any appecded claim are essential 4o the novelty of such claim,

Briefly speaking, the "Telefiyps® mashine has a distridutor device
which, for each letier, oormeats the lins ssquentially to seoh of five circuits.
These five giroults may be opon or elosed, depending on the particular letter
seint, and in a stasdard "Teletype™ meshine, are operated by a set of five
single ithrow switches which in turn are operzted by the Lays of the *Tele-
type” keytoard., In our invention the sdrouits to the distributer are
goritrol ed not only by a first grop of switohes, as mentionad above, ut
¥y soother st as well vhish are s0 sormeoted, that when the pole aras of
arny parti ufar pair of switches are moved to certain complimentary positions
s airouit through th & pair of switches to the distridutor is completeds
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SZuRE
When the pale arme of & paftionler pair of svitohes are act ia complew
seftary poaitions, the cirouit therothrough is tWoken, The priwery
foature of novelty of this invention recides in a oombination of the
Moot group of these ewitchen with a keying seqenoe generator for etme
®ollivg the positim of the ssond growp of switchas, although some
nieity is delioved to exist in the srrangoment of switohes as such, mad
in the kaying sequonce gsnerator pér se. The "keying sequance generatop®
wogprises & oomemtating strusture {such commmtation structurs per se bee
ing of the commm, wery well kmewn Yype) with its eutput rsndomly eomnected
to the relsy ecdls of the socind group of switches, The imput of the
comsitation devies ds contralled by a baybospd that may e used to establish
W Yeuy? af tho coded ananege,

In the drewings, ¥igure b is a pchematio diagrem of a tratge
witting ptation wtilising omr invention, while Figure 2 is & sohezatic
flagran «f & regelving statiom utilising the invention. The transmitting
Ftation utiiises en cutput 1ine 68 that cormedts to the input line 689
&t the yeosiving station.

In Pigure 1, the "Taletype” mechine 100 bas a speser bar 10},
a8 well ap a plurality of keys. The keys are depressed just like fypes
writer keoys are deproszed. As eash key 1s doprocsed the *Stari” segment
40 18 ensrgined, thus energising the "Start' segment 60' through line
£8 wd 68Y, thareby antuating an eleotromagnetic release mechanim R
ad Rl aﬁ&gﬁo§ﬁ§&g§a4§3..--ua|yulnr|§ -
sitiing end ihe recelving station, in aynchronism with eash other. The
two trush sxms 67 and 67' xuspeatively pasa across their gomplementary
segncits 61, 62,63, &4, 65 and 66, and 610,62, 637, 64', 65" md 6!
&b the same time, When segment 66' is anergised, duws to ensrgization of

rT
Ulicl
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resohed, Circuits are estsblished to segunents 61 to 65 hy the switches
54, 53, 52, 51 and 50, respectively. These switches ars moved to the
right ar left positione by operation of keys at the keyboard and sn exsmple
of the positions of the aras 50=54 for a few letters is givens

lstter Switoh 50 R 52 a3 2%
Right Right left left lert
Right Right Adght Left Right
Latt laft left Right Left

Right left Right left Bight

L S = B I

sts,

The group of switches 45 to 49 slso have right and left
motions, these motions sre cantrolled by relay eoils 44, 43, 42, 41
snd 40, resp otively,

When awiltoh axme 54 amd 45 snd both to the right, or both
to the left, there 1s no cirouit to the sgguent 61. When either of
swltch axme 54 or 45 is to the right, with the other to the left, a
sirouit to segment 61 is completed, This effectuates ecntrol of eper,isa-
tion of 61 dependin mot enly upon the position of arm 54 as determined
¥y the "Talstype® key depressed, but alse upon the position of arm 45
which in turn depends upon the position of the scrasbling mechanism 15-21
af Figure 1.

®hat has besn sajd sbove relative {0 complementery switch
arm8 5, and 4% equally applies to eomplementery switch arms 53 and
46, 52 and 47, 51 and 48, wad 50 snd 49,

The sner.isation of the several segments €0 to 65 inclusive
therefore depends upon the conjoint sction of switch arms 45 Yo 54
inclusive of WD ¥ho arus 50 %o 54 are sontrolled hy the plain language
taxt of the message, whereas arms 45 to {9 are contrvlled by the ssquance
generator (the scrs=blin: means).

L
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The scramblin, weans utilizes a control board havin, s plurality
of sircuit slosers such as 10, 11, and 12, ons side of each cirenit closer
bein; connscted to ground 14 throu h a battery 13. The other eide of
the sdrouit elosers gonuect to the input se;ments of the and plate 15
af the imput cammutator, For exmmple, the oirouit aloser 10 connects to
segment S, cirquit closer 11 conneats to segment 36, sad key 12 econneats
%o ssgmant 18, The other keya comnsot to one o mgre of the remaining
gegmente in sy orderly or irvegular fust icn, It 1s not necessary that an
squal nabor of sircuit alosera and input se_menta be used. For szample,
there may be only thirteen ciroutt elosers (such as 10, 11, 12, eto,)
sonnected to thirteen of the twenty-aix segments., The input stationary
aod plats 15 feed:z the several rotatable eomwutators l6a, 17s, 18, 19,
and 20 successively, in the well-known mamner. The rotatadle caxutatars
are rotated in a sontrolled manper shich may, in mimple embodiments, be per!.od;:d/
aorrespond to that in an odometer; but vhers greater caplexity is desired
the gonirol may be of an irregular type sausing speriodio displacements
af the samutators. MNeaps for such periodis ar apsriodie wontrol are
woll known in the art and their details per se do not form a part of this
favertion, The cutput end of the scmsutation machine ingludes a statiomary
Pecepior sommutator plats 21 having a plurality « sontact terminels lettered
from A to 7 Auvclusive, These oontact terninals are frreyularly connected
#0 that thers are five resulting oircuits 30, 1, 32, 33, and 3, each of
which comnect to tme o more of the twentyesix contact points of output
Tedeptar plate 21. For sase of 1llustrution the wire X ecomnsots t¢ wire
39 that connects 10 adjecemt points S5, ¥ and Uj wire 31 aonneots to wire

R3

R9 that comsots to sdjacent points W, X, and Yj wire 34 omunsots to wire 35
that sonneots to sdjacent points A, B and Cj wire 33 comnegts to wire 37
that conneots to points X, J, and K3 and wire 30 gommsota to wire 36 that
Lo turn comneats to points E, F wod G Vorious variabls arrangezents are
possible, sone of which are now mentiomed, The wire 39, for sxample,
sould eonnect to any one  were points, not necesssrily to the thres
aljacent anes 8, T, and U, The wire 30, for sxsmple, dves not need to
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stmeot to wire 35 but san be somected to any of the wires 29, 35, 36,

37 or 39. A plug beard s provided in the do.ted rectangle 38 for effecting
such a change, My ane or more of the wires 30, 31, 32, 33 and A may

be disaon eoted entirely except, of course, Af all are discurmectad, there
¥ill be no ssoredy whatever effectunted by the sorsmbling means,

The receiving station of Figure 2 is similar to the trans-
altting station of Figure 1 in most respects and parts which are simi~
iar in sonstruction and opsration to corresponding parts of Figure 1 bear
iike yeferonce numbers, The refersnce mmbers applying to the receiving
squipment axe, however, primed,

The incoming line 68' copnects to the btrush mrm 67¢, When
the *Start" impulse for each letter is appiied to the lime 68 dus
%@ depressing a key of the "Teletype® 100, the "Start" segment 60! is

warglsed, hence the solenols 70 ia dkewise emergised, zm% Fae w«mn-;

L S 57 O
tion energises the salemoid 27! through the battery 13' and groumd 144,

The srmaturs 28' gperates the actustors 23!, 23t, 24V, 25’ and 26! in

the same manner ag the gorresponding setustors of Flgnro 1 are simule
tanefusly operated. Sence the five eem utators 1éat, 17af, 18f, 19

&0d 20! operste in Iike msnner to masponding, parts of rignr- 1.

It 4i» necesgary for the operatar at the rgg:ggg mu'nn 0 )  reme
depross keys 10, 11, and 12} und the others or the same series, in -
the same mannier that they are depressed at the tronsmitting station,
Thess kays may be deprossed ad released ﬁ-on tm to tino 91‘. tha
trapandtting station and receiving station in cﬂ'der to_ m&‘uu _possible
iaterosptars of the messags, Bimilarly the somuutators 16 to 20 and the

sorresponding enes at the ressiving end may be moved manually from time
to $ive to eonfuse unsuthorised intergeptors of the message.

It the cperator at the rwceiving station adjusts his apparatus

%o sperate properly, the relaye 45Y, 46!, —L:l‘, ABY and 49' will

Q"es-
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flways bave the saems positions respectively as the aurnspnndingi relays
4S5, 46, 47, 48 snd 49 which sre at the trans:itiing stati.n, Acoordingly,
the aircuits through switches 50%, 51, 52%, 53¢ and 54! will ba modi=-
£isd in like manner to the cirquits throush switches 50, 51, 52, 53, and
54, respectively., HNemce the ensrgizstion of solenoids 721, 73%, 74!,

75% and 767, shich are at the receiving station, will be enwrgised in

the same arder that they would be if the second sots of switches 45 to
49, inelusive, and 45' to 49! were sliminat~d st both the transmitting
a4 reveiving stati-as,

The solemolds 72' to 76! may be the printer magnets of a
recelving "leletype” machine (or the printer or perforator magnets of any
sindler device).

In ¥gure 1, the parts identdfied Ly reference mumberas 10 to
¥, inclusive, eomprise what we sall & *Keying Sequence Generstor.* The .
keying sequonce penerator shomn in the drawings and hereinbefore deacribed
is belleved to bs movel p.r se end performs the function of gemerating s

predetermined sequence by whish the wires 30, 31, 32, 33 and 1, are respect-
fvely energised, The reapsctive snergizations of thege wires are detcr-
nined bys
(a) the pocitions of the keys 10, 11, 32, ete.}
{b) The law by which the several deviess 22, 23, 24, 25 and 26
sdvance the somputators)
{e) The method of irregular wiring of the ccemutators léa, 17a,
18, 19 and 20;
{d) The output segmends to which tho extput wdrea 29, 35, 36,
37 and 39 are sonrected, andj
(o) The rositions of the meveral plu s in the plug and Jack board 38,
The distributor 60«66 aids in «f ecting s = oret signaling system,
tut we wish to distinctly state that it is not essential to the basie
shayacteristios of our invention, The distributors 60«66 amd 60YE6Y way
be eonplately eliainated and the wires A, B, C, D and B counected direotly
{ar in any indirect way) roepectively to wires 4%, B', C!, D' and X',
o

-
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1. In a secret sigraling mystom, in combination) enciphering
abang coxprising s keying sequence gemerator, & plurality of pairs of control
#lements, ons slement of sach pair being connested to snd canirolled hy the

#¥qusnce generator to cperate in s predetermined memner, means contrelling
the other elesent of sach pair In sscordance with the text to be tranamitted,
& diatributor having a plurality of segmenis, esach segment being controlled
by ons of mald pairs of elements, snd means cocperating with said elements
&84 megoents wherely each ngnmt is wotuated in socordance with the text
of the mevsage as modified by the operaticn of the sequence gherator on
the elemsnta; a 1ine fed by sald dfistributor; and deaiphering mesns fed

wnulmmmmurmgm d@dlmithdbra!dmlphorggu e e
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] I_n:nerotd@mncmtau, aplmwatpdnordngh
pole double throw switches, ssoh pair having first and second individually
operatile svitches and each switch having a pale sar= and two gontacts,
mefns for oontrolling the first switch of essh pair in accordancs with
the plsin text of the message, wesns operating the meeand switoh of each
palr depending ypon s predeteimined law, wire maans scoperating with sagh
pair of switches for independantly somnecting tagether cme gontact of the
firat switch of the pair to a sontast of the seccnd switch of the same
padr, snd for sonnecting the rensining somtacts of the awitches of eagh
palr together, means ooneeting s of the plils arns of each pair of
avitches ta & source of eurrent, the distributcr having a distriduter
sdgnimt for eash of sald pairs of switches, and means copuesting the ree
maining pole arms of sach pair of switches to the distributor segments
reaspectively.

———re———————— A—
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3. A keying sequence gererator comprising a compmtating system
baving a plurality of irregularly comnected imput and cutput segments, sm input
system having s plurelity of input terminals respectively somnected to the
faput segments of the ecexm.ating system, sn output system having s plurality
of output terminals respoctively comeated to the output segments of the
aobiitating systes, individual olrouit closers fur same of the inmput tere
Sinals, and & plurality of output wires at least ome of which is gomnected
0 . plurality of cutput tevminals,

%+ A wequence gemcrator corprising e sorutating system for extablishe
fng randon persmtations of oonnections, said comsutsting system hoving input
segsbnts and outpul segments with means for sesteblishing rendom permutations
af sornections betweean the iaput snd cutput aerments, & plurality of means

renpedtively samtrolling the ixgut segnments, mcanse dividing the cutput segments
into a plurelity of groups of segments, and wrens having s plurality ef out-
put  devices respectively resporsive to sach group of output segm-nts; whereby
s output device is op rated each tisme itm corresponding group of segmenta i
astuated,

5. In & secret pignaling system, s transmitiing station, a re-
seiving stetion, a plurality of feeding civcuits at the transmititing station
and & 1ike nuber of feod eircuits at the m-hing station, means connecting
the feeding circuits reapactively to the fed cirvuits, switches in sach of
the feading circults for slosing and opebing them according to the message to
be enciphered sod tranamitted, means at the transritting st-tion for
wdifying the operation of sald switches ir thelr respective effeets upon
snergigsation and deanergiszation of said ocireuits comprising sdditional
awitches in each of the feeding gire :ts, means for opening anfl Siosing satd
sdditionnl switches in a predetermined soquenve} means assoefated with
the switches in the fed circuits for indicctin; the intelligence received, the
last-rnamed mcans inoluding edditional switches and means for opening and
«losing the same in the samo sequsnce that the msald additionsl switches
at the transuitting stetion are opsred and closed, shersby o decipher the

mespege on redeption,

-
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6, A syeton of seciwt transniseion bdetween a transnitting
Station and a yecelving ststion inoluding & plurelity of sending snd
Fedsliving oircuits at each of sald stations reapectively of vhich there are
tomplenantary oircuitas at the pegpeoctive stations sequentially and inter
sittently oommected to each othar; means at the transeitting station for
#0difying the enerpisation of the eirguits comprising a switoh connected
in ene of the trans-itiing cireuits for opening and eloaing such eirguit
interadttently, and ecorutetion means ep-rable to control opening and olosing
of said switch; means at the reseiving station for medifying the energisation
of the aircults comprising a switch esormected in ons of the receiving cirw
suits for openin. and closing such receiving circuit intermittently, and
garsutetion wesns for operating the lastenamed switch in edmilar menner to
the op-ration of the first-named switch by the commutation means at the
transuitting station; transmitting meens oontrolling the emergization of
the eirvuits et the transnltting stetion; and receiving weans responsive
t0 exergizaticn of olrcuits et the receiving static for receiving the
intelligenoce,
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7« A searst signaling eysten comprising a transnitting atation
#pd & vecelving statiom) said transnltting station comprising a line output
wirenit and s plurality of feeding alrcuits therefor, means for sequentlally
sonneoting sald feeding oircuits to said line output clroult one at a tims,
& plurality of devices each mspsctivaly in cne of sald feeding ciroults o
eantrol spergisaticn thereof, eash of said devices corprising two perts,
both of which have first and sefond positions of opevation, each of said

davices hoving means for energising ite respective feedin cirouit when the

two parte thereof are in complinentary pesitions, ani for deenerglsing the
sirouit shen the two parts thereof are in poaitions other than complimentary
positions, a transmitiing keyboard, msans operated by the keybeard for shifting
wbs of the parts of sach of aaid devices from first to second positions and vice
verse, comutating memns, a soantrol board controlling the input of satd

gewautating means, and means regponsive to the output or the mubating
means for controlling the remaining parts of seid devices in a predetermined
manner; said reosiving station having 2 line inmput circult coannectcd to and
fod by the line output eircuit of the tranemitiing stetiom, a plurality of
fod circuita, means for sequentlally aanecting sald fed cireuits to sald
1ine Mnput one at & tims and in gynochronism wAith the rate that the fesding
gircults at the tranamitting ststlop are connsoted to the line outjutb,

s plurality of receiving devices one &n each of said fed alrcuits which
devlioes have two perts and sach part of which has two positions of operation,
indieating meane contrelled by sald receiving devices and having & pluraliity
of actuating elements respactively conneot d tc sadd redeiving devices, each
#f sald elements being astusted when the parts of ita respective device

wre in complimentary poaitiors, seaond canoutating weans similar in oon-
struction and mode of oparation to that at the transmitting station, a control
board sirilar in oocnstruction snd mode of opsration to the contrel boord at
the transuitting station, means whereby tho lastemeutioned comtrol beard
sentrols the input of aatd second gom utation means, snd means responsive

$0 the output of sald eecond eommtation mesns for controlling the rwmain-

ing parts of said receiving means in like marmer that the first-named devices
are econtrolled wherely the receiving devices will effectuste reproduction
by said indfsating naans of ths intallfganse transaitted at the trans-

nitting station, i _SEG.R.E! i
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8, In a signaling system, s transaitting station comprising
fixat and seoc.d groups of ele=emts of which each elezert of esch group is

admpted for cparntion to a plu ality of positio- s, means controllinc the
poaition of the elewents of the first of asid groups of elenents aceording
to the text to be transmitted, a sequence gencrator for effectusting a
predeteruined operatior by sequentially ochengin- the position of the \alemntl
of the seoond of sald groups; and a recelving st-tio~ ecmprising third omd
fourth groups of elenents of which each element of each group 1s adapted

far operstion to a plurality of positicma, means whereby the position of the
alevents of the third group is controlled by the conjoint action and in
dependarce upcn the positions of the elements of the first and seccnd group,
wesns whered, ele.ents of the foaxmwth groap of elenents sre operated 4n &
séquence sipilur to the mequence of rald weson® group of olementsz, and wmesns
réa onsive to the conjoint operation and asting in dependance an the positiers
of the third and fourth groups of slenents for giving indic. tions of the
toxt treananitted.

9, In & signaling system; a trananitting station; a recoiving
station; means for transmitting energy intermittently €fro- sald trans-
aitting station to said recelving station, ssid meens inaluding serambling
meand at the transmitting station whiah is subjeoted to predetermined
operation and vhich when vporated in a predetormined menner effectuates a
currant 307 at a predetermined tire 1f current wonld mot otherwise flow at
that time and stops current flow at such predeterzined time 1f current weuld
tthorwise flow; end a keying sequence generator for sffesting sald predeternined
operation interpdtiontly comprising & com-utator baving rardomly camnected
foput apd eutput segements, means for moving sald cammutator aceording to s
pedeternined law, stationery brush mesns for feeding ourrent into a part
of the Imput segments, ocutrubl etatiomary brush means for receivins eurrent
fron s pert of asid owbput seguerts, apd mesns snargimed by the output
station-ty brush means for sffectusting said predetermined operation of said
sorgubling means in sald pradetoruined manner intermittently,

2
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10, ‘The method of seoret vammmd.stion shich includes applying a
They® to a ocxmtating meatia, 1elay m-ans operated by the eosfitation means,

snd deciphering the sicnals by the cperations of the relay means,
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RE B FETE e WAR DEPARTMENT (c-3)
00S1g0 Fraearan & Rowlebt OFFICE OF THE CHIEF SIGNAL OFFICER
WASHINGTON Septerber 25, 1941
Subject Inveulaion - Cryptograph

To

kr a. F Fricdran, Cryptanalyst ana
Ir. Frenk B Rowlett, Cryptanalyst
Signal Intelligence Service = Room 3341

THRU - Officer in Charge, Signal Intelligence Service

1. At a mweeting of the Signal Corps Patent Board
held on Septerber 23, 19/1, the subject invention was con-
slaerea and found to possess sufficient rerit to warrant
preparing and filing a patent application at govermment
expense.

2 It 1s the policy of this office to prepare
patent applications in the order ir w-ich inventions are
subrittz., and accoraingly it will be several wronths before
this case 1s reached for action.

By oruer of the Acting Chief Signal Officer:

Donald K Llpplzggtt, i

lajor, Signal Corps

0CS1g0 201~Friedman & Rowlett lst Ind. 1
(9/25/41)

=T
140
3( 98

Signal Intellaigence Service, 0CSig0, September 26, 1941.

To+ Messrs. W. F.Friedman, Principal Cryptanalyst, and Fr
B Rowlett, Cryptanalyst.
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Converter Type W=-228

1 R’ED Herewith are two copies of a skoetch showing
the prineipal mechanisrs and circuit diagram for
the proposed Converter ¥-228 for enciphering
teletype messages. The parts included under the
designation "Rotor Assembly and Rotor Stepping

Mechanism of Converter M-134C" are now being

manufactured by the Teletype Corporation, under
scoret contract (Navy) and can be very easily

sdapted for use with f_!onvert.er N~228 by eliminat~
ing fron an M-134C the keyboard, printer unit,
reversing switch and certain other minor parts
unnecessary for operation of Converter M-228.

The "stepping magnet" shown in the gketoh is
intended to represent the clutch release\ magnet
of N~134C which is operated with sach depression
of & koy of the keyboard in the latter machine.
In ¥~228 the clutoh release {or stepping) magnet
would be opersted by a universal contact on the
kayboard of the teletype or on the tape transmitter,

in case of tape operation of the teletype circuit.
This would insure thet the cryptographic rotors step

with each letter or character transmitted.
Attacheds 2 Copies of sketoh

r. -m
ﬂ'ﬁ ’.; v ‘:‘..-[J fy—s +
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Gonverter for Use on Eleotrical Printer (4irouit.

WPAT 1. Due to the sonstantly expanding use of
the telatype and TWX service between the fixed
headquarters of the military establishment, and the
possibility that muoh confidential and some seorest
matters pass over the oircult pertaining thereto,
it appears highly desirable that an automatio
system of enciphering and deciphering this
traffio during its transmission be instituted.

2. A system and mechanism for this purpose
has been conceived by members of this section
and forms the subject of a separate paper soon
to be filed for action by the Bignal Corps
Patents Board. The oryptographic mechanism
would yield the highest degree of mecurity and
for this reason it would be desirable that the
entire subject be placed in the secret category.

8. The oryptographic mechanism makes use of
certain parts and apparatus now employed in
Oonverter H-134-C which is being manufectured
in quantity by the Teletype Jorporatiom in
Chicago. It is highly deeirable that Two models -

of the proposed apparatus be constructed, as

promptly as practiocable, and in view of the facts
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presented in the preceding paragraphs it would
further seem desirable that the two models be
sonstructed by the Teletype Corporation. The
propoted mechanism formed the subjeot of
informal discussions with Mr, Rieber of the
Toletype CGorporation last week. In his
opinion the apparatus can be made extremely
praotioable and would, without question, do
the job for whioh it is intended.

4. In conneotion with the contemplated use
of this cmverter, it may be necessary to
seours fron the American Telephone and Telegraph
Co. permission to supsrimpose & cipher converter
on their equipment.

B In view of the faregoing, it is
requeateds

A+ That & converter for use on electriocal
printer clrouits be oconsidered as a required
type.

be That a type number be assigned to this
converter.

8+ That a project be aet up for the design,
development, and oonstruction of two models based

|y Pl




wmilitary charactaristios,
4. That the subject equipment and all
matters pertaining to its dovelopment and cone

templated use be pleced in the seoret classifi-

sation. 8. 1. B,

6/9/41

1 Enclosure!

1. Btatement of Military Characteristiecs,




¥ay 9, 1941,

MILITARY CHARACTLRISTICS OF CONVERTER

FOR USE OF ELECTRICAL PRINTER CIRCUITS.

1., The sconverter should be designed for t e purpose of automatic
etioiphermont and decipherment of messages transmitted by teletype or
sinilar printing telegraph apparatus based upon a multiple~impulse-cods
such as the Baudot,

B. Yt should be designed so as to encipher the signals established
either by tape or keyboard operation, causing enciphered text tec be
transmitted instead of the plain text represented on the tape or set
up o the keytoard. At the receiving end the apparatus should deoipher
the received cipher signala, converting the cipher text into plain text
before the signals are fed into the printer, or into the perforator in
the oase of tape operation. In other words, encipherment, transmission,
reception, and decipherment are to be ascomplished in a single step
rather than in two separaite steps at esch end.

8. %he converter should use as its cryptographic prinoiple a
non~repeating keying sequence of multiple-impulse sharacters, the
latter to interaoct with the plain-text signals scoording to the rule
that "1ike signa produce spacing current, unlike signs produce marking
surrent.” (The latter principle is well mown in the art.)

4. The keying sequence mentlioned in Par. $ should be produced by
s plurality of elsotriosl eryptographic rotors in casoade, through
whish impulmes are sent snd recombined in a mesnner so as to produce
the equivalent of a random sequence of characters according to the
multiple-impulse-code used by the transmitter. (I teletype, the
csharacters will be 38 in number and shoyld be in random order.) The
number of rotors in oascade should be at lesst thres and preferably
five.

B» 7The rotors mentioned in Par. 4 may be identioal with those
now used in Oonverter M-1354-0, Mechanism should te provided to cause
meter-like stepping of these rotors, at least one being displaced
angularly for esch character to be emciphered and transmitted. The
order of stepping of the entire set of rotors, however, should be ocapable
of being varied sc that the complets set of factorial n motions may
be available for use, n being the number of rotors im cascade.

8. The converter should be mctor-operated from the same power
source ss that employed for the telegraph printer. It should, however,
be designed to funoctlon as a separate unit and not as an integral part
of the printer itself, so that either normal plain~text operation or
oryptographic operation of the printer oircuit can be effected at will.

The converter should be s.pqéé; of being electrically connesctsd or




associated with the tape (or keyboard transmitter) and with the
printer by mesns of a suitable plug and jack or multiple plug arrange-

ment, s0 that it may be readily conneoted or disoonnected from
operation.

7. The converter should be of s proximately the following
dimensions: 12"x8"x8%; aud its weight should not exceed 80 lbs.

Enclosurs ¥l
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R&D I{ 1s recommended that the attached mili-
tary characteristics be presented to the Signal
Corps Technmical Committee for consideration.

1 Incl. n/c R. B M.
WBLET 5-13-4l.
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1. 80TC at Meeting #194 on June 9, 1941,
recormended that milatary characteristics in
accordance wath the inclosed "hlitary
Characterastics of Converter for Use on Elec-
trical Printer Caircuits" be adopted and thet
a project be imitiated for the development of
Converter M-228, the military characteristics
and equipnent to be classified as "secret®.

2. Followang approval by the Adjutant
General of the SCTC recommendations above, SCL
w1ll be directed to 1mtbiate a project for the
developrent of Converter M-228 and for the pro-
curenent of service lest models with funds to
be made available from this office.

3. It 1s understooa that SIS has con—
structed a model of Comverter M-228 and i1t 1s
recommended that this model be turned over to
R&D for shipment to SCL so that negotiations
for development and production of servace test
models by a commercial firm may be expedited.

1l Incl.
M/C of Converter for Use on H W,
Electrical Printer Circwmt. JOR&D

6~30~41

1. irlatary Characterastics for Converter
M-228, as recommended at SCTC Meeling No. 194,
have been submitted to The Adjubant General
for approval.

2. WP&T concurs in procedure proposed in
paragraph 3 of Action 3 above.

WP&T 7-2-41
1 Incl. n/c

/
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Converter for Use on Electrical Pranter Circwit (cont'd.)

l. Actions 2, 3 and 4 have been noted.

2. Reference paragraph 3, action 3, you
are advised that no nodel of the Converter
1I-228 has “een built by this division, nor vas
one contenplated As an enclosure to REW sheet
from this division to R&D, dated May 10, a
diragran of the proposed converter was furnished.
It 18 suggested this diagran be nade available

to the SCL.

s. IoSo 7-7-41
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1. Attached hereto is a memorandum sddreesed
to the Chairman of the Patent Board covering an
Invenition of a cryptographio sy#tem and apparatus
for olectricel printing telegraphy conceived by !
two members of the 815, A rough sketch accompanies
the diaulbsure/ « It is recommended that steps be
taken to obtain s patent on this invention under
the provisions of AR 850-50, paragraph B,

B, Inasmuch as one of the prinocipal ekements
in this invention is similar to the sryptographic
slement embadied in Converter N-1854-C, and in-
asxuch as the preseni invention is regarded as

providing a very high degree of cryptographic
aeourity, it is recommended that this invention
be placed in the secret oategory.

8, When the time comes for drafting the
specifications describing the invention for the
ﬁ‘u“?pbﬁ of making pa%;x"ﬂ: nppiicaiﬂ&n: ¥, Friedman
axd ¥r. Ronlett {11 be ¢Iad to ca"é'f;%ﬁ%_e with

a1 '

the Signal Corps Patent Section. — 818

'
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To the Chairman, Patent Board

¥e beliave ourselves to bs joint inventors of a cryptographic system
and spparatus for electrical printing telegraphy and requeat that you
investigate its military value, patentability, and inventorship. In
support of this request the following information is submitted:

At the time ws conceived the invention, our employment was in Signal
Intelligence Service, 00Sig0. We originally concelved the idea September
l, 1939 and communicated it tos Robert 0. Fermer and Solomon Kullback,
October 10, 1939.

The firat written and dated records are September 1, 1939.

The invention has not been developed or tried, but informal opinion
by Mr. Reiber of Teletype Corporation 4s that system and apparatus is
perfectly practical and easy te build and operats.

Its uses are for direct automatic enclipherment and decipherment of
printer traffic.

Others associated with us in this development or having knowledge concern~
ing it are:

Captain H. G. Hayes

Captain ¥ric M. ¥. Bvensson

Iieutenant Paul W. Albert

¥r. Vernon E. Coolay

Mr. A. H. Reiber (Teletype Corporation)

Attached is 1 sheet, initialsd and dated by us and two disinterested
witnesses, giving a roug_h sketchof the invention.

¥We agras to abide by the decision of the Patent Board or of the Chief
8ignal Officer and will promptly exscute all papers re uired of us by these
suthorities including an assignment of the invention to the Governnent if
it 1s decided by the Pateni Board and confirmed by the Chief Signal Officer,
that the application should be assigned. -

@, F, Fuedaveoa~ I a1

Yrincipal Cryptenalyst Cryvptandlyst

3932 Military Road, East Falls Church,

Washington, D. C. Virginia

Date of uizmturoq ’\Mﬂu) [\ Date of signature 779%1 9 ¢
¢ T 7

¥itnessest Pate 9 m/? 9/ Iimeaies: % Date 8
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