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TO: . Deputy Chief, MIS
Room 2E 800, The Pentagon
Tlashington 25, D. C,

In accordance with your telephonic request, herewith 1s a copy
of a document entitled "Preliminary Historical Report om the Solution
of the 'B! lachine," prepared by me on 14 October 1940, shortly efisr
the "Purple"” system was solved.

1 Incl WILLIAM F, FRIEDMAN
Pre Hist Rpt on the Pirector of Commnicatiorns Research
Solution of the "B"
Machine
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1. In the latter part of 1938, messages agpeared in a special
secret Japanese ciphar givang the authorizat:on for travel for a "Com-
municat-ons Zxpert" named Ukamoto, in order that he might put into ser-
vice certain cr ztograghic parazphenalia’ termed by the Japansse diplomatic
offices as the Type "B" cipher macnine. This machine was to replace the
then currently used Type "A"™ macnine for highly secret comaunications
asong the imgortant Jaganese embassiesl throughout the world and the For-
eign Orfice in Tokyo. On February 19, 1939, & message bearing the date of
origin as February 12, 1939, in superenciphered code (K-1- transposed and
encaphered by special A-machine procedure) was intercepted and was found
to give the effective acate of the initiation of the B-machine.as Fébruary
20, 1939. The-A-machine was still to be used by 21l holders for certain
classes of comaunication.

2. Among the first messages received after the effectrve dzte of
the B-machine were three messazes,originating in "arsawyvmich had a new
trpe of indicator instead of the normal "A" type indicator. Exatin:tzon
of these messapes shosed that they were definitely not "A" type messazes,
but due to the fact that six of the twenty-six letters appearing in the
text of the messazes were abrniormally high (as they would have been had the
A-nmachine been used for their encizherment) 1t was assumed that the mes-
sages were prepared by the B-machiane and that it was a modification of the
basic A-machine. Further intarcepts tended to corroborate tiis theory.
=1 '~—-ec*-"ne sas ccrtinuad 1n reguler use at Hsinking and Shanzhai and
very occasicnally (appareantly vhen ine 2-uac.on2 .23 cut of arz-iesie=)
the A-nachinz continued to be employed at the Slaces wmich had been pre-
videa witn s-machanes.

5. After a brief study it was..confirmed that the division of the
letters into tuo categories (one group of six letters and another. zroup of
twenty letters) which was the basis of the cryptograjhic treatment.in the
A-aschin2 »as retained in the B-machine but wvaith a very important change.
whereas in tne A-machine the 6 letters comprising the "6's" as well as the
20 ccmprasing the "20's" ware enciphered by means of what had been deducec
as being 2 rotating commutator, whose stepping was controlled by a break
«hedl of 47 positions wirth certain skips in the cycle (the commutator could
advance 1; 2 or 3 steps at a tame), in the B-macaine the "6's" were en-
ciphered by means of a series of 2 heterzeneous and differently mixed
alghavets which were constant in their nature and cyclic repetition. These
25 alghabets were merely a carefully selectea set of 25 of the possible

720 permutstions or transpositions of.6 elemenfs tsken 6 at 2 time, and &
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deciphering chiart or "development' was ¢ nstructed te corres.ond with these
25 permutations. This chart was revised and corrected from day to day
unt1l it became certa:n that all its elements were absclutely correct.

4. . This having bzen accomplished (by April 10, 1939), it tecane
possible, s a resi.lt of cryptanalytic technique elaborated fer the purvose,
tc decipher the "6's" in practically every message of any considersble
length in the B-mechine. It was found that so far s the "6's" betvween
two messages w1th unlake indicators vere concerned, the cnly difference
bet:een cne indicator and another was the starting pcint in the cycle of
25 alghabets. There were 120 oifferent indicatcrs but only 25 different
s%ﬂhgmmm,thtﬁu(mCWumcu%,ﬁm)ﬁﬂumtwhmmm
represented the same starting zoint.

5. ‘hen the "6's" in a given message vere decirbered, the plain text
values of cipher letters scatterea here and there tircuchcut the text became
availzble, so that the skeletons of vords and phrases offered themselves
for completion by the ingenuity and tle imagination cf the crrmtanalyst.

For exz.ple, suppcse thet on a ziven dey the 6 letters forrmuang the "6's"
were £ U A D R H and the follosing text was &t hand:

ZVS00XHLCFDLNSGCAVCPPLCERE
E_E___ER__E_,_P E H 4

It is not diff-cult to imagine that the missing letiters are those
shown below:

Ciphar: FQ L R?P.
Plain: T PA ) £

ko v - hd

In this process of f£illing in the pla-n»text values of the "20's" the
cr,ptanalyst could be guiced only bry two thinas: (1)} tne positicns snag 1.2 -
titles of ths deciphered "6's" and (2) the ccntext. Tor it speecily zzeare
apparent that any cryptograyhic relationship between the plain text and tre
constantly-shifting capher text values in the case of the letters constitu-
ting the group of "20's" had been most carefully eliminated, disguised, or
suppressed. This fact corrcborated the conclusion drawn from 21l stetistical
and analytical tests made on the cipher texts of the varicus mecssges studied.

6. The process of filling i1n the plain text values of the "2C's" wnas
therefore,as a rule, a very diificult matter, decending usually uvpon the par-
ticulzr assortment of letters constituting the "6's®. If the text ".2s an
Jezanese there was, in additior to the difficulty imherent in that lan~uage
itself, the added perturbation occasioned by the faet that the Japanese rfor-
ergn Uffice had, cn lay, 1, 1939, instatuted a speciss of "thallips Cede :n
conectacn vith their use of the B-machine, -ath a long series cf arbitrary
letters and avbreviations stending for numbers, punctusticn £isms, ané fre-
quently used coubinations of letters, syllables, wcrds, anu sometimes co-i-
lete phrases. For instance, the combination C F C represents periou; C C F
represents paracraph; the single letter L (not normslly used in Japanase)
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represents the diihthong ai; X represents ei; P represents ni; V recre-
sents long U; & T { represents fruta (sna) atesqa tashi; S K © recfesents
Beikoku (= United states); T K . represents Teikokuseifu (= J-panese Cov-
ernment); S K ¥ represents Sucunakarazu, stc., ete. tne difficulties in-
troauced by this atbreviated or ratkzr code sriting elonz sere guite sta--
gering as well as eggravating, for oiten the "text" even +hen finally re-
constructed appeared more like code or a randem assortment of letters tran
plain text.?2 For the reccnstruction of such text, the services of the
Japanese experts were absclutely essential, and the sork went very slc 1y
not orly because of its airfficulty, bub also because the services of *}ese
translatcrs were available only a snall part of the time .l.en tha tra’f:
for the daaily "Bulletin" permitted, witich was quite seldom. However, oc-
casionally 1t was found, after the "6's" i1n a ziven ressare had teenm de-
c..hered, thct these letters and their distributicn threughout the .nessare
cave good indications of the presence, in -iwle or In part in ‘the messc -e,
of nor.al inglish text. In such cases, the "zusssing" process s lilely
to be cinsicerably essier because of the avsence cf abbreviations (excert
for punctuation signs, in which case these were a help),because of the»

2 A typical example of the sort of "text" usually found at the beginning of

messaces is the followang:

Cizher: FGFXP IXUDB DGECZ LBLNU ZQOLH ¥INa2IT
Plain: XFCGJ W FOVD DNOBB FYXFO CFYLC CF.SG
DEILO AXPPP LIGDK ZFGEKA
anlrfl CGuaV FELBAL WTLSI. ..
The correct grouping of letters snd the irterpretation of the foreecin~
“plain text" 1s as follows: .
XFC=Da1 - go ¥S =3
GJW=15 G TS = Netsu (month)
F O V = Open parenthesis JVRK= Jircku (= 16th)
DD =2 H I = Japanese worc for "da™"
NG =%efn (Jap.plain text F I C = Began kzna spelling
particle possessive) 3 U 2V =Curu (= Grev)
33 =1 F E L = Close kana spclling
= ¥ X = Close parenttesis) E X 7 = 2aakoku (= U. S.)
F G C = Cokuh1 (= Secret) ., TLSI="%aishi (= Anoassaccr)
¥ ¥ L = Xancho fugd atukaxr -
C C F = &nin sto (= Paragrach)
In.running language, the message besins as fcllows: "Number 15 (part 1 ¢l
ihputS) Cecret, to be kept within the Department parsgrzih Cn .aren lo°7
e

razrican smbassador, Grew!, etc.
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t's ~reater fanjizraty -ith thre lancuase, zna beccuse ol tne’
¥ ol whz servicas ol & larzer maber of worrars. It hacpened
verezl casss, after a fev ivords had thus been obta:rad by mire
n. & cle= .as aficrued 25 Lo the sener~l nature of tp -ecssze
this lod to a -frautic szarch Jor a ccaplete cocumznt 7hich ~iznt be
jahle either in our ovn fi1les or in tne files of ctner Joveranant
ac1es.- Lne case was found an #i1ch the B-nacrine messace certa.ned a
azhrased version cf a wuessage which had oeen transmitted in -1 cods.

paraparezsed I-1 vers:on, possibly becauce of the execsllent para .hras.ng,

ly because of the presence of abbreviations, possitly bzcause of boi'.
tain Lnclish tsxt messaies, nowever, were reccnstructea, scme -of thea to
astent of 50550, because the aocunznts being quotzd in *he nessaces
ware Jortanztely located and obtained, most often throuszh the ccoperalion
znd sood offices cf G-2.
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7. In 211, the nlain texls for parts of scme 15 fairly lengthy
aesca_es vere odtzined by the methods indicated above, and these vere suh-
jected to most intensive and exbsustive crptanalytic studies. To the
ceasterration of the cryptanalysts, it was found that not only was there
& con;lete and absolute absence of any causal regetitions «~itiin any:sin-le
wmesse-e, no matter how long, or betasen tvo wmessages with different ind:-
c.‘crs cn tne sare day, but also that -hen repetitions of three, or occe-
c1cnally four, ci.her letters were found, these naver rerresented the sane
sla:n text. In fzet, 3 st~tastacal calculatiorn ~ave the estorish-ng res 1t
thei_the numbar of resetiticns actuclly pre=ert .n these err—torrans .2s
T .5 _tran ti2 number to be evpecied hza tre letiers compris:ns tlem buen,

- gt rarndon out of a het! Apparently, the mcci~ne hed 'nth nal_cious
== sub Drillaomily —— B e mIirlacliow o cuppress all plain text
tegetrtion. lleverzheless, th2 cryptanalysts nsd a Seeling that thas very
circumstance wiould, in the final anrlycis, .rove te e the "auoang of ul

- <l AnG acecnanism. hna so 1t turned outl!

8. In all the foregoing studies; several factors stood cut. First,
the basic las underlying the 2-mnachine was of such character that the
cipnerin; nechamsrs seemed to start from certain initial settings ancd to
sregress absolutely metiicaically arthout cyclie repetition of anr- sort,
strai nt turouzh to the end of t:e nessa-es, the lonsest of ~hich for shach
giain text had been recovered ccm,rised over 1,500 letters. CSeccrndly, two
leentical slzin-iexi, letters i1n sequence could never be reprzsentzd-by two
idertical cipher-text letters; nor could two identicel plain text letters
26 letters apart be idertically encivhercd.- Thiis prenomenmwhica vas
terred “suppression of duplicate encipherments at tne 1st ard 26tn 1n'2r-
vals" fcrred the subjzet of long and arAiuous study, fruatlass ergerirenta-
ilen antd mucn ciscuss:ion. Inirdly, two messazes 'rith i1zemtaical inlicato=s
o e szae day anpzared te be identically encizhered, and cn direct su.2r-
w.csition siwo.ued themselves to be monoalpbzsetic w~1tt:n colusns,
bul rater toe monoalphaktets constantly, irregularly =rd unprecictably ctaft-
-, “rom cclumn to eolumn. Fourtaly, tvo mzssc-es 'ntn identical indicatnrs
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on different days (dafferent plugboard *a:rrange'rents into the mackine) ere

absolut.cl,,r diffsrent. Fifthls, two messages .atn different indicators cn
the s.me day (sane plugbcard arransement) scre absclutely different and”
s+ored no crvptosreshic similaraties 'f"lat..‘oever. cthhly, in eacir line o*‘

2ewlatters, t.c xaeatical "lettorsscould-be _aentzcllly enc:phbrec oveeny ot
tre 1st 1:terval, that is, 1centical enc-;ha ﬂentu cruld, end often did,. cc-
cur matnin:a line of 20 letters-at all ;ntervals, excect at-the 1st intervzl,

a¥tnou_h tu.S paerouenon was rare at thes2d, 34, 4th and 5th intervals. .

¥
<
{

g. A} the same time as the foregoing phenomena rere beinz studied,
intensive rescarch as ccntinued in cn encdeavor . establ.sh primary or basic
cazrer sequences of the nature of thcse usuzlly found in cryptocrapns .ath,
rotatans co autators, rotors, and the like, such zs in the *Inbernf-and-un-ma v
eryotogragsns, our «.-134, etc. ior 1t- -asjincnceiveble that the machirs en--
—lo"-=d a multiplicity of non-repeatin; keys of lengths corres; onicing to the

ngihis 'of tne messayes and,\:noreovel,, theoretical ccnsiderations elim-pated
e uoss:.oxl..t'r that running lieys vere being-uced. Somewhere, sonchow, tne
existence of cyclically repeatins keys or sequences wust he uncovared- before.
soluiion coula oe effected. But all efforts to aisclocc the presence of
¢yclically repeating seqguences ware fraitless.: In one and onlv one case
«was there founc 2ver the slisiitest iint of such sequences as were-being
souzht. + In a certain English text messaje the letter L was found to-be
represented b L, 20 letters a.aw arother T -as found to be-represented by
Y, ana aga.n 2o letters away another £ was found %o be reprasentec by ¥,
-&a1in- "tre'sequence ,1V; in the vary saze message the same titragh € t 4
Tas fcuna to represent three U's similerly s-raced. atitempus ..o elt.d. to * .18
~ & J.sequence were cbsolutely unava: lin~. In tms long, =2<haustave and
tecious s2zrch for repsated sequences or partially reneatev.. seruances much
labor anc ererzy uas nx“nnded but 1t sas‘realized thet the ~iffi enlt s
“rasanl - e to the neuctty of the tevit, restite tha nunher ard lereth AF
we 1miviual messages eva- léble-for stalys and for wch the plasx tevt
1zd nean reconstrur'tad. It secane 1 ve: e‘xt toat ~hat ould be -ecossarr ,ash |
T So ey W ouiE IMN-I G CL1T, SPVerol ui'-.-.s%t...d.l;n__"_‘l.“__g;_:n’z a0 _LCT
caeml_ve o Se'd W8, S8 81w O o Tnasth 3ovwal meesns.s Tt te Tl o T s
sator-but on oo _ferent Jars t)_tne sa.e nass; “efore even hi g erzcteace ol
sic. cveoic saquaices cculd oe cetec zed, .
- R = *

10. In all tne tnousand.or jore massagses on hand there were but a'
nere ocser's Lalf dozea or so cases here tuere rere two, 1essa;es 1 the sase
daz ¢1d on tne ssaie’indlosicr. .ore than tio had nevear -been -ouml and trais

55 Jc T2 .8xy=ctea 1r a sister w.th 130 axflerent indicators availaolz [or
selscticn 2acn dey. In one case’of tw.1s rars phencaznon -the plain -text for
o= Ol e tao m:ssza ks was availadle but vary li*tls could oe rdone s2ven then
AS te‘&l*'“"“hlﬂ solition’ of tng otier sember of this pair of aessa ! Tor

% a 12tuod of: .attac.. at least 2C-25 1e*.sa-es 211 in ’rhe sans :.nc.:.cat:r
bre sane aar .oula fe 'leCGSS-'I"f znd thzs as cf course recc11zeG AS

rfectly hooela'ss ex,ectations - m=re remarnzd’ the cssibilrty of con-

cari. n_ sevseral messales 'mith tnes saue .asicator C.m en 21ffa2re~t -37s Lo

-——— -

.2 gage sase goc °-lle this nz2t:od oi‘vaut.ac looked extremel' d:.;n.cul\.,
-+ 1.2 10t appear ‘no .el—*-bs.
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. 1l. A method-for't 1s coavers.icn to the cage base .zs develored ~

znd vas termed "the icent.fication of hoaclozs." That s, an atte-st ~as »’

* + 'to be made to establi<h iaat a riven l2tt%r on a cartain aavsand :."tctqer

»~3 letzer on a differsnt aay,~ere.treated in an absclutely iden!.cal or y T2~ )

« oecurately.speaning, houclopcus.manr r by i*e-nactinz chen sot to 4 2 caze

.wnicator. Tiis conversiiniprceess is too inv.lved ic: extlain in tons re-

sort butisuffice it to sry that difficult thoush 1t 1s, 1t was sussess™L N

in two cases. Cne of tnes¢ ;1elded 2 set of 6 -eszzgas, 411 1n 1ndicater . -

% 53173, wiach could all se reduced to t'e szie basc. Tucse.foraed “he .rm— -
cial set of .nessages from the study of w- ich succoszs in soluticn of tre 1A=

> ctina wes finally acnieved.

v

ta

<

[ - *
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) 12. Laistribution tables of the letters censtitutineg the text of -
these six ne:ssases .ere made. It should bz stated that an f-ur of ‘hese
.~ six crucial amessstes.onlr frarments of plain text hed been recenstructed,
here and thore; the ccapletie or pearly complste =laxn texzts of only-t ¢ of.
1 these.six aiessages thad been- reconstpucted. wHe izver,< znoush dzta 1ere’ accu-i- '
! latec from these Y o ccmpletely znd "the other partially reconstructed necs-~
v azes.to yield distribut:cn tables +1ch, on carefvl examinszticr, <isclccerd :

v tne presence of reeated seguences, Jizre and tl.ere.: Tis s, on Leptem—~2r "), '
1240, at about 2:00 P.i., nas the vary first indicaticn that.a successful T
. attack mzht be rossible. There was much arxeitenent a2 this-first 2limper X

of 1izht usen®a subg2ct that 2ad for so nany months b22n shrouded in comnlet:
dariness anl recarced occasionally :ith some lisccura~snend. The naturn ol
tue castrinution tables. re.err:2 *c.1s also toc invelved to emlait'in Y s

r - h J‘:

, rejert, but suffice 1t to indicate that they sho.ea certazn syunetriss So- - 2
tween the succe:sive ci her equavilents of a2 viven plain-tait lsttar ean iz - ]

~ 3 - N 3; x

Suzee2ssive apearances of that plarn~text 1sztter 1 the crrpteocra, nxe text. '

. - ’ -

13. 4s’soon 2s the existance.of cyelic or svamztric- se usnc=g re-
SToemomllfz, Lolllbe 'ore nage to. uncover coaplste oasic sequences ol iae

. tyne theoretically predicted., Zut, man conflicts and inconsistenciés soon - . -
devel-red, ALe ve tiz Jact Lz uee eryptogra, ne 1z s undarlying the 5 U= .

ing 'trem sequence to sequsmce rere st.il un«aovn. Concurreatly -1th tne | T .

“ work connectad :1th straic.tzniar out and reacving 1ncencistenci=s in tuese, :
feconstructed basic sequences ran the .crgc of uncoverine tne.‘crrptogzrepshic -
laws referred to, and very scon the sznerzl nature cf the latter oeczae

- quite clear. &A1l efforts were concentrated upon tne developrent of the T
szecific lans ana szecific basic sequances srplicsole o the indicater .

wnaer-study, viz, 59173, \=th a view to uncovarins all-the eryrtecranhic ¥
o p ;

1 - ]
- .sferomena in'this czse and then sezrch: gfor anazlozous phercacna 1n the

- oy & O ;

- ¢case ol other indicators. Cerizan yualilied parsomnel from other sectinns S
were bfou:ht in tc cssist, and 2 censraerabls amcurt of nicht .ork vas 20

.- T < = '
{cand desirahle in order to pusth this ctpdy to completion st the earl-est 1. By
Jossrole zoment. ) %,
.‘ l ) - ﬁ"
- -.1,' 2% + ¥ ] ’ 2d %
to ve OF beptember 27, juct one .eek later, the ‘=crl had vpro-recsad S
n-“h‘J?I::: z::-‘re :'t.,beci‘-feﬁ 2675z le “w nrnd 0 tro trasclziions re.reseii- ;?
i é L ~lE& VeI, lirst "solalidn' to the J-rinc wnei T zessages of recent, %"@
, .dates, both in the 57173 1icicabor, ire:sva_lsble an?aere sclved by - - T e
. e + - -~ 4 - r * ! ‘
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ang the principles of sclution, by hoiologs, guided by ihe aid of he

apoly
re \.O'ist"'uﬁu'Ed bogic seguences. It “as 211 the more Tratlf‘flnﬂ‘ hat this

eculd be done.cn the very uas tnat snacuncauent was sade of the sSicrang of v
thé Tripartite Azrzeaent aneng Geraany, Tialy, ana Japan.

»

15. - wach 'mr.c reaainea to be c.one I'o ever, since only the data
apdlicable to but cne’ out of thiz whols sef.‘ of 120 indicators :ere at hand. .
@c sclve the romzintnz 113 1ndicators zqpeared s*1ll to present o 1%2 =
lar:-e proclem. These solutzons c.rszst of f:.nc:ing te natizl =eitir~s ¢l
tiree 20-level rotary, electr.cal criotesra. ic 2lements of 25 zoints eze
and fincinz t'e crder in «fich t.l- se three eleme'tus are brought Into play -
vithin cach inuicetor systen. ""1ih but little slacie-lnz of tne zzes =:It
by the personnel r,he'nsalvas s OrK a-s wrojr2ssed .itl: vigor and av thic
soaent soluti.as for over cne-thira of tie 120 1nu1catorb L2 avalletle.,

16. as to ihe mechanics of the E-mec~ine, naturally the basic ::r"n- :
ciglas of 1ts construction and<cperation #ere deduced from the criwicgra-his
$0enoaena- 0oserve Sle i1n the messages, ana wunnediately plans .ere imitiztew
for tne construction of an equvalent machane for our purioses. Crdars for
the materiel for 2 fully aubtnauatic nacuinss wxere placed and excedited. "hile
awaitiag the arrival of t-is materiel z hand-operated mac.ine as aesiv2d
by perscnnel of the J-B section, constructad byr them, and 1s at trais ~T_tong
beins usea to assist in the decipherment of messages. 3asicalily, the B-.cc* ~2
consists of 13 rotary, €-level,. 25-point, swnicaes of the type eaploysa n
auwtonrtic telephony. One of these 13 s ntches controls the enc1')h-,ru=nt cf
tue "e's" and 1t goes turvuzh the same 25-point cycle over and ovar agz.n as
many tiaes s is necessary to encipher the messages. It ncs 150 cross-
connect .ons, 1haicli, s stated aSove, hazd heen established lon~ zgo. {s tlo
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bang having, 50C cross-connections, nakine a «total of 1,500 sub-gircuits,&rseil-

“*l2 fer the =mei.borasrt of ' anr piven laiter. Tee arrer~ements for-advere-

1nt these smyitenes 1s such that for a ~iven inwacator, say 4U-..-l...), bar. ua-

ber 3 steps ccntinugusly, bank number 2 steps mce For every 25 ste_ s c. oang

romber 3, ana bank nunber 1 stei's once for.evary 625" steps ¢f bank nu-ter 3. ., .

Tras type of motion has “een deS"- ated as a “321" woticn. Tor aacther in~ ¥
scator the orler of this st.e;mlnr' may be’ arflerent and ir &1l tuere & plac

to e 6 cdifferent types of stegping: 1-2-3, 1—,-4, 2-1-3, °=-3-1, 3-1-2, ard -

3—2—1. althouzh thesre are 120 diifsrent i~dicators ihere are cal § o

LWpes ol collon or step,ins of tae three cipasr:n? s.':.t::;.es, so tnob it en-
sears thet each t:pe of aotion 1s .eoresnt“" by 28 caiffcorent ircxez’sT
what «ifferentiates one indicator froa another w.itnzn suen a s2t of 20 inci-
cators are tne relative startin; pecints arthin he three carks of sizteuss.
“hese starting points aopear tc have beer very carefully selected sc a5 o
preclude or reduce the poosibilzty of "overlaps," tnat is, tne productior ef
Luww massezes ' icen ia ohole or in.gart nove been encu:hcred oy i1denticcl ke -
1nz elements an i1dentical sequence. “Cnce tuese factors concert nups all n-
cators nave oeen estoolr he‘l, ana our amachin= 1s-1n operat.on, the reaumng
of E-nacitine massages resolves 1tself in%o the esteblishment cf tre .a. il
VlunbOa‘m arran,ement, that is, the oraer znd identity of the sres lcading
<ron the keyboard mto the cryptogragn and thence cut of the erypiesra n
Anto the »rinting unit. Cryptanalyrtic procedures for this purposc have al- :

reaay Dern establistied and tesled, so tnet tnis should rot be a serzous
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.rodlea. JSiven a long messaze cr several suort ones of the same date,

solution stiould be possible in an expediticus manner.

' 17. The soluticn of the B-macnine has, as a concomitant, throsn
conaidnrable 1icht upon the mechanism of the A-machine wath the result
trat cur gresent a-mactune wi 11 be modified in the lizht of tuzce r.iscovar

- les anu will oa-mooe more efficient. The whole situation with res pact tc.
the cipher machines em loyed by the Japenese Foreign Cffice no. scpears
to be nte:r.;ted inte 2 consastent scheme of development from ite car-
l:2st anc samplest beginnings, abeut 1930, to its present quite con-iex
ferm. Probleas concerning the A-macline ani cuestiors for w.aich lecsicsl
anc "-eascnable" answers could not be found are now explainable on the
cimple grounds of the type of cryptogrzphic mcchanism ea, loyed 1n the
ewrlier mschines, wnich seems to be the rotary switcl used 1n autonatic
sele hony, rather than the revolving ccmmutator emplojed in our present 4
i=nacnine. y
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Part II. Credats 1
1

|

18. The successful solut.on of the B-machine is the culuinat-on
ef 12 sontks of :ntensive study by g group of cr;ptanalysts and assistants
morking as a harmonious, well-coordinated and cooper<tive team. Cnly by
such cooperation and close ccllaboration of all concerned could the solu- ;
txcn possibly have been reached, and the name of no one person can be )
g2lectea 2s deserving of the wmajor portion of credit for this achievement.

“he parts played by the individual members of the tezn may, hovever, be
iadicated.

19. The specific direct-cn and coordnation of all studies or thas
troject ~as the joint vrr! of Tri—*zrolist Fro'- Z.0cvlewt ana lssosianty
ur_ pteralyst .obert 0. Ferrer.- Their inaefatigsble labors and brilliant
analyticzl sor¥k testify ana are 2 crefat to *-rr cr::"‘-*'lvhc slill, :

*Z a1l exgerence. 7To tneir joint uirzctron and efferts zre due the e -
wmesaly froaiful analysis of the cryptograric mechanics underlying the |
operation c¢f the B-macnine as 2 “nole 3 the theory of its operation, and
the de\elop:nmt end soluticn of tne "a's" at any early date in these stua-
-25. Theyr were also extremely active in pushins the sclution t.o a success-
ful ccnelusion by organizans and narectin: the reccnstructicn of the
cevelopments or e-'irmgs of the switches for tne "20's". Junior Cryot-
analysts onevieve L. Grotjan, Aloert . Samall, and :-anuel S. Snyder cid
zoct excellent work in recoverins the "6's" dur:.n" aany months of &appar-
mtl,r hozeless affort. In tzis rrk they were occﬂ-~an.=11,r &ssistzd brr
""-wto:-'raa-;ic Specialists Cyrus C. fturs:s, Jr., Kenneth D. .allar, -anc
slean 5. Lawmdig. Of the lstter two went: oned, 1t should also be stated
tuat their wvery large output of sork in .ne decod1 ng of J code materiel,
«-Zisiad part time by other nemoers of the J-Ssction, 1lifted much cf he

L2avy burcen cf "t 1s absolutely necessary current t.e_nslaticn crx from tre
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shorlcéers of the other memcers of the J-sectaon, thas giving the latte
more tine for research on the 3-machine tham ould have other.ase bsen
~ossible. ror the origmnal suggestion of the electrical teleghone s dich-
in; necranisa for duplicating the encipharmnent of the "6's", ithe des:
and conciruction, in collaboraticn -1th Jr. no-lett, assisiled by ctrer
serbars of tre s2ct.en, of the mar’ ine for dscipharing the "A's' and fer
excellent vorz in the ceciphzaraent of the WE's" in current traffic over :
aany zcnths, Cryptograpaic Specialist (now lst L:eutenznt) Leo iesen 1s to
be nmaentioned. Fe also supervissed and assisted in the conctructson of
the hend-opsratad E-machitne designed Y- the cryplanalitic staff of the
J-gection; in tras latter crojsct Junior Jriptanzlyst H. F. Searce, Trimte-
raphic Spacialist Zdward J. Haw<ins, Sgts. "_lder aznd Jor zlso assisice.
n thais connect.on, 1t shiould also be mentrored that the shop fzeilities
of the nadic Lsboraicry, iavy ¥zrd, .ere kindly plzced zt cur dzs-osal and
certein uaterizl furnished thereet, through the courtesy of Cosnander L.T
cafford of the Coummunical.ons Lacurity Group, Cffice of iaval Communice-
tions. Tais zreatly facilitzted the consiruction of the hand-orersted
g-machine. The excellent werk of Tabulating ..achine Supervisor Ulrich J.
£ropfl end Cryptanalytic “ide ulary J. Dunning in pozricrming countless tab-
tlatinz machine opzsraticns desserves mention, as well as the painsteking
work of tne vericus card punch operztors under their supervision. ‘iiss
Sroaenburg perfcrmea end ascistea in many clerical jobs of routine and
specizl nature in cornection -1th these studies. The work of Resesrch
nalysts Johr B. Zurt and Paul S. Cate must be mentioned in connection
wiith our efforts to recorstruct the texts of messs;e2s in Jzrznese. Thas
dilficult work had to be done in vhat litile time could be spered from
their rezulzsr and arduous duties as trarslators. The .or< of Crypicgraztic
Clerk Frances ii. Jsrome in aintazning the files of the interceprt traff-c
necessary tc these studies preved to be extremely helpful; her everyday ‘*ork
in operzting the "6's" deciprering mactine was painstzking and accurate.
To Cryptographic Clerk lary Louise Frather credit should be river fer *he
Le-todl Aseying ol tae recoros and inaex of 2ll messages; 1t vas ailso she vho
found the parsjhrased K~1 message mentioned in Psr. 6, and <hich plzyed an
I-acrtz-t rort i the final bre-i nic the system. Afier the -nitial zele-
tiun of the "Il's" had tean made thare v .s grea* pressure tc hurry ihe orx
along as fast as possible. In addition to considerable overtime vork by
nencers of the J-section, certain personnel from o*her sections cf the
£.I.5. were brought in to assist. Some of ‘then performed this vork cnly
¢s voluntary overtime. Ir t4is special sssisiance the nazes c¢f the fol-
lowing persons are to be ment:cned: Associate Cryntanalyst Abraham Sinrov,
assistant Cr;ptanalyst Lawrence Clark, Jun:or Crrptanalyst Jeliz Ann Taylor,
Cryztosraghic Clerk “ilma Z. Eerryman, and Cryptograpric Spec:zalist Eavard
2. Christopher, Jr.

—Hm

The vigilence and excellent work done by our various monitor ste-
tions in intercertins and copying the necessar; traf®ic zlso deserves
sreclzl acntion. The assistance rendered by G-2 in obtainin- certa:n cata
has glreacy oeen mentioned.

The uncersigned ~as directed to partic:pate in the "3" machine
studies in August 1939, and from that time on these studies vere under !is
Eeneral supervisicn, at the same time that he carried on scme of the cuties
-roT #1ich he hac not oeen relieved. In g@pl?gpﬂ_jo this general supervisicn
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he also directed and nimself conducted spec-al studies =ith a‘view to un-
covaring the crygptograjhic principles underlying the B-mzchine. He wishes *
+o tage t.is opgcriunity to indicate lLizs ~rat.ficest_on cf the dezenstrzt. cn,
by kis assistsnts, of treir grasp of the cr Ttanalytic techniques taught
snea as a res.lt of their rarticzpat.on in the traiming affordecd by the
S2znal Intelligence Scrool, as ~2ll &s n1s pleasare &t the Tanner in vhaen -
t.e irdividuzl meabers of the team earmestly and wholeheartedly collzbcreated
in tnis joint effort. Fe glso wishes to express his appreciaticn ci the
im-ortsnt assis‘ance rendered by the Cfficer in Chzrge of the Sxgnal In-
telli_ence Service, and has co-missionzd sssistents, in exrediting the cre-
curezent of personnel, sup.lies, and s;ecial informsticn vhen neeced.

Muéf%;m;y

October 14, 1940 . 7illaiza F. friedmen,
francipal Cryptanalyst.
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